WO 01/78309 PCT/1BAO /00697 A Method and Apparatus for Wre- Speed

Application Layer Classification of Data Packets 1. DESCRI PTION OF THE
I NVENTION 5 A. Field of the Invention The present invention relates

general | Yov %l/gglﬁgcl assification of packets in a full dupl §adEy-cat i on
system ané nore specifically to high speed digital corrrrugléggﬁl 6ngur?etv\or ks

transporting packets which may be nonitored at the 10 application |evel of
t he conmuni cati on nodel where wire speed handling of the packet is

required. The presevetiidlyand Apparacudfsk WirerSpeatbApplicatiat em a data

classifier, a method fory hoshidigsaniatioRR PALPPAgKEE products for
enabling a conputer to performdata packet classification. 15 B. Background

of the In\l;enti on In nost comuni cati on networks used for exchangi ng
messages pynhation, a nmessage in a digital form
is divi Jédﬂérﬁﬁ&ﬁﬂﬁﬁﬁmggﬁa@ﬁ?géNf aster and nor egconveni entg

transm ssion and for reducing errors. Exanples of such comuni cation

net wor ks ar e A.h&idldppthaduvenyipde and Local 20 Area Networks. The digital
packets are then transmtted over the network between the source conputer
and a destination conmputer. It should be noted that the source and

destination Cﬁ%e% ab%%np%vse%%ln SRRyt rn%rg[}, {efnLekigschtidreof ﬂé%dk%fts f godern

daé' conmput er system conprises a substantial nunmber
FG 1 T ST it dfe R Yy B R Rl on. 1
communication networks transporting packets which may be monitored at the
10  application level of the communication model where wire speed handling of the
packet is required. The present inventionv is embodied in a network system, a

data classifier, a method for hashing and computer program products for

enabling a computer to perform data packet classification.

15 B. Background of the Invention

In most communication networks used for exchanging messages between
a source and a destination, a message in a digital form is divided into multiple
packets for faster and more convenient transmission and for reducing errors.
Examples of such communication networks are the Internet, Wide and Local
20 Area Networks. The digital packets are then transmitted over the network
between the source computer and a destination computer. It should be noted
that the source and destination could be personal computers or servers and the
like.
A modern day computer network system comprises a substantial number
25  of individual computers and servers. A simple computer network is shown in

FIG.1. Typically, a computer can act as both a source and a destination.



WO 01/78309 PCT/1BOL/ 00697 Conputer sending a data packet is a source and
a conputer receiving a packet 1is a destination. The sane conputer that
acted as a source in a packet transfer could act as a desti nati on for
anot her pagketesf\ computer acting as a router acts as bot %gw ce and
a desti nat| on ?or a packet. This is because it receives a pac froma
different source and then sinply routes it to a different corrputer O ten,
each of Cbmpubempseretisgianddthepackeisrk sbamagsarat a lcomutpareceifing a parkes" of
the network, and data is transferred anong the vari ous nodes by

t ransmi t ksiangeskiiatiqracitet saraemoqputer tmtmcted 8s amsnures émplpackat triansfer
conputer located at a first node may run a first application programthat
gener at esodld ragt asldddstireation foe asotssoueket.y Aptaopstes@cbng @sse conigr @shput er
at a second node. In order to transfer the first data to the second
conput er as botthate sbu@nariea peetessadfortdhpatkats Thisdepereusalitwiedevesl@ae fir st
data into a plurality of data segnents and forns a data packet

cor r espopdiig fiemenalffertnt beurdatandsegneniply rothesjt tohe diftdranpeckeuserar e
transmtted downstream fromthe first conputer to 15 the second conputer.

Also, if the ogalenklich of apabinpuedrsiitlthe diephver forommatnieast pamsf & he second
conputer may transmt data packets upstreamto the first conputer in

r esponsesggyd hr what metR@dfk eisd HeGeisteshdfeeat taheord tisd vaoupnbess bizach of the
data packets transmtted fromthe first conputer to the 20 second conputer

(and trapspitdigthd 60 pat&kebLERRAgARRYHESutbrs.t her éxdrble, QOB coMpUtypi cal |
contains a data p?facketéhegder ﬁe heaggjrus are often breeferred t(;J ag'p Y

tupl es. yk% ﬁés J.reihsae'nw HAEs et SppilRatioh §RB&drh @Rat endrkpes Afstdat a

cont ai ne ta packet, the source conputer from which the data

ng{;g@ Wastd {FBE TubbeGuerthepidbendes, dasicbRaicbributerm A @,@c@ﬁd tBeedaha

order to transfer the first data to the second computer so that it can be
processed, the first computer divides the first data into a plurality of data
segments and forms a data packet corresponding to each of the data segments.
Then, the data packets are transmitted downstream from the first computer to

15 the second computer. Also, if the network is capable of full duplex
communications, the second computer may transmit data packets upstream to
the first computer in response to the data packets received from the first
comphter.

Each of the data packets transmitted from the first computer to the

20 second computer (and transmitted from the second computer to the first
computer) typically contains a data packet header. The headers are often
referred to as tuples. The header often includes data that identifies the type of
data contained in the data packet, the source computer from which the data
packet was transmitted, the intended destination computer of the data packet,

25 etc. An example of a data packet header is illustrated in Fig. 4.



25 etc. An exanple of a data packet header is illustrated in Fig. 4. 2 WO
01/ 78309 PCT/1BO /00697 As shown in the figure, the header HDR conprises a
source internet protocol ("IP') address field 100, a destination |IP address

field 11 ocol field 120, a source port field 130,
desti nat 8&6%916%3@5“6' d 140. The source IP address field lﬁ(gp/g%oﬁ\l/tooa‘?gﬁs a

32-bit source |IP address that identifies the source 5 conputer transmtting
the data packetshowreirdthst figune tine hPaderHBRscamperiges 3 GOUEGhNEeMEta 32- bi t
destination address that identifies the intended destination conmputer of

t he dat arpacoe( IPDhadqness fietsl 1004 desttiationiRieddrassdirld Hil0s agirotesabt ocol
data that identify the data format and/or the transm ssion format of the
dat a corftedd n2d, arsouhee pattfighhdBe; anTreedeginatwnppent fial@ld01300q srurgeds
sixteen 10 bits of data that identify the conputer port that physically

out put s ddueestafield IHHC karitairsnal 3RHEt destderit addreps thatf identfigsithe seuraens
sixteen bits of data that represent the conputer port that is supposed to
i nputs t henoiRiter packsetittinthehe datlaepacket.qTekydatehaties IPreldreshfi®idtidden t he
source and destination and therefore defines the origin and target for the
packet h®inkginsans2-blbddtritidataldreskeia idestifieatisnintémieddestingdt®nnet wor k
fromthe source conputer to the destination conputer, they are input by

vari ous @hpiek of ERErBane phsdthathePset6ss flee 1dat@npaink elightaits dfi rect t hem
to the appropriate destination conputer. Such network conponents may be

i ncl udedyigboddn@at# 65t iBaktiftheCdERE tteFmandhafornay: tbensrarRtdnnedman ofithe
I ntermedi ate conputer that 20 processes the data as it is being transmtted

from t hegfaWoneaiRQAMPYEHEE dbe ?Q@(etdqfﬂei $Hlrt@poeofiidt £30 induddsssixteea packets
can be quickly and efficiently processed and routed between the various
nodefy of yithgr BEWPEK iddrtRy RRE BRI PRRer port that physically outputs the data

packet, and the destination port field 140 contains sixteen bits of data that

represent the computer port that is supposed to input the data packet. The tuple

uniquely defines the path between the source and destination and therefore

defines the origin and target for the packet being sent.

15 When data packets are transmitted over the network from the source
computer to the destination computer, they are input by various network
components that process the data packets and direct them to the appropriate
destination computer. Such network components may be included in the
destination computer and/or may be contained in an intermediate computer that

20 processes the data as it is being transmitted from the source computer to the
destination computer. If the data packets can be quickly and efficiently |
processed and routed between the various nodes of the network, the operation
of the entire network is enhanced. For example, by c]uickly and efficiently
transmitting data packets to the destination computer, the quality of real-time

25 applications such as internet video conferencing and internet voice conferencing

is improved. Also, the network components can quickly process the data
3



of the entire network is enhanced. For exanple, by quickly and efficiently
transmtting data packets to the destination conputer, the quality of
real -time 25 applications such as internet video conferencing and internet

voi ce COR{ghEM3hed 1S inproved. Al so, the network conponep¢signno@ni ckly
process the data 3 WO 01/78309 PCT/1BOLl/ 00697 packets to determine if they

are authorized to be transmtted to the destination, c te i f th
are npt,pQC!c‘fét%hEQ detarmiBeHoheN ¥ e AWharEe %5855%‘58%{%8&?% Eséeé‘;t"r?iggaﬁ‘t, tﬁg
security of the network is greatly enhanced. Befaqre.pro sing a data
packet , - @MRHEEr RNE IriHENATE ?ﬁ}sfhgeﬁ%%rikf‘ipm?q{éen%% d(’j%ta&ggﬁ%lggga according to
various characteristics of the dat ant‘%acket ggd/or lhe data contained in

the packRacketheAs a FsUeti® SROGHVHER NSO g et enflaedpacket based on

its classification. The packets of data that flow anong the conputers that

formpart of gdmre B%é@%&iﬁfcél@aﬁ@pég&%i gderetdotlocempbyieponiusoislasdifyditbet al
i nformati on between the O different nodes of the network. For exanple, an

appl i gat jon SHRkePacttaidIth dhridus ORRELEIristids @Rena adea phckdieariybimetik. The
results of such an application nmay be sent to a conputer in a different

node of hg't?a GBI in tEE]f‘paicQEQr FFREH Othel Fetwdirk icBRibdnhe ppecesees By gatRacket s

before the data Is transferred over the respective network. In the full

form of ﬁQ&%@aQ@&io‘Mts ?lléggiﬁ?gﬁq ts are run 15 upstream and then down
streamih order to verify a tu response loop. In nmany systens it is

required to éé?kétgeof%aa‘fg‘%ﬁ?t fiLQWriSh DBtk cARBLEQE tthaf RSrmP b et thaet wor k
system d

managenent an admnirstration, and other application relate

2ebes e R e SO oy QoK oaciabteie ot

10 different nodes of the network. For example, an application may be running at a
computer in one node of the network. The results of such an application may be
sent to a computer in a different node of the computer. The information is
divided into one or more packets before the data is transferred over the
respective network. In the full form of communication, such packets are run

15 upstream and then down stream in order to verify a full response loop. In many
systems it is required to analyze the packets flowing back and forth for better
network management and system administration, and other application related
activities such as billing, prioritizing, and the like.

In a robust high speed network, typically millions of data packets are sent

20 and received by a node ever second. Therefore, the network is required to
process millions of such packets. It is clear that these packets must be
processed at wire speed so that the transmission of the packet is efficient. For
example, in an efficient network the speed of transmission of data will be

approximately the same as the speed at which a packet is processed by a node.

25  In other words, the packets are processed at the maximum speed at which they



20 and received by a node ever second. Therefore, the network is required
to process mllions of such packets. It is clear that these packets nust
be processed at wire speed so that the transm ssion of the packet is
efficien F xanmple, in an efficient network the speed 1 Ssion
of data aW?PB%gm§approxinately the sane as the speed at mhrgﬁﬂg&ggg et is
processed by a node. 25 In other words, the packets are processed at the
maxi mim cpessl trainswhited thivaygh theW2tHbrk 83068 aBUIty tB@ro 38t wicarspbed
transmtted through the network. The ability to process at wire speed

al | ows tapvaysicedmstemvwerkomd iWwhaotit perfbonaroe dedegiasidat AsrtheAst tdte dfit rate
of the network increases (for exanple networks capabl e of speeds 1Gos are

al ready the ns@ork ecrassdie(fopbxpapkehstwatsicapablepfapesss IgGis @@ i ncr eases.
5 An inportant requirenent of a good network is that the packets reach

their desidRf) Aasdd)akimimbdher paxgdeed seq@hinng pratessinaealpo évartees.f rom
reaching the wong destination. Theoretically, the best way of doing so is
to use the full 104 bit provided as a uni que address, however, this
approach is inpractical as 10 described below. A large tuple, for exanple

a 104-bit wi dg, ipbRantdduiiiabhteott HGoBHeRIWErk Bt ithé ipabkers reben sour ce
and destination nodes, the input and output ports as well as the protocol

used. HOMRYECHesifdCleRinaRiode THEPhECcHdRs SHBDIACAIS@bepravémiederromddaeRmgs pace.
For exanple a 104-bit wde tuple would require an address space 15 of 2 104

addr esseg,q ﬁ%nc_{ BERinat kD TRebALRR I1RIEHEEEstSNAE 8 WBIHghsd RAY i trRddnessi ng a
menory using a large tuple. Such a {arge address would result in huge
menory r‘falfibriteﬁ%mo%daﬂja \Rhdud 88desS] RoeVS2aRisUpprBEcHRMipractical as

10 described below.

A large tuple, for example a 104-bit wide tuple, will enable the precise
description of the source and destination nodes, the input and output ports as
well as the protocol used. However, such a large tuple in turn creates a large
address space. For example a 104-bit wide tuple would require an address space

15 of 2 1° addresses. But then, such a large address space would require
addressing a memory using a large tuple. Such a large address would result in
huge memory requirements and very inefficient usage of the memory.

Therefore, an important challenge is to effectively prevent the need to use such
a large tuple for addressing the memory.

20 A commonly used technique employs hash tables or other hashing
techniques. In such a hashing technique, address or location of an identifier is
obtained by computing some arithmetic function of the identifier. This arithmetic
function is called a hashing function. A hashing function essentially transforms
an identifier into an address in the hash table. For example, if X is an identifier,

25  f(X) gives the address of the identifier in the hash table. The memory available

to maintain the hash table is normally assumed to be sequential. Also hash
5



Therefore, an inportant challenge is to effectively prevent the need to use
such a large tuple for addressing the nenory. 20 A commonly used techni que
eanoys hash tabl es or other hashing techniques. In such a hashing

techni que, address or |ocation of an identifier is obtain uting
sone ari thATR unction of the identifier. This arithm::tiEgTE%'%(;O(8 on is
call ed a hashing function. A hashing function essentially transforns an

i dent i fit@bld Biroranalgdskireisionka ihteehdursbudiaits eThébucleataripltern havelone aan
identifier, 25 f(X) gives the address of the identifier in the hash table.

The mendnyravatd aBEE capablawf Mokdifg tdxactindhetrebbel. ithenefone) if yheresareetsl to be
sequential. Also hash 5 WO 01/78309 PCT/1BO /00697 table is normally

partiti opadetirotHeaglsPLBIC the tFhesfBHRKELA f(X) transfohmeeX oMo aor inteaered sl ot s
each capabl e of holding exactly one record. Therefore, if there are b

bucket s ﬂhrr‘o&%? thS %lﬁ@il’% nlimBel bAPsEAbRBIdeANfiélsaret habs iarge® than the an
I nt eger rough b-i. Since the nunber of possible identifiers are much

l ar 9?’ . t RaRbEP6r BulTRRRe A ishialcBhet b@ﬁl@illtystr%tqwcﬂlﬂ“éfer&qaéhtbﬁéﬂstaf‘et hat

ferent 1dentifiers are mapped to the sanme bucket. For exanple, if
ll and lr%a tthh shfR! 6kt dEHt é)@érﬁ R, if I, drid Boaﬁ"%'tWoeleﬂéaéntﬁﬁéﬂﬁlﬁersf(| 2).

There is a a |Ige|lh00d that a et can overflow if nore identifiers

get all 0 gé?blgtﬁ 'f@p)gL fkf'zn Tﬁﬁ@?e Ly“egﬁsra MeliPbBH Thatd HURE! €ari N t he

bucket . gesire reré function are that it be 10 easily

comput ab!)\?arﬁggl i Arel oMl D r%e%salﬂ)%d%r@ﬁ%rbﬁkeg%éﬁ %@Hﬁmb%‘?‘b@rs&lts

conventi on roaches use echni ques to store tup es. However,

the convent| na' echniaues; ar o fiel Seatdnot Balash RS¥criPkrd e i€BpaDI 1 ty
2P Ui e spee %{ tcﬂg

of truly ‘6 rrmre none o convent i onal

t echm qUESsi yacr})nrw]g@t b?e ME A mrmnlez%Q eHL TSRS oPloRffSTs. T | ows and

Several conventional approaches use hashing techniques to store tuples.
However, the conventional techniques are deficient in that they lack the
capability of truly operating at wire speed. Furthermore, none of the
conventional techniques can handie over one million different process flows and
15 the full tuple range. Some of the conventional techniques use several sequential
steps that either grow linearly or exponentially with the number of process flows
identified. On the other hand, several other conventional techniques require
complex resources in order to store tuples using hashing techniques. A
disadvantage of the conventional techniques is that they require search
20 mechanisms that are time consuming and impractical for wire speed
applications.
Another conventional technique used to store tuples is the use of a
Content Addressable Memory (CAM). A CAM is an associative memory device
that is capable of searching a list of stored information entries based on the
25 content of the entries. On the other hand, conventional memories search based

on the location of the entries in the memory. An information string is provided as
6



15 the full tuple range. Sone of the conventional techniques use several
sequential steps that either grow linearly or exponentially with the
nunber of process flows identified. On the other hand, several other
convent i opelo1gehni ques require conplex resources in ordepctrAs@igese t upl es
usi ng hashi ng techni ques. A disadvantage of the conventional techniques is
that they require search 20 nmechanisns that are tine consum ng and

i npr act iamainpEbto e £AMbedhe quiput Fam HissCAMTStthe RAdRRARt ?'bﬁﬁﬁ"q echni que
used to store tuples is the use of a Content Addressable Menory (CAM. A
CAM i s aneamssytications insheGAMIEhatceontaindhe) partigyaplirfosmasiearstfingg 18 i st of
stored information entries based on the 25 content of the entries. On the
ot her hadyectionas meomay devinesi 88 asdegsstofiaswrimonhlocREON ¢t ATIVACDAS t he
entries in the nmenory. An information string is provided as 6 W) 01/78309
PCT/ | BOihp@69 Theainformpation stringecadabinedras that pddrassdarmeghemutpet. tthe addr ess
of all of the nenory locations in the CAMthat contain the particul ar

i nf oSmaturdques propegty bh CAM meemdriemial theerahitydeviesesh (a@., adthpese totha nenory
| ocation is provided as input . The information string contained at that
addr ess ihfornmmtiohestoingputl. of AhB emtrigeian PreoPAM: tpbtd siGANtareEmslye Thisabikigi r
ability to search (i.e., conpare to the information string) all of the
entri es torpdritenCaivhtiladreo s saartising aueatyy intheaseshiinkei gpeedtwitipevHict m

si mul t aneous searching greatly increases the speed with which nenory

sear chesmeabrp@epfiHesrdi®bé pkabived relation \tetonosatiomameesicsitatt require a
sequential read and conpare procedure. The sinultaneous search 10

capabi | i dfeyuire 2640 R [BI rédd BAd tcortPare Pebettiurg. The epauRéte® ol Or nNeans
at each nmenory location in the CAM device. However, a CAMis conplicated
I N tRY Meffability is achieved, in part, by including a separate comparator means at each
memory location in the CAM device. However, a CAM is complicated in terms of
hardware required to implement. For large address spaces a CAM is simply
infeasible to implement.
U.S. Patent No. 5,414,704 (*704) discloses a way of doing source address
15 and destination address lookups for use in a packet data communication system.
A way of searching a relatively large database is described, using a combination
of programmable hash algorithms. In the hashing technique used in '704 N-bits
are hashed into N-bits. Clearly, such a solution is not practical when the address
space is large as would be in the case of a communication network. Though ‘704
20 discloses the use of a content addressable memory (CAM) in parallel to the hash
function, the present invention uses a much improved method.
U.S. Patent No. 5,708,659 ('659) discloses performing hashing on certain
packet headers. In ‘659 a predetermined number of bits from the packet address
information is selected to use a hash key. This hash key is then used to

25 compute a table address. The contents of the table at that address are compared

with the packet address information. If it matches, the packet is transmitted
7



hardware required to inplenment. For |arge address spaces a CAMis sinply
infeasible to inplement. U.S. Patent No. 5,414,704 ('704) discloses a way
of doing source address 15 and destination address | ookups for use in a

packet d ni cati on system A way of searching a relatjyel ar ge
dat abasea‘%gog(ggsg@yi bed, using a conbination of progranmabl g@ﬁ){%ﬁ/o\%% )

algorithns. In the hashing technique used in '704 Nbits are hashed into

N-bits. JehahkporSHedbctatea witth et farfielilapldeetihgtidn whbrFedsher adidesgmt space
is large as would be in the case of a communication network. Though ' 704 20

di scl 0SE$atdHe tHE SaDk FHFOL RIThcARGHERSaaRY EndTBIM the EdMents opaicthew! to the
hash function, the present invention uses a nuch inproved nethod. U S

Pat ent  Nap o380 2erdtitReBy the flPeRsntel hodidsoarbashingeawigetiai n  packet
headers. I'n '"659 a predeterm ned nunber of bits fromthe packet address

i nfor mtéﬂekgdagﬁ%%ﬁn{&wﬁse a hash key. This hash key is then used to 25
conpute a table address. The contents of the table at that address are

4 o ; ; y :
Crancm (7eNe s e PIEKEES BESFFER BuBE TR N el qu Bratas o st h 1S
t hat par% 'g%l:‘&&rw.‘?ﬁ%‘h' %€9R£ﬂ§g’qéﬁ:§§t berh! AJPERisORG floWPIfthe §igetbl €

addr ess I'NEr enent e e contents of "the new table |ocation

identified by the i _ ;
B e e O
ow to asso t. C ot S que

Pou o BRBELE BorhAREF LY bGRR, LB LR SHORPF, ot

systemthat was alread identified and newWy arrived packet needs to be
di r ect edPieEHE fgéﬁg‘?cbé&tk%r cessing. y P

10 Similarly, in U.S. Patent No. 5,920,900 (*900) a translation is performed
by using a programmable hashing technique on an input number to generate a
hashed number. In ‘900, a subset of the hashed number bits are used to index a
first hash table. If a collision does not occur in the first hash table, an entry
contains an index into an output table which contains the desired translated

15 output number. If a collision occurs, an entry in the first hash table contains a
pointer to a first resolution table area in a second hash table. The first resolution
table area contains entries which are indexed by additional bits selected from the
hashed number in accordance with a mask field in the first hash table location. If
collisions occur in the resolution table, a new resolution table is created and the

20 process is repeated. The resolution process thus proceeds in stages until all
input numbers have been translated. As can be seen, ‘900 deals with the
problem of packet collision but does not address the issue of association
between packets forming a full process flow. Furthermore, all of the above-
mentioned conventional techniques posses very limited capabilities of scalability

25  of the solution. Therefore, they are unsuitable for handling the increasing

demand for high-speed packet processing at wire speed.
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processor for efficient processing. 10 Simlarly, in U S. Patent No.
5,920,900 ('900) a translation is perforned by using a programmble
hashi ng techni que on an input nunmber to generate a hashed nunber. In '900,

a subset ywah offa8pd1ashed nunber bits are used to index a fip&tadasbeoyabl e.
If a collision does not occur in the first hash table, an entry contains

an | ndex | nt dgppnal \Eof I'% @T:sd ab\f\@wgsg&?g@ Efclgel?.?lo%ﬁiitﬁe@letf‘ Lé?e ted 15

out put nunbe occurs, an en first tabl e

cont ai ng, &, DOINLEL. 0l [ epa%\fs%gh%tfnqgréoﬁ%et.&{ $35H17 Ao eopBdehash

tabl e. CUti' area contalns e I ch are i ndexed
b dd | ect.ed f th ' th
e 1 s P AL el o0 rHe"f*nf’@ﬁ%“aﬁ@%ﬁoffé“n

| ut t bl d
Fepeat cliknaditEiagrarsin praebys b s seleBLs Ak ﬁﬂeggﬁﬁ o 3ai1 °?ﬁ§3t '
nunbers have been trans d. As can ﬁ:t éjtl the problem
of packEPNEHL IO SIUFHINSLY B‘EFZ%' TR TR Eoé"&‘?&t‘f’%@ée&a L QF?Sn bet ween
packets formng a full process flow Furthernp
ot | onBEGhogher GHSFS: | EEHh BB eHISTES TriRd THREEa SUpsare BrRLCed

scalability 25 of the solution. Therefore, theé/ are UESUI tabl_ﬁéfor handl i ng

t he i ncfAEAMGUNHBHRAPCITHECRitYIR- %?ﬁeesd'np%ER@tpub OREVEOTRGYaE i HR° SpEEH. 8 WO
01/ 78309 PCT/1BOL/ 00697 Additionally s desirabl e ﬁo associ at e packet
f1ow wi faversin theymosigbarg Rpy3icaldeYem f?aéx?éw lgy et INetoEk layps 'f?é’SPO

I nterconnection (OSlI) 7-layer nodel. The OSI 7-1layer nmpdel is commonl y
used fr éaveRobRssion laeri Rfasgntationdayar PBE ARRIIKREIPRS RYEEr J@érﬁgﬂﬁéca&:onput ers
that formpart of a network. OSI uses a 5 concept of |ayering whereby
comiini demer s conerrnedvthathe pransmissiereal HAstEUgtured bit streams over a

physical link. It deals with the mechanical, electrical, and procedural
characteristics to establish and maintain the physical link. The Data link layer
provides for the reliable transfer of data across the physical link. It sends blocks
of data with a necessary synchronization, error control and flow control. The

15 Network layer provides all upper layers with independence from the data
transmission and switching technologies used to connect systems. Itis
responsible for establishing maintaining and terminating connections. The
Transport layer avoids reliable and transparent transfer of data between end
points. It provides end-to-end error recovery and flow control. The Session

20 layer provides the control structure for communication between applications. It
establishes manages and terminates sessions between cooperating applications.
The Presentation layer performs useful transformations on data to provide a
standardized application interface and provides common communication
services. Such services include encryption, text compression and any

25 formatting. Finally the Application layer provides user-ievel services to the users

of the environment. Examples of such services are transaction service, file
9



vertical set of layers. Each layer perforns a related subset of functions
required for comruni cation between two nodes in a conputer network system
The seven layers in the nodel are Physical layer, Data |ink | ayer, Network
| ayer, Tradepedshe | ayer, Session |l ayer, Presentation |ayerpéafniBoiopsorcati ons
| ayer. The Physical 10 layer is concerned with the transm ssion of

tructured bit st hy link. It de ith th
echani CARISTRL G NERYOTkARENRITEERuT ilwereéﬂae'ﬁ%éfaw?ew %5%%%* 4y 3 £he ano

mai ntain_the physical 1ink. The oVi he reliable
transfer’ #avgat(épah?m \aﬁfér)p‘hfy@eé en ﬁﬂﬁtem%l?%t@ﬁ‘g%n C 5(0%{5 7 da¥E with a
necessary synchroni zati on, error control and fl ow control . The 15 Network
| ayer prraopale@romﬂe%ﬁ?ﬁ@@t‘{ew@twow fReRgadence fromthe data

transm ssion and switching technol ogi es used to connect systens. It is
responsi bl e for establishing maintaining and term nating connections. The
Transport layer avoids reliable and transparent transfer of data between
end oints. It provides end-to-end error recovery and flow control. The

Sessi%n IZIOSUMMA%Y@EE@SE IMEENGEPNo| structure for comunication between

applications. It establishes nanages and term nates sessions between

cooperating agplhGatth@bove RENHERSEPFIERR ih dMETCoRPEAISHTE tedRidbgies,
transformations on data to provide a standardi zed application interface

and pr Oy'tqiseﬁ? gi?ﬁ’é@rbfocﬂwg’s&ﬁtlh%‘ntlosr?fsvﬁoc&%vm%’gﬁ apBaMtEE WHiAsiude

encryption conpression and any 25 formatting. Finally the Application
I
Ecampl oo AR o SEGensECa pRCK, tBR 2y LU Idenu 16 RN GG BT 8386

e Py R TR O o ol 21 1
I nt e{c?oné‘%%%!ss?ﬂg (O(P%Ia)ckgt ld’iﬁfg should be performed at wire speeds. By being abie
to correlate a stream of related packets to a single packet processor, this
invention allows the monitoring and management of the system up to the
application layer, or the seventh layer of the 7-layer Open Systems
Interconnection (OSI) communication model. Furthermore, it allows for the
15 efficient data processing of such packets as all the processing is performed by
the same packet processing unit.
It is a further object of this invention to provide a method for transforming
a large tuple number associated with a packet into a reduced bit count number
while maintaining the unique identification of each flow that the packet is a part
20 of. Another object of this invention is to generate a reduced bit number from
a large number based on hashing techniques incorporating certain improvements
allowing the generation of “white hashing” numbers. Because of such an
improved hashing, though tuples may be highly localized they will still be spread

throughout the much more limited range of the hashed numbers. This means

25 that though tuples may poses a locality in the numbers, i.e., are in close

10



nodel provides for better network managenent. 5 I1. SUMVARY OF THE

| NVENTI ON To sol ve the above-nentioned problens in the conventi onal
technologies, it is an object of the present invention is to provide an
appar at usy¥lyisd0s S capabl e of accepting a packet tuple angcpipgd ooy
identify it wwth an existing flow of packets in the system or
alternatively identify it as a new flow. The 10 processing of packet tuples
shoul d propienity teredchtothern shepadistill Be wseag eabng' threuglpytaihgtlEnifedt r eam of
rel ated packets to a single packet processor, this invention allows the
moni t or i naggeard themadgesrenumbkr rérgesyst em up to the application |ayer, or
the seventh | ayer of the 7-1layer Open Systens |nterconnection (OSI)

conmuni cat i orTonmeet thé&ovbjdntivesoé the preddndvsvdrdion tereds efdvidé@ptdatat a
processi ng of such packets as all the processing is perforned by the sane
packet praxkessiasgifients classify @ @ufality loéN-bisjieptt ofplehisdid nhassifieon t o provi de
a nethod for transformng a |large tuple nunber associated with a packet
into % retusdsindiat haguaddressigeneratbi te ganersdtaianpingalitheof Miibjuleash
identification of each flow that the packet is a part 20 of. Another object
of this aduresddsofoinssdi® pheadtabeNeabit atutedplest whenbierMfis significanéilyge nunber
based on hashi ng techni ques incorporating certain inprovenents allow ng

t he genesrablicnthah Nylirheémbag Ravigg £1pIdbelity. ofBeemse eotrissicdaidmernopy oved

hashi ng, though tuples may be highly localized they will still be spread
t hr oughopiding RedrassRbBE shidplliesity 27 98 baf hddheadirebest, athesugh atliréssreans 25
that though tuples may poses a locality in the nunbers, i.e., are in close

10 WO 01 +8303nBrl {BPNAAAB of RiePXdriyl ditrikd, EadhoPéderplurtdiey onidmetyi | | be
spread evenly throughout the limted

10 entries capable of storing one of said plurality of N-bit tuples and an associated
process flow information; a comparison unit to determine if an incoming N-bit
tuple can be matched with a stored N-bit tuple, wherein said associated process
flow information is output if a match is found and wherein a new entry is created
in the memory for the incoming N-bit tuple if a match is not found.

15 Preferably the data packet classifier further comprises a content
addressable memory (CAM) to store overflowing N-bit tuples and their
corresponding process flow information wherein said overflowing N-bit tuple can
not be stored in the memory.

Preferably the process flow information in the memory comprises a flow

20 identification number.

Preferably the process flow information in the memory can be updated.

Preferably, an entry in the memory can be deleted.

Preferably searching for an entry in the memory can be ceased when a
kill-process command is received.

25 Preferably the process flow information in the CAM comprises a flow

identification number.
11



range of the reduced nunber range. To neet the objectives of the present
invention there is provided a data packet classifier to classify a
plurality of N-bit input tuples, said classifier 5 conprising a hash

address ogRii2kmo to generate a plurality of Mbit hash agdragaamedr om
said plurality of N-bit input tuples, wherein Mis significantly snaller

than N, a nmenory having a plurality of nmenory entries, said nenory being
addr essabl e Pyeferablypharmbtégs éw Nhfortakiashn addiG@dd esn beagpdatedh addr ess
corresponding to a plurality of nenory entries, each of said plurality of
menory 10 entPréfesablgpabéetrofin sheAM candecdelst@idd plurality of N-bit tuples
and an associated process flow information; a conparison unit to determ ne
i f an incom rrgefdrdblly selaughirg canabentmt iohte @AM taa =t ceasdNwben atkipd e,
wherein said associ ated process flowinformation is output if a match is

found angtovdsy &@Mnmandey resdivydi s created in the nmenory for the incomng
N-bit tuple if a match is not found. 15 Preferably the data packet

classifier fgtlihsref&py,ithesdata pRikentiasaifer @Saablee capabieyof(deidratity st ore
overflowng N-bit tuples and their corresponding process flow information

wher ei n aSaiaF iPYEIH RGN MDAAd tHEPERMCATR funot be stored in the menory.
Preferably the process flow information in the nenory conprises a flow 20

i denti ficati afynEpefabl\PhSHLIRPINEMAG dHPERMSark! QUréRSPIHTBAIMBLI N t he
menory can be updated. " Preferably, an entry in the nenory can be del et ed.

Preferably seqpchidigahff naD gitry in the nmenory can be ceased when a
kill-process conmand Is received. 25 Preferably the process flow

information idyf herGAMF BIPRLSES dardsk Qénet &8P eHoFRs! HYBHHETBR : first 96
10  bits of an associated N-bit tuple.
Still preferably a comparison of tuple stored in the memory and an
incoming tuple is performed using three 32-bit comparators.
Another aspect of the present invention is a network system comprising a
plurality of nodes, each of said nodes having a unique N-bit tuple, each of said
15 plurality of nodes comprising a data packet classifier, said address classifier
comprising: a hash address generator to generate a plurality of M-bit hash
addresses from said plurality of N-bit input tuples, wherein M is significantly
smaller than N; a memory having a plurality of memory entries, said memory
being addressable by said plurality of M-bit hash addresses, each of said
20 plurality of memory entries capable of storing one of said plurality of N-bit tuples
and an associated process flow information; a comparison unit to determine if
an incoming N-bit address can be matched with a stored N-bit tuple, wherein
said associated process flow information is output if a match is found and
wherein a new entry is created in the memory for the incoming N-bit tuple if a

25 match is not found.

12



11 WO 01/ 78309 PCT/1B01/ 00697 Preferably the process flow information in
the CAM can be updated. Preferably an entry in the CAM can be del et ed.
Preferably searching for an entry in the CAM can be ceased when a kill-

process GoEGRAsos S received. 5 Still preferably, the data pegksdioessassifier
is further capable of generating a trap if both the nenory and the CAM are

full. Still preferably both the nenory and CAM are searched in parallel.
Still preferatdtyarithenaspest of the pegsaniinyentinn s Metbed o8 gegerating an
performs hashing on a first 96 10 bits of an associated N-bit tuple. Still
pr ef er abMybit hesmaddressfrom arupHeit sIpitdgprisncemerisgospliging said N-Béoni ng
tuple is perforned using three 32-bit conparators. Another aspect of the
present inpuehyplenntcsa dirstetangelof 3¢ bite andenpredasichgnge @1UPAS Wherein Riédes,
each of said nodes having a unique N-bit tuple, each of said 15 plurality
of nodesequettpicsismyalierdhta Miaakeyingl abebi ifemctiosatadsaiddr oS te D88STF P &
conprising: a hash address generator to generate a plurality of Mbit hash
addr essewhfte drashaidtirpsuwithi 2 pitefwHdrbint Z iinpgualt wopdregmalgreihenrM vereating
significantly smaller than N; a nmenory having a plurality of nenory

entri es, sfaiM-bEnasty addrelsa by additEssabdad A b aviitgphasaklddyessfand $aid hash
addresses, each of said 20 plurality of nmenory entries capable of storing

one of s&iddnpl rahakidfyy bits Msipigta Bopleas openatcan associ at ed process flow
information; a conparison unit to determine if an incomng N-bit address
can be mat chadfarably R iskigheitahtiDiidrgedphen Yaherein said associ ated process

flow information is output if a match is found and

Preferably X is significantly larger than Z.

10 Preferably the Boolean operator is an OR.
Preferably the Boolean operator is an XOR.
Preferably the Boolean operation is an AND.
Gtill preferably N is 104.
Still preferably X is 96 and Y is 8.

15 Still preferably Z is 20 and M is 20.

Still another aspect of the present invention is a computer program
product, inciuding a computer-readable medium comprising instructions, said
instructions enabling a computer to perform a hashing function on an N-bit input
tuple according to the following steps: splitting said N-bit input tuple into a first

20 range of X bits and a second range of Y bits; applying a hash function to said X
bits to generate a white hash address with Z bits; creating said M-bit hash |
address by combining said Z-bit white hash address and said second range of Y
bits using a Boolean operator.

Yet another aspect of the present invention is a computer program

25  product, including a computer-r:eadable medium comprising instructions, said

instructions comprising: a hash address generator code to enable a computer
13



wherein a new entry is created in the nenory for the incomng N-bit tuple
if a 25 match is not found. 12 WO 01/ 78309 PCT/I1B01/ 00697 Yet anot her
aspect of the present invention is a nmethod of generating an Mbit hash

addr ess fWB'B]/?ﬂ%oé\" bit input tuple conprising: splitting sapgrigdiobeo7i Nput
tuple into a ftirst range of X bits and a second range of Y bits wherein X
is equal to or smaller than M applying a hash func&j 0@ tod\z%i.d, X bits to
gener at dogenenple; @ PHuahityaeliMelis hash Fdgresses figasaich PHMRUtY P ifPYF
smaller than M creating said Mbit hash address by conbining said Z-bit
Whi te hashlesdmheseinids SNy casslyERleIHBendy: & BFTeNUEPsE 13 eBeRR
operator. Preferably X is significantly I arg’er than Y. Preferably X is
si gni fi ccomopyter &p georetdaia iz a MeM @ dTaving ByPIHFRItBE6 MEIACDHEN EIEST S%/'g an OR
Preferably the Bool ean operator is an XOR.  Preferably the Bool ean

oper at i omefr®racoARIBUrthst enablirethee apnputer to adiresseaid Plgralite PAM-Pitx is 96
and Y is 8 15 Still preferably Zis 20 and Mis 20. Still another aspect
of the prasbenddriessesteach df said plonplityerd Meowraentieoerrable chefartmgme e
conput er -r eadabl e medi um conpri sing instructions, said instructions

enabl i ngofasatd phurtibry ofoN et ddrasaes astiangassenated pregesanion: wifermagien: at upl e
according to the follow ng steps: splitting said N-bit input tuple into a
first 20comapgtsorf codebid detmnohime FevoimdonangdN-bft typlsi ¢an bappatghed withhash
function to said X bits to generate a white hash address with Z bits;
creat i ngstdpedINMibittipleasinerein said associated process flow information is output if a

match is found and wherein a new entry is created in the memory for the

10 incoming N-bit tuple if a match is not found.

III. BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects and advantages of the present invention will
become more apparent by describing in detail preferred embodiments thereof

15 with reference to the attached drawings in which:

FIG.1 shows a preferred embodiment of a network system according to

the present invention.

FIG. 2 is a block diagram of a preferred embodiment of a data packet

classifier according to the present invention.

20 FIG. 3 is a block diagram illustrating the hashing function of the Hash

Generator.

FIG.4 shows an example of a tuple or a header.

14



address by conbining said Z-bit white hash address and said second range of
Y bits using a Bool ean operator. Yet another aspect of the present
invention is a conputer program 25 product, including a conputer-readabl e
medi um cQyghisdspg I nstructions, said instructions conprispegip@nb@sh
address generator code to enable a conputer 13 WO 01/78309 PCT/1BOL/ 00697
to generate a plurality of Mbit hash addresses fromsaid plurality of
N-bit | BBuDETAIBES DESCRIATON OF EHERREFERREP ENEBOR] N, a nenory
code to enable a conputer to store data in a nenory having a plurality of

Teory Nt 88 SRl find BARIHEALS BRI Enalibopinthe doMBMetpddmald oS

said pluralit esses, each of said plurality of nenory

ont 11 25 CRRALERL, SABELARANS, ocBal Aol ool ik Braregde esses and an

associ at® OW I nf or mati'on, npari son code to termine if an

| ncom n%g%o%{i%m&%ﬁ{%geesae% ee%?l%@%f%&%r?sserﬁtiﬂxr/%i%,t%{d Eh‘igl €he wher ei n

said as oW 1 ntormat1 o out put mat¢h 7s found and

T R
?gc\?\jﬁ?hﬁ?'?e%oeﬂgﬁfi%iﬁggﬁ pcf8¥'(g|eiag? RY=i ﬁ Lﬁ‘eC{eélt{g S\r/ﬁjf err é:‘db errgodlnmeﬂwg t her eof
Y etor 1 discoricaymene skl P vel SadiresBetith ther FldhisaRElS

oot JBansin s a0t drasraTnine SPEHAC sradieRt AR R BEbEnt of & data

Furthermore, the descriptions of various configurations, components, and steps
10 of the present invention that would have been known to one skilled in the art are

omitted for the sake of clarity and brevity.

A. The Network System with a Data Packet Classifier
The preferred embodiment is described using a policy-based network. Such a

network system is capable of associating the packets flowing in the system with

15 the Application layer of the 7-layer OSI communication model. It is to be noted
that, this ability to associate packet flow with the application it is related to
allows for better system and network management. Further, many other
enhanced functionality allows for better implementation of a policy-based
network. An example of the use of this invention would be in systems that have

20 to provide special priority to packets containing voice over IP or video over IP.
Moreover, such a system also provides the ability to route the packets in a
defined manner and provide billing specific information. Another example would
be differentiated billing system based on the type of application data being

transmitted over the network.

15



20 FIG 3 is a block diagramillustrating the hashing function of the Hash
Cenerator. FIG 4 shows an exanple of a tuple or a header. 14 WD 01/ 78309
PCT/ 1 BO /00697 V. DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS The
fol | ow ngye@sssdpti on of the preferred enbodi nents di scl ospersRARbéd7C
configurations, conponents, and process steps. However, the preferred
enbodi nents are nerely exanples of the present invention, and thus, the 5
speci fic f Aatexapspldad@ Py -baseshnetvworksysten is shown ifbie-adlg Heeskr i be
such enbodi nents and to provide an overall understanding of the present

i nvent i osysterAcafdtlGi. hgbyprisae holstd Lddlicy Atwsacaniel any BerR PYCOBBBERNI ze t hat
the present inventionis not limted to the specific enbodi nents descri bed
bel ow. iRaldirey, rteottlimitett b gi gervens. 2odnd, &r3, cuyotkaiptiguirlat iogesdesktop
conponents, and steps 10 of the present invention that woul d have been
known t oP@Bensiktdrmpdtdrnt.theTtar indiridualdmists ek tonnached sighe oftwdrkrity and
brevity. A The Network Systemw th a Data Packet C assifier The preferred
enbodi megdnriestides ar$etl.udt sigowd e hatedithsethawghwvomtk.foSubhsts angeshawyrk
systemis capabl e of associating the packets flowing in the systemwth 15
t he Appl treatétvork apeiprizkstrheny maygdros@S| Eavbrimshiit &bé oetwodehas Btunigue o be
noted that, this ability to associate packet flow wth the application it

i s rel at gghld.Onf@irhawen tar idelly &love froheanamdsnat war ketveorigenemyt othear t her ,
many ot her enhanced functionality allows for better inplenentation of a

pol i cy- bps&dn tRetieewkrk.An exanpl e of the use of this invention would be in
systenms that have 20 to provide special priority to packets containing
voi ce over dahMos¥irflefe A¥EIorkRncludes a data packet classifier. The data packet
10 classifier further comprises a hash address generator, a memory and a
comparison unit. A preferred embodiment of a data packet classifier is described
subsequently with reference to FIG.2. The data packet classifier in such a
network system is required to process a substantial number of flows.
Additionally, each such flow is associated with a plurality of packets all of which
15 move around the various components of the network.

The host that sends digital information is called the source and the host that
receives the information is called the destination. Each message or information
flow is divided into oné or more packets. Each packet is processed separately
and sent from the source to the destination. Such a packet contains a header.

20 The packet header is uniquely identified by a tuple which is 104 bits. Since a bit
can have a value of a 0 or 1. Therefore, using 104 bits, 21%4 tuples possible.
However, if each tuple is uniquely identified with its entire number, the number
of possible tuples to be handled and classified becomes substantially large for

any practical implementation of the system. A real time processing of such a

25 large number of tuples is likely to be impossible.
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Mor eover, such a systemalso provides the ability to route the packets in a
defi ned manner and provide billing specific information. Another exanple
would be differentiated billing system based on the type of application
data bein transmtted over the network. 15 WO 01/78309 PCI/ | BOL/ 00697 An
exanpl e oY OB cy- based network systemis shown in FI G 1PCHBOAor k
systemof FIG 1 conprises hosts 1.1-1.4. A host can be any type of conputer

i ncl udi ng, e¢hsRtsiuRtaIstiRics WeFe/BerforReand detemimevekabimun 1.4 or a
desktop Personal Conmputer 1.1. The 1 ndividual hosts are connected using

net wor kK @ RGHIHRRDf Inferrhatidn fldwsSioal indrlernetieg ahadort berigh o tinye.f our
hosts are shown, the network conprises many nore hosts. Each host in the

net wor kK Haseaim0iAite stidRisGevbAERMABE Lost SRTihgTat bymillishdiffepdneflowdost in
the network to any other host in the network. Each host in the network

I ncl udes,a, Qﬁrgghrgga&f}%‘iy gﬁﬁ?eﬁ'iioﬁrof e idal & Peskitsuridesd RF Proviging &Ir fa\her

COI'TpI’i Ses a €ss generator, a nmenory and a conpari son unit.

prefarr qﬁ?ﬁf&%ﬁ%@fé%%ceafqoﬁ%ﬁ@s?&%w Edrasetd Wefailed iHfFAIdtRRdDN sigequent Iy

wi threference e data packet classifier in such a network

system i%mwagwnrse&et %Pé%ﬁﬁ%ﬁtﬁ%@ i gl RWERAPIREy fH208 .pacREedi ti onal |y,

each suc I's assocla a plurality of packets all of which 15

d g . c . hen d
I e S s o

i nf or mat is called the desiination. Each nessage or information flowis
di vi ded Jl%bopﬁ?lléseh&d' Fgreé)rﬁ%l'a'k]teééy Each packet is processed separately and
sent fromthe source to the destination. Such a packet contains a header.

10 B. The Data Packet Classifier

FIG.2 shows a preferred embodiment of a data packet classifier. 104 bit
tuples are received by a hash address generator 2.4. The hash address
generator is capable of transforming the 104 bits of the tuple into a 20 bit long

15 number. Therefore, using the results of the hashing, 2*° or more than a million
unique digital information flows can be represented. The operation of the Hash
Generator is further discussed below. It should be noted that though the
preferred embodiment is described using a tuple with 104 bits, tuples of any
length can be used without deviating from the spirit of the invention. Likewise,

20 the hash address can be of any length less than the length of the tuple to be
within the scope of the present invention.

The 20 bit hash address generated by the Hash Generator is used to access
the memory 2.5. Each hash address corresponds to a hash bucket. The memory
2.5 is designed in such a way that each hash bucket is capable of storing eight

25 separate entries. As noted in the background section, it is possible that two

different tuples on applying the hashing function result in the same hash
17



20 The packet header is uniquely identified by a tuple which is 104 bits.
Since a bit can have a value of a O or 1. Therefore, using 104 bits, 2104
tuF!es poi;ible.h FbWﬁ%er, i; each tuple is uniquely identified with its
entire number., the nunber of possible tuples to be handl ed and c| assified
becomes sWRBM/ZHPally large for any pracfical i npl ement at P&/ 1BYORY
system A real time processing of such a 25 |arge number of tuples is
likely tagideesd. Mps Fdrery isldesifdedldy 8329t RES/aBRIKY0DGET sefbratnentries

sinmul ation studies were perforned to determ ne the maxi num possi bl e nunber

of i nf orrgRkhem hlk0\eRIdrésstadtebyBg khd unemgra usitor Thipepedfc ofurbbereof  These
sinmulation studies revealed that that allowng for a mllion different

flows adntAedidedadehadh Yedness hoehoger baskdbn teixtensive systgst simulstisns fi ci ent
for providing a 5 high quality of service for the system For nore detailed

' nf or matjh 0 QY WhaBe rfdediloddhRife wWikespédd pexarmbace. SHoWendr sas D.
H gh- Speed Pol i cy-Based Packet Forwardi ng Using Efficient

Mul tis- Di ygeRSI887IdBange, Mlikiinagenied MmbEE\ddDa8 nptddsasedrovidingbr uar
1998. 10 B. ThggDat an%gcket Classifier FIG 2 shows a pref g*lred errit'):gdi rren%/

of a datéggégi&f%}rﬁgﬂ ﬁ\thiefsif@F a Hdlfh Ridresd W@hﬁfeﬁélﬂer@?ﬁ!ﬂ uierréyt enthgh addr ess

gener at or h address generator is capable of transformng the

104 bi t s, Id Eg%ﬁéﬁ ﬁg%h@t%éﬁ%%gspibhckﬁﬂggﬂa@ ii‘UFJ_Q@reigﬂ;cf'@Ff%f@{teoupté%i ng the

results o 2 r nore than a mllion ~unique digital

i nf or mat | | o 1 fi i
e SR e P e e T e o red.

I's further di scusse I't preferred

crog, "oty SRS U B U0k SOt oty gt
10 table because a particular hash bucket is full.

The hash address generator performs hashing on a tuple associated with an
incoming data packet. The result of such a hashing is used to identify a hash
bucket that is associated with the incoming tuple. The comparison unit 2.3
which is attached to the CAM, compares data associated with the incoming data

15 packet and the data in each of the eight entries. The comparison unit determines
that a successful match has resulted if a match is found between the incoming
tuple and an entry in the memory. Upon finding a successful match, the stored
process flow information corresponding to the matched entry is output. This
process flow information includes a unique ID. If no match is found with an

20 existing entry, a new entry is created corresponding to the incoming packet.

According to another improvement, a CAM is provided as an additional
storage facility to deal with incoming packets having tuples that produce a hash
address of a hash bucket that is already full. The CAM 2.1 unit is accessed with
the full tuple corresponding to the incoming packet. Though remote, it is

25  possible that more than eight unique tuple would hash into a single hash

number. The CAM is used for storing process fiow information related to such
18



20 the hash address can be of any length less than the length of the tuple
to be wthin the scope of the present invention. The 20 bit hash address
generated by the Hash Generator is used to access the nmenory 2.5. Each

hash add‘,@é Ahd esponds to a hash bucket. The nenory 2. 5pd h@hed in
such a way ?‘nat each hash bucket is capable of storing ei S'Fﬁ"z@@@é%gr ate

entries. As noted in the background section, it is possible that two

di f f er enpackets baviog tup|sisyinag Produdekashaddresses H}?trl’@gm%efﬁtﬁaﬁhé?%gﬁ§ hash
17 WO 01/78309 PCT/1BOL/ 00697 address. This msrmr is designed so that it
has act uthiak preialyrady éphr dhe @Ylris ascessed vellt e idh L&&@lr &@Ug%%é?éwg t he
menory unit. This specific nunber of entries for each hash address is
chosen bstsmdh tretex CANstoRtaiysg Sk entmigsds sufiisierndpdedeae fne Riskips ingkidtyt o
ensure wire speed performance. However, as 5 technol o devel ops,

addi t i ontd handle iagsiphain e alddsﬂeasnméo@ssmcalhr O@Qbﬁl'gé ngMmyRE- &f f er ent
entries for a hash address woul d ensure eight different entries could be
st or e3l i systémms santetelhs blogyodestelopBhait is sasypta adeieghtiesitd the 6AM tuparde
resulting in the same hash address can still be stored in the hash table.
Thi s subasditiohalalelquireedantes t he chance of a tuple being bounced off from
the hash 10 table because a particul ar hash bucket is full. The hash
address gempeaia®ds ppekéovciassifias s aigo aapablewgilupdasingdinatprdcess flowin i ncom ng
data packet. The result of such a hashing is used to identify a hash

bucket t hgérmhaticasassicaited witii b ddte packemnifngriesiptared Théotonpemenoryas t 2. 3
which is attached to the CAM conpares data associated with the incom ng

data 15 pagketthamhM kendsd apddtedactheobatahsadkiegiassifier iiealsoTdapabengfar i son
unit determnes that a successful match has resulted if a match is found
bet wegn HBRIHEPEhHE in the memory.

If the CAM also gets filled up and an incoming packet can not be stored in the
memory or the CAM, a trap is generated. Such a trap indicates that the
corresponding incoming packet can not be handled by the data packet classifier.
Additionally a “kill process” command can be issued to the data packet classifier.

15 On receiving a “kill process” command, the data packet classifier ceases
searching the memory as well as the CAM.

As noted before, if in the search of the memory and CAM, which may take
place in parallel, no match is found then a new entry is created. Such a new
entry is created in the memory if a corresponding hash bucket has not been

20 filled up. If space exists in the memory to store the entry, it is registered in the
memory. As part of the entry, full tuple information, the flow identification and
other control information is stored. This stored information will be later attached
to each incoming packet incoming with a tuple that matches the corresponding
entry. After this information is attached, the incoming packet is sent to the

25 packet processor. The ability to update an entry is provided because

incoming packets may have undergone further processing. Such a processing
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tuple and an entry in the nenory. Upon finding a successful match, the
stored process flow information corresponding to the matched entry is
output. This process flow information includes a unique ID. |If no match is

found wi t{oRpr&ldeexisting entry, a new entry is created CoOpgggRANMESY t O
the incom ng packet. According to another inprovenent, a CAMis provided

as an additional storage facility to deal with incom ng packets having
tupl es tmay cpeaiéirc seed ffiarsmakiunfurtherothandesdm t'b%uéféé’?dteﬁgf\’-i'%” HPHat&dy ful | .
The CAM 2.1 unit is accessed with the full tuple corresponding to the

i nconi ngcqranieet.is Tkeddgh peefastresudh an $ip2Btipes ¥isnean HAHakOERMMRAM i§i ght

uni que tuple would hash into a single hash nunber. The CAMis used for

st ori ng ipitated,sthie cwmtrolfiofaratatiom assbgiased withstiehtupigisypogdifier8309
PCT/ 1 BO /00697 packets having tuples that produce hash addresses that
represent Daste baskethere ahatightr entaieseddiefroémorherreapendginadedskash with t he
full tuple. Sinulations have shown that a CAM containing 8K entries is
suf fisci edicked thadigadedituted ifskaabetifiabidshtaddress hanodaipied, upeentry tshe
classifier unit to a practically negligible nunber. As 5 systens and

t echnol ogyitteavatOfiss CAM. iSsmedatjorischaddsteovim tiest drdy tehfea @i bbtheadldl e
additional requirenents. The data packet classifier is also capable of

updat i ngaddaciaps®aasstHd 0am isnfsedatenonhas soei atreiion procassfibw fhacug .
Entries stored in both the nenory as well as the CAM can be updated. The
data pac#dsyskassifier is also capable of 10 deleing an entry in the
menory. |If the CAM al so gets filled up and an incom ng packet can not be

stored in theimpBHEIRYadVarkhge 6AMe ardhit@ptire dfenrr fisesm iSutshatlityrtap
indicates that the corresponding incom ng packet can not be handled by the
dat aj packgdiyd@rsShé k@tem demands grow and require handling of millions of more

process flow in short periods of time and at wire speed.

C. The Hashing Function
Another aspect of the invention is an improved method to perform hashing

15 that is used by the Hash Address Generator. A preferred embodiment of this
hash function is described using Fig.3. Conventionally, the hashing function is
applied to all the bits corresponding to a tuple. Instead of applying the hash
function on all 104 bits of the tuple, the tuple is divided into two portions, 96
bits of the tuple and the remaining 8 bit indicating the protocol type. Hashing is

20 performed on the 96 bits. Again it should be noted that the fixed number of bits
(104, 96, 8, etc) used to describe the preferred embodiment are merely
illustrative. The division of bits can be done in any convenient manner without
deviating from the spirit of the invention.

While any hash function could be used it is necessary to ensure that the

25 specific hash function used generates a “white hash address”. This would mean

20



Additionally a "kill process" command can be issued to the data packet
classifier. 15 On receiving a "kill process" command, the data packet
El?ssifie¥ ceases searching the nenory as well as the CAM As noted
efore, if in_the search of the nmenory and CAM which ma ein
paral | el ,\WRIVA%h is found then a new entry is creat ed. ys%?ﬁﬁﬁ‘"ﬁ‘{&a?% entry
is created in the nenory if a correspondi ng hash bucket has not been 20
filled upatl WhepasieingXd Gicup oF tupeesavricty i mattyotimes lvaned different insoniy
registered in the menory. As part of the entry, full tuple information,
the fl owai dafiral Weatfrem Gihdr t@bIBST tHeOoasHD Genafatbmaill etll igenetaredtashThi s
stored information will be later attached to each incom ng packet incom ng

Wi th a tuphdrbahatTBicbgsallyeread tesehdinddrangatdfaddrésespdrines byitios mat i on
is attached, the incom ng packet is sent to the 25 packet processor. The

abi lity be Blpdatifesanspalt avalisbiBr AHidadsdaRIgR: 96 BRLdolld pacisetiSorelye have
under gone further processing. Such a processing 19 WO 01/78309

PCT/ 1 BO hQ0R9dnctBw (ifraat @saitNeed dopitduduld stiffickheit i€ Bavigesleitd ddtett or ed
entry. An update command is used to perform such an updating. Wen an

update c i P L bt : J i t hated with th
‘ﬂﬂ%%ﬁﬁn’w %un?tﬂért 61‘351?9po§svfme Qr’?'&?c{]eﬁi td iRERIFERItherspRresPEhE Wi e

tuple is modified. In the case ere all eight entries of the nenory
cor r espoRg.ngy & cﬁaﬁﬁlﬂé hashPRKESR R rdasofGal calkBling @6 BitsSps&difidiyhash
address are occupied, the entry 1s witten into the CAM Sinul ati ons have

shown thaf Oy afolt 264 20 o‘?;tpé%e%%lﬁit @cﬁﬁﬂgria%r%QoV@&rﬂp&%ethgﬁ%B%iﬁEEd even

when over a m%lﬁl oNn” process rough ~the system An inportant

oo ol AP A et AR ST arO e epne
10 permit the use of six standard 16-bit memory banks to hold the memory
content. The hash operation performed on the 96 bits result in a preliminary 20
bit hash address. This is then foliowed by a logical "OR” or an *XOR" operation
performed between the 20-bit result of the preliminary hash operation and the
remaining 8 bits from the tuple that did not form part of the hashing operation.
15 Instead of performing a logical *OR” or an “XOR"” a Boolean "AND" operation can

also be performed. Such a two-step hashing operation results in producing a

final hash address that spans the entire 20-bit hash address range.

D. Computer Program Products

20
Another important aspect of the present invention is a computer program

product to enable a computer to perform the hashing operation according to the
present invention. The preferred embodiment of such a program product
includes a computer-readable medium. The computer-readable medium

25 comprises instructions to enable a computer to perform a hashing function on an

N-bit input tuple. The instructions enable the computer to split the N-bit input
21



process flow in short periods of tine and at wre speed. C. The Hashing
Functi on Anot her aspect of the invention is an inproved nethod to perform
hashing 15 that is used by the Hash Address Cenerator. A preferred

enbodi meRyo@i486 S hash function is described using Fig.3pcegpoiaiédsonal |y,
t he hashing function is applied to all the bits corresponding to a tuple.
I nstead of applying the hash function on all 104 bits of the tuple, the
tupl e i $upievintied firat canggoofpb bitisgmsi a sgcond Fangs of Keditsupl e HISEUCHRS enmi ni ng
8 bit indicating the protocol type. Hashing is 20 perforned on the 96 bits.
Agai n i fugheukdable thetednpuiar to ephi x da@shfrbeionfo He & bitsikgenrsgatga et ¢)
used to describe the preferred enbodinent are nerely illustrative. The

di vi si orwhife basts addressevithvdebits FamhardnsteHEdens ARARIEhRiCORMMLer Bevi at i ng
fromthe spirit of the invention. Wile any hash function could be used it
i S necesseaate 4 M-bitchase aduress be cRBrdpiagi thecZ fitswWhitemash aildiessdane g at es a
"white hash address”". This would nean 20 WO 01/ 78309 PCT/1BOL/ 00697 that
when 5t akdengna rgngelpf ¥fbitswdieg a Béoledn operstny. TherBoosan anerdidrfcorishbein only
a mniml way fromother tuples, the Hash Generator will still generate
hash nunogical t0eat oase "BQRAl | y spread through the range of address spanned
by the 20 bit address space available. Wile less than the 96 bits could
be used for tAmthehmsportamtcddpaat of thd podsenasnverttidreisaas c@pbfarspragdrd
suffice), it is advisable to use the rmaxi mum nunber of bits possible in
order t qrofaegaseuting S ps@pdteantkadableesidduanessnmisingéndtasdtionartot i on. The
reason for selecting 96 bits specifically is that this allows the use of

three 32mpiémentBad abed Sadket CRIERHIRR ih BBftWaeeNThg instrptiorndompeseranor y
content and get a uni que conparison result and further L
10 hash address generator code to enable a computer to generate a plurality of M-
bit hash addresses from a plurality of N-bit input tuples, wherein M is
significantly smaller than N. The instructions further comprise a memory code to
enable a computer to store data in a memory having a plurality of memory
entries. The memory code further enables the computer to address the plurality
15 of M-bit hash addresses. Each of the plurality of memory entries capable of
storing one of the plurality of N-bit tuples and an associated process flow
information. The instructions further comprise a comparison code to determine
if an incoming N-bit tuple can be matched with a stored N-bit tuple. The
associated process flow information is output if a match is found and new entry
20 is created in the memory for the incoming N-bit tuple if a match is not found.

It should be noted that the computer readable medium includes any fixed
media including, but not limited to, floppy disk, hard disk, CD, chips, tapes,
cartridges with ICs, etc. The computer readable media also includes instructions
transmitted through a network or downloaded from the Internet.

25 The previous description of the preferred embodiments is provided to

enable a person skilled in the art to make or use the present invention.
22



10 permt the use of six standard 16-bit nmenory banks to hold the nenory
content. The hash operation perfornmed on the 96 bits result in a
prelimnary 20 bit hash address. This is then foll owed by a Iogi cal "OR"
or an "XOR' operation perfornmed between the 20-bit result _of th

prelim naVf %Wa8"° operation and the remaining 8 bits fron1Fﬁ€“?ﬂ6W@”that
did not formpart of the hashing operation. 15 Instead of performng a

| ogi cal M&GRovEF, \@RioUXPROdRicBaOhS 8 thdSdE mbpéinadriterwit dre realdilp dppapentf or ned.
Such a two-step hashing operation results in producing a final hash

addr ess thhabsS BRNEd tMeneRH, T d@ebidndraspritsgies siefinaddmred. m@griaut er

Program Products 20 Anot her i nportant aspect of the present inventionis a

conput erg r:@&&ég‘th&f Fibolirhen@N@RhsuBtHOIRUbEInveAtipe FacUIty. Theréf@sdi ng
operation according to the present invention. The preferred enbodi nent of

such a F’cﬁggﬂ;g%rﬁ iRF&Sion RChSURSeRd &P EP BE GimifRPERH ccemdidifientBdescribed

conputer-r e nmedi um 25 conprises instructions to enable a conmputer to
perfaqrm S QP Qa'tﬁé‘m&%é%'gco BRYtddriRUSY Thecianas kHat i ons
enabﬁe UﬁgQ®Jangé§q#%£s IFt the N-bit |Eput 21 WO 01/78309 PCT/ 1 BO / 00697
tuple in afge of X bits and a second range of Y bits. The

i nstruct (g“%lé %‘ﬁ(l:ar énabl e the conputer to apply a hash function to the X
bits to generate a white hash address with Z bits. Further instructions
enabl e the conputer to create a Mbit hash address by conbining the Z-bit
whi te hash address and the 5 second range of Y bits using a Bool ean
operator. The Bool ean operator could be a logical "O" or an "XOR'.

Anot her inportant aspect of the present invention is a conputer program
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product, including a conputer-readabl e nmedi um conprising instructions to

i npl ement the data packet classifier in software. The instructions conprise
a 10 hash address generator code to enable a conputer to generate a
pluralityngfoMabi t hash addresses froma plurality of N bipcriiB@gossiP! €S,
wher ein I's significantly smaller than N. The instructions further
conprise a nenory code to enable a conputer to store data in a nenory
having a plurality of nenory entries. The menory code further enables the
conputer to address the plurality 15 of Mbit hash addresses. Each of the

plurality of nenory_entries capable of storing one of the plurality of

N- bi t td&h&%ﬁ&%@ﬂ&bﬁT ated process flow information. The instructions
further conprise a conparisgon code to determine_.f.an incomng Nbit tuple
can be rat chéddaid W%‘r‘g‘gtcgﬁséﬁ'eﬂl-tﬁi astslﬁﬁlaeP'U’T%]Ey 054%53& 'QPBQngQWS%’e%aédflow
information is output if a match is found and new entry 20 is created in

t he mendi3ssifsy GORePhisiedini ng N-bit tuple if a match is not found. It should
be noted that the conputer readable nediumincludes an

L by fi ﬁfd nmedi a
i ncl udi ng, b hagt 2AdNfESE AENEFALOT [t gsPetAtEla PINERIEY AF M- DiichRst AfdEsSeSpes,
cartridges with I Cs, etc. The conputer readable nmedia al so includes
i nst r uctfronssaid phmstitv efell-hihinpugrualeseieran df ie@nIfcaaEY sm3Jiartthan
Internet. 25 The previous description of the preferred enbodi nents is
provisddedNt o enable a person skilled in the art to nake or use the present
invention. 22 WO 01/78309 PCT/1B01/00697 Moreover, various nodifications
to these enbadimesnery havihg lsepluesdidy of regrpaneantriese seidodemuyIRe—in the art,
and the generic principles defined herein may be applied to other
enbodi neaddressathe by saitk puselityfofi Mvih histe afldwasses;. eatheushorddress he present
invention is not intended to be limted to the enbodi nents descri bed
corresponding to a plurality of memory entries, each of said plurality of memory
entries capable of storing one of said plurality of N-bit tuples and an associated
10 process flow information;
a comparison unit to determine if an incoming N-bit tuple can be matched
with a stored N-bit tuple, wherein said associated process flow information is
output if a match is found and wherein a new entry is created in the memory for

the incoming N-bit tuple if a match is not found.

2. The data packet classifier of claim 1 further comprising:
a content addressable memory (CAM) to store overflowing N-bit tuples
and their corresponding flow information wherein said overflowing N-bit tuple

cannot be stored in the memory.

3. The data packet classifier of claim 1 wherein said process flow information

in the memory comprises a flow identification number.
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5 herein but is to be accorded the w dest scope as defined by the clains
and equival ents thereof. 23 WO 01/78309 PCT/1BOLl/ 00697 WHAT IS CLAIMED IS
1. A data packet classifier to classify a plurality of N-bit input tuples,

said clagghisgho conprising: a hash address generator to gpeeimhRed7
plurality of Mbit hash addresses fromsaid plurality of N-bit input

tuples, wherein Mis significantly smaller than 5 N, a nenory having a

I it tries, ' ] bei. . add i
P o R 0L e 82 L N e LR S AR SSS TR SRR,

plurality of menory entries, each of said plurality of nmenory entries
capabl e of Yt 5§ MFBAY AN E%iu(ﬂ’%ﬁ?%al ity of Nebit tuples and an associ at ed
10 process flow information; a conparison unit to determine if an incom ng
N-bit tuple can be matched wth a stored N-bit tuple, wherein said

associ at ed Erocess flowinformation is output if a ma%ch is found and
wher ei n %a néfie&lata packetcelaggider eiclaime 1#@%?‘{})“@&8“{‘(1@ e BIAMY YN € ¢ upl e
if a mtch is not found. 2. The data packet classifier of claim1 further
conpri si ng: daleéeft ent addressable nenory (CAM to store overflowing Nbit
tuples and their corresponding flow information wherein said overflow ng
N-bit tuple <cannot be stored in the nenory. 3. The data packet classifier

of claim1 wherein said process flowinformation in the nenory conprises a
f1 ow i deént i Theatatampaskatberssifier of claim 1 wherein searching for an entry’in the

memory can be ceased when a kill-process command is received.

7. The data packet classifier of claim 2 wherein said process flow information

in the CAM comprises a process flow identification number.

8. The data packet classifier of claim 2 wherein said process flow information

in the CAM can be updated.

9. The data packet classifier of claim 2 wherein an entry in the CAM can be

deleted.

10. The data packet classifier of claim 2 wherein searching for an entry in the

CAM can be ceased when a kill-process command is received.

11. The data packet classifier of claim 2 further capable of generating a trap if

both the memory and the CAM are full.
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24 WO 01/78309 PCT/1BA /00697 4. The data packet classifier of claim1l
wherein said process flow information in the nenory can be updated. 5. The
data packet classifier of claiml wherein an entry in the nenory can be

del et ed. v@%(,l'lﬂ;ggogiata packet classifier of claim1l wherein pedigioo@7f or an
entry in the nmenory can be ceased when a kill-process comuand is received.
7. The data packet classifier of claim2 wherein said process flow

i nf or matlRonThé Watéh paCel dassifiersdclainpRovksrein both theememeyanbrANuAiser . 8.
The data packet classifier of claim2 wherein said process flow information
in the CAM searched ipgatal®l. 9. The data packet classifier of claim2 wherein
an entry in the CAM can be deleted. 10. The data packet classifier of

cl ai m 2 18heTe¢ aszancketngadsifieranf aaity ¢ wimerelreN £&€@.can be ceased when a
kill-process command is received. 11. The data packet classifier of claim2
further capable of generating a trap if both the nenory and the CAM are
full. 25 WO 01/78309 PCT/1B01/ 00697 12. The data packet classifier of

cl ai m 2 1sheTeé riab® ph ckdtecl aznfaryofaniai mCAB veinereirs szid diwsth addrpaes gehedatorl3. The
data packet classifier of claim2 wherein N> 96. 14. The data packet
classifier pérfelasmatBingher aifirssaé bitsastarndshoetated dhoitaipie. perforns

hashing on a first 96 bits of an associated N-bit tuple.
15. The data packet classifier of claim 14 wherein a comparison of tuple stored
in the memory and an incoming tuple is performed using three 32-bit

comparators and standard 16 or 32 bit wide memories.

16. A network system comprising a plurality of nodes, each of said nodes
having a unique N-bit tuple, each of said plurality of nodes comprising a
data packet classifier, said data packet classifier comprising:

a hash address generator to generate a plurality of M-bit hash addresses

5 from said plurality of N-bit input tuples, wherein M is significantly smaller
than N;

a memory having a plurality of memory entries, said memory being
addressable by said plurality of M-bit hash addresses, each such address
corresponding to a plurality of memory entries, each of said plurality of

10 memory entries capable of storing one of said plurality of N-bit tupies and
an associated process flow information;
a comparison unit to determine if an incoming N-bit tuple can be
matched with a stored N-bit tuple, wherein said associated process flow
information is output if a match is found and wherein a new entry is created

15 in the memory for the incoming N-bit tuple if a match is not found.
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15. The data packet classifier of claim1l4 wherein a conparison of tuple
stored in the nenory and an incomng tuple is perfornmed using three 32-bit
conparators and standard 16 or 32 bit wide nmenories. 16. A network system
corrpr|S| ng a plurality of nodes, each of said nodes having a unique N-bit
tuple, ea¥f? H$3§%u d plurality of nodes conprisi ng a data gﬁ B(}1/00697

cl assi f| er, sai d data packet classifier conprising: a hash address
generator to generate a plurality of Mbit hash addresses 5 fromsaid
plurality of N-bit input tuples, wherein Mis significantly smaller than
N, a nmenory having a plurality of nenory entries, said nenory being

addressabl e Byeshkd pBEHéta&I!aﬁéfﬁé)rf oMbihirh MBARIRIdERSSRSngeach such addr ess

corresponding to a plurality of nenory entries, each of said plurality of

10 menmory entrigese Esé)éle%%bw(@ﬂﬁ)% sBeretbudriibAlrig M- thpiBst t upl es

and an associated process flow information; a conparison unit to determ ne

1T an i ncon.ag Nl ohgmgepr‘b%@s? w”ﬁ?&h’?&%ldﬁ \R/Heﬁélﬁtsgfoegvé\"ﬂlébﬁnd NPbi€

wher ei n sai d associ rocess information is output if @ match is

found a t ated 15 in the nmenory for the incom ng
N- bi t t[}g I\g,nceafn(?1 Erg gﬁﬁé’%{*ﬁﬂ%@é IjThounci9 26 WO 01/78309 PCT/1B01/00697 17.

The data packet cI assifier of claim16 further conprising: a content
addressabl e nenory (CAM to store overfl ow ng N-bit tuples and their

[ fl f
Cupl o banot "88=3q Bpate Aeenenar By LogIRLRIT TP SoBk foaMhigmih’

claim 16 V\/n(lanr ﬁ'\ nmse?rI\cgjrypcroonqgrslssesfg%Wocessq{orwwe%?lﬁcatlon number.

19. The data packet classifier of claim 16 wherein said process flow information

in the memory can be updated.

20. The data packet classifier of claim 16 wherein an entry in the memory can

be deleted.

21. The data packet classifier of claim 16 wherein searching for an entry in the

memory can be ceased when a kill-process command is received.

22. The data packet classifier of claim 17 wherein said process flow information

in the CAM comprises a process flow identification number.

23. The data packet classifier of claim 17 wherein said process flow information

in the CAM can be updated.
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in the menory conprises a process flow identification nunber. 19. The data
packet classifier of claim 16 wherein said process flowinformation in the
menory can be updated. 20. The data packet classifier of claim 16 wherein
an entry in the nmenory can be deleted. 21. The data packet classifier of
claim 16 WRA&M&$R% searching for an entry in the nenory canPGETBUDYET when a
kill-process conmand is received. 22. The data packet classifier of claim

17 wher eiq) Tabd=ps pReRet EhosienbOEIERh ilTNwhiereih e &AM cotipr Codbcan peocess
flow identification nunber. 23. The data packet classifier of claim17
wher ei n sai depitegess flow information in the CAM can be updated. 27 WO
01/ 78309 PCT/1BO /00697 24. The data packet classifier of claim 17 wherein
an entry in the CAM can be deleted. 25. The data packet classifier of
claim 17 wherein searching for an entry in the CAM can be ceased when a

Ki I'l - pr ogessheigrBhcker Ei88THNEdf cldfin IThahdadia seasdtetg edrassehtrgrinahec! ai m
17 further capable of generating a trap if both the nenory and the CAM are

full. 27. Thawaba gRacdeebd hassh idikbrédess| @hitmadd Wigsivedot h the memory
and CAM arpsearched In parallel. 88. The data packet classifier of claim

17 wherein N > 96. 29. The data packet classifier of claim17 wherein said
hash address generator perforns hashing on a first 96 bits of an

associ atgd My hi c]ia{tég:fgecﬁg glggﬂﬁgﬁog@lfaﬁnpﬁﬁhﬁ{h@ @pabld 8f g&heratingra @9pwherein

a conpartson of
both the memory and the CAM are full.

27. The data packet classifier of claim 17 wherein both the memory and CAM

are searched in paraliel.
28. The data packet classifier of claim 17 wherein N > 96.

29. The data packet classifier of claim 17 wherein said hash address generator

performs hashing on a first 96 bits of an associated N-bit tuple.

30. The data packet classifier of claim 29 wherein a comparison of tuple stored
in the memory and an incoming tuple is performed using three 32-bit

comparators.

31. A method of generating an M-bit hash address from an N-bit input tuple
comprising:
a) splitting said N-bit input tuple into a first range of X bits and a second

range of Y bits, where X is equal to or smaller than M;
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in the nmenory and an incomng tuple is perfornmed using three 32-bit
conparators. 31. A nethod of generating an Mbit hash address froman N-bit
input tuple conprising: a) splitting said N-bit input tuple into a first
range of Hohibse@nd a second range of Y bits, where X is pap@Bo1iodssd"
smal ler than M 28 WO 01/ 78309 PCT/|1BO1/ 00697 5 b) applying a hash
function to said X bits to generate a white hash address i th é bits,
wheré Z i s &d@RPYiIBIc hagmfunstioprigsaid XDt iegensigie 3 Whike Bniafhﬁ‘ greSSddr ess
by combining said Z-bit white hash address and said second range of Y bits
usi ng a BoolMHhZdpks: wgre 415 eqyrl @y FRRIST tBPRiMA 31 wherein X is
significantly larger than Y. 33. The nethod of claim31 wherein X is
si gni fi cant |C§ creating seifdA-bit haginaddness by ¢5APBINEFalf g Bt Whike &@gP sai d
Bool ean operator is an OR  35. The nethod of claim 31 wherein said Bool ean
operat or i s agdroqerend aid seeenAEBRee oblY kitsausing B BPRIERD PPRIr3teri104. 37. The
met hod of claim 36 wherein Xis 96 and Y is 8  38. The nethod of claim 37
wherein Z is 20 and Mis 20. 39. A conputer program product, including a
conput er -r eadabl e medi um conprising instructions, said instructions
enabl i ng32 Jdhwepuethod of pleirhGlnwherdimshis sigrifiemtiolareer th@MYbit i nput tuple
according to the followng steps: a) splitting said NNbit input tuple into
a first range of X bits and a second 5 range of Y bits; b) applying a hash
function to said X bits to generate a white hash address

33. The method of claim 31 wherein X is significantly larger than Z.

34. The method of claim 31 wherein said Boolean operator is an OR.
35. The method of claim 31 wherein said Boolean operator is an XOR.
36. The method of claim 31 wherein N is 104.

37. The method of claim 36 wherein X is 96 and Y is 8.

38. The method of claim 37 wherein Z is 20 and M is 20.

39. A computer program product, including a computer-readable medium
comprising instructions, said instructions enabling a computer to perform a
hashing function on an N-bit input tuple according to the following steps:
a) splitting said N-bit input tuple into a first range of X bits and a second

5 range of Y bits;
b) applying a hash function to said X bits to generate a white hash address

with Z bits;
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with Z bits; 29 WO 01/78309 PCT/1BO /00697 <c) creating said Mbit hash
address by conbining said Z-bit white hash address and said second range
of Y bits using a Bool ean operator. 40. The program product of claim 39

wherein XyH$1/54:99 ficantly larger than Y. 41. The progranmpgfsiifbesdf claim
39 wherein Xis significantly larger than Z. 42. The program product of

cl aim 39 wherein said Bool ean operator is an OR 43._ The program product
of cl ai m 3EMHERENG sl U‘@B@Fé'&@dgb%ﬁsat?b@'f‘@”aﬁgi@i‘éjz"gﬁg.‘”%eﬁﬁbgr am
product of claim39 wherein Nis 104. 45. The program product of claim44
wherei n X |addygsapafd gajdsgrondsgngeps YpP'éﬁr‘-'émgpg&Tg@arb PYRE'™ 45 wherein Z
is 20 and Mis 20. 47. A conputer program product, including a
conput er -readabl e medi um conprising instructions, said instructions
conprising: a hash address generator code to enable a conputer to generate
a pl ur a#Dt yThepragrpm prrdist #f gleéwsis wheseinaisasignificantly yarger kb#n - i nput
tuples, wherein M 5 is significantly smaller than N, a nenory code to
enable a conputer to store data in a nmenory having a plurality of nenory
entries, said nenory code further enabling the conputer to address said
pl ur al i #y. oThdvbbigrahashodudt o sk, 32 ubierein X% ig signiicantyilesgesthavdor y
entries capable of storing one of said plurality of NNbit 30 WO 01/78309
PCT/ 1 BO /00697 10 tuples and an associ ated process flow information; a
conparison code to determne if an incomng N-bit tuple can be matched

42. The program product of claim 39 wherein said Boolean operator is an OR.

43. The program product of claim 39 wherein said Boolean operator is an XOR.
44, The program product of claim 39 wherein N is 104.

45. The program product of claim 44 wherein X is 96 and Y is 8.

46. The program product of claim 45 wherein Z is 20 and M is 20.

47. A computer program product, including a computer-readable medium

comprising instructions, said instructions comprising:
a hash address generator code to enable a computer to generate a plurality
of M-bit hash addresses from said plurality of N-bit input tupies, wherein M

5 is significantly smaller than N;
a memory code to enable a computer to store data in a memory having a
plurality of memory entries, said memory code further enabling the
computer to address said plurality of M-bit hash addresses, each of said

plurality of memory entries capable of storing one of said plurality of N-bit
30



with a stored N-bit tuple, wherein said associated process flow information
is output if a match is found and wherein a new entry is created in the
menory for the incoming Nbit tuple if a match is not found. 48. The

conput er \pHQYYF&Ey Product of claim 47 further conprising: ape@RBAM06o7
addressabl e nenory (CAM code to enable a conmputer to store overflow ng

N-bit tuples and their correspondi ng process flow information in a CAM
wherl@i n sai tupesrht@n agsoRiated propess ftew mformetiebored in the nmenory. 49.
The conputer program code of claim47 wherein said process flow

i nf or mat i on ai comperisvenoyde todeteirsdse i 30 mwormdeaN-Pitdapleombaieatched. The
conput er program code of claim47 wherein said instructions enable a
conput er t owithdaiseoreHeNitoogds, Whemein bt agsocated Brocepadlayo ifatraatipn ogr am
code of claim47 wherein said instructions enable a conputer to delete an
entry in thé omypot yf a bRatchlie feaanpanhewhpmregy amevoerirpfis crested 47 thdher ei n sai d
instructions enable a conputer to cease searching for an entry in the
menory when ngerkibhy forpthedesemiranNebid tusierits enatet.is B8t fdlmed.conput er program
code of claim48 wherein said process flow information in the CAM
conprises a flow identification nunber. 31 WO 01/ 78309 PCT/1BO /00697 54.
The conputer program code of claim48 wherein said instructions enable a

conput ergg .o upadsmpli@r r@?Qﬁﬁ drbeuct 6ff @airmuy dorther tompEAMg:55. The
conput er program code of claim48 wherein said instructions enable a

conputer to detsitenfBd@rissdbleMmeRforEAldaMIGodEN® arnibi bedorpagr aoiscade of
claim48 wherein said instructions enable a
overflowing N-bit tuples and their corresponding process flow information in a

CAM wherein said overflowing N-bit tuple cannot be stored in the memory.

49. The computer program code of claim 47 wherein said process flow

information in the memory comprises a flow identification number.

50. The computer program code of claim 47 wherein said instructions enable a

computer to update the process flow information.

51. The computer program code of claim 47 wherein said instructions enable a

computer to delete an entry in the memory.

52. The computer program code of claim 47 wherein said instructions enable a
computer to cease searching for an entry in the memory when a Kkili-

process command is received.

53. The computer program code of claim 48 wherein said process flow

information in the CAM comprises a flow identification number.
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conputer to cease searching for an entry in the CAM when a kill-process
comand is received. 57. The conputer program product of claim 48 wherein
said instructions enable the conputer to generate a trap if both the

nmenory a @M are full. 58. The conputer program pro ai m 48
wherein rs\gnt? i nstructl ons enable a conputer to search bgt hggﬁgmﬁr@?r?;y and

CAMin parallel. 59. The conputer program product of claim48 wherein N >
96. 60. The conputer program product of claimb59 wherein said hash address
generator code enables a corrput er to perforns hashi ng on a first 96 bits of

an associated N-bit tuple. 01/ 7830 L1.BALLO 1. The
progr am 3+ oarnetcompl&eglpﬁ?%r@%ﬁ@ Bi° Cgaémd‘?%g 5! Psséaﬁ (':r}? rucélr%gglegg Corrput o

conputer to conpare an address store he nenory i ncom ng tuple
usi ng t hr ee CODIRMLEr EQHPARE: tGiEPOE9SS 'ﬂ%’{m&'Oaf'”ctf‘SQ?ﬁ% wher ei n gai dIO

Bool ean operator is an "AND'. 63. The conputer program product of claim 39
wherei n said Bool ean operator is an "AND'. 33

55. The computer program code of claim 48 wherein said instructions enable a

computer to delete an entry in the CAM.
56. The computer program code of claim 48 wherein said instructions enable a
computer to cease searching for an entry in the CAM when a kill-process

command is received.

57. The computer program product of claim 48 wherein said instructions enable

the computer to generate a trap if both the memory and the CAM are full.

58. The computer program product of claim 48 wherein said instructions enable

a computer to search both the memory and CAM in parallel.
59. The computer program product of claim 48 wherein N > 96.
60. The computer program product of claim 59 wherein said hash address

generator code enables a computer to performs hashing on a first 96 bits of

an associated N-bit tuple.
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61. The computer program product of claim 60 wherein said comparison code
enables the computer to compare an address stored in the memory and an
incoming tuple using three 32-bit comparators.

62. The method of claim 31 wherein said Boolean operator is an "AND".

63. The computer program product of claim 39 wherein said Boolean operator

is an “"AND".
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