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-1- METHOD FOR MANAG NG THE SECURI TY OF APPLI CATI ONS
WTH A SECURI TY MODULE The present invention concerns
t he domai n of nobile networks also called cellular
networks. More particularly, it concerns the
managenent of the security of the 5 applications that
function with a security nodul,e associated to a nobile
equi pnent of nobile teIephonQ The security nodul e of
a MO RETHGN FOR MAN'AQ;ING"FI-IE"SE@URQTY QRRPPOERATIONS WITH A
denom nation "SI M card Subscri ber ldentity Modul e)
that constitutes the cSFEURITY MQBYLEy | enent of

t hese tel ephones. The tel ephone operator introduces,

drhd p@sdft iRPEHADAGbRELrAY R ddmbin B mhdtile trid@works also called cellular
personal i zati on stage, a nunber called | NS

('T%‘f’%’r“ﬁaM%é’laﬁl%@F'V'e'%?P&%Wﬁb@? Marsdemant 47 BR) sacHaly of the

S&IpY€stiohs tHa BMctidry with a3es@fty iddaRhsstdihaY & ¥anbbAdefuipment of
subscri ber desiring to connect to a nobile network.

eaePiletBEPPY- t el ephone, cal | ed nobil e equi pnent
hereinafter, is physically identified by a nunber

StH @8cirfly amsdule V! at mbsue"rmmpdrtacbﬂe ttélepmfmél tlzse knO\th under the
er na

e@apﬁ&eagta@,"g%ﬁprq"g(%ﬁp?qrqbgf jdqg(yp/t Mpﬁgleb;hat constatutes the Icentral

|§é@ﬁl‘it}/fé|@rﬁéﬁt%f Bksd helepnRsOfrhe W@lbpﬁ@eeapbrﬁﬁﬁfﬁtrmae@ during
seria nber serV|gg to identify In a unique

grarutactyig pRARRUs nﬂweoﬁe@o%mﬂm stagey e r@@m% yplled IMSH
((fBtsrhadonaymbeing $@schB&H Ibentifi @@tffm)' fHat 8bIVES &) ideSHIR a secure and

Ceneral Packet Radi o Systemn) UMTS (Unj versal

(
w&ureéN%P@ébwmﬁv%tqeawgg39§paﬁ$ct te @ PARenpRtworkfisch gnobile

EEbIIARN balicd mMébikhyuimhat ineRdndRer as DAYV Sdamafisd 89 a number
I\F Sof t war e Verlﬁ)ﬁﬁNunb r) indi cg’t?ng ? ?

$100% 1op NOREoBHEEHSBDVE s Mebla PHGEMBRC THE nHBler coalled IMEL,

?I‘M&rﬁé%ﬂbi— M-BBI% Eaelameﬂmdeﬂﬂr&ﬁ cbﬁlﬁlnbdé?mdbﬁﬂfﬁzahérpﬁf &fe type of
type and of the serial nunber of the nobil

@%ﬂh"ﬁr?é‘lHthﬂinf AN Resesial pURPRr $RIVI80 3R, !qegw) ingg YBIgUE WaR given
'nﬂﬁ‘)‘lé' Sdurhérinon ClreBfbrk N BY N9 biobaRIsMRbA I16r Mobile

prent ldentifier and Software Version Nu

Q&ﬁ%ﬂwat*a@?ﬁ iGPRE (Ganera nRagiet ffadp ystands of dJM%% Universat
M%(Weﬂﬁioﬁﬁﬁurhdﬂﬁbn@r Sﬁté?h di r%b%b ﬁﬂv‘%ﬁt@ T\éuspmt is

ysical identifier can C address (Me Access

@Wﬁ?'@ﬁﬁ‘i Pwe SOSWF‘F@e‘s“iF@ﬁHSS\{N) $Qf%”%‘h |V@[?é°thHF‘€§'§ ipgjgating the

L&atingf tR% td?‘ethﬁoﬂééeg WhflvhRN 1r%ftaﬂbbeomh§rmablleOfeunbment The
user on a network I'P (Internet Protocol) and

gombinatien Qfehhguafé@ntléaatloneof the frpenand @fdthweuplﬁwmwﬁ the mobile
Q{;&ébr%ﬁtl @ltrpﬂ%es@ftﬂﬁrel Versidl (Ve &led o rn@@%éﬂt‘f@étﬁm called IMEISV
ur opean Tel econmuni cat | ons t andards 1 nstitute”

@ﬂemﬁétoaai Mobile Equipment Identifier and Software Version Number). The same
identification concept also applies to the WLAN (Wireless LAN) or to bidirectional
cable TV. The physical identifier can be a MAC address (Media Access Control) that
corresponds to the unique address that identifies the configuration of the material of
a user on a network IP (internet Protocol) and the software version can be

transmitted by upper layer protocols based on IP.

The ETSI regulations ("European Telecommunications Standards Institute"), define a
mobile station (MS, mobile station) composed of an item of mobile equipment (ME,
moblie equipment) and a subscription module (SIM, subscriber identity module). This
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nobil e station (M5, nobile station) conposed of an

item of nobile equipnment (Mg, nobile equipnent) and a
subscription nmodule (SIM subscriber identity nodul e).
This -2- subscriber nodule is usually renovabl e, that
is to say that it can be either withdrawm or
transferred fromone item of 2Dbl | e equi pment to

anot her. During the activatiofi of a nobile equi pnent,

Bt tnhdddl A | s uSIN feR@BvABIE, tRANE €S EdyOat it Bar BE either withdrawn
network of an operator, data conprising the

i ofdrnsfaredtfioghoruite, Pémék%%%ﬂe@ 1988%B¥N t he nobile
equi pnent and t he nmanagenent center of the operator

t baving Rtdeavateasof ey mlbn@"écill drient! mokaSartla'Lhﬁrlyd@@rﬁﬁf)E!fH connection
EPO757502 descri bes a net hod of | ocki

n
i \GShe ineiveatk P AN oRBERlPTe d aﬁ&?“i‘m@'“gr{?%|"1%?E!t'f'9%§'eﬁtqaf% isrexgpanged
ttﬁmwﬁ@bltﬂee rrfb%ﬂ'é REERpndnMahd | the QRarigeh@6K cbmtst of tW‘@Eerator that

npbi | e eﬂ ment connects to the nobil e networ
ﬂ““ﬁqrgﬁ%f?f?ré’ e s H8®itifier 10 IMEl to a management

center. The latter nakes a conparison to verify the

IWHbéUrﬁént Em’fmeg ddschbddhe meBicansds Iking slaﬁs%bamufcauon
rat or

O B TR BN DA ELOrLFE  n  a

IWﬁéﬁ ihkiredbile @gRIpWRMt ESnriRERI6 'tﬁe mBbileHetworllait @BRSHRits thB Rlentifier
enent center transmts ssage cont ai nin
TRBE RS FeraaamRe 1e1ain Ena ey Bakeh s ERERES §UBLY g dentiter
Teégiverioniraihe, confdnts ove tibtabssd WRereQhe bpsralld? registers the identifiers
a Eqntlmtfy i S trransmtted t? t he |gent|f|cat|on
r?gé 0 phdgfectyer melilespAuipmenislf A identieimgpived is present in this
RIERIHABS, B HMBhabbfeRe cefRP NRHishB 8f mb%g@o%h@mmg a locking
The docunment US5

nent to the network.
&g@E%nSé% themaiie cauRTeNt iR BuRSEOR This FRIRMAR. [RiiREwaification of its

\WutHantiditys kﬂoﬁr@ﬁérﬁiﬁéd ﬂ‘BQHb %é\ﬂﬁi@@hoﬂnmbb@e Utﬁ&t @hrrids kRY a tocking
pertainin handset produci ng

@W@%’Sd’rﬁ%‘f%"ﬁ gnuiirhaesRnnectign fothq web%mwmﬁ@rto the network.

nodul e. The handset includes a 20 single tanper-proof

ey doblimémea 3598 79T dbé@ibas bh\aativation mdlSodPers aodhie Bandset with
ement center transmts j@rymﬂsé%g%e to the handset

gHbste et modulp bgred an thadsp o 3 thartpdne hpndsgt ypducing a

bcfddlﬁdrf& bﬂi‘cﬁnglfb shidlelier of thb&abmmdﬁﬁabdu@hme R&WskEMcludes a
ination with an identifier of

t he
HBolioRRBroe! Rk SLISCITBE! ThoaRiveiane to RRREHGrS management

686 PAnsYME G Bdda geﬂoQ@é‘ﬁémﬁe‘é‘QerWnb ho 2ac0d® §'k@y 86edift to the
t he subscri per no the 25 control word agrees

OPTHOL HYY SEBIC D SoHB kR O Jhe, handEsharis e dey s used in

g@ﬁbtﬁﬂkfa%tth'ré‘lfldéﬁﬁﬂél?@ tHteswbmes of ﬂwtet ﬁ%@rsﬂéﬁ@nodule to generate
ocument s excl usi vel y concern aspects . requiring
SROUTT Ao skt poniiantest gt a(cREe Erd B g BRIRGY Bidl, 1 the

Edhtropwaiid PeesOWith thaesubS@bel frioBLilelcWES - th¥ W8Rdde RSR tivated.

nmethods are inplemented, their effects concentrate

The methods described in these two documents exclusively concern aspects
requiring the physical identification of the mobile equipment based, for example, on
the identifier IMEI. When these methods are implemented, their effects concentrate
only on the locking / unlocking of the subscriber module andfor of the mobile
equipment in order to prevent any connection of the mobile equipment to the
network.
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only on the I ocking / unlocking of the subscriber
nodul e and/ or of the nobile 30 equi pnent In order to
prevent any connection of the nobile equipnent to the
network. -3- Presently, nobile equipnment offers to the
user, in addition to its usual function of
establlshlng t el ephone convergations by neans of an
access to a nobil e network lie use of nunerous ot her

SERRL e Al gbilY e‘éﬁ|pﬂ%n@@#§|‘g Ghy 'L%@ls iS Yelities t&h@ usual function of

consul tation of various I nformation, renote bankin
t eoiphdisbing delephasieceanversetions bmeene ef ag@seess topa mobile network,

bt ik g mRb & other % W'Wfﬁge§%9W|$&s such as the

require an increasingly | ev security In
orafieeitation pobt wariougs errf@rmglanns'ﬁmtﬁs shasikingr rteamaéctfoea, slgptronic

b%on‘irﬂérrcg AL ?&mﬁﬁﬁﬁ'dfé%&n?eﬁ @é{%'ﬁh%@%ﬁa‘o@él%g@r\lic% Fuire ary

at ma ppear ont nobi P er ef ore,
\ﬁé¢f|8ﬁ$lﬁ§ilf hgiheo leveak of| seagity inerdeetoeproteas éésm'é@gﬁle@fe@@a\b&e frauds

R ol B lSepth AP0 fel b PRI AP Bhar on o
dapghilecuiporents.hat al | ow the functioni ng of the
di fferent services proposed by the operator or by

ﬁLeF@}or%aUéﬁfﬁ%tzor] B¢ aflb el tﬁo'ié%e&%c@ﬁ\%@ ‘?aeE%@'égﬁ BE one hand at the

scri ber operates on prment

devel 96 theyfebiigh aqwgmamasia@lf\ﬁadsqroﬁwed@hyr hangt ﬁ’oﬁhﬁg@(ﬁ' 6f software
I‘é‘bg?%a‘ﬁgﬁé ?ﬁaltbé(l ﬂweoﬂfﬁﬁﬁ&rﬁﬁq %f‘%é)rd:fgﬂ‘eﬁth P&y 'p%bb@dq by the

rers unct| oning of the subscriber nodule 1s
apeeaten ooby thirchearies.hEhe ajyads ty gvaraataeothat e sulww module

%‘E»n;‘édtgse%{nf@g#iﬁﬁ%ﬂ@ye% ipR&T:. BY tﬁé‘rtg%é %do%ft\ﬁar‘ée(/%rglgﬂ duly

er o tware I cati ons | ousl I nst al

mu@nmdrmrwcusmolomemu the @mﬁnatpmmﬂfoarm \mﬁ @npliggtion tsKppliers.
ﬁUn'wfbe ftﬁ@g&ﬂs%n ({?ﬁ@@tdn @rsm”{? mddRSFe capacity to allow the

app I catl ons carrl e equi pnent
uge i seascesvanledit e byra usEd hyheary/ingseuwt o eertaip dunmber Of software

f
SR ARG R BLUp EIEAR e P Bt oy oulaHhh R Rnich uoe
dppsubsatiiesmodtls aspmtacieomneses can be common to
several applications, in particular the functions

ﬁ'ﬁla?igﬂplfcgiié%cb'érhéé' ]putT Cthe SHIBIE' &Q@j'mém%kaere ?U?céshé’\%:table in
or alter { unctioning of certain appllications

ther subsiiibedr mpdule eBesdursescaradindeesiepdetor BBan myfundgtiens and
QBEM R8s nfi{/r ﬂ‘Le @d?@g{ fbﬁ&ﬁo?lﬂ"tgsd’f%ﬂldp?fac&gén %&mﬂﬁbsounﬁes can be
respect e e ‘equi-prent uestion or

2l Tl thSGNﬁf@l aselications; fire pamtiolps weefqupmrfﬁlamdeto security. The

bﬂ@éﬁsgérﬁﬁ\@&‘ﬁl? cEH%@J @B@gﬁgﬁl‘r&&r{ﬁg flg\%Uﬁ'iﬁé”o? cgr‘?atﬁ‘%bpiicatlons for
which the security condmons estabtished by the operator and/or appllcation supplier
are not respected in the mobile equipment in question or the rights of the user of the

mobile equipment are insufficient.

The aforementioned documents do not cover the software aspects related to a group
of moblle equipments such as, for example, information related to software
applications installed, a software version number or even a reference to a type or to
a model of mobile equipment, etc. Therefore, It concerns the use of a targeted
management method of resources of the subscriber module in order to selectively
activate / deactivate the applications or application functions using these resources.
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of nobile equi pnments such as, for exanple, information

related to software applications installed, a
software version nunber or even a reference to a type
or to 30 a nodel of nobile equipnent, etc. Therefore,
it concerns the use of a targeted nanagenent nethod
of resources of the subscriber, nodule in order to

selectively activate / deact |4v"at e the applications or

apBlvb At [tq8 nBUH@én‘aB!ésfoH%é%g érjé?ét%né Q8 YrEVeRs the fobile equipment
However, it is not desirable for these operations to

P @seesshe the B?M@%%‘F%@ﬂfﬁw 'P‘de?ﬂ the @é%%qnﬁar pRguie.
network by conpletely | ocking the subscriber nodul e.

e érhﬂbﬂﬁlstrme%t:bﬁ‘}éerﬂtdréﬂbsb% nBn A PRMS %e@rdﬂ&ﬁﬁﬁh@@ﬁbnty of the
met hod for the securit the set npbil e equi

SR DPblsarauiTaNte SHPRPASMOSHS: Bb apAaHers: Iy B1dRr g imit risks:
MNeffdd o BleatRel that tah%uﬁs%@lbert hﬁédu?e SUHRRIC biePBRUdISHIN S used by

could be fraudulently use i cations carried
oRRPligAtioas gawier @ubefuA HrbHe eerﬂp@engef A8 ABH/Opef gysoftware versiors
SRAL AT @ MIRN Sdritiin plebaferhbl SebiRity tHthdid.| certain
predeterm ned security criteria. Another almlsto

protect the user of the mobile eq Emant as

AP AIMdaig Fb”ﬁtecg'ih‘ﬁmsp'é?fsth%‘%ﬂbﬁ%teq BTeaLas we F‘? W@gapp"cat'O“

fdugm.éra agéahgrabnge@rfesarhﬁgr ith® clOfiY RABRtMEHIE/ cQUipfient 4&d/or of
t he subscrlber nodul e hese ai ns are achi eved by

B ALPSSriber Meduidd f or managi ng the security of
applications wwth a security nodule functioning in an

et O Nk @@nﬁwved thy0 nfean@edfvwrmethwlf& Rehuging theigegurity of
adm. ni strated control server of an Oﬁ)ler ator, sal d

Zpplisatians e ﬁs’i}éﬁ@“tt’ Heoduls Swpctieaing 413D GRUIPTIREE caRnerted to a

el sdid dehRfikibeiny J0pslkeatdd %B%F&@er‘v@ﬁ af b dperator, said
sai d equi pnent, conpri si n t he | ow n éegj;el i m nar

apglirations dstgi HA rsﬁmas%sa |f§nﬁ5>nax s §n @h%ecwéemodufe

FOANSRED 10BAIE tY 8BRS RDipRfent, ft%mpﬂg?ﬁg REfliovARg pEdlithinary steps:
identity of the security nodule, via the network, by

the contr gl er ver nal verl fication

cont r 6pcepiey &f dgfa %%{Piaﬂ%ﬁv gt Feé‘ét theglype (B¢ Stware gers"’“ of the
eqhiipheat and i Mehite dfassllsbo@ty hiRivee vid th@&ﬁét@@rkOBKQm @ontro
data, and transm ssion of said crypt ogram viat

§8Mbr k and the equi pnent, to the security nodul e,
said nethod is characterized in that the security

nodul enaipsis wae sedifftation MPheaoald! sebeR oV id and,
act | vates, respectively deactivates the resources

ta or f nctions) .25 us l.e one. .
ool L ERSTBHPT Rs AT IRLASTRH Fin Hedpsuiedt he SBfifeation on said data,
any plapgm¥lon of said cryptogram, via the network and the equipment, to the

security module,

said method is characterized in that the security module analyses the cryptogram
recelved and activates, respectively deactivates the resources (data or functions)
used by at least one application installed in the equipment, said cryptogram
comprising instructions conditioning the functioning of the application according fo
criteria predetermined by the supplier of said application and/or the operator and/or
the user of the equipment.
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conprising instructions conditioning the functioning
of the application according to criteria
predeterm ned by the supplier of said application

and/ or the operator and/or the user of the equipnent.
-5- The resources of the subscriber nodul e are bl ocked
in a targeted way, in order tg bl ock or reduce the
function of certain applicatitns. The applications of

t g r8UIcBERBNthedb b sBMerthé R bie Bbaeker:a ﬁi‘?@té@ﬁvaﬁ in order to
indirectly on the applications, that is to at

t leclhIa5clerHep dhe efpctigini 1of tRertat: RpRiigationsy Wf’erﬁpph%atms of the
esui ﬁ?ﬂeﬁ‘ﬁ%r@hb?&%o‘ﬁy biyckad:Mohe &:t%reﬁﬁ?@@ tlﬂao%ﬂllﬁéﬁdr@nﬁ“rat is to

Thi's method applies preferably to nobi | € net wor k.
cEvdbefubn Plogking ﬁ@e@w baeticed |0§|ya~h?66h¢ 8qRTEpRLIATPLS to carry
qﬂghmggap?hmggﬁgple an equi pment of nobile tel ephony

or a portable tel ephone. The security nodule is a
subscriber npdul e inserted into the nmpbile tel ephone

t Hig methagranphies eiiefarally de inpoBoRile veiKnePnIageRbYY, 39he equipment

@%%Sﬁxle %u'ip?eréel}/l@ A ogdgﬁbgiﬁ?@@ﬂ@%gfeqhibn%%bHoﬁal@ﬁiéWoKy or a

d?ﬂ'fli@ﬂlﬁl t@é"h@’i‘%)The@*@S”MﬁﬁgWﬁl is P siscringgnedudy Jasared into the
%ﬁle(t@@pﬁ@ﬁé%atwmf ltRe SIRI B&AMAHEI(SHsLAY I&@RF'ﬁodﬁ!e This

mana a control Server of an

%ﬁemalw&bawﬁ ga@ naﬂlwe aekvark of Hie twep G8M f@ow(t)é)m%em for Mobile
%Hinﬂﬂ‘ﬁd?attto?égdG% (GRHePS PAROREES Qy@teHﬁeUNﬁ% Universal Mobile

resour ces ata or functi ons) present in
sheipsernyaycatipng |Systerm  ghdie dike, mﬂmgg% hys@dcqmrq' hegryer of an

%Bl'aftcﬁi Boftipdré a'pf)lféa%néﬁr%%étéi}édcd?ﬂ% fn'ld%ﬂé eéﬁ Sm%ﬁi arid édtflgured

according to criteria predeterm ned by the operat or
ahardsr tg gee g}?pqu@ﬁﬁcﬁﬁ)lﬁd@@Mﬁlflﬂ@hons)mﬁsﬁn\tf@? thei sbseidher grodule.

tﬁﬂ% Gahthid Be 'uféen‘ll fh R &ﬁlfé%f/ ohl}if W&éd&'ﬂtys@dn\dﬁ{?ns HE satisfied

app |cat|on OMAn he’ i nstructi ons "sent
@6perdion te erilesie, pre@eternmaqzd Pyithe eperetpe agel/of fhe ge@@at@ry supplier.

PR &ifib AR G@fﬁeférﬁé‘r #is Al gﬁf% d e ti‘%c&?fﬁl% s8nbPeThe apptlcatson

resources necessary or th rrect unctlonln%ﬁ
fllowing the atsiruﬁiqnﬁ:s?al byetireicantrel semsbiis @n@lqun piasae of theesecurity

dtRieOhat er SPHEL e &%Qzé:fb”ﬂq Hg%ry?‘?or the correct

account nu S, p ogr ans N ﬁe O n1o
funstioning piarannbcation iesalledn hesmebjlei gsvinmgnt.

encryptlon/decryptlon keys access rights to contents,

¢hé datty? ttﬁéé@%é QFSSFisk ?i?%&ﬁ%s%@ourﬂ GuHRrs, programs

crypt ographi ¢ a orlt ns, verification 25 processes,
Gingitheal fosngwht gede gthakr 62N ohe pinstalisdedn Hec r@‘b‘%*ﬁeorﬁqummem)

95&9%%0@%@@%‘ E@stgrr’t‘gﬁi"s%@érﬁentgaédé‘ val i dation

processes, ‘access control ~processes, data security

rocesses, paynment processes etc.
he functions of these resources can include cryptographic algorithms, verification

processes, digital signature generation processes, encryption processes,
authentication process, data validation processes, access control processes, data
security processes, payment processes etc.

The controt server plays an essential role in managing the trust or security elements
related to the set mobile equipment / subscriber module. [t interprets the data that Is
transmitted by the mobile equipment in order to control or iimit the use of
applications, functions or resources available by means of the subscriber module.
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The control server plays an essential role in managing
the trust or security elenments related to the set
nobi | e equi prrent / subscriber nodule. It interprets
the data that Is 30 transmtted by the nobile

equi pnent in order to control or limt the use of
applications, functions or resources avail abl e by
means of the subscriber nnduf%“ -6- The server

I e6eisehrg rebélvingembi ﬁj¥ntlty1f|ﬁ’fbﬂ‘ﬁétloﬂnfr6rﬁ10€1 Robfieb@ipment and its
e%@ pment _and its subscriber nodul e

seflpes facq Yisend cormpaging AMEL W RRY V8! @@?'P%ﬁ,rﬁccordm% to certain

Cériti@f iifaa ndvl irdstrOEtni rﬂﬁétrtjé@dnom tREstibawibseMbdlie té RRiefine a new
subscrl ber nodul e é@e redefi ne new EPr otection

pRBtecHen Prodte Higf idpiaes e "Pé%ﬁﬁ%%f thef SuberagiHacUIp diat can be

”&Bé@' 18 émkaﬁcﬁrﬁ &@c@tedSﬁdh@Wo@ﬂ@'eh@i@Eﬁe@ﬂST r%X@ﬂélrﬁeﬁGaﬁ Fefer, for
the nobile equi he criterja can refer,

&% O thy th*agmnwfww Mers@prinsialies Qruingi rBﬂb"e equipment,

| tasthall do@fhicRRinghe MM abSlicABHPER e mobfe tea@spﬂ@mlt@aﬁié Redating
of new aﬁel i cations gn the nobi | e_equi pment to t

Rsdigd i dne pertedignatrotifietop? GUBRET 8hcpnsctions ot@eapetwork to the

neeRIog9fuse@neresdcb R the nelorRahdes the ;B@nttt;h Bf the acoess network
technol ogy used for access to the network and t

i UFEAt W%ﬁed%‘r tqrigerrg @lsess atret Rﬂ/cﬁ'ff(er q r @5%6550%%“’8? “ieeﬁ”?tﬁ“a' or

afofwateS@scdahat R obrathrfah8/of Me diphikationstpsicrlapd/oMtduser of the
the material or software used that the operator

dﬁ%l?”éreqﬂﬁ’@%‘b]ﬂ!ﬁhéﬁfq@heﬁu?ﬁ?PP@r and/ or the user of the

nobi | e equi pnent wi shes to take in account, The nethod

dCRO0 hibitd ecdiiRgl EB/Qﬂélaﬁ%dt@n g@ngé@érbw ce;arrreldeeuptahnng each
during each connecti on of | e equi prent

to the
FEPURAIRN tQPt'@Pb*l@aEWWBE'ﬁt@ 6119 RPIWORs 0% GftefgReh UPda‘e Of the

\seftwhRNVepdiorn BEhERRILIE cRUidhiRABHE of MhatQr tHibsefibdritodule or evens
subscrl ber nodule or even of that of resources on

t he
ST Pl 5PUTTBHAN e PYbSETErANaSian <3506 GoFioRoH] ﬁgmg each

@ atioAoF bRt abnast aﬂ%ﬁﬁndavaﬁ bRthelhoBile SqUMrhgdl i on on
t he nobi |l e equi pnent ccording to one enbodlnent |t

g@mbe carried out periodicall at a rate given

Pl T8 bhe EmogH meREl HeRa P tRd diPeatical a5 Talf aivan by the

aoftd GakvieP Br aflet ShMRIBhIARSS F BARPPlicatidn HBARS ‘ihdwe leQuipment.
23% er enbodi nent, the subscriber nodule w !l

g 1§ Fniernermleri@ent dig sHescEBR Moduleettle ’POta@C‘P'tﬁ‘h@ new

arestde Fre@nihel E@ftrol MBhBY a8 Iohd @sRBI ibEntifiRAUMBIBNbf the mobile
remai ns unchanged. During the re-initialization of the

BUHRBENEMaRSdickangad. | s preferable to block a certain

nunmber of resources until the arrival of the
Dubiig ferranmitidiRatief of the subsdriber MmBdIIE St %%r@@%%ﬁiock a certain

Ao ok St e P o ey Biadeancs Thgalor: f he mobie
EQEBHESERarktE ab antefcebt Bl LrOPBYradi ahd 108 WaksHit defo MBBibSeriber
ynmol:lble. all or part of the resources {data or functions) of the subscriber module will
be unavailable for applications carried out in the mobile equipment. According to the
type of realization, it is possible that certain resources of the subscriber module used
by low security level applications are implemented by defauit before the arrival of the
cryptogram. This is also the case for resources necessary to obtain access to the
network, without this the sending of the cryptogram would not be possible by this
same network,
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be unavail able for applications carried out in the

nobi | e equi pnent. According to the type of

realization, it is possible that certain resources of

t he subscriber nodule used by |ow security |evel
applications are inplenmented by default before the

arrival of the 30 cryptogram ,This is also the case

for resources necessary to obgaln access to the

N@theRrtke sMbdchBst mbiils vbh’%sstﬁél gty Qff zﬁ@@rysro)gmnﬁ)gf %ga) indirectly

woul d. not be possible th same net wor
t Hendigs s meste ﬁ%‘damén‘v%’ld ensggesttﬁéf thgdatp Wffsﬁwtewecommg from

Cth¥ongbPsarvért (rabser WBeks! egtnlaéensl cdemts |er;:ﬁ§grélhetH§D&Un|tr©I server

e ment _and ensures t hat is effectiv
CEIBY Phosies IR GUBbBRLMoLdr deat 14 HPB RGN sstEre grsion of the

NBabife @(ﬁuagba’ﬂérﬁi Mv)épdééﬁrtamn infre a6t Qéfoﬁeefrﬁﬂmlttmﬁ mstructtons to
implicit]y ensures the subscrjber nodule that t

B st hrerish TRaie. e Bilsnors . a8 I @e%e&a@rpmm'vg or refuse
hevtepiBeedt PAKANaUtRrRaf&T A Nthe Q@.feodfecé]‘traﬁﬂﬁ Ifchﬂlcﬂ@ of the mobile
instructions to the subscriber nodule. The latter
HBIPHENLf act , | oaded, if necessary, to give or refuse
conpl ete or parti al authorization for the use of

CHLet rrlbﬂilleaélfﬂlliﬁnﬁ?@it b@% thf rolehs aﬁ"é@y':@thl@%ﬂf@mtsteﬁr byeestabltshmg
mobi | e e

ﬁn@ gsthe role of a re|

\Pé’rﬁlfﬂoéb i) ?'8%“%3 weeaghe sSHPﬁ‘g"bei@’Oé’H'eaP%éfie a?rrt@&tservef
direteigreetheesaraty bheesthhahdde md¥BakEsLisaBthurdte fr@ﬁﬂbﬁ@'io end
rS‘P@rver Therefore the securlt]y of the exchan

Lergibe contEpl SaVEH ARG Bip whacriisT arduienda ey Lewion environment

WA BppIBEHOMRI inPREndrii& &4 bﬁacmbbiﬁ;r edsm.smla@t Yhia ctahﬁot thus “cheat"
execut | on environnment of the agﬁhl cations inplenented

Oh ERorp B1a Etebueiento hesHesERRRBPYYAUs " cheat”  or
transformthe data in relation to the subscri ber

mnwjh@ennbﬁ aldol gonteme @tsle@m@n&ﬁiu%o&ﬁﬁfr%ﬁl hé eéawrdexg destined to
ul e conpri sing t e resources desti ne

Q@c’ﬂé&%‘% el by aéyeaa?t ope zRRlIcghen Kisklled it %ﬁqwﬁg@aﬁ ¢uypected

Itdﬂ aARedat, Wtqumﬂ%ﬂc@ﬁhpnﬁlﬁg &eﬁ@ih@\/(h”d@ d&tal flansmission means
ment  conpri si ng readin aia transm ssion

@H@an% hise® hﬁ@vp&andesggwa?%erﬁ%@f hecediiamen e the identifer

YetheiseBul nidiiee @HidINGlie BEIAg tharat@ardd i tRat it BEluti&emeans for
security dul e, said nodul e being characterized in

FaeaPlon. ANAHISIRIBI RERFIOR B Ingrolio, CPANGR AIa SivalogFam. said

%&Q&Hdn@nccﬁfditioﬂﬁmbr tHet FPRSorHRNtAI tRBdapiicatidh )é@éd?&h?”ﬁo criteria
i nstructions conditioning the functionin

B?S’SP eeRnegPYdee 8%9'*ﬁ@0fﬁ9'%mﬁ§atﬁ% arm/@‘de? @PWF%@“QSW the user

bih@e eyOBhieAt, of said application and/or the operator
and/or the user of the equipnment. This security

@Qdul e is usso‘ for e aferI e as, a subscriber nodul e or
IR1$e5HEly module is use example as a subscriber modul@ or SIM card

connected to a mobile equipment,

The invention will be better understood thanks to the following delailed description
that refers to the enclosed figures given as a non-limitative example, namely:

- Figure 1 illustrates a block diagram showing the different parts of the mobile
equipment and of the server that contribute during the exchanges of identification
data and of the cryptogram.
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25 connected to a nobile equi pment. The invention wl|
be better understood thanks to the foll ow ng detail ed
description that refers to the enclosed figures given
as a non-limtative exanple, nanmely: 30 Figure 1
illustrates a bl ock di agram showi ng the different
parts of the nobile equipneng and of the server that
contribute during the exchangé&s of identification

dat a an;gu;@fz tr&ﬁe@érﬁ@faolgb@!ﬂblag%m oF enyr ﬁho@alé %QO@&)@HI B s@bscriber
bl ock di agram of the nobil prment subscr.i be

nYatyle aé%%%l"vh\i\ﬁ‘*?ﬁc "?ﬁset?eé\é’?‘?’b% %@r%&?r‘ﬁﬁé‘””g the functioning

doffdnedppidatibar t s during the functioning of an
application. Figure 1 shows the nobile eqw pment ( CB)

d supscrib nodul e enbl
a’paweu ?%0“"%/%%3 faom%bqq@)rﬁ%q v@ﬁi %E%SGF*P%WPW? daty)gpsembly
otaétatre(rlsa)itst lha:a m5b|}éecﬁé(§®b|g<d(l\{gyl')t|B@ntﬁtt@éﬂdn0<ﬂat? DV &fat is verlﬂed by
a sendas ac ogr am
(1R CeniBl Sev el CRBR T \Aar amaomutiak o Gamsram: O dlpvards the
e st o ivimet n(o@ﬁ% ufiﬁﬂ\é#ﬂQSBQN?h@rméEPI@eequment (CB)

sof t war e apgllcatlon é wor Ki n iLn an execut
t

eNIHISSn RBRt O ARRfE. S B‘lan%Tq Epér‘féorﬁwavfrde?ﬂ‘ execution
&intieTmdnt ﬁEEﬁHﬁbé@@éﬂh@é\tltﬁéFﬁi’é bﬁfwd%@ ekthéy b;ﬁ@ﬁ@&ph@b% supplier

t he o erator,

m?_ép the, co troI server %')/
BFgogie Qﬁﬁ‘r“’&hﬁ%’&efb SHhes" i aPetB e, e ataghcinally

edrb@rRAW nﬁemanufaber@mwmbere SRfPménti ncl udes
resources (RES) used by software appl | cations (APP).

2 shows that the functionj
&Jﬁ?gl ?@Pr'%@?%ﬁﬁ)'”%ﬁ%@%@ﬁﬁ e(lR &9 %ﬂﬁwi@sﬁppm“ons
gepends directly on the resources (RES) available in
the subscrlber nodul e. I n the absence of adequate

resour e licatjon cap .either. not b
E 4 Shovk ofel e Hiepar Al e hicAlons, BEFueh e mobile
BaﬂrﬁnﬁhE(fCSB td&@éndﬁﬂir@ﬂ ehabereselifces (RESPagmableny tld fidbscriber
OB T 0 il BRBTEF s 5 LA vt
e@ue@rasem&ur(cﬁ&)s Bra Wry SMReE glab?FtPfﬁegéUit?)aré’rﬁetéS bt calh@enerate
is identifie or exa

'ii?r WES “i"’ét&@eé? gt to %ﬂm@@ttheﬁetsesewew% Retiqng such

hﬁlefoﬁ‘@ﬂémplb R WRing(rgSE) mebite ehaipAeht # &t ¥oskseMier) module
ransmttl ng preferably data specific to nobile

@M ‘prrent ; | MEI SV (I nternational
The mobile equipment (CB) is identified, for example, during each request for
connection to the network, to the control server (CSE) via the mobile network (NET)
'by transmitting preferably data specific to mobile equipment: IMEISV {International
Mobile Equipment identity and Software Version Number) and a subscriber module
code: IMSI (International Mobile Subscriber Identity). The first number IMEISV is a
set of 16 digits containing in particular an homologation code from the mobile
equipment manufacturer, a serial number that physically identifies the mobile
equipment in a unique way and the software version installed on the mobile
equipment in question. The number second IMS! is a set of 15 digits and includes a
code attributed by the operator, with which a user has subscribed to a subscription,
allowing the identification of a subscriber in a unique way. For mobile equipment
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Mobi | e Equi prent ldentity and Sof tware Version Nunber)
and a subscriber nodule 25 code: IMSI (Internationa
Mobi | e Subscri ber Identity). The first nunber | MEl SV
is a set of 16 digits containing in particular an
honol ogati on code fromthe nobile equi pnent

manuf acturer, a serial nunber  that physically
identifies the nobile equipnEnt in a unique way and

“Eb?bo%@édj WBEcBralied Sﬂoo%ré\)‘kﬁswsltaﬁ@aﬂﬁ tRRpNEHRd By ETSI (European
equi pnent in question. The nupnber second | MSI

a
of eladprameniealionh oS ERRATa SBSHUISD tf@deorabmﬁv%toédhﬁywrﬁ%er IME 1

ow;ﬂ;tsea of wsbhofwm &BitPantP &I th ASmMBHPSEN Ic@ﬁ@&oséu @f a set of 2 digits
subscription, allowing the identification of

<Al eVEes Nerpata Uﬁ?%ééfyv(&vhe irppicmBRElen edue ﬂ??é'?ﬂd 9-
produced according to previous standards established

byurabShe (déuhﬁman of FRbRS BEIpHLHAHe VRSt Mgdse ) analyses and

Institute), the conbination of the nunber

CEHTS B9 dite D eransmites angreraPaiRg opith fhe ﬁ@mﬁ%tﬁ abplack list

qe8Bas efedf orﬂm&ﬁé w‘Psfte 3st%«§1:leb§9d EHtHOA I@i@%‘b‘ag@élld\@ﬁth@%fﬁ\ement
necessary fo | ementation of the method.

BiecRgsaeotiter, kerHicRion 6he sRbsaBeY iRV IEtoR ! his details

GRBk S laudBFiY&RS se(r@@gs) s@B@drmﬁwpmﬁbnwaﬁd/m S5vitbee LR or not,
(ID) transmtted and areS|t with the contents of

SSUBRHIPHON 1ReYiod GRPTY (PTPWlp cRSSPCIBleduia e MIPRIBeeRyiRTeNt used,
(pehicabedindaliad onAh@'@ﬁ&ﬁé%%u%éﬁ%e&&ﬁcése%ﬂﬁﬁf@rﬁn the' decurity

necessary, of the identifjcation of a subscriber and
R Ufat @rﬁfﬁrwweisoﬁf dhe ningbitfeteqripgrent sr a§tcautforegdlg of this

YBFifidaG6S arcsSHBS %é@tn' &Geﬂ%ﬁ@?&ﬁ%eﬂé‘@r‘yﬁf g?é?ﬁ Vda%é a token (J), that
executed or nat, 10 subscription perio securit

Hheosntd! sereciCRE dransmits & W@UPP@'Ge?ﬂH’FRﬁ‘Mt(C%éHShOU'd be noted

W'th@%%lssérﬂélt ?d:é@)d ch'i‘ e &isfimPithdn QW'n%’@Iﬁt@perator and the
resour ces_ avai | on the securit

Fcest eopieg feam ttwé rraﬁ?dmeéfuwﬁnw@hge J@@fard%i towardgige this control
kefWlfs of this verification are then used in order
to determne a cryptogram called a token (J), that

the control server (CSE) transnits to the nobil
d68i PRRIRRtIqNCB)ecytions RBYITAAMSEt HOEEY afs thenrokilge eguimesl (CB)
gefaails {HeSkes am, R |€1'isStvb:fF\6ht élié?ﬁbtlhetomﬁg'éu%s&%? @ﬁ&fulie the

and the request comng fromthe nobile equipnment wl
pebigpqarment (CBMIRYBOORYS Oihefrelay- aut hority. The
application execution environnent (AEE) of the nobile

Bahe BSKRRAt JX Balidt f@nﬁfﬂsbﬁbérhﬁodtﬂgeﬁn fréb, re%%ebﬂve!ysblock certaan
Wi t hout altering he subscrl ber nod

fFSBYICES é@%g’brﬁﬂ@t aRR&Bﬁt‘Oﬁﬂ %)y(f’\ﬁ’ﬁ’ &AN yhus pe Ieée@fie‘i’ @P'écifdmgfm the
¢rhgrid Hesdseti By the ¥eHtiol seﬁv@? (GOBS R ifhAr tHEPEREE (g FgEﬁl?aciudes or is

free, respectively blo certaln resour ces

%f;fﬁmpéa'@mm(%ﬁ)ﬂw@ppstwow [ndended é&re@at%sca"w@m%e thgt can
&dMition the functioning of any of the applications (APP) of the mobile equipment

(CB). For example the execution of financial transactions can be limited when the
subscriber is connected to another network to which he is subscribed, for example, in
a country different to his country of residence (roaming) due to certain securily
criteria or preferences of the subscriber or preferences of the financial service
supplier or due to legal constraints in force in the country in question. in another
case, when a subscriber module is inserted into a mobile equipment (CB) not
recognized or not homologated by the operator, the token (J) returned by the control



10

15

20

25

30

criteria inposed by the control server (CSE). In fact,
the token (J) Includes or is acconpani ed by
particul ar instructions intended for the subscriber
nodul e that can 25 condition the functioning of any of
the applications (APP) of the nobile equipnent (CB).
For exanpl e the execution of i'nancial transactions
can be limted when the subscriber is connected to

S AISIC IR LMAr tHodlOthetYeSbLrE®s [FESUBSEE | JaBSkribkPodule and in this

exanple, in a country different to his country of
r@%YB@H%@‘(@5@H$ﬂﬁfaﬂuenPB@%%PWE?%”§@66PPQy criteria
or preferences of the subscriber or preferences of the

fimameicase &ﬁra\upeesuta@ &w%loerth@rmcwe dduipregal (CB) and/or of the
constral nts in force in

Fiker reedile (WihBn the S Pr Bt oum%ﬁaw ﬁ?htth%@@ta@ase includes

|ﬁ§tﬂjoﬂorﬁ@|@bb@1cﬁr¢qibﬁﬁﬁ@tns(<@ﬁ%t fat opdr@t@aga@b@;ﬂd t@ftaI{eOtNuth clonecd
homol o%at ed b e oper ator t oken returned

{ReblegREPBPNes: for theckion (f genpiind e reaull s eueer biock

(e rédoutdes (REBS6f thb%[:bﬁ?lﬂb‘ﬁ Rodind, oMintifth&ir v8@Muring a period of
prevent or alter the execution of an application(s

CRP)ENIIG pifalec s dvaghing, PBSEi08| (o cinn SHCgPer M itsbisxgcution

efhirGirBat of Bi) appnedths pAER)he  subscriber module (SIM,
the results of the verification with the database

cl ude i nst uctlo S de%endl n on the risk that

rtalf%} a&gel@ f)ge)ﬁgnq SoRiale0 R &SIInRITE %enerated LR the aia

tc@'@ﬁiﬂi@@t@SkefﬂSﬁX &, Sha®irl @lgelindn}) KESAEPAL ﬁ@nﬁ& data set
result can eith f‘n@;%\/' the resources RES!J
{CRBIAUNE AP Bam ISV} the respiices geferenges R the subscriber

PedduRs] Dtourdtedrer h@ﬁé;pﬁvoglﬁe@é Rn&wv\@hl?l Hisgtmﬁc&ﬂ@ﬁi sfen%r while its
t he subscri ger via the executlg envj r onnent

RBBH Gt KBna. pueepulos fion O sp§serbanmondle. Sx aiatage of

e 86 ostl aéy%qnétﬂc akeZ‘a GasitiEs 6n aRaehat #dt Whd kel Nerdhgl to create
of a private e vest, Sham r, Adel man)

Rﬁ@ﬁt_ulf‘?sr'? ”PF@HP Hté{dﬁté%f:om@bﬁ%{?rnﬁcﬁf for exanple,

IMSI, I MEISV, the resources references of the

W%@FS&QﬁherWd’qrﬁetn@ KeQ Ltﬂé&fthmﬁ' hiugh key chO @kainia@ RisaWDigital

RSB GO, Rk F o P eSS ep OB gl B Uegd o5 an

amdaativage REA.15 the use of asynmetric keys resides in
the fact that the key serving to create si gnatures i's

gﬁt fo:é}d outS|d the control server %CSE) O cou é
herse y%'%’f‘?*f'f: Kigy 2Iyubme HRRY BedekEediigr r%?ﬁ%l“@" erning
Eivplicilyl, gishaed ngnéﬁfktéﬁon%l g6 | love) , castd ESC kkhlfeptuiisy and

RS oL LB Rk B h B e e i by e
putskesdredlofige, fof AX@MBleC @ACAGAIHNE IDEA (International Data Encryption
Algorithm) could be used to sign the assembly (IMSI, IMEISV, resources reference of
the subscriber module, counter). As an alternative to the [DEA algorithm, algorithms
such as, for example, TDES (Triple Data Encryption Standard) and AES (Advanced
Encryption Standard) can also be used.

In these two asymmetrical and symmetrical key embodiments, the subscriber module
verifies the correspondence of the different fields appearing In the token (J), in
particular it controls the counter (CPT) by comparing it with a corresponding counter
stored in the card which is regularly updated. This counter allows avoiding the double
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simplicity, speed of verifications or |ower costs for
manuf acturing and inplenentation. In this case, the
key woul d be known by the server (CSE) and by the
subscri ber nodul e, for exanple, an algorithm | DEA
(I'nternational Data Encryption Al gorithm could be
used to sign the assenbly (IMS, | MEISV, resources
reference of 25 the subscriber nodule, counter). As an

ahfter;‘bhmtaiswmet okéme)) lindeAderl Bothd SubscatbegondduiT® ordecCid prevent a
for, exanple, TDES (Triple Data Encryption

SE RIAAE55and AES (Advanced Encryption Standard) can

al so be used. In these two asymetrical and

s&mmﬁtrddtrﬁéntkeyh@rcrbmdémnﬂhe usehef s udsiom betabie rahéom number )

L GHeLER, o1 e SRBSTRREAREYRS Thie cagtot b ds tepSmitRa witn the
caath rsehtstofjtfne amtrot eafrvérCFthﬁaz Ib)%ercsmmﬁﬁrblablg thig ramdolm &ariable in the
rr ndi,ng _cou ored in e car
CEANTRB AT He BT ahoulq Gk ey it iLodiverms a new
dnelirlage Wdre gﬁ@lra}fy, mh&deram&tamak@mnékl?f themw@leanfcm ciypdgram,
ul e er . to preven re .
PR PRt mhB el bR EPse ey RERLEY eftper g counter

raardemioavadddie (random nunber) generated by the
subscri ber nodule. This random variable is transmtted

dat ent to t ntrol serv The
ol s iSoRer AeBup Rt kPP Pl FeopRe fkaptnereb) Hhat win
@uyuiriag rcmmralmblit thnee usel by capplieditione dialriedcaut ivethe frjoiilaagquipment
igagoncer ns a new nessage. Mrre generally, in order
ivoid all risk of the use of an old cryptogram
the latter includes a variable predictable for the
Sib ssubistriyer mootidles does b knew casusmicdr theodpplicatandeerences (APP)

VRRR B e e B ecl R O 4 il BBl ooy kG Gpoichhs nave
prefdtioely dphe lmtanéa@ythappllovmmecmm bausedbramy axerhilesecondary
R eede R R S 7 Post S BT Cratay Bpaisefots S0 R eneral
paghertiapglication :aecm?ib'g It@}ffequo@mfmag(r@B) l.issdcﬂ Tﬁgegbs_criger module
al_.applicat.jons have i v ,
LRV el En T o EBReraeOhiedhin (Aot aBE S Bl Tulotons).
thaecer?ing?beusk?{@ate@uphlmcainllemw:pn{ﬁim tﬁﬁaimpfaémr mikdsSa choice
e to gra tions, onto a
BEREPRING iHicudsd) el &bl QP arerged Gy which

pEplicetdn(sigARP) Shesusadds thg rhebllemqimirﬁentqam.onl y be based
on the references of its ovvn resources (RES) (data or

ﬁﬂee?géq 08\;@%}1 %? g@k%@ger E esaag Oilﬁgﬁgx 8Pth% RSA or IDEA
type can be replaced by a block generated w:th a shared key HMAC (Keyed-Hashing
for Message Authentication) from the set (IMSI, IMEISV, resource references of the
subscriber module, counter). HMAC is a mechanism for message authentication
through the use of cryptographic hashing functions such as MD5 (Message Digest)
or SHA-1 (Secure Hash Algorithm), in combination with a shared key, namely the
same key is located in the control server (CSE) and in the subscriber module.

This key, that is present at the same time in the control server (CSE) and in the
subscriber module, can be loaded during the personalization of the subscriber
module or during the installation of certain resources in the subscriber module.
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nodul e are used by which application(s) (APP)

executed in the nobile equi prmrent (CB). |In another

enbodi nent, the signature made with the aid of a key

of the RSA or IDEA type can be replaced by a bl ock
generated with a shared key HMAC (Keyed-Hashing for
Message Aut hentication) fromthe set (INMSI, |MElSY,

r dgoontg toetherapnioes @ldifidhent Aoy saabsisd bbsicia@tltd @ach resource or

AR raft Bt el LS e B9 a8 Byl r e resouce
hasseity dndnaiiduertsr 8 givbn 8sbddiber(We@sage Di gest) or
SHA-1 (Secure Hash Algorithn), in conbination with a

ch P S0l el S o Py Rl e B VorbBupheh ). it con

Tleirandoaiy/ o thbabntral spives B E javiattiemsaieeduigment{CBh@nd the mobile

TR N oo e o E9HBR T BT an
sategoateeocassihgl & the token (W) Hyheeisuss@lbeatiaainiedfThe confirmatior

C ain resqurces in the subscri ber dule. -12-
RTS8 bRE ol pictBsS B ot &Pt don o ansiafin as well as a
awsoter,aireithr to thadohthe esi@nr (GE sefvingrte pestéstaggineueplily ditheks. This

subscri ber dul or the ke be global for th
TS0t 4o, S Bip Bhatd el ) a0, oBIT yipdiachBe counter
rasdedisgted Fothe sobscribecmbttilg, when the subscri ber nodul e

has received a token (J), it can 5 retransmt to the

GO R A et ] ol ol BB Bk by ron-

(ZB)le caynfament isgch ke & Hayelt deesiptoron cam@uteadEiogiabstrol server

SLSTHAH, B oo e o A3 B0 e, v

orenéfieraf theoelpifrmenttdoaneqed &t themedgorkvahd tiasidantifee vhin@rsecurity

S b A 05 (N AP A B EE bovusy
Bhe semist bawk aseyptegratGSHle becumbi mbaule. THslaispanden®ill free or block

goun}er. SSOCIﬁted t% t he subscriber nodule. In an
Y P RLhT e SECYHEMORYERt i on, the nobile equi prent can
be replaced by non nobile equipnment such as a Pay-TV
decoder or a conputer. The control server receives
fromthe security nodul e, the equival ent of the
subscri ber nodule, the 15 identifier of the equipnent
connected to the network and the identifier of the
security nodule. In response, the server carries out
the verifications as described previously and sends
back a cryptogramto the security nodule. This
response will free or block resources in the security
nodul e.



20 -13 CLAIM5 1 . Method for managi ng the security of
applications (APP) with a security nodule functioning
in an equi pnent (CB) connected to a network (NET),
said network (NET) being managed by a control server
(CSE) of an operator, said applications using the
resources (RES) (data or functions) stored in a
security nodule (SIM |ocallyq3connected to said

equi pnent (CB), conprising the following prelimnary
steps: reception of data co@AlMBng at | east the type
and software version of the equipnent (CB) and the

i denti lfé!}éthgg f(%lj'}ﬁaﬁé:g?rﬁ fh@éem lo?aép%'c%ons A@F’zgﬂh a security moduie

net wor r ol ser
vfem:tfqnmtinmm ¢npiprhentd6R} cotnestacvtera oﬂgeyk NEBabald agtwork (NET)
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tn@mm%e‘.REB) of(datai dr dunpions)r stntedl)n, avisecuriie mestieo(&IM) locally

(SRjedfh it cofEERTER), iBhurh g o SR Pnd St

security nodule (SIM analyses the cryptogram (J)
r-ecei \re@erémd efcddte snoswrisingsiideastvibr ytype #odi saiwease tvaesion of the

CeiaCin fE@th(eAg%ﬁtﬁ\; of thfe%'é&tg'it? s qhd?gvrxrég%htel ARk, by the

one app Ication nst al
(oGBY 9! seaMed crypt ogram (J) conprising the instructions
condi tioning the functioning of the application (APP)

accor ‘ynﬁgflts%nervbhﬁrfa'ti@? S?tr%bédnﬁ'gﬁs%r\w éggé?or t{j}a‘ﬁé (®

sai d i cation and the operator an e us
of the equi pnent. 2. Method according to claiml
char adEBeTaiaY Of B evaiprere(Jd dompientesuibef thesverificaispi plesaid data

@Y REBtrafimi8DOh | & 54k e&{?&@é{rarrfl D'Ptﬁé’dth@cﬁ&%kkn%t?} and the

claim1, characterized in't twork 1s a nobi
satingert IB)t ledhesapurity fFJR@Jf@r(SIM)M TS type. 4. Method
according to claim1, characterized in that the

%Qi@uwetth’odnwué?%réc?’éﬁ@ed' r°n :%tsuﬁsgéb&ﬁy FBEYL e(Rf) 3a @M;Mes the

card type inserted into the nobile equi pnent of rm il
CRPIIRINY) receivet 1ipd activalpdli rasPacvely sleaplivates the "GSOUFCGS (RES)
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e equip subscri ber is carrie
éQ@ fs,a@inq:ryp,t@gq%m Yi gangrisnoNBe gv,gtrucgqns conditioning the funclzonang of

the application (APP) according to criteria established by the supplier of said
application and/or the operator and/or the user of the equipment.

2. Method according to claim 1, characterized in that the equipment (CB) is a

mobile equipment of mobile telephony.

3. Method according to claim 1, characterized in that the network is a mobile
network of the GSM, GPRS or UMTS type.

4. Method according to claim 1, characterized in that the security module (SIM) is
a subscriber module of a SIM card type inserted into the mobile equipment of mobiie
telephony.

5. Method according to claim 4, characterized in that the identification of the set
mobile equipment / subscriber module (SiM) is carried out from the identifier (IMEISV)



of the nobile equipnent (CB) and fromthe

identification nunber (IMSI) of the subscriber nodul e

pertaining to a subscriber to the nobile network. 6.

Met hod according to claim 1, characterized in that the

criteria defines the wusage limts of an application

(APP) according to the risk associated to said

application (APP) and to thegype and the software

version of the nobile equi prent that the operator

apidther mabée agplireenti 6B )sapblficer tiaeddentificationugemberf (M) of the
' \ﬂ@q% @lﬁﬁ [ tretdork Vet hod
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B?inﬂts%?gn% pIFcEﬁtSria a%@&ﬂfn@ tb traéktaslsémgt@a ‘id ? d application

out after eacH ng the“software versi
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each Lf\ﬁ’%ﬁ&éi QE%&Pinbrf@ il%%'\i‘{‘%ﬁg 2V Bharh OB | ‘hr{ﬁ?t it is camed out after

subscri hod ‘according to ¢
£gh gonrastipn ot Beimaile eauipment fotthe selwarit.i ed out after
each updating of the resources on the subscri ber
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inthat it is carfied out periodicall a rat
giegl Af undating theosnftwgre wespipe of thfsnom)@tqq@wmor di ng to
clainse 1 and 2, characterized in that it is carried
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t he nobi |l e equi pne hod accord to anyone
&ech petivation %dqacf'@t@“@ﬁaﬁ aa@l@ﬁt'%@“ the 'T‘ﬁ*%i qqyéipment
subscri ber nodule (SIM, prior to the execution of the
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the identifier he nobile equi prent (CB)
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13. Method according to claims 1 and 2, characterized in that it is carrled out after
each initialization of an application on the mobile equipment.

14. Method according to anyone of the claims 1 to 4 characterized in that the
subscriber module (SIM), prior to the execution of the instructions given by the
cryptogram (J), compares the identifier (IMEISV) of the mobile equipment (CB) with
that previously received and only initiates the verification operation if the identifier
(IMEISV) has changed.

18. Method according to anyone of the claims 1 to 5, characterized in thal the
control server (CSE), prior to the transmission of the cryptogram (J), compares the



16. Method according to anyone of the clains 1 to 4,

characterized in that the cryptogram (J) is nmade up

of a nessage encrypted by the control server (CSE)

with the aid of an asymetrical or symetri cal

encryption key froma data set containing, anong

other data, the identifier (INMEISV) of the nobile

equi pment (CB), the identifLggtion nunber of the

subscri ber nodule (I MSl), the resource (RES)

rigpelifiend B4EISE) of Hiee sapie raguipmend dilhetheSpMgvically rgceived and oy
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subscrl ber nodule transmts to the control server
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|
e IS connecte curity nodul e conpri sing
resour ces ({S&RES) intended to be locally accessed by at

|"dast Metbod@srerdingi toraryare)of ithe cldime d fm4aﬁh%’QUBan that the
(sggécr%@mﬂ%u?éjtré@srﬁts %e{h\épédﬁtr()’\lga—l%er ), Wllﬁ”ﬁ%ile equipment

rising readl ng data transms on
%ﬁm%tmgn@bﬂel r@&swkt(HBT desenfimasion (rmemamc*ﬂfwltaméhe subscriber
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irereintioR enerteradeionte pregssging oh theaargntogias @hbly eesbseriigr module
%M nstructions contained in a cryptogram (J), said
|nstruct|ons condi tioning the functioning of the

gpl ication (APP) according to criteri redet er m ned

t hd/elpshpecarding ta alpin apmar@@smzﬂqi =0Am)tﬁa@aw@menh’@ a Pay-TV
geesdaetreraéeﬁi{pp{erw@mcwﬁ%fse%mgl o 1 £B). 20.

Security nodul e according to character| zed
in that it constitutes a subscriber rmodule of the

181 M Sapyrity mygskle eerRricingtraseurgesrdBEP & indensieg e e, locally accessed

by at least one application (APP) installed in an equipment (CB) connected to a
network (NET), said equipment comprising reading and data transmission means
comprising at least the identifier (IMEISV) of the equipment and the identifier (IMSI) of
the security module, said module being characterized in that it includes means for
reception, analysis and execution of instructions contained in a cryptogram (J), said
instructions conditioning the functioning of the application (APP) according to criteria
predetermined by the supplier of said application (APP) and/or the operator and/or the
user of the equipment (CB).

20, Security module according to claim 19, characterized in thatl it constitules a
subscriber module of the "SIM card” type connected to a mobile equipment,



