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aut henti cati on objects using a shared context and that
(12p EYTHERNATIONAL SPALIGATIEN PURLESHEDIUNDRR GHE PAIENT COOBERATION TREATY (PCT)

| user preferences and transacti on/ application
r(é9 &Y A

Hﬁﬁ?@“‘a]slﬁf(:’l’f’“é{ fra
f fl (B
Ion or}gte‘?“fulo'ﬁl%‘éygﬁ Ve nepe

i ve aspectd)

Vo7 BT
Fass —=

NProvi des a hi

Lt l IIH#IHMIIIHIH?HIIMI#III|H1|I?H?IHI|I||I|II|III| LT

gh degree

omat ed techm qgue for us XUt hent on. ¢ L

?4%1) af‘ @ ?tﬁper at m Fi r§ m)@i; O(I)INX“:;’“
bth a porti f the uw

dbbULI at EU Wi lll tWOOr _11OoT € _VEr T Ldll OTl UU ects.

51) I j t Classification’: F

(51) nftﬁlélﬂt’)na]tlﬁgn assification GO6F 1/00

(21) International Application Number:
PCT/US2003/022686

(74)

(22) International Filing Date: 21 July 2003 (21.07.2003)

(25) Filing Language: English (81)

(26) Publication Language: English
(30) Priority Data:

10/283,729 30 October 2002 (30.10.2002) US

(71) Applicant: INTERNATIONAL BUSINESS MA-
CHINES CORPORATION [US/US]; New Orchard
Road, Armonk, NY 10504 (US). (84)

(72) Inventors: RAMASWAMY,Ganesh, N.; 23 Lee Avenue,
Ossining, NY 10562 (US). ZILCA, Ran; 25 Jackson

Road, Briarcliff Manor NY 10510 (US). ALECKSAN-
DROVICH, Oleg; 38 Nob Hill Drive, Elmsford, NY
10523 (US).

Agent: LEWIS, William, E.; Ryan, Mason & Lewis,
LLP,, 90 Forest Avenue, Locust Valley, NY 11560 (US).

Designated States (national): AE, AG, AL, AM, AT, AU,
AZ,BA, BB, BG, BR,BY, BZ, CA, CH, CN, CO, CR, CU,
CZ,DE, DK, DM, DZ, EC, EE, ES, FI, GB, GD, GE, GH,
GM, HR, HU, ID, IL,, IN, IS, JP, KE, KG, KP, KR, KZ, L.C,
LK, LR, LS, LT, LU, LV, MA, MD, MG, MK, MN, MW,
MX, MZ, NI, NO, NZ, OM, PG, PH, PL, PT, RO, RU, SD,
SE, SG, SK, SL, SY, T], TM, TN, TR, TT, TZ, UA, UG,
UZ, VN, YU, ZA, ZM, ZW.

Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,

[Continued on next page]

(54) Title: METHODS AND APPARATUS FOR DYNAMIC USER AUTHENTICATION

100

VERIFICATION SERVER

VERIFICATION
POLICY
MANAGER

1 041

VERIFICATION
ENGINE #1

z114—1

NETWORK

ADAPTER 114-N Z
A
106 { 21 12 VERIFICATION
J ) ENGINE #N
4
VERIFICATION
CLIENT

s 108
CONTEXT

102

POLICIES
STORE

(57) Abstract: An authentication framework is
provided which enables dynamic user authentication
that combines multiple authentication objects using
a shared context and that permits customizable
interaction design to suit varying user preferences
and transaction/application requirements. Such a
framework provides a high degree of flexibility,
accuracy, convenience and robustness. In one
illustrative aspect of the invention, an automated
technique for user authentication comprises the
following steps/operations.  First, user input is
obtained. At least a portion of the user input is
associated with two or more verification objects.
Then, the user is verified based on the two or more
verification objects in accordance with at least one
verification policy operating on a context shared
across the two or more verification objects. The
user authentication technique of the invention may
preferably be implemented in a flexible, distributed
architecture comprising at least one client device
coupled to at least one verification server. The
client device and the wverification server may
operate together to perform the user authentication
techniques of the invention.
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