- e3esp$: ND6zTLU7 Data i nput device, systens using the device, and nethods
for berating such systens Field of the invention The presentl|j I
relates to a data input device for inputting data to a 5 conmmmlmmm’mmmmw
and to nmethods of operating it. The data input device is further*lgfsgﬁnged
to have a data storage function. Background of Invention 10 Recently there
has been great interest in providing datg storage devices usi I

user is able to transfer data between co??ponents of a conput unﬂ,ﬂmmmmmmmr
bet ween conputer systens. For exanple, one of the present invent has
proposed in PCT application 15 PCT/ SG01/00136, published as WO 03 3141,
entitled "Method and devices for data transfer” (the disclosure of which is
i ncor por ated herei n Hyatadnputdevice systams ysingihe dexigec and mretheds for a

conput er systemincluding a corrpgg gE tligvgu%ﬁ ggﬂ ﬁge or nore other external
el ectroni c devices. The external e type referred to as

"sl ave devices", and exanples of such 20 el ectronic devices include a

canera, a Vi Hidd ofthey iaventionr gani ser, an MP3 pl ayer, or a PDA (personal
assistant). The data storage device includes a wirel ess transceiver

(transducer)_for receiving dat ich the data stqrage devi tores), and
for ' aner | Thegresa IYeSon oA 1P # Gatar HUE dagae 40" HBYIEY die 10 fnd. each
of the otder i ' ' l{ﬁ% ' '

transduce‘?. grﬁtbgﬁfe{r%‘sgeﬁ ,ﬂfﬁ@egﬁﬁg\” ce %%%@E'eﬂi%ggﬁ‘a%bt@irgﬁé?@eﬁi ng data
bet ween t he fustheuwsangedite daxad a?ata stenaigefunetiarer nal devi ces. Since the
storage device is substantially devoted to storage of data, it can
accomodate a nenory which is larger than in nost other portable electronic
itenms. Furt hppsrdg@undiditsvdriigndata transfer is wirel ess, physical

connectors 2 (such as cables, sockets and plugs) are not required, so
data can be transferred within the conputer system despite the very |arge

vent i o Al FREAf T8 3 PeeriiaB e Rl BPURHL R o PRS0 s
proved pract wbigh a uséeisidble td transfel ditd betwaenastinporars ot heseigutahi ch a
user of the conputer systemhas to obtain and use (e.g. to carry around

when the conpYstem, & bebwserscompytersyalebrted). 10 The present invention
ains to provide a new and useful data storage device. In general terns, the
i nvention proposes that the data storage device should be shaped in the
form of a stbuexample, one didhe peesent invehtorsihadipreposed i BB3idpplioatidrhe

U1 U PR bR BB, baoRShetP S 0o htd P et PR eSS °°

for data transfer" (the disclosure of which is incorporated herein by reference)

a data storage device for use in a computer system including a computer
device and one or more other external electronic devices. The external
devices are of the type referred to as "slave devices", and examples of such
20 electronic devices include a camera, a video camera, a organiser, an MP3
player, or a PDA (personal assistant). The data storage device includes a
wireless transceiver (transducer) for receiving data (which the data storage
device stores), and for transmitting data stored within it. The computer device
too, and each of the other electronic devices, includes a respective wireless
25 transducer. Thus, the data storage device can be used for transferring data
between the computer device and the various external devices. Since the
storage device is substantially devoted to storage of data, it can
accommodate a memory which is larger than in most other portable electronic

items. Furthermore, since the data transfer is wireless, physical connectors



* whi'ch neasures the position of the stylus tip (e.g. a device having a touch
15 sensitive surface). Thus, the data storage device can be used in place
of a conventional stylus. In other words, a user of an electronic device
which traces the position of a stylus is able to enjoy the advantages of a
wi rel ess nenory storage device w thout being obliged to use an additi onal
conponent. Specifically, a first expression of the invention is a data
storage device having: 20 a non-volatile:%ennry of at |east 8Miyte, a
wirel ess transceiver for transmtting and receiving data; a control
processor for storing data received by the wirel ess transceiver in the
menory, and for extracting data fromthe nenory and transmtting it to the
wi rel ess tr ateishiascealiles, sackatsmnd plgs) ardnot required.s0 datacan b an out er

Ot or age devi HanPErAN NI Balndfer Silsth SaBis b veivaEelttoptoF  coor ai ng
a bionetric ekigfiRg sRinddrds forfphysicabéonrattord. verification 5 processor for
conparing the bionmetric characteristic with a characteristic stored by the

sensor, the verification processor controlling whether the data storage
device pesfo @.E} 'Fi @ its functions in dependence upon whet her
t he recorédedg rlary GFRE, 1Vt fnri stic matches the stored characteristic. 10
For exanple, the bionetric sensor may be a fingerprint sensor, and the data

st or age devi Atthoagh ithe |datee storage idevicet proposed daF30T/SEO HAQ 486 thascpmpade a

fingerprint received by _the fingerprint sensor with a stored fingerprint.
Prefor abl y, PFACIIGAIN, USEBHlaleCRRSIUES A ddiionalislemant Jhigh, 2 dsal of the t

when t he Vergg@%@iérogﬁiéﬁmc‘h%%o{o SBih @ﬁ@%s&hﬁ.g? 8T Garty? dRoliRd Alh&FitHEEN

the 15 recor biometric characteristic an stored characteristic.
Not e t hat it computar systims ietshbétransportéd). i nvention that the verification
processor and control processor are physically different units. The

G 11 or ontd { AR ReS fin S o s GyigB AR B (PRt o PR ahE Py ¥R 1)

Al ternatively, any other nunmber of 20 integrated circuits nmay be used to

i mpl enent t ofregbaerdl hernis)rthé iiovertiont preposes tiudt the atats storagedievice Showlti on
processor. The device may i ncl %Jde t he capabij | i_tg to ?m(?_rrﬁr,es [ deconpr ess
data which i bershapeddn dhefornypf AalyIHeCthas ihavipd iantin K IRdkalog 2 Pesiticfnor y.

This can be The stylus permits the device to be used for data entry to a electronic device
which measures the position of the stylus tip (e.g. a device having a touch

15  sensitive surface). Thus, the data storage device can be used in place of a
conventional stylus. In other words, a user of an electronic device which

traces the position of a stylus is able to enjoy the advantages of a wireless

memory storage device without being obliged to use an additional component.
Specifically, a first expression of the invention is a data storage device having:
20 a non-volatile memory of at least 8Mbyte,
a wireless transceiver for transmitting and receiving data;

a control processor for storing data received by the wireless transceiver
in the memory, and for extracting data from the memory and transmitting it to
the wireless transceiver for transmission; and



 inplemented by the processor which stores data into and retrieves data from
25 the non-vol atile nmenory, or alternatively by a dedicated m croprocessor
unit. 4 The device may be integrated with an i mage capturing device
(canera) for generating data which can be stored in the non-volatile

menory, and subsequently transmtted through the wireless transceiver. The
device may incorporate at |east one smart card, for providing at |east one
5 enhanced security feature. A second exgression of the invention is a
systemincluding a data storage device as descri bed above, and a first

el ectronic device which is arranged to register the position of the stylus
of the data storage device, so that the user can enter data to the first

Fur ther i ncl udi nce A0S Pehd Brkbitel ProtiBIpeLARR & GAALE BEESH, Fefifhet os o

storage devifge. The first electronic device may for exanple have a surface,
and neans for detecting the novenent of the stylus over the surface. For

exanpl e, the_surface may be touch sensitive. 15 e possibility is for the
first el ect rigaferablyithe” datapgtosage; sexiceptrt 'BF@Qﬁ? <Hrlegst gnehiomedig onal

assistant). {dhRgldpti Ebrﬁﬁg Q:lfiBHe?rtic %h‘éfficrté’r'i"étf‘c Yl ﬁ&?rhaﬂ% & WL

conprise one or nore furt ectroni c devices whic ude respective
wi rel ess & r aprecessar forf ocompadhg nthien biataetiicwcharactesistiat witls t ar clypractevistie .

Thus, the data siorage 20 device e arranged as,a,."bri " .which can
be used to s?tBFG‘éJ B&tatger%poetgefyq%aﬁw PEPCHTOf ﬁ@“HP&'BPr‘%ﬁ?@eﬁé@? ¥ and
subsequent | ysthpadd dBGIEE! péiicimdiat deddst 8né WFARA fidtctioRs ifl 8speridneedaybises
(optionally with some processing of the data within the data storage

devi ce, suchwhethen dheodiecgrdaskr hiamelric 2charagtesistiol ynatches s ytheenstiosed
conput er syst.e i n. wWhich one of the electronic devices is a PC, and ot her
of the el ect?rlﬂ?fagfe&'éﬁeces are "slave devices" of the PC, such as the PDA
5 Each of the wireless transceivers preferably operates by el ectromagnetic

waves, ud nP&t exardbRy, Ahd Yidhietlt sensoniiay bed faysprint seriidee, had ithe datse,
the transceiver may consi st of an antenna and RF interface circuitry.

| rrespect i vestoragendeviceanaydnltige ¥afliGAtoN PrOcESEerAdRRISR A0 RYMRAIE &ny
protocol fingerprint received by the fingerprint sensor with a stored fingerprint.

Preferably, the data storage device only transmits data stored within it when
the verification processor determines that there is a match between the

15 recorded biometric characteristic and the stored characteristic.

Note that it is not indispensable to the invention that the verification processor
and control processor are physically different units. The verification processor
and the control processor may, if desired, be different functions of a single
integrated circuit (master control unit). Alternatively, any other number of

20 integrated circuits may be used to implement together the function of the
control processor and verification processor.

The device may include the capability to compress/decompress data which is
to be stored, or has been stored, in the non-volatile memory. This can be
implemented by the processor which stores data into and retrieves data from

25 the non-volatile memory, or alternatively by a dedicated microprocessor unit.



5 presently in existence or which nay becone available in the future, for
exanple it may be capable of sending and/or receiving signals in at |east
one of (i) | EEE802.11, (ii) Bluetooth, or (iii) irDA It is also possible
that the data storage device may be capable of receiving/transmtting in
multiple formats, so that it can interpret between two 10 sl ave devices
whi ch use different formats. Preferably, any of the el ectronic devices
whi ch includes an internal nmenory is arrahged, upon that internal nenory
becoming full, or at |east the amount of data passing a predefined limt,
to initiate communication with the data storage device, so that the data
can be transferred to the data storage device. 15 Preferably all
conmuni cat i OFHeCidVite s of
establ i shing the Idenﬁ%‘bg?hié}%&tggﬁ&?h?@eﬁfr@gﬁe Ep raggl\glggecag'%r@lcgo\?e
devi ce) usi ngeaaratlngcdata rwlighv ean f benstoned lne\themmdamqaanenhow t lndi st
of I D codes the data. e device. Athird
expr essi on osaﬁ%iqq"%@&ﬁ qrh%h% ﬁégﬁ"ﬂﬂghg'&e Wl"ei rbstcﬁl V§& data between a 20
data storage device of the kind discussed above and another el ectronic
devi ce whi chTheaievite maginca:pofaté et Iddstokibninaear Jof bNidthg tah%atst Bnef the
stylus, the rret hod including at |east one of the operations of: (i)
transcei ver 6phangedse@pityfeatuieoni ¢ device transnitting the data wi reI essly
to the transceiver of the data storage device, or 25 (ii) the transceiver
of the data gt r Y.,
transcei ver g\f Q%ﬁdgﬂdgtﬁgﬂe%? E’E‘agﬂ E/Ng@%ﬁ hg %@%@t}p %@é@?ﬁg{’l%tﬁ%&% @%}rgge
Fi gures Pref devied a‘Sedesmbed(ﬁbavleeand\mﬁtst@bwtmmc dewicbavltick ¢s abafigefias t he
sake of |IIustr ﬂ,éeonl ere etothefollowngflﬁurtﬁsin

i

eeﬁiﬁﬁaﬁfﬁﬁ%? & 0Alstorags dewrei se it

whi ch: 5 Fi gregis § YR a
storage devi ggnWtiteéhdh f n t i ch
i s conposed ofn Fi gs 2{(;aa§;0 él?}é %Steg',%ﬁgﬁ%cﬂ%ﬂ%?|B§Emdym£§]q¢@%ylﬁd’a haezgl é(gﬁr]age

devi ce ot0 Fi glecnronlc device further mcludmg a wireless transceiver for exchanging data
with the data storage device.

The first electronic device may for example have a surface, and means for
detecting the movement of the stylus over the surface. For example, the
surface may be touch sensitive.

15 One possibility is for the first electronic device to be a tablet PC, an organiser
or a PDA (personal assistant).

In addition to the first electronic device, the system may comprise one or
more further electronic devices which include respective wireless transceivers
for exchanging data with the data storage device. Thus, the data storage
20 device may be arranged as a "bridge", which can be used to store data
received from a first of the electronic devices and subsequently to transmit -
that data to a second of the electronic devices (optionally with some
processing of the data within the data storage device, such as an encoding

operation).

25 Preferably, the system is a computer system, in which one of the electronic
devices is a PC, and other of the electronic devices are "slave devices" of the
PC, such as the PDA.



" Fig. 3 shows the steps performed by the data storage device in a first 10
nmet hod enpl oying the systemof Fig. 1; Fig. 4 shows the steps perforned by
the data storage device in a second nmethod enploying the systemof Fig. 1;
Fig. 5 shows the steps perforned by the data storage device in a third

met hod enpl oying the systemof Fig. 1; 15 Fig. 6 shows the processes of
Figs. 4 or 5 fromthe point of view of a user; Fig. 7 shows schematically a
side view of a data storage device which Ps a second embodi ment of the
invention; and Fig. 8 shows the internal construction of the enbodi nent of
Fig. 7. 20 Detail ed Description of the enbodinents Referring to Figure 1, a
system enbodyi ng the invention includes a PC 1 having an antenna 3. The
system al so ikadhudédhe waeksst varspeivesi preférabRb opardtag I eedtesrnagiatid not

(sl Aver)  donies. 8na oS reterabl Ik RE i Taed MEasb 1% foreier cese. T
spatial |y sepmimtcenef h%m EénsiStof aW bAtenRYarktP RFUintaf 4@ Edithdt |?re§§éétyoef

and/or fromthe PC 1. Each external device 9, 19 has an antenna 1
sinplicity omfythenwitglesse wasesc emmoyerh thee tranisosivertroay i use ahyFipgotoeoll.

The dat t [ f t I ' 9

por t al o. SFoP TR i SbuBhce SRR Wi, B G v BERBIERE, the By 4o
each, and eagixapié @rmalbe ¢E§Ja\wb3§f 88ndiny AndPor REBRINSSIYhER iRk ledst dhe
battery. 5 The PC 1 and the data storage device 5 can conmuni cate using the

. an s ses .
antenna 3 an®f(BhéEBRBRAI, 6 Bluetoght, £rdiiibitBfe device 5. Sinilarly, the data
storage device 5 and the external devices 9, 19 can comuni cate using the

t ft i t dg\i t
cormun cat | ont ey oo JRssbe (A el Al LFaGE BAEE ey, " &
| EEE802. 11, Beceivingttransmifiifg ietraultipte foesats, eadthat litovan mterpeét héteeshavwe

devi ces 19 can,send data selectively tg the PC 1 or to any of the other
sl ave deapcesSIa?’,e q@”?ﬁsaw?'@ lﬂf&‘i%gf%&zgéénq}%vi ce 5. The PC 1 can send data

to a selected one of the slave devices 9, 19 via the data storage devi ce.

Al of this cagmaiablyabhpef tfe Eledirbaic. detitbstWRicH MAUSEP ATt ifi8many s fOr
digital data. 15 In"addition, it is possible that the data nmay be sent in

an encr ypt ed a@ngedngpenithat intarnakmemay decaming ddk idsi at laast)thefambentsofave

devices 9, 1 \/ 1 i cpmunj cat 1.5 L. ot he av

dovi cos o 19758 RARnek ¥ Bregehifpr M, “CTMRE" chblindibdi 39k 3h8) Fareo
which is a disthrage deaioe; 8o thiethaalata tanbetrdristehad o tHedMasteragel Rhaas
device 5 may largely (or exclusively) 20 be fromthe digital canmera to the

s shown 151 csetaraol 3 Gamiiuicaionsdariied Gut by e date SkardaSisieuiae inchieam
(Fig. 2(b)). azﬁro-{:@@s%?Es%gliéqﬁgqmqﬁénlﬁg &Q@ﬁ?tmﬁe&skﬁhﬂﬁepgﬁic@té@ us

portion 23 having a ant enna” of not shown, but
i s preferabl ylaweodédes) usingranpiDbrodarecaived énodh tifat desicdeand eompahned withs

opposite fromithe stylus portion Z@Y I .. ,af the other. end of the housing).
The exteri or%t?ﬁgfz%&iﬁs %tﬁéemﬁ)%ff‘ﬁ ﬁ’)‘n(ﬁl‘%gﬁ{? SoRagRdFYiee nt sensor 27 havi ng
a surface 29 which is substantially

A third expression of the invention is a method of transferring data between a

20 data storage device of the kind discussed above and another electronic
device which incorporates means for tracking the position of the tip of the

stylus, the method including at least one of the operations of:

(i) a transceiver of the other electronic device transmitting the data
wirelessly to the transceiver of the data storage device, or
25 (i) the transceiver of the data storage device transmitting the data
wirelessly to the transceiver of the data storage device.



* 8 plush with the housing. Wen a user applies his finger to the surface 29,
the fingerprint is recorded. The interior of the data storage device 5

i ncludes a data storage nodule 31, a 5 mcrocontroller (master control

unit) 33 in two-way conmunication with the data storage nodule 31 and with
the fingerprint sensor 27. The mcrocontroller 5 is further in

communi cation with a transceiver 35 conprising an antenna 37 and RF
interface circuitry 39. The transceiver 35 is arranged for receiving an RF
signal by the antenna 37, and to extract digital data fromit 10 in the RF
interface circuitry 39, which passes the data to the mcrocontroller 33,
which stores it in the storage nodule 31. Wien the data storage device 5 1is
to transmt data, the mcrocontroller 33 issues a signal to the storage
nmodul e 31 which transmts data stored within it to the mcrocontroller 33,
whi ch t hen pqﬁﬁﬁgkkgﬁ:@g;afﬁﬁe?ﬂguggansceiver 35 for transm ssion. 15
Optional ly, ta storage device 5 (and in particul ar
the operation of transmtting data via the transceiver 35) are only enabl ed
in the case thaferfadigatyres of thecinyentiaywilbsow deatesedbed f fon e sakenof

t itted i £ . nt .dat t he i troller 33, and th
i erocont r ol sERtien SV, SYittressenfia tS M BUPKHT oSS I ¥E'da & pre- stored in
the storage nodul ¢Figl s04 sbﬁbrﬁﬁﬁ@vi%ﬁll\hé’f]fa BBRPUer sY8tePh includIAg dabP¥dlagehe

menory capacity of storage nodule 31 of the data'storage device 5 may for
exanpl e be adeviggwhiglvis adirst eyabedimenbof e inyarlionio GB, or at | east 20 GB.

25 The storage nog .of - Vi le.. a

magneti c di sk dri \%'?f%@@f‘ (')% E@pﬁéﬁ{ﬁﬁf@ﬁhgﬁa‘?@@pﬁﬁ},ﬁg33@%%3{?83?%8@ %fevi ce,
such as an elliestiatastolagedasedbeFly. dgr ammabl e read only nenory (EEPROV), a
ferroelectric random access nenor a maget oresi stive, random access

y (FRAM), K
menory (MRAM), or Fign3 shows theastepsineriegaed by the data sterags devicade arfisst
avai |l abl g4i n létrhg : ' ig. 3, a nmethod using the system
of Fig. 0i sng g\%&. Inlsylﬂpstﬁ?r;g%%hpg{ﬁ@ Ehta storage device 5 receives and
stores data from &iige bShowe tisd steps pavrformed by the.datastdraté devicbdn dat a

storage device 5 is i waiting state 41. 5 In step 43, the transceiver 35
recei ves dat éeg?%dmféﬂﬁaﬁmﬁy'ﬁgﬂf? §Yﬁtﬁﬂb°fdf5'ﬁe?' of the devices 9, 19, and

passes it to the HErHERNE He Stepd berfofimety the dati 8tdFhGé BEQIRENR Ll third 33
uses the flngerBrln sensor 27 to verify the finger print of a user holding
it. If the meetbedenplayiogphe systeoeef higt 1mat ch the 10 fingerprint data

stored ip.the stor 3 an _errpL. messa i enerated. in step 47,
and the E%vi ce refﬁrﬁ‘%gﬁ‘gjd%ﬁbe &Eﬂcﬁﬁﬁﬁs 8?%1'98' %P_r%%q{ﬁtiafgggn?io V%Bfg%@, t he
devi ce verifiygeran | D (password) of the slave device fromthe data it

received (e.g. conparing the ID encoded in the data with an 15 ID stored in
a list in the stofige soms schamaticallytasidendew of a1lata stasage deviceavhish t he

devi ce noves; : ' : Vi passes to step 51 in which
the mcr ocont'%%Isfg‘égﬁgézr&broggﬁgéy\gﬁﬁﬁr'é‘?@g?@’ %aﬁgt he storage nodule 31, and
step 53 in which Fig 8lshows thieointérmabesoristructioriof thelambdotimenttdfeigl Aave devi ce

9, 19 and stores it in the storage nodule 31. 20 Turning to Fig. 4, a
second méPhod usi ng the systemof Fig. 1 is shown. In this nethod, the data

storage devi tRildELO.E ioNSF thE ¥niSodidkdtd romthe PC 1. Initially, the
dat a storage%;ev‘;S_mL—_‘r—_—Trl ce 'S Thawiting state 61. In step 63, the transceiver

35 receives data via the antenna 37 fromthe PC 1 indicating that

Referring to Figure 1, a system embodying the invention includes a PC 1
having an antenna 3. The system also includes a data storage device 5,
25 having an antenna 37 (not shown in Fig. 1). The system further includes a
plurality of electronic (“slave”) devices 9, 19 which are external to the
computer device 1 and spatially separated from it, but which may usefully
communicate data to and/or from the PC 1. Each external device 9, 19 has

an antenna 11. For simplicity only two slave devices 9, 19 are illustrated in



+ 25 the user of the PC has used a touch screen, keyboard or nouse input
device to signal that data is to be witten fromthe PC 1l to the nenory
device 5. In step 65, the mcrocontroller 33 uses the fingerprint sensor 27
to verify the finger print of a user holding it. If the neasured
fingerprint does not match the 10 fingerprint data stored in the storage
nodul e 31, an error nessage is generated p[n step 67, and the device returns
to the waiting state 61. herwise, in stép 69, the device verifies an ID
of the PC1 within the data it 5 received (e.g. conparing a |ID encoded in
the data with an ID stored in the list in the storage nodule 31 ). If this
verification process fails, the device noves to step 67. Otherw se, the
devi ce passedigaresi.ephd Hata sidragh devicarbanat eath af ltee e&BarnabdéMeSS dat1® from

the PC 1 using_the, transceiver 35, and st m ¢rocontrol |l er
33 stores th@gaa‘?%{t?me ar &Xgmple’ sk ved '§1Pfe?<?fmﬂynge ﬁ'\ﬁ 'f Ogfafj r d
net hod usi ng gaeh, it eachf pleferablly irfclSdddvan iftefal Sdee‘éthQur §h§u6§‘?té§ a

storage device 5 transmts data to the PC 1. Initially, the data storage
device 5 is ihattghaiting state 81. In step 83, the transceiver 35 15
receives data via the antenna 37 fromthe PC 1 indicating that the user of

the PC hag u t , [ ut deV|c t o _si gnal
Lhat datai o e BGRHA 8 HERT st BUEVER R Efuhbhiecfih Tas SfrriRe,,
85, the mi cr @&and ithé lamteriih b e the Siorass AeviRk 5ersimnaﬂ;7 the &aélétwrdg@e 20
finger print of ser holding it. |f the neasured fingerprint does not

match the fi rﬁ’g?é’f‘iﬁ’g R0 d&?aﬁ%@r&\a&dev'ﬁeﬂ% 19 @aragemwdu%tesasmgaﬁweantanna
message is gejiepd egatah s‘fér%g 8§evﬁz'éd g NgndleiHeC & r¥t§ﬁr’r§§'s1‘f 0 é ﬁt ‘ﬁ@ﬂngcr‘(gr

state 81. O herwse, I1n ste the device veritres an
wi thin the d@pmmumzatlotecmabedbee using oapyr iofg thel mommudledtmrm tonetodalsa

wth an | l.ist Ln.,the stporage I f t
verificat Eo tl%figgggn”f’ E?lll%tooﬁhérﬁcfé\ﬂ?%e :ﬁ%v@gsc?@ at BS 0% a@Yh@Fv@f"@e slavge
devi ce passe%etvfbe%t@m@%ah”sél’m aaté kel 1948 r from
storage nodule 31, and in st ep 9 sengmri%f 9t O”thﬁgb%g‘[ ﬁﬁglﬁybﬁ% et
transcei ver 3favesdevicasl 9, 19 via the data storage device 5. The PC 1 can send data to

a selected one of the slave devices 9, 19 via the data storage device. All of

this communication is digital, and the data storage device 5 is for digital data.

15 In addition, it is possible that the data may be sent in an encrypted form.

Note that at least one (and possibly all) of the slave devices 9, 19 may not

require two-way communication with other slave devices 9, 19 or the PC 1.

For example, in the case of a slave device 9 which is a digital camera, the

data transmitted via the master storage device 5 may largely (or exclusively)
20 be from the digital camera to the PC 1.

Turning now to Fig. 2, the construction of the data storage device 5 is shown,
respectively as a side view (Fig. 2(a)) and as a block diagram (Fig. 2(b)).

25 The device 5 includes an outer housing including a stylus portion 23 having a
tip 25. The antenna of the device 5 is not shown, but is preferably provided at
or proximate the end of the device 5 which is opposite from the stylus portion
23 (i.e. at the other end of the housing). The exterior surface of the housing

includes a fingerprint sensor 27 having a surface 29 which is substantially



+ A process very simlar to that shown in Fig. 5 occurs in the case that data
Is to be transmtted to one of the slave devices. It differs in that step
83 is replaced by a step in which the storage device 5 receives a read
request fromthe slave device and passes it to the mcrocontroller 33, step
89 is replaced by a step in 5 which the identity of the slave device is
confirnmed using an ID of the slave device, and step 93 is replaced by a
step in which the data is transmtted by 8he transceiver 35 to the slave
device. Figs. 4 and 5 showed the process of transferring data between the
data 10 storage device 5 and the PC 1 fromthe point of view of the device
5. However, referring to Fig. 6, these processes are shown fromthe point
of view of a phssrwiththe hepsih§1\Whenus aseldippligs Hihéingéntouthe gupfage 29, the PC,
within the r nge of .their &5 respective transceivers 3, 35. In step 103, a
pop- up rressag'é‘ SHYERISTRERr® screen of the PC asking the user to verify
his identity by placing his finger on the sensor 27 of the stylus 5. In
step 105, a determnation is nmade by the m crocontroller 33 of whether 20
there i s a ndthehintariorofthe datassterageodevicees includésaidatd stedage moslule/ 31 0a

term nate_t he_attenpt herw se .in st 10 t he operating sysfem of the
PC (or ot ﬁe.r?ﬂ'B@qco g{lgr ?%1658?1'?*(‘3&%‘38?’6" B@Q’(Y@‘Yi. EW”&@?‘QP&H% ve
(correspondi Rt Storage PicHLAG S 1 dmd Wt ﬁﬁ%glérprim%ns@rgv.e%élo the user can
read or wite to/fromthe storage nodul e of the stylus 5 by the touch

screen, keybdaictpcontreiese is futhedin eoromunicatioaswitti arianseaiver 8hcompaisings

additional ly _ab ter t.a i ) e i evice ch _as the PDA 19
whi ch is abl gﬂ%ﬁﬁbﬁ%??teﬁg %E\}@tﬁbﬁ%‘g CﬁFS%C:{%gnhteﬁf)g%eB@r?ﬁés ?frflngggport i on
23. The way ifor ideebing 58 RF sighaby thedamenna B39, and 2o extadtsdigits d2@s fiohop of

the tip 25 may be_according to_any known techni que, or any which nmay becone

avai | abl 0i n it e Rbtinfestace&ircuitamis evhich pagses thadata te iheimigrosontsolias
sensitive surdaghidPsifed #h A stdrage’ ol 34.hEs ¥ie 88 storage device 5

is to transmit data, the microcontroller 33 issues a signal to the storage
module 31 which transmits data stored within it to the microcontroller 33,
which then passes the data to the transceiver 35 for transmission.

15
Optionally, the operations of the data storage device 5 (and in particular the
operation of transmitting data via the transceiver 35) are only enabled in the
case that fingerprint sensor 27 has recorded a fingerprint, transmitted it as
fingerprint data to the microcontroller 33, and the microcontroller has

20 compared that fingerprint data to data pre-stored in the storage module 31 (or

in some other memory, which is not shown).

The memory capacity of storage module 31 of the data storage device 5 may
for example be at least 8MB, at least 1GB, at least 10 GB, or at least 20 GB.

25 The storage module 31 of the storage device 5 can be, for example, a
magnetic disk drive or any other suitable non-volatile data storage device,
such as an electrically erasable programmable read only memory (EEPROM),
a ferroelectric random access memory (FRAM), a magetoresistive random
access memory (MRAM), or any other data storage device which may

30 become available in the future.



' stroke this surface with the tip 25. Alternatively, the position of the tip
25 may 5 for exanple be detected by a sonar or radar techni que. The user
thus has all the functionality available fromthe stylus of any known
system in addition to the data storage capacity of the data storage device
5. Fig. 7 shows a second enbodi nent of a data storage device according to
the 10 invention. Itens of Fig. 7 corresponding to those of Fig. 2(a) are
gi ven reference nunerals 100 hi gher. The 8at a storage device incorporates a
digital canera device 140 within the sanme housing. The digital canera
device 140 is capable of taking inmages (still inmages, and/or in certain
versi ons of the enbodi nent noving i nages). The device may al so include a
sound receiving 15 device (m crophone) 142 capabl e of recording audio
sound. The fupctjonal_.structure of the second eppodinent is as shown in
Fig. 8. E erreul[r}r’trg'ntg Pridg rﬁjn}?éhcf‘guﬁ'ﬁegﬁeéVStP%ppg'@b)'] I8 880WNy Bhthisef er ence
nunmeral s 100 g r i g=Tars | red by
t he 20 camram%%%aé%hﬁé%rﬂﬁr%gﬁﬁ@dg grrée(%s?\{éored %ﬁfﬁtaﬁggfﬂ @?@%oﬁ%#l er 133
i n the menorsla@ideviges 8, 1 Qdnitiailytthe datalstorage dBFicerd isrih aowaiting staterd. i s

provi ded, .for, _receiyin ata fromand transmtti data t n ant enna 37.
Rore ¢ hat 5t ndn gt 48 Bbdfdistpie? R 38e1oF HBE vdhe st So forhiberathat 25
ermbodi ment . Gfahe devicks 9 sgaah@Pbgsé§ﬁ@émmracdﬁtaolrelﬂ@,saerial 137, store
it inthe nemory unit 131, and then re-transmt it, so that in this way the

data storage device can transfer data anong a plurality of devices. A

further possil | . ec enbodjpnents 30
of the inventlﬁgﬁefg&?@%ﬁﬂ? Ecge(iloq’frtr@yg{)g?’ S’%S%/pﬁeeﬁhé\%%ﬁﬁfg%ﬁscoé b°|‘€e{&/ h?
conpress  13inget prinhofd user holdipg it ibthedneasdred fiMgeRsint Wk o8 matdB the Thi s
is related to the concept discussed in PCT patent application "System and

Appar at uéofprﬁnQSFRﬂrEéjﬁt §losed Iniheotipragesmaguitsd b a5 @reuMessagerist t abl e Data
Storage Devi iherﬁ@@’iﬁ@f%ﬁ@ﬁ% thfe'&eex‘ii"’c%r%tﬁ% tg%ﬁ%wath Sald 47, .
at ed e Co n

of which 5 is 1ncorpor ereln by retrerence. o ressi al gorithm
may for exanple be stored in a ROM nenory and upl oaded into the processors

ggp a%gf earc1 gngf%g&g%g@t %&29( ﬁ“l@{gé\ﬂng%\}‘%e/ﬁ#lgs ar% rIB (ggélslv&c?rd?gy thCeOsr};\?el ge\zliice

from the data it received (e.g. comparing the ID encoded in the data with an

15 |D stored in a list in the storage module 31). If this verification process fails,
the device moves to step 47. Otherwise, the device passes to step 51 in
which the microcontroller 33 creates a directory in the storage module 31, and
step 53 in which the device continues to receive data from the slave device 9,
19 and stores it in the storage module 31.

20
Turning to Fig. 4, a second method using the system of Fig. 1 is shown. In this
method, the data storage device 5 receives and stores data from the PC 1.
Initially, the data storage device 5 is in a waiting state 61. In step 63, the
transceiver 35 receives data via the antenna 37 from the PC 1 indicating that

25 the user of the PC has used a touch screen, keyboard or mouse input device

to signal that data is to be written from the PC 1 to the memory device 5.

In step 65, the microcontroller 33 uses the fingerprint sensor 27 to verify the
finger print of a user holding it. If the measured fingerprint does not match the



* 10 Optionally, in addition to data conpression, the portable storage device
I's arranged to deconpress the data before transmtting out of the device.
Again this may be perfornmed by the processors 33, 133, or by a
deconpressi on engine, which may in fact by the same m croprocessor as the
conpressi on engi ne. 15 Anot her possi bl e enhancenent of both of the first
and second enbodi nents of the invention is that the device may include sone
formof "smart card", to provide one or ndre additional security functions,
e.g. to detect sone inproper usage of the device and, upon this detection,
to alter the functioning 20 of the device, for exanple to inhibit the
transm ssion of data fromthe nenory nodul es 31) 131 (or indeed to delete
al | data st orfingerprinteinta stongd frothesstofagenmotiulead i aar errénmessagenisl udi ng f or

exanpl e cards, which can, sense that the houysin t he.devi ce has been
opened, and cgﬁn(%af\?ﬂi"aﬁt%ggoarﬂcgﬁ‘ﬁ é%’é‘fﬁ ﬁyff\S%Pg%wwm St@fﬁ Bbnal 1y, for
exanpl e, the fingerprint sensing described above can be inpl enented using

the smart card. Note that, although the invention has been described above
wi th ref er endthepvisal ip stap 68nthsdendes verifieman 10of te PCat withiroithe date it

ossi bl e w t hLp.: 0 : t | pvent.i i | clear,tq, a skilled
Iroeader. F§nr gég‘?#%?‘g,(é?t 8:8@%%8@@ ?blpgeﬁ&f%r&f'b?ﬂ? ﬁéta\é\eﬁ’{th a&qgr%faée%'@&h@é'sg to

i ncl ude a physiteabtoragenforitte al). ovhroverifichfio BrécRBFalLdhé BediBiriSles

el ectroni c device or a&parat us allowing data to be transmtted into or out

of the data 40 &taR8/ dalharwisee Hiredeyice passesia etept?d invehich the el ect roni ¢

device via t ' ' - aGe |cal. 5 Lpterface
may be a pl ugﬁl c:suc &@géaﬁ%@%\f%gd%trgcﬁaorﬁfﬁgﬁcfg u%l}@gt?‘gﬁfﬁr%%eygﬁbgeamrectly
connect ed t o stepz@8lirewvhich theemizrdeontelller 88 atores disy data inAhe @torahe niédde
st or age ﬂﬁ\'iﬁﬁ 5 need not be limted to use within a single conputer
system t y be used to transfer data between different 10 conputer
systens, each of which nay have one or nore respective PCs and each of
whi ch may have one or nore sl ave devi ces.

Turning to Fig. 5, a third method using the system of Fig. 1 is shown. In this

method, the data storage device 5 transmits data to the PC 1. Initially, the

data storage device 5 is in a waiting state 81. In step 83, the transceiver 35
15 receives data via the antenna 37 from the PC 1 indicating that the user of the

PC has used a touch screen, keyboard or mouse input device to signal that

data is to be written to the PC 1 from the memory device 5.

In step 85, the microcontroller 33 uses the fingerprint sensor 27 to verify the
20 finger print of a user holding it. If the measured fingerprint does not match the

fingerprint data stored in the storage module 31, an error message is

generated in step 87, and the device returns to the waiting state 81.

Otherwise, in step 89, the device verifies an ID of the PC 1 within the data it
25 received (e.g. comparing a ID encoded in the data with an ID stored in the list
in the storage module 31). If this verification process fails, the device moves
to step 87. Otherwise, the device passes to step 91 in which the
microcontroller 33 receives data from storage module 31, and in step 93
sends it to the PC 1 using the transceiver 35.
30



+ 15 ' ains 1. A data storage device having: a non-volatile nenory of at

| east 8Mboyte, a wireless transceiver for transmtting and receiving data; 5
a control processor for storing data received by the wirel ess transceiver
in the nenory, and for extracting data fromthe nmenory and transmtting it
to the wreless transceiver for transm ssion; and a housing having an outer
profile including a stylus portion definiqg atip. 10 2. A data storage
device according to claim1 further conpﬂising at | east one bionetric
sensor for recording a bionetric characteristic of a user, and a
verification processor for conparing the bionetric characteristic with a
characteristic stored by the sensor, the verification processor controlling
whet her the dapeasssvenesitilar te thadishowmsindtig| ascursiie the casestifabdata izts i n

15 d d t t h d Di tr h teristi tch
the storeq o BRAsTHREHE one 67 thg SPiveferieaze RuiSrsdn 2P 836 Semlbesin > 1 n
whi ch the bi qyed siep iRGNTEN the sRIradedEViEs i5YecERBS @ readtdqhib8t fsthans spiage

device includés a verification processor arranged to conpare a fingerprint
recei ved by tde¥iceoand paeses it ta thegnissecanticllen 38t stepBY isrrgplased by, a gtepAndat a

st orage dgvi : ' [ . ' ich r ed only to
transmt sat gﬁg%%wﬁﬂgM%tﬁ%%:llé?gﬁd%%él;‘géﬁfﬁggpi%&%?Bilégzgﬁ’e a'é‘tVSr m nes
that there i sievicspaol step B84 répiacadtbyp adstep i whithrthe dataisgassmateddbyand t he
stored characteristic. 16 5. A data storage device according to any
precedi ng cl QFWWFE‘HV?%%FRS,@%?&C’W'PH- a canera device, the canera device
being arranged to generate data representing inages and to store the inage
data in the nonvolatile nmenory. 5 6. A data storage device according to any
precedi ng cl digs.idramnd bethowes therproogssoftcasfermringdata bahgeen the geataf or m a

conpressiQn algorithmto_co e ta ich is_ to be stored in the
non- vol atPl e %f&ﬁﬁ?;ﬁgwﬁe iaaaﬁirae ??bﬁjg@én peigt SEESWQ?fﬁEGId@VW-pr ecedi ng
cl ai m f urt herydvisldrdidt8rimgtBEi§. 6ahlsé B_Fodé%ﬁé@"a?@ Qﬁoﬁgtﬁl | e%ﬁneegrgm Bpcur AR

function in relation 10 t0 data stored I n the non-vol ati
syst em conpr ivigw@f a(usgr.dat a st orage devi ce havi ng:

In step 101, a user brings the stylus close to the PC, within the range of their

15  respective transceivers 3, 35. In step 103, a pop-up message appears on the
screen of the PC asking the user to verify his identity by placing his finger on
the sensor 27 of the stylus 5.

In step 105, a determination is made by the microcontroller 33 of whether
20 there is a match. If not, in step 107 the user is invited to retry, or terminate
the attempt.

Otherwise in step 109, the operating system of the PC (or other host system)
is configured to recognise an external drive (corresponding to the storage

25 module 31), and in step 110 the user can read or write to/from the storage
module 31 of the stylus 5 by the touch screen, keyboard or mouse.

In addition to these functions, the user is additionally able to enter data into a
electronic device such as the PDA 19 which is able to trace the movements of
30 the tip 25 of the stylus portion 23. The way in which the electronic device 19



*a non-vol atile menory of at |east 8MWiyte) a wireless transceiver for
transmtting and receiving data; 15 a control processor for storing data
received by the wireless transceiver in the nenory, and for extracting data
fromthe menory and transmtting it to the wirel ess transceiver for

transm ssion; and a housing having an outer profile including a stylus
portion defining a tip; and 20 (ii) a firgt electronic device having neans
to trace the position of the stylus of tﬂg data storage device, and a

wi rel ess transceiver for comunicating with the wirel ess transceiver of the
data storage devi ce; 17 whereby the user can enter data to the first

el ectronic device by noving the stylus, and communi cate data between the
first eIectréﬁ&&sH@WP@@UQh@fﬂh%ﬂmaédnéybeaGQOdéwytbauﬁkngwnHQCMﬁqwmaHive

transcei vers._9. r.di |aim 8 En which, the first

el ectronic dg@?%ﬁgﬁﬁ%ﬁ%ﬁgaghﬁﬁégn ﬁq{gﬁ?&atq{gaﬁgr PXIMRle, Bcf'f‘_?y\ €lYe _
novenent of tphevigingl afourralenshivesuiagees diPthe PERST BB idertcanc! ai m 9
in which the surface is touch sensitive.11l. A system according to any of

clains 8 to Sboke thisissHace avith thettipe2® Altasnativelythe @ositicarofdhg lini2Semayr a

12 wn ch Fur (Her PR e dettBietrhy & oAt SEIURE il TR mi Batnc, ©

i ncl ude r espéiod furectionalkty @vailalblefsme ithve styldsosf anyckriovan Sgstead, in abidifiohlte dat a
st orage devi (fe. 1%A system %cc?rdi ng, to any of clainms 8 to 12 in which
one of the elfRfpl$torads capacty of the-eatastaragendsvies St he el ectronic devi ces
are slave 15 devices of the PC. 14. A system according to any of clains 8
to 13 in which each of the wireless transceivers operates by

el ect r omagnefig Melvews aragcond lamtzadimientof 2 diata stodadd-devite kaomling tactiet ry .

15. A , di t ) f clai . 8 14 in which the st 20
devi ce | 20 adlparono fems LTk TareTasRaRGing Etose G p@) 5 GHER, - vher eby
the data st org@eertayhGRetdls Q0DHGKerOThYaMh siPagy dbBe Ph&Sb

6124 es
which use different formats. 16." A system according to any o'%@% gi { to
14 in whi ch &Ameraeviveckt( witbindhe saowe bousing. Thedigitabcamerandevice1d0ds and

one of the o 5 r.oni I.ces include.a pracess .of establishing
the identi tytcgﬁé?léeoﬁ%ﬁgé lr%ggés gﬁe‘@d ﬁFcaB@\gf &C&?'Hdeéﬂorl‘c‘boﬁﬁ;@e recei ved
fromthat deenfiodimenteitNirEithages). The device may also include a sound receiving

16  device (microphone) 142 capable of recording audio sound.

The functional structure of the second embodiment is as shown in Fig. 8.
Elements corresponding to those of Fig. 2(b) are given reference numerals
100 higher. Data representing the images and/or sound captured by the

20 camera 140 and microphone 142 are stored by the micro-controller 133 in the
memory 131. As in the first embodiment, RF interface circuitry is provided, for
receiving data from and transmitting data to an antenna 37.

Note that the device preferably has all the functionality of the first

25 embodiment. That is, it is able to receive data via the aerial 137, store it in the
memory unit 131, and then re-transmit it, so that in this way the data storage
device can transfer data among a plurality of devices.

A further possible enhancement of both of the first and second embodiments
30 of the invention is that they may be provided with the capability to compress



with list of ID codes stored internally by the data storage device. 17. A
nmet hod of transferring data between a data storage device of the according
to claim1 and another el ectronic device which incorporates neans 5 for
tracking the position of the tip of the stylus, the nethod including at
| east one of the operations of: (i) a transceiver of the other electronic
device transmtting the data wirelessly tg the transceiver of the data
storage device, or (ii) the transceiver dP the data st orage devi ce
transmtting the data 10 wirelessly to the transceiver of the data storage
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Another possible enhancement of both of the first and second embodiments
of the invention is that the device may include some form of “smart card”, to
provide one or more additional security functions, e.g. to detect some
improper usage of the device and, upon this detection, to alter the functioning

20 of the device, for example to inhibit the transmission of data from the memory
modules 31, 131 (or indeed to delete all data stored there).

Many forms of smart card are known, including for example cards which can
sense that the housing of the device has been opened, and cards which
25  contain identity information. Optionally, for example, the fingerprint sensing

described above can be implemented using the smart card.

Note that, although the invention has been described above with reference to
only two embodiments, many further variations are possible within the scope

30 of the invention as will be clear to a skilled reader. For example, it is possible
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other electronic device via the physical interface. For example, the physical
5 interface may be a plug, such as a USB plug or a Firewire plug, which can be

directly connected to a socket in the other electronic device.

Also, the data storage device 5 need not be limited to use within a single
computer system, but may be used to transfer data between different

10  computer systems, each of which may have one or more respective PCs and
each of which may have one or more slave devices.
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a non-volatile memory of at least 8Mbyte,

a wireless transceiver for transmitting and receiving data;

5 a control processor for storing data received by the wireless transceiver
in the memory, and for extracting data from the memory and transmitting it to
the wireless transceiver for transmission; and

a housing having an outer profile including a stylus portion defining a
tip.

10 2. A data storage device according to claim 1 further comprising at least
one biometric sensor for recording a biometric characteristic of a user, and a
verification processor for comparing the biometric characteristic with a
characteristic stored by the sensor, the verification processor controlling
whether the data storage device performs at least one of its functions in

15 dependence upon whether the recorded biometric characteristic matches the

stored characteristic.

3. A data storage device according to claim 2 in which the biometric

sensor is a fingerprint sensor, and the data storage device includes a

verification processor arranged to compare a fingerprint received by the
20 fingerprint sensor with a stored fingerprint.

4, A data storage device according to claim 2 or claim 3 which is arranged
only to transmit data stored within it when the verification processor
determines that there is a match between the recorded biometric

characteristic and the stored characteristic.
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5 6. A data storage device according to any preceding claim in which the
control processor is arranged to perform a compression algorithm to
compress data which is to be stored in the non-volatile memory.

7. A data storage device according to any preceding claim further
including a smart card for performing at least one security function in relation
10  to data stored in the non-volatile memory.

8. A system comprising:
(i) data storage device having:
a non-volatile memory of at least 8Mbyte,
a wireless transceiver for transmitting and receiving data;

15 a control processor for storing data received by the wireless transceiver
in the memory, and for extracting data from the memory and transmitting it to
the wireless transceiver for transmission; and

a housing having an outer profile including a stylus portion defining a
tip; and

20 (i) a first electronic device having means to trace the position of the
stylus of the data storage device, and a wireless transceiver for
communicating with the wireless transceiver of the data storage device;
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whereby the user can enter data to the first electronic device by moving
the stylus, and communicate data between the first electronic device and the

data storage device using the respective transceivers.

9. A system according to claim 8 in which the first electronic device
5 includes a surface, and means for detecting the movement of the stylus over
the surface.

10. A system according to claim 9 in which the surface is touch
sensitive.11. A system according to any of claims 8 to 10 in which the first
electronic device is an organiser or a PDA (personal assistant).

10 12. A system according to any of claims 8 to 11 which further comprises
one or more further electronic devices which include respective wireless
transceivers for exchanging data with the data storage device.

13. A system according to any of claims 8 to 12 in which one of the
electronic devices is a PC, and other of the electronic devices are slave
15  devices of the PC.

14. A system according to any of claims 8 to 13 in which each of the
wireless transceivers operates by electromagnetic waves and includes an
antenna and RF interface circuitry.

16. A system according to any of claims 8 to 14 in which the storage
20 device is adapted for receiving/transmitting in multiple formats, whereby the
data storage device interprets between two of the electronic devices which

use different formats.

16. A system according to any of claims 8 to 14 in which all
communications carried out by the data storage device and one of the other

25 electronic devices include a process of establishing the identity of the other
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(i) a transceiver of the other electronic device transmitting the data
wirelessly to the transceiver of the data storage device, or
(i) the transceiver of the data storage device transmitting the data

10  wirelessly to the transceiver of the data storage device.



