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Rl GATS MANAGEMENT SYSTEM FOR STREAMED MULTI MEDI A
CONTENT TECHNI CAL FI ELD [ 0001] The present invention

w0 edoatien16 0 a ri ghts managenment (RM syst em whE€ED$2006/009900

access to streamed digital content is provided only in

corda E [ onding digital |license. MNore
I, O T, D ONTENT

rret hods enpl oyed by supcANIdR. gyatgm for handling the
streamad content. BACKGROUND OF THE | NVENTI ON [0002]

Ri 4PRQ] mﬁ&@e?féﬁ@nt(lmmntlaﬁdel@feﬁdpcaeﬁﬁmiﬁ m@agemﬁny (RM) system
Wﬂéﬂeb?@c@eééqtocﬁgéﬁ% @Bltéﬂ"(fﬁaﬁteﬂ{ @ dSralnfjg{? Sﬂh c?%% aﬁge with a

igital audi
@%rf%spoadlggtcbmltairucenaeedl\ﬂare particylamyehe lmmhomilrgateal to systems

B Eod SriloftiL 8 g R R, e@ha i fpisfBrea content

docurrent for exaBMKGRDUNDQE‘MHEINMENTHGNned such

or L0, RS Bl R0 G R Pl EBoRy desirable n

ednneaﬂmﬂ withndighél cmémld@dhaagldﬁdlﬁl andio, MigRgiviled fo‘iljlféﬁ text,
a cabl e-access feed

FUH i SRl e o s B2 S, St

foamd drrrﬁ@rearsees/ eDigitiPcaniént Rbaiddeasthtic, 8Lih a¥RABxRRIfhent, for
recei ved 8 user at an appropriate conputing device

PRERISS or M'%Q%rStrre@HIP@r suehasdhe éé@éﬂ"%’l gidigjand video of a
mgmh@aia We%@nfbh@n aimypfebl ltnBSe§6‘m§fn'bﬂﬂor§j Sf’ 5G&h streamed content

appropriate rend erln% software, and appropri ate out put
B@Vﬂ%@%ﬁ!@ﬁnaw@@@a JPRNS SUGh) 3 Al @ls @cahle{a00eB feed,

érbearrﬁon% 6R ré?édtr%mct mwaikr g%q thé Eh&%t |Srell $ohd QHB@&-the -air
by a distributor as Pt on servi
tm@qd\caéﬁ ¢ler ébpanpb@nga FQC@VQObIbytasILléel ot @n epwr‘mpnete emdputmg
S
SR ORRF N i S ol S0k g g or o
tanputipg slericecdpprbpriate resddring softward, lsat! appeopsiatecanpdt devices

t n i byted in an unprotected form
ﬁéﬂ G tpgéﬁ?ﬂﬁeggggg%%ﬂ{o "% distributor primarily
| n[(lﬂ(iﬂ]s f bor on@sczmamﬁl’dmjstgeﬂm@ﬂtomtenhe distriegteatss ¥ distributor
nder e and not_store
Ei o P BSarlripR abiice. APhAS o S e doleyisionevice
MMherﬁtre@imedb@rm@ﬁ & dighibMiedtis @fRdr Protettst, dkh i3 f@r example

di gi.t al cabl t el evi si on nal that is to be received
SnGPRFTYRIPS AP nBEIeTled By Hiscbasmibaiths sirgamed content is

ih@sutedisibLiter ifvh uApbtdcted fAEH, It mAEbLE @fﬁé"@é&[eﬂwatt ‘ﬂTé BRtributor

af orenenti oned appropri ate out put devi ces

nevsle intends jfar the sEreamed eeanderidor Rat imypedialgly s9Rsusmed and
Edie‘rbd apg ‘ﬁ e H %?IO?:%[/ w%%%‘ér%%bl%%rrh”dlﬁ&deﬁaﬁﬁdlg the

e str earre cont ent ater rendering and/
at@amegt eordenti mayt be cineepl owmystiaagnsd @fucoetent Wi teh digital cable

ERIRIA 5QnSHH Lt is to be received by a digital cable set-top box and
immediately rendered thereby, and is then to be forwarded to the aforementioned

appropriate output devices.
[0004] However, it is to be appreciated that storage systems exist and/or

are being developed that can indeed store the streamed content for later
rendering and/or re-distribution to other computing devices. With regard to such
storage systems, then, the distributor of the streamed unprotected content would
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storage systens, then, the distributor of the streaned
unprotected content woul drat her not have such

wan@sotwes ed content stored in the unprotect edPdDUS208616)9900

wi thout any ability to restrict such re-distribution,
if so desired. In particular, the distributor or the

rather mefyhawes Rughy UBP'&*‘#QS?Q contentistared e oimprotgctedciorm and
ﬁttﬁ&ﬂ%@ S Wreét@ctaémhf}@fdls?tﬁt%t%aenf%\bséeeﬂeaf Ihgfartlcul?r the

may wsh to allow the user to copy with
d'ﬁtﬂ!bé’?orgckﬁdm like shay wishdesprobibit ithee uberkisom Aeopying &Eh streamed

@&Héﬁ% ?n%ﬂver RYorRE& Eg&g%'sc?rgtpgﬂlt( Thie Wlﬁ%y%ﬂ%h@f s34 to copy

streaned content, dr can avoi
witke Heroreral an@lpr-:rcgaht refstristions, iareheiliget aAs owmyi les appreiciated, by

e T

Ummhlsecsdllspensakmﬁ pistise drgntalecapfe‘saﬁeblmb biyeamedh content, where such

i 0 | dd h b
(ke Moperdl Mipui sHERURGS ot GuferS: it Bk g from
sukgletilsing I’c'@fhe&%ﬂbﬁbﬂuﬁlontdmncb ifdreb by @Ucfﬂ&tﬁtrflfuﬁ&{ t
er-level tiers

. &5@@32%&5 'ﬁ@fi@' é’;msiaﬁﬁ% fﬁ?#&%%‘aei i BEQile yarius gsRas with

mffélfeﬂt Perléiefihg FIARECT FoH A@inile, ahd Aistiuibramal iofer am%rﬁ tiers of
not  be allowed to access streamed content” from hi gh

$endiee. Wheten highsr-lavet tied edrepPopdinnls) CQ(bméndtm@h_L@hSUbSC”Ptlon
fekat afd Whkrd Beuset rsﬁﬁ%%lﬁqoﬁtt g rHar’t %rQQ?'%hgiJ Bt rﬁdtbﬂét ?‘lﬂjwed to
the distributor has ver Ittl'e 1t any rea tro

@Qﬁ@ﬁs stiearged eamteqt fé@mmgher tigns;i l@ anyn@gﬁ@@e@mm

%ﬁi‘ﬁt Notd sl 851 S8 theSholiialh cBRRh: RBY pREHSANRbted,
the

I nc es the software an war e necessary
R@Jtalhh@s(wv littlegif ey read spnivdl avec thesstresmmasticontent. Thls is

&gﬂ&%ﬁw %8l§‘lgmtaﬂc lgv‘@lea/agf HE r}a&Xﬁu%E rﬂb&' 5@\( ﬁ%?g%}atl Cé)mputer

uch "as an opti cal
inelndes trehsafiveare @c@hamWampycmew @ mekevankexagt bightal copy of

it SBoFhEF oakberty T B b e BBy = e
disthibotiorbaddium suble adi at bpﬁnﬁl jSskmy t6 @ghd rstich hexad gigital copy
reci pi ent of he st ﬂtpcont to prom se not to

P & ‘P'?rlgLﬁ”é? ?ﬁé’ﬂe "ﬂﬁﬂﬁ@l CoOme manner.

Hoyeno7] . S#@bu%epé@rﬂaiilﬁofleﬁtréﬁ’édchdn WRdReiq e R&Arh¥d content is
broken. The distributor may attenpt to prevent such

subsgiitgd: 19, the SHistrihvign ghrvarsaule tewsesl/ r@ﬁ@mtscédnﬁlwamed

SRNArE &8, profisd hit tdvebistribaiee 866 Bbhtaht ﬁmgn qﬁﬁn?éféﬂnﬁé"?nanner
However, such security devices if especiall

ewevar; sudnea prasBisers easily mAdelEgd @asibr Pioked e bibutor may
éﬁ‘t Stol Fre¥85 ¥iéh @ ‘? AlsYiuibn Ctﬂtﬁ)‘uﬁﬁtanys gy %evc'(%‘éh kAORA eégcurlty

n un-encrypted form and re-distribute sa
cﬂetydnes] usmlhfntmvei'vrfrm eeergplionaputidestiptioes Hodenet rscudb secunty

t. I t
éleg/\r’]c grlf‘%%)&?aqlg s@ﬁqg S&%f fitfle ro@%ltgl ﬁﬁlﬁ%g teﬁﬂlned user who
wnsbdasmh derrgitrerempded omtenﬂ; savdhsueh senténtdoranrwil-enarypted form,
?ﬂdetg q{ugefl nabl e by thedistributor or the |ike
ﬁ%ﬁe 8138 § 5¢BKt ent . " Such architectures all ow and
[0008] RM and enforcement architectures and methods have thus been

provided to allow the controlled rendering of arbitrary forms of digital content
including streamed content, where such control is flexible and definable by the



facilitate such controlled rendering in the scenario

as set forth above. [0009] In one particular
wa@emangenent, the streaned content is one of aPCT/US2006/009900

plurality of streans of such content provided as a

conbi ned signal to a receiver. The receiver selects a
digtributan) el ﬂtﬁwélk%fOft stchs dicitainsontapin cHaReAtPhitecires allow and

RhtRe SYS ééﬂtro‘ﬂQ&’ &{O%Ylhgﬁ%?thterh%eﬁéjlc?éé g@ 13k %88%0 such

nmedi a system for urt hef processi ng
sell@@q9%d dm r@@npa@cwabwr@eaemgntt Hiee rSéfeemﬁdrccprﬁent is one of a

SORR SEAArP o) i 0B B 2Dl S, s

'rl'b@ e&oeeaer aeleo’tsda pqtlclaiaaommot ﬁhewltraanﬁMp@nmUyrphaMfrom a media

BB TarhOpRbeD BB bleq! B, B SERST NBRL DR e
pmcas&mgltemtotét&y ¢t@<)selddta5mmehrrasa383p:‘ﬂmdéd ado the recelver is
as

t
Gkl B RlordB e proticd 5 It FisHiecii\<fa o pelegid Stream
sun haot ftit@tﬂéd k¢ ¥he fépivesataopdia 5td ¥ padtisuek RV eneﬁclyﬁﬁbn system.

t he _cqnt en rovi ded
ﬂ’@ ot YRR e P’ﬁ%é@fw % @e@ﬁy‘&%@ntéﬁd}ﬁo’fﬁgt‘ad by

bélﬁg '@ﬁ:‘r)fptéd’séc,@mdlrfg a0 £Noneplt adyf K. andadfudfrds fmenetric
grtal lTicense or the |like that "specifies |license

%ﬂ%@‘oﬂh%ﬂd AeQyPlinn ispasiar Esteseppd dessRpensive dhan iasymmetric
éﬁér?d’d%ﬂ A% %@cr@ﬁﬁ%%’gétféﬂ ﬁtq{b?/ (ﬁﬁs@yt E,.Ga ﬁegrﬁmw Also

nedl a system e circ
B'mc@&métaie @@rﬁe@trﬁew @K)n% pwd@dmmraemrypfof smrgas the receiver to

L ab&Y bt%lr %U?ﬁ'%ﬂﬂ% Redi B%gsfgfrv.tn & eﬁjecgfp%d REmt HE % Bé{n Bps digital

recei System
licenapor diod ke that Ispecifiee licasei Natias tbahrﬂuet b ;setm;fmxﬂ before such

T N C e

pef0dd} omn tHeecimudetarae vehaereﬁluﬂwsmsamm: eorammrlys ameeffaa;l)lﬁrallty

d pally if t f.th di
0B, BERINLARRBE LR Mkl pliF i e b Teigbdver at the
ec&nmaadi of itige leslia Eslsmemelit is @6 ther anrgcinidn@at traf refb@h‘/br can be
nevvl?/ t uned si gnal a new |license from

SREcleup TePeve SOTmsE i the MEGH YA Ao Aets (ediTant digital

§ﬁ|€é’ls A fdlrﬁelfé‘galaﬁlbﬁsi%ebéﬂhags 9ATBe F@NdfR heseaY dnck @very
nedi a system can be quite burdensone, especiall

y
Pre-hafk tq operigsond, ernegiallyde thenHEFQEo‘gsthérfB??f'ﬁt%@tem isin effect
iy %rob% lond8 iRy ddjctal sighaat Hé\ﬁevét?{] ah8&ebbdifzing that

Thus, 7t i cannot be expected t e receiver
%ﬁﬂhpﬂ%wléll yined ééﬁ"e’% requieas ﬁl@é\h:ijéef@@efr?mt heerechiveneitiisy to be

Gomg\? ﬁsﬁl&tﬁiﬁgl S i?v El%g%PnSn@ s‘l\hfj?cngr @%e Hfrom the

glt Sl gna espe reqguenc
reoeivanidshe snasia SYIEéemrqaerb&ﬂUI®dnmdm’§0n[®©$Q¢c1@Umém license is

f&élf‘etds IIl(l]&&]eS E@éry@ Er%gh@n%cg@ Igogl JI {al ts a'hﬁ%e'oyetlﬁe like.

Credle &% verS|bn requ
Thus, dt Gjeely mhonctuiod eapected | thatetheeegeivet Icamptd’neyr@eaﬂesei new
Igcggg? gﬁ%’ygume 91e medlkéusry%Fe% %I)m'mnanfdgcshcﬁ é@eliveetr% Xune a different
digital signal, especially if the frequency of such commands is on the order of
seconds.
[0012] A need exists then, for a system and method for the receiver to

create a shortened version of requirements that would go into such a new license
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such new |license every tinme such receiver newy tunes
a digital signal. In particular, a need exists for

W@ ewh/1ss6shor t ened versi on of such requi r ement SPCTIES200&009900

be quickly created and sent to the nedia system each
time the receiver nem tunes a digital anal, even _
$uch; that thecrecelyer aead it 99 18 *Bﬁabt@@efbﬁf irhéachcgapleely creating

Qmensweﬁaénéﬁo”ene@qes%ucmébél &nﬁé\w mﬂegeae% ;Qé qjhal In

for such a s ver sl on sucn requirene
partiewdar: iaseeethexigist for suelr AIsbortaned versionsel sushiuieneinemensts that

éegg %ée Hl‘ﬁ&& g;&ﬁ%}é’a ghd '%‘érgscb WJ"GH%(,%S{SQHE hH&t tn%‘%t;té‘?ec% ver newly

a need exi st a shor
twees iaodigitdl sigreh, e\earquf rthams&rsstcbatmarwhngae Mpgemdthemrder of

FREAEN, Sl . ARTERe Rl B e SEBICH R HCRES version

ofewegvequwe[nﬁwﬁé%}hag\hmm(se@gﬂhwé dgscthribaé attdicéngeenslgyirements for

une e e encrypte the re

tyg e HERBLSRY e P aRPuRR o Bgop clynaiby 2 neadgenges for

Suthr %Clsﬁb@&wé&%r3|6ﬁ fbigh trBGuirsRiEns Stiat &2nobesSERployed in

content keﬁeﬁ(t Q%/ pl aci n? same in a new |license an
FeegRG figital RapTed s Ryovided e dhe nagdia systen from

gddf@é/g StBePBaf Whd RedBedensone. Again, it |ikely cannot

be expected that the receiver c xn:‘%netely creates a new

| i QS wiAeP recrenizibe ihatrackaiewCikined\aignal imayebe pacrypted by
iy ?@eﬁé’rsécgzﬁ@ﬁ’gf@g%‘?ﬁe?%ﬂ%orn?&ﬁ'kg r(Ck?) flt 416 v ap recnated that

erent signal, especiall he tre
ipformingntheonadiaceystesn oh sudhecontellrkayt C‘é@dmm@cmgo@m} mAa new

Iﬂ:%ﬁ e %ﬁﬁ%teﬁdlbges%ni(é 95T3R§¥%éemr%ﬂ}{ﬁtet]%d e}j Hm %gﬁrhk%\glese be

new con t ween e receiver and
qmm dusgdesisemeni t Again, tihdikelgedarfrmt be eexpectpdarihaic thel receiver

PR Heblbr Aoy HEheECBTR nSRechgit GV R et tme the

mediai systenacemmadtda seqfsteeetveato tare haliffrenindigital tsigakal, especially

ntent ke nd,then rotate onte eys hased on the
A Teue o B eyt s SpaF per o SRntenr ot o't o
SUNOﬂ] metaheskd\bgiseliiier, for é@ygte\freén@mbthdjtffdfﬁﬁiaﬁng each new

ey 1ERb BiEenghE Fakeheh Nl MEgRS IS wihout (e need for

@r@étr@sma@tuaglctaﬂs@wnﬁwauh budegbriiéranal (ORY tHefeih O%Rp&dcular, a
within the sig on a periodic basis, but that such

wRed asts ifera ﬁ%%th% by, whigheihevepsiveray! ediaceysiam (caexchange
4 inlfB) bShtBR jRPATREtBH Fétatd\Rinidrl KERRYb RSN FRSARBRLRIA key.

rraeterm|asystemvva|t such areatlvey

Aeditionallyfa need ewists for sudkha meiiad whereby the edefvef ¢ giod the media
éegfé?’i Shald § nn%ﬁgro%a%@tashﬁﬁpem ally in the

|on ere e recerver 1s tuning in different
di {0018l siFyrihesresngsizingithatythe eguuliremdrds icorresmmmidingstoom newly

. n
G Bl 55 | B BROEE sEAE o 2B phpeput that sueh
perioelicitg may bevardlativiety loapateried! of tlnmf;gt [SGI]OI lwlapbrdcnam that it
to hocatether§ uirenents within t et Way lfl
@pb 3|u_nreasonable make the nedia system wait such a’rela ver long period
of time until such requirements are in fact located within such signal. Especially in
the situation where the receiver is tuning in different digital signals on a fairly

regular basis, perhaps on the order of as much as once every one-half to one
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[0016] A need exists then, for a system and nethod for
the receiver to send a default set of requirenents on

w@2@reliond nary basis, and then an actual set OPCT/US2006/009900

requi renents when actually located. In particular, a
need exi sts for a nethod by which the receiver can
seqendsit dkeld #BANOE be expaatethihat the tecoiyeenph @;B@dthbyeraheely long

I
LI Bfocdlt et B R IR e 8 e by
t ng00Sdii a Asiyaaceenistatheti, oriangysiash abdnvaibod furdie cexleivel to send
. . :
b SR M e Bhfe BT, E0R aREREN B0 47 i o et set of
wiquitemneetsoaiiereagtoalt) logatedt Ualpartieglair, 2 mesd exispofor a method by
WBGF 4G yRPaieH o ool SPBL TeAETERTS Piba ARiplovea by the
miarsyscs‘m |uhﬁlem%%?ctlmrré@§immﬂtgllrd Qememdduttdrraﬁsd a need exists
nost of ch |icenses

nal's,
Uit rﬁ’é"etb@ér “Iﬁb‘?re lért@el a Jypters C?B jBlinghiie OPltesd such

&éfai;rlt Sr‘éﬁbrrér’néﬁtﬁs 8Rd S @ofr@épdnﬁﬁrg”@éiuap%&urpﬁnéﬁ@r 8Ad can
on_onl %{%a tenporary basis. Once again, in

eplacs the Aefant reayirnenis with dhe ¢arespaNsing .asttml fer%rréments upon
Rc@ipt BMler&drgnal s on a fairly regul ar basis, perhaps on

t he order of as nmuch as once every one- half to one
sedMd] i Finally segoamigintthabtheanedia isystermhlitelawill sioretaeelatively

%&ﬁr Qﬁeeﬁtdbﬂ%eh fgéﬁésp%%dﬁ]getgter?e% %e%lt QPS%F bMuttnlﬂgt many if

stems or 'cou e avai
peirmest @ﬁsudahnmse{s @189t needed doreserstongt hémnto tfeoapmecrated that

U IR AR b5 b o1 S R oree
agdiny, mrhrfrasitmmorwme,rehlas receivien |$mntngcmlcﬁfrferetat mgeai srgnals on a
or_a stem c

Bl anzE bafec R mhele mler Ohag Fieh S S0 Broy one-half o

bmmwﬁagymaérys;anﬁdtobé emwd éwmaaarngegreea@r@spoﬁ@hg sibéises as
a nmet ho ere e nedi a sys el etes suc

FeHsH A 1075 e Tede e SHNRRVOeHa PrEmeRieNgiale on a
b&%ﬁbnﬂggglsaf orenenti oned needs are sati Sfl ed at I east

art by the present invention in which
or BT1Bb . Popoco e Dsm1 Rt S RUBANT BV AIhach for herrgscin system

fo' SRS Gatl [cR8t BohRE Gic¥MesCtof@poRaRGNEH Ranél %rérﬁéls onlly on a

content to a conputing device upon~which the di
temrppéarv biasist olrppartiederadeed gxisisefona Mmedhod by wr@tz}bthﬁemedla

{
pé?ﬁ ﬁ%{??g&&ﬂﬁ%hi@ﬂqréﬁ%’% r?er%gv\bur?l 'g%es:t]{ﬂ% ; org‘?ﬁ%porary basis.
Addmmaﬁy, zonrsd remstSfor lsach eqneﬂ'ledmrrteseﬁy e mbdial systenedeletes
such constructed requirenments

3%’55@1&5’% ng I%E\H?écse [0020] The conputing device

upon recei vi ng thSUNEMARYe)ﬁJTHErrNVENTMNst ructs the
g&ﬁﬂ%f bel"?le a oPerﬁéJn {dnk Cr%ev sdarreeggtlrsrﬂ%HEQtt ?easftn%) rr%easrt by the
present invention in which a method is provided for communicating requirements
for a digital license from a receiver of corresponding digital content to a computing
device upon which the digital content is to be rendered. In the method, the
receiver tunes the content and locates within the content information relating to
the requirements for the license, constructs the requirements from the located

information, and sends such constructed requirements to the computing device.
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constructed license in a |license store of such
conputi ng device, and thereafter renders the content

womiog/1iss1@ccor dance with the |icense. Thus, thBCT/US2006/009900

recei ver need not communicate the license itself to
t he conputlng devi ce. BRI EF DESCRI PTI ON OF THE
DRIQI2UES (1562 EPMPHENG oFRWGR réPaslfaeRYiNg atheresant agequirements

EHstrovisNthe aicahd € 83 Cbh pgucgg rgée.\fxébe r@ﬂ’@%gﬁet St v\ﬁ%ﬁ such

the present invention, wl etter er st ood
canstiurieddisenem in aoivenpe Istara of upk regetpuiinawlenipe, amdrthereafter

Feﬁﬁe%%g% te?t oh IH%EE&H[T%H% Wie tﬁé]wghoﬂ'hughﬁl ere@% ?er need

e drawi ngs e nment are presen
mt@bmwdcate\gheslmmlsel itbelf irftie compating deviearer , t he

| vent on 15 BRfe DESCHIPHON B eGSR s oe s

Fi @002]1]| s Thelfbregkindi saigmraany| epwet esthefpllawingxduigilear description
t

0 etocelrinS R i Sa8 T asBCHY e bt 8poiiapd when read

i dnurictidh agthather @mmeatdramnga NP ATV POSS WPlilkustrating the

envi ronnent havin r of co utln devices in
Gpion, HBeTBr AEeRONh . 1ie HRWRGS SENBaAIMENS nBiah Frgomepently
Prietbrredl. | As @ahbli@Be G‘rhc%ﬁt@ﬂ@j SﬁtﬂN&v‘é@, A8 nWB‘n‘%ﬁ%TﬁBf limited to the
architecture of an exanp of a trust-based system

PREISa&RgIeManigiang '”$th&@>?{§@““@§ BhpWRd &t fhegirawings:
COYaERPONGHJI N & @ Bl%'ck “cﬁ’éﬁrﬁﬂt rdpPesRRBRg %nﬁﬁeﬁ%l%g/ SOT limiting

various enbodi nents of the present inventio
Forgputing; enviommertdn avhigy fampsmm inyeatiprexaypedmplemeited;

tr sysi.e [ t

" podzop o SYoe8 Blck! B 0GB B o IhBRe B Fetwon

enviranmeot ba\sly@taemlﬁb'rofrcwnwnngl getnh@s bwhich tlae: porsgahingention
| gg \{Iﬂhie%%@'modi ments of the present invention;

% 8] I'g. I's a bl ock di agram show ng an

ab[0024] at Etg \Bes si Waclofliagequshemvgias eénforcemeatarichitectiehof an

NCLy ntent of Fig. 4 and as.sent by the .

Pitue or” B TEpEORE sviher. vBadnE) S, Bl Mepge 48 rondering

emmspdmﬁng digitah coméers nhoalicaeidncef with &/afioes &mtibodiments of the

i nvent.ion: and [0027] Figs. 6-9 are flow diagrans

RASEHAY/EONst eps performed by the receiver and nedia

Sy 025] of Fig. 94 i al Blo@C GRIgHAN GhoWiridhaN alxafiple of the trust-based
odi ments of the present invention, includingt

t he
%&e@n \RfrF'Seﬁdlaﬁé 'f‘hféafF'@&@f plagwsh @s reseiver gorwargipdt e encrypted
SIRANR of YOhRA €dla0mebiky sydiéin 1f6€ F‘érib‘éﬁn%Kﬁ’er(eB? lﬁ%@cardance with

syst em each deri vi ng a content ke for a new
Yaiiesd esthodimentsofthepresemiinvestian;ver sendl ng a

t hL(ﬁ}%!j?ZrFLd’ egl | @E?SBQ)%kV\ﬂlaﬁraﬂ?fs‘deﬁ Sg{ %%U'aBSMtéd t\Rars,lon of
ystemftor a ne tune ream pri or
renuisemerisiimgonnefctenaith dine emrvrhted sonieahof lflgm’r whi cas sent by the
r%%iVéll of Fig. 4 to the media system of Fig. 4 in accordance with one

embodiment of the present invention; and

[0027] Figs. 6-9 are flow diagrams showing key steps performed by the
receiver and media system of Fig. 4 in accordance with various embodiments of
the present invention, including the receiver sending the requirements of Fig. 5 to
the media system (Fig. 6), the receiver and the media system each deriving a

content key (CK) for a newly tuned stream (Fig. 7), the receiver sending a default
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requi renents can be constructed (Fig. 8), and the
medi a system enploying a tenporary |license store and

waledoett13eg6 mar ked | i censes therefrom by way of BCT/US2006/009900

housekeepi ng function (Fig. 9). DETAI LED DESCRI PTI ON
OF THE | NVENTI ON COVPUTER ENVI RONMVENT [0028] Fig. 1
derivediiaessagr oviih-defaulseguisemants te thenmed@esystamm frra/neidy duned

Srdph gegcES! eﬁir%ﬁﬁfehﬁ%' Rforfatish S i‘?ebls?re%mﬂrpﬂnH n\g/h ich (actual

environnent I n i nvention may be
requisements esn @ﬁd@@trb@iﬁd (FrigneB)e and tthatmmiaolshetelin employlng a

féﬂ{r#o?%%lehceﬂgg fﬁaﬁeénd:m%h%a&%&' I?c%?ltsgé tﬁ‘éljefrlénlnngi tv%y of a

of uSe in connection thé prese
honsekeeping fuNetibe (Rigg®ner al pur pose conputer is

or acent | nv it hEPLOEBERRHOR)BETHITINENERIN Vi g

ﬁ@ﬂWRU‘REEeErNAﬂRONMEN?ﬁperabl lity and interaction. Thus,

en 0o of ERA0G B e Bl o1 ELerdp eipvige g bre

géﬁérbledﬁcrlmldm dhla Slifaprt ccﬁrﬁﬁlmﬂfgcémlr@hﬁeltngm '\Affﬁ’élfﬁﬂwe invention
in whic eclie

twor ked envi ronnent
e bed Mo e o VIS eUESHERS. MMWAVA. dhaideasdnelds pertable,
A b%e%@ﬁlpg‘@ﬁ% dB\QQ@S%f Al kines efe BQr‘iteﬁm%Pd{éé & ude® connection

|nvent|0n C enmented via an app i cation
P

it neaprapery invandipR.a ¥hile grgeneralqurppse ngwtqrele@le@prebed below,

t
e
kayinanetwodsk serueribtesoparghility@ndinteracionh Thes, ﬁhegr@@nt invention

89y eﬁ*rarﬁlé}‘ﬁbﬁ‘%d%%&ﬁ\ﬂro%e%‘ Bt NetIHEu FOIRYL &l 5ieed HE hnich

Statl ons, servers, or o
Grpelitie| pr mirdgabnelieot ukessurces | arde implitateds e.qr oag;r aam/orked

%’g)ﬂ rﬁﬁ {J%]hb ﬁ)\pﬁgﬁ E’Eﬁt gl{egg %tg\% 8‘? ts{e&%}é ilﬁﬁegﬁkya%g? %)r%vmeé or lnte rarace to

mbsnlomwldiav\aetiypes Typically, the functionality of

r may be  conbi ned or d stribute S,
o J0BsE T AMGATEH ST elieddfi deBPR dney b pLEN ed Via an
éﬂﬁhbbﬁm pn’@gtéfﬁm&fghnt&rﬂabe RPN ERIr AsB Hyf@tjet/élﬁpéwéﬂﬂldr @itluded
practic d Wi th her conputer system
Ve G RHS Droxieg SORVETS HNGR Edhpa: ariBgd ianie general

GOt CTNESHh Sute RBRE Rfabld i dtieficd, osn@htémor%mmbﬁmdules being
suitable for use with the invention incl

??@Cuteidrﬁyt@!f QIIMOIRGOERMERTSc YRR ASeFlient workstatigls oyasyess, or other
&&)lée%r ”@Enér%W ?tfgrré(rﬁr nfRtRY! Rlchideh fo1dimas! g)rQ ranfaPt ects,

eV|ces Ewdcessor Sy st ens, n1croproc SSOr - base
mmts pd@igra ules eodstheelikel et rmanioss, pagioutr ktasks or

F@em tnbgr‘ﬁmgt ee{b%traﬁabg{ %ecornfg}gtl Iy, dtr%n‘#uﬁc%nahty of the

e’ rnvention nmay a
phogtani bubddes omayt bag cemblrlednnendlstrlhh’ede asaslksirext én various

%’rﬁﬁ%cﬁ@%ﬁg WiofeBVBY, Fhd¥e AR IR the S Wi Bpprddtd it e MhGhtion

may be practiced with other computer system configurations. Other well known

computing systems, environments, and/or configurations that may be suitable for
use with the invention include, but are not limited to, personal computers (PCs),
automated teller machines, server computers, hand-held or laptop devices, multi-
processor systems, microprocessor-based systems, programmable consumer
electronics, network PCs, minicomputers, mainframe computers, and the like.
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comuni cations network or other data transm ssion

medium In a distributed conputing environnent,
wee@gnawicodul es may be | ocated in both | ocal BeETUS2006/009900

renot e conputer storage medi a i ncl udi ng nenory storage

devices. [0030] Fig. 1 thus illustrates an exanpl e of

The dnvandan énayoalpe be Miadigad Mlétwmeéirﬁ%@ﬁutmgmvrﬁomm%tﬁ where

té 8 ér@vgé‘\%rﬂ{bdggy @%&@B#@d@%&h?dde\ﬁéésh%grbréshn'ﬁgaethrough a

ear above conmputi ng system envi ronnent
comnwrmaénoeaam@werkoor atr@mdaéanltr@n@r@w@mnu mgdistivi rlonanstigtributed

s, B AERE obns A B PO TREABCR, B ol an
rélaotelmnmhemtdragbeneuhamnudr@ mamorwstnmge dedieelse

B Ty N e e e AR

dnk/ircbmhér&ttﬁlb innwhie tm&wphﬂmympdieaimm@nemedr aftimergh as made
Wth refe}gnce to

100. 03 | a
e iaavpole FOTBWER SHIETrRIMIRDRRCT 500 ThoRliGERe Fimple of a
URAWE %bn%hﬁ@éﬁwﬁdmﬂ%ﬁt iang |§|@MIH¢tendéU tidsudgestamy ||ra|ta‘uon as to

uter 110. nponent s uter 110
tho B0 oS r AMCUAnEIBY ok Tl BRORagNaHTer sl e Ceiputing
SWRESAERRIOY e hatpraddWladnang 8y BeSentidhcy bﬁieq@%ﬁxbﬁﬁrelatmg

varil ous system corrponent s including the system ne
to @anyranepplo e@ybinAto Of pomeenentﬁé'@ﬁfgieédﬂ kﬂ]@ ef?@ﬂ’ﬁaw %’@ratmg
é?ﬂ% ,q‘fn al types of bus structures including a

us or menory controller, a peripheral bus, and
[0(06&] bUéthursfergnegip 8. & Qrapx@*ﬂplaaf sysitem for lmplementlng the

SO TRE PP SHTE g o bt
#0c hi Garopoments |<:$A¢)orbpu$ter m16rmammnhude Aot Hire eratutinited to, a
b S
SPRAnR 0 ST el oman o, M 5 Y5, BLET2t HarSuples
V2PN Isgﬁtbnibadimp@rm:emmt(dﬁ@ ﬁ\emys’cle(nalnisajnmd}a?ha?@rocessmg unit
u I I .

1085 e s Al ey pERRL BT Evetd) hupefisafl s llféd iicing
4 aRpdY ?uﬁ&iﬂlrﬁerﬂafy &tﬁ\{l?gy a\é(mnbabﬂag bn@,ghr:tlha Hmfal bas ubiag any
accesse er nd inc) udes both vo

Gl VAP TS BIORIER oSy RN G SRR RGN EREIHGY Jpiigton. such
areRitedurBy M@Md@f(nws%ndar@dAmmebmm {18 O, A Gannel
readabl e nedia nmay_conpri se coI%t er stor

RishiteniureatMGRY) s ENhaossh iR (E rbgaevhﬂ@aa%e?ﬁﬁmﬁjé%n%ams
Ré’s,togla\’l&l\ 3“/%5@) ?&%I BQ@Véquiértpﬁ;erdl NNt B6rconnect (PCI) bus

le"media I nplemented in any nethod or
aammmmas Mezzmrtﬁrlalgeé of information such as conputer

ie 'db?ﬁ G?Gstyp%%%wﬁ;‘ddéﬁt é”\?a%et)pb@gio%ﬁuter readable

or Ot uter stor age ne di a
mednlaudé)nmmuen seadable inmgdi® danobe FaxM aRiebleEpPRip that can be

%ﬁcggg% \ye?%“g&rntpp t15 aﬁﬁa %eggtr?&g t cgé’t}f% patq:!asﬁfh\éolatf(e media,
@hwvage and non-removable media. By way of example, and not limitation,
computer readable media may comprise computer storage media and
communication media. Computer storage media includes both volatile and
nonvolatile, removable and non-removable media implemented in any method or
technology for storage of information such as computer readable instructions, data
structures, program modules or other data. Computer storage media includes, but

8



magneti c cassettes, nagnetic tape, magnetic disk

storage or other nagnetic storage devices, or any
wW@rden1seedi um whi ch can be used to store the desi/psm06/009900

i nformation and which can be accessed by conputer 110.

t di | | nbodi t
Iseﬂﬁ qd:,]g({],r %&rgr@ﬁhg@%@%cgﬂg;gg%ro::mther memory
18RANbIESy, (EDRUMrdIS@éIﬂ/éribtﬁe Eﬂéﬁé‘ r@f)‘ o‘i‘a&t @%%qug;ﬂ sl?orage,

as a carrier wave or other tran
m@sn@@egawesnmgmtw dﬂp@emageetys dtsﬂl stora‘@aae ot ertiler magnetic

| d oS |
rrtgfé(yé o?é\{'a(t%ss ? %an(?erl ay | cs se ho#g@%angseé’t g@{ﬁ ﬂwageswed
infarmetion gnd whigiceaebé atcessed by rmomputdneI 18I grmhmuBbCatI@y media

@Emﬁme@g}) ﬁv‘v."’r‘é}g% ﬁ%érsucqﬁggoymuf: ‘?@?I%rﬁmdfge ures, program

eiodeles oniothed datmmm: modulatmdbtws@iaewcm&@l la&:a‘ﬁﬂs’é}hrv% or other

and ot her wirel ess nedia
ha@egﬁ%‘ %’h@ Qf?ud(%ea% amalign) eliypgpmeslia.  The term
‘Irmmit.llaie@l dafat digmalt imeans apyref tha@ ABYIbRE of ARHERF Rs BRSHaBteristics

033 The, syst em nmeno 130 includes conputer storage
?'?9%'8 %“&Srﬁ W”O%y at 19 enceda /PR bingdhe 1signal. By way

mmpl@% At Irrﬁiﬁéiloﬁnbamﬁ%%éﬂor( R RM&Q%II&“H}‘&% such

access “)/ I\Q‘ . A basic I nput/output sy
Gk (VEEP@?BI BHn A Ieﬁ@wﬁ@ uspetiang Lanch edretdsat rrhadlqost;ch as

AdouBsd, atF ) ﬂ?ﬁfé@tdr@no@@; ‘Oﬁn%fésgl Iﬂ%gt S WHD“I&\'?I{)EQ rg?ugns{r of the

110, such during start-up, or ed
Wquufdﬁm hegincluger thIrythe@nom ntscqmmaeraneaﬂame media.

I I ble t
D IUeT TRy i) dverib {40 FEABLS oyl Boticty i in the
foorg of Bglamg)ar@(ormnpﬂaale raexjoryoguchias rieatliaoy mehgry {ROM) 131
t
RO oo o R AMEAS & R R b i il s Blos),
qontedaing l\fh@basxnpoumeglmét hei};a taltlﬁeszfeﬂohfddﬁamltd‘lsétween elements
o) ol atil e/ nonvol atile co
vﬁlﬁm’\gé’@p eg ﬂ’oe g?.lca/a?s 8{;1 fRg, gk& 4D, 8| typlcgbg stofed rlTrP ROI\/I 131.
RAMUEE2 sy coatathsd st @Hd/meprbgaant haddu@abat f4re Minlediately
nonvo%gtlle magneti c nedia, a

hebiiie 10 A Qlr bR bSing RREIAteh 68 by BpaReING HCE, sBraway

df@lxaMﬁbl end mon ipitatidr, Fidraomedtrsesbsératng syHBH #84, application
cal 3gls drive 155 that reads fromor wites ga
I

SBRH FII?ESIgé@fFI“éOCBIIﬁﬁ&ﬂ apd proaram, daiadR7as a CD
otfigs edhparr MR %aﬂél@é include othiar remova{)le/non-

rermvalbl e/ non-renovabl e, vol'atil e/ nonvol atile co

remgyaRie vakalilenemulatie Aomputgs sigrage mediae Bynwhyioy exampIe only,
FRp er fihdtPEe£ Hal @ BRR Mivé qﬁ# Weig reé’d’sI fréthor W eé lcon?uéq ? éﬁSOVabIe

magnetic tape cassettes ['ash nmenory car
npayQalile Imagnedk s1edin, gi magnellczdhd( dl‘a@eﬁIsthbt ntaasis ditoen BAMites to

a hard .di
o Rnidleblel P bl RPalPtE b doay B ARt Peb sk i il thet
reqsls- fr@nmramtes lfe roreyndvabler haowolstilke loptisali digien $&cguchdds a CD
[ e 151 anc tica
ﬁa@\g p| ca ggc@%%% ltoi . rSmPH%qgfégFéﬁﬁnﬁﬁg Iggxioq%Welgonvo?atrIe
computer storage media that can be used in the exemplary operating environment
include, but are not limited to, magnetic tape cassettes, flash memory cards,
digital versatile disks, digital video tape, solid state RAM, solid state ROM, and the
like. The hard disk drive 141 is typically connected to the system bus 121 through
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renmovabl e nenory interface, such as interface 150.
[ 0035] The drives and their associ ated conputer

war@sageléredi a di scussed above and il | ustrat edP@TUFE0g6/009900

1 provide storage of conputer readable instructions,
data structures, program nodules and other data for
8 ReNcempvakie MEMRIY fHeaGe such gedntedreenbi @, ardamdguiéticidisk drive

rli§114§ﬁd $€ﬂcdl a.skldr.\ré%ata@gﬁc@y ChhRE PR ﬁb'% %r%p&% by a

I cation ther progra
refgvahleompmouy iate e,asumas Imetfece haQ. these conmponent s

ich h f f t
CoBA TS B TP 3y BE 580y SRR oo
aolel &gl idlGSratedhih Pigodrmovidastordgy of Gpepater rapdspit @Bructions,

a8 s QR DA P40 Snd i A6 Ton e GPaRVER Ak cluric. 1.

foe rexaimple, |Haud tdiskt driviehdd 1 rs:iﬂlugraTe@Iamléfbrrrﬁdwwe@lhﬂg system 144,

di fferent copies ser may enter. co nds

SRS Petora e o 4n ot RE msuatm oG leR, A AEgagram data 147

Ketei thasthess Bordpoderits ¥a altserfe2ha RAmOAd b1 difcPY fréM éﬁélatmg
communl referred to as _a nouse, trackball or touch

%;\éf»éﬁm dofeRPRiGalRN BOgrarms 13hatheRRaRMmHPdles| 176 aad program
dag’ P:Pﬁonépeﬂaﬂﬁété)%bm gﬁﬂe %ﬂcatﬁff\t BtdgrdBs H other program

scanner, . ese and ot her Input evi c
mPaulgs 146, %Qﬂwh@@fam drata 1Heaisr Geansdiffatpnt numbeza)herﬁrtou@rstrate

tﬁaf'sa? r'nm?r%r}r efar‘accﬁﬁér@ﬂt E{tﬁ‘% nle%‘t &%‘r‘%ﬁ‘)perht%r Bfmands and

stembus 1 but may
wetion ita e eepeter (0 thresgh mchda\sc% sanhads alkeybodrd 162

BT B A0S ) DR OO oo
Othenémiud dlevises IQre?tsqrmmmnm;smdzmdie\r? mrcaopr:ortefeﬂcﬁwtlek gemehpad
oA AR A 30 TS S, B SR EE e oter

coyrsieetedtosthé 2tocedsinigt init it 2@ ¢hrbagia aClh‘BdbSﬁrﬁuttrhwﬁace 160 that is

TP P SR L Rk e e e B ol @it glprce and bus

gmnhesssu@nras a(;ﬁﬁr)er DORTYHINE Pbit @RS -UNVREsPEefBRIs (USB).
184 may. communi cat e

gr aphi roce unlts
f‘ﬁ)  @onior L7 ethfegyper W) qipplay ﬂ@ﬁ'ﬁ? ds aigougonnggted to

tﬂé@ét@h«r }zSué noh Waeaﬁrhtéhééb 'E%Bi’ﬁ?ra% asr/rareagﬁterfge@hgas A graphics
register storage and GPUs 184 conmuni cate wth a vrg c?

intenary 1886 suetres l‘i@mbrw@aev@w alsp depeanneniedeteathsl systdm bus
?1CODNBHW W, tc'ﬂﬁ)%g? tHA 'cSﬁ%uﬁ’ﬁca%%o%%‘: 85| @@U 5 host

evl ces ) I nclu In CO ut er nonito
RIDCQﬁSHQ uny gd@0ofandi wuawsdmp@mlblhtyaﬂos @cceleraied egraplmcs port

a cemlig%%nézjo e 8\' ﬂere &%Eﬁrtz@@%ceﬁ&ﬁ gﬁgs KPFHQ??M may

omruni
cumreonrnmﬁowyh thrdmlnaﬁﬁacer 2.t dn rtiisiregard]l WPUs 184 generally

R & SRRl e SvRhnEt BRIy Sobhoe" R lorps, 104
dmenmoma@tet wdhtdwrvuj.eghrrwnnmytm& EPUp B4l hawdwver f afe but one
elx.ga?n'ple of a coprocessor and thus a variety of co-processing devices may be
included in computer 110. A monitor 191 or other type of display device is also
connected to the system bus 121 via an interface, such as a video interface 190,
which may in turn communicate with video memory 186. In addition to monitor
191, computers may also include other peripheral output devices such as
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[0037] The conputer 110 may operate in a networked
envi ronnent using | ogical connections to one or nore

WO egwtesecOnput ers, such as a renote conputer 1BO0T/UT1966/009900

renote conputer 180 nay be a personal conputer, a

ser a_router, a network PC, a peer device or other
SRRAKGFS 197 WBhKk RASUES, TS AWpighi a1 90 | Geenadied iremmghomn output

péﬁpr@fram,lngrfgé@mwts descri bed above relative to the
uter 110, although only a nenpry storage device

181 031 b FamRpier 1@ mavhonsrgte in. a TRwarked eavironment using
%@I&E?&Sdr@@ﬁo&eﬁ' dﬁeed?' héte rb&otelcdrﬁﬁuté‘t%e %H %%\%N)aﬁ%?computer

net wor k (LAN) and a wi de area netwo
HRQ. Wag remnets qomnmé%trn@y be etpeosanel c@uphtenet swv, agouter, a

REWOHOPEE Qtp%e%@wﬁé’m%lr %Bﬁlrﬁdﬁ Helvbfi€Tade, and typically includes

enterprise-w de conputer networks, Intranets
maengreredll qfothestlewesis deecribied abQ\ﬁ\lrﬂe’(l\xml’tcklthg computer 110,

BOLEIR R e ATt P O IEE i B! e
lwgwal conreeclivis deptictod in Riy. drindlude avada) atdeeneiwnspu(L@rN)lﬂ?@ and
172
BABE A DRHRTAR TP RS RS 50 g sucr
hétwol*khmga enatonrﬁ'dsr&s rm@emn]ﬂ&xpla&bl infoffiess, katdrpirwrle &mputer

ter na ect §d to the systembus 121 via

}Q'Oﬂéselmraﬂﬁﬁt dntﬁ 3@8 160, or other appropriate
newmea] smMWhén asmtm@mmnemwrm@ BRGtonEg iR drmslbes10 is

de icted rel o,the co 110, or portions

glst. tony TAN S e e © BT TIe AR POaPiAT - When
d:ﬁéd Pea W%Nﬂﬁé’tm@f'kn@g;(%ﬁﬂhﬂ\mé%ﬂdtﬁéoéombtﬁfbﬁ a4 D APpichilydincilides a
il ustr;tes renpot e application prograns 185 as

Mederti Hef PnothehBiarne &y ’stablishing qomrginications gyer diq WAN 173,

st ad i@ 1RRIMA! K he RGRE K ?E%ﬁbﬁ%ﬁ@m%ﬁ%rq{ﬂerﬁ@ld may be
ot her neans of establishing a commnications

sriReled Ihéhe sxpigmePys ndl Mg theedser mgg]mt@ﬂfecebfwo or other
ﬁb&fﬁté n%hlahlshf‘ inhe n%r@‘erﬁlﬂ%ﬁﬁ%h?:ﬁ)‘?%%@@t mBdules, deglcted

ut er or other client device ca pl oyed
onp

@éﬁfwedp tﬁediﬂm}tt@rrﬂfbtwwonmtheﬁ@s‘ mayalbel starge in the remote
%%‘?Wsto'r@ aén%er ogrv?é/ %e%%ﬁ@yaﬁboﬁ&que{tﬁxsgﬁgﬁ a{lrlf“;/StrateS

avi ng an nmory or storage uni
emndie @ppficaiiop | progteimsn$8aad residingsyemenvayrdevieg B ofiswill be

%gﬂ?@%a%eﬂe?\f/&@ecomé&ﬁmgrshgﬁlh%%Xegﬁ 6@?3%& means

1 on nma an environnen
@fmqtahhehlsg ambnmhumnatlammplﬂbetvmermdbe cymputens mayd:teﬂmeld

ms

or LU0 R, SRR I I b 96 2o B i e Rinouter 110 or
atbmpcltenhge\dee/ care be aploped ps pgrtafai omgwmmfrgm\gerk In this regard,
tE]unct on r¥t l;ﬂ)jrgt ation an execi iﬁn. ber of
Efos(oiggh 'P%% [0(5‘02@%" @ AU RPETBYRIPRGFALY 13T A Eener o
BbmohNer stbragenmits eancmgaurrﬁm oﬁﬁﬂpl&%ﬁlﬁnsléﬁd brocdbsscdecurring

exchange betwe utjn Vi ces nd systens.  These
S Bca Y SR GREBSNIhEY (mBhe TBF PHSRRL TUENtON ey apply
fon&® reiirofrientC Afth Gsepled’ @gfputéddand cllent computers deployed in a
network environment, having remote or local storage. The present invention may
also apply to a standalone computing device, having programming language

functionality, interpretation and execution capabilities.
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di sk storage for files. Distributed conputing takes
advant age of network connectivity, allowng clients to

wo ewensges t heir coll ective power to benefit theCEOS100€009900

enterpri se. Inthis regard, a variety of devices may
pIi .' ns, . obj ect r resources_that may
ARY TBfbeR ool 5o FrlitbS 2RETHR Bt remauet fesourase and
s&rensemtbyl dwmtemhaﬁgu bbtWé‘drﬁdorﬁb@mfg g6viBeP AINiNSfsPIms. These
041 row schemati c di agram of an
L%% a gf e evpiawece! 'etﬂﬁ'ﬁatl%g:ache storage, and

stlstolfa@émfor Tl%;% di Bhfrl&@&%oﬁ%ﬂh%'t@ﬂe@né/d\faﬁ%gﬂ%mof network

conprj. ses utin cts 10a etc
EIBaN g aliyibe clers lsveiage tnqmp"em&\mopovmrd@ beggt the entire

ditesriseP] I &his r@@é&dcﬁ%ﬁé@eof%@ﬁé@ﬁay IS%\J} ec{%ﬁrca%sa objects or

stores, programmbl e |ogic,
©SAiIces éhagidnay brierast to lﬁ@“@z@tﬁétﬂﬁeﬂﬂlﬁﬁm@‘r tashnigees @é:i;he present

PvEktioRSoRSed p%lpqs,y(gszj &g,ﬁ%% 3 players, televisions,

personal conpufe h obj ect can communi cate
wi {004hot frig- %aroy@eswsmmasm diggraopfimam exernplans networked or

&%\6{%& zcém s angﬂ%gnt{myTI’]é %&tﬁbﬁt%gp{sg%ﬁ @rﬁ% Veine{gonment

conput1 ng o Jec uti1 ng devices
mmriseesccmputhe @yswte mCtarf 1Bbg eth andncapdingaolgectai drhdevices

t vent | object 10 or 110
R, P 8, LEGR iles ST ot fe. AR, ot
&tortelseprtqgtmnmblet legicnetgu eheadbjddie mayesendrisepeRiidrisost thesame

hi cs, pi 004 It can al so be
rsFER A AR P EBpE db Rl sirR, s pitystErlp b, personal
drumspl : hmd’sge’;cﬁ@dteobjéamtddﬁgndﬁ&ét@&gﬂcﬂarﬁt{th%rl@oje&m’ﬁwh ay of the
al t hou e Vi ron epj.cted ma
AR 155 BB bdimatl ey IRBlscaorinretather sasmputing
d»tt}edﬁ@ﬁb}boﬁmﬁb a:re)hcéﬁdhéthﬁo‘ﬂ&d%bﬁﬂies%\/thé%%ﬁ{ ofTPbg 2. In
or. described conpris

| t t be d
FPFplice o G Fonact blbe TRiaBior GPRABIEct 55 87114 6RY, cagtn an

éiﬁpﬂ&ﬁrdﬁ, et Cmigh Ofdgiaste tRd] R@iehtiaidh ascHnfuRls! %FQﬁe present
j.ects and the |ike. 0043] There are a variety

'BYe’g'?gtf‘érﬁﬁJSt%ﬂFﬁBH@ﬁtpéoel'ﬁ )}-networ k confi gurations
t hEUO42]Jppﬂréarﬂbl‘@,brbé)'éb?r‘éc%%@{-ﬁdt"éﬁh SINSEL %ﬂeﬁrgssﬂ(ﬁprmay be

exanpl e, uting sys connect ed toget
hept P@mn%hefr ccamnalélr@sée\é%ﬂ@n@ 119 1 Ousl attboughr ke physical

MvitBheRi Sbpichidt ﬁ%é/ngﬁﬂwrtﬁ cio%‘n(e&t%ﬂt héf\\ll\%l Cﬁ% &gm Zkgrs such

net wor ks are cou nt er net
ilusdration lsa@ﬁredmemreplam ang melmyalpehenvbonmentmap uﬂ!temngtlvely be

d@gﬂzt&f‘ COHREZBMed ™M |smgt rv%ﬂBuQ e&l@ﬁ%l K %ie{ngig 44Lu<!h O Bbas,

twor ki ng envi ronme
telievisionat MP3eplayerk, ehcarwﬁwate nimacta amatasma;ermaeh COM objects
%@Qﬁ%flﬁea uni que protocol such as Power |ine, data
W'reless and wired), voice (e.g., telephone) and
enf0f48Hhi n'lﬁbere rezeli a. Vilosty rodmsystemsy od:ordmvnarﬁs sudh naswvork

clon Jrafg ons SSU%BgI"[aé)I& Ibl?t compu\flng environments. For example,
computing systems may be connected together by wireline or wireless systems,
by local networks or widely distributed networks. Currently, many of the networks
are coupled to the Internet, which provides the infrastructure for widely distributed

computing and encompasses many different networks.
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use power line for connectivity. Data Services may
enter the hone as broadband (e.g., either DSL or Cable

woraer}sead are accessible within the hone usiPOI/E5100€009900

wireless (e.g., HomeRF or 802.1 1b) or wired (e.qg.
Honme PNA, Cat 5 even_ power Ilnel connectivity. Voi ce
tr $98443 nﬁyh@rﬁ'@emetw%lrrgoﬂ@nr@mrﬁe@ drergiara it (easy fourigparate

RetwBFk {4 sggﬁsfﬁe i8 tFat m béchE‘&Htﬁ)?t)a ﬁﬂﬂlug‘?ﬁo@gol such as Power

distr nth e one ng
ey eiraltfau(mfb m/ll'f?’ré%ﬁl andrayirashit é;lié He- ghoﬁ@tep@pnh)e rand renderéginment
[
TRUE!  \bSt RomeRnfrofBovibes L 68 UGt Sl ¥ ol okl may
esepoierdingdodicqinestivityntléate ciendecesmay entsr dlse bomiedfs broadband
{)gegﬂé%ltﬁi Vbt%E é%leortnohgﬁ'ﬂ?%naeé :%&e?é\ﬁl’gr\?/gﬁﬁ%ﬁ f%me using
ge as’protoco may be

eititee wdretese de.g@d HcomélaFrmraﬁznnb) aneired feag., MayneBNA, Cat 5, even

SAGEIRY Lob ey Yol Bt e, el Bt Hop pE P o 0-
€8 jagavirehsbst (e an el ghonas)ainddaagbe drwlmmwwqhnenhé Yiome using

f t d
ERbs Btk o REa TR Mgt s enfeta® bpmet g ol Satdhte or
calde and 'mgpi@amebllsﬂmu;te{oﬁﬂltli% halhnte usiritt €daxidl ‘cableMTBEEY1394 and
C on o ne

ers to the co rk n ate s that
BV fiesmise iy proGlnt oGt S o e Hevices: Al of
iHebé TR drfirbihrAerts arifl otﬁ@fépﬂhbﬁ mayeémarglél a9 proté&dd Istindards
is an acronym for "Transport

P b DIer TV EFIeAce TPiTD gPaRFAneFABH| ek PRorBaFieddo the outside

WBAE bl R Fnd ¥ mrpéh&?%g\vamw 6ﬁdj|byardte8§dur@ég 84st for the
renote conputer net wor ks i nt erconnect ed by npu ers

siReaget aeyiraRSISPIRN 1Y daten tadd grosequantlyy mewingsierward ocomputing
HéVl@ésa%ll &}BQUI%‘&We?yS' Bf QUrBREHRN BURINt LAE aNCSIREKS -of the data

Because of such w'de-spread information sharing,
POeBesingRiPAbks such as the Internet have thus far

de@gqﬁgl Y TRECHHE el b ABnIABRrs 45 R {deohl O networks and

ers can design so e application
gateveysithay utlizedha TICRAE @fiterdprdaeolarwizieh aiecesl- known in the art

66 S&M Lﬁérj yne‘f('/v% e R8P G g%es aak:?&l FJ?“STrathSOn Control

netvvor i nfras ure ena of netwo
Popiadotfyitersaceu Programc | ?éhe/Is‘emmrcarp@erdesmpeéras @r system of

e A O

ommgmtemspeﬂamum obtwdrking pnotbcmleltladteillowﬂhaess to imteract and share

BRoaer Heertof geBrorkt PBoRisar e i to5Rt g pdich naring,
nfote Getivdils Qurtfht aethephiegia lavd trusdhi @”ﬁeraﬂry%\mﬁed into an open

utili zes th uest ed service w_t hout VI n

SR OB HGREISAP R 451001 SY MBS b iR o, RgrTorming
shsigtieed bpératibsebil serlibed esbé@ily S@hystreatietvr. ect ur e
partlcul arl}dlﬁa networked system. a client is us

46 ¢ SOMTE i BTN o anaPISou it of *nétwork
ﬁfp@bﬂg%@u@bﬂ agrb%ﬁlﬁier\?é?”@éér% p@eg or h?br‘q?&éﬁbﬁrtecthfést t'ﬁhe ‘client”

exanple of Fig. 2, conputers 110a, etc. can be
istromgAenef 2 6las$ pegiogp that uses the services of another class or group to

which it is not related. Thus, in computing, a client is a process, i.e., roughly a set
of instructions or tasks, that requests a service provided by another program. The
client process utilizes the requested service without having to “know” any working
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and conputer 10a, 10b, etc. can be thought of as the
server where server 10a, 10b, etc. mmintains the data

W0 b@b/11%1¢ hen replicated in the client conput ePGT/LIDAG/009900

110b, etc. [0047] A server is typically a renote
conput er system accessi ble over a renote network such
dafails aboyt dhpepthernrogiamener fheceayvicaaijsale abt i ecliept/gerver

éﬂchﬁéct&%”ﬁﬂﬁi%ﬁlaﬁy%t RetwoRded dyBRNS S WRENtRE QRS Mnﬁ%ter that
active in a second conputer systen1 connunlcatlng W t

arresarRsIPd GERYOT FRSAVAIAT RIAYIHOH §Y magihemcorputer e.g., a server.
if g:&?ﬁ‘ﬂl bfSFif ;@Uéo%%LLée%wJ'o%n@h od %t?%ﬁaﬁé P8BS of as clients

I en to t a vanta e
angf gomauﬁebﬁogaﬂ%retﬁgcamb@wmught efs asfthe serveeminere server 10a,

(R0 FLEI PRSI e SITINERRE 1AL oIE RIS 110
I't3setc. For exanpl e, Hypertext-Transfer Protocol (HITP)

> 16080 B8l BB {eindtS Sl G RS B0 b ver o
reptote netvaatll rseisis asubé lrtsrret. Uﬁ'heeahelaﬂ prBess;sumag bleoa:cauvenn a first
et Proto eSS i

btiite? Syith: B0 B sover P ites b HECTLYS o ahadtibfrfsputer
dysternetommunidtiie ssthcave brothef everesl obmrmmmtidnsvrﬁé@adn, thus

Resour c to ddr ess exa tion
Do BBty g B o S e fake Svantage
Whéurﬁ@dnaduontgsmw@rlngamba@nweswrtn@eemv be COUD' ed to
one_an ther VI a TCP/|I P connectijons fii%r hi g

co catqi§At 3o A6]verneRMMpnigates Wity o8er QP% eanut"'¥'ng the
RINBIHEHATY pPfider 9 da Oproticdt NayRint € of NMiahiiere nﬁypewthraqsfer

server i'n_conmuni cation with client conmputers via

Reatogsd kA BIR) isiah comMER Rratocp Bakist Uﬁeﬁ\)@rﬂoﬁbﬂcﬁ‘@ywﬁ@ e orld
Wi WA IWW O Goieliyahl confbultiREnoAf adBEYELEScHL 88 a Universal

10b, etc. are interconnected via a communi cati ons

Resawse Lecaion@RLAer @R Inggne EretocoliP) wasressis Hesrio, idenily the

{ t {
et Sttt YRS 10 Gl 5 e o

8%1ahUnriversalpBesatte: L@cﬁfpma@q*resmaﬁdh@k@mpl@npgmmumctaﬂpn can be
. 1 (0] I
Gl oy b SRS AR ARERm i, B REIF TG Efent SHE LefiRr may
be coodalad e to phet lapofees et TGRARt iconnedtionss fohubigh-capacity
éon;ng lﬁé ed that the present invention may apply to
?{9 Eﬁs l?ng device in connection with which it is
de§0049}| e Thasprrogelsillustraiee an exentearys aewoekerbrdredistributed
froma tgust d_saqurce. PO OLWI n%g netﬁﬁ)”ﬁ' eri ronr{ent .
PRVIRRRMER WA cawﬁﬁ?{?&d GRUTHEIREP I/ BIS TNt SCqpers via a
hétiverkiets, i wmmaapjresertthwwemma/ B enmivyed. \Mbnore detall a
servers_w th which the é‘;l lents 110a, 110b, 110c
c

RYpker of Seryes p F-a ARyN calingiedeliaof W{BWH”'C*"“O”S
REtAORGBUSS 15 UGRicASMAL T)B a SAN, VAN Ghiremet ahe On&Rhste es, with a

r?tljrlnggrt dc’f clllérgt or?gmote computing devices 110a, 110b, 110c, 110d, 110e, etc.,

such as a portable computer, handheld computer, thin client, networked
appliance, or other device, such as a VCR, TV, oven, light, heater and the like in
accordance with the present invention. It is thus contemplated that the present
invention may apply to any computing device in connection with which it is

desirable to process, store or render secure content from a trusted source.
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may be characteristic of a distributed conputing
envi ronnent. Communi cations nay be wired or wreless,

wob@se1ssppropriate. Cient devices 110 may or PEl/USIING/009900

communi cat e via conmuni cati ons network/bus 14, and nay

have | ndependent conmuni cat i ons associ at ed therewith.
Fol0050] np 2 netwvenkeeryierment in Whichtheeammypigationsaipteprk/bus

mibé tHQtlntQFne@ fB?EX‘é?ﬁEI@dth@%%ﬁFérs 4o ctah%e%brs%lrvetré‘ Wtﬁ%hlch the

| T ent comput er and server conmput er may

@@m%b‘e@a Wit0h, \1/&% ddgdaﬂ)iﬂe (2 |Qﬂmrpw@gatsmlw@wcé§ @umber of
RIVAE brogdedps 8ich %tﬁ*r@n%%%ré’% Rhy afotSsvé QsY, &%h&uﬁo as

types of storage elenments or objects, across wh
mav@g eheyadierisficopfeal distriquéedvapohuting endrang)ensf Gammgnications

' T
R SEERYS) P% i BEplatel Ml LRGB! 36y or may o
mmmuonnabntnahmmmgmcamm neiwnﬂmlm@r 44, 20¢, mayl Glaye éndependent

(AR e AR B IO B g v o vr

thieeg magyori mag natbe \ai mehwoikledraspem’rmuhercxanmomerebiomach client

ﬁ%?téﬁ%‘ﬁ% ngﬁ‘?ta%]&zﬁfgvg gﬁ&%g%l l‘83§%§f %%tseaqk&gos eﬁ \%ﬁ\ v%rhcng application
pretent imuglufesvort abjddtg 138 and wtrnta;miaetagsrmraccé&\@o \?emibus types

o grae Siptmei Ob Phieih ecosh fichi TR e bRy UpiEal O to which
Mbrﬂ@ﬁ(s) of ﬁle‘saha?;@et dm/t(ihllgadeii ?ldﬁ’{l@fgtzsﬂj! gihus) tHeupidseRidingention
ital conten s

to pe
6@%’?‘? Pﬁpfﬁeédn @rcqr%qtgrt A TSRS A T b?v'”fﬂJﬁg?{‘ttS’QfT}Pg'ters 110a,

{f0LS1 &t 0tHRY daRCadtees .andUmiertsiewith endemputdiendliveiidils 14 and
content 32 with the aid of an appropriate rende

BRIVeIceoBRtRrad0a i efcpingyapay tnigrec v dipat CO@PH%V%H 103,

P OLEROBAH ohRITRIEUREs 341 Ghd bBRbh&E20 [ 0052] Typical ly,
a content owner or devel oper or distributor

angqaspent {RM)Queiiiew' ) di stributing such digital
co 3 t t
o TR P18 Sud STl n AR S, JoRl ey ()
@mtamf@rqelmnt tish blgbb’rﬁ@ﬂfﬁb@zn |0§nn@ntloneutfsdlglt@lm0@@erit P2aguch as
ﬁg@ﬁ\%@ﬂ) %@?Qrdegoﬂlgﬁﬁa’tgﬁl ﬂrrglt%lhgatgoal ﬁé‘ltmglltlﬁ%dbplgt@rwhere

to restrict
suchddigital icooteinh §2 4%1tchbe distrinnted3or tanilsarlt&éecd)itmauser Uppn being
[ I

{é@é. gﬁr@ thglu'%% aoﬁ‘{‘.{cﬂ @%F Péh‘a‘ﬁgsdth% @b‘taﬂ co?l%rhtt ﬁ?tﬁe 2 %f an
amlrbma’tetrendénrtg devicosligh @s a nuaslia zpiayet yqest dfspiwehle‘ie on a
onl n.a e e of rendering platform only by
%ergérpeﬁgpwpyﬁéaoqrt %@? etc.[0053] However, and as was
se0052]t h Tgpivalty, afcbatentliosner loutdevslobas ooa;tnsmbmdr (lsareinafter

tribytor .has ver le.,if .any. control, ove
Qs ossioN gt et B Wigfiey foumst) Whatihe yger can
66 With eutie distrivited HigBalGon®nbBR) Grrat Ida3t BRs Qe tﬁa‘ghé abntent 32 is
content .32, where such control %%¥f|eXI Ie an

ordsriedls ’bé,ltem,lrt AR MANLLt- &Srample, the content distributor

may wish to restrict the user from copying and re-distributing such content 32 to a

second user, or may wish to allow distributed digital content 32 to be rendered
only a limited number of times, only for a certain total time, only on a certain type
of machine, only on a certain type of rendering platform, only by a certain type of

user, etc.
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of such digital content. Typically, to protect the
content 32, such content 32 is encrypted with a

W@ 0vER1I1€ encryption / decryption key (KD), (PCEUS2006/009900

(KD(CONTENT))), and is packaged with other information

rel evant to the content 32 in a(gtckage 33. [0054] The
t r [Q953h o s SIPWRVESY 8PEnABoWES | $8ls fdiyiaboven @fleF gistribution has

gtaliieal sG@NEisiibud? He8 VERERKIE Y7 &y tRAR o§éWt‘P|e| d@%ﬂ%@ntent 32.

rul es that nmust be satisfied before suc

BoiGAystan 40 Taan, Slies fhs asairplREnger g ot apaiormg of dgia
Qﬁ\éérﬁ?tesﬁ%vﬁéfre autls eesmra?ugc hei.me iCdfinbBe tgﬂmgl Jb%kéfﬁ Qistributor

af orenentlone npora reqU|renEnt
ehﬁmbn diditali qomtenta medlm tol protass ghe eonteet a&caummcontent 32is

af "ﬁgfﬂﬁ t e u
n‘%ﬁt?ng\lylgtva %[ﬁér ?ﬁﬁ?é? " pé'/PPTB |ye b (e,
(Kﬁ(@@h’%&f@'@)&b laad s peslaged r\mtlnmthammézrmasqu irelevant to the content
er w t be possess. Such license 36 al so

?%Q\%gée‘é&bﬁe@ééecrypti on key (KD) for decrypting the

di §0a5] cdihednist-BasedBivhaysserardtr slioivsdch distrinuthrngg digitahicontent
decryp | e by the use sco uting_device, 34. .

$8 20, e st s e OEnRE Gl R RS 0 S S bR PR sy el
thrdentszy lsSaolllommsﬂ ubi Uegredlewecleby?é cbi?l\duﬁi?]g davide Bh&)ftés asérs Such

onputin evi s the, correspondi n
[TBerueR S5 pieg the GRrTobed GoRBp FRlBaIeTt anttmay be
ém%dﬁ@a ewithn{ aQﬁél}al Tub@nwaﬁ esd ddc@hémtbehbwnéf@rr wa:aasey 86 that

&9 di content 32 nust trust tp t he use
aéer%ecemw'nq devicR B h%remt@g, aﬁH*&h terms are

rn@éiehdr@@aalbmrﬂé&%lﬁcuﬁ@td%e§%dm.r@caﬂﬁ&mseqm bbrbofsB@ss Such
|icense 36, i.e. the digital content 32 w

lirense 3§ eizqiinglides §hq H@Cf Y m%’skea/n@fq éﬁb@?‘@ﬁ@ﬁ@s’fhﬁﬁgﬁ% content
8h epérhé;%‘ §ﬁcr?§te€ré’co%?dlh§fté @y H&fr%t@@l'ey by Hbe User‘é“@oraputlng

user devi ce I S pr0VI trust
@%‘ﬂ‘iﬁbﬁé ntASOse%ehEm Smsgeh eRayPing kexmﬁ a rpelhlﬂré Key lgé the user’s

bR FATESH (P O ers ChiBul 4y 4P B8 Bmey has
tﬂieg:orraspmn@mve@@ ke (P Ry16) &l wéicholP U- ﬁéKla)s)enay P©0s@)pted.
Th st C : [ I
IhSpd ! g GPRIRTT ARl 1 £ Bk B gl LR, st s
thal ithg usenvs cogputieg Idegicasdd mill ebldanbly e wilee repTat sequitements

[ d r
FRTheTY il AEleR e e BrPET e TR i el fgontent a2
wdzlqu:eswl negdersaelrudie&s thieeruleisgdrtd Itequrrernel&hs wilten itiez| liestsed36 are
| o t he manner ,
Saified, 8RR Mo, T dar' SoRPuTRE IR ke M R0 (Ropn @
#@stﬁ@ cbn}cpshﬁndt omntdcaar:cﬁkﬂns&&sgrwh Va0 riobcandsr thet digite content 32
W shes of 't r of t i,gital. content 3 . .
1020 arsricing To SBE oarBe RS o binaRedoPhes s aspadeied wit
ﬁh@dﬁ@?ﬂCéM@hﬂ[ﬂeﬁndﬁb?d!‘n@dmﬁ]tthé)as@rm eto egSl ly alter
[us e n or an se, ari ous or

ot TOhsE so TREdBT AampRbait PSP GROCRas Bauenie valgiios 40 that
éél@rrﬁlﬁélér”\m@éfﬁért ghé NiceRse | 3 @9SwIlid, reviews the license rules and
requirements in such valid license 36, and determines based on the reviewed
license rules and requirements whether the requesting user has the right to render
the requested digital content 32 in the manner sought, among other things. As
should be understood, the license evaluator 40 is trusted in the RM system 30 to
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36 m ght specify whether the user has rights to render
the digital content 32 based on any of several

w0 20601516 | ncl udi ng who the user is, where thePCBEES2006009900

| ocat ed, what type of conputing device the user is

0 B e AR MBS B e rus

arqd muaed]eh&qwtrﬁ@misé 38l ahdrend uﬁ%ﬁsu@@]dﬂ% doldid e 4§ alter
%r} %c£6 to a pre-determ ned nunber of renderings,

?'@P‘ﬁf‘hfé’a ang RHIOSAgefARRLS aratheswifsl e. Thus,
t h f0057YSt ¢ Wﬂ@ﬂhdé&d&}gt@ﬁ%é &hd &S Fre{y%gt} ilﬁlstﬂé Kicense

42 on the conputing device such cl oc
%‘? BUg saecityuhetbeilBr user Rasrighds tp wedar bedigisk cantenhii based

6R3AYlor RRvERIMPRAGE, Wiy who Y8E' fslarnls Wrehd %% ggé’r is located,

overcome a tenporal restrictron o i cense
Wb@tstypemfecqmmué@g dayicectgi vsarda tusingayheé repdaringi agplication is
d HRERRF si@tefh‘:@@r ﬁ'|en8atre Eﬁn%o%rté)prlhaéo%ld %nQHgggles and
syntax. For exal an uageé
sqqgu:emyntat ofr th@utl@esnsanaG vaawélmlt ttw hmmse &@ team |mé4detérm|ned

KGNS 12t BB B UGS, % o

tsusteqbtcompﬁn@m% gregatesd ibhafer)(o artledk B an the. comggutiig)device

0 p Ilceneev u r,.40 determ ni ng that
Hio M uah QB2 i PSR SHEh PR 4Rl e s SapyTpiodt 42 that
d:ehmot bé ¢amperdd vetby @set B drheff@t o ovidh€ortle @i tbalporal restriction

nltent %é can then be rendered. In particular, to

eehbc&ns? content 32, the decryption key (KD) is

ob{e058pd fThenutdzeahd Q@QSlﬁarﬁ@thWﬂay De2Bpédifst P the license 36
é D; ENT) ) fromgaZF cont ent packae33toresu|t in
460dIRg (2, ANK GRPEMYate,lengHROY AR SUPRRT Rrp@RtPIg ihedanguage

B Rirhply fspetir Qﬁﬂﬁ.ﬁ@ﬁ ands/afRk ther MusPbe \satistdie(DAFERS Rt be
36 WlthP{yr?Q)) in effect authorizes an entltyln

Iptes ey Qrpﬁat)re%rea&eeégrfqrmﬁcarﬂi flRlionsyadserding to a
éﬁé@m@e@bﬁ&t(lﬁ@ma@rmbeﬂwaﬁ%%@md0 SUEd). (KD)

presum ng of course that the enti téﬁ%bl des al |
co58] on¥rgs thatlicepse HEV?WaEQﬁeAfQ de @mthqtdbed]cem &6 is

vdtatary tHef ?ﬁ@ ®isePd séﬁ@?l'eg aht Wul‘e? Céﬁqd F‘e@uﬁ’emegfst fHereln Sthe digital

SI nature for authentication tron purp
i e carv iy be gengderst. dlrgparapulabrtgtneuderstmcwntanst 32, the

cgfpeﬁoﬁf g{,ﬁ[ﬁl |sco(%t§|% 3ol ¥né! fn gvg? gﬁ{ﬂ B applied to

re for au henti cati on i on
(FR{EONTENT, %sfrgmoihlledzdm@m mavskag&s&&tm seglitgn ttiae asiughaoniest 32,

mythg%tcﬁ%né%tgﬁttféjlsb[ﬁgﬁ ﬂ1 fAdt rae tre%t /%e%egt l?@n 68\53 itfé%ﬁtf:ense

or fromasymTe Icri
aﬂwntpl EWBE( Ppl'é)floreﬁfe@ adingizesrdn ehtifyamhpossesbien of (PR-C) to
to which the s ature i s att cheda

SRR BRI RB Y Bebhicfie sPfieht H By PresiePbitald s BhL<o),
megrraihgrcﬁ cosirseathiat ahednbity afipey bpalit benditrmenss kety fdrhoim the
Ihe ‘ﬁ%r of asymetric keys or the integrity key,

'or exanpl e by
[0060] Note that a license 36 typically includes a digital signature for

authentication / validation purposes. Likewise, other forms of digital constructs
such as a piece of digital content 32 may also have such a digital signature for
authentication / validation purposes. As should be known, such a digital signature

may be constructed based on a first key from a pair of asymmetric keys or from a
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decrypting the encrypted hash and conparing the
decrypted hash to another hash of the underlying data

W 2006hisshe t he signature is attached. |If the haR¢EES2006/009900

match, it can be presuned that the underlying data has
not bee red and the erl construct
Dtmatie il BeyJBY Aol Y perteBineapope sat Rfhash on the

eryddr@mg%tmb hwHAEH trreomg»ﬁatard s CR128Red BNAthém @nbﬁybﬁhd Bt hash
is not authenticate stem for Receiving

BRI K6 SUPBIRREST NP (SORENTE [EoRIGHES BY qAF0ang epeRaRg Key
ﬁ@m fre Eé.g ofdasyrdpt q{@yé“orf fHe frﬁég?g%'old&?d%ggmhﬁﬁdékdﬁgple by

ti medi a content 32 i S shown. e evid

_@%vaptgx,g_sth@ enapied ignand oamaying ie decryeied hasaite Agothar hash
bfnﬂPlléturr%{bﬂglﬁb d%PéT’R)r Wﬁlbﬂ @hé@ighéﬂlr@ |§étfa%€8 f th@HéshEF%a%h it

content 3 such for exarrp a tel evision si
canbe ar%umddhatrihelundfﬁ@mg daiadas nthmaltergd@nd\m undgylying

§dr%'hpum fh%n?f@bé @éﬁ%ehﬁﬂﬁérﬁlcgfégler Tgﬂeéd%/ $hIRRA §y§%rtnh§t%vnl not
departing fromthe spirit an f the pre
honar@t license PO 06 e like thaids sytsatéhemm:atadhe af or errentl oned

sgagin 13t RB8LViAS RE Nt SitediEa Ml cAnddiapeo! 1 s

T CIT ey e any appropriate
r e¢@061dr v'ﬁurrtnogltncdeﬂarlﬁgng fa eptstetme4épﬁor|recem|dgsampe1andlmg

PG B 7 5 RhOBR. R Becrte BicRciliem 44 1o

Ewmcmaayr‘[sllmed tfie haediizigv an lﬂ@tnﬁgnfhec(ﬂnpﬂmmg]m@mjle Osﬁl@lams of

bei dev
FOBETRrAR FopIeg1 2 eI & 1 S F LFIGHSPhd A o, mult-
Glﬁm"e\ef @letrfou;drh <HotW$VQt ngbl? HNIDI@@S)‘ESWQ 44rmlay1 @Is@gwandle other input
of conte ere

eri
ERRE B erpie m R P e ssePe o 1 ReseiRnien
t ugess2pne 19thd fietamll] pleaafsrerramBnad inful digfadsdrovided by the
content 32 framthe |ngut Si qnal and forwards same for

fligtrioHir fﬁp@@égg,arp@heq AC RIAPEEIGH, 46 WEicTe CRAN OF ARY FPPEaPriate
feRelVBF WAhaLNdepi@ng URRE the rHN &id cesdert 192 prdert finvention,

necessary convert such stream 32 froma native format
PESHMING A EOWBE SUSRERGRIYE $asy PRTRIMSt et WBptignsozatsferth dierein.

FQP@@mpﬁé %Vn*e%b%ﬁ‘% A Be UthwQétlotn'an%b%t RE&PerOfUDCR)

mul t1 medi a cont ent In the input si

amh mlsm@m\&ppadﬁ@rﬂewm ﬁgilmtabaable %ﬁ‘dﬁloﬁﬂﬁ@éhﬂ forward
é%‘r‘ furhetbi ghalrbrbf:‘&s'ir{ﬂ%kluﬁlng%h %{‘irgq‘igf cérﬁ&ntrﬁfﬁie\‘éh As

decr pts s st ream’i enc re-encry
mmé?el appaecrtatﬁdethetrhaelvw 46 upen b@ng fsorqdnmandmirfemdepae lof the

AR sREaME’S %umﬁ'ﬁeﬁk/amégntfenﬁ 35t ”Ehéf.HB&t Slﬁnéiré{rﬁ’é e8hwards
agalrn in a manner at w | e se fot
saheifor fuehemnprotessing. ah Iaddmdni thealeosiger wemecm ewardting the

Bl S BoBls 221 By B0 SOt Py 2 fohf & nave

fmneemta fsﬁnasmom amemblafdresut:bﬂhﬂwerpobcxabsmgut ed in an

E{)@éﬁ ﬁ\gsrp% cgogy]p o‘@éh‘? ldrsflf g@go%ams of r%ulhnﬁeda a content

32 in the input signal may or may not be encrypted. Upon tuning a particular

stream of content 32 within the input signal, then, the receiver 46 decrypts such
stream if encrypted and re-encrypts same in a manner that will be set forth in
more detail below, or merely encrypts the stream if not encrypted, again in a

manner that will be set forth in more detail below. As was alluded to above, the
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the encrypted stream of content 32 fromthe receiver
46 and further process sane. Presumably, the nedia

WGeywbanmedd conmanded the receiver 46 to tune tPEI/US2006/009900

particul ar stream of content 32 from wi thin the input
si gnal , perhaps upon receivin corres ondi ng conmand
WSW%%@@FWP thaslygam ef grﬁ?r gt esuringtthalibe seam
ﬁomPfd)té@ad be 'Fhﬂbt itigd el Qifhé‘dntérﬁltU'BQe% Wok ha%‘ilable to be
departing fromthe spirit and scope of the present
Teﬁ*\ﬁé’mut in g uRpigteetRddoMupon recei ving the stream of
co 3%.f I Ve, t |
ot DI A SR LhORn 15 TR 4 o R SRR RS PHBY IR (P receive
thet enasypied sigane ofl @onieg! 3@ ﬁ@mrthsmaivat dbyanst funfen process
r r
ST, PSR e Kol SRRER U ROnfnaich, AL LFAR < 4e bthe the
nmtlwlautspraamdefu@@gem u3:21 fecgn oméﬁlrmrthanmeumsrgrlad)r serﬁaps upon
6 ' 0
85?7!}9}90% cér"‘e%%éwlas e d ng% Eé‘%?g e}fl'ﬁ%yé&'&lﬁ ay[/b g&lrecnated
fﬁm sucht s corathahdmnay bdn mltrmti ly ethet sonrds wnmmmaﬁanorg from the
on trusted onent 38 ense
SO Biobacet p @PedelEinva T “Af P ERE Hnel regplyfE RS stream
ofebdéntem 8% fa)rwahélreuélaér ssre@mr%ad ia tsiraenmeds asteEst KIMSGn an
render ccor

B oREs i ae eishond des Ml R! ARG Sndtiing o Bther mrmestitely or
rasd)mbeulnwvdeléycqmbrngirwemﬁgwaf ERCERIe 325 tHeemddRsystem 48
\ggt ed and render ed onl in if such |icense 36 so

APRIRPrRES BIOPRIE 18 ORE himqrePUiRtk)JEYISES PP @S qne gfamore
Hﬂoﬁi@é]‘§%23§pedN@F§54 hterl dispay4 0B, aRd theli@NCr ypt ed stream

32 is stored at least tenp orar|I on_ the éfll‘st) medi a
sy $9Q65] 48 Ingsmuchyag H’@r@@'fednﬁﬁﬁaﬁh 2y {pec Myprgmf__edt@rm the
%ekhﬁfstérﬁ%om@md%q?m &“ﬁioﬁﬁht@SSJCWag GRO8U4BE component 38,

her eb However, 1 nasnuch the streamis encrypted
M%S@l@yagws\t%tﬂoe a@ﬁl 90%6&0&5@3 3.0 ThHe Vparerpide\deg agpriticular
LRas49 &@HF‘@S g'gnde?s téaﬁga tb%ttoﬁjé/ fi ééctorﬁ'ﬁﬁz'eawlth a
system 4 cense | oyed

gy@spgndmgmge@ggﬁémsmlll t[eosrﬁe‘prtmgw gmﬁmd@tajlebelow Accordmgly,

Y A e
gltmpise chnslt witlarth@ Zantent H@ys(éﬁ@nsbtnfedhamsighet kendg, 36. Note that

BRSHU, 84S SnbivbRly AR 3SR B ool ot A ectanso

meblal $ystams @836 asertthedof mayhie theargnmbpyesdinge &y shetied Gecond)
econd .nedi a

f act l.oyed, by th t 8 .
SRl 6 T PR 1RO HEVGaes dhayBieh Hpri Nt gom s
drairmtéd laau @eclypranlin bn@tacngrdlngcterthe liBetps 363 rmﬂtiSaér?mh ahs the
ecel V was S ort
B 54 i< fied g "Be Bpbiiadnsdotnde. budl iESHeyBh @) ot be
&mplobéd Bglﬁ%iéeﬁid)nﬂfﬁnécﬁé‘r% stéma@mands from the nedi a
system4 to tune in different digital str amsB

*h0aRbut Ast iedle o opisiead, ey 4 My deshegeerdpe! o fist

media system 48 can issue a sub-license 36 for the copied stream 32 to the
second media system 48, presuming the first media system 48 is in fact capable
of doing so and the license 36 so allows. If so, the sub-license 36 as tied to the
second media system 48 can in fact be employed by the second media system 48

to render the stream 32, as will be set forth in more detail below.
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on the order of as nuch as once every one-half to one
second, especially if a user of the nedia system48 is

w0 pooefifssed ski nm ng through or '"surfing severBCT/US2006/009900

streans 32. However, each newly tuned stream 32
reqw res a rllew correspondl n Ilcense 36 Wi th a new

48 |
.b@e¢xn¢gtesih@ fQﬁ‘Fé@ §@m@@ﬁﬂgimn{l Gb%sme%vﬁe«s@m 48 tq &ne in
Hlﬁe%t Héleéyu‘e%r%dﬁ h?Fn l‘Fl@r?r%Jt Winianen %bfﬁii‘lyriéﬁj‘blhrl 6&dls %erhaps

and end| ng sane fromthe recelver 46
QlyﬂteewﬁﬂlBOf@ﬁmb@h gaionee Byer ONSHRE 1o e5pEeFend, @swcmlh/ef a user

%an @?'}ggdégyéc}érrp@é 2 hhesect QﬁMﬁ§ tr?ﬁgét?’?f(%grﬂ?ﬁg@\%irtél streams

udes a“digital signhature,
B2k tloyvereamn eath hewtyipioed stieamai2 tequiresa eiewegordspoading license

€ 0
SRR L5 S LI, PRGBS E0udo S ot
byld’re reeeigev4d ahd dehwe‘raatfroﬂrhfne recriversitr todhe Jiedid byseinsds just
cia i f t reguency of such commands is
gr%ﬂge,&f%@@t ?t@gg g'tn g% is the case for the
af Qomm |I—{mmsi/es,ut fsi mgoesappraclamnl thahcmstmcahgs euch new license

tru he recei not. pr ovi
i BRScBpebo e Lpg e et Bhis oo nBle sgnge aute
B@@@ﬁ&‘ﬁﬁe’ eIs(peC@mgBtfﬁh@ticeﬂsefB@ ib cletxiied Sﬁcludeﬁﬁncrypted elements,
edi ti Qs manner pi cal  user

a rate, .a.
Bihidan aicie s el e e o his, el anouin xecer at the
R8ivet 16 Bh dnifetr dREasEs naRdicBhes 86 tFeda inewnotuiel Stream
than a second or two after the conmand has been

P3svery. fipedbe mediampipm CREMANIRCSUCEIEFFUFT 6N fagkiyne such

SREHIR (325 ETHls 3 BEPEdiAINCRKE T I8e BREHerdy Y @oﬁt&m% lsSon the
new y tuned. Instead, and in one enbodi ment of th

prdes oh BeGoRGEnts Brihetdree faicip Aiprementionad sufing é'tﬁ%im@s This is
ﬁoaé%*ﬁéé‘né!aﬁhﬁg .P{hesr&btv%m@ ¥ &0 IP6Vi@dd (Afﬁﬁué§p%€%ﬂ§/ Sighfficant

at woul d go into such a new |icense 36, and
ﬁ@updlr@yﬁp\ym 8 O1Rnbe eersiessary t@u@@hﬁ‘twtuwéhelme@saﬁﬁ én an

{ef(ﬁé%lit%gs %aﬁn'%?b éﬁ%ﬁ#{\‘&% 4 ﬁ/g‘l&ll GO&Sdd; én&ngg few! Eﬁf‘éam 32 be

I cense recelver esuna
tuined wawid @mﬂecbsucdbm@/ustrﬁqnmtbege@@ared anﬁanﬁesmd ln no more

)@@ncéqsécgpa%ﬁ vkc?g%tgr thg cE%%@%ﬁ%s@en%@sueﬂjOO7o]

recel mnes th
reciOﬂG%rrerlearM them, thbeestivaradh Bigely canmétnsendnatrieanlickhse 36

wi t.hi.n the, st 32 1 C
Pl iPe v Eh T okt o PR ahgf, o fogoimsnof the
Bl%sest ikvention pthesoeilver 4ﬁaarre|amsem‘td gemds lam atbsﬁrewaheﬂ or shortened
and therefo nt be set forth herein,in
B onceraiepu e isclih A A S sy MR SRS Gl LERSR A e the
m!& sysgam %W%%Zlvfwmch%q&tdm 32 lmstmai by the receiver
oyed without rtlng ro |r|tan

¢ e b Hrust sHen AR %Pngﬁi\‘ﬁ&i NG FEGRMPT 15 . PHsumably
@A ehd Qatof EORpElind poWergraster than that which is available to the receiver
46.

[0070] Presumably, the receiver 46 determines the requirements 47 for the
stream 32 from information 49 within the stream 32 itself. Determining such

requirements 47 from the information 49 in the stream 32 is known or should be
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distributed is periodically supplied with the
information 49 at a known interval and | ocati on.

WO 0@81)s6The requirements 47 as specified for aPCT/US2006/009900

particul ar stream 32 by the receiver 46 nmay of course
be any requirenents 47 w thout departltng fromthe
@

amarent tariide sleyant publigand theraiere Prge net B setrgsticlhgrein in any
lgﬁs.v%d 4daBrdify bR ¢ FRM G %&&%hm sikh 'r@q?lﬁrterﬁefht@@? trom the

her the stream 32 as stored in"the storage device
giceapi 32 My ve erppipyed yithew depasiing eml theespidéidand seerenof the
breket. fedhtor®Y Fof i y.t'rgayaocet the cGOPItRE HR '%‘{Pgarp 32 as
sub-1icensed to a sec la system 48. For exa
disicihutedde pyriediggily smpll%wﬁh ém%quma@gpwaa’t@elkr}owrun)erval and
l&“ngtyononce (CO, copy never (CN), and the like. [0072]

us, wWth the present invention, the receiver 46 need

notOde]t o Theeetuiraeentsf47i as spedifiecoios r particuler stoedm B&vby the

B T e

s;ﬁﬂﬂandesmpbsofﬁtﬁe q»femt mvientie@n sﬁy;ﬂﬁalkyathdmgh qthlecﬂelqwrements 47
tQ t ach tine

Ry SEieBRtnrevicnd e Tebf S22 80t i B Rot gt so of

éﬁfﬁﬁm&jlmgyﬂemlww @QllédTSg@mdeucl’Dﬁrstdla%te}m %Gﬁ@;@lm fact
reover, and a at e

or so. [007 a C
52 ARRIAE (DA SHUCT B BB ATSURAIRBH Ahe T RbrEat, such
5@0!))1? ﬁgmtfmaqf b& sthsehy @6py4ﬁeél§©@lF)1 @bp@sn&u(@@)ﬂ %apy\mtaher (CN),

3/ partlc ar format of the license 36 itself.

likgne point a new format is specified for the
l i ¢ 3GhusUih try prieniafderftibhy tHeere66I0EUG Gakgdot §o to the
t he i a_ system 48 and not the receiver 46. [0074]

lswrdpn of i éaGtiGegsirectingguch nqw ligansecith eyeryttime, seliregeber 46
ﬁ&NpoL‘&%sVé BQrﬂ@ulﬁF 5’[‘?@&% g% éﬁd)meté?w%rtéﬁ&?{/e\!r%fon"cﬁ thé h&JZuirements

a system4 t i onal recel ve streans

#7 @ﬁwSU@mécerzs@uiﬁ@égn b@: quiekly @r&aé%d ppd gent kdtheetedip system 48
SAARDE o P
| npu mépgé;]zﬁ%gHépﬁéAFggMnér]so%?EQ gngi © andfl*teﬁgsﬁ?ﬁgg%ndmg @
slmnge dndhe oaddr o(ﬁbnae ewaﬂeccwh@ SOnput signal s recei ved
dir Y, Qﬁ‘«g‘,? di
| néWc#és é\%] c%rﬁer a Ic‘ib\%are orﬁegge# &%?aé[ggatbg %gﬁéggﬂ éﬁly the
am.lsrennantshﬂ nanth @ot dlfle tlicensee 36i itsalf, 46e t receiweh 4@one@d tnot be
stre cel.V .
Bl B 2V pelticfish 26l SR RebSP b 8hAT Thug it Akom point
andew! fomud isr gEcifiedn ors éved Imensablﬁﬁevssm:lheo‘brmat need only be
shortened version ofreguirenents, 47 for. the stream 32
SO ARl §eTs Moyt BB cbt 6 o od by t he
Meqoer 43y s tStinrd@rrindetodsig 14) ¢ ig st @it Eﬁadtmwndodétéivmg mestream
the requirenents for, the str am32fr
A TP rSED 48 11 MoUReVSIenb ARG Sclonply fioepg sipams 32
ﬁ‘r@t“ﬁﬁ@ﬁ\@r %@ﬁﬂiggt eteSHUHiF SaINIS indifeétly. n@ucavahbakébarc‘eecmay for
c tream
g;(Jamplg comprise an NTSC input signal, an ATSC input signal, and the like. As
seen, for each of at least some input signals received directly, it may be the case
that the media system 48 includes either a hardware or software gateway 58 that
acts in the manner of the receiver 46 to both convert a stream 32 within the
received input signal to an encrypted format more amenable to the media system
48, and also to create and send an abbreviated or shortened version of
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[0075] In one enbodi nent of the present invention, the
requi renents 47 as provided for any particul ar stream

w@20bnowi@ny particul ar source are set forth i PCHUS2006/009900

common format. Accordingly, the nedia system 48 need
not . be concerned wth Ié‘ﬁ”l ple formats correspondi ng

teguiiemneRiseHt o8 Bif siEram pa iVl 8RR ft Ny "‘f%erfrﬁe%%ﬁ'ieated

byiHRThe 8B sybleth 49NMerL, fies w'a 58fcomild @tatrhivglide requirements
abbrevi at ed nature such t hat e requirenments 47 can

%fth@ efrgamndl &aey the "ﬁfpﬁﬂ%tiﬁ”t 4%&/1’[{1@ the sifeem #2 ﬂtﬁfélf or could

G @sesa/e?élﬂmeﬁﬁwé%n&m iR&t Raffdtsté BB SchArehik
qui ck% construct a license 36 therefrom [0076 For

exiPN5, dmane enmiodinedwf the piegentgnventiopnsthegequiteragnts 47 as
%@H"?ﬁgs S}Sé 9uIaF %ﬁaﬁgggq'f&n 'aﬂgﬁgﬁilngfér sBQr%e%‘?Q@Bpforth ina

r mat Into
epremgs fformeat. fA@ocmnglsrhtbefm@dldwstem 4@ head o befavhbemed with

@GE'P[ rmétsp %%%%égglﬁgspon dé*rent ;gﬁréeg % %népeerﬁt') dn%%n?gf the

val ue predet e
preseémteinpentione thaacomamme‘ntmeptr |etcﬂca rebatlvma/t alnmevxétetdhneature such

R HESRMEEPRE 58,3 aPHRR bl BEBRERL L o wn e
mepin pysbérecdl&; mmdl thes predid spstefod8tdam Bitevdsangdikiyandnsiaict a

trictions should be inposed on sane.
%ﬁ?&ﬁésgh ?%VlSlon - The stream 32 i s Macrovi si on

(V\W@r MFop rexaepie dandC@dRing nowhie Fig. elnt 32 swent thiabidn one

Weggg %ntgy\%%eogt?r%\}?b?g@ﬁégigem 1 ed b%galss\%%%ité %gl?ded into
@hgm@t bOpreafefinge Gblds e¢hb¥eld§ldré?d&Tr1eljJés9ronows :Cabl e
Labs Digital Cable - The stream 32 was delivered to a

Cabl e Labs UDCRAUEEEPY BFotagionAfeinod — Hiss Beld epapiaes qas-oit
Gbié ek 8redonas il YARRRSHIRLBARGo B ATBLIEPEIHIL A

(ATSC) format. |nput Device Meets Robusthness Rul es -
Anetection ashed ef @P&orrgse,%ldlrtgost@am 32-h8usthpentealgypiastion

RiHdds nfay iHEBHe B8f Seddt liffed &F eI VEr 46) nmeets the
robustness rules defined by the input copy protection

met hod. Copy DefNgOet No gepysprotestion { ts snesifigdifer thestreami32, and
té RWS?%%sﬁfcﬁ&?&éHd&m g& cffs%ef s e/ are not yet

nown fromt stream 3 t copy protectlon o
is to be applied. BriomdessMapravipidResThe stredmCinis ddacrovision

WA pRitkciby el d Ts
CGMS-A — The stream 32 contains CGMS-A content
protection as specified by IEC 61880 or EIA-608-B.
WSS - The stream 32 contains WSS protection as
specified by ITU-R BT 1119-1.
Cable Labs Digital Cable — The stream 32 was delivered to a
Cable Labs UDCR receiver 46.
ATSC - the stream 32 was delivered in the Advanced
Television Systems Committee (ATSC) format.
Input Device Meets Robustness Rules — This one-bit field is
set to 1 if the input device (e.g., a tuner card as the receiver 46) meets the
robustness rules defined by the input copy protection method.
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uni que to ATSC and is set to 1 if the stream32 is
redi stribution-controlled. CIT - This one-bit field is

waniogueset® Cabl e Labs Digital Cable and i s setP@DUS2006/009900

t he Constrai ned | mage has been triggered. APS - This
two-bit field represents Anal og Protection System
requi rement s 4@opnPgiriltoThis ppenbi figtip 56t i bin theosonyt s.

hg@ég ; (E}Eé{nlﬁjg?\é"f‘l'téjﬁ arelfitSef MR frorh it Qtr%%?ﬁ %Q%Qtieéélﬂf’\éopy

: may be copi'ed (sub-Iicense fromt
prottiction isstod@ aplied. anot her nmedi a system 48: copy

freely (CF), c : r_ 4G and. & h
like. [0077] @%%@5%'%%@”3%@%%% i n‘éﬁ%%gﬁ%&"ﬁ'e?dﬁ@
diigue B ATSC @ihdtiheeldd 1of the sireemr3sisredisiribution-aorgrolliede.
Accordingly, f ur | QUE ; t f -
protection rray%gfe iﬁr‘fﬁ ﬁr&eﬁrﬁ%la\%l @Hﬁﬁ%%%&?%ggp\g/eo&ta] Cable
nd is, sebo hiiyhdE€onstdiinedmdgef lemtheeadrigdareddy present in

current types copy. protection. Al ot ab .
specific bits ?‘Egt" @ﬁre,B\gﬂﬁqﬁleg{?rgpgeesgﬁﬁﬂrﬁl@{?Vcﬁg%uogﬁvtem
feguitenseist47aumigid to cetairaMacroyision fofmatepy pr ot ecti on,
fypes of copy bPBYeoriahvalay TR i AErdu B i raydae
bifech® BR @Gy S capisd (sialtensdin frohy hemedia eostgmM S tcesridt it
for different purpo

es._.[007/8 y now be
RGP AD. PSR ORLCRY CHRIRCI A oV ST (AP Baskiie
filee requirenents 47 for a license 36 corresponding to

a particular stream 32, such requirenents 47 can be .
sp 77l ed NAaRlY cloris PrivadinRY dimREE SRAVREhE: 1% BTdhg 32 bits
g_%‘é telsEMed fof RtdRLsOf ATEERITY, 985S @fqdH & &I kel gyjpe of copy

requi rements 47 are succinctly specified in .
pEgtaelipn Hoey decmenentgdamihipihe resangd Seir 2% Nedhperdditional
' i | Ab j | ifi
Ry LB HEBR 8 B @y O] P TRUS, dEhgpepecit
bitee theit \earrently armresesvest faseet @ &% canrecios Wit eenigis dypes of

?%S/ ; fég:‘r(]ign{ %gdngifeg%’éo@ HSP&.SusLyinf EdHieBiibn ?/gﬁcatlﬁérctﬁ/a%%gﬁ copy

e sane I1nto a conmmon rmat .
Potetiting, may neverthejessche iemplayed ér gomnmetion wiit $usth other types of

?%R{;%Jrége%ggﬁ(fotrfaﬁferrgﬁte‘ju¥§5seé6 in response to a conmand

particularstream 32 is showmn. As may be
apoerd] at &b neayc how drarmpdreicmtedy giyc amployirgs aedommon format to

initially by a user t he dia syste te 01.)
e sshbte Mot ofr, e TEh S 3 Aot TR, 8 Parcutr
4iodaat 32, 603) redqlitehaaundh 47 leanned sge cifiesit iena ke mon manner that is
alternafely issye such tuning c nd without . .

BRI, 1o ¥R RUCL B Al hauERARERIT I g 73 ciFFiRued.  The
%uufrEMeﬁﬁMﬁér@p&lc@fnctI%Ep@’lfﬁﬁeiﬁta rinaMmTtn;jdmpeéXfic &nyny particular
rate, in response to the tuning conmand, the receiver
3@rPe cpafet Pf@ﬁ%@lomae%fw*é%mn %feq?tg@fveﬁwyeeﬁe%%fﬁ‘ as the
ritelVet W BP d Yateway 58 (hereinafter, ‘receiver 46’ unless circumstances
dictate otherwise) can derive the requirements 47 from any specific format and
translate same into a common format.

[0079] Turning now to Fig. 6, it is seen that a method employed by the
receiver 46 in response to a command to tune a particular stream 32 is shown.
As may be appreciated, such command is typically issued initially by a user to the
media system 48 (step 601) and then from the media system 48 to the receiver 46
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general Iy known or should be apparent to the rel evant
public and therefore need not be set forth herein in

wa@argoedetoad | . Accordi ngly, such tuning may be peCT/U82086€009900

in any appropriate manner w thout departlng fromthe
I ri nd scope of the present invention. [0080] Once
Were B0l napaaly vBe BET0EVS Bs e AUpTGIERY H54. suoh. fning

BERRBAAMWItHOS! BRMStNg ROW the -URBE WitRbSt @@mur?:ﬁ@mth%gsm and
a symetric content key (CK) that is shar

ﬁ%eaOfstD%tpé‘?ﬁeﬁlg"’("§f‘@H‘ 6008NY iR IrEesRANSEC dhfuning semand,
%nﬂe%éﬁ/erk@d i A6t tMﬁéd“tHé“@créHﬁﬁj'BQ §M§§L%'T(s‘ﬂ@p 6655 eBubRliing is

bel ow, although it is to reci ated that nost an

geraralieknmye fia§haidd é’ﬁ}ﬁﬁ@?@ﬂ\ﬁ@ heoiglev@eparklicnand theneforeeneed
r

AQY dﬁé IE%t‘;TBH? ?\%Frﬁ?ﬁ w?f«:uayté ?f@’glagt thﬁgﬁdrlrﬁed;%’n &lch Qumné Qp%le%)% ggrformed
mammppmpaa@ meangf avitbewhdepartag |frrwrorﬂm%1t84ptm arg scope of the
é@s@ﬁhﬂ@e Bnt he requirenments 47 for a license 36

orresponding to the stream 32 (step 6 11). As was set
for[owoibomcesumhd; tifeoreeeivieo f64geanynth tectream 32 if necessary
(85 SDPEER 3 AT VBY A oo Ihg ) = S BHRBI BOht ol ccro tha
Bxshgree withuible MBdmsyshsererLt&a(stqaySOB)e @met mettmcblef sbéring such

ver 0. onds th | oc may be, a Y
S Qe g 30et 5y 5 e o lRe Sndian itis to be
dp;greblatedothatamparémy:sﬂuﬂtrmetrdaonéy bén kepipyiedtweithoalt departing from
is an be set forth below in

| )
sgnrﬂq&nﬁ iScoPe H‘{J‘W%g’rﬁ%@r@%m@ the receiver 46 has not

as [N@B1Aen6@ta"ddﬂroﬁd fﬁime;hhe feefypiéd @fred® BD, tHree rédef\fbﬁiMG may
where waitin or .such i pformatjon 4

is
F’éﬁtﬁ Eleeafof%e’?t@?@ij\)gfro”ﬁét'%ﬁ}g gEGERR do Bie §§ﬂ‘df€ﬁ@e”"3 47 for a

f (%ih@brmFéispﬂ)ﬁdlthSQh@%tréﬁl‘ﬁeBZj%ftéW|6PI1}59%30\%3 set forth above,
i nformati on at a later time when actual

PYFhoiPfeRMAERN 49 With SusR spqieMEBERI+ ABRY Bie Restpdicelyawrried within

fhé sticdfPZ2 atth kAN iIRERal Whd Rchiith. | BGah@hpIdREARhORA interval
the receiver 46 constructs a set of requirements

ma’ycfaﬁ 8s Henaidey af Prageeary edheegondst @pdeths) locaiirsy gay be a
g?ﬂgl@uléfeﬂ‘éhf iR cketHf 1R ¥irE5m SRS gﬁﬁt‘éﬂo ) gﬁ@ﬁular video blanking

renment1 oned COHWDAQ?OFHHI sen
inégrvalritiferstrean32 is analogreds :wnllsly%s@rfpzte bekvein ) detgihdn the
' j NN r
EERPInY a1 B R8T 8 e BRANERL] S b hRufR o e
atréans 82s en@ @/hiees wditing fomsmheqimrmamm#% istiot(feagiple, the receiver

7)an ores.,s . CO F Uct C
R CHALSBU BB ATRIRC RS /5038, 88 kg e set o
[rﬁ&&ﬁa]hoﬁl@l@samwet ianigtes Uinhe IWhearmﬂauaSﬁnfbrmahlcméﬂ is received send
rement s is generally known or should be

ﬁtﬁa' rgﬂwretnaeqtﬁéﬂrel evant public and therefore need not
be [6@82]f orAthaheriatd) ivithaine thebtdd infdccationi AG| ythe stechkiver 46
8gnns?rtu2;’%cé Isg P ];eqsl’Jll'lr%pneln{ CEJP orrespoma}/ng to the stream 32 (step 613),
where such requirements 47 may be expressed in the aforementioned common
format, and sends such requirements 47 to the media system 48 (step 615), and
in particular to the trusted component 38 of the media system 48. Thereafter, the

media system 48 constructs a license 36 based on the requirements 47 (step 617)
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be perforned in any appropriate manner w t hout
departing fromthe spirit and scope of the present

w0 poenticonr. For exanple, and in the case wher eP€T1ES2006/009900

requi renents 47 are expressed according to the 32-bit
common format set forth above or the Iike, the nedia
an;dsstemswdmc;or@ﬁpﬁsgi ligenggh BB iy aalicghee tskaretihihanegisor the like
g ?eld of bits to a license 36 according to
Je i ned mapping rules. [0084] Note that in
comsahct Cagstruning isgeh ieerse 36t fram geeh eeasirsmenissdy is generally

o oﬁ@%@?@érﬁ@?o%@?&@&ad@%b| C{ﬁ%; {h%fﬁhﬁéenééd £éBe set

N a nmanner se
fairth hierein ireahy defad e ARBorstingly, mueld canstoraiion @f suclatiogtser 36 may

k ic . - di 4 .
ST, B bl B B ER B R 9 S st anc
mge laofij;i&t qm%séw\t rr:a\%]erﬂlonesfgf C&}ﬁgamm@naﬁd%iln IIl/&(eCls{;ﬁe fwioare the
| W e al 0 a
TS AR 3% Sy Rl 1Ll 428k Solffod Rkt het fortn
éﬁi)%#egltﬂ’ wal Inket thd) enddice dydtoms4e Imayeelnnalogyalrmpwag al@rlnw that
no e e n 0 er or o
Bebs Seor T 816 P febesab Heemaade e HEMettnabadh Aks
22[«{0341 ss(!;;ueneatﬂ;i]:svcbm|t lccﬁmgztna@ tﬁ?rlno@neértml ﬂﬁié?h‘?dﬁinyet@m 48
O rendaer e Stream or exa a
RIGpyMARlY sfores e %ﬂ%&w«%@v toee) fe%w”pwgwﬁ avb¢ @%amed in
?ru @n?????fozggﬁéﬂwdfﬁnthm PEaRbhSW 36%0&}1!)%(! @@é@ﬁlr@&o another
|

Isﬁydsqqh@ﬁsmwbl@n@wai S%‘Q‘ﬂ(}“e&’@céﬁi?’ﬁgdf% éPQOMé&%SL@& ) (PU-
Mgﬁé ROt Hﬁ&'tl@atﬁﬁé&ﬁ@gé@m @@%éﬁ%egﬁgc:KFﬁsmt (]FfUlM$(CK))

into e sub-license 3

fromtthe §|@e @wstgiéh@mmgf a PrivaReiey (PR-HS3 seysppandig to (PU-
M%? A93L18BG, KBi¥h iEdNsel méy gé%éidCtH'b%ftle%ttb QRbh Fred tem 48

constructlng a corresponding |icense for sane,
mrnaumoéfoer@nmyecbhqolaoy ofirs tmediasusiemicd of ojer cgvice. If the

SRS AN PSRN LB A7ele S PRDRE Sh i ghoer
masliatdysteai 48 ¢o trnelst henstidam a%eu forapxatripte atating assppy eight such
! oggp%/ﬁ%@z E([EF acg}dcog)k ?e t((g u‘éﬁ grie%le?éﬁrﬂsﬂ,%‘w%re@élt%g%g sub-
lidene® 86 st riest dpﬁlyL(QaslMBy td ﬂ%uwm(ca )stpsreeealz(SK) fand &eah must
Seal ER BB 02308 Db e P 300 o g ror
ﬁhuyiimrt?gbasemelvo(l?wmmmz)emtdihksubs:eensema he medi a

ot R alite B hediRystgE Rt FRED b il i content

K&y (dre fohe ﬁéﬂléﬂléroﬁﬁianBZVph@F &) 3@@&!1&(0@@ ai Goreispoerding license
Al'so, the license 36 i s nec to store

3 o earBeaRyd dRTpIore gFAY S eoupkon 8} re eyt the

§€or Red WBbhmass $die rehhele r’é@éiUér’fﬁTElﬁd Ferfibr 6QEH aémpt@ur@ream
¥ he stream 32, which nay need to be referred ¢

3% etop e Qe may frexere AuesiionHhe nese fswhepmq'% system to
86Tl 3% siore WY IiRMsENR Sost€pd BfE ah@B19. However, it should be

appreciated that the stored license 36 may be used by the media system 48 if
need be to retrieve the content key (CK), such as for example if the media system
48 somehow loses such (CK) during a reset or the like. Likewise, if the media
system 48 is playing back the stream 32 from the storage device 50 on a delayed
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i nformati on 49 thereof may change one or nore tines.
If so, and as nay be appreciated, the receiver 46

W@ h@ehtseicsue new requirenments 47 to the nedi aPGHESING/009900

48 as at steps 613 and 615 and the nmedia system shoul d
construct and store a new |icense 36 as at steps 617

basis, d1® licensgs36 may hecthe; by loggtiamyilipte sechn(ff)eis gttoredc H\Iso,
tﬁetncerﬁvag 86y gﬁéésearﬂ% Sbrehiry r‘eﬂ?ev%té'rﬁlaéﬁﬁzng?ﬁ‘éj a§£k§&5t€’d with

en su set "of i nformation 39 has “chang
the tstreamt 3 ast welhas 3 otBrareasijemsntseht cwé@@oedmef@ﬁhe stream

%r éﬁ%agﬁe eacﬁ@?éf@rr@’ﬁ)tﬁ@oﬁﬂ% ﬂlgﬂéﬁénﬁs was set

abo recel ver tunes
d| {6086kt Note rwhfeanyt herticelae siveam sin dsmel é)enew gase that the

hiRGESH 18Ry SRS YRR BGERE A e H E281bs may be
anprecﬂsmdndnmgeceemm 4@ isbatld id45ue ThwsrequitemestseétVep 6 media
RBfpeh PR QY RS A€ Bl TREHEH ST BRMY Fheigyot and
sﬁﬁl@\/\a neatiicensy B6itas ket wtepEle) 7tame 61€Ec T sy tma6relaas'er 46 should be

Edcbsﬁg%aﬁsw@ﬁ A e S22 P not wnen

SUthiset enigfbrinagdn B &ak eRgmgerl wiffin tHeadiesaint 32ach cont ent
, CK 0 the medi a

or duav!ﬂ np@, Wé’@b@taﬂortRMbbweéétﬁ t&ﬁe ﬂﬁﬁ ré&%ﬁ/e§3 ab tﬁﬁéé B different
above the recei ver 46 cannot be expected to construct

sifeans 3adhe neeeiversepis e navily IungH sireal FoPneeind Regergling to a

diHEvRAt §6r’it§ﬁm<§sz (ORE HhgCa§PBEA I8N BF %Hﬁ@s;ﬁ)ﬂd'nfgefeﬁ@lrgﬁlents
is so | abor- |ntenS|ve and because it can t he case

4halhus, Hesaretvenda asd ey medin wtﬁ%éfSé@tﬂﬁmﬁa@aowf@fQ epntent
l@ealsoml EM&"iY tp%ﬁ%réq tRE nf&ttia -Egé’tém ﬁ@%d&?%b#whéﬁc&ﬂéﬁt key

a Sys nmust sonehow share such content

4@9 thergoeiver é@g“ﬁsenmlwe@lrt@@ncrryet aoartistlag siigamidat i on.
| Oftbe) C $REBE! ahg BRflircBn®n Gt RTAGILARBANP bnbBBned that the

I nvent | dn recelrver
nsgzeruen#aarmusn}ﬂaeachoccormmuN@Nt(ﬁm)ufzraea@hparhauler afream 32 to the

LNt e r-l
e8|ta SSJSt Qﬁ%r ('i‘;éerné}%}ﬁ?g en ea@ﬁ t§e9roerc\@§rﬁn a typical
RB lboense (38. rmsllwsa$geitfentm é%odertheeeeelvmv%ﬁ:oamrm’ntbel<e>9pected to
e| t or_indirectl n
éesbet A{Readtla whicel R GsBE ool Bat el ghinda sfam s2
e @bé lcgasttduqnngtdmeh lenlndelneé i3Bab lsonawmietmene ear@Bbécause it can
re re n once until anot |aI|zat| i
b it ey b O STk RTER L RE craus SRirBAted 8 slipacassonce
&erp hwéboﬁ%h\/ldrl §c|ﬁnS'H1L%6 thé GeesIesrunG %’rﬂd’lc{?ﬂh’}edwe@sﬂemh 48 must
another initialization | ec a te t uc
SHPRYY | §'%ﬁrﬁoﬁuﬁ'&y CB'eteB"es‘?e(Yr r@g?a%?}r‘gﬂ ng FE%&?@ ethod  of
ShmORich@de | nterval w thout departing fromthe spirit
and scope of the present invention. For exa

e an_
00080 | 2 Acaringy A Pepht LRAIBTEN F\ibp\preeptHBYIon, the

receiver 46 and the media system 48 as part of an initialization share an initial
content key (CKO) by way of a more-or-less typical RM license 36, and then each
of the receiver 46 and the media system 48 derive a new content key (CKx) from
(CK(0)), either directly or indirectly, on an as-needed basis and in a coordinated

fashion. Significantly, the initialization RM license 36 is required only once until
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or few days or so, or may be perfornmed once each tine
the nmedia system48 is started or is reset. [0090] In

woep@ermsodi ment of the present invention, and PCF¥/OE2996/009900

now to Fig. 7, upon an initialization event, the nedia
system 48 sends an initialization re uest to t he
a%mr\ﬁawah@tlpgtl@ﬁe?@ef)ary,mr@cem Y Hi&t lehpy-béensive aspects of
&%URM nb@ﬁ:lhél@%sa.% @ﬁeéurﬁ@reeeémy fdrieat @ntwraﬂd‘ﬂﬁer' Hﬁ%nzauon is
|ssue dia system 48 by an aut Ol‘ltgl hai n
agcessaior Note thatisuet abynltlﬁgaﬂ@tmayebe performe accordmg to any
r I { C

ShPbrdg Ae iBELE QBLariRE A i isplat ' EpddaCbt B pibsent
mvysmtm i Eonr axqmglseersnrtmhaatm roay beg@ tmw@ oped every fkwyours

R
[ tsel Bsaér % rﬁ%’ea S%ﬂ{-fﬁfmeipﬁceer %%(F(ﬂt?{ h:ﬁ% n%%[wé %K/ tﬁl% 48 is
stadecosipgeseh 48 may be trusted, constructs the

! n'@ Sfbh | zgh 1,on eﬁMod'irﬁ&ﬂS tl’?’e p(eﬁéﬁtﬁn d&ﬁl)on QH@@&@S%W% Fig.

|n| i zatrron Ticenseé syste (ste
708pon i ipitiafizatmntdvent, ttmmmedlatsyatarrz 48isend$ b démtaizaton request

e e Bl e E s iR o ARyedhe Oy B Phachine
6@(@&1@ ®r mny@isdeaao ?lﬁéi n?;gha: gydtdra 4Bbelah &etyor(tP\érbgin of
certifi e.ta

?‘tﬂ W%?‘E%éﬁj‘ic Gsreceiner du%lg@%%@% itse 8pYnPEiar \feRicate
indRide 8 iat pudliic @Y1 FTnhé infdns eystémapd)- MSQfarﬂﬂtlfeatﬁi@diansﬁtem is in
| i cense séore O retrieves sugpé@@-)l\/s CKO)) therefrom

BPRPCSFIAN PE8 COBREARSIINRIMEIDKEY t in (CKO (step

70700913nd Thipshftet Ghe Sedsdifeh 46 GKEfidsntsa b@@@d BRthatent machlne
secure location al ong with a count, whi here woul d

Bt tht dhp gnedin GHSPOOYE ey RuUSSCh SaNBRIGE 4o Tifgization
RRFBEHRE 56 (&tbs 070‘3‘) 058P seMd iHeGhalikatioANi RIPBE Oy Ed’ﬁrﬁa ]medla

secure Iocatl on along with the sane zero count.

sustem (48a(Stepne0T)ni Siowifieanilyi e inifielasden SeenaeyShinchidghen initial
Pynt%rli}%ege(@% oy &5 Cﬂé@lde'dt éwﬂ mhg‘?@@e \'ié?eﬁfd %\%'ré/ @??Wﬁal content

tricin In e

ls¢3g(CP§QDclls ¢rmryptad |az:a@rdmg 1o th@rm@llwerya@é&l\@) feom the machine
8%&?;%& (IE_\ e%'élﬂrih Eﬁu%gtcﬂ@}.nigﬁ ItlgF;‘] n?e*éﬁg}/sté% zg{f udePecelvmg
thennidinlizaion licEK®) 3armadtdheringnsame int ¢ likeyse sikje 88 rafnieves such

PR SR BB RS ARl R G (o
zeT); Bhd dlesrestoces ssall (CHO) '(' BU-EI@(F@(@te 5E@rp. lo¢4eion, along with a

R DER s B 6B o-stB PieprfiBl e &Xay be apprecated, the

(deehviyBactelo kK9 sudre(@KO) M amap@ppliate sseCBfe: MBxtion along with
’E’ﬂ‘? ereto to result in (CKO and (IKO as at step 707,
FAMAFPQCOHRS such (CKO and (1 KO and zero count in

(5@092] OPINGé eh&ard liftidlieaddr enas %tmay ®p siged ﬂ>y‘1the receiver
ition, the media system 48 eng oys such initi

i iagvhiehy geeg toe Kegelves way iefpiah %%gﬂ%tflar'%’fGSf'tys*ﬁﬁcyh('K) to in
bfibdti i 38éH HtidIiz6R5HS BeeHee 36 based on a symmetric signing protocol
such as a MAC. If so, and in one embodiment of the invention, the initial content
key (CK0) and the integrity key (IK) as an initial integrity key (IKO) are both
encrypted according to the public key (PU-MS) from the machine certificate to
result in (PU-MS(CKO, IK0)). Here, then, the media system 48 upon receiving the
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[0093] To summari ze thus far, then, both the receiver
46 and the nedia system 48 have stored in a secure

wo ewatiisme an initial content key (CKO, an i niPRCHIS2006/009900
integrity key (IKO and a count set to zero. However,

the receiver has not yet begun to send the stream 32
nidalizsdonidensess repues syt (T UB(GKOo MDA G e amyand applies

@g‘ﬁn‘é??hé@% tﬁ%ulwﬂr (CROY aﬁgﬂg? BS rég )b/ S? 70f99hg & NESres such

esunmb ough, dia em 48 at sone
(4500 tand (i) @@mm caumtuln§n appseriiate seure ledatign as at step 709.

iR dddftohOthe r‘?l%d%t ter) ﬁl%?ﬁgﬂgi/é: 58h &tlaﬁﬁ'ﬁ%ﬂg 'RQEXl’KOt I?ﬁ verify

recei ver proce steps o1 SsucC
tpe|sn1gr1aMep‘ésmmhltlabzzaélmd;cerrseoﬁﬁ res a first new

I

dyatern 48rchverstard ie eisedureiotatidn arlnenltmﬂ eorient key €0KO)pan initial

b 650 1R SR A5 5 PR 0 K54 LR oo o e

isERyUINMb @ n€ @ex btréarh @Rlto) thé meavid bystemuta ahcrypieti @mboridew to any

CKO t 713). M wh
R R By PBRPRTAIRG (HELITEeE: o TRayRebly, though,

thekasdix, sytslfeen I4BC & y@me% @l geesdedrhivand & Gt iestpacdonguch a
integrity

K1 mth nitial |nte rit
RsTOT163 t S1a P05 85 FIot Goobodantite Nintssal A mOwESE Hith the
ﬁﬁﬁ%t?dcﬂV?@t i®ne et }Bblthh@féth@Bﬁ &@Mvéﬁ'@dw@%dath@t new
i ri

%MW@Y’F corlteg%&s@y KQ%W th V&%qj @Pr(&KﬂhéO.eﬁleMpé@ fvaﬁ tieeam 32,
%( (IK(O)) a function along with the new count
ue(x) = function (value(O, count) . For

exmﬂﬂ“é i’l%(h anehierersnemigdieneshet \PrESRIH IRYEHEION offie receiver
Qnéﬁte@ s§El$c{;Hﬂ%ﬁf lkééf‘ C?@@V g@@eﬁy E&eﬁ%ﬁﬁ@ EHeaécﬁmt st%p 711)

ncatl on or length
mtc@mwm@e&CKQKk) (CK® efrcr@c ghey dnitial 6conignte ey yiﬁKQ héstep 713).

hfe%%@r ?Vgh d&hvirk n({ EBCI'?Q on e%@%@% bRxPESmeémdlth%PEor%nt key

e prése I nvert I on, e rece conmuni ca
(Oié(O)])etha/Eetqewar db also aiterlms efcosngshonding inteptity Hemx()lea)n/d (IK1)

ew c tem 48 when the receiver
E}'tﬁ(ﬁ ég tﬁkég@ﬁﬁﬁ&eﬁeqw rements 47 correspondi ng
t 0 [0095]st ire @ime 3 bodimeeah db theugriesetqoverdioan et thet corthiet key
|as m48 s 613 and 615 o g 6., |
@?h 8[] e éﬁtﬁgf' rlfgyem% i HEnf oY ro"brte%}g@?) atd (ko))
igpectivie ,bytdp@lyrr@ tHevialtiatt Galub KB bo (K@Y asstwobtiat elosg with

13 and 615 in fact constructs a derived nessage 62
NeW, et ¥allfer ei n that are based on the val ues in

the initializat u@md(xpefms\et@ﬁ(vam(o a50uzm) st ep 705.

%0097 In particular for ang/ 9?@ h? ? tream 3%_'] p

O PETRIBAUSH TUnplian ;a3 euf-4eY haghfunetiog SU 88 argpA function,
BEREPS Kith BB pfdprigte PlHRAM aﬁleﬁgﬂhéﬁﬁ@%d'br& BeQ Thus, with such
content key (CKXx), the receiver 46 may encrypt the stream 32 as at step 6009.

[0096] In one embodiment of the present invention, the receiver 46
communicates the derivation or rotation of such keys (CKx, IKx) and the new
count to the media system 48 when the receiver 46 constructs the set of
requirements 47 corresponding to the stream 32 and sends such requirements 47
to the media system 48, as at steps 613 and 615 of Fig. 6. In particular, and in
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count=1 , the receiver 46 constructs a derived nessage
62 including: the requirenents 47 for such stream 32,

wo b@eaosnd x, and a signature based on the i ntBQrU$2006/009900

key (1 Kx) (step 717), and sends the constructed

deri ved rressg)ge 62 to the nedia system48 (step 719)
Naﬁ empadimant 9§ g pregenttiRkentiogntieuieseiver %mnovﬁrgprmmg such

SHPITRY BidhdkeYs lrpf%ﬁ EbMHUCRIa Hefile@ nitRERYE @2“@:@@ @Q@e@%herem
IS not nearly as burdensone to the receiver 46

f&l@h@r@rfmewomﬂhgvglugﬁatmﬁmlb@gétﬂorbkpe@ﬁe 3O\ FORbET at:stﬁey 05.
[O ;At IR Warti@hi§ oy’ sﬁﬁbbflbpgsﬁeléﬁm S37 %ﬂ?e%ﬁo@alﬁg to a

th i ved nessage 62 correspond |nq% thereto
mﬂmdarsygurdnmsu@hﬁafpwxama thee firsh esteaant @@p@wesm@ndmg to

&J?ﬁﬁf“ H?—-,e¥ ) 48"do ﬁ;%%r It YiekiGda (hEXd g%a%?ser?rmdlng. the

nOV\A édge o e count rom such recei ve
regssaments 7 (at&e(u@)streem@b)the canut xhand arsigiadwreusasgdaon the

Lot j Y
PAEPRCAR (kDL PR 58Py Bho B06s T bl BB S REY (fbsste 62 o
hek€dia systerpA& Glgp 7 tHr iNads thaCioesmauct a6ltha signgture is based on
empl oyi.ng the sane function_ag the recelver 46 and th
SbrdieEotele PPPalidr b <2Reh e, PESSadE 101tk PE 4Ry as
b@Edenscnel to1 1) razkiveg 46 tab ddmepeged r\msrp@ndigngtm@waseasw an

be a propriate (step 725). In addition, the nedia
%‘?r@ﬁﬁ”ﬁ ©¥npl oys such integrity key (1Kx) to verify
t hgogosgnatii @y ahte] bporﬁ:ﬁédeﬁﬁrnplhél sra@adesz wad tlﬁi@@léﬁm @dssage
727),, Nbst s cont ent

te f t t
%%S:Rszye%pem@gaawe Gl et 4 on iself e BR B R spRetponding
é&ﬁerﬁq{é’ye(ﬁﬂ@'?@nagnﬁgﬁﬂyw&@ (mamed%% MSWIddRsSorhd count from

al | ows nmedj a syst pt the stream 32

sush reepiyed ﬂﬁ@v%@ﬁﬁﬁ-agem K@K Od} é'&é%)g. %ﬂ fdﬁ&%@p’ﬁp@gased at step
7RO9R) pdrﬁcu‘ﬁé‘ro ahd 2B&viftohe Feddiddr 4t6h ﬁwéjr%éﬂ\éee@sm %@%a@é’s each

as recelved fromthe receiver di a system

afx(GHON @ndt (HE0))i é@ﬁs7e?1$GijtYﬁ§t(@|6é)t@?ﬂ (a\lﬁzs) Ry oMY thResame
t
gﬁ il%léé’ g@@%%%éémﬁﬁd ﬁ%n&?rré'g%ﬁntﬁQ él%%aithéﬁ &RP sl such

I nst ead as sh (
é@‘bdeém@l(&h andhélkker @loeg wélssfagecerzemmmgn@uhte as may be

| c e Qggtfegf S uf: Eﬁ;atd @Bgn 6 @g gyst Hf%%&’j’bq%t ﬁ?chhmtegnty

keyed Kn): ta vmfylttlne) angastuseepf fher c¢fr¢s@pedlng deiged enedsage 626(step

PR O T TR ST o Y

82vdng ;iresmdmgtthe amr%onblmgtcm:ded hiessage 62 venﬂe%anrcéelhbws the
onl%establl i nitial v

feee BieBR o cel)stedhyals e RreBi o deh TG ano/or futher
preeessind (siép azg). t he nmedi a system 48 can independently

o 0" S TS ph T e RORRALB P4 BN rom e
feeivet ne tfyltﬁétméma system, 48 Rendtakelivaisedss beairuetid gu stored
Eytﬁeh%edia system 48 in a license store 60 as at steps 617 and 619 of Fig. 6.
Instead, and as should be appreciated, the derived message 62 contains the
requirements 47 that are employed to construct the license 36 of such steps 617

and 619.
[0100] With the present invention as set forth herein, the receiver 46 need

not explicitly communicate a content key (CKx) or integrity key (IKx) to the media
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consi der abl e burden of constructing a typical RM
license 36 for each new stream 32, with (CKx)

wa@sopatretond cal |y encrypted therein and such RM PCT/ESRE6/009900
bei ng asymmetrically signed. Instead, the receiver 46

need only constru such t cense 36, whe
RO ABITor SEPTUNGNY HECRRCATL a2, Thstath: ths docaiusr g nerd only

&stblisR NitisILEdués bﬁ%@crbuéybe(tsmam?wmemerrrﬁéa@g@s@n f4® and
each new stream 32, wt % encrg/ pted therein

ther ege ﬁ’é ”Seyfﬁ?@tVler d&lang tﬁﬁg"ﬂfé&e Y216 kB dndapsndemivagerive

t n
v % qﬁg?;da edth ﬁ%\ﬁm%gﬁgaé(@g}ée) %m ﬁlor AblRidge of

(QN(Q)O)K(O)X@B%@@W@W fumj@n (wa) therraceivexy6 ragd pet go to the
&ﬁl&id&?ﬁbé Bgmeg%%né%gctlgg% hikaFR I)cen&@%@%rt éé{éﬂ Yew Sfeam

e appreci at sois simlar to derivin

F2H0ith 46K |asxmmetmﬂlly@<(oqg e iberpIrKEay ) Sch Rbbicense being

és&é‘?ﬁé&héal . el\He ec?relj\f'véf %8 %&eé&pﬂyl&ﬁ%gu&%d&ﬁ a typical

RMKijoense )36 \Amenmamahmn@p\mhettmeamedla $\Glan]4dcre theveafter can

Sy ISR iR TSl R Ui, S b o

Ia Sys
wsttmnﬂ(ﬂ)l&m)tmonymdad ﬂmd;mcahb@emgssyngnstecaﬂyemgrﬂdwods such

{(&ﬁ]ﬁ&t iV ‘L’f,ﬁ‘aﬂﬁt %ﬂe% k! orboa r\ﬂg?ﬁc?fﬁ%é 5Eesegte |€M?rétlon rather
tmiah IRASINGRCKX) 20:dHEH9 rmjnoy(eld Davﬁcauwomerrespedwwss sagfe (CKx)

eshtRRTaey R 5 FomuCibea gl Gk cshifyly K5 sqolla ve

Sgrbtiatedardonnby i Wiaithrstor @am@(cm)eamqmwafomqw 0)) and
| ocates the information

WRED Fomont sproteopienb b PRen) Adlladiad be stored and
.%H@@%&Qderﬁﬁqga(bm«eg §né-@lK(>éM1§f 8s fisbd é}frﬁéﬂﬁﬁedon 49

such requirenents periodically

qul £ halofe e 28 30 Zhanngc HauFoNtBRTeYE DM &QWC@WGF 48
%H’cﬁhelﬁﬂém’ﬁ s'yﬁ‘ﬂéﬁ{ ¥@|su6ﬁ)éle*ﬁ?er@§‘n{a5}%oﬁfnﬁ’tﬁﬂcé1& \A@Hﬁce%cﬂ\b%éf using

seconds oOr | onger, accor di rég it is

seaupe prethads; Bechcas éorthatnpi%uth@r&f@ @t ang the Illre nét’fematlvely if
ﬁ%%rﬁfes%&n‘t NirRsdMRtd RtHbasinay A180 BE BRI RA. Wi t hout

aving to walt a considerable I'edgth of tine. However,
@aﬁahlt@amed Message 62easi bl e, especially if the

[ CGEAAT M s SPRRISAG SRAEA 3 SBofe dRTdoKEHARE SR Erved

reqU|renen on SUC ormati on
mies$age 62 eorespentiingrte aofartic@cmydy mne@lostm&bt@eﬁgcelver 46

BRGNS frdrBnch igﬁ%QErﬁgﬁiﬁé (AL Bt 49‘?8&!&? SR rleBsage
62driny ¢e 4frcam BB as ratrsmm,ééﬂu oher sudte lnfnrfrmtrmt #9rwithosuch

T e

m@&mﬁi‘d@@ﬂdbdﬁtwnd %momldwdmsmmgml GRay badnies drddne)f«bece \eeelry 20
nMess 21in atinel as_at st s 715, an

BR00PRg 0r Fnceh SNCERBPItngIg 1 fehbiy 5RIRE st e LG e eleiver

46 will not encounter such information 49 in the stream 32 without having to wait a
considerable length of time. However, such a wait is not feasible, especially if the
receiver 46 is expected to send such a derived message 62 with requirements 47
based on such information 49 within the time frame of a second or so after being

commanded to tune the stream 32.
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sends a default derived nessage 62. As may be
appreci ated, such default derived nessage 62 incl udes

WO e@aittment s 47 that are nost-restrictive in PEE/USEN6/009900

such as for exanple copy never (CN). Thereafter when
the receiver 46 is in fact in possession of th

i {004kt i HRCOAIIINONL Nt BRE REWOIMEHeY &ier PEpResD, myq@on if the
%@&%Nzﬁf isHot frhﬁé’ss%%i%ﬁ 'bPﬂieﬁn@ﬂﬁanr@ﬁ tﬁ@tn‘é\"#ly tunectj] stream

erived nessage As may be appreciated here,” suc
3 tinalimel efo @eastfmésr@gulr@nentﬁcﬁd@@eﬂea’mremﬁt@ewame in a

%@sg@ﬁdﬁﬂn%ﬂeﬁ\?&f mQ@éag% 62 a%H%'%nH%?é@éﬁ\?é@i mBELY F%Béé A tlmely

at are 'ace the require
meomnert aeateepeIHdmidTg 7d>éﬂ=@m|7t theeieceer ﬁ@w@@ @mstructs and

% Sh25) de@alﬁv\ﬂeh\?éa %6383@9 'Nsng?@/‘()é\@ts té&)pgé&%teg sHEP Befault

uni ng st eam
devived vmssaeemcmelndm sequiremeotsmt7 thad ade masesegnrlc(tm(xn) nature,

%.b*%)a(sI@% E)Ietgbﬁ;g &?lag&@ha'ﬁwter e'if?e?swlzgr? t 71%0@%%?26 is in fact

& A OF ement 1O
|nr1focssemiiomnf the lpfermailcm 49 from theenewdy) tlineeinstretzsn 327, thaseceiver
tune

t et, been encount er ed t.he ne w st feam
85087 SFHRETS BELREICS Fhoarble oyl Mekshdl e.s AS TRy pe
?ﬁﬂdﬁat@ddﬁi‘rauédchwwar ?%W@;S&@S@gﬁﬁﬁz h&tudescrbqld@nents 47 that

t ui renent.s t ha st - restr| ive in
5 b 50t SEGR0 L BUP SoARRRY B HRR L AS U ek e heant to
Rifke tHd ﬁerqea&ﬁrehts dhgormhakes bM@ésp@)ﬁdM@ldeﬁauwddriveH tmeessage 62.
information 49 fromthe newy tuned strgam 32 is.in

f ad@108hc ol RaTigHIATs 138l SGANT” PWr 10 SR hBwaiPPI nlyNigh @ newly

taRihaRded QR8ams 32QsRBCONMS tY r@déwermmm@meﬁ{fs fReN&618% and
In certain ci rcumst ances. [0106] Upon in

derbieane elGlg 2nk (1K) oieRelh® oFireed ias ehe%t%tsf 89%@? (gtpr 803).
ﬂﬁﬁ@vé’rer rés@mﬁlngr{h&lotﬂ%;%\fb%rﬁeﬁ’t%eaQHﬂﬁméﬂoﬁqguﬁlertammg to the

erived nmessag t 1 ncludes act ual qU|renen S
nenuvmentaﬂe? has mef@s Wehbeen encasnigied Hrhgreayrpned stream 32 in

f-rﬁ})"ﬁ r?%aﬁ% dlfeéé@gr %éenstﬁ}d@"azrﬁ)céé@s 4 §&4LR %gﬁ%cﬁm‘éZsage

erived nessage are neant to rep ace
ﬁhﬁlaﬂeﬁdmlets defquit rmwntm} thﬁharmnczﬁctyf@sie@ityﬁdn mgture, such

I
SE Al SPTBEFRUE SRR oL T oA ke Bt Bogpts un
the informatiarc 4P rfg)rarllde sentli tuged streact 82lis d‘efaot/eaa:hcmeﬁswgle(step
t st 15 d
8 i S0diluiithg GRF e 1l 48 Meshhds BRH0R 7 bgfiner o
ﬁmutﬁmmedemg:rilra:uhm&incderl ved rressage 62 have t he same
t 0107

o Yfhanlo Mgk b e RSB i lon. e
k&fe?ée?es E’eﬁ d(%%{)actsyag)ﬂ eehdfsalql ter:ﬂu‘ale@ertvbix neeysags pardatigcludes
cont en e and i.n [ .
egmaldﬁgw@%ergﬁ 4tithat are n&haa?é §3/ds er&%qqn?eyeﬁ gw biRSion 49
(St B15)Y0 svieh idctud heq@ieametsiug iafths Uhudl eferivbd rd@ieagéCBZ are
nessage 62 as at step 725, and with the content

ern ta replagriitie gegq%tnfe@urements 47 from the correspon&%g default
derived message 62. Significantly, and in one embodiment of the present

invention, the receiver 46 in constructing and sending the actual derived message
62 as at step 815 does not increment the count (step 813), and thus the default
derived message 62 and the corresponding actual derived message 62 have the

same count noted therein.
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can decrypt the stream 32 as at step 727 (step 809).
Significantly, inasnuch as such default derived

wore®sagw162 has the default requirenments 47 t hBCT/HEB06/009900

nostrestrictive in nature, the nmedia system al so
constructs and stores a default-version, |icense 36 in .
g? ie ult6der|ved

a [910ZhseAstBRY MY 26 gPPreciaRd: aPPNarReel Ty
hB&dageSePagmy a@nbéfbh%h tHefrAtdih JyBetmh rmaﬁxﬁeé%eaa@lrrégp@hdmg

as aresult is highly restrictive in a s

GanigRi chey( (it Bedrity Geueopodab Bicsp Gl agorss of Fig. 7,
éprggle}/é’ IsN6h Ghi8gdgt |(IP@>9rﬂoV\‘?éiilf)E?r§§§ QYRalde o@%@ch Hefault derived

cul ar ugon no that t count val ue in such

message GRas @ @teprg@§ag@d with fibes cojenicimyn§de) the mediresystem 48
%{i@cr 3 HE st %%ltnh@ detp n‘% )gﬁr n%s‘t’@pd Ssﬁgﬁlf@%ﬁtw Msmuch as

Stem N one e the prese
$uohedﬂfatdhd@nwgrrsem Ghbasthehdafgdtiraspiraments 4ié thas are most-

€3 ?ﬂtl?&ﬁtnattl!ﬂ% ﬁ%trﬂ@hﬂ%? thaf sggafs"{'lgﬁts d§8 te%daege ?ult V(tarSIon

requirene ar e repl ace
licegse BBrieatlisedse $toen®d be atisteps Bﬂ?%dl&ﬂ@d:frf@@sﬁa@at B2ased on

15t EpRB oS HERR. M tuiletiad o S E G e

$|gmf|ct&ﬂmdptecﬁstep/&fd1 message 62 that such rressage 62 is

aul t |nnture and hena .

pi@?é)ong{o NgVEe gr ﬁ%‘éﬁ'“ﬁé@%ﬁ&"@a ”"FSi‘&%ﬁsage 62, andin

M@ﬂéﬁ ugnynotingehatedé @oSMS/b&m iA&uble @dtuabdertiedi rmesdalge 62 has
carres content key d, i nt

n 't k .

G eranBsy HPMO e b LrbYalya e ok bfealt erived Mgdshial . thspedia
§@f8@ 35 Streoné8 cHRsingem! oy thbeptdsbﬁgﬁh\tehtllmyuﬁbé%’ﬂan% the
erived in connection wth the default dgrl ved neggargc‘?udes

§XEhepoe coryt Yaide dp gRaguthatdne 1 atual Jeiypd JBFPRASE

%é‘teﬁ%@w@@néﬁs a7 $beBre/ &Prephte BET PNt Fé%ﬁlréﬁﬁhﬁsnl? k@ the
erived in connection with the default

au%éenm@sg@@zﬁz &ster St hublterpativady.\ipe nigrtia sypteants may
Réte Fonbo (?é?al.?l?ﬁel& ™ e @agl}emecf‘ltg nit7fih GaNGEMult 'd@ﬁ\?éﬁ»‘ﬁ@ssage

as the act'ual derived mess%g has the actual
Gfécfhﬂtr SHethtesFagehe? isoldl & edqf@eﬂéim gwtdlieg tangde thep await the

gkﬁ}&g@snd,f,a%C{Tg}iag},v%}g%gggaégggl so constructs and stores

tual -version licens In alicense store 60 as
at [@109s @cromingle i oediE systesn #H aeed sobderve tba cetiesponding

I t .
BB st B BT Loy Y P! o 3t el R2B S 055 of i 7
al‘eﬁoanghtsucqudnzeaﬂ@m AB7ddest @ppl@mhe) iftedrity keydie) abaferived in

{ t t
odnaeliay Db feiabl SRpker oo o RC Yy PRty of the
@ae@lohemned eesdafe 62 tasrat gtapr 228 lahd efifhloys theaontdnk &by (CKx) as
50280 Bl Y RlE R A bl S o
m@fsftmﬁdld’sgatathpalﬂdestep/em)HES@aQEaﬁt& Shemhethbes the actual
received by the ne |aé¥atem

derieHdeess598 Gelrsing A é‘?‘ﬂ%rren?q{ﬁs '&?}I"(OUEJLP? \Reg-restrictive
MERSREE B3 mafid Sfst&HChs e com@ruatd ual -steresi &M actual-version

license 36 in a license store 60 as at steps 617 and 619 of Fig. 6 that is based on
such actual requirements 47 and that is to replace the corresponding default-

version license 36 based on the default requirements 47 (step 821).
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l'icense 36 based on the actual requirenents 47 woul d
replace the default-version |license 36 based on the

walefoanisels equi renents 47, the tinme frame wher ePGITE2006/009900

stream 32 is so restrictively controlled is relatively
small to the p0|nt of bein [

fi .
angovisi e, Nye Fras rdin gTHET Bbae Reat dos piream gsiues tacored

5&&&1& r@meademt PersibB Ii%éhé& 36 Dab&F 8h W 8@l fquirements 47,
requi remants from whi an actual derived nessage

eysmakebecw pla @aythtﬂgewrfeémwream 3gtin theaaatueg plosepying and
%, i dLgweYst §BsAfichCad %d@érréétb%n&iﬂp reﬁﬁlﬁlé?%rngdsuc%%é 62

In an exp ed|t| ous mnmanner SO user o
mre bgygcemdrey dlagh medjfe pYdernetd abmoshaleow 0sseconds 30 a few

en t%] GFQH d\gTéuE%rlv@J‘Mé@ggié 6?%\% ﬁ%uﬂttl h?}e/elcﬂ}@ version

e acC erived ness I's event ua
license d6cdbased dnetheradival Eqmrtremen@ 47swonldrrepliage $yss tefmuit-aiarsion

t u Si
12580 2 BhbE b 18 CRRUE TERNEMAS B Ble NS g e suon
stegana32 tsheo destectiviely eorsradied | is aelatieel @ Gntialls & then poine of being
default requirenents 47 without any real | oss.

‘Fé\%g' °4PY Ui cense Store 60 [0112] In a typical RM

ar t’[ﬁﬂﬂ@ct Wteanyarate,censrodding rteatdsfadlodeavetl message 62 to the
correspondi t.o pi ece of content 32 | d be.
Redla Shran B phE BoRGED SrusiciBtRrmons T tafupiehian actual
dérived bsddie 6D RgBe BRvidedf fe X8RI 26 At kBYERONS thanedia
i s expected to be present for ten §ears then t he

BB Ao Furaigler i *@eﬁ%rée%@“gw&ﬁt@a&? 6 'BEMpPREdtousmgnner so

{Ha€ @RS Asart 6 ﬁJc@rOmfaG’l"a dyR&n$ aBECAnEEXPEFIRASe the rendered stream 32
Cor respondi ng if the content 32 is for exanp

E'mamlé‘r%ﬂ ‘é’|”@9+ﬁlans'ﬂll‘1?sﬁ§blﬁ AROEH B iglavhafVhes t@‘% @éE{aééie“VGd

%s%&é?%@@eﬁt@éllﬁpr&@n@&d $HYkd nfe%lfd Qyjst&fn 44, "®ichth&dla system
t he correspondi ng'li cense 36 shoul d al so be present in

gan ithaih sensifust dhe ForePeNMing: ol kergioshiranspest dased on the
E\Ai;]tﬂgl relféhbits i?oiréoal;aﬂ_ ?%pgacé ﬁeté@ SIEGERII0iRhsE138: babed on

ere d receiver can expecte to tune many
therdefandt rBoUIrgrpehiadd vdthoubseny el 9see every second or

$8m brtar'; Egé%ﬁsngto?e?@bec' ated that the corresponding
d by the nedia system48 in a
l'i et} stlore &ical eRMbrarchitectyst gaicenbar 86 y cigsitatl dnd and
e r S £ove
SRS PABRaNe " PRE e P BRlCEE SR e PRBERSfor 4 ong o the
oerteat 3y istemildilel Thas) if tensmtattdlds 66r e@mpleiacddcyment that is
tities storing y

PRETEED B et Bhr bniienes,dbord i ot DhlndCcRRas FBy shouid
aI@ddbfel presag i faolftﬁnéemdre 66ﬁ616’$1e%rﬁehtﬁn Wa@s I mdﬁeépondmgly, if
needed fo elativ 0 erlod ne ca

Bentratanin2 fnlor o] 91 SRTCmRE ST SHE BRtroareinSzofhat i
bR RSB REDE Proystfibon, very 6RB% 6Rrid8 ditime, then the corresponding
license 36 should also be present in a license store 60 for the same very short
period of time, ideally.

[0113] Thus, in the scenario of Fig. 4 where a receiver 46 can be expected
to tune many streams 32, perhaps as fast as once every second or so, it is to be
appreciated that the corresponding licenses 36 as stored by the media system 48

in a license store 60 are for the most part barely used and once used are never to
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stored by the nedia system 60 are segregated accordi ng
to relatively short lived |icenses 36 and rel atively

wo evg/11deved | i censes 36. Moreover, in such enbPdi/Dg2006/009900

relatively short lived |icenses 36 are stored in a
nore tenporary and volatile |icense store 60 of the

bused againe Morgoyaidthesinger valkge) Qi sych ligensesi 3eams slgresgby the

ﬁb@la%ﬁ;‘i&ﬁ Ag iR a”ﬁ&'e‘%s@es%@n%‘tcaﬁ i apBlgRich! l?uge quantltles
| 1cense store 60 of the nedia system48. For exa

Euréher ey siosing soj rpamy icesisgs 8640 snﬁiy agisengr: stosel 6pns¢wmmg for
hingTthbde féﬁg%&@éséfocasarev}ﬁ&éeed PI . Cfﬂaé“?é]étlvely long

i cense“store ted In a
wmquﬂlme careberewmae@ymeeﬁﬂdﬂpwwthough ot her types of

SUGY 1 ”Dﬁsggiée&% 3 oamtv&fttﬁ@#fe&?lp%\;e' Fgrl 1I&j%ﬁ’]a%§1§6 as

Splrlt an e present enti on
stnredebshtiei mmedia syfstentn @Omre§egtegatademaood1ng 1tdn eclatbaiyashort lived

BB P SRR B BB A A S o
eelatively shiort ieed |l|k:e?skms3@l|tarecstcrrddtblo dnemcsravmmndnanyhmd volatile
50 a r.c
TieDR R okl o8 duedt st 46iahy FREN M DO pf dgpiihas a0 are

$toeinaesmafe pdﬂﬂahbnpamﬁnmf&bblatllmuémisd)ﬁofaﬁo of the media system

2 SEbio koS Eo L feseaiara B0 Tosicbe LR, PuRAM memory

of tﬁ@ﬁﬁ&h@%f&t@mfﬁ@ while IRy p&reh R Rt kseingé &tbre \Gb&ﬁa)i b€ located in a
cense store 60 is non volatjle, t

Predftiednamorraias Matiasyalm 46 sl RiARVEPSS HSYRbNamory

st RMefibloyedt Withed @dartiy fBFethe 8Pt amEOSEHPBIY tHeAPresent
be enpl oyed to render the correspondlng | ong-1ived

iBveRiigs 32 on an indefinite basis. Note though that
| ¢@rEsgs 3@oﬁ@%rﬁﬂ%ﬁ@@ﬁﬂ%ﬂth@%r@@érﬁtlﬁ‘%rftlbﬁmﬁé“ﬁ]edla system 48

pernanent i cense store when no onger needed
Plegassljcenres 36 waatheewmaaeyt licepemsiore p9 that ggrrespond to long-lived

\Asﬁéa%é b8 thAlWEY&S or thEfkd hEE gﬁ@&eé% ngnrag%g 18tk 86 aegtee@ewce

enever the nedia systemd48 1s turne or reset

R imvater playbackaordedpytngda anethsy madin sysienat orihe like. iTsus, all
i8pD 023855, e b BuIP B 51 Sn ST e gppogrera
styestnes82,8would def placed by lthe mediaysysterny 4|@elntmmeotrentpormry license

POfd B A0 B Sy BB Whph HE B o, ABRERY o non
wcﬁlaﬁléethpmeemds 36 thendin @are nbtf@latedw@awselem%edla system 48 is
d d | et f
i1 py sk e B sy 6 B8 e iRRdenife Pubifpraing
Fﬁ@illﬂe@y;&tagmsf@ dﬁ?ﬁlhﬂ??ltﬁsmglwﬂfb@ﬁ that eenses 36 can
0 r neede ch ¢ i i
a1 SBpHabe qeIs1Ed TTarS bG OTRBERTS 5P P EnE0sWhen o longer
Aéslicgicope of the present invention. For exanple, it

d e)f‘éﬁ%rltg h S{Vﬁgri gthé gtaetgy@to%?g nllq%hge Sgltfc’);ee %104?33 Ol e, dhowever the

licenses 36 therein are deleted whenever the media system 48 is turned off or
reset. However, such a deletion is by implication, and it is to be appreciated that a
more explicit method of deletion is also necessary in the event that the media
system 48 runs for a relatively long period of time, during which such temporary

license store can become filled and/or clogged.
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correspondi ng stream 32 is no | onger tuned by the
recei ver 46, such as for exanple when the receiver 46

Wo soocomennded by the nedia system 48 to tune aPOI/I81006/009900
stream 32. [0118] However, it is to be appreciated
that in fact deletin such a |icense 36 so qui ckly may
bel0d&hat Thws, iFepe esrg)ﬁﬁlnaent ot theerfesrntiventiomitae ﬁm%ﬁystem

%&I’iﬁﬂgtc% Al %tdéfetlbh %?%SlgeﬁQe B8 i lthé 'terﬂﬁ&‘é%ﬁhce%e store

eam 3 correspon hereto may
ﬁ(baimmtam mmeam@norsucipmadtﬁmﬁtem|4|$eiee|_m3<%\nit §@ch ilctenﬁm% is no

Igﬁ%% grﬁneegf% $@éh LHaRUIRENRPT BE egégﬁogﬁgfeﬁglg%s without

Onger requires a’licen
chapantangcdfean ehhed epigt amch sedpesefdhe Ipresent knvestioranbeherample, it may

l‘gen &R Sgﬁ%}etﬁ% 'nlai%dl% %g&ane%S makgé :bg]etlﬁﬁ &9 Cf%bgg L%, Wﬁé?] the

resen I nventi on
mmspmd?mg; str@anrasg ||srmdmgeoftum¢re hye%eare;:;as/eemmsswhaas for

h to d I 36 f
RS arBpoiFa 6o By 16 0 Bimiageft Pyt 8, MEERCHRign 4 o wne
Mherrsﬁtaeﬁmmy mar ki ng such license 36 with an
h.as_a st

ap%ﬁg Ing %wg?/égﬁtflggpaee%oprgq@%d%%{t nﬁal % et ng §iith ;9 ?‘cense

3@96 aﬁi%ﬁl’y C?bble prdthatufESesNGGmphe, tlhmak/lb@;etﬁéﬁnﬁﬁm%m@n in such
use and appropriately set,

|
‘iorpeadf?lé’qeér igepee 1 3% Sithinsedsshedr H}ﬁf tﬁg %é‘?s?:ﬁ‘{‘)nre'%? yorrespondmg

ﬂthe%‘%?aySﬂS@FéitLﬁQd iRla Ellftﬁ’t EHSY of 18, |3KevitBE KethayShi the case
[1cense 36 is not i mediately del eted and can be

bapaldpedh W%ﬁ%@?ﬁr@ﬂ%ﬁ@é@s“ystﬂwﬂ FBE0HRIY regdifesns ligense 36
%lﬁﬂ%é'créﬁhn% b UHerionAbs SudrpliGinsti 388 &{diedr pldBess may still

icense 36 has in fact been marked for deletion, then,
quirpse@¥amabl y wel | after any other process of the

”e%‘?lﬁ)iys%\g E&IF fne Hbrgm §&nfdht %fcmmé%thm&%ﬁ and

stem 8 in act del et es such mar ked
lirieg sew36 Fltgz vany process whthengediarsyaicak 8 thaigviphesclegiclete a

@%E%g§6 fréﬁ t%éttgﬁlp%p%% Ilce&eo QtroFé %Hl &es %'QP?PKgﬁﬁgﬁf%eletmg

usékeepi ng process o
saraé ot m8teadluyd‘nbe<lr[ge$u0b1dlcea$d §6 adthieat aeproprate yark guch as a

am ne S ' [

8 R85 8eb HiToRsiy s bObRIERL ALY 16 FENS RiRnted

b‘ﬁlemﬂrefselrvredeh eiﬂe ﬁcer(set:}mfcﬂgﬁ);h uaedanﬁfappmoprratélacset may be a
el ete such.marke i cense t t

i P S R R0 B S B dg o0. o o
lllﬁ':?/eﬂthQ;hS frfaﬂmd |s|u6|$g|86r$ee?>66 tihrabt ﬂhmﬁematelylelglé%&w fiod can be
relatively |lo erio are se t
emﬁléweqi B lesrosssber s BEGR SSPR 26 (RMIBeATS:

ez} star® |&6r tihet after wel Rédrise 361 haatidrfact Nberecm@ked for

license store 60 fr

event t he tenporar .
s@e@m rged cﬁﬁ@e%reéwn?lamrﬁqwtw dRPPPREe eggedia system

Eb'l%‘ rédUiRNERSof3RicA MearkBd K@éﬁsfac% @Hﬂ mbuensyét&n 480n fact deletes
'onger " needed, and a housekee process peri odicall

BycH @@fke@lellcgﬂgg @Mw%m@gtuap ing a housekeepmg process or the like
(step 903). In particular, and as may be appreciated, such a housekeeping

process of the media system 48 would be periodically actuated thereby to
examine each license 36 in the temporary license store 60 (step 905), determine if
the license 36 is in fact marked for deletion (step 907), and if so in fact delete such

marked license 36 from the temporary license store 60 (step 909).
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|icenses 36 fromthe tenporary |icense store 60.

Concl usion [0122] The progranm ng necessary to
we@bdoeat1isad e t he processes perfornmed i n connect PORUSEIDE009900

the present invention is relatively straight-forward

UIRAT  AREEGE RSP ENERISH G dReTHG S 1ot ok gged for

okl FUIrAE P REGREEIATorh NRRer BMSEE 36 by bei
eheﬁ% o\%jsydﬁ{ﬁé %‘?f ectuate theg%r ggient ni) nventi on \?\n t houty oIng

deredrini ;dempanAnyt ieensgi stpke B9 dhalcispelatie i srturpoiiareovar, to
ﬁrg@erﬁgﬁé ?%Pﬁpérﬁnﬁﬁﬁéng&st&e%bsﬁr&ﬂ‘ SN et A& with too many
provi ded for tHe

receiver 46 to create a shortened
sushsliaenses 36euich disenses 48 agamagras {a5 drlelignmdipadne donger
r [ ; ; [

FRRRRl 460 ol RBaAnd ot baaicel] AR dbiod wuRASHared
lraosendirbindea amBBanisense sigee 6lich recei ver 46 newl y
¢§n?¢s.g},‘ stream 32. The shortened version of such

rhcu YEhents 47 can be qui ckly created and sent to the
me {01223 y s TeenpA@yraeacting ineeedsaey toeeffdoheate 4ite peoegseuperormed

a Stream 32 ven if the user.. i .0 [
B ARG o 51 Bt RGeS ROV G T BTN o
b apsdrent ertre reﬂegaitqmoggérrmun@ publipui Aectedingly4gudrsprogramming
conci se an e scribes.all license requirenents for
Rk e S T e o E R VR
éffci@ite Gthe SpreberiteventedTe Mithodi7 departihg feom| thigedpiiin and scope
connection with streans 32 as provided to the nedi a

m 48 from sources other than the receiver 46.

ok
[ Og@ﬁs]Al #0 tHepreBentinesidh, braysRid 8Rd nietisos beNp@Ndied for the
met hod” are provided for sharing each new contentg ke%B
fecRyehdbwidefropife ar shasfanef VRISIQR Ot IREUKeAea!Ss§&1i8R ate to be

%PIB%@ tt%1 BendigRHafiREnsd 881UBN 1t tAS ré@ivdri4eeRs&l Rt go to the
W th each such content ke therein. The receiver

CK
g dam dof miad fagt Wm@fﬁmcr@ﬁémérﬁgl)éh arew ricensg 38 sreny tikeysuch
KLy ang A ntfuateest ? C&%?ﬁrﬁ ngokeyphd QRorehagedeont e such

initral conte _ I'n a coordinated fashi on.

femuizeemsr&oo@t bei quickiy cratesband isankin ihenmediassysiasm48 each
r ,

A8 AF12PP FAAY IR Bheghort 588 Yo R0} Bz o

etrahgehem thaan oedtetr L] orwet esry rseqomnd eneset s Additiohally, the shortened

g%lﬁgygﬁ sl&% ? %@g%rﬁgﬁg ?ﬁf ?smc&géigguérfoe{pﬁegt%ecst%ﬁgeg &Il license

Fa system unti
reegltemenenfos thé7tuaee strear, 32ainda triidmak dmausty et space8 Tdwnformat

S BIPTSRabE S B8, SRR R P 2
privldeg o thiemdeibaybtent 48 fonestentes atffenvthah theweceiver 46.
f gi{)ﬁ%ﬁ ?n%spogina‘[ﬁg %?(lasern I li'/IeFI l(gﬁ? %t s?ys?'e7m % rr‘ne[tﬁgg IaPet provided for
sharing each new content key (CK) between the receiver 46 and the media
system 48 without the need for creating an actual license 36 with each such
content key (CK) therein. The receiver 46 and media system 48 exchange an
initial content key (CK0) and then rotate content keys (CKx) based on the initial
content key (CKO) in a coordinated fashion.

[0125] Moreover, in the present invention, a system and method are

provided for the receiver 46 to send a default set of requirements 47 on a
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[0126] Finally, in the present invention, a system and

nmet hod are provided for the nedia system48 to store
W@rookesste sone |icenses 36 correspondi ng to tuP€dus2006/009900

streanms 32 only on a tenporary basis. The nedia system

48 can recogni ze which licenses 36 need only be store

poelinzinanyrpesisr yn%aﬂae% ary Agtueh setedi reauijamenisgél evien actua"y

Ié&é?%i t§ﬁ§?’8q§f%ij Veq%tr@h@ﬁts' 47C§r’@%?ﬁpl&§%°dbm | RE@S system 48 until

shoul aﬁéﬁ{)remated t hat changes
th@mcwabeeqmr@mm ﬂﬁearemau he @edier syséem aAshean distinguish

T A
reqnufﬁnmerdm 4% aod Cami teptaceo thmedqfaultumumem@ﬁﬁocﬂﬂwefwtfs the
di fications
QrBRpoRfitLecp huldp Bt A7 SR R IR BE | Co o
as[(UES] neEImlany til ¢heapresadicidventionms sgstanmvend methed:afeoprovided

R TR surew 4t 0¥ L BN soms M Bef P dcilesbbififg fytunec
str@amstBZtg]lyi e iacempprny wasls hThé meﬂilagsymmm@mae\rrecomz@wmch
e ren

d, t.hod t h .
RS nS8! 0 S HEELBRS SO, LG S Chropi oot
dé;l]ﬁ’té? BlicH fehrpor@ily sirécElicensegwhen hbeoriges lﬂlﬁe@em‘:* nts for
the |icense;, t recei ver_constructing the
r efUi27 lerreﬁt §h‘?LEgnt?ef r?é’Pr%%%PFg L cg\a ‘tg? o#PUlh Pos dmafle o the
érHl%Hn%@ﬁ&t HE€driBed rﬁwer RSt Sdépartis fmnnh@ iingerdiew | @icepts
and the conputing device I{éon recej vin

therar.r BsBavld begwiersieed.igerefrse eteﬁ%semg%&t@& 70k fgifed to the

;feﬁﬁ&llé(@&nﬁ@@lhﬁ'eh%%léseomb@l[ ) lrﬂéﬁcfédct@nédv%wﬁ’(dﬂmcatlons within
Icense In a license store of such conputln%pdev

the §pirih ape aeere ofitea aEaseRbinY priicpAst dsfined Biyyhe gppended Gaims.
accordance with the license, whereby the receiver need
not communicate the license itself to the conputing
device. 2. The nmethod of claim 1l wherein the digital
content is a streamof digital content froma signa
having a plurality of such streans therein, the nethod
conprising the receiver tuning the streamfromthe
signal. 3. The nethod of claim21 further conprising
the receiver decrypting the content if necessary and
re-encrypting sane according to a symmetric content
key (CK) that is shared with the conputing device. 4.
The nmethod of claim1l wherein the receiver |ocates the
information relating to the requirenents at a known
interval and location within the content.
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5. The nethod of claim1 wherein the receiver
constructs the requirenents fromthe | ocated

WO pdoennwté on according to a common format expeRCEUS1¥Y6/009900

t he conputing device, whereby the conputing device
recei ves such requirenents_f @';B any source in the
common format. 6. The net ' claim5 wherein the

receijver @oR&tod §&iScdmuhiBatiHg reaBirdriehts 6P 4 a@ltél%éﬁs%ifrom
information according to a common format conprisin

arfgceiveppt coregsresding &Hglf@hcwfw&%a CoRwtiag Agwpe LPen W ich the
dﬁgi@al%ﬁﬂeﬂﬁ tB'b@'rQﬁdérBS'tHQ'rﬁ@héH”cdrﬁMmgmpy protection

d specifying a value that corresponds in a
predet er mfh%@cﬁﬁ(ﬁﬁ@#mﬁgdha cpatetticul ar content
protecti og,RiAR F
contr ol vg? ue P r eﬁ\g@gﬁﬁ%g&h%&v Iﬁfﬁg{l%%@t%%%ﬁao the
teguiserbents dorstod llﬁmﬂﬂ the conputing device to another
O UL | 0 4N pr BRI Pho TREG AR Bl AE Ak
met hod- speC|f|c I el'ds cort al ni or mat1 on uni que
informatomandreerdisgp eact canstrapted memnmmenbmtmﬂaeimdrputlﬁg device;
The nmethod of claim 1l wherein the receiver constructs

requirenents fromthe located information to

i ncI ude wihied tenpating devigeuipgongeckiving ¢hecsent irequilenéents

| icense to ot her co evice to
SR e TS a0l SR et hel B Pt e S16 sld
€sHERUttet qtcdesé 0 leAse §®U@o§$ﬂbh cdnfpuiihg @evise, arfd thékaifter
met hod of im1l mherel the receiver sends the

EHASERY éi?”eéﬁBPWé'ﬂ@ﬁ?%r gRrewith thed €8N nponent of the

conmput i ng y#rYdthehe Yecelli neBl hetcsthmahidbi® the IB&HLR itselfh6 the
conmputi ng devi ce constructs the |icense based on the

PRIV AEVISEui r ement s by enpl oyi ng a mapping al gorithm

that graps T%@Qﬁ‘etﬁb@bﬂclgfm f RheraA 'tHer ﬁgﬁé]tc%nie‘ht Ishestream of
| i cense according to pre-defined gl ng rules. 10. A

digitg) goBtent i’f@@'aﬂaﬁ'@nﬁéwm%@lvﬁﬂ@’ aftsyel gireanep diein, the method
EAHTBHE ﬁé%éé.@&it@mhg%é SrddnPfrer fRlskyFRNt i ng a net hod

nicating requirenents for adigital |icense
from3 r edéevesthed ot elpined flather sgmeriging she tasaiventdeerypting the

g&[@rﬂtﬁ et g?é’ry Ghd ¢ %ﬁc@ﬂhﬁcﬂpﬁrﬂg agbc%ltn%l to (‘a@eﬁﬁ"ﬁétrlb Sohfnt

e ren
keyn(iOhg tlnates sfamedm:th thheomeuwng/@eavme;cau ng within the

cont ent 8%{1‘% od of éll‘él\;@ﬁ ivﬂ%rérﬁtﬁé“r%cé%ﬂgé&%@%éinff&Fnation

the | cens constructin
retafingrie trmrtequfremarnitsha& al loocanewtervat anah’aicatmm withinglee domtgnt.

such §onsr'l'rhlécntme’tﬂo Ialrme merHe?elFl 9net rrt]a%ef\:/gpg nstrﬂgtsqﬁg I ce;
requirements from the located information according to a common format
expected by the computing device, whereby the computing device receives such
requirements from any source in the common format.

6. The method of claim 5 wherein the receiver constructs the
requirements from the located information according to a common format
comprising a multi-bit representation divided into a number of pre-defined fields

including:
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and the conputing device upon receiving the sent
requi renments constructing the |icense based on such

WO e@eilvsts r equi rements, storing such constructBCI/US2006/009900

license in a license store of such conmputing device,
and thereafter renderi Qfg‘ the content only in
accor dancan iRy CepePIof: ﬁ@é"etmﬁeﬁ'@ﬁ?p?‘ﬂg"ﬂ%é?'U@rth'CHeed

Fes eﬁﬁgﬁﬂlagjﬂréeefenﬁlnba Qﬁé}ﬁfér kd & ?bftlchl‘ér baneﬁpmtgcha@ method

medi um of claim 10 wherein the digital
@@nlpwd on heacasttertam of digit al cont ent froma signal

having a Blcléhglcbn’bfolq;al@% Fe %h@\quné‘ oftBAt rﬁ§§/ BeYub-

COITprI sin recel ver tuni tream rom-t
livegsed from;_the Theppied dewiest to:ﬂrmthﬁrpomnhlém@a deviegigandet hod

further cgppri ok 8@&@@3%“?"2 metSd ¥ di dél&ec&ﬂ&nﬁlﬁt

i f necessary an sane accor
infommation gniqoateone keymo(eCkecificatopy s)rqih@tmldnmhpﬂs t he

conpuf i ng-dey ; . 0
Che recer JhF Mfos BEerhL IR NI ssEh e Byt RshE e
reqqluementerﬁm tile lacdtad wioninretien\ainchuae wrmtmmbe cmmphtlmg

he cont.ent .The diumof c 0 .wh t.he
o R S5 2 B bR Spilier ot ¢ g PerclF ggneent
ihafespnmahd Brodeaomahngmes tite campatimgfdavitetcaeipset ahlaysub-
t he conputing device, whereby the conputing device
iGeREPves such requirements fromany source in the

comg) f orrABtmethdd off BiginiTe Gitienein theclegbived dertzane constheted
recei ver constructs the reggl rements fromthe | ocated

faSHBERARtS 4R AR LFHBPIE A CLBREBAPHEPHHEY €S mpr i si ng a

mul tig bi t THeRPh&RBALAEIEAMN 1 HHerélR thd E8rRp RNGUENRSe d¥hstructs the
ore-defined fields including: an input copy protection

ﬁ@ Basedpn theyeseived FrLeRNtRDY BrAPIoYiReEHBRRIAG algerihim

ic)§ EAENEEd '@ﬂﬂﬁr’eqh?elﬁe%% tHellcBhsé 8B&dHBiIng to pre-defined
prote fion method enployed on the content; a copy

genppinelrulgal ue fiel d representing how the cont ent may
be Sufj i caNStbERrRABIRERUNITAIMIRNGRE théreBfebRBlter-

conputi ng devi ce; one or nore copy protection
amdmtaﬂﬂesmetwcttioosﬁmeleﬁ@n@anaawthn@ fareooyRRERiIcBINgUR¢ipments

T T G
tibnvice epr whick thes dipitalmontent Isdo degdndertds thratmhethod gomprising:

i ncl ude V\ln% {ber t 0 evice can issue a
sub-1 i cend R (ite ﬁWinﬁg Oﬂgingg device to render the
cont ent t I’nleae; rweivea logatifig widhindive centgnttinfoesati¢rerelating to the
ut i n% Y1 e can issue such a sublicense.

req rements for the license;

the receiver constructing the requirements from the located
information and sending such constructed requirements to the computing device;
and

the computing device upon receiving the sent requirements
constructing the license based on such received requirements, storing such
constructed license in a license store of such computing device, and thereafter
rendering the content only in accordance with the license,

whereby the receiver need not communicate the license itself to the

computing device.
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17. The medi um of claim 10 wherein the receiver sends
the constructed requirenents to a trusted conponent of

W0 b@eaowspat i ng device. 18. The nedi um of cl ai nPADUS2006/009900

wherei n the conputing device constructs the Iicense
based on the received requirenents by enpl oy

rmppﬂﬁg aiTge mediym oh srimgfwhesein the @'Dﬂa'cﬂonf% is & stream of
ﬁéilcbﬁféﬁﬂfrantaos@m Hal/ A RuRREBrALRY strdaRs thdiehi Hednethod

pplng ru
comprising the receiver tuning the stream from the signal.

12.  The medium of claim 10 wherein the method further comprises the
receiver decrypting the content if necessary and re-encrypting same according to
a symmetric content key (CK) that is shared with the computing device.

13.  The medium of claim 10 wherein the receiver locates the information
relating to the requirements at a known interval and location within the content.

14.  The medium of claim 10 wherein the receiver constructs the
requirements from the located information according to a common format
expected by the computing device, whereby the computing device receives such
requirements from any source in the common format.

15.  The medium of claim 14 wherein the receiver constructs the
requirements from the located information according to a common format
comprising a multi-bit representation divided into a number of pre-defined fields
including:

an input copy protection method field specifying a value that
corresponds in a predetermined manner to a particular content protection method
employed on the content;

a copy control value field representing how the content may be sub-
licensed from the computing device to another computing device; and

one or more copy protection method-specific fields containing
information unique to one or more specific copy protection methods.

16.  The medium of claim 10 wherein the receiver constructs the
requirements from the located information to include whether the computing
device can issue a sub-license to another computing device to render the content
thereon, and if so how many times the computing device can issue such a sub-
license.

17.  The medium of claim 10 wherein the receiver sends the constructed
requirements to a trusted component of the computing device.

18.  The medium of claim 10 wherein the computing device constructs
the license based on the received requirements by employing a mapping
algorithm that maps each field of the requirements to the license according to pre-

defined mapping rules.
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