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FIG.1

(57) Abstract: Methods, systems, and apparatus for generating an encryption
key. In one aspect, a method includes the generating and sending, by a first
device, a stream of random challenges to other devices. Each other device
processes, by a physically unclonable function (PUF) included in the device,
the stream of random challenges twice to obtain pairs of responses and com-
putes a first Bernoulli matrix vector. Each other device generates a first LPN
instance using a pre-stored public matrix, a partial encryption key, and the first
Bermoulli error matrix, and sends the first LPN instance to the first device.
The first device computes a threshold number of the first LPN instances and
an estimated combined error of PUFs included in the other devices. The first
device generates an encryption key by recovering a summation of each partial
encryption key encoded in the threshold number of first LPN instances.
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