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D stribut eglo@ntewt and Rel ated Met adata Background of the |Invention Field
of the Invention The present invention relates to the storad&Taf1/42783

distribution of content over a network. Related Art Advances in
are novi ng ahead

t el econmuni catio et wor k; &0 ni.catign and 10 switchin

with great speedMMP,d ‘sff’%tﬁﬁfﬁaﬂﬁg@@gmtﬂi ntehbcat i ons can
take significant anounts of ti amdiRiclgtedMeenldt@nal techni ques.

Transm ssion flow can be inconsistent. For exanple, when delivering |arge
content, such as a nedia file of a novie, to a user, unacceptabl e del ays
in transm ssion can occur. 15 One conventional technique to avoid delay in

presenting content to a us is to replicate copies of the content at

various |ocations in the ne%ﬁ?lggm’gﬁiﬁfféﬁl Y4168 may reduce delay for a
user near an avail able copy, but requires an inordinate anount of storage
space. Managenent overhead is also increased. A nanagenent application is

need8d so t h#telddffimd Biveatss S and/ or 20 users can manage the replicated
copies of content. Storage adm nistrators nust further be in constant

alert because if any site runs out of storage, a new content replication
will fail. O her UT8Ems§Uieiavertiinumtiatemiol the atorame ARVEktriDLESY of 86dtkmg, such

as, web cac%}gﬁggo&tream ng caching. Such caching does not require the
depl oynent of "unhmahageabl e ampbunt storage but only sol ves the problem

for limted cases when content has al ready been cached in at the requesting
l.ocat i ons. |Relatedst¥ request for a-content that is not cached, the content
has to be retrieved fromthe core, and the delay may be unacceptabl e.

Another major limtation of a caching approach is that it is limted to
one specific applfEWICEHH. Im\plejeyosmaseicativom SnetPB200Gmmunication  and ‘

10 switching are moving ahead with great speed. However, distributing files
between network locations can take significant amounts of time using
conventional techniques. Transmission flow can be inconsistent. For
example, when delivering large content, such as a media file of 2 movie, to a
user, unacceptable delays in transmission can occur, -

15 One conventional technique to avoid delay in presenting content to a
user is to replicate copies of ‘the content at various locations in the network.
Such replication may reduce delay for a user near -an available copy, but

) Tequires an inordinate amount of storage space. Management overhead is also
increased. A management application is needed so that administrators and/or
20 users can manage the replicated copies of content. Storage administrators
must further be in constant alert because if any site runs out of storage, a new
content replication will fail.
Other techniques include application level proxy caching, such as, web
caching and streaming caching. Such caching does not require the deployment
.25 of unmanageable amount storage but only solves the problem for limited cases
when content has already been cached in at the requesting locations. If a user
-request for a content that is not cached, the content has to be retrieved from the
core, and the delay may be unacceptable. - Another major Hﬁlitation of a

caching a_pproach is that it is limited to one specific application.



PCT/ US01/ 12785 Wat is needed is a nethod and system for storage apd APR 2005
di stri buvipaa/38%s¢ content over a network that can elimnate Iong haul
transfer latency and does not require 100%replication tFaPSIHRES ons. A

met hod and system for storage and distribution of content is needed which
provides intelligent storage 5 nmanagenent based on usage and | ocation
transparent access, and which is application agnostic, that is, is can be
used with different types of applicatieons. Summary of the Invention The

i nvention overcones the identified [imtations and provides a nmethod and

system for creating an innovative file systemthat separates its 10
The invention strikes an

directory presenﬁm' rom.its ta store. n stri
appropriate bal ancgkgg;?éemggﬁ]lﬁ ﬁ@%@fﬁ%i%mm&f $omse snedistipiodyofdel i very
and reduci nntesit @v80L nERFBHK tBAFEIAL Selind tem i ncl udes
division, distribution, and reass%'a%ﬁggﬁ]ﬂ%lﬁ%gsf%zﬁmbcge? CSdel ay the
pr esent at i diPt 57quIeel 00Gn replicatian tot dikloustéons, bub:eﬂioﬁQnu_Sir._gsiclﬁ hedyeed anmount of
storage sp conventional techniques. .The nethod &nd system

ared t

al so i ncl u?f]g@ {iﬁg%&}n Tt Pngf’Bfent af 1endedrwhish pryitlonr intelligant estbiage syst em
and the di shanabeab@Nb fd SL&M j s _t hat include, vol unes,
directories, agd. fil egedTéhdeﬁls%entl ooﬁgﬁlr)lrglg{ﬁ]&ar?%ea‘x%i Iaf“?)}”ti’gfﬁﬁnage and
control t h@ppligatigniagyossic, thaeist islmwakmﬂhjcﬁﬁéx‘éndyﬁésréfth?%ﬁgmoﬁgr oss the
net wor ki ng using the netadata and neta file systemarchitecture, 20 and the
ability to serve and reconsfruct files in real time using a Virtual File
Control System (VFCS) or V ovast ef thaluvaptiodat a and neta file system
ar<hitecture provides neans for distribution servers (DS) and VFCS to keep

track of the di i informatiop an the network while VFCS conducts the

or gani zed reassg[lil Ilglv%ﬁg%rhgv?rﬁ?@lc?r&[‘]‘? dHe‘?L&&ddBFFR?BPV ead tprevidsera 25 An

enbodi ment methodhend Exstdih i 18 cRa8Y b O8SindBvid RN Sl i anismfor . creating an

integrated read-wite-able file %ystlgm ¥ot{rr}B I stg'isggﬁhnaé SF%%QSPFSI es

t H oughout SEEctRsPRIesentation Wimmk ita ddiacsedrey Shi hgventich sfildessn b pidpatéser systens
Wen the invention is inplenented it provides 2

or an apply L.an.servers.
5 APR 2005 M0G0y s semuemmeni toepnsstang sPegslyedeliverysarid mducimgy di f f er ent
| ocat i ons sty rdciireRiedlsn PLHD £ syst em ghj.ects..wi.t hout
over bur deni ng networ k resour ces.ﬁloﬁgpdf%r&cglxéﬁ&%g 83"‘3“’“’ dlstnE)utlon,
and reassembling of files that does not delay the presentation of the content to

the user, but also uses a reduced amount of storage space compared to
15 conventional techniques. The method and sysfem also includes the creation of
an integrated read-write-able file system, and the distribution of file system
objects that include volumes, directories, and files. The invention includes the
ability to manage and control the integrity of the ﬁie system objects distributed
across the networking using the metadata and meta file system architecture,
20 and the at?ility to serve and reconstruct files in real time using a Virtual File
Control System (VFCS) or VFCS cluster. The metadata and meta file system
architecture provides means for distribution servers (DS) and VECS to keep
track of the distributed information on the network while VECS conducts the
organized reassembly of the information for delivery to the user.
25 An embodiment of the invention provides an improved mechanism for
lcreating an integrated read-write-able file system for distributing large files
throughout a computer network and delivering such files to end-user systems

or an application servers. When the invention is implemented it provides



user wi shes to dowload a large file, such as a video file, an enbgé?%ﬁﬁ 2003
of the i ' provides a way to deliver that video file_t, o
requesti ngvﬁgg?ﬁgs\’/vi t hout straining the network. The system S{E@HIF}!E‘?%%S

this by breaking the file into nultiple portions (segnents or block files)
and storing those portions in locations (e.g. nodes) distributed

t hroughout the network. The present invention describes a technique to
create a read-wite-able integrated filg_ system It also . describes a
techni que for breaking up the file and 10 reconstructing it for

distribution, as well as a technique to distribute file 15 system objects.

An aspect of thod to_create an integrated system

t@g j nvention is a fHe

present at i on BEERE GHTSA IR papy | BUernt lgepdens @ MwetoapRiainnarcsss Wctle net adat a
itself that sy r : ' - bl :ﬂ%éése p s&%ﬂ?}' n and
its data whi Iyemgllﬁl%ﬁvmcﬁgﬁl%g’gggte%b%e}%&gﬁg%&gﬁ : roug%’uf&a ne \i/\%r of
nodes, and ubarwishesweddimdad a Jargeifite) suchashi vded fidd, anechbatapstrafnt to its

users. Anot hﬁ{?nas ect of the invention is directed to dividing files into
manageabl e, VBRI BEAYdesta vay de grbyrr dhatrdden filentei thg eaeesting #sdegnent s,

and sdistri byt tﬁﬁ@ o 2SRk IHRH Sl : [\ 5 et wor k
node520 perfgIrﬂr}r]ggtc%a. ﬁé?ﬁ%ﬁ-con{('i_ gﬁgéggt}f#fagé@ggﬁn%ﬁgglgr%@%?éas | ed for
di stri but i onfifeointo aluiltépie postpietdgngentder blackflegpyhdadrihp titose Pogtidneassenbl y
process is transparent to the_ user_and provides the file data to the user
with minimai® flofgeleRSs) (6-BnBeds) disipheied ciﬁfqulﬂémitn\hérﬂqt‘dﬁﬂios Fhenateperd t o
distribute, | hr oni i ohj. ec ng a
ne¥wor k of n@ggéﬁ&ﬁtgg cﬁ%r@gaas [%)%gﬁ}/ ‘2@? {ohgﬂclé%vge nrlf’ ig%ﬁ%?%g%r%&e%}&g? gﬂger Vi ng
non-cont i guosistend.i | dt sAgEdYsEribddr QUgdthhite kb dkeakinge py Thenfilr @agnt at i on
whi |l e presenting the original, unchunked content to users ds a directory.
Anotther aspefCeortruetieg ith e disgabution; @gavell i 2 iechajspiei wadissibug filg0

di stributi O%}%}%&@%LVLCG policies to enable the guaranteed quality of
service. 2 'D% ‘WO 02/ 35359 -4 PCT/US01/ 42785 Anot her aspect of the

invention is direghedpt@ 6OWMeSRNEAEIN }éFﬁ:Sﬁctﬁ@di‘ to create an integrated file

system presentation based on a meta file system structure and the object

metadata itself that supports the separation of the file system presentation and
15 its data while allowing the data to be located throughout a network of nodes,
and then reassembled in a timely fashion that is transparent to its users.

Another aspect of the inveation is directed to dividing files into

manageable, non-contiguous, file segments, re-arranging the file segments, and
_,) distributing these non-contiguous file segments for optimum network node
‘20 performance.  The non-contiguous file segments are reassembled for
distribution to a client requesting the large payload file. The réassembly
process is transparent to the user and provides the file data to the user with

minimal latency. |

Another aspect of the invention is a method to distribute, replicate, and

25 synchronize file system objects aﬁaong a network of nodes.

Another aspect of the invention is directed to seriring nbn—contiguous
file segments through the global file system presentation while presenting the
original, unchunked content to users as a directory.

Another aspect of the invention is regarding the application of

30 distribution and service policies to enable the guaranteed quafity of service.



be grouped as a virtual file system gateway cluster that incr ease’@ &/ £PR 2005
bandw dt&, V}ﬁ%}% al so providing | oad bal ancing and fault tolerance.
Advant ages(,) 6Pt Re invention include the ability to store, RCHU1/4285
distribute, and reassenble |arge payload files w thout delaying the
presentation of content to the user, but also while requiring only a

m ni mal anount of storage space. The invention provides a nethod and
apparatus for efficiently storing large files. A content network for
delivering files to a user includes a'% urality 10 of storage el enents
di sposed within a nunber of geographically distributed netwrk nodes and
configured to store portions of a file. A software nmanagenent structure
stores i nfor mat | ORCheGaTEFnef tindnventionris diected oz Abwasevefal VERES3 cah t he

storage el I dto the, file. A software content prunin structure
i s coupl edq%g%%ﬁlgégo% \%ar‘é&" nﬁ!j::e ﬁ?mstg?tﬁg?ﬁr‘él“%‘iﬂ ‘i?%‘hfm“gfﬁ?sé%l ]?Q 15
sel ecti vel yapdwitth iWhele Gl R6VidlORKS babMifE ahd FAliCoRir @i A9e el ements to

insure that the file is efficiently stored in the netwoik. In one or nore
enbodi nent's, t heAdentagensofantie anventionofincludd Ithe abilitt abne@drat gdch node

depends on il.abl e storage, pylarity of the content, distribution
cr E%'?eri a b)‘/ﬁ ﬁ%’ﬂ%’g&ﬁder ﬁ?ssf)%hgerlf"gg@tp@%)?ﬁ 6736,3 Widhaut delaying the presentationised bl ocks
of a file wRytoMenPtIMRS ubdr; But a8l Sh8Y 1L Sﬁ,ﬁ{}ﬁ DalcQn{TBEKE  room
for other highly desirable content. Home({/ugl?%)é g’ﬁ?’hgug %gaflggg{%ki kely to
be used bl 8©kagespace.file are pruned, the entire content of a file may be

mai.nt ai ned at mode in the scal able content delivery network, so |long as
thé content owi8F TNEMEOMIIEVIEGH A dRtthed 2nd appasatus fonetficdeniby storing) this way,
| arge 25 fardeCfleSan .1 glient. rther features and advant ages
of the pr eseént inven(??lct)%{,t%gg%\/\rglf fgéslﬁ@%ég ﬁs1 S&Sc%‘%%&%ﬁ#%&éﬂ%ﬁ@n of

vdPi ous enblsloragntedements iispmsed evithin Rverhbaef gé@gmﬁggm&j hagibuqdet ai |

bel ow with reference to the acconpanying draw ngs. 2 5 APR 2005 WO

02/ 35359 PREFIVER0 110497 éd. gonrgquesd [tas@prep PPBipnsf of e fibk-awidn gofthre

acconpanyi jign A [ ated herein and form part of the
speci fication,’ iﬁ%%ﬂgﬁcgpg Sthe ﬁ?%seglt%hggéféh‘f’%ﬂe ﬁﬂ?f,cm(?ﬂjje{‘)ﬁ@r‘mvé)ft h the
descri pti owach fofithdistorager slementsasfatedl fo hBIR! | AGbRAWAR: Lontbhepdiipgnt | on and
to

structure is coupled to the software management structure and configured to
15 selectively prune the content blocks stored in the storage elements to insure
that the file is efficiently stored in the network. -
In one or more embodiments, the poriions and amount of a file
maintained at each node depends on the available storage, popularity of the
) content, distribution criteria by the content owner, etc. Thus, least-likely to be
20 used blocks of a file may be pruned (.., deleted from local storage) to make
room for other highly desirable content. However, although the least likely to
be used blocks of a file are pruned, the entire content of a file may be
maintained at a node in the scalable content delivery network, so Iong as the
content owner wants the content to remain in the network. In this way, large
25 files can be stored efficiently.
Further features and advantages of the present invention, as well as the
‘structure and operation of various embodiments of the present invention, are

described in detail below with reference to the accompanying 'drawings.



5 enable a person skilled in the pertinent art to make and use the25 APR 2003
i nvention. wgyqds acconpanying drawi ngs: Figure 1 is an illustration of a
scal abl e content delivery network for delivering file syste'Fr‘F 885
according to an enbodi nent of the present invention; 10 Figure 2 is an
illustration of a virtual tree arrangenent. of the nodes for control

i nformati on comruni cation in accordance with an enbodi nent of the present

invention, Figure 3 is an illustration of _the attribute bitmap and rolled
up bitmap, 1in accordance with an enbodi nent of the present invention; 15
Figures 4A-4C are the sinpli fi ed | ayouts of a distribution center in 20
accordance w th enbodi nent Jbhe present invention; Figures 5A-5C provide
three illustrative enbodi eS¢mBLio ﬂéeﬂrafwwewver cluster in

accordance with the present |nvent| on; FI gure 6 presents a layout of a
Virtual File Control Systemcluster in accordance wth an enbodi nent of
t he present. i nventThnacdeimpangmg 7dkaBm§30%ndhhﬁe|ﬁiﬁ@ﬁF61&tsaif hdr8in’ &dULAY a new

fil t t dat t t fil
Syt em obj ectPy Srihe SPLBRI: ANSGriS-RE BresFE T PRRTER esRbesvidHEe pr csent
I nvention; Figuos,ith, SPARG Ldive %’@x él?]% p%%xc@?%s §f f% b grg:alaéry%ge with

service based 25°on file system Obj pe I'n
an erfbodi mentenable tahpersqur elsted in meepﬁmmntaﬂﬁuh@k@amsuﬁlﬂiehhuﬁubﬁl iien of
linear and non-linear file structures as used in the present i nvention; WD

02/ 35359 2 5 C?WW&'F’FW&?M?BS 6 20 25 Fi gure shows the process
of .deconposi ng a fF%,ers l. e accor e.wWth an
enbodi nent of the ) ent fulr?l\}g%&afn L %%géae%bﬁg(fﬂn n%lflgh}f'% rfe? tt}o’étl ons of
deconposed fldbh:mnngaﬁdia)rsgkiémeobjccts .'=1c<:ordmcr to an embodiment of the present . :

invention;

10 Figure 2 is an illustration of a virtual tree arrangement of the nodes for
control information communication in accordance with an embodiment of the
present invention;

Figure 3 is an illustration of the attribute bitmap and rolled up bitmap,
1in accordance with an embodiment of the present invention;

15 Figures 4A-4C are the simplified layouts of a distribution center in
accordance with embodiments of the present invention;

) Figures 5A-5C provide three illustrative embodiments of the
) application server cluster in accordance with the present invention;
Figure 6 presents a layout of a Virtual File Control System cluster in
20 accordance with an embodiment of the present invention;
Figures 7A-B shows the process of introducing a new file system
object into a SCDN, or updating or deleting an existing file system object from
a SCDN in accordance with an embodiment of the present invention;
Figure 7C shows the application of policies for quality of service based
25 on file system object and object type in accordance with an embodiment of the
present invention;
Figure 8 is an illustration of linear and non-linear file structures as used

in the present invention;



wi th an enbodi nent of the present invention; Figures 11A B are il |EIS§ rﬁﬂjﬁ 9805
enbodi rreﬂbsozgf__,’stghe distribution of a file system object and netadata

within the network of the present invention; Figure 11C i|rUBUSAHEISShow

- distribution servers work together to distribute and replicate neta
information and content dynamcally so that each server presents a gl obal
file systemview that is an aggregated view of the entire network. Figures

12A-C are illustrative enbodi nents of_the neta file system structure,
bl ock file structure of an underlying file system and netadata exanples
in accordance with the present invention; Figures 13A-C are illustrative

enbodi ments of the vobu%e, directory, and file nmetadata in accordance with
the present inveh&th? F°FEriae paisessohdecompgsingat filecinenbludk fded faaf t he

bl ock i ndexst@hid il nce wth the.present invention;
Fi gure 14A 'S % %‘.%%r%{é%ﬂ‘gﬁmh% tﬂe C%r%%@eog T TREOH Rt ing a file
one.or nultipl e Igocds FOA-Ssatertwacitioseangs oY"idE&blﬁf?@sleﬁrfﬁé?x’ﬂﬁcé YGiE! on,

Figure 14B i.g a diiagram show ng the algorithmfor |ocating data in the
process of W‘@k%%@ggéﬁﬂﬁomqmésmhme@uomi nme in accordance with the

prgsent inventighneEigur -C are three illuystrative enbaodi nents of a
VFCS in accor dan%?amg\,iltq ﬁ' ?rs?é&g@ég‘é‘h 5 Btﬁ';ol%lﬁ'i‘egﬁﬁ'é’bl‘éwp@fa e ow di agram

of the opesptémmbjmit aad MicRiHatew thih thd BERAEFBLLE Wrdsdf 1DEOECS
initialization %r_ocess to create a global file system preséntation in

accordance wit hta#Tenbbei iustraiss hows disteibetion i serent i work Fogithe /A shows
the VFCS sgy ' erf.or med. dur i run tinme in accordance with an
Lhe urCS SERRIORSS BLINR RECLBIRG SUD0 U o LLITE 0 accor dance |
PCT/ SOL/ @265 Fiegerti ol FRLANANS syl 30R) 6AUL OB QlerBOLILLRS, bpRavality of
smw ce based on the user and file system object e 1 n accordance with
t pr esent™Ie BGRYATKON; Figure 18 is an illustration of the VFCS nodul es in
accordance with . .

FPg%:es 12A-C are iliustrative embodiments of the meta file system

structure, block file structure of an underlying file system, and metadata

from

examples in accordance with the present invention;
Figures 13A-C are illustrative embodiments of the volume, directory,
15 and file metadata in accordance with the present invention:
Figure 13D is an illustrative embodiment of the block index array
metadata in accordance with the present invention;
Figure 14A is a diagram showing the process of reconstructing a file

- ,} from one or multiple block files in accordance with the present invention;

20 Figure 14B is a diagram showing the algorithm for locating data in the
process of reconstricting a file in real time in accordance with the present
mvention;

Figures 15A-C are three illustrative embodiments of a VECS in
'accbrdance with the present invention;

25 Figure 16 is a flow diagram of the operations of a VFCS server

performed during the VFCS initialization process to create a global file system

presentation in accordance with an embodiment of the present invention;
Figure 17A shows the VFCS server operations pf:rfoﬁned during run

time in accordance with an embodiment of the present invention;



5 enbodi nent of the present invention; Figure 19 is a flow diagram 02 5t tAPIE 2005
oper at i onswafozg%éFCS server handling of a read request in accordance "w
an enbodi ment “6f-X he present invention; Figure 20 is a di ad¥ditys01/42783
illustrating a server request distribution 10 capability of an SCDN | oad
bal ancer in accordance with an enbodi nent of the current invention; Figure
21 is a diagramillustrating a server redundancy function provided by an
SCDN ‘| oad bal ancer in accordance with an, enbodi ment of the current
invention; 15 Figure 22 is a diagramill'ustrating the instant fail-over
capability of an SCDN | oad bal ancer as a statel ess | oad bal ancer in
accordance with an_ enbodi nent of the current invention; Figure 23 is a

di agr am showi ng arF'SeISN1VBathonl hscanplicetitinr of poligien fopquilgy dfnseavicer dance

wi th an enbodj r invention; 20 Figure 24 is an

illustrat i vecﬂggdc:é?%%Pg%f&gﬁﬁ%%e%ggeﬁa%$%ﬁcc Sarcs suth s BERamEts with
di rect servernvetionan i n_accordance wth an enbodi ment of the present
invention; Figure 25 is a flow diagram of an inbound packet redirection
process perfor nedigyreald isepillsseation af thecdFCS matnimarin acaedaice withan

Figure 26 is a flow diagramof a

enbodi nent of.. . r,esent_invention;
heal tgh checketﬁbégl(%ésma RS EYERYO™man SCDN | oad bal ancer in accor dance

with an embodi rentigiel 1P iPReTRA didghfINe B oGR8 of TR Lhdustration
of a station show ng an exenplary a control unit and data repositories;
WO 02/ 35359 hgndiingref 2@em! reQomt USOLLrd7BE with ki gurb@diferitsofaths tpadsendi agr am
show ng the ﬁ'{\'ﬁtﬁ&e managenent steps perfornmed by one enbodi ment of the
present invention; 'Figures 29A-E break 'the operations of Figure 28 down

into smaller SubFasks: 20 is a diagram illustrating a server request distribution

10 capability of an SCDN load balancer in accordance with an embodiment of the

current invention; |

Figure 21 is a diagram illustrating a server redundancy function
provided by an SCDN load balancer in accordance with an embodiment of the
current invention;

15 Figure 22 is a diagram illustrating the instant fail-over capability of an
SCDN load balancer as a stateless load balancer in accordance with an
embodiment of the current invention;

7 Figure 23 is a diagram showing an SCDN load balancer redirecting a
} : packet in accordance with an embodiment of the present invention;

20 Figure 24 is an illustrative embodiment of an SCDN load balancer
redirecting packets with direct server return in accordance with an
embodiment of the present invention;

Figure 25 is a flow diagram of an inbound packet redirection process
performed by an SCDN load balancer in accordance with an embodiment of

25 the present invention;

Figure 26 is a flow diagram of a health check process as performed by
an SCDN load balancer in accordance with an embodiment of the present
invention;

Figure 27 is an illustration of a station showing an exemplary a control

30 * unit and data repositories;



Figure 30 illustrates the Storage Managenent know edge base tabl esry 5&%%

Fi gur e v8¢ ohss3p exanpl e conputer system and conputer program prod& iR 2005
whi ch the present invention is inplenented primarily in deflvtvsmazzsPet ai | ed
Description of the Preferred Enbodi nents is 20 25 The foll ow ng description
is for the best nodes presently contenplated for practicing the invention.
This descriptionis not to be taken in a limting sense, but is nade

merely for the purpose of describinggthe general principles of the

i nvention. The scope of the invention should be ascertained with reference

to the clainms. The present invention is related to a nmethod and system for
the invention provides a

storing and digtri ihg content. In particular,

highly effici eﬁb‘ﬁ%l%ﬁ géﬁﬁ‘?&l%ﬂt@@wmgﬁ@ $toragsr meemppinegt sep9r i ng and
serving cpatfenied 8y ehd\S8hodifRht & i.on.._entertai nnent, business, or any
ot her pur pose. AKr?et hod an Sy@fﬁ,‘{%‘?aé%&’] 5% an enbodi nent of the

present invent Figuresy 39AdS baeak ﬂﬂv@p&mbn@quﬁ%}et 9z A8, {ﬂ% %%ra?]tggd nety\/;)rlé
oré are separ at ed.

file systg}mtgﬁgs_mhi ch directory presentation and data s
The met hod and’system i ncludes division, distribution, and re-assenbling
of files that dpas 89Y resentation of the content to the user,
but al so does not rggdllhrg%agér% t?’%gsrtgll%ﬁ%iganaéﬁ’ﬂﬁwtbéﬂw@@m bise teblgsie. The

met hod arffdsyst em al'so i ncludes creation of an integrated file system and
distribution qf. file_ systemobjects including volunes, directories, and
files. The in éﬁ'ﬁ%%h@ Yo s&pmpled coimphter afystesn @adt ONSRAS | fdgranchi tectures

and  protR&Al:8in VR ' inthe art will recognize that the
descri pt i#gn i's for @\% %@%@g@v@&o"? BnpleRenigd prinpoly Bsgiwazss
illustration and to provide the best node of practicing the invention.

enbodi nent of i,nyenti on provi des an inproved nechani smfor dividing
and distribut iﬁé??ﬁl?@g@m B theBrefeyred Embodinieanrs) t hr oughout a

conput er

One

10 The following description is for the best modes presently contemplated
for practicing the invention. This description is not to be taken in a limiting
sense, but is made merely for the purpose of describing the general principles
of the invention. The scope of the invention should be ascertained with
reference to the claims.

15 The present invention is related to a method and system for storing and

| distributing content. In particular, the invention provides a highly efficient
) architecture and technique for processing, storing and serving content to a user
for education, entertainment, business, or any other purpose. A method and

system according to an embodiment of the present invention creates an.

: 20 ‘advanced read-write-able integrated network file sysfem in which directory

presentation and data store are separated. The method and system includes

division, distribution, and re-assembling of files that does not delay the
presentation of the content to the user, but also does not require an inordinate
amount of storage space. The method and system also includes creation of an

25 integrated file sysfem, and distribution of file system objects including

volumes, directories, and files. |

The invention is described with reference to specific architectures and

- protocols. Those skilled in the art will recognize that the description is for



net wor k. Anot her enbodi mnent of the invention provides a nethod tofzrﬁem 2805
5 i nt egr atewd dy3sesosystem view of nultiple content nodes. Anot her enbodi nent
of the invention provides a nethod to distribute, replicate CHHEP1/H42785
synchroni ze the wupdate of file system objects such as.vol unes,

directories, and files. In the follow ng description, nunerous specific
details are set forth to provide a nore thorough description of

enbodi ments of the invention. The descrigtion is not 10 neant to be
limting. For exanple, reference is made to Internet Protocol and UN X

but any packet protocol may be used and any operating system may be used.

When the i nvenhi@hionSal estéi accordapce with an enbodi nent of the
invention it provi ldgsm!lec{r:gtJE - g@‘ah‘% 1 gﬁ% {PYh oh PRRAHCIngG Biscla¥entian. eOsgst em 15
obj ects wi t hcutbalimeiuof @i igehtid BRAMRE kintiid —user system
to transmt ﬂgﬁfﬁf .J n_one_enbodi rreg?vof thet"?ﬂﬁéiﬁﬁ%ﬁ‘}ﬁ{?ﬁ%@%@%{b

acconpl i shes Byt Bigrilregerrdsetotasipeylond or ooitent) HeopgHdut @RBmpERETENL S OF

tracks) and sfR5dR9 C{m e portions and other file systemobjects in

I oca%it ons (e.g., rﬁbéﬁs ércﬁngqﬁrﬁfﬂqéﬁ%?%"ﬁﬁwmﬁms Aaakidto céate por t i ons
and ot her fi istegytidefiteaPitemt Hewdf sdfisd t .t net wor.k are
distributed utilizing a flow optim zat | géﬁégec Ni 'quAéllaﬁlr?éf: OdRFEE, £ or the
intelligent EREEGHE PETVIdasea alethdd toedistyibuemresiiiats; tafid a9EcRBAE aRs Of

data. Thus, f{i m,Qbj egt.s and portions of the file are stored in

| ocations t hakéa(r:fﬁe %??nﬂggy{%ﬁ% ‘iﬂ%fu%faw%m% diggetogiespantbfileser In e  portion
to the end- uBRlowsys HesEHphibe SRIhQERL iR 3. -7 t he tency, 25 associ at ed
wi.th delivering the dat g.to t he end-gﬁggifmg%g%g%ﬁgo%ﬂ?go Pré’f’@ﬁrae‘ﬂo‘feo her ei n
as the edge BPrQusE desenptidn ofmbodinelatsat thdinvesigen. 0Tk REscRRlMRikagbodyi ng
aspggts of t [ tion is configured to appear as if it has the file
stored | ocal §an\/t\ﬁ§x)%qﬁ5ﬁ't"‘igo}s°r8ﬁarpﬁjé’ Fef¢renceris madsl toyintemet Protorolander nodes
| ocat ed t hr QU0 Ubntt A k . ' t i ncreases the virtual

st orage capacity of eg’cﬁgnﬁgﬁé@%ﬁlk@ﬂg%%ﬁwwfﬁwﬂ%mw be

PCT/ US01/ 4288d-node wi t hout consuming systemresources. The nodes

distribute and rﬁﬁ%‘i cate. data bl ocks and other file systemobjects in a
manner that maxi m'2& FYeNRgnys dmplementaddnancyrdatie witivkn eniboitimgenpandwi dt h

~ consunpt I on of WemvERGo Mrovides end-user systems with a way to access file system
15 objects without overburdening the network utilized by the end-user system to
transmit data. In one embodiment of the in_ventiron, the system accomplishes

this by breaking the file into multiple portions (segments or tracks) and storing
k those portions and other file system objects in locations (e.g., nodes)
) distributed throughout the network. The portions and other file system objects
20 stored throughout the network are distributed utilizing a flow optimization
technique that provides for the intelligent management of the all file system

objects and portions of data. Thus, file system objects and portions of the file

are stored in Jocations that minimize the amount of time it takes to deliver the

portion to the end-user system. These locations minimize the latency

25 associated with delivering the data to the end-user systern and are referred to

herein as the edge of the network.

Each node at_ the edge of the network embodying aspects of the

_ ilnvcntion is configured to appear as if it has the file stored locally when

portions of the file are really stored on other nodes located throughout the

30 network. This greatly increases the virtual storége capacity of each network



user systemissues a request for content (e.g., a file) the request2 5SAPR 2003
rout ed oo bhess3e Near est node and the node inports non-resident data of the
requested content fromother nodes in a manner that requPfFEd/SPH&7BRast
time and cost. The end result is that each network node has access to
nunerous or all file system objects (volunes, directories, and files)

w t hout having to store and maintain the full content of each of those
objects locally. 10 One or nore enbodigrents of the present invention
provide efficient methods and systens for dividing a file for storage and

reconstructing the file for delivery. The process of dividing a |large
d is described in detail bel ow

payl oad fi hgde I chunkin SC.

Anot her engodi ﬁgflltg H%?él‘?sﬁie}ﬂp% g’%&ﬁ? TeSOHiFEMt :}Bﬁ npdesdigtabuts andtrpplitateo create an
i nt egr at eddital oskss tednaihied NEIEWvEde ; r_embodi mept of the
present inyventi or}gp,r ovides a met hgidg?%ésgﬁgﬁ??agﬁtggm?%%n@ﬁe@,da d

synchr oni zB2psfgree Finemvdiicdainiminime baral widthvenmsudbion OWaRen thoSidler
system for

enbodi nent ‘ t _invention provides a nethod and

clﬁust eri ngu%}(‘?)‘{r’%%gg%s?‘%glgrnf%ﬁt I?’F F‘%ﬂ%@%@&v& filehthe request ismpurgd 6f tha group  of
viTtual finearesyabesrand ik RGKE iahi Ll ilability and at the sanme
time 20 ingcreases 1/0 bandwi dtﬁ?lﬁc%s @a#@é?ﬁ%?%ﬁlﬁﬁ?&%“@%W%ms are
descri bed Y9 atlsreneilesdn|a iaharn that Bquilest the ndasAteld 4RCEME € The «5gal abl e

Cont ent Dgl{ VaNetwor k 25 Figure 1 provides a view of a scal abl e content
del i very nléétu\\/f\gskthgfg%)”emﬁf&drcd@si LRI namgwupay | dhiie seear ding to an
enbodi mentobfdctst (VelurRé€ it toiaY el CCP{N 00.may be a network such as the
It ernet that conceptual l'y in’c| udlzrsas)a‘%ne vfg)tfalp%%esq‘i’ﬁ jmgntam pe
backbone) the flleomeatit of each®0R6R5RHC:1s [bally.5 APR 2005 PCTI USOl / 42785

jet wor K segrren%?n 110 ran%ﬁ% “near"” and "far" fromthe core, and network
segnents "far" T1ofi C8Fe ditngnis ofighe pgert ifvontioscpiovideyeffig@hr " Near" and
"far” rel alethddd adbiSlyae L Ake i ed to indicate relatjve path

| atencies_ (short otry @ﬁf@g@%ﬁ%@{ﬁygﬁ%ﬁ?@gm@ LGrastrugling thefilenci es

gener al | yfafedsdingryon Thieeprbeass rdfedi viding RSB AyR8 MERSnlRt & cafW t Ches,

routers, n(}llk}nhe |jke) that are .
u g and is described in detail below. Another embodiment of the present

invention provides a method to create an integrated file system from multiple
15 nodes. Another embodiment of the present invention provides a method to
distribute, replicate, and synchronize file system objects ameng a network of
nodes. Another embodiment of the present invention provides a method and
N system for clustering a group of virtual file systems. This clustering of a group
) of virtual file systems increases reliability and availability and at the same time
20 increases /O bandwidth by load balancing. These embodiments are described

in more detail below.

A. Network Architecture

1. _ Scalable Content Delivery Network

Figure 1 provides a view of a scalable content delivery network

25 (SCDN) 100 for delivering large payloads according to an embodiment of the
present invention. SCDN 100 maj-( be a network such as the Internet that
conceptually includes a network core 105 (ie., the backbone), intermediate



traversed to reach the high-speed backbones that formthe core of K%g 005
network agg §2m8950h which much of the network traffic is routed. eAFﬁa;t)
each internediate hub may perform sone linited processing, VHRIERIAZASS

| at ency, before forwarding the traffic to the next hub. 10 Figure 1 shows

a plurality of Content Provider Clients (CPCs) 130, a plurality of

End-User Clients (EUCs) 150, and one or nore Content Managenent Servers
(CvBs) 170, all located beyond network_ggge 101. This is arrangenent is
illustrative and not intended to be limting. For exanple, a CPC 130, EUC
150, and/or CM5 170 can be | ocated anywhere in a network a network such as

W thin a net eqnent or._core. |1n geperal, the content provider client
130 may be c%@% grggts éé@iréﬂ%’?ﬁ P%"aaefén n 1o tkey eeren and eetvark 170,
whi ch in turneghes@NFACRSN tore 120SA FSSLAN 5L [ butJ ept.er,, 140, or
content provider client 130 may be 20 c%ggg%?e@g{l%cgw fé&%ﬁ‘e%&"r"oaﬁ‘gy

di stri buti on “dafitrelatd 40, distaneehamsl erey intemigento, indafle FIRNRCHAANGHARST ted by
connections include, but are

t he SCDN 100 can be, used. Exag&es of such (

not limted t ,"%"IS\‘P% ESPeuVARY) tothecormyushelatansics genesallydepend @habs) . dat a
| i nk5 | ogi calhuhibeK of 38§ Lt | It wi tch irtyal circuit,
connect i on-ori ented prﬁg?%(e:%}a% Pé%gr?ngég%‘] ger‘]’{tglgéé’ 5?"%?1&6?(?%& &F}XIH’?S el udi ng
beyond a net Werirsedityereach tee high-wpedd ledgbone thatfodhi Yhd @ F 8 ﬂ!t%rgﬂé‘ 25

ot her direct o ﬁ%ﬁr‘]’diﬁgecfﬂ Eetwork connection and/or protocol. an
conbi nati ons®" B8R Which JRiehpf the Reenark araffntis meytethe MNoicaghpl eacht i on f or

managi Ng confdtfedidi® HuBSm i ey be a.general file system
client that connects to a E@%W%Jgf S%Felwplfﬂcesé é‘&ﬂ‘?hﬁ@é%mmﬁ% in a
di stri but i onbeferet ferwirtiing MeffoOnS theheMRB! Creates, renames, noves,
del et es, and manages vol ynes and WO 02135359 -12 2 5 APR 2005

PCTFUS01/ 42785 di %‘F%ﬂi%%kﬁﬂﬂ@ﬁ%ﬁébp@t Previ@RClSEs (GPCHNM3NE owner
pi 5 or her CRaiEEost HAEORE® CBRE, TEORRS S0, &t 'We homemni@meniceose to
]E: Lgfuépngﬁmﬁ?}??ﬁm ted tgs)aﬁvg\ggﬁ g%c?\;\%éyg?@%%?%g%§@{gﬁg owser)
runni ng on df 28RBSt i§ illustrative and not intended to be limiting. For example, a
CPC 130, EUC 150, and/or CMS 170 can be located anywhere in a network
15 inc].uding beyond a network edge, at a network edge, or at any location within
a network such as within a network segment or core.
In general, the content provider client 130 may be connected (or
| assigned) to a content management server 170, which in turn is connected to
} its assigned distribution center 140, or content provider client 130 may be
20 connected (or assigned) to any distribution center 140. In this environmcﬁt,
any connection supported by the SCDN 100 can be used. Examples of such
connections include, but are not limited to, a physical link (over any medium
wired or wireless), data link, logical link, permanent virtual circuit, switched
virtual circuit, connection-oriented protocol, connectionless protocol,.or any
25 other direct or indirect network connection andfor protocol and combinations
thereof.
A content provider client may be an application for managing contents
in the network, or it may be a general file system client that connects to a
Virtual File Control System (not shown) in a distribution center 140. A

30 content OWner creates, renames, moves, deletes, and manages volumes and



| ocal device. Any type of end user device that can support an end-z‘uzeg\PR 2005

client WaQ.z3f,be used including, but not limted to, a conputer
personal conputer, workstation, or server), set-top box, RCAVESPIE2BA set,

tel ephone, or a hand-held conputing device (e.g., organizers, palmtop
devices). 10 Network edge 101 ma be far from network core 105. However,
the distance (i.e., path | atency) between the core and the edge nmay not be
uniform and may vary considerably fof,a given CPC or EUC. One enbodi nent
of the present invention places a plurity of Distribution Centers (DC)
140A- 1401 for maintaining payl oads at the edge of the network thereby

reduci ng or,. 15 eli g:ﬁi’ﬁnati ng | atency_for respective end user clients 150.
Payl oad corfPERPTIPS SHoHER GniesPRetisaerC i 130push e@ntens mvaxe alfosaplpasist | on cent er

- to other diggdds] k&N e.network.  An -user
seeki ng access ?%Hapar’taﬁgu %agc%%ﬁggg&ﬁthﬂas%%%@d’er net wor k
file syste36I EUM 150 peovidgpan erd-uur ofSie \Bhlenf bOKES B fQAmESEDS] St ri buti on

center conéa&nifpg the desired content. Latency due to path considerations
i s mini m zed®sitREEX¥BRle FUG 45@may bhamekindwof brhwsem@aisding bet got to a
respecti vejgkie, ' i f application. aervers,6 (AS) 160 and
di stribution cgﬁgkéﬂl S%Sgljc%g%h @gs Sé?ﬂgjr?—?(w%‘ﬁ B on ?‘Plﬁ’éq"("ﬁqrs“t ribution
i nvol ves olstcal divirg:. aAyty typecofsatait e 6OVies it £ ShfhorO Eft-usdp cA¥ider and

geogr aphi cwy pl aci naﬂt hese objects or portions of each objects at 25 the
di stributi otf E@hberusedrinelndiage btenelr Binited [tocatcethprtersle. gt 0a phmosslge of t he
network. T | ' ' centers 140A-1401 in SCDN 100 of Figure 1 are
virtual ly g%rl@r%léé‘t ﬁ#tétﬁe ’f%%ﬁ{vgﬁ’ écﬁ"frggém?ﬂf?l%‘é‘miopIsﬁﬁttFléP}%‘H‘ei RTBi gure 2,
for exanphand-tEhl compitiigi@dvidd €., BrpARAETBAIn IS Hfi‘i&% 1y used for -
copmmuni cation 30 of control information and si g%a s afongst the nodes of

sthl abl e cont enetyork 2436360 maysbaARR POASRER ddSOL082 Fbvevkd el | very
erfornmed fromany node in the network

twork 10 t@_ downl oad b
naving e B B6 AAPUSERROTE R e i s pdarae) prceneniform,

havi ng the desir
1401, T espact ) Vel s pracatyaa g n Cr e EriC, ey JRE. okapi o,
present invention places a plurality of Distribution Centers (DC) 140A-1401 |
for maintaining payloads at the edge of the network thereby reducing or
15 eliminating latency for respective end user clients 150. Payload content from a
content owner is pushed from one distribution center to other distribution
centers at the edge of the network. An end-user seeking access to particular
) payload content is serviced (via a network file system client or an application
;} ' server) from the nearest distribution center containing the desired content.
20 Latency due to path considerations is minimized since content is distributed to -
the end-user (e.g., to ‘a respective EUC 150} via a plurality of application
aervers (AS) 160 and distribution centers 140 located at network edge 101.
Thus, distribution involves obtaining any file system objects from a content
provider and geographically placing these objects or portions of each objects at
25 the distribution centers which are generally located close to the edge of the
network.
The distribution centers 140A-140I in SCDN 100 of Figure 1 ‘are
virtually arranged in the form of a tree 200 as illustrated in Figure 2, for
- example. This virtual tree arrangement is primarily used for communication

30 - of control information and signals amongst the nodes of scalable content



assum ng node B represents Europe-England, then |ogical child nodeg 5 PR 2005
Europe m 09§53E§”0pe‘ France (e.g., node D) and. Europe-Cermany (e.qg.,
node E), an ¢hi | d node of Eur ope- France m ght be Europe- PCEUS0{/42785 ,

node H). In this exanple where the left side of the tree represents
Europe, the right side may represent. Asia. 10 Node A is the root node and
may represent a central control station, for 15 exanple. In one or nore
enbodi ments, each node A-I in tree 200 S a unique attribute set
representing the nanme of the node. The attribute set for a node is stored
at a respective DC 140A-1401 and can be represented in any conveni ent data
structure. Far..exanple, the attribute set can be represented as a variable
bitmap (a bi CHBYFTY 2RIk 0RaDnts dpyrisads caniberpeoiormaed fojreaty, naledn the

tation of the attribute set of

nber). E - '
e aﬁ%&‘ﬁ’%e“@ﬁ% dﬂri (gzée%g?%n é%?g{??%ﬁ YgHgaegrsingeds | @pmorket c.

each of the e's c

Lo ) o st s ToroAs: g o pigtaon Az

descendant s) ﬂﬁhi S representation is cal
Attributes” M EspectislienThnnods atatamrasgediit adegicarorter, UBededaaiple . Thus

the golled u | f_a node.is t representation of the rolled up
attribute of %S@J&F‘Pg‘?e%.mﬁrgﬁmg& ?%c?ﬁaglaﬂ& ﬁ’éﬂ logjgabichild pnodegrinch i s a
combi nat i on Biropdenight lbedEuBpaFtddcbUbe b s 1 ''s, children,
may be used. A "Rolled Up Bi Frrap" rra%%b'e defﬁeﬁha%goﬁg?ﬁgﬁgﬁ?%ﬂ? (al so
cal l ed a "BitfPd®. e y cbild made pbEuspethrante might be Ewwbpd-hely (2., Hode’ S
children. Figur Js an illustration . of exanple attribute bitnmaps 300,
310, 320, 315 tHis Scaliple e ‘ﬁ%“&“é%e,f & I§PEESRIT Barnpe, tietrighin

enbodi ment’ aidetihgy repi@sanhsihnvent i on. Each bitmap 300-350 uses 16 bits for
illustration purposes, but since the bitmaps are variable, they may vary
as Weeded to i defYodeyAdatie rognadedmdansy epresente: @nbel contfoPEfBbh Gar 2 5 APR

2005 WO 02/ %?3’%31 PCT/ USOI / 42785, - 14 Bitmap 300 represents the attribute set
for node B O Gurs %3¢ R PR gmbodinentss eachainde A #n rem200bhass2 unigue and 13

set to 1 ancugbhteRehRHrdbdthShk 0 ' et because node B is a
child node of A for gxarrpl g, b'in{aﬂlzf On%tgé bg&%‘eﬁga&%ﬁe set 10F 2 node 1s
stored at a respective DC 140A-140] and can be represented in any convenient

data structure. For example, the attribute set can be represented as a varable
15 bitmap (a bitmap is the binary representation of an object, e.g., a number).
Each node also contains a representation of the attribute set of each of the
nqde’s children, grandchildren, great grandchildren, etc. {i.e., all nodes
) emanating from that node as a root node — lineal descendants), This
,; representation is called the “Rolled Up Set of Attributes” and any convenient
20 data structure can be used for it. Thus the rolled up attribute of a node is the
representation of the rolled up attribute of its children. For example, a “Rolled
Up Bitroap™, which is a2 combination of the rolled up attribute bitmaps of all
the node’s children, may be used. A “Rolled Up Bitmap” may be defined as
the “binary OR” (also called a “Bitwise OR”) of the rolled up attributes of the
25 node’s children.
' Figure 3 is an illustration of example attribute bitmaps 300, 310, 320,
330 and rolled up bitmaps 340, 350 in accordance with an embodiment of the
- present invention. Each bitmap 300-350 uses 16 bits for illustration purposes,
but since the bitmaps are variable, they may vary as needed to i'dcntify each

. 30 node and provide other information.



to represent Europe, and bit 13 set to represent England. Bitmap 320554PR 2005

represen{v@,)tyk%ﬁttri bute set for node D of Figure 2, a child node of B, and
has bits 1, 4, 'and 14 set to 1 and all other bits set to BT/BSt1/42485may

represent France, for exanple. Bitmap 320 represents the attribute set for
node E of Figure 2, also a child node of B, and has bits 1, 4, and 15 set
to 1 and all other bits set to 0. Bit. 15 may represent Cermany, for

example. Bitmap 330 10 represents thggattribute set f d Hof F 20 r no a
oigure 2, a child node of Db and has bits 1, 4, and 16 set to 1 and all

other bits set to 0. Bit 16 may represent Italy, for exanple. Rolled up
for each node_that has children. Rolled up bitnmap

bitmaps are als tor
0 ?%@HZ‘BI QFePi5SeHs ther atigitufg setfernciderB of\Bigerd? ahd htd)i s case,

340 t

ol I ed up bbtieRdLith, Ba0e Pohg AT EaA St e, (L PUb e 1§ map of
: h.l%Pen%l“-}Ie"gﬁﬂd’ﬂs.sﬁH pBish

B bil B shfy B &RSe:

node H since H does not have any ¢
r epr esent s 4kebe gitlbedausp et Bofs attild Modeas A Gor BRARp!

rolled up itr}gﬁl% 350_for node B is the binary OR of attribute bitmps 310, -
320, and 330."FW&HeSHIPerandnbitpih ey toRepeesetaEngland.t hBithiaps3s@t i n

bi smaps  31&hrestd tha N et-d.n ralled. yp Qitnmap 350 (i.e., bits
1, 4, 14, 11) and 16).- E%o%nﬁg?%né%aléeﬁﬁwg%ae?g‘ﬂg?‘ﬁg?r%Bgén‘ééﬂﬁect ed to
any. node Abits dn4, andel 266 toThuad .2Vemet Bite¥anp! €S Bib nagement
server 170.and a_. distribution center 140A-1401 are ggﬁnifpﬁ%%ggane site,

cont ent mﬁ%‘gm cxgg}g}%ngp;t@pcm Twpraserts chnmtributeveee forany®hECH® t 0
manage e P e eyt BoAGls of By b shilnd fotd K5 ftdnt smsibigehent ol | ont
130 may bebitosstent 0d @i a5ty bopserd] Ghriay! FAGEINET AA08 ML o
A L MG I G ke
efbodi ment’"PE . ! 5 aachikimidesast Ib aid Hks
content ouert %, ShASePETLARLASHR 0. (8 uaRiin L A RSkl 100 I
for example. Rolled up bitmaps are also stored for each node that has
children. Rolled up bitmap 340 represents the rolled up set of attributes for
node D. In this case, rolled up bitmap 340 for node D is the same as the
15 attribute bitmap of node H since H does not have any children. Rolled up
.bitmap 350 represents the rolled up set of attributes for node B. In this case,
rolled up bitmap 350 for node B is the binary OR of attribute bitmaps 310,
; 320, and 330. The result of the binary OR is that all the bits set in bitmaps
) 310, 320, and 330 are also set in rolled up bitmap 350 (i.e., bits 1, 4, 14, 15,
20 ~ and 16).
Content management server 170 may be connected to any node A-I on
tree 200. Thus, even in examples where content management server 170 and a
distribution center 140A-140I are not at the same site, content management
server 170 can give a content owner a vehicle to introduce file system objects
25 to distribution centers 140A-1401 and to ﬂfanagc the file systemn objects in
netw_ork 100. Content management client 130 may be connected directly to a
distribution center 140A-1401 to perform similar functions a content
management server 170 provides. In one embodiment, content management
server 170 is a computer that processes the content owner's file system objects

30 for distribution in network 100. In another embodiment, content management



1 5 APR 2005 PCT/USQOL/ 42785 ,server 170 are a subset of tools (eaQe,
cesAPR 248

machi ne i RggpeRdgypt objects) that allows nmanage, distribution, a 3
control of ?i ?e%ggstem objects in network 100. The tools md$THSHE8ded

in the content owner's conputer for processing and distribution of a |arge
payl oad file in network 100. In yet another 5 enbodi nent, content provider
client 130 is a standard file systemclient that connects directly to a
virtual file control systemof a distripusion center 140A- 1401 while the
processing tools may be enbedded within the virtual file control system
After a content provider loads a file system object into content

managenent s 7 rocess. the object and forward it to a
10 distri but igélsr{{gll(’:len %Fa%ﬁjtfgé‘{ﬁxﬁgg‘ﬁm £ indspenrdsat eRise) tist 8dewhut i on
centers (DC) @y, 4036badsh, deses| 1 y : I t$nshown in
FI Gs. 4A-4C. A diék:st ribution cen{ é:?@?gmra l?gfggﬁfsg%ntg&egt g?i(}%hﬂ%? lg)gt a

center. The gbé teals gpayobe dinbedddduini tha costene bsmaris coi@uter foP PRRBSMS
according to i.nvention | en_ described in even further

€. pr.esent s t
detail. ‘Fig. “ﬁ‘%“%’ﬁ“%‘?‘hé’f a?nei%“ﬁcaPadk%@r 1 etk £00.40b1 Yeh apetder dance
w ths an enbeggbs@fenf t 1 00 L Ehup. nt 400A
includes a distri bll}t icgﬁﬁglé%‘gﬁgéglcl%?g?% b%g)s%glfd’g% %ﬁgﬁ%%gﬁtﬁhatserver
cluster (ASCronpgets Zivactiytaanimed filmednt{oCsystdb®f aadisthidheen stREAND ALY St em

430, a stora Ismfﬁgch 440, and an intra-station control-related switch
415, Di stri butT ol 8% Mo Prefessing rtools may dientimbeddess wihim the ofirerd Slest em 430

t hrough st or @g@obyWstesh. ' ' ' i.hks 441 and 444.
“Appl i cation ser\?e‘a{yscl us?‘é‘%‘%%%“%ﬂ%ﬁ%é%%&& 8&5&%’%@5‘?‘@%%30

t hrough st ormgmegementierdet0l 405 IMS 250 coayprob€ss ith® BbjebNkid fitwarnd t445.
AppMacati on ghrg%er. cluster 420A further includes a virtual file control

system 470 wionceven MOAsitdent invention. Control unit 450,
di stribution server cluster 410, and application server cluster 420A all

communi cat e through i nhEgz84851 ntrol related switch 415, which 2 5 APR
2005 WD 02/ 35359 Bl Ebndef _ .

Distribution centers (DC) 400A-400C are described with respect to
embodiments shown in FIGs. 4A-4C. A distribution center is also called a
station or data center. The operation of distribution centers and their
15 components according to the present invention is then described in even
further detail.
Fig. 4A is a diagram of a distribution center 400A in accordance with
) an embodiment of the present invention. Distribution center 400A includes a
distribution server cluster (DSC) 410, an application server cluster (ASC)
20 420A, a control unit (CU) 450, a shared storage system 430, a storage switch
440, and an intra-station control-related switch 415. Distribution server cluster
410 communicates with storage system 430 through storage switch 440 using
communication links 441 and 444. Applicaition server cluster 420A
communicates with storage system 430 through storage switch 440 using
25 communication links 443 and 445. Application server cluster 420A further
includes a virtual file control system 470 according to the present invention.
Control unit 450, distribution server cluster 410, and appﬁcation server cluster

4204 all communicate through intra-station control related switch 415, which
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450 haa,ép&&g&al storage system 460. Distribution center 400A

communi cates With nultiple EUCs 150 through applicati onPEEURBHITBUSE er
420A. Inbound ASC traffic 402 arrives at application server cluster 420A
fromone or nore EUCs 150 in network 100. Qutbound ASC traffic 404 is sent
fromapplication server cluster 420A to one or nore EUCs 150 in network
100. Distribution-center 400A al so _ f@{ﬂmni cates with other distribution
centers 140 and CMSs 170 in network 00 through distribution server
cluster 410. Inbound DS traffic 412 arrives at distribution server cluster
410 fromone or.more distribution centers 140 and/or CMss 170 in network
100. Qut bEUHPUBEATSAVHD slogage sveitaheddO.f Comtroldinit 4500hasiibnlosarsiemage | ust er 410
to one orgymrg@pstribution centers 140 and/or CMss 170 in network 100.
Control unit 450 sends and receives control traffic 416 to and from one or

mor e di stri but Distribetibercntet 0400/ esmhRatk Owith mARIPIO HUEQ015di 9. 4B is a
di agram of, di ilt ri bution center 400B i n accordance with another enbodi nent
of the prHEERygh ApRICAtPR Aerves slustep d204n bbourt ASQDBafficrddaresesant r ol uni t

0, ) : ' L trol t emg., (VF . 470,
7St i but RLCRash Kb Bl A S0k o B U BGE RS Lt ok Ao plurality
of st or agbutbeund S BARI4MBR 31t FrofPRPlie A drPRrad cYiRRterd 203! & orf]ez 0B

i ncl dues one or nore application servers 420<1>-420<M> and each VFCS 470.
Control Wffi for50 BUCs hdOndn woetkvorkind@@r Mistribhusion i demtérod00ANtkso 400B and

I's coupl : 70 .a SC 410. i Il on _servers 420<1..N> can
be anypt %%ggﬁé'fu%gi%%f iwgg?tﬁﬁr dig o canirgs g 3{5@?35\4% I7P i eBvets, st r eani ng
servers, W0hrdgh\disEbuelsdrel AuRkAY RS SnbBRR] DEAHIAR 419TakfYs 420<1.. N> are

not part of distribution center 400B but are shown connecte vi rt ual
i e contistgbutign serven riuster #10 fsomadre bownenaddissibation ientess 180 access

% e R o) 557 b & Sof U0 DLV
distribution server cluster 410 to one or more distribation centers 140 and/or
CMSs 170 in network 100. Control unit 450 sends and receives control traffic
416 to and from one or more distribution centers 140 and/or CMSs 170 in
15 network 100. ' |
Fig. 4B is a diagram of distribution center 400B in accordance with
another embodiment of the present invention. Distribution center 400B
| includes control unit 450, one or more virtual file control systems (VECS) 470,
) " one or more distribution servers in a distribution server cluster 410, and a
20 plurality of storage devices 430<1>430<3>." Application server cluster 420B
incldues one or more application servers 420<1>-420<M> and each VFCS
470. Control unit 450 is the network manager for distribution center 400B and
is coupled to each VFCS 470 and DSC 410. Application servers 420<1..N>
~ can be any type of application server including, but ‘not limited to, streaming
25 servers, FIP servers, and media players. Application servers 420<1..N> are
not part of di§tribuﬁon center 400B but are shown connected to virtual file
| control system 470 to illustrate how end-user clients 150 access files stored in
SCDN 100. Storage devices 430<1...3> are coupled between DSC 410. and
‘each VFCS 470. |



PCT/ US01/ 42755 -17 15 The conponents of distribution server clustep @]@aégqg%
not have twdpsstfpcated at the same node as VFCS 470 and control unit :
For exanple, each VFCS 470 may be located with the appli catfoHUEBHESS

420, and control unit 450 may be | ocated el sewhere such as with VFCS 470.
Thus, it is not necessary for all conponents of distribution center 400B
to be collocated at an SCDN node. Figure 4C shows a distribution center

- 400C in accordance with another enbodingnt of the present invention.

Figure 4Cillustrates how distribution servers are clustered together with
a | oad bal ancer as the interface to the rest of network 100. Distribution

cerver cluster (Dor FBaRth of MR NGS Fraplb o el povotipbed to o
Do ol ust er ed T oget bor 4o T thd ol L 30, 1 B BhCT S 000
provi des, amSAE SHHeT 4VRinmryshe dnratedrvitiatilet applitaticaneevaan 26 calddtnkiol Y -
St as. onGith Y tPloBa Bt ST Vigh YIS 4d0n ot 0t i 5 )
W th avr enean ot Y ¢ e p o O e OB kPR £ her

i ncl udes an §§@Néa@¢-on server cluster 20 420C. Application server cluster

420C includes a lgad b nci n nd/or. routing system 422, application
servers 425 AS<1. %?% aﬁh&&v&g&o‘g?%ﬁ’ﬁ%cenﬁ{  inggeordgnesywite anather, and one

o, Mo 7| Sabod S st R Xl SR %,

arrives at |oad bal ancing and/ or routing °sys
traf fic acro¥svesppie dustered togathersith 2 Foadbalfsdr. as. thintdrfathelth ¢hd e BE

appi4cation rvers 425 .is.sent to | oad bal ancing and/or routing system
424h\5mi ch dii%?’?ﬁ%?%% ﬁi%}nPPHW Fentge FQ¥s is similag o distabutionmentst 4694t ens 470

Virtoal 111 contrar ol e iy 0 lch iTaed 4 bA odlaprs < 495,
and then to 4ldawuplddaoci plyralitgiof distabiidoncesxss £19 H221 RO, BIRAHLEEAL S Of
PP Catl 0N Lol LSS Sabther b vaten S0 o bt e oo 2 22350
DSC 410 provides, among other things, system fault tolerance and scalability.
15 Although there are multiple distribution servers 413 in one station, they appear
as one interface to the outside stations. Load balancer 411 is their interface to
the outside, which dispatches requests to each DS<1. N> with awareness of
their current workload.
j : ' Distribution center 400C further includes an application server cluster
20 420C. Application server cluster 420C includes a load balancing and/or
routing system 422, application servers 425 AS<l.. .M>, a load balancing
- and/or routing system 424, and one or more virtual file control systems
(VFCS) 470. Inbound ASC traffic 402 arrives at load balancing and/or routing
system 422 which distributes the traffic across application servers 425 -
25 . AS<l..M>. Traffic from application servers 425 is sent to load balancing
and/or routing system 424 which distributes the traffic across virtual file
control systems 470 VFCS<1...I>. Outbound ASC traffic 404 is routed from
switch 415 through virtnal file control systems 470 VFCS<I...L> to
application servers 425, and then to load balancing and/or routing system 422. -

30 Embodiments of application server clusters are further described with respect
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file corq,pbg?,ﬁ_% temcluster with a |oad bal ancer and rrultig_l e Vi t_éq '
control is further described with respect to FIG 6. A c8RIEMOVRNTer
creates, noves, deletes, renanmes, updates, and nmanages file system objects
directly through one or nmultiple distribution centers 140, 400 or

i ndirectly through one or nore content nanagenent servers 170. A content

owner can also upload a file or direcigries of files to one or nore
content managenent servers 170 using content publishing and managenent
tools running on a content owner's client system 130. After 10 receiving

the file s | S 70 or .a VFCS 470 process the file 20 system
obj ect s anéégﬁ%sej’i"ggé%? %Pé‘&?fr"é?f? fidg gantrgl systeam elussewithe? ow wi t h
reference tsadMalinceSandmil ' fi ] ject, CMVG
170 or VFCS 470 determ ne tt?ér%gk ‘{‘&?Féésé%c’ggs i”%@'ﬁﬁa%gﬁﬁ‘?dn%éé‘ r?s.eﬂegg) wi t hi n

the origi #flGife, if required. Alinear file is a file that maintains the
order associ at t he substance (i.e substantive content) of the

d with .
file. In one e r‘FﬁPLme"WF‘é FTrotst TBRVeSq deleiesarteppmes,i Bpdates; | and n whi ch

the first Yask flaesvsant eth?%gyi £, s ts.located
approxi matel y % t hi nS)t, he f(igﬂljlré‘;tté %‘%lgf e§1 | Pgn?{}lﬁg’?c. gf%?‘?‘f é‘ at the
begi nni ng ednterhel40, |40 bn indinelyl ihmewagh bhé or moke chhert HRUp@hedthe cont ent

may be scattereﬂ éhrou hout multiple locations in the file. If, for
exanpl e, t &9 Adlr 4 FPRICRLAVESTRea alstpload atfile dsslifeptering obfilesttoat . fi | e

woul d i ncl gieot Walal | novie. Simlarly, the mddle
and end porti ongﬁ)g#)%tg %ﬂﬂng%fl gég \X%éd\%é’b‘;e%;ﬁ %?:(Ztuélc? BaOTHTE pr’ﬁbgalf’ég &HE end of
the |inearmhndgemehi teds rimdieg oar £ cdant oWnRES AKeht sstdd ERS| HftdrO
;ﬁ)assenbl e suych files using linear wer osition, for example. Sone files
e non- | i REHYNE the file system ohjerts, EMst A7 omal VFESeA ) prokessathe fdgnent s such

that the fyg of, exanple, ,is .not,stored in the

begi nni ng d(g]gé%nheﬁ%l I %Fd %fh'gteﬂro ﬁ%&/lg{r%adﬁgao@ées‘i%dnﬁf‘? Fl?sé’ngﬁép AVoBIRct, the OVS

170 or VFGEfehdte tb FigaEST-Chadfdther AYsteMRbhBeLss LRk &EE&!HM@ on server
obj et

140, 400 tqg which it is connected or assigned. |If the ect is afile,
the di st rildQtarofF&eAVe deeppinespekaiiled (dak knowe ae hinearefiles)l witlialthe t he track

files) do%gsn%l l}lhg,(:li(f ;ciqluelrscﬂ. a3 ﬂlelgz;rr EE: ISOQ file that maintains the order
15 associated with the substance (i.e., substantive content) of -the file. In one
example of the invention, a linear file is a file in which the first 10% of thp
content that the application needs is located approximately within the first
| 10% of the entire file, starting at the beginning of the file. In a non-linear file,
) the first 10% of the content may be scattered throughout multiple locations in
20 the file. If, for exarnple, the linear file contained a movie, the beginning of
that.file would include the beginning portions of the movie. Similarly, the
middle and end portions of the movie would be located at tht;. middle and end
of the Iinearrﬁle_. Linear files are desired because it is easier to reassemble
such files using linear superposition, for example, Some files are non-linear, -
25 that is, they contain multiple tracks or segments such that the first part of the
content, for example, is not stored in the beginning of the file.
After having processed a file system object, the CMS 170 or VFCS 470
transfers the file system object to a distribution server 140, 400 to which it is
conpected or assigned. If the object is a file, the distribution server 140, 400
30 breaks the entire file (all the track files) down to block files, as desired for
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subsequent {yy Pessdored in | ocal storage |ocations 430<1..n> for exanple.
Part of the metadata is generated during the processing of XGIEUS4R278y st em

object. For exanple, in the case of a file, a "chunking" process is used
to locate track files and break the file down to 5 block files that
generate nost of the netadata. The netadata of a file is used to
reconstruct the file froma group of blegk files. Afile distribution
protocol (e.g., FDP) command is subsequently used to distribute (i.e.,

replicate) the nmetadata and file system objects, or selected portions
the scal abl e content 10

t hereof, to o+ § bytd rver. _nodes, Wit hi (

del i very net %%éeiogﬁé Ez)‘%&ifﬁ?ﬁ’% S?lg?)equl% x%%StBFCdQ“fIP?aéFtOWF@ lefationg bl ock
files (the of8@rksnt,hédr pRatplel OrRG: foFomeamedagi 18! schidafol Qﬁﬁﬁi L be
stored in all nodes however a nmaster copy may be nwl ntaine co%‘p etely in
sone nodes (RTYY5SHAEISf thedllsrsystemapbioot. nGde exarfiple, FDRhé nadeud®s filommands t o

facilitate fid 3 d [ | at i ithin SCDN 100. Th [ f
the bl ooks af PLIKBETBIEES AT BeacE it gh il she dusatibe: Riebdaiioo and
contént del i \bdock filosl tha gefbraeunsf b hﬂ%da&?'(gﬁé ﬂ@bﬂd%arcgft@ﬁlc':i% Iugc(font r ol

System Each virtual. file control system (VF Creates an T ntegrated
file systemt@ifecerstaic) therfde droma goovpadf blockefilenr k nodes fromthe neta file

system 20 structur}\egﬁn& %ibd ct net a‘ﬂgt a. The nmeta file systemstructure and
obj ect netadata ar@& cP &Rt EHOP POIPEHS S FOTBmARG issyubseaugndy usdd e syst em
obj ects; for to distritute 0. eRplicitBPheNHOGESS 4 sERUMSEA9” cess. The
~data bl ocks of each _?ii | e. E)r gsg)?lt gd th?%ﬁgahaaﬁ@éégﬁ%@ﬁ% %Pg{c?cﬁgecissari |y
- stored in | oB@itoRs themgyd, tadethecdistribution servet aodusdeithiVikSschlible Sombhte t O

pi ege the orjginal fil k.25 together in real tinme while serving an end
use?srequestd%ﬁgq%gf’?‘f E@Etﬁ%r I replicptianet ailss e entishblock &lesritiges to t he

| ocal st or agemmRY ke SHarfiforfd8Siedh B8 % bl.ocks. of. . the file need
not be stored at one%di stri but? on cer eélfme?]g‘%v;e]&?bc[ #t reéli‘t“i ?llan?‘?erse is
avai | abl e wi boWwayeSCDNDA0E. cufipnmay N dnaifiRinedC ebRfkdyt i aBmBPRbAGAL i On
server, VFCS 470 crtgat es.a virtual appearance that 02/ 35359
(typically the originating node). The FDP includes commands to facilitate file
_ transfers and manipulations within SCDN 100. The size of the blocks affects
15 the performance of both content distribution and content delivery and is

discussed further below.
a. Virtual File Control System:

,} Each virtual file control systern (VFCS) 470 creates an integrated file
system directory presentation of a network nodes from the meta file system

20 ~ structure and object metadata. The meta file system structure and object
metadata are created from the processing and storing of file system objects; for

afile object, that process is the “chunking” process. The data blocks of each

file presented through a VFCS 470 are not necessarily stored in local storage

devices of a single node. VECS 470 is able to piece the original file back

25 together in real time while serving an end user request and importing the non-
resident blocks from other nodes to the local storage devices. As described

- below, all the blocks of the file need not be stored at one distribution center;

however, the entire file is available within SCDN 100. When an end user

connects to an application server, VFCS 470 creates a virtual appearance that



-20 2 5 APR 2005 PCT/US01/ 42785 the entire file systemdirectory aQOStA}S‘R
entire fih@9:23580available at that node. For exanple, assuni ﬁg@only‘ 2005
fifteen percent of a two-gigabyte file is stored in stora§&TASKE42788>
VFCS 470 makes an application server think that the entire |Ilibrary and the
entire two gigabytes file is available at the location. Thus, 5 application
server, such as a stream ng server, may start playing the file. As the
file is being played, VFCS 470 communiggtes with-a DS to | ocate and
retrieve the remaining portions of the file fromother nodes in the

network. b. Application Server Cluster: An application server cluster (ASC)
of application

according t . prese I nyention 10 includes a graqu

servers and%éé %pﬁgf%‘iﬁﬂ é’é?Ct?PVlaé‘dctg‘ﬁtWeg e valahlepgtthal grdedes, anmong
ot her t hi ng%or eR4nMplee Ssduchifd o = r . s ' f - gth novie
to an end-user's c?i ent sylg?e%. As G%ﬂgg??ggé’ é{%@@%ﬂﬁ%ﬁg ]\S/E@é?%gc:vi des a
managenment Fioragei4idslf.3p, YOS &) malesmn applittionpeiér dinfgthay Heemitaul t :

t ol erance agg scal abt'hl [ t‘é&‘r%‘g Fi.gyr es gﬁ-_SC show enbodi ments of three
respective appty CRti8HE °© P gfapytes dlesisavadable at e Josabienti Adwso t he
present i nvgsiliceRen &G |t L.Qn.- Q 0] 504 i ncl udes
| oad bal ancgfgﬁs 520 and ISS%?Hgk%%S?%?I?F%@&O%%E%ﬁgg&%égé??/e $ 425<1>

t hr ough 425%tilecis| bedng ipleykd, ¥FEP, 47Gromanplictted with 0DSVid lodade ddd e contr ol
systens 470- .thrtgu?h 470-L (collectivel 20 470). In one exanple, each
virtual filEEOftrofeRgemghotensofiths Eleghomzpinr nodey imphenetwodd on a

respective server (called a virtual file control systemserver). The

appl i cation server cl gst ergpﬁgpaﬁépgew?p@ﬂé}vi de fault-tol erant and
scal abl e system performance.” For exanple, |1‘ one of the application servers

425<1> through 425<M> fail or if one of the VFCS servers system 470-1 25
through 470-L fafn apphieativh seher oluster (ASHtacoordapnbith@piestnt SeVentibs 425 or
will process the requests. Simlarly, if

% syst o BET B SHRRR G PHIEHNT Serveln i dpeodaal N Hler sontigtCS
Ceauir od. 2 B RBR Sb0% b b S Y AP SR S eRFudR L go e 2
streaming a full-length movie to an end-user’s client system). As described
above, the VFCS provides a management interface for content owner, while
providing system fault tolerance and scalability.
15 Figurés SA-5C show embodiments of three respective application
server clusters 500, 502, 504 according to the present invention. Each

application server cluster 500, 502, 504 includes load balancers 520 and 530, a

,} plurality of application servers 425<1> through 425<M> (collectively 425),
' and a plurality of virtual file control systems 470-1 through 470-L (colectively
20 470). In one example, each virtual file control system 470-1 through 470-L is

implemented ona respective server (called a virtual file control system server).

The application server clusters 500, 502, 504 provide fault-tolerant and

scalable system performance. For example, if one of the applicatic;)n Servers

| 425<1> through_ 425<M> fail or if one of the VFCS servers system 470-1
25 | through 470-L fail, one of the other cxisting. application servers 425 or VFCS
servers 470, respectively, will process the requests. Similarly, if more system
performance is required, the application servers, VFCS servers, or storage

capacity of storage system 430 can be increased as required.



25 APR 2005

-21 Figure 5Ais an illustrative enbodi mrent of an Application Server

Cl uster 5Q900§§§§f39.Appl i cation Server 425 accesses data (e.g...large payl oad
files) via one of the station's VFCS Servers 470, which in tPEFﬁ%gg%E% dat a

in the Storage System 430 via Switch 440. Although they are shown
logically as 5 two separate units in Figure 5A, Load Bal ancer 520 and Load
Bal ancer 530 may be the sane physical unit. Also, an Application Server
425 and VFCS server 470 may be containgg.in the same physical unit thereby
elimnating one of |oad balancers 520 or 530. An end-user accesses,
creates, or nmanages a file systemobject using a 10 standard interface

(such as a web br on a file systemclient) that is .running on the
end-user's client qir%%g{?i §‘é 5 alﬁ}lﬁ%?ﬂ‘fe, eﬁo‘ﬁﬁg)‘lhggra"aé&@é’gg%téo“age’f"ﬂ e system
obj ect througllusigr Sp®! iBxoh i APpIREHME Servdr 405 Ue&RsdsCitedd o f Rlrel Bevibid € 1S
sent to ASC 500 and arri ves@a% Load gal gmcer 52?).s Thegéi%bouﬁdgg)g%a packet s

for the servifdes)véaors of dreestitomia VaES ByrvesatV OBsibivhciartubPaccess dmeimf the 15
Application rs 5, €. . licatio erver 425-1 (an arbitrary
illustrati veﬁge;l% nggeg)ggefn f‘ﬁ%ﬁ"eﬁ%% R@B‘Fgr\:‘gf’i’ﬁ’ﬁ: Mrdpgigslty 85 | ssues a
requgst for ke segabie’ & t a lpanG 30

sel ects one of stﬁg St at itsgﬁ"l?g{]/%cféﬂsg?%rs 4?%%5’1&%@538&?3 an

arbitrary i mayshe e sameoplysifal 470- 1Alshy audippEddiob)Serva 48ahE VIHDS r equest

and forwards 20 t dat% packets .from Applicatjon Server 425-1 to VFCS
470-3. AssuntAEETT Y gy be rentagsgde tesamg physicahprit theteby cligtipatingeomsy st em

430, VFCS 478 RaBbeeass8S20 hPesgequest by storing or accessing the data in
St.er age System 430 via Swtch 440 and sends data and response back to

Appl i cation ServeAndaisi-Usey aecessesd creBab aocandpsd a fil syitén Whfdct agfgast may go

directly to the, | oad bal ancer 530 25 and directly and then to a sel ected
VFCgﬁ servers® d @ﬁfaaﬁ\‘bgf"?"@aﬁ-? énWeh rkrawseroor 2 %F Ystegh gbere that| isent ' s

f . | ! ! . . . . . . h
470 3. Lond "Bl deckyt et el Sbfink) £5HHRC TR BsATBRRRR K bt voon

Appl i cati on fiBaystem étgéetthmogh Yh@ppHaddion sefvefJRGeAd® RatesYRIn4 A3 | f Load
30 Bal ancer 530 sug orts a "sticky" feature and the "sticky" feature is

turned !2 5 %PRI2OSS SQrmsbarsiyss af oz Bmenger 5283 The fnbound data packets
for the service request are forwarded by Load Balancer 520 to one of the

15 Application - Servers 425, e.g., Application Server 425-1 (an arbitrary
illustrative one of 425-1 through 425-M). - Application Server 425-1 issues a
request for the required data to Load Balancer 530. Load Balancer 530 selects

: one of the Station’s VFCS Servers 470, e.g., VFCS 470-3 (an arbitrary
) illustrative one of 470-1 through 470-L), to handle the request and forwards

20 the data packets from Application Server 425-1 to VFCS 470-3. Assuming all

| of the requested data is present in Storage System 430, VFCS 470-3 processes

the request b){ storing or accessing the data in Storage System 430 via Switch

440 and sends data and response back to Application Server 425-1 via Load

7 Balancer 530. An end user request may go directly to the load balancer 530
25 - and directly and then to a selected VFCS servers 470.

When Application Server 425-1 or an ‘end user client’s file system

browser CPC (130 of Figure 1) establishes a session with VFCS 470-3, Load

Balancer 530 continues to forward data back and forth between Application

Server 425-1 and VFCS 470-3 or CPC 130 and VFCS 470-3. I Load

30 | Balancer 530 supports a “sticky” feature and the “sticky” feature is tumed



on", data from Application Server 425-1 or CPC 130 may conti nue 1?05 U@R 2003
directe 470- 3 beyond the current session, if VFCS 470-3 renains
avai | abﬁgb?ﬁf?&%@? i f Load Bal ancer 530 does not allocate vrféé §* %%
anot her Application Server). Wen VFCS 470-3 becones unavail abl e, Load
Bal ancer 5 530 directs data packets from Application Server 425-1 or CPC
130 to another VFCS Server, e.g., 470-1 (another arbitrary illustrative
one of 470-1 through 470-M. VFCS 4721 processes the request from
Application Server 425-1 or CPC 130 and sends response data packets to
Application Server 425-1 or CPC 130 via Load Bal ancer 530. Data packets

from Application Server,425-1 are 10 t b to.the client via Load

Bal ancer 520" ’J-%aé"fl %?‘R&Eﬁﬁ%?&&%‘éﬁgﬁ‘@ér‘ﬁgg'o?f %&%de%fgw%to T ntains a
per si st ent &R6&HGD VECHRE-3 B@%&ﬂﬁmu%%{eﬁt S§dskiBRAL if VRYSIERR App! 1 cation
Server. 425-1. Load Bal ancer 520 may al so provide the "sticky” feature. In

anot her exanplable (igadif Balad MadanctP 53¢ doesastt alibcaté) VIS 47@-3astaabihesh sessi ons
whi ch are not .persistent.. ew request froma different end-user
client sys?&?ﬂ‘g?quggwsp‘ %%V%Sgﬁﬂ)égv begagnesruneyailaide LoadRplagsehncer 520

f ogwar ds t Req AERE R j I bi-cal. n\Er, y
Application Server 42 -Sk%%%ﬂgﬁﬁﬁg%@tsgﬁ%z I%é{‘rgggi%?’g\[tgr%mg?gMS- 1

t hrough 425/H@S Sépel. cat 4dd-1S@nuther ddb5rdy ilhisheess eme tdfet70entesighand in turn
makes a datg @qu%h?}__%@one of the Station's 20 VFCS Servers via Load

Bal ancer 5360-M)-gV] -l prncesses s sgreshim Agplication| Sgsyar 425 ledlone of

470-1 th 5 ) K
om Appl i a0 b 4 0RO Rt ke b AR Ren, Mt BEERCDCC e

request fr &30 ApploahBaancdsei3derData padkas ftosLAPElic ARV oG 493CK aret 0
Agﬁl ication Server 425-3 via Load _Bal ancer 530. Application Server 425-3 25
s

ds respsiiddack ¢o threclifaf, vis ford BalasreraA0. slust dike Jioad Balenceapddcer 520.

Fi 5B | i rent . Jcati clust. 502. ASC
503" mol b SERRREL: DOIBEMIRR s Hiria LI Blsy O i iShER,
(col I ecti vejsiend 2bJ , ApplidtiGalSaneeu2520 NbidBhRWcAASTHMAY h1fApRRIdel LY,

Router 525 with high network throughput, Load Bal ancer 530 (also with |ow '
30 bandwi dthg “séglabi feptuys. In paether exg@pleddad Ralancen52@ cairesatdshvaads 470- 1 WO

02135359 -23, 18, APR. 2008 1 BT S 42088

15 | When a new request from a different end-user client system arrives at
Load Balancer 520 of ASC 500, Load Balancer 520 forwards the new request
to an available Application Server, e.g., Application Server 425-3 (another
arbitrary illustrative one of 425-1 through 425-M). Application Server 425-3

“

processes the request and in turn makes a data request to one of the Station’s
20 VECS Servers via Load Balancer 530, e.g., VFCS 470-2 (another arbitrary
' illustrative one of 470-1 through 470-L). Load Balancer 530 then forwards the
data packets from Application Server 425-3 to VFCS 470-2. VFECS 470-2
processes the request from Application Server 425-3 and sends responses back
to Application Server 425-3 via Load Balancer 530. Application Server 425-3

| 25 sends responses to the new end-user client system via Load Balancer 520.
Figure 5B is another embodiment of an Application Server Cluster
502. ASC 502 includes one or more Application Servers 425-1 through 425-
M (collectively 425), Load Balancer 520 with low bandwidth capability,
Router 525 with high network throughput, Load Balancer 530 (also with low
.. 30 bandwidth ca‘pabiiity), Router 535 and one or more VFCS Servers 470-1



through 470-L (collectively, 470). Each Application Server accesqg;st% ?2805
(e.g., Iar‘?gogggg gad files) via one of the Station's VFCS Servers :
which in am accesses data in Storage System 430 via Sw tci Zﬂbgm"ﬁ-’lsﬂough
they are shown logically as two separate units in Figure 5B, Load Bal ancer
520 and 5 Load Bal ancer 530 may be the sane physical unit, and Router 525
and Router 535 may be the sanme physical unit. Also, Application Sei7ver(s)
425 and VFCS server(s) 470 may-be contgined in the same physical unit
thereby elimnating one of |oad balancers 520 and 530 and one of routers

525 and 535. Thus, a configuration according to an enbodi nent of the
uter 535, and conbi nes

toi | 10 1 oad bal 530
appl 1 catf on < 'q%%p?@%%%oﬁpwew%%@ SRl ppelicains, SHE geesens dAbodt e
| ever ages.  heclaSkn kAl el ol 6285 ] CRISPOc NOOVES, ST ver S

470 and the Ap erve f the application server cluster

be signifi camhyadmbgﬁ&erdatmmrsmmelﬂyb@MG mewnch 450.As\ltvagh they de gur e SB
the outbound traffic is sent to Router 525 and Router 535, vvhlle t he
i nbound t r af fSheWndogically as tweesepaate witsamcBigeres5B, 1oad Balancan 20 aadit er s

525, $535. By &%B%ﬁéﬂ:{%gséb‘&ay&%é‘gaﬁ@ﬂ%ﬁ%ﬁﬂ darH ﬁé&ﬂcfszé DhERof {é’gOd' ment

contri butes to nétwor mance i enen user  reques afile

syst em obj ect5363nﬂygb@ﬁ&tsaﬂié’oph@smﬂttﬂlﬁtf aAlD, A%@héﬁaﬁmasmes)\m AEVEES ) that
is running on the end-user client machine. As a result, a service
request for SHFEHE) 47Q gawebﬁ emtined insthe samephysisa @@2 tfafmby elimingdeg at Load

- Bal ancer 520 ckets of th quest are
Forvar ded by 54 1ot bREGESH A 348 BF GRE sh rBuet o it are TH58
Appl i cation Seﬁﬂ@raﬁaﬁaaco&@ﬂ%aéhbbmmdnk BiSEHeaIBﬂey@tQﬁ‘@lﬂbn%ﬂatQ@ t hr ough
1810-M . Application Server i ssues a request for the required data
to L18ad Bal ateagrbagurer |538d r@uknitsrang3@neshesc applisadonfseveds) 489 waths 1470,
rary illustrative one of 470-1 through 470-L1),

e.g., VFCS 4 r.b,
to handl e thg%éesq{fé-g?r?%dgbf orwards the data packets from Application Server
425-1 to VFCS 47079%he pletent 2htholdiRéf Qe the fLAHas theP¥utbbbid Bario or 30

accessing the data in Storage System 430 via Swtch 440 and sends the data
WD 02/ 35359 fom bptd ﬁﬁDLVFCFSSSbﬂﬁﬁsl#ZQEﬂﬁ th@ AApplication Servers 425 of the

application server cluster may be significantly higher than the inbound traffic.

15 As shown in Figure 5B, the outbound traffic is sent to Router 525 and Router

535, while the inbound traffic is sent to the load balancers 520, 530 but not

routers 525, 535. By separating the inbound and outbound traffic, this

embodiment contributes to network performance improvement.

J - An end-user requests a file system object using a standard interface

20 ~ (such as 2 web browser) that is running on the end-user’s client machine. As a-

result, a service request for the file system object is sent to ASC 502 and

“arrives at Load Balancer 520 or 530. The inbound data packets of the service

request are forwarded by Load Balancer 520 to one of Application Servers

425, e.g., Application Server 425-1 (an arbitrary illustrative one of 425-1

25 through 1810-M). Application Server 425-1 issues a request for the required
data to Load Balancer 530. Load Balancer 530 selects one of VFCS Servers -

1470, e.g., VFCS 470-1 (an arbitrary illustrative one of 470-1 through 470-L),

to handle the request and forwards the data packets from Application Server

425-1 to VFCS 470-1. VFCS 470-1 processes the request by writing to or

30 accessing the data in Storage System 430 via Switch 440 and sends the data



5 10 and a response back to Application Server 425-1 via Router 535)d APR 2005
directl yyob 40 the client or via a | oad bal ancer as sh | <
e Hipduids

arrangenment 1n Figure 6. \Wien Application Server 425-1 e

session with VFCS 470- 1, Load Bal ancer 530 continues to send data from
Application Server 425-1 to VFCS 470-1. If Load Bal ancer 530 supports the
"sticky" feature and that feature is turned "on", data from Application
Server 425-1 may continue to be direpmed to VFCS 4700-1 beyond the current
session, so long as VFCS 470-1 renmins available (i.e., if Load Bal ancer
530 does not allocate VFCS 470-1 to another Application Server). The data

f rom VFCS -1 i i pn.. Server 425; |l ows thr h Router 535.
router S35 HhoasaRt Ak Ak Rlhicafon Srristras! MPORPUSES S Jo Srerly

Appl i cat i oBadiety @he blfent .orABR!d Ll BllaRRE VR shWiPid SeBGsnRakar Rackets to
t he end-user client systemvia Router 525. Wen a new request froma

di fferent &mue8er client arrives at Load 15 Bal ancer 520 of ASC 502, Load
Bal ancer 520 fo rds the new requ to an., avail abl e, ' Lon Server,
e.g., Applicati %E"P@BC%‘V&W n@%b?“ﬁ%hﬁé‘rﬁ?s‘s‘?’? Py F%#ggéb'one of

42§-1 thrOwgﬂoéhzéal%ecrwdoﬁﬁﬁﬁ&&o%@ﬁd’&ﬁa%%@ii@%ﬁ&veﬁiﬁf gAuest and

In turn issues a data request to one of the VF Servers via Load Bal ancer
530, e.g., WESS4400- If (znadt Belancer 630r supportks | thst ‘fstitky e feanee aind 28atd 70- 1

th h 470-L1). .VFCS 470-3 .t h f |.icati S
425-3 and G2t iSRG 0B AR AORITSRE: 4200 PP ARG IONE 535,
Appl i cat | opreiyef yEZE 1aRD ey AR LI ReACLASBACK, It NovRISaypYr cf i ent

systemvia Router. 525. Figure 5Cis a thir ustrafive ‘enbodi nent of an
Appl i cat i creoésvenilaBl (Cey sf BoadIBAancEhi530 elvbo dbnsidcatesVBCHi4l76+1 oo t he

di t of Fi 5B byt i ff in t ts: (1) all EUC-related
S, o B A Sl 5 TR s "S55 o
2 Il d ' ' ' VECS S
(2 TS O SRS 1 R i A B oL

470 passes through ound I ent a pac ow t hr ough
Rout er 52&ctﬁv¢@&dnﬁme70—526.Aﬂplia;dti&DSBﬁJeﬁﬂQGIL5A%§Ii&ﬁjbn$@ﬂ£ﬂCheS the

O £ T ST ST SR e R 55,2
When a new request from a different end-user client arrives at Load
15 - Balancer 520 of ASC 502, Load Balancer 520 forwards the new request to an
available Application Server, e.g., Application Server 425-3 (another arbitrary
illustrative one of 425-1 through 425-M). Application Sérver 425-3 processes
the request and in turn issues a data request to one of the VFCS Servers via
Léad Balancer 530, e.g., VFCS 470-3 (another arbitrary illustrative one of

20 470-1 through 470-L). VFCS 470-3 processes the request from Application

:\‘%n«rf‘

Server 425-3 and sends data back to Application Server 425-3 via Router 535.
Application Server 425-3 sends response data back to the end-user client
system via Router 525.
Figure 5C is a third illustrative embodiment of an Application Server
25 Cluster 504. This embodiment is similar to the embodiment of Figure 5B but
differs in two aspects: (1) all EUC—reiated data traffic 402, 404 in and out of
the ASC passes through Router 525 and (2) all data traffic between application
servers 425 and the VFCS Servers 470 passes through Router 535. Inbound
client data packets flow through Router 525 to Load Balancer 520. Load
30 Balancer 520 then dispatches the inbound traffic to the Application Servers via



2 5 APR 2005 PCT/USQO /42785 Router 525. All outbound traffic flows? tggré@kg?wg

Rout er 525v0a@2tim9end-user client system |nbound traffic e VECS
Servers 470 flows from Router 535 to Load Bal ancer 530. Log}gzrgiﬁoé{ﬂ@& 530

di spatches the inbound traffic to the VFCS Servers 470 via Router 535.
VFCS Server outbound traffic flows 5 through Router 535 to the
correspondi ng Application Servers 425. Again, Load Balancer 520 and Load
Bal ancer 530 nay be the sane physical u26t, and Router 525 and Router 535
may be the sanme physical unit. Also, Application Server 425 and VFCS
server 470 may be contained in the sanme physical unit thereby elimnating

e |12, Mo ot aabtoh RS S B 8,

a configuration according to an enbodi nen
el i mi nates | chentisystanc enb&aa traffiv te theSBBCS Bedvez oM N6Ws ABR| RERLI 935

server(s) 42 1t h VFCS server(s) 470. The enbodi nent of Figure 5A enpl oys
a | oad bal ang%}\r%?id] Pﬁfaélﬁ?ffﬁ%@r gﬁ%d gé'é‘ﬂ@?cﬁ 330 dispatched ithe inbound tif6ianad theand

out bound tratfFE SkHE470 | odi of Fiqgures,5B_and, 5C have
advant ages for cl%t ATe it gh%%%§ﬁg§$'bog§§$f§3VFf 83§HHH¢6W§W nd

traf$ic. Botthrough Roatervi8Sstmite epapbiding ! &@@%@@Wc% 4h8 t Ig%jgnbodi ment
of Figure 55’0‘)6}‘%@ i nbound and outbound traffic is split betweeh the |oad -
bal ancers a glapeer 390iand Lioad Balanseh 330 maytbe thé sEmngphysicalynit feadi nbound

and out boun b 7 h t,he.rauter i ch use the | oad
bal ancers a?{gﬁt?lfeéﬁﬁrag% gzreli]gg ??I]#%cpﬁecsﬁrﬁ@&%gfe?mﬁlé@f’e&?bﬁqﬁl‘?ﬂheavy
L,WO way traf3dresr 42fabrd VRCSD®eVEr 70028y balc-anafied iﬁ?ﬁ"eg‘@ﬁrfbﬁﬁf‘iﬂ apfesired

“8uch as in fhe enhodi nents of Figures 5B and 5C. ment's of
Fi gures 5B by elimigating ansrifiload balancsin §20 ead 5BAbadoss of tdubics 6ap oper at e

o TP 0 EhmSch Fenti it hor o 1o o e ok Jeummsent
invention eliminates load balancer 530, router 535, and combines application
server(s) 425 with VFCS server(s) 470.
The embodiment of Figure 5A employs a load balancer with sufficient
capacity to handle both inbound and outbound traffic cluster. The
15 embodiments of Figures 5B and 5C have advantages for clusters with heavy
outbound traffic and lower inbound traffic. Both utilize two small capacity
load balance;s. In the embodiment of Figure 5B, the inbound and outbound
.~ traffic is split between the load balancers aﬁd routers, while in the embodiment
g ) of Figure 5C, the inbound and outbound traffic goes through the routers, which
20 use the Joad balancers as a resource. For application server clusters with heavy
two-way traffic, smaller capacity load balancers and routers are desired such as
- in the embodiments of Figures 5B and 5C. The embodiments of Figures 5B
and 5C may be configured using load balancers that can operate in transparent

mode.
- 25 e Virtual File Control Systemn Cluster:

Figure 6 is an illustrative embodiment of an virtual file control system

cluster 600. VFCS cluster 600 includes one or more VECS units 470<1...1>

- which are combined to create one virtual VECS through load balancing cluster
manager 630 (also called a load balancer). The requests for data 625 are



cluster 600. VFCS cluster 600 includes one or nore VFCS units 470<12.51ABR 2005
whi ch aMeO@yASPed to create one virtual VFCS through | oagclhalsangszg

cluster manager 630 (also called a | oad bal ancer). The requests for data

625 are WO 02/35359 .2 5 APR 2005 PCT/US01/42785 -26 20 25 routed through

t he | oad bal ancer, 630 to a nost available VFCS unit 470<1...L> while the
returning data is shipped directly to the caller. Inthis VFCS cluster

600, each VFCS unit 470<1...1..> comvfhicates di rectly with a | ocal

di stribution server as shown by traffic 648. B. Content Publishing and
Managenment Content publishing and managenent includes creation, update

content, upeadethmbagh i dsad rigddeent 43 1o dgl @bit0BvaiRBE OFIEs ampagenent of
A file systemobject includes_a volune, directory,

file system_ objects. . / | C .
and/ or " a fi4178:<1-_1i>@r"téla_iq A TeUpins idaty, isRbinpel direcie td tearallon, IDdiiet i on of

Elulbfi sﬁﬁ;wd%%:ﬂg%%ut@g%&ma‘;nﬁj %ﬁ%g‘gklém% g&n}né“am”é“ﬁ- t.g?gﬁﬁség W@%&‘ga accordi ng
t o enbodi mbsuabdisfriiutidn spives 8¥howh hfPid.64gN particular, a routine 700 is

shown including steps (702- 799). The publishing, distribution, and

mapagenent _of file system objects includes introducing a new file system
ob?ect int& SCD@W&WWE&W#RGMQN or VFCS 470, or changing the

content and information of an existing file system object in SCDN 100, or
del eting an exi gignRgy b sﬁgf j . nveni ence. routine 700 is
described with respec? iﬁ]gshgl%% I g?%egﬁ]lt Ionr':cfﬂ{:de fq‘ree Eﬂ'ﬁd’ﬁdg&d‘ﬁn Wi s

_descri pti oupdate itttibstes,ateHueatngd deletion, ARNeBer maRaftdees SRTIL ¥ydtkm t routine
"700. As shown in FIG 7A in step 702, a content publishing and nanagenent
request i sCRYester A idle systemmbjert inchdes avotnme ditsetoay: angfor adte.i on  that is
supported by CV5 170, or it can be a file systemclient supported by VFCS
470 or VFCS clugter. @90 . : jent pequest i ner in step
702, the OVB 170 or V et Yo b e, ReDocgriap, Defy SR s e

10 System Objects

Figure 7A-B are flow diagrams that show the publishing, distribution,

and management of file system objects according to embodiments of the

present invention. In particular, a routine 700 is shown including steps (702-

799). The publishing, distribution, and management of file system objects

15 includes introducing a new file system object into SCDN 100 through either

CMS 170 or VFCS 470, or changing the content and information of an

) eﬁsﬁng file system object in SCDN 100, or deleting an existing file system

object. For convenience, routine 700 is described with respect to any

_ distribution center 400A-400C; this description is illustrative and not intended
20 to necessarily limit routine 700. .

As shown in FIG. 7A, in step 702, a content publishing and

management request is generated by CPC 130. CPC 130 can be an application

| that is supported by CMS 170, or it can be a file system client supported by

VECS 470 or VFCS cluster 600. Once a CPC client request is generated in

25 _ step 702, the CMS 170 or VFCS 470 authenticates the user, and examines the

- request type (step 710). If the request types indicate a re-location or updating

of attribute value (attributes such as name, dates, access control list, etc.) of



request type (step 710). If the fequest types indicate a re-| ocation2(§r APR 2005

updati ng woO etsseisbute value (attributes such as nane, date <
control list, etc.) of 2 5 APR 2005 WD 02/ 35359 PCT/ USO1/ 1o FSITOIRLES (o

system obj ect, CVM5 170 or VFCS 470 generates a File Distribution Protocol
(FDP) | NFO command with the rel evant object netadata and sends the
generated | NFO command to distribution server cluster 410 in a
distribution center (step 730). If the-R2équest type is to delete the file
system 5 object, CM5 170 or VFCS 470 generates a FDP CLEAN command with the
rel evant obj ect netadata and sends the generated send CLEAN conmand to

command 10 _di bIillbuhiion SaEseTns Usoss: YHesIdhotedlethdd Dl Wisfiftifigh (St ePps

740 and 750). In step 7 the request is tO create a newtile system
obj ect or updawptocoll FIPF) BNIO revemband/RiS the Qelavecht GRcl AR tdatdhni ididsr equest

differently. }f the rcg IS han‘gl ed by a VFCS 470 then control proceeds
to step 770. 'Pf gHEmaly gﬁ@ FUBARL | {0y BFriBUts seMeT t flaster ohitdr db Br oceeds

to step 786. distriBhiedh dekller (sfept TN | n.obi ect §s..a volune or a
directory, control pr oc%reéscPt’g%g't eﬂgeﬁ}%%%ﬁl%pt?ﬁéeﬁfthdeé%tgé?ceh&lcoﬁfsgcﬁ s a
fileS then cobjachl CigiSotHkds VIRES 470 gtanaté8a. FHP CILEN tothmMRCRitd 4Re | Nvokes
a parsing process to.create volupe or directory netadata, it creates an

obj ect in itdCHE object msfadaiaand serdsthe generateg) sead Fldad Nscarhmand ke ant
bj ect netad ten.: i . obj ect i ile),
Pohunki ng. pr soRmant 8 Rl Y9G LabE 1O § 24RlAlugh FeRfE (ubo I, B ook

~index array asdps}x of the nmetadata. If the file systemobject is 20 new,

“X/FCS 470 assigns &new gbject unique IDto the file, otherwi se, it uses
the existing ID f&tSERJOR; if the tagpest i iorremoa pew Tde systumobisct prumlbtds t o

stepp784. | 845 I updating the,.file. s em obj ects
and@?hei r me'?E éezg(tﬁgerlyth%?ﬁg %gtts:aa“ﬁ &s g a&fﬁﬁﬁﬁ%ﬁﬂP%ﬁ&cﬁﬂﬂﬁg Blest J
command to  dhiguestiibhkhdied 9§74 WFECY 430 ﬁien%tt*oppi’d%iaédsatfoestéﬂ'@?@.eﬂf kAt 1 on_of

the changes 25 according to a set of distribution rules.” In steps 786-788,
t he. request @U%W@@&MI@%’?O thensoapolng6eeeds to sthp 786. e syst em obj ect

gencr ate the necclsary 7t be ernsrlohiahtnaol i Gt oRyctaRupoRuol | | o
net adat a) angkobéedy @sstap 78GPIREE ﬁ@%ﬁfﬁ?oﬁﬁcﬁ?%?ﬂg tﬂé}Fc&Mo‘f‘b}ocEstato '
15 step 782. In step 780, VFCS 470 invokes a parsing process to create volume -
or directory metadata, it creates an-object in its meta file system structure, it
also creates the relevant object metadata. In step 782 (where the file system
B object is a file), a “chunking proccsé" is applied to decompose the file and
. ) generate a block index artay as part of the metadata. If the file system object is
20 new, VFCS 470 assigns a new object unique ID to the file, otherwise, it uses
| the existing ID for the file. Afte step 780 or 782, control proceeds to step 784.
In step 784, after creating or updating the file system objects and their
~metadata in the local storage, VFCS 470 issues an FDP DIST command to
distribution server cluster 410 to initiate the replication of the changes
25 according td a set 6f distribution rules.

In steps 786-788, the request is handled by CMS 170. In step 786, if
the file systemn object is a volume;, directory or file, CMS 170 applies a parsing
process to generate the necessary object metadata (volume, dire'ctory and/or
file metadata) and issues an FDP PUT command to upload the object to a

30 distribution server cluster 410. Also in 'step 786, if the file system object is a



30 distribution server cluster 410. Also in step 786, if the file s&ﬁeﬁﬁﬁ 2005

Obj ect |v50:52,yg3392/ 35359 -28 2 5 APR 2005 PCT/ USOL/ 42785 féxfus%‘?h%%
"chunki ng” process is applied to deconpose the file and crea

net adata. I n one enbodi nent, this chunking process is carried out in CM
170 and partly in distri bution server cluster 410. Upon receiving an FDP
PUT conmand, distribution server cluster 410 saves the object netadata and
5 the file systemobject into the |ocag-storage (step 787). Distribution
server cluster 410 further creates a neta file systemstructure if the
file systemobject 1is a volune or a directory and creates a bl ock index

Tors” ovs b obfiePoheChy e s U Rl o SghBl MU RORR (010 o

cluster 41(ﬁléﬁn¢tﬂdiﬁthatﬁ bite edBodingdntt, i chmiehg phscebd i cayist &k Rj ect
according to a set of distribution rul es (step 788). After step 784 or
step 788, &M lapq@ﬂd@é@dgl@étr@uagnmcmlustﬁ @mremvmflslh Fi gure

7B, when di t | ust er .4 ds, .
IO oL EARU PO, ARG oH8let e A S8 MR ot g 888 arong al
the di stri g ﬁWsﬁﬁérﬁ%bjé‘dtliﬁicﬁfh% 1oaalnﬁbm§él{st&9073(7§t DRtribAbod Yddver TO aid in

the description of Figure 7B, the distribution server cluster carrying out
steps 790 &hwtey ¢10jfurthersmedtahe MetaifilessysBBxsttucumaf thelfle sysjemrobjest her

dlstrlbutlon se er cIu abel |l ed, i n, El one '
embodi ment ¥ &¥ ﬂ{llat éﬂ'ﬂﬁé tf’érf“sbl nlf ‘gﬁmy:f%rfgﬁ\él?gﬁcf P2d set of
di stributi ﬁﬁmﬁ%ﬂ%m@émheﬂé ﬂh?a?ﬁ@h g&;ﬂ’}'gﬁt}r iS5 100 fbﬂb@§b '}Qﬁxﬂfa griteria,

Whj)Ch are described in nore detail bel'ow "The multicast si gnal i'ng for | NFO
commnd an8DEL EANTc eomenahdarte  distritetiangeatyert fiusterl #il@ast isitigiealthe f or a DI ST

d ] I 91, d t
CRH ey pesRpftion Q. fhe e oSBT GG MSORIGE 19 Buist & dSrbBO TSt or) sends
25 the sigpal, Hagyl lAﬂalsst@ﬁ'ﬂélbe St @gs MBSl PiScdidt ol

criteria/rules except the S|gna in Distribution selré{)/er c?uster DSx

can term nEiger¢ T8. signal if no neighboring distribution center cluster
mat ches the di stribution crlterla/rul es. Consider an exanple. If

di stribution sef$ehownisFigurpdR, phen diswbytionserver cluster 410 (Brecsives
the FDP commands, INFO, CLEAN, or DIST, it starts a multicast signaling

15 process among all the distribution server clusters. in network 100 (steps 790-
791). To aid in the description of Figure 7B, the distribution server cluster
camrying out steps 790 and 791 is also labelled as “DSx.” A neighboring or
other distribution server cluster is'labelled in FIG. 7B as “DSy.”

) In one embodiment, signal multicasting happens only among a

20 qualified set of distribution server clusters based on distribution rules and/or
criteria, which are described in more detail below. The multicast signaling for
INFO command and CLEAN command are not changed; the multicast signal
for a DIST command is a replicate REPL command. In step 791, distribution

_ server cluster DSx (referred to as a signaling distribution server cluster) sends

25 the signal to all its neighbors that match the distribution criteria/rules except
the signaling DSx. Distribution server cluster DSx can terminate the signal if
no mneighboring distribntion center cluster matches ther distribution
criteria/mules.

| Consider an example. If distribution server cluster DSx (or simply A)

30 B signals a neighbor distribution server cluster DSy (or simply B), and if B is not



30 signal s a neighbor distribution server cluster DSy (or sinply I%ﬁ Aﬁﬁ.mg
B is not 2wb 0ABRs8005 WO 02/ 35359 PCT/ USOL/ 42785 -29 avai l atiJCemﬁ%qaﬁ%gri ly,
the signal for Bis saved at A, while A went ahead to signal a S

nei ghbor distribution server clusters. Wien B beconmes available again, A
resunes the signal to,B. Mire details about FDP signaling are described in
a later section. 5 In steps 792-798, DSy receives the signal and handl es
the signal accordingly. If the signal-B8-1 NFO cormand (step 793), Dsy
val i dates the appropriate tinmestanps (creation tinestanp of the object,
and the update tinmestanp) and changes the object netadata and/or neta file
syst em st r uctavailabla ce@peiaRYy, Whe st ' i Yoo e st eis
updated if an gggiect ifsJ rewlo Iotggfﬁei?d&:%]%wg? %A:\g?‘?}?%ﬁt %h%é&g‘!l;gnal i's

CLEAN conmandt alh B79 gpighbgydistribnthore servéreclokaes, Winind bedaicaGahidabl@nd net a

file system cture that .are ssogiated with that object (step 797). If
‘the obj ect izi%éﬁfm e gled§15’£tt8r-§- 5‘%‘?113 ‘i‘%lseﬁ%’él(ﬁéf sigraling@rori es and

files are remeygibedlif alter §icfiggl 1S a REPL command (step 798), DSy issues
FDP GET command to the nearest 15 nei ghboring node(s) to downl oad the
obj e@t netadata add stopre 782798b NSk sedefvest the §ibh&Cind faddléd Ik @%-:gp 799) .

' the REPL is

DSy creates di_r.ect or ode in neta file system structure if
for new vol u%%c.or%lf’g@rr i%p’t?r ?g?gtlémwmgwdt (stap 75 Psy tvalidaty dut

Structure (staoany Ak CERHOE MobOfE o eoBifie end dhe HieRnunve:

20 j0f data blimektemp) addwhhmged theybieet @e@lheunarbrehed BRE st drEQsie
fuhction. DS %sol creat7§§ an bl ock index array as part of the file
met adat a (st &5OTHR8lY (step 784) WMsta fde systemaurucn is upddted9Ban objectimre-i cul ar

di sygi butio S L1 nues | ticastin com ng a
si gnal i ng d?g???%ﬁé iog{ﬁyzﬁé?(\g/tgpp gﬁgﬁﬁm{‘g SLF—%’D@"IP@%QS‘?%?%#%YCOm ?ol

then retur nsetmoves ehe Zafa, object Midiaduy,, antd nidi$ tH1é RWLANHRANE h&! St er s
participating in the nulticast continue nmulticasting the signal until all

t er m nat i ng Feeded math hat pliact{step (783). 7H thenljestisadatane sr aiditegtigt ed.
Figure 7C il r.at:e ses .in 170, VFCS 4 and _distribution
server cl ustdé}rﬁﬁfgﬁbegfigé, gﬁéﬁ(tegtpn&%%{m@%r%\[cpt ip the sigpal iIseRERD pol i ci es
may be retricenadardsi(eep’ 993), aDdy apphdse FTIS L GRT Whetit! & dhStfdapati No

15 neighboring node(s) to download the object metadata and some data blocks if

‘the object is a file (step 799). DSy creates a directory node in meta file system
structure if the REPL is for new volume. or directory (step 799). DSy then
i saves the object metadata at the appropriate directory inside the meta file
N ) system structure (step 799). If the REPL target is a file object and the number
20 of data blocks to download may be configured or based on a cost function.
DSy also creates an block index array as part of the file metadata (step 799).
In each of steps 794, 797, and 799, the particular distribution server cluster
DSy continues the multicasting by becoming a signaling distribution server
cluster (e.g.,_DSx is set to DSy). Control then retums to step 791. In this way,
25 distribution server clusters participating in the multicast continue multicasting
the signal until all terminating nodes are reached at step 791 and metadata is
integrated.
Figure 7C illustrates . processes in CMS 170, VFCS 470, and
distribution server cluster 410 (e.g, DSx or Dsy), where quality of service
30 policies may be retrieved (step 704) and applied (step 706) while distributing
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accordi ngg@/394f i gured parameters. For exanple, a policypdBYsfifizrss
configured to guarantee a certain class of quality of service to store and

distribute an MPEG file. Yet, another policy nmay be configured to
guarantee quality of service to a certain user group. CM5 170, 5 VFCS 470,
and distribution server cluster 410 may resource network or storage
resources fromsw tches, routers, or-8@rvers in network 100. Steps 704 and
706 can be perfornmed as part of any one or nore of steps 784, 730, 750,

788, and 791. 2. Deconposing Large Files - Chunking Process 10 a.

Decampos 1 &t ShubbER! <0t e NEREreFld 55 PRBeBIASBilbkfiientign oan be

used with any type-o can 1thc tal data in any file
format. Sucéxaipetapoliat magba corfigiasend gadyntey peacertain cadsaofiqualitydifng but not
limted to audi o, video, graphics, text, control information, index

i nf or mat i onSEARAE éﬁﬁ?ﬁa@dg%&w anfMPHkefiley Yqteanathemspoligyr ayided to SCDN

nunber of ST EREU g i Aty hESecidccTa el 8 bl CUTTRE {2

l'i rear fil eVBCSa4m@nahd nBafibitidre sedvsi Rfuster@Y0 andy r€soutde aX@dRk ri N one
aspect of the invention, the file is linear if the first 10% of the novie
i 5 | ocat ed Stepp? EssOHECs Kxpryswitghes.tTRBters, s seryemkin ettrakilPe StapsdOfiext 10%

i thi h %.0f. the fil d s . , ie file i
o e R By s o D P oY B o0 R T

appr oxi mat efgg. whd 1on the first 10% of the file is considered to be a
noA-linear file. Exanple linear and non-linear file structures are
illTustrated in Figure 8. Format 800 may represent the npeg format, for
exanmpl e, which i% |inPaeompasingbanged ilas cohunking Fraerss/ vi deo dat a

mul ti pl exed together throughout the file in a single track, starting from
t he begi nning. Note that each subdivision in the various formats represent

algack, Formats 810-830 COBLMPostr bPLAekF il NonLiheaF PilgD0> WO 02135359

The preser_xt invention can be used with any type of file. A file can
include digital data in any file format. Such digital data can represent any type
of data including but not limited to audio, video, graphics, text, control

N information, index information and combinations thereof. When a file is
15 introduced to SCDN 100 throungh CMS 170 or VECS 470, the file is divided
into blocks in a number of steps, and the process may depend on whether or
) “not it is a linear file or 2 non-linear file. Using a movie file for example in one
aspect of the invchtion, the file is linear if the first 10% of the movie is located
approximately within the fixst 10% of the file, the next 10% within the next
20 - 10% of the file, and so on. In contrast, a movie file in which the first 10% of
the movie is located somewhere other than approximately within the first 10%

of the file is considered to be a non-linear file.’

Example linear and non-linear file structures are illustrated in Figure 8.
Format 800 may represent the mpeg format, for example, which is linear

25 because it contains audio/video data multiplexed fogethcr throughout the file
| in a single track, starting from the beginning. Note that each subdivision in the
various formats represent a track. Formats 810-830 contain multiple tracks.



- deconposing a

As shown, fornat 810 is non-linear because it contains header inf o?r&tﬂﬁﬂw?ﬁﬂﬁ
in the fiwstopzisssek of the file, followed by neta informati%Ti Or]}lg.lsgext
track, then video infornmation in the third track, then meta information in
the fourth track, a first audio channel in the fifth track, a second audi o
channel in the sixth 5 track, and then some control information at the end.
Thus, the beginning of a novie formatted for format 810 woul d not reside
in the beginning of the file. Formats-820 and 830 are representati ons of - -
ot her possible non-linear nedia data formats. For exanple, format 820 may
have data formatted such that the file contains header information in the
begi nni ng, t SRE PR - 3 fol.l owed by
128K encodi ng&?%forﬁat?iﬁ%%. Clﬁerggl l}%arna%'?%gugé r?%ﬁ%%n agﬁrnﬂﬁea eon 1

i nformati on, thofirgwedknf thefite foliéwedrby ingsa infomhdtivnad thy nattderk, aed finally
audio information. Al these and other non- linear files need to first be

partitioned AR BImatiogdn the,ihird Facke hen mefz dpformationcianthedousth fragk, wi t h t he
licati | [ ' 5, Fj .sh h f
o8 ot on S 1 SN AI2 OESIEATE BE S, O

e 1nto st'orage. al l'ed

"chunki ng" atdckamdohen eomeiconftol @@sthaitionfat the &Rl UTHYs, flRYY -,@oplfs'cri bed
below with reference to Figures 10A-B. Wth irregular chunking,” nedia
contents ar e VK EHRERA fontasmah BQ svouldnetgssidh dr dhe beginning of thesfilephase, a

non- | i near | e | 0 20 knt,o nmul tiple |inear si cal
track files. %I ttrc’fﬁyg ﬁdagio ?ft 9 gcgg%sggﬂgggseﬁtpgﬁr iPﬁfséblgéToﬁélb‘?‘:&r F’?ef)dg%/t hr ough
mulyti pl exi ngdatarfotris.s Fop Barmples fornat B2M AR Hakd aktalfbirSatted suBh AieRthd Nt O
bt-ock files. As shown in Figure 10A, with irregular chunking, nore than

one bl ock fifie ontaias header ntpapation indhe beginniag: then seme §6Kaorcodidgfol e i s

di vided into k_fid h the tr files.are further divided into

bl \(;(izg 25 1] |fe‘15£“§%hﬁ‘£‘%h \%ge@%%gt@&?cgi ‘Pyezigggsé‘# W?‘%!ﬁ%“de%lﬁ!ffo |

mul tiples of forwats SIOERR JONBEK headeR inforaSSoVitblowed Bjr; Phdexti tBRY have
e

one or nore bl ocks not ~ful I% popul ated. Wth-regul ar chunki ng,
demul ti pl exi ¥dopiedduss videepand finaldyl apdio iéoraratione AHehgseymidcathei nask | i nes

wi t hout act ugl | r eaki,n he. file,intg tracks. 30 Contents are _then

br oken down urlla%% f@?fu’é@dc“?hﬁﬁ? be ?@r%@@‘gtanfl Ae-arrgegedjnta lmeay fgshigmforoos  wo

02/ 35359 PCTYodSalibfiay &Fitts he rdffeahbR alpoRtRURERS S bhER,. exani nes every bl ock:
t

whi chever bl ock contains a
15 Figure 9 shows the process of decomposing a file into block files for

storage. This process is called “chunking” and can be done in a regular or
irregular fashion as described below with reference to Figures 10A-B.

With irregular chunking, media contents are broken down into chunks

- ) in two phases. In the first phase,_a non-linear media content is broken down

20 o into multiple linear physical track files. Multiple track files are assembled into
a media file through muitiplexing. In the second phase, a linear track file is
broken into block files. As shown in Figure 10A , with iregular chunking,
more than one block file is not fully populated because the large payload file is
divided into track files and then the track files are further divided into block

25 files. Thus, where a track file does not fully divide into multiples of the
chosen block size, files with multiple tracks may have one or more blocks not
fully populated.

With regular chunking, the demultiplexing process 910 is nsed to
'« determine the physical track lines without actually breaking the file into tracks.

30 - Contents are then broken down into equal chunk size except the last block.



| east one track |line beconmes the beginning of a logical track file, and a
the Dbl oRx2f368390wi ng this bl ock nmake up the | ogical trackedg§.488%sShown
in Figure |10B, the last block file may be partially populated wth the
regul ar chunking 5 nmethod since the |arge payload file is not first divided
into tracks files, but the track lines are determ ned and used for other
reasons, such as locating the beginning of a track for playback purposes.
The entire file is then divided into-3BFock files with the |ast block.
havi ng the potential of not being fully popul ated. For exanple, using the
data shown in Figure 10A for illustration, large 10 payload file 1000

cont ai ns heRigeblobRink BRoddss Benldk@fines \WvESb1bEk: WAGCRAELP Eﬁ)cg(rc%ﬁﬁns il rst audio
channel in the third track, second audi 0 channel 1 n the tour track, and
finally coreasslongrifaskriine krsoines tine bégiimihg tof ackgicabobelnfileyanagingst ser ver
170 (or CPG,130). hreaks.d t he Large payload file 1000 into_five |inear
track fil es%li‘g‘f olliipe; Hin BRI BP e RICALEAGHdIRe Atfeshowa I8 E4BHEl f i | o
contains 9B/ iKe st Bl Lhi b s ' ' i g.channel , and
so on. Referri;g back tgf%?é%%éﬂ%?&?%gy@p%@%gﬁf%ggﬁ&%#%%ggggkﬁgﬁgthe Li near
LaPge Payl| ooethéd kimce 8@ lavgdei eiyldad fH &onat firktdigided igekrakks Hlesabi the S)
transnittegF€¥ . the over the network to a DS that it is connected to.

Al t er nat i vETRGN ings arg dleferinadi ang Hepdntos qther wagonse segibas desating the VEFCS, VFCS

saves the ¢eb@n#3 & | S 1,1 ho oi.ng, t hrough a DS.
The files may be tr.an%@ggﬁ?Paﬁﬁ%%g%ng@é% ﬁ\%a{éﬁﬁlﬁén%l'vég%lﬁfﬁ I on
Prot ocol ( PRRk fileowitiit: lastbl halisgthepotkritial &vot Hhm fﬂﬂ]gef,of,mgtrgu,t he CMB are
input to a DS- bia;sed Bl ocki_ng Process 930, which prog_uces Bl ock Files 940.
The Bl ock Fi | es FOig*ampl. Wiing theudan shova isy Bguienl s forl iustrationolasgee of t he

Af [ 2 ded b h
Ar%i v but | By ot DL 000 Bfcans BRRFI LBt YRaihe ResBtiBF b o ai rect

rel at i onshfipst hetdiceehanhdlan sher thirdf trdckesdebh® gndib cARsledin 8 WA ttaBg, net wor k
and the block files stored in the |ocal storage systemof the DS. Bl ocking

process 938thfpalksconityl ikflemmatiorcia the Ififth ranko Comtbhtemanag8fentisaweabl e unit s,
as shown i C f _FEigure 10 The bl ocki.n 5 APR 2005 WD 02/ 35359
PCT/ USQl / RUiACs égégfsg)@ébs%ﬁﬁréoj"dﬂtébe hree rﬂi‘ﬂ"ﬁé tueHoBe inta g lipeany1 4,
AL 1-12. AzdclPfils 1800 stich €50 10n8 Flik ¥6hdink e bR £ s@ond BB chitafiisgur € 10A) .
Bl ock files may contain data
15 : video data, a third file contains the first audio channel, and so on.
Referring back to Figure 9, the Linear Track Files 920 or the Linear
Large Payload File 950 (which is also a linear track file) are (is) transmitted by
the CMS over the network to a DS that it is connected to. Alternatively, the
i ) entire chunking process may be embedded in a VFCS, VFCS saves the data
20 and metadata into the storage without going through a DS. The files may be
transmitted in accordance with a File Distribution Protocol (FDP) from CMS
to DS, discussed bclow. The files from the CMS are input to a DS-based
Blocking Process 930, which produces Block Files 940. The Block Files 940

are subsequently stored in the local storage of the DS. After processing, the

25 content may be downloaded by other distribution servers in the network.

‘Generally, there need not be a direct relationship between the size of the files -
transferred over the network and the block files stored in the local storage
system of the DS.

Blocking process 930 breaks down the track files into smaller,

30 ~ manageable units, as shown in block 1020 of Figure 10A. The blocking



overl aps or offsets (e.g., shift). For exanple, block file V1 may c%rﬁ aQP,R 2005

some partygfkhgo Header track, and so on. In the block fil <
begi nni ng o? each 5 track is contained in the first bl ock f??gntspgé‘lg:a for

that track, for exanple, the 10 beginning of Audio Chl is contained in Al,,
and the beginning of Audio Ch2 is contained in A2,1, etc.

O her. enbodi nents nmay sinply breakdown the file (i.e., non-linear)
directly. into block files wi thout firs33going through the demnultiplexing
process (e.g., block 910) thus each block file may contain overl apping
tracks. The bl ocking process generated. netadata that is used to

re-assenble t L t 1 reakifig «down, the .file int | ocks
makes it posgs}ls%e{sge @8aﬁcﬁe§tﬁrj?bﬁp lenpil%%j%ﬁ%oﬁ% f% e\g"“r dtig-1di T‘Afzérzé’nfmfgt rage
devi ces and t(oolkddvelyneferetiad ag202@ i FRGMEA). BRERHIN AP ebnhiRBes | NY

system performance. This scalability anmong other things allows the present
i nvention to YY&tlaps qﬂs‘)f@‘f%@t-g-v@ﬂﬁbpf"mﬂ[gﬂ, bipakbbilei ¥ atriayvonfainssamege. For

exanpl e, nor t o Vi C be added, to, a..distribution center 400A-C
without a ne tog trﬁr‘g{'efieeag% #%C?yn%éﬂ&nbﬁng@%ﬁ?ﬁkgﬂ?se%@ﬁ h%%’“’?f&ﬁé’ ead) o,
~different bl aekk iseohthiged af Bletfist Block Fild GEABA FAOHESHRTL, ?&Pe&ﬂgh\é,ﬂ@e_ |

smal l er block files nakes it possible to } support nultiple application
servers (e.gbegignngaf AudiediRlissontainadnis Aanmndt thenbegindhgnwit Audin@tdased
storage access,

downl oaded in p(gn?%q%% £ "’rA\‘I%t?i?’ ' ?‘i!étlﬂgl m?’lééct#f@];\'lsl i %g‘iaifl‘fé‘:”lﬁﬁlfc nelsae I'n
User s ol S0 paen b ey R R, R e, B TS e ont o
the node sugporltiplxinherstesedegndleds 920). 25 dach Rdotlofiimnney Gamsinder at i ons
br 03R1 ng f i | SEARPEEFBNE: (TH-CUCRAE PrORREARTRSS SR BGa NG P | nto.
Ml il | ocn aapk bt on: SHREE Brdiins ARUER SRR BT 005
PCT/ US01/ 4278%posgile26 didiribute the block files into different storage devices and to add
more storage devices when needed without impacting system performance.
- This scalability among other things allows the present invention to be an
15 effective approach for globalization of storage. . For example, more storage
. devices may be added to a distribution center 400A-C without a need to move
files around or reconfigure other nodes. Also, different blocks may be Jocated
at different nodes of the SCDN. The smaller block files makes it possible to
) support multiple application servers (e.g., streaming servers) at the same time,
20 with increased storage access bandwidth. Also, multiple block files of a file
can be downloaded in paralle] in non-contiguous fashion from different nodes
in the network. Fast forward and fast reverse through a streaming server by a
user is also possible without the entire file being first downloaded onto the

node supporting the streaming server.

25 b Performance Considerations Regarding Block Size
' and File Distribution |

There are certain advantages to breaking files into block files. The
advantages of breaking files into block files include: (a) allowing parallel
~ downloading of a single file by multiple local distribution servers to increase



downl oad perfornance; (b) allowing downl oading of a file from mul t4 Pl &PR 2005

| ocat i oneg of/833s@l | owi ng di stribution of storage access |o <storing
the blocks of the sane file into nmultiple disks (in so dg?ﬁgf@(’?ﬂhgﬂ?/o
bandwi dth of a single file is inereased); (d) allowng "fast forward" and
"rewi nd" effects w thout downl oading all the data between the points where
"fast forward" or "rew nd" starts and the target point. Fast forwarding
can be acconplished by noving the do¥ht oad heads forward - to bl ocks
closer to the end of the file. By doing so, "holes" are created in the

m ddl e part of the file, where downloading is inconplete. "Rew nding"
through sugBwaloalob&toraithad:! f)t Q%wiﬁg%v&ﬂgaéiﬁgacg‘s" fBVEGE Rekghd the -

"hol e" and downl oadi ng the m Ssi ng | ocks; an esi I mproving scalability
and obvi at tacatites; {ekalidwing| distgbuticm bf stonaggr Rckaniond droaglpsmgiag/thei t at i ons

are reache f ndr eds. of, bl ocks are ] ocated within a single storage
vol ume and {Oﬁgs QE%WI}C@IP&WP@'&]GBH@%‘&@“S%Fjﬁ’@lgsﬂﬁfﬂ%bﬂqi@dg‘ ¢§2e can be

Sav e | ng g et SpnaR) WBloWily SRR Ml i ahd HESHIE Brecd | Ou!

requiring the whol es on o he entire file to e Nnéew vol une.

The size owithbet ddvenlosdiaffatiche dabebqrerto teppeintsolhdro tfast GoiveRd” or
di stributign ang content delivery. In one feature of enbodi nents of the .

present i nVERIRG At the target ppiat.o Fastdorrardingeqanibe arsomphistadhy a bl ock
size: 1) al ' m . sShonR,.. Ul |,ze 2) .t size of the
physi cal Eél‘ligt@gl"gbe thE m%%fﬂ%?gﬁ@?. Fr’etgr%é%%lsrc %s‘%égfl}caﬂédf 8’3 thﬁqﬁﬁock (whi ch
i.s™yr el at edBy addiie sopethotesk Aranchehedhin, tiRnanidiitet Pert SHOkRE FHle 2oheRt abl e _

peri od torfi)e skipped in response to a fast forward or rew nd comand
during co OYENE v ijcommets. | ‘Rewindiag” thioughisuthmanitole'sentails theval ). The
I fpyentors | Z H ver al al ane_into pl Ip determning the
bw(;ck si zecio‘%%%gﬂgog%dlks%%ooﬁﬁ%% Fﬁ?nz(g&sepi]co © u%%é; OW‘F%%%%P- MISSINE MU,

whi ch woultsloeksk en@ Q) emproind sédaBiligNatoBvRAldsi Gbated HPILMRETscaral is to
mnimze congestion at the distribution nodes. Another inportant goal for
WO 02/ 3533uigramnywhensRrago inp@liousaty aaeBsd. I hundreds of blocks are

located within a single storage volume and the volume is full, additional
blocks of a singlc file can be saved in a newly added storage volume and be
15 fully functional, without requiring the wholesale migration of the entire file to
the new volume.
The size of the blocks affects the performance of both content
) distribution and content delivery. In one featwre of embodiments of the
) present invention, several factors are considered'in determining a block size:
20 1) Ethemet MTU (Maximum Transmission Unit) size,
2) the size of the physical units of storage,
~ 3) the time required to transfer a block (which is related to the
network bandwidth), and
4) the shortest acceptable period to be skipped in response to a fast
25 forward or rewind command during content delivery (this is called
the minimum flash interval).

The inventors recognized that several goals come into play in

determining the block size. One goal is to maximize space usage within an...__.. ... -

MTTU, which would make content distribution more efficient. Another goal is

30 . - to minimize congestion at the distribution nodes. Another important goal for



determi ning block size is to prevent storage fragnentation, sincd 3 APR 2005
fragnment atyw@ypageggeades fil e system perfornmance, again consi | <

achi eving the othgr goal s. Bl ock sizes that are too big or ?%gﬁgﬁﬁk%ﬂ%an
affect performance. 5 Consider the fast forward conmand, for exanple. If
the bl ock size were too big, server response to fast forward requests
during a downl oad would be sluggish, as the server has to finish

downl oadi ng the particular block file -B&fore it can process such requests.
Conversely, if the block size were too small, fast forwarding to the end
of the block would be very quick. If the 10 block size is within the

m ni mum f | ashyddit-L:va! 1 t LStri ' ryer d f ast
forward requgg%gEg%%geggﬁggi%%Etﬁ% BFogﬂéﬁ%ﬁtgﬁﬁ%%b ﬁ%@nég%%g’ S%%ﬁtent.
Based on the faigmwatationt elepeades dfilkatsgsieas Senidbingis, NBehen akstistdnbewitkhysi cal
network and the network operational paraneters that supports SCDN 15 100,
and educat ed %BEyiagithe AteF 8026 ng to the size of the flash interval and

m ni m zi ng networ [ l,ack sjze in,one aspect of the

i nvention rmay be%gﬁ%g?fttseg@t ra%'%]qgga‘ﬂ%l%r. tqq[ S%aplcaﬁeaﬁe‘fﬁd%?ﬁo%mﬁose of
ordi sary ski IConsier tiefaat foriay® Bofnlhztddl EsiCexabipl® ¥ ithabldcR&id wek 166 ze coul d
change when one or nore of the network parameters or other assunptions

change and t (P, feReergspse gl fapl Eervasd zequesty duingnp| dovaroad wonldahel
l'icati b fi |, pth bl qck,.si | d [
Chan oookhyt SLEbkhn b 00 e il yo SuiBlacklibeein 36 priilpBRk B se 1n

the storage ®bfoe GletdBrateRCINMAIfqlORS CRVeRAYLCIf MeModk SRBSIAB0o Fach DS
|n)the network may have its own sétting depending on the specific nature

of the storag@aleiast erwandingtte thetendrof thedrdek would Bk sery quick. i Itke may have
a di,fferent ock.si.ze.based on.a nu r. . of possible paraneters including,
f or 1éxarrpl e, toﬁ RS NG Ifﬁeém(“ém{j’.n %‘H’@Wﬁltaﬂoa?réh DRLGn SeRVer Gl o fil e
or video fil espordd @ Lasbkiard rdfids REiG/AT tﬁﬁﬁﬂ%- taf 1 NG
operation frga%ptirre to tinme as neces arsr,1 or y%nleoggﬁ??ng t gﬁ net wor k

par anet er s apoatertangi ng the bl ock size dynam cally. WO 02/35359 2 5 APR
2005

Based on the above criteria, educated assumptions made about the
physical network and the network operational parameters that supports SCDN
15~ 100, and educated assumptions relating to the size of the flash interval and
minimizing network congestion, the block size in one aspect of the invention
may be 256 Kbytes, for example. It will be evident to those of ordinary skill in

the art given this description that the block size could change when one or
) more of the network parameters or other assumptions change and that the
20 optimal block size may be implementation and application specific. In
general, other block sizes (larger and smaller than 256Kbytes) can also be

used. '

Additionally, the block size in the storage of a delivery network does
not have to be a constant. Each DS in the network may have its own setﬁng
25 depending on the specific nature of the storage devices and its network
~condition. Also, each file may have a different block size based on a numi:)cr
of possible parameters including, for example, the type of file (e.g. whether it
is a text file, audio file or video file). These block sizes may be changed, for
example, during Qperat_ion from time to time as necessary, or by measuring the

30 network parameters and changing the block size dynamically.
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node dur mpggiBsspnitial file distribution phase is determ unber
of factors, including the distance fromthe originating ggeﬁﬁgg¥??ﬁﬁere
the file was upl (?aded) to the node, the front and back end bandw dt h of
the node (the current network conditions), predicted network conditions,
the history usage information of the node, a "popularity" index set by the
content provider, as well as the storagg&- available at that node to the
content provider. A content owner is allowed to set the forecasted

popul arity of a novie during its initial distribution. The popularity

serves as a guid LSt Fe Wels enm ._frany

bl ocks of a fil eeft‘% onvlvn o@?olgefl]%t#lgﬁ%ﬂ.cageéﬁﬁélﬁﬁgé ggg%é@ﬁﬂ}gﬁ}gugggr ued
usage i nf or fi¢ idiswibatiGi phageisMidtegeined MG0s Pafdke df iflcteBN imlidibgithe 450
adjusts the_actual Io&gl I zed popul arity of a file to determne its

prune- abi | i stAancpdEematie: grignating PiSe (igaywhere dhe dde (Waspipipasied) émahe t o t he
nunber of b L ' r [ r ootk N ze retain size may. be
confi gur ed. In%%%’t {ghtﬁél\}\ﬂwé?qs br%lg crﬂésée)arn\?gﬁgmcrggr SiIHO%g Pu%?nts?%‘fvgé% at each

nodg. At eeoiditiogld, pridittdd fetvoBNcGRINGTsSthe@ERbS dshg: infhatttidnior amsfer rate
for each content owner. A Storage Manager sets a safety storage threshold
for each cBPferit RomNitEaindex gt by shmeanipnt prevdel 85 wiellzascthe Istoragehound

transfer ratge:..jLh [ age nager regul.arl urges_sone t he bl ocks of
the files th‘g?‘laglreeﬁ tﬁgg]sl?@ﬁ ?%Fy&flg?nbgﬂﬁ’é%& %“n‘pqnﬁ‘%’?ﬂ‘}?‘ﬁféf k"’b‘?‘ﬁtr‘ﬁ ng rate
paranet er cgn the BRicatted fUpKeIRy oFlOLRER: dhfind ZRLAN] HEEERR] Phesaf ety

t kreshol d. When pruning rate reaches the pre-defined threshold, presunmably

due to exceBepWyHYeserves Ax 2 gwde dhat helpadistibitioappirvaratdetammane hhw cont ent
prgyider's tatiaon J nptified. . Once this.occgurs, the content owner
cannot di St:%%ﬁﬁp chﬁf?@o%@etﬂtd%%ﬂoﬁdg@‘@grl ‘éfﬂé’dm’sﬁ)éf?c{)?f‘ % #6tHE“augment i ng
the reser vegkagt HfafRatidl) & StoRiee MARRY: fRbineRted Lthg 4 ck files
in the network. Seve?al of ?heggopfi?%nrs ifﬁlgl u%eﬁl;coz%dé}%hﬁigng??gﬁ,ggmhere t he
cost of rettheesethali Jocalizedypaphlarity bef anifilé nbz detehyinef s pEroaepbitity.by

replicating,additional_block files of high demand content and fewer bl ock
files of |cke W&?@JHF@W&%@&%&H@T&P%&%&I to the number of block files 1t

retains or the minimize retain size may be configured. -

15 _ Content owners may reserve a certain amount:of storage at each node.
At each node, distribution servers record the inbound transfer rate for each
content owner. A Storage Manager sets a safety storage threshold for each
content owner based on the network condition and the inbound transfer rate.

w The Storage Manager regularly purges some of the blocks of the files that are

20 Jeast likely to be used in the future. A pruning rate parameter can be set to
prevent storage utilization to exceed a safety threshold. When pruning rate
reaches the pre-defined threshold, presumably due to excess content, the
content management application at the content provider’s base station is
notified. Once this occurs, the content owner cannot distribute any content to

25 the overloaded station without augmenﬁng the reserved storage. There are
many options for storing the block files in the network. Several of the options
include a cost function, where the cost of retrieval is attempted to be
minimized by, for example, by replicating additional block files of high
demand content and fewer block files of low demand content, storing blocks

36 files at locations close to the demand rather than far away, storing block files
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files at locations close to the demand rather than far away, stori ng éfgc@%

files 2 5 WD 02/ 35359 PCTI US01/ 42785 -37 where the <
accessed Eﬁgﬁlg%ggpeed | i nks rather than by | ow speed |i nk, ¥Cg%§0§flﬁg?

simlar techniques. A dynam c cost function option is one that dynamcally
assesses the network and | ocates or re-locates blocks in accordance with a
re-cal cul ated cost function. Additional options can be based 5 on user
defined or policy based criteria where-®perators at each node define the
nunber of bl ocks per file, or by content owners who define the nunber of

bl ocks to distribute to each node. A conbination of these options is also

anti ci pat ed. NBW-cdiE ; ayfl i . dto
SCDN 100 10 Vﬁ%ﬁﬂ n‘%“but Cﬁggtsg‘lfl ?&%hﬁ@%&%kg%rg@mﬂ’n .1"%§ ‘iregﬁg’trkgm cal -
where a node andosther thnildretesionifgess. NAdayibiai dist fEiction (plioants éreathad node

further anay fromthe source node in the control path; 2) user defined or
pol i cy based dynamiallyogasestesr theametuerk avdelosaes ner rs-legatesnlerds @ bl ocks

per file it w 1 o] ent . r efinet nunber
of bl ocks to%#érfi %&%gﬁfa 5Q'§31gﬁﬂ%gcfgmf%ﬁmoé’acﬁﬁg%%lgwgpﬁorﬂc‘l %aé&eﬁagg‘%/nam c -
depersdi ng on onager atgmdxgaﬁcy B&50d CAfSia Wher€ opdrR®alit €86h hdtd difige Aigd Wor K

bandwi dth availability and storage availability; and 4) a conbi nati on of

t he above nmempewsr of blggkstpertilei oybyichetes, owaens Whe defneg thephumpehof i ng Fil e
t bj t ent I t hi i f.i i I tati. t
astribute bRt i e VOEIh nde o0 RRRalg ot Thesk: BPlichl o pise ©

di stributi onaﬁgﬁ&if,ﬁaa,a for that file. The distribution criteria nmay be .

configured or may be introduced thfough the FDP DI ST command, as descri bed
above with refereddera areRngny differont Bvays fa falefdah dbegdistributed@o SUDRN3HY - 38

10 including but not limited to the following:

1) hierarchical — where 2 node closer to the source node retains more
content than a node further away from the source node in the
control path;

2) user defined or policy based — where operators at each node define

15 the number of blocks per file it will keep at the node, or content
owners define the number of blocks to distribute to each node for
each of their file;

3) dynamic — depending on user demand and resources while

) -resources include network bandwidth availability and storage
20 availability; and '

4) acombination of the above methods.

3. Distributing File Systern Objects

a. Distributing File Systemn Objects By Content Owners

In this specific implementation, to distribute a file system object, a
25 content owner sets specific distribution criteria for that file. The distribution -
- criteria may be configured or may be -introduced through the FDP DIST

command, as described above with reference to Figures 7A-B. If a file system
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CVS, t hewapod/sase owner may set distribution paraneters, ﬁ%%ger

i ssues FDP DI ST for DS to distribute object netadata and t e system
object to other nodes in the SCDN: If a file systemobject is introduced
to the SCDN t hrough a VFCS, the VFCS uses 5 pre-configured distribution
rules to issue FDP DIST to a DS to distribute the object netadata and the
file systemobject to the SCODN. If tha&ile system object is a file, a
subset of the file nmay be distributed to the SCDN, e.g., to - push the
content to the edge of the network The distribution is in accordance wth
specific di t 181, e Ve.hSe the 10
file distri E%Htgiﬁ ﬂﬁﬁg‘é‘%@g t8(thé‘$§:ﬁ%N gg%}r?labe bgfeowm%[ﬁz)@%g FPbut i on
criteria méptrdqmionfpararegemnand EMP serktiriene} FOFOPIST f@ DO de distribute ot her

I nformation as desired by taﬁ content owners to control distribution of

the cont ent OXJegimeiadaiand the dile gystem; Qhjgst dp otharnodegimihe $EPNuK 2

informatio e set.
Note the ¢ oriea il SRl isdiuctd bd i SR hrdlap S VEER, HE: PS8, ana
refer to a plesionfiputddodistibutien rolks s fssis FOP PIST BSE I @ dibmuigﬂwe or nore
di stributi on servers. Further, a distribution server can be any type of -

processi ng YHed Jrefadrtaandethe e isiaterc abjegietor henSERY. i therfils sybiem
f t | 25 F ut t | (FDP
forct ona s dspqBed AR 0 2 AR e a] d LSEBES ope! (PP

transfer, siighehe edriteiteni tielbddecofl the Betidrke ML AN 19tHc8&Haﬁ@%t adat a

stored in the network. Such primtives include commands that upl oad,
di st ri but e, Withygpgejle dlrrﬁsbwgn critatia et by éhd confent qweersBRd coayraseither esult in

ong, or nor R r err.ed te Servers in the
net wor k. %ﬂe cﬁlﬁ(&lg‘ggon @%5 i S CS?’%V}%F &Q@%ﬁ OpHOR FHCHA t hat t he
comand na ?& pfc@idﬂﬁ O(k g, @l@ﬁﬁnfsﬁ&ﬂlﬁ@ 1988 ré:ﬁ%ﬂh&%%&a%ﬁ desed for
conveni ence an hat ot her commands or protocols nmay be added, subtracted,

or substi t yesiteds dy| dmgcomentt dveners dg dontrioh dédtfibutien bf ahel coatentibl Bort r ansf er

of files w t:rilrlnnlet e ttr%) r1:1k0n c\:/n\lt)elgg /11315}’31?1811](16 information found in a node’s

attribute set or rolled up attribute set. Note the terms “DS™ and “DSC” are
15 used interchangeablely herein and refer to a distribution server cluser (such as
DSC 410) having one or more distribution servers. Further, a distribution
server can be any type of processing or computing device that can perform the

distribution functionality described herein.
b. File Distribution Protocol (FDP)

20 The FDP Protocol defines the file management primitives necessary to
transfer, store, and manipulate file system objects and object metadata stored
in the network. Such primitives include commands that upload, distribute,
deliver, modify, and delete files. The FDP commands result in one or more
packets being transferred between appropriate servers in the network. It will

- 25 be evident to those of ordinary skill in the art that the command names and
protocol implementation described herein are used for convenience and that
‘other commands' or protocols may be added, subtracted, or substituted so long

as they result in efficient and reliable transfer of files within the network.



-39 2 5 APR 2005 PCT/USO 1/42785 In one enbodiment of the presenf 5 APR 2005
i nventi on,wbhe/kid protocol includes the follow ng FDP COTTTW?S(EHE-,SS
Distribute, Replicate, Get, Prepare, Search, Renove, Cean, Info, Learn,
Fetch, Fetch, Fetch Info, and Stop. Each FDP conmmand and types of packets
associated with the command are described 5 further below "Put": A
content owner uses content managenent applications running on a Content
Provider Cient systemto upload or chadfe a file system object (volunes,
directories, and files) and object netadata (data related to the _.i
managenent of the file system objects being stored, transferred, and 10
mani pul ated in th odi ; b@.ﬂ.ﬁge A Res |f the
file system obj ect?mirkg{e\é&?i l e, e{lﬁ%ﬁhc%%rg@talﬁs t e’@?[ﬁé}iﬁﬁﬁ%gﬁl&ear e’?rack
files and t hbafolksvieg FDP puhtnandmmifan distibateDRepliaite, bdt) Prepere! Sedrthy

di stribute t content in_the network._ In one enbodinment, the CMS is

connected to Bt "G detehy et Feighglaie, ang,$tope ofifindF o t he DS
o e o il gl S AR AR BT T

‘or a file. In effect, [ on, pushing a
track or a vdutherbelow directory froma CM5S to a DS. A "put" conmand nay
i nclude four packets, for exanple: "put", "put_response", "put_data", and
"put _ack”. The "puttpadiEentent QVner Ys§s CORER ANAGCIDSNY APPHERLONSIUYNIDG r ecei ve

a track file. .Thg. . ' ket d by.the DS to
indicate to toﬁeygﬁ}ét%%g{ﬁ%?o@% r%t% %t%g%g%léna?e s&?ﬁgef Eéglg;é\%g&%ﬁe%ﬁcgck file,
and, i f it neddsluines, dresiories) ARigfilesh rd bbjRoS Metia (dathi BlddaL ketihémy be

useful in the situation when a conmmunication session is broken after part
of a track fimManageseesf theadde esystain abigetshbeiagbstosaskistransfemed,r ardfer t he

remghnder pa -file. the DS 25 nmuni cates t where to
beg‘i‘Ei H t ransf ééagﬁ?é]uéétggﬁ g’gﬁl cp??r%? PR @Q}gentr%nﬁggg}?g? cwﬁﬁ&%iaﬁ‘\%eac ket
along with tlifige epteialobjecatKa fild, the CMIS BReak8lthe fid B6d Qhdfar ofddk fASs BRy r espond
with a "put ack" packet when the entire track file or other file system

obj ect is retanjesyes 8 “pudlicommansitoadds fthat willzwemtualdy distributé therconteati vi ng
the data, if.the data js track, fi.le, the dj vides the lipear 30 track
files into bfrb?!? ?%Wé’??- Jp gmses R%AJBFB&k‘EFi Irrangested 4 G §§e,at &hd
updates | SCDN nodc. The CMS sends a “put” command to the DS for each of the

15 track files to update or create a volume, a directory, or a file. In effect, the

“put” command is a “push” action, pushing a track or a volume or a directory
from a CMS to a DS. A “put” command may include four packets, for
- example: “put”, “put_response”, “put_data”, and “put_ack”. The “put” packet
J) tells the receiving DS to get ready to receive a track file. The “put_response”
20 packet is a packet issued by the DS to indicate to the CMS whether or not the
DS needs to receive the track file, and if it needs it, where to begin the
transmission. ~ This packet may be useful in the situation when a
communication session is broken after part of a track file has been transferred
and the CMS needs to re-transfer the remainder part of the file. Once the DS
25 ~ communicates to the CMS where to begin transferring a track file, the CMS
may issue a “put_data” packet along with the actual track file, volume, or
- directory. The DS may respond with a “put_ack” packet when the entire track
file or other file system object is received to indicate successful transmission.
After receiving the data, if the data is a track file, the DS divides the linear
30 track files into block files, stores the block files in local storage, and updates
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to refl ewdot/ks3sd rack, block, and location information - tBer RLPEes Ndex
array. "Distribute": After the entire file system object ang Its OBJ ect

nmet adata have been pushed to the DS or witten into storage by a VFCS, the
CVB or a VFCS may issue "distribute" packets directing the DS to
distribute the file to other nodes in the network. For exanple, the CMS
may i ssue one "distribute" packet pef0Otrack file, volune, or directory

wi th each packet containing the content owner's distribution criteria. The
distribution criteria, for exanple, nmay specify which nodes in the network
shoul d havget iR fet ' - AL st e’ d I ncl ude
two packets, forﬁexagﬁ%%lg%ﬂggg%ﬁ%ﬂ%kéﬂ&éhghad?gﬂéﬁblu %ﬂ. e DS may
acknow edgblockdedeptarcfy. t he "di stribute" command by issuing a

"di stribute_ack;. . packet, tq _the CV5 or VFCS. "Replicate": In response to the
"di stribute” corﬂ?gﬁ?a,“@ﬁexﬁsr Higentire Slrsystemphiectead its objast metadaiat s

nei ghbors. | | s the distri ion qriteria

peci 1 ed I orRel ugideho HOBs SERl I Wtant bR SUER GUSERE 7 ger
patket des¥FCBeadajpédsow)distibure sackeldirebifng thetlD® to dissdbiitdwid SR Bath to pul |
a portion of the file, or the volune, or the directory into its |ocal

st or age. ernqdes ig thearetyyark Forexample, thediMiSheapBsuh ene “distributely st em
bj ect | h F t hat. dat the fi.l t
S ects 1Bl STk 6y VS Sl SR S A BrhBT

objects r
ity may neetteho owtlel’s(disteibutib® REitdiRL €Xhe Wstbitiddl &Kk FRSexaple/ol une,. or
di-f'ectory inforpation, fromany of the issuing DS into its | ocal storage.

‘The recei VR#ysPasEyribich giedesine digenetierin shauid bavé de Bile $ystm nbjeat.
"ihepl i cat cky: . et _a thereafter, it ass S the respapsi hility of
pIEI ling tﬁ%&b:&éséﬁgﬁél tgg’ %S%IPWemcIuégﬁ?vﬂé’a ?ﬂfgﬁeﬂmﬁg r‘ﬁ%ﬂg'?mA DS further

noti fies iand “dficgbiner adkodeBhd O3 dbeicthdlelife rhRipcdioted-dilibukhe il e
system obj ect by issuing "replicaté" packefs tothem A DS nay issue a

repl i cat e cpagRanstbitigsuinga ddisoihute ack hpatket tofthe CMS or VECS.
' “Replicate™ In response to the “distribute” command, the DS may

=]

issue “replicate” packets to its neighbors. Each neighbor that satisfies the
15 distribution criteria specified by the content owner may issue a command
(such as the “get” packet described below) to one or more DS in the
-distribution path to pull a portion of the file, or the volume, or th;a directory
-into its Jocal storage. The “replicate” packet starts from the DS where file
) system objects are uploaded or where the VFCS that updates the file system
20 objects resides. The “replicate” packet acts as a notification to a DS that it‘
may need to pull (i.e., replicate) certain block files, or volume, or directory
information, from any of the issuing DS into its local storage. The receiving
DS may acknowledge the notification by issuing a “replicate_ack” packet and
thereafter, it assumes the responsibility of pulling the block files from the
25 . issuing DS when it is ready. A DS further notifies its neighbor nodes to
detennine if they should pull the file system object by issuing “replicate”
packets to them. A DS may issue a replicate request to its descendent nodes if

- the rolled up attribute matches the content distribution criteria.
“Get”: A DS that neéds ‘to pull file system object from another DS

30 ~ 1mmay issue a “get” command, for example. The “get” command may include
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ADS that "éed¥3369pull file systemobject fromanother DS gpysipiss
"get" command, for exanple. The "get" command may include 10 -41 WO

02/ 35359 15 APR 2005 PCTIUSQ /42785 four types of packets: "get",

"get _response”, "get chunk", and "get_ack". For exanple, the "get" packet
may be used to initiate a pull, and the "getresponse" packet may be used
to report the status of the station andtltransfer object netadata as
needed. The "get chunk"” packet nmay be used to 5 transfer file data, or
volune or directory information, and the "get ack" packet may be used to

acknow edge  tftrer topes sffpackers!’ ¢elt”, “BQUREPGIRAM el BRI SARLHS - aciVE
downl oading a file, a DS may deci de on the size of the fiTeto pu based
on: (1) its Sk¥rBl§e Weai Belbi PReket Ry becusedorno oinitidte at pullprandn thehe

net wor k map; «,{3 Ie t's popularity; (4) the truncate-able or
non-t r uncat e_g%r}gsﬁr%ﬁgr g)c%ggf}i ]glta?’g’eo?seahtg %PP%;&“&%‘?[“{ 57% the, SIRI9A AR h
al | onance. Atlfsfepybjesistietadatiols nee QAR THe SEAUGRARS Bcet il Be gséd)toa
"replicate"” request and a "searchreply” request. ' Igr epare": prepare”
conmand may FaRferddedatn, payrbms orf directoex infingatichpampb e gernl ack’'jackfar e_ack”.

Wien users o lication servers 15 gccess a file object through a' VFCS,
t he VFCS nayﬁllagg’geusgg't%rag ?"é]'eg%ea@ﬁé?g Ogéﬁ% £95 SEAYSTFS ardh EenRBEiatuS| dent

portions of Whehldewn®éadidiea I . [ - r may use.
the "prepare_ack" packet oﬁ%gﬁ\ﬁ%gﬁgﬁ?Egtﬁﬁ&%gfs&r%g}gghgyﬁﬁg&'prepar e"
packet and t®Rit(1} its widragepavailability; (@) koatiet ofithessationain the KSR ma0)

"Search": V\hn@g %lhe DS canegrlﬁéess. tge "prepare” request, it may issue a
"search" conmandct §OTEBGE PR s {thdhpotimestsalle " ar f pgretrupcatesabie ch” :
commnd may dhasdckeRtit LlS¢sy f 'gﬁﬁqg €11 rch' na Seatch_ack", and
"search_repl y". A DS se?@? g?ér:i;a%g ﬁs&ﬁ@{)‘ére c{gmayfrﬁf%?g‘s[}\éysamgésé]"gh"' packet
to initiate ‘gtulcoingesid seqrenbearimnespésensi ghbeesicher tdyReRonnd egi dent 25
portions of ,fhe file. Each neighbor may issue a "search_ack"” packet

i ndi cating tﬁeﬁm?—tmﬁé{’sr‘?%’&%‘i ved the "search" request. The "search_ack"

packet is “Prepare”: A “prepare” command may include two packets, for
example: “prepare” and “prepare_ack”. When users or application servers
15 access a file object through a VECS, the VFCS may issue a “prepare” packet
to a DS to pull the non-resident portions of a file for the user or the |
Application Server. The DS may use. the “prepare_ack” packet to
| acknowledge that it has received the “prepare” packet and that it will perform
j) ~ “prepare” as soon as possible.
20 “Search”: When the DS can process the “prepare” request, it may issue
a “search” command to locate the missing portions of a file. A “search”
‘command may include three packets, for example: “search”, “search_ac 7“, and
“search_reply”. A DS servicing a “prepare” command issues a “search”
packet to initiate a multicast search among its neighbors for the non-resident
| 25 portions of the file. Each ncigpbor may issue a “search_ack” packet
indicating that it has received the “search” request, The “search_ack” packet is
not an acknowledgement that the DS has portions of the requested file. A
node that has a porﬁon of the required file Inay issue a “search_reply” packet.
The “search_reply” packet may include the block indeXx array that indicates the
3_0. _ portion of the searched file residing in the replied node, the network condition



not an acknow edgenent that the DS has portions of the requested fil ﬁP
node t o obasssa portion of the required file may issue a ﬁ@ggg[ﬁh,zﬁagp;a;' R 2005
packet. The "search-reply" packet may include the block index array that

i ndicates the 30 portion of the searched file residing in the replied node,
the network condition WO 02/35359 PCTIUSO /42785 2 5 APR 2005 -42 10 15 20
25 30 of the node, and the |oad of the node DS cluster. A DS in the
initiating DS cluster receives "seaftgh-reply" packets and may sel ect
appropriate renmote DS nodes based on the information in the "search.jeply”
packets to downl oad the mssing portions of the file. A DS in the

i nitiatinghilfe abdstA1d MRYioh$ S the . end r; _ 8. fHgone or nore
nodes (i.e., selected SCDN nodes)ﬂ'?ig Dgoqalmm%gdAt gl%gégﬁ%gﬁén&ntﬁgnt.

"Renove": chister reegivesesearhmeeply” mrgkéts ahd deayt sebecp apprepsauemoasDS' r enove”
I sSsue a "renove" command to

~and "renove ,ack". ‘The.nades Control Unit may

the DS to r\gg%éaescgé)pttgmn o m'l"h@ STAHH-AEPLYr Backess togavaroadstheqescr i bed

| at er, Us§§istile poFEIIRVEE the BIRTBADHS A 1] . | ot fi.cation to a
DS t hat certsai‘ﬁpgl ocks have to beS ?‘e%?@%%ﬁe @%{/&agd Sggq éet?ltly i ssue a
"Benove ackinmpadkéir ¢xanaplénovinedgenoeatiodes (it kele@yd SOV Inpdérpve t he

I ndi cat ed bl ock en ready. "dean": The "clean" command may include two
packet s, 'dEP'Bfﬂ‘iﬁtﬁgH“SS‘Eggﬁﬁir&ck". The CVB or a VFCS may issue a "clean" or

simlar packet « bl a« ecal no t it needs to
renove a certai%{gﬁ% | ?;’gt é%ig)‘{fj g@iﬁﬂ?ﬁtm&%égﬁg%g&&% gsgsrlljffégﬁ" or
sinilar péchketvet andckomobedge’. ThahobdieChitrs! Uit hei iekjees trewidve” event ual | y
be‘renmoved when ready. Following the path used during the "replicate”
conmand (SRR @ the, D meve Certain dhocksy i Kher praningrprogassf whish ist he DS

hgsues a H equly @l enrt. command Lts . neighboring nades requesting
Ic]igl etion g cﬁﬁéﬁ fIIQ{c(ra, §§ésst gl‘ngl otejngct, Q&r%ﬁllgf‘csl ré’r aﬁé‘govefrepég?efllé %yst em
ar chi t ect nottfication abj £ DS nieftadakia Hlooks Bive td1Be 1eABFed.N HREDS may

subsequently issue a “remove_ack” packet to acknowledge that it will

eventually remove the indicated blocks when ready.
“Clean™: The “clean” command may include two packets, “clean” and
15 “clean_ack”. The CMS or a VFCS may issue a “clean” or similar packet to
notify a DS located at the same node that it' needs to remove a certain file
system object. The DS issues a “clean_ack” or similar packet to acknowledge
that the file system object will eventually be removed when ready. Following
j the path used during the “replicate” command (available in the distribution
20 criteria for the file), the. DS issues a “clean” or equivalent command to its
neighboring nodes requesting deletion of the file system object, and its related
meta file system architecture and objeét metadata from all the nodes in the

SCDN.

“Info”: The “info” command may include two packets such as “info”
25 and “info_ack™. The CMS or a VFCS may issue an “info” packet to distribute
file system object metadata (data related to managcrnént of the volumes,
diiectories, and files using the SCDN) to a DS. The packet may be used to
add, delete, re-locate, and modify attributes of certain vqlumes,_directories, or
files. When a DS receives “info” packet, it modifies the meta file system

30 structure, and the related object metadata and it then further distribute the



SCDN. "Info": The "info" command may include two packets such as "igfo"
@Eagwré 2005

and "inf o_wakiz3skse CMS or a VFCS nay issue an "info" packet ‘fé_P g+
file systemobject netadata (data related to nanagenent of the ™y

directories, and files using the SCON) to a DS. The packet may be used to
add, delete, re-locate, and nodify attributes of certain vol unes,
directories, or files. Wien a DS receives "info" packet, it nodifies the
neta file system structure, and the relat-ed object nmetadata and it then
further distribute the WD 02/35359 -43 2 PCT/USQO /4275 85 APR 2005 "info"
packet out to its neighbors. A DS issues "info_ack" packet to the

request er ( CMgpfork I . a&gﬂi T S.olnfe's co nd,to all its
nei ghbors except t%kreg(%gg gtrs d&?gﬁftﬁéﬁggé Seegt Hg?-% ntpa?lcﬁgt Pottie

i nf or mati on isgpestgra@viS] FCRHughDs), drfdethentissies SGDY Omhmddd & alpagket that
5 contains file' nmetadata is propagated based on the distribution criteria
for that fil%IERRPEH SXCemisthsr requestors sARd“iafo™ ipagkst thatckentains wolunej ect

2 Do, the ronrtletin igBraBtd bRy Aol sEpN chnctafrbre e

necessary, nuenfimesfild metadaadb 8l dafdd 6n SRNEBIFMLEGN AR DL Hlat
net adata, issyes "info_ack" paggag?o 10 the requestor (CMs or D%a, and

then issues '"Hf o¥VhpREKEMS of 8 NES sweid)hn Sinfo” packet fofianphjéns mdetadatabut i on
criteria (i. o et h ived distribution of the file_durjng the
"replicate" ?{jorlrlﬁa%. ﬁifhﬁlén%bﬁlgggs@q%%to ﬁhﬁﬁlﬁnﬁyﬁ’r"mﬁ RaicbiR 2 BS dhgyst em
- struct ure andeasiting DS nfodifeesGR theta TR Qydthe QRicALE ﬁ‘ﬁéc@&%li)g zi;:%hﬂéé jtb he
earn'.

nodes satisfying the distribution criteria are updated. The
"] earn” co mgiadse fileqgatainiye theGulriestahetaiits, issuek Smfoiacy” packet tand may

be uyged when | t he and its.|local storage needs to be
ini 'lti !@al i zed, ﬂger Bﬁﬂ%ﬁofﬁfeﬁ%oo&g?é)' é‘f‘?%%lh’tsé“eéhé?@e&ac&t tQthese nrighhork o
confi gur at i Osatishangehe dgﬁiﬁixtﬁfohfwitér%f%%rﬂ&&é BB Zed ﬁkh%ﬁibﬁ{i@n gﬁ'thff ecei vi ng
the "learn" command pre(#)rgg@t es the "lear n".com*ran(§ to a Its nei ghbor s
except the réludaing theTTreplidagedr sotnmandet Titiarpro@ss chbetirict funkil tiesmefa t he

originating de.. Each DS recei vi "l earn” packet determines if its
station has |ﬁyétegﬁq"'écﬁf%@f‘g@%cq%%g@ﬁop?ﬂ‘}mgﬂéﬂ elyggtinetadate in albthes

attributes, hdde§Qatidfling the distribution criteria are updated.

15 “Leamn™ . The “leam” command may be issued by a Control Unit’s
learning agent and may be used when a DS is added to the SCDN and its local
storage needs to be initialized, or when the node’s attribute changes, or with

network configuration changes, or during recovery from a failure. The DS
. ) receiving the “learn” command propagates the “leamn” command to all its

20 neighbors except the requestor. The “learn” packet carries the attributes of the
originating node. Each DS fecciving a “learn” packet determines if its station
has file system object that satisfy the learning station’s attributes, if so, it
issues “replicate” toa DS in the learning station to pull the relevant file system
objects.

25 “Fetch”: The “fetch” command may be used by the Control Unit’s
learning agent while leaming in active mode. The “fetch” command may
include two types of packets: “fetch” and “fetch_ack”. In active leaming
mode, the learning agent obtains a list of file system objects (volumes,

~ directories, and files) to be learned, and the assigned node of the file system

30 - objects. During this time, the meta file system structure and object metadata



i ssues "replicate” to a DSin the learning station to pull the rel dv@nAPR 2005
file sygirimssely ects. 25 "Fetch": The "fetch" command may t he
Control Uni {3'32@ | earni ng agent while learning in active n%%gmg@ﬁgn%/et ch"
command may include two types of packets: "fetch"” and "fetch_ack”. In
active learning node, the learning agent obtains a list of file system
objects (volunes, directories, and files) to be | earned, and the assigned
node of the file system 30 objects. .4ring this time, the neta file system
structure and object netadata 2 5 APR 2005 WD 02/ 35359 PCTI US01/ 32755 for
these file systemobjects are not ready in the local station and thus the

DS does i.nf or. ion to condyct ,a search a do ad the file
system ob?@t@giﬁégﬁgg@nﬁéﬁ%% Dtirg%cﬁ'elgl{ge chg.f t‘:tﬁmorbﬁ%‘:ﬂ&‘t"stﬂ\ﬂlfwbgl ocal DS
al ong Wi tdoesheotchaeetic Mfemdionatd edndiichtd §archl B laéviuﬁ)ahf B figSues a

e

"fetch info" 5 packet to a DS of the assigned node of t e system
obj ects. Apstem ehiectys Thetearning aghnt isjes at“Teoh’sparket thor lotdeDSlekinged fil e

t bj it stores. the inf ion.jnto the local neta fil t
27 ohi tecturh e chuRbEh Shigintfige SRR oIS B BiR SSRGS AR o the
| &ar ni ng g@eRét to DS @@&eia@ﬂgﬁ&ﬁﬂ&dmme%w%?ﬁ&ﬁ%ﬁpg[ Rﬁgﬁgﬁ:}gs! ssue

“prepare” commands to download the file. 10 "Fet _info"

i ncl udes tahtriphdhcepbject mstadata furahe alesired fidd systannfobjeatsp ékstordsahd " f et ch”

command has. encoded t‘é“tﬁwfh'lé' it the  identification of a particular file
arti

syst em obj-RoFmAHan in oAl Fretpdily SastePy axhitectye pRdobitrt metpdatay st em
bj.ect. | . < h S 4 P Lpfo" to th
objiect . I il 3HRGBARNS Ofefch hALCHY HROIRRG, afierf? D@%ﬁ%gﬁﬁg rag-%)rﬁ;ha%}\? (o tothe

DS“node identified in the "fetch™. The re
"f et ch- i nkkubrequdit]y procedd todssuai“pephie cohynenids red@ddbad iegassary to enabl e

e local DS tQTs@(le. r,.update . its meta file systemstructure and object
tadata files.*® 6’[58.0 ‘Theete v elndeh dweapagkstst detichyvisfoyaandt s such as
"stop”  anflicls HAB_Blokk”. ThRSch S4ORE” COIRAY 5 used t down, a DS. Wen a
DS 20 recei(i/e_s a "stop” %‘é e‘rt‘f?ﬁPt I mre |%tfgalsy§”lr%§8% e?%"t ﬁt%ﬁf op_ack" and

dependi ngidentifibatidreoirh paiticolar fide|systeiiebject bitba BEHEEMr D bdpAkeddmedi at el y
or shutdocgg%after it conpletes all the jobs it is execut i ng. c. File
Syst em Obj%baveringdHe system pbmcsJadesronyhito ai ftel nommandy add® dksres | s used

when a neweliy! 6,65y 55 G2 DY §Sde idintified in the “fetch”. The remote DS may

15 reply with “fetch_info_block™, which contains the object metadata necessary
to enable the local DS to save or update its meta file system structure and
object metadata files.

“Stop™: The “stop” command may include two packets such as “stop”
J and “stop_ack™. The “stop” command is used to shutdown a DS. When a DS

20 receives a “stop” packet, it immediately replies with “stop_ack” and depending

on the termination requirement, the DS may shutdown immediately or

shutdown after it completes all the jobs it is executing.
c. File System Object Distribution Procedure

- The distribution procedure is used when a new file system object is
25 'created, or an existing file system object is modified or deleted. Modification
of a file system object includes renaming, changes of any attributes, re-
location, and changing of content (file object).
Thc file system object distribution proceeds as follows. (1) The DS

Tesponds to the content owner’s request (i.¢. a request from CMS or VFCS to



25 created, or an existing file systemobject is nodified or delet ed b APR 2005

Modi fi cati @iy @fi359sf il € system obj ect includes renam ng, chan A
attributes, re- DI ocation, and changi ng of content (file obj egﬁ’.“’gﬁ’r‘.@% | e

system obj ect distribution proceeds as follows. (1) The DS responds to the
content owner's request (i.e. a request fromCMS or VFCS to WD 02/ 35359 45
- -45 15 1Z 5 APR 2005 PCT/USQOL/ 42785 create or change a file system
object) via VFCS or CM5 to distribute ad4fi-le system object information and
request by sending a notification (i.e., a replicate request) to its

nei ghbors to announce the changes and the distribution criteria of the

file system ohi.e¢t . I dLed ' i hose_.t.-hat 5 et the
criteria) dom%%gfrt%%%?‘e@% Jlj’r%tt%g]dgpl%ginﬁ g?ndast u.;)rg(r%\/l 2K dfséﬂﬁ‘gtgtgﬁ or file
di stri buti on, syseneradljeqoinforensionl ahderefiidse WUEdndng i folifibddad (dé.stari bution
process i s down] oaded. These nei ghbors also nodify the neta file system
structure accGPHFHGTBC &0 1o prichhersdn aneaimes the chaugeaspadiths distabusignect
netadata in I €a.:(3) e~notificatign/request is,then
passed on from %J r?g?g %‘1(1)? ?%&%e?lﬂ%%bré?b@&%%ﬁd bAERD 055§(’n%" iléqsﬁﬁld%tr from
whi cis t he di shedthhd trieriay WA tife Slge&inv@akata, (ibrEaedh, AGHS t. et or s

steps 2 and 3_until it encounters a |eaf node or a "term nating" node.
Thus, the di Stlgjdistrbytions saveeal partiens pf tthenfddjdecing i thisomitial distibutiche

network i s dc I.n.st Vi | ticast.. signaling. .ag described. 15 Every
node that re e?‘ifg‘g lgac‘gig’s (?aldﬁé‘ti FS¢ JRbeT, S?\&?‘?‘gfycﬁ'lel Betp Ies Exstepe

reguest to alstrubtufe RRTRLHS tiR@PREatich st, 480 WSkt H the SIDES hbtaBata the
ndde fromwhich it received the request). A term nating node is one where

nei ther the iné@r éoc_@ﬂ storhgr- e Gt Flep nptficatios/requiebted Uipn [passabondtarh t he
L SHpl Bt on ¢ GRS Ragfie T 5 8 LB L SERY gL be sert o
ConL Y TRt B RS A e Wik gl L TR |
file is downkoemmters adeaft fmdeneron Sermiretiggibnode. | Thish ehe dilsgithitodtdfabe pat h
that has t heﬁilcngy%iengtoib?e%t Ti:?fo?xgat?c?x\zl\?xll %dr?e?wo;lr(hies,c{]o%giiys(t:%[cis Owr]a multicast
signaling as described.
15 Every node that receives a distribution request or notification passes
the request to all its neighbors except to the “requesting” node (i.e., the node
from which it recejved the request). A terminating node is one where neither
) the node’s attribute bitmap nor its rolled up bitrnap match the distribution
} criteria and where the distribution request cannot be sent to the node’s parent.
20 For any node whose attribute bitmap matches tht;, content owner’s distribution
criteria for the file, the relevant file system object information or if the object
is a file, a portion of the file is downloaded from the nearest neighbors in the
distribution path that has the information to be downloaded. The notification
s based on transport level multicast, and the information download is done
25  through the same multicasting path with pull method. Once downloaded, a DS
| stores the file system object information locally. The D.S creates related meta
file system hierarchy, saves the metadata, and if for file distribution, DS saves
the portions of the file as blocks spread over different storage volumes in

storage devices 430. In spreading the file over several storage volumes, the

30 Input/Output (I/O) load is distributed across the volumes and thus increasing



(€emMs) 170, which is connected to node B of 15 SCDN 100,

is based on transport level nulticast, and the information downl oad ﬁsAppr%gg

25 througly §re;8ame nulticasting path with pull nmethod. On ed, a
DS stores tz%g %ial e systemobject information |ocally. Thef; c}r‘\fg{azggésj

related neta file systemhierarchy, saves the netadata, and if for file
distribution, DS saves the portions of the file as bl ocks spread over
different storage volunes in storage devices 430. In spreading the file
over several storage volunes, the 30 J4gout/ Qutput (1/0O load is distributed
across the volunmes and thus increasing 2 5 APR 2005 WD 02/ 35359

PCT/ US01/ 42785 -46 the overall performance of a Distribution Center 400A-C

during contgnt . distribution nt ent. dehi very..~Eo ur.poses, of the
i nventi on, R a%éé_Po 0 ﬁ%élogd%;ﬁlsﬁb%ﬁ? @?tF%(ﬁOPéﬁéoﬁu%'F%rc Bt I]gevi ces,
e.g., disk aistriwsionldndCdipeb AeiveSer &Y purfi¥ed of Red uidanbn Ak &Yor@be

| ndependent Di sks) systens,. or Network 5 Attached Storage (NAS), or
St orage Ar e¥olNeenorkbg spollactign of storag-dgvices, esg.1 disk amayscattashiédtorg  of t he

i nvention direct 0, the distributi of ,a file .system obj.ect, .an update,
or metadata> W th _n(RééBﬁ?"tF%‘ﬂay é’ffga?@%% %‘Sgﬁ)r%&ﬁﬁpst Péﬁfg\"f’ﬂ%t ure 1100
havg ng nodeattlcted StéiageIRARS),) & SIBRIYE BB RERMRkesxhptual tree structure 1102
of nodes A-I where 10 data and netadata corresponding to a file or

portions. of a fFigordsalleA-B diiustriies an iembodinent afrttie ngventionhdirattest td but i on
procedure of té}gtégresent invention. A content owner ei‘{her Greates a new
file systenBUPEEPUEen Fdttde HYFiem: oiFsh AR uB%f;t%cf’r wetada WHER 3170 of node

B,1 O Upl 0ablopRy. f RS IUCLhARE SoUirtul fred REcGRNLANY HARABURIREIA TSEr ver

sing any content -
publ i shi'ng Bgurenidihgieovenan saimpher ertuahtmeangrucane 1162 efnodns Aclwéetes cl i.ent

system (CPC) 130, The content owner configures _the distripution criteria
witth VFCs grd Jpriadate WH?‘\LE% B0t3 Bif OF iPeBINE %ﬂ? ledwiye1esn VECS 470

or Content §BA ver Btidl Subidsd ' sgs file
syst em obj ect gﬁ%ﬁeél §e§‘§”¥1§;| € (?‘?" ob]% é{::t [ sé‘%tlhlgg tcgpgﬂggt?%{? met adat a.
| n the caseontenCbintr Bithdrhgedted @ eysfiknyelehrobjetisof apdite paileegstamdd chunked
if object is file, to determne the track files, and then CVM5 i ssues a

comand si g vizothen¥FEBRY A haf node Baer dpioadspifdasysismaehied aiitheont ent  or
he e 176 " wieeRibly B EL G R St b Ttreddo B BB ke o8
15 SCDN 100, using any content publishing and management software running
on the content owner’s client system (CPC) 130. The content owner configures
the distribution criteria with VFCS 470 or uploads the distribution criteﬁa onto
CMS 170. VFCS 470 or Content management server 170, as previously

w; " described, parses file system object and divides a file (if object is file) to create

20 metadata, In the case of CMS 170, the file system object is first parsed and
chunked if object is file, to determine the track files, and then CMS issues a
command similar to the ¥DP “put” command to upload metadata and content
or updates to the distribution server located in node B. In other embodiments,
the CMS 170 may be connected to any node of SCDN 100. At node B, the DS

25 tpdates meta file system structure accordingly, it also savés the relevant
metadata file. In the case when the object is a file, the DS divides the file
object into block files for local storage. In the case if the file system object is
introduced through VFCS, VFCS parses the object to create metadata. The

_ VFCS updates the meta file system structure and saves the relevant metadata.

30 If the object is a file, the VFCS divides the file into blocks and saves those



25 updates neta file systemstructure accordingly, it also saves thé3 APR 2005

rel evant file. In the case when the object is a fi S

di vi des the flﬁ 333 object into block files for |ocal st orage.d(ﬁm%oﬂgr}cgase if
the file systemobject is introduced through VFCS, VFCS parses the object
to create netadata. The VFCS updates the neta file system structure and
saves the relevant netadata. 30 If the object is a file, the VFCS divides
the file into blocks and saves those 2.37APR 2005 "WD 02/ 35359

PCT/ USOx/ 42785 -47 blocks in its shared storage with the DS in node B: For
a file object, the full copy of the file is shown at Node B as a filled in

dot (Figure . the file s bj ec ding to -
the i arri bulDeks s S ploref T YRS T Bhae L b &J%ﬁi@*@f@@
“distribute” cdpylodtidBleds Showh 4t Nefe Bak ¥dlledlin B00@&iSire 19BY.ne case of VFCS,
when the file systemobject is witten to the storage, VFCS issues an FDP

command of the tprhﬂBdltb@rﬁllmt%fStenb atiest dinformpasioni 051 vploeding ato rthele B. I n

response to t%ﬁgg' strl bl_l‘J’te (aﬂ'@rg t he Sg i ssues rmangl to its
nei ghbori ng On perven dhe isshey 3L H cloﬂ'émiuﬁlf UR5h BHRYRT ent
(e.g.5 using ihhe dx&ﬁﬂJdti%ts% o APERRA Ofn &B%ask%fﬁ%s Jnérﬁmeffﬂé sl comand

is sinply a notification to the neighbors of the file system object
changes. Nod@bﬁlcexsamm tchther gipiage,aVECHdskes anridDHevimirand of terype supposed

to have the i nf.or r .content thus it _passes the re llcate
command to |{T‘§“s?fg? Whbor ! %G‘éﬂi"\uo?\léﬁ'é@j g mn }%1 &E)F?SBQ%?ﬁWéh?ﬁg Bulsy| i cat e
paC\ket and d%ﬁhﬁfantdhﬂﬁa P9 15 G Rlikd Addek 18 10/ an E 14 NEY are

‘qual i fied" nodes). Wien ready, nodes A E an I ssue comands to
r et ri eve t he remiceteaht imfiormdtiom pr eonterdt ¢e.g.{ uding tiej “Replicate” porinand offthd he fil e .

fromthe ne ode node  B) in the SCDN. Nodes E and H are | eaf
nodgb t hus ?’159333 33%%%#%;@@&9@%@@@&%%%&3@%%& ncw&@e»vé\f therode A is
the root no licate
comand 20 bacek Sgéﬁ?lo?gcg(:ﬂ%g%gugea??) TSt %et(l'))“ g. na ﬁ;ﬁlﬁﬁ%%%dtdgﬁo&ep

node A may séschot isipposed ioChive the Gueta linfopmBOSIE of collele tHusCb passes thite
distribution criteria and, decides it's a_qualified node_therefore it

retrieves th&Rlispecammand fo its fetphher ngde Hantodes AgEs and H exageine then of t he
filefr()mth odes BireBy and H)
containing t %%égj%ék% atdn% de&bdgghe@ zg‘gmg gg@qﬁéﬁ’t uboggﬁg%’aﬁhe cate
compgnd t o nogedifiedangbdes). Nwd@nFrehdy, nodes A, E, and H issue commands to

retrieve the relevant metadata, and for file object, a portion of the file from the

nearest node (e.g., node B) in the SCDN. Nodes E and H are leaf nodes thus

=

o they do not propagate the replicate command. However, node A is the root
-. _) node with child nodes B and C. Node A may not send the replicate command
20 back to»nodc B, because it is the originating node. However, node A may send
| the replicate request to node C. Node C checks the distxibutio-n criteria and
decides it’s a qualified node therefore it retrieves the relevant meta
information, and for a file, a portion of the file from the nearest nodes (e.g., the
nearest of nodes A, B, E, and H) containing the needed data. Node C
25 subsequently sends the replicate command to nodes F and G. Node F is
‘ qualified thus it retrieves the meta information, and for a file, a portion of the
file from the nearest nodes having the data {e.g. nodes B or C). Nodes Gand I -
are not qualified thus they receive nothing. Node G is a terminating node
because the rolled-up attribute of its branch does not satisfy the distribution

30 criferia.



qualified thus it retrieves the nmeta information, and for a file, a?;ﬁorﬁPR)Q{}gg
of the fK{bahis9¢n t he nearest nodes having the data (e.g. 98&@% F} Q7I’_Q. '
Nodes G and I are not qualified thus they receive nothing. QB "y

term nati ng node because the rolled-up attribute of its branch does not
satisfy the distribution 30 criteria. W 02/35359 -48 2 5 APR 2000

PCTI US01/ 42785 This initial replication process continues until all the
qualified nodes in SCDN are at |east-gqgartially popul ated. Wen the

qualified nodes retrieve neta information and some portion of a file, they
nodify the neta file system structure according, save the netadata, and

for a file objecty,: . bl ock..and i t he ck index arra
accordingly. JI n f)rrll]éssg]?&a]n%%@ngélgg%cﬁﬁsnﬁogug?escﬁ@?_FF%B? 9‘6@%&%‘1@ Msee Fi gﬁr e
1113, the s&@DNard itdeast partially pbpeted) Wherd e qublified SodeQRt@ehefhet at | east
one node of ;the SCDN. Preferably, a plurality of nodes maintains the sane
portion theidpymaticaandgomedpartiomesf arfde. thegvimodifynghd osga dile systepor ti on of
the file wh re nod or storage, 10 val.unes becone, unavai l abl e.
For exanpl e,gguv%(?ﬁe}% %Crcgﬁ?%gs@veﬁ'ﬁ%ﬁ%c%%%' %@vﬁ%e‘) %é%g’gﬁég EavBs e e (i.e.,
| 0s§), a DSbhkktdid rsédty e &%k Mtdext ak8y MM¥ordsRA) ah% ?cfriei 8P 1h@re! €COVer
iles

contents of the damaged vol unme since the portions” of stored and
hence | ost tmbedimenisopidistrihugionr Gibetsee dfigyredbidh| thacbachef pention qelger net wor k

nodes upon d.t.0 rvice a yser request, this is _know as 15 '

sel f-heal i ng]%?:gg%lhﬁ iﬁé lﬁfoqtﬁge‘%&ﬁ leﬁ*ﬁé’“ﬂi"@@? ?-%%FiS&PIEEPMP?bEM, €0 rel ay
cont rol i nfglpmEity 8Mm&desandigdalRInsStahs HELGH ilad station
tos preventﬂi rrp}?}opel_r1 tegrm' ngt I on of cgﬁrtﬁtrogl co%é@?g{cghpﬁgcggg when a
new di r ectreyengingvossupieanyspartien i€ dhofilewted bed or niee siades oegbiagat i on
cojgqrand i s ropagated to the entiyre SCDN in the same way a replication
cohmand forvcgmﬁgS g’Ff%m?s‘m&?’B‘g%@%t eHOT PRERPIeh evisddassterage valumer @51 i cat i on
command f ordedicehé QAR a0k : | |, ssues a
comand such é:gjj FDP ge%ﬁa?%)lla&gémg%ggﬁ?’@?eﬁta géBﬁojf]gmé@gP g{r%gg%flgct

net adat a f rspeeislheetioras esiovenaniesits 46the damaged WSluhRGeicéaBe bbRidhklof system
obj ect i nf %mation, It creates or changes the |ocal neta file system

structure aHE tpresand f_teﬁée last i that iypluserateg aupogtivally downéeaded A s used for
noti i cati QnephEhy il AdduB8n Ueminhi'th Rervice a user request, this is know as

15 self-healing capability of the SCDN. The distribution servers also relay

control information of a failed station to neighbors of the failed station to
prevent improper termination of control commands. In the case when a new
) directory or volume is created or modified, the same replication command is
j propagated to the entire SCDN in the same way a replication command for a
20 file is propagated. When the nodes receive a replication command for a
- directory or volume changes, the DS in the nodes issues a command such as
FDP get to download the related file system object metadata from the nearest
nodes. As soon as DS receives the file system object information, it creates or

changes the local meta file system structure and updates the related metadata.
25 FDP info command is used for notification when attributes of a file
.system object changes. An attribute of a file system object includes the object
name, dates, owner information, object location in the file system hierarchy,
etc. FDP clean command is used to notify all the nodes in the SCDN of the
deletion of a file system object. These notifications are propagated the same

30 " way as FDP replicate command as described in the previous paragraph.



system obj ect changes. An attribute of a file system object incl udeg ih%DR 2003,

obj ect naWB.289s8S, owner infornation, object |ocation in thefdohg,Rystem
hi erarchy, etc. FDP clean command is used to notify all the 'nodes 1n the

SCDN of the deletion of a file systemobject. These notifications are
propagated the sanme 30 way as FDP replicate command as described in the
previ ous paragraph. 2 5 APR 2005, WO 02/35359 PCT/USQOL/ 42785 -49 Duri ng
normal operation, a Distribution Server4sends FDP commands, such as
replicate, info, search, and clean commands that .are forwarded to all or
part of the network, through other Distribution Servers in the inmmediate

rt of the network, through other bist he i medi
Server 5 1 eaci ves ar prRo AR drRlyBf A rRbudF SBnEr el Chbbhhe The

conmand t o i tsacinad gpiplioste I5%o, 3asek] d didie dJobPnslidstthitld fWwatdedttehilar 1 n t he
situation where one of the neighbor stations is failed, the DS keeps the

job in its jdBgobtle nehwerky dirergle itherr Distiibutiom Servernén jthe imnediste essf ul |y

conpl eted. A i e, DS, t grarily assunes, Lhe role of the DS
inthe faile cgﬂg?‘us %ﬁﬁ%’)‘ft i} ?03‘?%?3 ngjgf)ﬁégﬁbiﬁ' &"g‘ﬁﬁ&:ﬁs‘?@“ﬁ%%ﬁ’é‘i“@hbor DSs
~of tise fail edecivabiadFDP ofarhdrdesudh 9k réplidhicod REQ!iPSHIds thPEdmARAAkSI Ng to

the invention uses the content owner's distribution criteriato direct the
di st ri but i onit§metghber Bpsthasad erbihedDP distritmtion|citartee Initke sitkationovhermy be in

whol i to_al i n_the  net ing th o !
G ot 11 but | on o8t of 8¢ nétekbd S orstle tfed: 26t LY Keelfs The 1 i s fb iRy node i n
the tree, andnd repeatciep ratleaBdtidMenobhg sh[:%sﬁh'llrﬁ{i dorhfleteiCAAPER @arheal node

er arrives at a termnating node. For any node having the appropriate
attributes, tms, the BSj temperarilylassimbsvihe salteof theddS tih¢hen&mledstationehghbor s

t hat, nneet speci fi r f nce criteria.if t e nnei ghbors contain the
porilloon of t oé—wﬁarc“égﬁl?lg{éﬁgfimga‘é&eWW@%S‘#%&QH%S?%en 20
downl oadi ng cont efiiyid fileBistlHREBA SRblokYl HHISPYEofdihe D tﬁé"%%\)enﬁf){?"’i‘llsest ree but
nearest in ternms of distance. Thi's prevents nassi v% transters fromthe node
at  whi ch t hthefcohtent swinei’s dishibyutiop|cnitetcto ditecetheatistribintors bbfjlesysteat ur e of
the distri buljt).i on reﬁ%nés excessi ve denpnds on the netwgrk aroqund the
initial nod®Ed Gﬁ,a dae distuayiondnay bs Imyheler|in pag walknedss pthey a
partial file,diib Bl YL Ymd . S et : Ldlonally,
because the di stl;‘kl ut?o’ﬁ requ%g% gﬁs ‘%‘%gg%g‘g?%gs?‘ﬁ%%ﬁgg‘&ﬁéﬂ%g% when
they5arrive sbrtdrom any node in the tree, and traverses up and down the tree until it
reaches a leaf node or arrives at a termihating node. For any node having the
appropriate attributes, the file is partially downloaded from the nearest
] neighbors that meet specific performance criteria if those neighbors contain
_) the portion of the file to be downloaded. The nearest neighbor when
20 downloading content is not necessarily the nearest in the virtual tree but
nearest in terms of distance. This prevents massive transfers from the node at
which the file is initially uploaded. Moreover, the staging nature of the
distribution prevents excessive demands on the metwork around the initial
. node (e.g., node B). By delivering smaller blocks and only a partial file this
25 - delivery method reduces network load. Additionally, because the distribution
requests stop progressing through the SCDN when they arrive at a

“terminating” node, the present invention prevents unnecessary distribution

request packets from flooding the network.

hY



"term nating" node, the present invention prevents unnecessary di sterthdpanﬂﬂﬁ

request waggkedsse from fl oodi ng the network. WO 02/35359 - 5854’&{5{’\%"%
Vol umes, Directories and Files 2 5 APR 2005 PCT/ US01/ 427 w vol umes,

directories and files may be added at any node. Changes to vol unes,
directories, and files can be done at any node as well. Figure. 11C shows
an exanple of how the distribution servers at respective 5 nodes 1-4 work
together to distribute and replicate-fig#ta informati on and content

dynam cally so that each server presents a global file systemview that is
an aggregated view of the entire network. By the distribution,

synchroni zati on, and gepli j %FH gate the storage
devices in the netwo'r‘% to %g{?ggmoel%p tric |gﬁgg§§%%g.%€o In the exanpl e
shown in Figure 11C, assune nodes 1-4 are all in the same distribution
map. A fol der ndvwed Volumel, divdctotiss fardedilay endynet added SGDMny 18@leat node 1
as shown bbhthe arrow into,node 1. Node 1 stores the "dirl" folder at a -
pat h "r oot “DaBEG 10, Ypkymes, fizsctorinsg @pd THesEan bajdope at egy pgde ag Mgl » gj r 4" and
their filegg [ QQ%]D 0 eqldyes - &,ﬂy\mﬁby

t he arrowsFilgﬁ{r% Ir%gjg‘gﬁoz%ﬁém eégzgﬁhgggﬁgs‘tﬁ%ﬂpéﬁ?ﬁggﬁ%%e%tr? é:'g_ rre",
"dbr3", andodai i4 Wakdegsthet t@alidiribiiteoind’ rélicatey petaoinfbirhatios) amhn be
included in the folders. Virtual file control systens at nodes 1-4 work

toget her aSonfeRicbmgErcallysedhat epeh spiver grasents Beelphab Siniysieny sist Bat t o
di stri but e: i : i nf i d : i cal |
I stribut ejang !ﬁ%%*éﬁﬁ%tdemapf 28,¢! %nﬁ%e”aﬁe't%{lé”a%fgbg[‘&#%%%ca y SO

‘that each virtu e control systens presents € systemview
tHat i s anspghroagaitied, indwreplicktiit, efhel SEDN efoMRE Kagghépdes e 4toeageh have the
same netadata after replication. This allows each virtual file control
system at Fodess in the pefworketoameke themsfumption aene. file system view of the

captent of all ngdes 1-4 - - -regardl of what, 25 folders are actually
s%ﬂ]ored in a parwgluﬁ ar r%%géo‘i‘f? é‘ﬂu%gg'fridqﬁraﬁ’l]é?e E%C}?Fglt% af)‘:@/;(lalli & ﬁ}?vvs poi nting
out of eachn®d dishbutiodesapl A413188 SR WiPPand itd fles Yol BPUMOSYCDRT esent ed by
each node VECS: "/root/dirl

100 at node 1 as shown by the arrow into node 1. Node 1 stores the “dirl”

folder at a path “root”. Similarly, other folders named “dir2”, “dir3”, and

“dir4” and their files are input to SCDN 100 at respective nodes 2-4 as shown

i5 by the arrows into node 2-4. Nodes 2-4 each store the respective “dir2”,
‘.‘dir3", and “dir4” folders at path “root.” Any typc of file(s) can be included in
the folders. '

) Virtual file control systems at nodes 1-4 work together as described

herein according to the present invention to distribute and replicate meta
20 information and content dynamically so that each virtual file control systems
| - presents a global file system view that is an aggregated view of the entire
_ﬁetwork. Nodes 14 each have the same metadata after replication. This
allows each virtual file control system at nodes 1-4 to present the same global
file system view of the content of all the nodes 1-4 -- regardless of what
25 folders are actually stored in a particular node. Figure 11C further depicts by
arrows pointing out of each of the nodes 14 the same global file system view
presented by each node VFCS: | |
“froot/dirl -
{dir2 '



/dir2 WO 02/35359 -51 /dir3 /dir4." C. Serving Content 2 5 APR 20@55 4 APR HMS
PCTI USO1/ 4338245858 ent serving is provided through a VFCS 470 /p %&p.nod
5 Content serving includes the creation of a directory preseﬁ?a on

gl obal file system.and the real tine reconstructing and serving of data of
the file system'object through a file systeminterface of VFCS. The gl obal
file system presentation is created fromthe neta file systemstructure
and the file system object netadata. Fd -global file system presented by
VFCS 470 represents 10 content fromthe entire SCDN content network. This
file system presentation does not map one-to-one into the data in the

| ocal storage devi File system presentation is separate fromthe
actual data. The neta file systemstructure represents the structure of
the entire gl obal Mir&¢tory in SCDN 100 (or sinply "SCDN) while the file
system obj ect netadaia carries the information for 15 constructing a file
syst em obj ect such as .the access control list of a volune, the creation
and nodi fi cat AYPIE 6P ol une or a directory, the popularity of a
file, the unique ID of all the file system object, and the information for

reconstruct i ng a febehf SBRE b1 86bickhl Gougfl & viES! 76 haugh hhal ol ues

the file system presentation” an he actu datat S s ored'1n storage
devi c®s. The Q6ntént| serviegddaludesatieomsatinnostka fdubetﬁrpf)reaerftatlicﬁl bpalpgolsiored in
mul tiple dist |buted storage ,devices, and it also allows the block files

to be tracked!e ¥tiaPean é]i‘ﬁjm%l%fﬂ?’lrﬁ‘iﬁné'd”%ra@ sravingrof éata midhe file . Mot a
file system s{Eugt I fn@]{; a spect to the
en’kl re file s?sten%gcr‘%gg%%l a?ir%é? egr |ng ?gt @e\%@hﬁ%&g@an SCDN
100, VFCS 47(Qréesentationads sicated from thevneds ARCIySten( udire\undake &ild iys@nsy st em

I nterface for the access of file fystem objects - volunes, directories,

files, and t IPBIgct Mmatagaa. o Thenglopa)) I&sSYFfég’aP@SQI@efi by 8&C$ Ag0i gpresents WO -
‘02/ )‘?1@359 25 c‘éﬁ@nlzﬁ'gél the entire: SCDN content network. This file system presentation

does not map one-to-one into the data in the local storage devices. File system

presentation is separate from the actual data. The meta file system structure

represents the structure of the entire global directory in SCDN 100 (or simply

“SCDN”) while the file system object metadata carries the information for

15 constructing a file system object such as the access control list of a volume, the
creation and modification' dates of a volume or a directory, the popularity of a

file, the unique ID of all the file system object, and the information for
} reconstructing -a file from the block files, etc. It is a layer that glues the file
system presentation and the actual data that is stored in storage devices. The
20 file metadata allows block files of a file to be stored in multiple distributed
storage devices, and it also allows the block files to be tracked, updated, and

distributed over a network of nodes.
1 Meta file system structure and file system object mnetadata

With respect to the entire file system generated from integrating all the
25 nodes of an SCDN 100, VECS 470 is responsible for two aspects: (a) provides
a file system interface for the access of file systern objects — volumes,

directories, files, and their metadata; and (b) as regard to files, provides an



PCT/ USO /12785 -52 abstraction that associ ates and assenbles (in re3|5t£s!ﬁ@)2[}g§
a group efolbregkefiles fromthe | ocal underlying file sys?eqh}sglﬁi(}sg nt act
file object that nmay be introduced to the SCDN from any of "thé nodes. To

i mpl enent this, the SCON has defined a neta file systemstructure and file
system obj ect netadata format for the construction of the global file
system presentation by an VFCS 470. VFCS 470 and DS are responsible for
maintaining the neta file system strif2ure and the netadata files as new
obj ects are added, existing objects are nodified and deleted. And DS is
responsi bl e for propagating the changes. throughout the entire SCDN. For
file object . thel t.al cal bl |.ndex array.
The bl ock i ﬁgseﬁgegﬁ %atg? %gg%ﬁ?wggs??gﬁgt@l %gln?]lngil PP af)%ékgﬂ?s nodes.
The bl ock i frdex ther iaopl pmderilyieg file \dy68nd 16 abhhiatdch e BYjéc@thatofnaloyy @ group
of block files jmay be arranged to reconstruct the original file, it also

i ndi-cat es t GEd 04?93&]313,14@#1?1@1?3’91:‘%@@@6&e'EQﬂEBlCMHtﬂhéS, tec$CDhode, and

if so, the ' ' re . the block.locates, The block files
in an SCDNﬁnogefng‘rggﬁé%ﬁgsﬂﬁé%?&%%ﬁngﬁ]ﬁﬂ’%e%ﬁgﬁcg fnc?%r‘iléf?i t??&“%tc here.
Met® Fil e SfostthencGhsthetion ef2fe 2EobMetae Etdt@n%fégcﬁmﬁ%rﬂ%&vwdﬁ%. shown in
Figure 12A, _represents an exanple of the file system™hierarchy of the

gl obal fil eVEGst 81R AndoPS A respersiblepfos smpintaimwngnthe ometaT fils sgstemct or y
exists in i underlying file tem accessi bl e by the
SCDN como?&utcéﬁgwﬁ%&%%@ﬁgs Hﬁ%é’bﬁfseméﬂa%@rﬁxﬁpa & 8 const ruct

the gl obal thbdified vaideselpees eahatnon BEBR R ' tadata
root path 1220 - (netapath), wthi nstrﬁggo( met apa&ﬁ??a%arﬁlgéghé?g% e or nore

subdi r ect ortieyghesdhe antijet HRNSEOK file objocts, pait ofithein nodtadate bontaiins act or i es
C ains a ) stemstructure .and file system object . nmetadata that
r-glpl?)tr esent a‘g‘g"’ﬁéﬁ%‘%ﬁ"‘ lfllc{%gag%‘t 3&?\53’&%&9‘%’%& AOHY k& nghidegtic|Bpal file
system FEaciifférehenddes® THEHISMR %&H%&%&@& 4 YHES 4R the itidiHRRon
(containers), each volunme has one or re ccfl rectories, each directory

contai ns $fbaWracgroopiofblagk filed may bSamagetinb secvnsteudt ithecordginalefiesitr uct ure is

not a real il.e,.2 5 APR
ajso indicates to a \&'0(935 470 of whether a block resides in the local node, and

if so, the specific storage device where the block locates. The block files in an

15 SCDN node are stored in directories with specific naming scheme.-
a. Meta File System Structure

- Meta File System Structure 1210, shown in Figure 12A, represents an

J) example of the file system hierarchy of the global file system according to the

present invention. This directory exists in all the nodes in the underlying file

20 system accessible by the SCDN components. VFCS 470 uses the meta file

system structure to construct the global file system presentation. At each node,

thcre is a metadata root path 1220 - (metapath}, within the {metapath}, there

is one or more subdirectories labeled with a.SCDN network ID. Each of such

directories contains a meta file system structure and file system object

25 metadata that represent a global file system presentation; each SCDN has a
global file system. |

Each meta file system structure has one or more volumes (containers),

-each volume has one or more directories, each directory contains

subdirectories or files. Since this meta file system structure is not a real file



WD 02/ 35359 PCT/ USOL/ 42785 -53 system it does not contain actual c?agaABR 2005
the fil es.wipbBizggoeach volunme, there is a volunme netadata fidraydoptieigsed by
{volunme nane}.vdat. Wthin each directory, there is a directory netadata
file labeled by {directory .nanme}.ddat. The files reside in the neta file
system structure do not contain real data, instead, these files contain
the file nmetadata. . The neta file systemstructure of a SCDN nay not be

i dentical at each node. The neta file-8ystemstructure of. a node
represents the volunes, directories, and files that are replicated to that
node. Since the distribution of file systemobjects are guided by a set of
di stribution syt id doesTRABoAlalCachYA daMH offﬂ% &itdsS WRkKirP&achaRlbhatR&et O Sone
nodes but not ‘the others. Therefore, a file system object representation
does not resiisle ivaluohe matadaté ifile Isbdb@rhyst{mlumemamc)}fv@atno&%nmh ¢deB obj ect

i 1 | dt t hat 1 t - ,
T A R A A ke
obj ects can bgeCfRateeidt homd %&%Mﬁegb %grt Q‘;gt 93%&@

y a VFCS 470 an

t hroughout the SCDN or they can be eat ed pr opagat e
t hr odghout thmst@@:)msshﬁdmg:lmnaﬁsmcfﬂbmdabq ects can be nodified or deI et ed

via any CVS or VF om an node V\%: B roper user ,authority
" Volume, Directory, qul GS%‘F f ﬁaé’rﬁ%ﬁieéé?nq@iﬁtcﬁi‘t:% hel ps’

VFCS 470 and b 41 é'%& . oynt i tns'uﬁlﬁnﬁé‘%foi’lnﬁﬁé Ye ﬂg?cﬁﬁ&‘?{l 'lﬁ]nﬂ:ﬁéasg

node, : | ocat e the nodes t obj ect's
within the Sﬁﬁb@tgﬁc&jemd(fdss that arm;iﬁcatd:d\toothﬁt n@iﬁao&‘inaetﬁe mf;tﬂt:lnao@bésent

'|ﬁvent|on there are three file sx}é{tem object netadata files nanely -
vol ume, di r edosyptem qhierts ase yded taa??étf’%d*ﬁﬁbégoﬁ £5lcga. sHngilesystathe a neta

fil t t t of
vol 06, i r eQPlseS Hafhe pificaled b ok okt B foclifolich ™ herdrbR, SR T ©
i nvention. | sysoeh tobfddt agpredengition d&énﬁh@é&ﬁdd:ﬁ&hé@ﬁ&t@mﬂe @irstaxlﬁ stooofiipd e

volume netadata file 1300 (also called a volune netadata object). Figure
13B shows t REa BedR diihe abjeglis apbaeplicated tathaingdenet adata file 1310 1300

(al'so 1 5 APR 2003, WR.OH8 55‘\?}’5 emPt%[ Lo 45}%&;&5 directories, and files can be

created from any of nodes in the SCDN. These objects can be created through
15 DS through a CMS and then propagate throughout the SCDN or they can be
created by a VFCS 470 and propagate throughout the SCDN through DSs.
These objects can be modified or deleted via any CMS or VECS 470 from any

node with proper user authority.
b, Volume, Diréctory, and File Metadata

20 File system object metadata helps VFCS 470 and DS 410 uniquely
identify the objects, locate the origin node, . locate the nodes that contain the
objects, and locate the data within the storage devices in a node. In one
embodiment of the present invention, there are three file system object
metadata files namely — volume, directory, and file. The metadata files reside

25 within the a meta file system structure, see Figure 12A. Figure 13A-D shows
‘the content of volume, directory, and file metadata of an embodiment of the
present invention. In particular, Figure 13A shows the content of an example
volume metadata file 1300. (also called a volume metadata object). Figure 13B
shows the content of an example directory metadata file 1310 1300 (also



-54 called a directory netadata object). Figure 13C shows the cont ehtd o&PParzﬁus
exanpl e {id @/@\iadata 1320 (also called a file neta obj ectk T}ﬂg re 13D

shows the content of an exanple bl ock index array 1330 whi fTius '3%7?3 of -
exanple file netadata 1320. Note the volune netadata, directory metadata, 5
and the file netadata (exept for the block index array(s)) after

replication are the sane at each node (for exanple at each server). The

bl ock index array can differ at each spde dependi ng upon the particul ar
state of storage at the respective node. In an SCDN (identified by a

uni que network ID), file systemvolunes 10 (containers) are uniquely

identified hei § d D I tadata fil
1300 i 1 i gritictE) direb ey W8 Chi 8 01 Bel s, hebS e G en Dy wher e
it is createdmpladile menaient130NealkOMRE 4 Ble Wa Hi&Y eﬁ:i%da@ fmgl une. A

() (0]

vol une al so has an Access Control List th.at contains a user
per ni ssi onsShowsyBeernterstefdan sxample blosk index array 1336 which Hisitpainofl5 nap

that indic t. d t vol U is distribyted. An identical
‘vol une net ?@?ﬂgl?ﬁlé%}eﬁdﬁzﬁ%l Eﬁiﬁci(zl%e g@b’ﬁ’?é&"‘é‘fm&i tREYBeaLtdher e t he
volaunme i s r# the 1€ Gnethdfs Y £ at ) %ﬁ@?j /Geat any
node; the new and upd%t ed Seédlégrre&pn%t &%@h&%?ﬂ%ﬁe@)}‘eﬁﬁé te cﬁ]s%?g FDP

t hr oughout thesamp el eashmedadfde exa@pli atetioséresr)i Tha bECRNndeearnnyi guel y
identified their directory LD and their orjgin "node, other identifiers
t hat associ“gﬁgr \ﬂ? A, %%Fe%t%?gmé’r BPh &G PafisPIRRestate) Ofapigragstatof® | D, see
diyectory kedfective iodpure 13B. Same as a volume, a directory has an origin
ndde, distribution nap, and its own access control list. A directory may

i nherit the accdssinc®aDNo(id¢ntiiedoby i tumiquelnemeork Iy, #f distint vblutdedn map

iﬁgi cates thetnodez where the di.r gé&)%g ds distributed. In the nodes where
tHE di r ect SFYMIABESEATE Wiguely identifi g ¥elumed Dsandeonginmos I e

directory hgnghedt [ ' stﬁm,s C and .t he .directory
netadata file is ee@n%gg%g%fh?%dﬂtangﬁgé?)éfy. 5651 F;ﬁ;ats’oarny rﬁ%{'é%g‘tga files of
the same donigintrerdg HY) wheret inds repeesd,vhiry & cohentlowast EwnérSID)ephé cated are

identical. 30 Sanme as volunes, directories information is replicated using
FDP. WO 02FH%8 ¢ xglyne; Aplumpemlso has an Access Control List that contains a

list of user permissions. A volume metadata file also contains a distribution

15 map that indicates the nodes where the volume is distributed. An identical
volume metadata file for the volume is located at all the nodes where the
volume is replicated.” Users may update volumes from any VFCS 470 at any

] node; the new and updated volume metadata will be replicated using FDP

v} throughout the entire network.

20 Directories in a SCDN are uniquely identified by their directory ID and
their origin node, other identifiers that associate with a directory are their
volume ID, and network ID, see directory 1310 in Figure 13B. .Samc as a
volume, a directory has an origin node, distribution map, and its own access
contro] list. A directory may inherit the access control list of its volume. The

25 distribution map indicates the nodes where the directory is distributed. In the
o nodes where the directory is replicated, a directory of the same name of this
directory is created in the meta file system structure, and the directbry

- metadata file is embedded in the directory. The directory metadata files of the

same directory at all the nodes where the directory is replicated are identical.

30 Same as volumes, directories information is replicated using FDP.



PCT[USO /42785 Files are uniquely identified by their file ID and tﬂeﬁrAPR 2005

ori gin nodgobbss3sot her identifiers associated with a file | pedig®iliiakr
directory ED, volunme ID, and network ID, see file 1320 in Figure 13C. Sane

as volume and directory, a file has an origin node and distribution nmap,
al though the file may be updated 5 at a VFCS 470 of any node. Wien a file

I s updated, portions of the content and the file netadata. are replicated.
The file IDin the netadata allows a fib2- to be uniquely identified across
the entire network; the distribution map indicates where the file is
replicated; and. the block index, array (Figure 13D) which is a part of

the file metadata gl didehididlPIAERIFEn bt il bAY e Bfighitoatobl ock

files so that DS knows how to distributé the bl ocks acCel erated
transport andthdEGlentiflerk asnesidtmivwiith afibeinbluge tther HirkaorynID,ewdlume @, The

nmetadata file Qf a file exisfis jn.all the nodes the file is replicated.
Besi des the ¥ 6‘8?”‘?‘"% St ,325H§ ng‘ﬁérmgarsﬁn}?fastvﬁ@rﬁéﬁlﬁggltr%ct‘?@ ?denti cal

in all the nge$as ag B £t 40d; : | ' | t at
di fferent nodes. asi%n Fﬁgﬁlﬁgﬁ 13Dd(s)‘%8&v\igggﬁlllg% h%lp.g)%g‘f"ﬁﬁ@éb#%%géﬁgég&ar ray
13305accor di rag a YECS HF0pfesgnbodenvdiien anfiletis uplited, poatigiseof theeohiene has
t hree segnents, It'litggment 1332 has, 5 data bl ocks, segnent 1334 has_10

bl ocks, and &8¢ thiilemepdaaarerepligaigdy| beglle Fhin the mpsadaga alovhalintire
file starts it 1. of. - 1332, . 332,
flol Ieoasa[)ysb\le%ct{% Eﬁﬁg?yﬁédg%ﬁ? 3%‘%@%%1?’% %éj“r% %lg%mg%ttﬁétcﬁgem%ﬁggﬁpﬁ 2 egnent.

1334, and t hendi¢aid whereltjie $Hg e Rplitadd; andihe ble@dinane armdy (Bl BCS 470 to
sdtisfy a user request transparently when a specific part of the file is
accessed. Th¥hidyis amapigriche Sl metadgiranelydesiafompation ahqan e leyent of ¢ha he
appkhcati ons;of ; thi y t file, l. n | i gat] cresses
thel?i | e by Piébg inﬁgtshe&%’égsnr#ﬁgso}fo%ltﬁg}sdéﬁléi%tggtrﬁr%rﬁ@&ssi fﬂﬁf‘}%%&%ﬁ% y. 25

Segnent s ar e pahsRrkGAWFES 170 kkdws Hovwo ¥ adddmbR heGAbantiesl fiBs! The

significant part of a file to begin distribution in order to elimnate |ong

haul accessmDetadetacile(afe fieoxisis tre pld the retles thenBleds replicated. Besidsedlienni ng
blocks of eahc SRy 24 HiBRsLe ol B oBe s 3alhes 470, Ty, plesent Lhe
Anr e RSO B BRSKL 8, 8 MR APESAP L 200 o on

15 _ Figure 13D shows an example of the block index array 1330 according
to the present invention. In this example, the file has three Iéegrnents, segment
1332 has 5 data biocks, segment 1334 has 10 blocks, and segment 1336 has 4
data blocks. The sequence of the entire file starts with block #1 of segment

. J} - 1332 to block #5 of segment 1332, follows by block #1 of segment 1334 all

20 the way to the end of segment 1334, and then follows by segment 1334. This
sequence allows a VECS 470 to satisfy a user request transparently when a
specific part of the file is accessed. The beginning of each segments are most
.éigniﬁcant to the applications of this type of the file. Usually, an application
accesses the file by reading the beginning of all the écgmcnts simnuitaneously.

25 Segments' are also. known as tracks, allows DS to locate the most
significant part of a file to begin distribution in order to eliminate long haul
access latency (ie. for accelerated transport). As,the beginning blocks of each

“segment are transferred by DSs, a VFCS 470 may present the file in its entirety
through the global file system interface of the VFCS. 470. An end user

30 “accesses the file using an appropriate application while the DSs are back



-56 20 filling the rest of the block files in all the segnents. Th@ 51%]?&12(}05
I n eacWdmdashs9 | ndex array cells indicates to a "VFCS 47fctAaiséire7sd ock file
is local, and if it is, where to locate the file. In this exanple, a 0
indicates that the block is not in the local storage, in this case, when a
VFCS 470 wants to access the data block, it may signal a DS to downl oad
the bl ock. Before a DS could inport non-resi dent data block, it

nmul ti cast anFDP-search signal to the¥nodes where the file is replicated
(using the distribution map) to | ocate which nodes nay have the particul ar
data block. A -1 in the cell indicates that a DSis in the process of
downl oadi fifjingtbe hdsp oktheHeckpfles in 2lé thelsebmesntsi Thehaotel n éatlidedkes to VFCS

2 exanp! B46K SERE CELRLBUITHERTO O VEGS HBATr PSS At oot ot e with 8 1116
obj ect ne t+a 1i i.f frerent ‘S&PN ISt Ik [ r. 40A, 140B
(al so cal Fvgg@r%gc}g%tégg?%é Igrtgig‘gﬁt n\’/grﬂgirng#.%%otgge} %ﬁg%t&i%g%hl es netadata

i nf or mat i the 1b2dA0stofdgeleinl #iiBcage; idasa VERCGRIAT0 waritf @6 BEdsonhd @4 as shown.
Thi s exanpl e shows how the volune netadata, _directory netadata, and the

31 e met A8tk 1 By SNl 8 DS iecdopniead theddackar Befpra 3 \OS eguld impessiai cati on are

the same - Y : o = Da 3 Db). The bl ock
i ndex ar r]gti/n %gf#%g??cggrb %;E%ﬁ etaléﬁﬂr?%:’ge% %‘?XQ e%%%@'gn é/lg%)etﬁa inr(l)gﬁsu‘f‘)'r 7 he
‘par ti cul athe filatie rgflicatedr(agiag ahe Himiwmm@%yﬁ) neae hkshdedss o9t equal Fb).

c. Block files and Node Limting Path 25 The followi ng describes the disk
| ayout ofhavedhe pagicular idata blogler é af én theoegll snshicates thehe RS édinndee t o

de<crib i t b .« Fi 12C. | i .l ystrati nbodi nent of
e gt of AELAIGARE ME wéddFife aiivnfiipers it Bt e tiRaR o S
1gode. A kboghCs U@ tRatdrafedeyideRbinbdr wike¥Mhe HIBE 84:9 Wstofedb! ock files that

made up a file_ is stored in storage devices not using the name of the
original file Fipure 13kis o exapplecaf theembodimiritafihe sega &ibe systember . These -

bl ock fil re stared.in Block Storage Paths.defi wi.t hin .one or nore
storage & v%é‘ées.m B glioglegf&ﬂ@a‘%&?ﬁnl W) ﬁ‘eflflrg: ¥ oflisgbusios Apr 200,
WO 02/ 35328teRCI4045Q4082¢8 called nodes) of the present invention. Node 140A

includes metadata information 1230. Node 140B includes metadata

15 information 1240 as shown. This example shows how the volume metadata,
directory metadata, and the file metadata (except for the block index array(s))
after replication are the same at each node 140A, 140B (Ma = Mb, Va = Vb,

"Da = Db). The block index armray can differ at each node 140A, 140B

) J} ~ depending upon the particular state of storage at the respective node (Fa does

20 | - mnot equal Fb).

¢. - Block files and Node Lfmiting Path

The following describes the disk layout of the block files. There are

some conventions used here to describe the directory paths. ~ Figure 12C is an

_ illustrative embodiment of the underlying file system “lock file directory
25 layout within an SCDN node. A block file path name 1250 is shown.

The group of block files that made up a file is stored in storage devices

 not using the name of the original file, but the file object ID and a block

sequence number. These block file are stored in Block Storage Paths defined

within one or more storage devices. A Block Storage Path is block file storage



-57 root directory that provides information about the block Iocationz $héPR 200
I ndi vi dual Wi ggisssonay be stored in a way that spreads the 1/fr1/09ud/5a850SS
mul tiple devices in order t.o maxi m ze di sk performance. To support this,
the SCDN node may be configured with mul'tiple block storage roots. Wen
the 5 DS in each node stores blocks, it calls a function for selecting

whi ch storage root to store the block in. In one case, this function
sinply round robins the block storage T®bts, so as new bl ocks are written
they are evenly spread across the storage roots. I'n other cases, this
function can optim ze storage by, for exanple, usinTUTsk space information
and di verti ng rbdte direadryo thaieprovtdes Kiforkthtioft shdutethdeiosR MWehtton herwpst free
space. The-separate bl ock storage paths are identified by their indexes,
which are caltdydsaloblogks mayehe storgthdém aawen thathipseddsithe J4¥ doad pgbsie one of

t he -storage the. index pf the stor ath is registered.in the Bl ock
| ndex Arrgy :%r?iﬁsﬂl} & ﬁlé:-eﬁéq gﬂ%féo WZF%%#@@%?OPWOQW%w i ndex
in each Bl ock SCDN Rdax oy’ & céiftl durd S with 8ultiledNBEKE kidadetBolsOCHhERHheOf a

~given _block New storage roots nay be freely added, but” the index order of
exi st Png st or geinresshoda stora blosks, dhealleal function ey se¢ating gehich stosagve

~del eted, w thout .runni re- indexing utility to update the Bl ock | ndex
Array netadat goo\&vit?‘ﬁ c{r%@%n@?fgflbr a8ny 88&3» pﬁﬁé‘i&i%‘@?ﬁ%@cﬁ’&@%@h’u% s are in
the range 1.. Blocke®kfetobk, §d1&s W@ﬂck.@ﬁm%ﬁ’féﬂﬁleyra‘i’ﬁ%@entﬁﬁgrb%&&s' Each

nunber maps to a storage root path, a text string, a st or age

di':}ectory f or thgl sterikgé rdess. JA cther cayes, i thidefunstidnuear bpimize sttwgBbycfor | ndex
Array cell indicates t _the block is.not present. A storage index -lin
the netadata THERG WY A5K PR BHgTRaten 'ﬁ%‘g’e’a’&&ﬂ‘lﬁé%qgegg%‘ﬁtbl t the

25 op@ration has e WL e molt gl t 0 support ~data exchange with
other SCDN, the data carries a “Nelwork I'D. An SCDNTiode stores the network

ID in the data andThessgmraeablockrsedrage kaths detiderstifipdcigathedt indexgs,pahiah e
fromthe "local" SCDN is stored-wth the |ocal

bdi i es.
network | D 8¢ BHFS SEREHIGexehe Woehe GEDRIGSE 1504ved hsighoRe iR ext er nal
SCDN i's st or edo3eC phufl, e §ifiekNABhe "G0MBE Sath s Popis PP M 303 BYock fhaéx © APR

2005
Array inside the-metadata for file object; thus, the storage index in each Block

15 Index Array cell_if used to describe the location of a givenhT)Iock_ New storage
roots may be freely added, but the index order of existing storage roots may
not be changed, nor may storage roots be deleted, without running a re- -
indexing utﬂitﬁg update the Block Index Array metadata with the new storage

7 root indexes. .' : -

20 Storage indexes are in the range 1..n, where n is the number of storage
roots configured. Each number maps to a storage root path, a text string, and
the storage directory for block files. A storage index value of 0 in the Block
Index Array cell indicates that the block is not present. A storage index -1lin
the metadata indicates that the block is being downloading, but that the

25 operation has not completed. |

in order to support data exchange with other SCDN, the data carries a
network ID. An SCDN node stores the network ID in the data and keeps each
network’s data ségregatcd in separate subdirectories. Data from the "local”
SCDN is stored with the local network ID, for this example, the local SCDN

30 - - IDis0. Data from external SCDN is stored according to those networks’ IDs.



PCT/ US01/ 42785 Beneath each {storagepath(il) directory, each SCDNHadiRR 2005
own sub¥PE5BPy. This level of the directory structure immedgrssd to as
(storagepath[i-Il}/{network_id}/. In order to prevent swanpi hg any given

di sk directory node with nore 5 than the underlying file system maxi num
sub-nodes, and the resulting 10 15 performance degradati on that such
proliferation is reputed to cause, a _nmechanismis used for spreadi ng bl ock
files into subdirectories. This nech&hismis called Node Limti ng Pat hs,
because it creates directory paths that limt the nunber of nodes in a
single directory to the nmaxi mum subnodes supported by the underlying file
system | n Beneahuleach UMt éreguptanment dirdatdry, examp|SCDINh@ageyd nawm subnodes
in a directory are about 1000, Take the exanple of a large file. Each file

may |ikely St sevePis| levebgpferthe/ direptery, stmeatuench sdemeshitonay have

t housands qf, )X not ,stare a file's blocks in the sane
under | yi nquF%a%f% r§§hﬁ‘ﬁi]ff‘ néagwcér % {" on the number of nodes per

directory. Furt Heforder t6 padvent s%@hg@%-gh@éfﬁdj&ﬂ@ﬁﬁgaa%o&fwim Iese It is
preferable that the systemnot store the content owner's entire bl ock
fiPes in athennthe vadedying file qystemt oraimmed subnodes, napdPabd gesiltinges t hi s
and simla '!g d_di tor roliferation problens in a comon way. A
file syst eﬁ?%%J ect%QI Bgér%‘?aglr?ns ’I;us‘:hapﬁ‘ﬂff °E4-1Soir’t3p‘ftﬁ‘? e§efaistor 4 20 file
obj ect t hemebhdrgsuiadie ubgdl fyr apidditsl bRICKIles MR SidRREtRes2- Bnls file ID.
Such a 64-bit nunber, when represented as a string, has a maxi mum | ength of
20} di gi t 5. maghanism iip salledobipde &.imititg Bathsfhdcauses itsreateddinsitory fatts fi |- e

obj ect 1D i 5 of the actual. fil.e name. In the case of file which ID
is " ooooo@éﬁ@ﬁ%ﬁé‘é‘%&“ﬁ“&#dﬂ %Fé%@%%gsﬁtﬁ@h{%ﬁhemuﬁlﬁel -m%ae%ssi ze is
2BBK 25 bydupportdd 8y thé alddrivify ARMBE: 'I'IQOQPQQQQQ rgﬁig - 0Q1. bl ock”
nmeans that“%t?he bl gck fil é){l:lggnt ai ns Et he firs %:SL %ﬁg%gﬂb ock of the

file whi creXempl¢,ghe oREI000G0NIREY 567 886 tont ars @yomnt00D. Since this is
the block file contains the first

t b ' |- th
;ggzegyt gg ofe rti@‘%ﬁ@?‘ﬁ%&efn&agfm%gwquﬁwa dikelygonpsse sevemlt i ng Pat h
for this fdebRefRificks ad ekakgelgl%% h{as, hﬁ%&g’ﬁ%@ﬁ’%&& giadaihen split the
chy wth

string into a directory hiera
store a file’s blocks in the same underlying directory if it has a limit on the

15 " number of nodes per directory. Further, a content owner may have thousands -
of files. It is preferable that the system not store the content owner's entire
block files in a single underlying directory. Node Limiting Paths solves this

“and similar file and directorj! proliferation problems in a commion way. -

J} A file system object ID in an SCDN is a unique 64-bit integer. For a

20 _ file object the ID is made up by a 32-bit origin node ID and a 32-bit file ID.
Such a 64-bit number, when represented as a string, has a maximum length of
20 digits. As mentioned before, a block file is stored using the file objcct.ID
instead of the actual file name. In the case of a file which ID is
“00000000001234567890™, which has 3 segments, and the block size is 256K

- 25 bytes. The block file named “00000000001234567890.1.0001 .block” means
that the block file contains the first 256K'bytc data block of the file which ID
is “00000000001234567890” at segment 1. Since this is segment number 1, it
also means that the block file contains the first 256K bytes of the original file. -

One way to generate a Node Limiting Path for this file object is, take
30 - its value as a string, and then split the string into a directory hierarchy with
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For exanpl &' Ofig¥¥inmiting path = "000/ 000/ 000/ 012/ 345/ 678/ POFAKB27 8‘?
this case, the block file "00000000001234567890. 1.0001. bl ock” is stored in
the directory, "000/000/000/012/345/678/90/1/01/", insides a Bl ock Storage
Path. 5 No matter what random I Ds work their way into the system there
shoul d not be nore than 1000 nodes in any directory (the subdirectory nanes
range from "000" to "999"), and ensuriﬁ§¥3b does not invol ve any .di sk
analysis. It builds the node Iimted path algorithmcally. Another way to
generate a Node L|n1t|ng Path is by exploiting the fact 10 that the file
object 1D is figth wbdseepryusing dumentiribdigiist Fosexibple-anddel EkiRing e f or

eachfllethatf tion time. It is constructed as

fol l ows: Uni quedo? Wﬁ%ﬁﬁ@S’@lf@ n noﬁb) thlS(aF‘*-‘Q@quéchblmhbeﬁlef romt he
dat abase)  ThepNBOOGIDER 284587850.115009 5@@ froml that the

dat abase 15 increnents each tine. eas SI g ‘?l cBnt u?ﬁ CEY:t he

uni que file | t@@f@oé%)@éﬂlﬂﬂﬂﬁ)m/mw“rhnmemgBqdi& Sthf286 Path. es First, the

nodegl mting pat |s c nstéucted as "/dirl/dir2/fileobject I1D", where
dirt "= "Uni que Fi|€°I"BAY6T 1008 "RAamilPs work (their quay Fitb ghe Bystem] @RGE %

1000". That ighould &dt HeSm & 48 Qf g:the Uni ile ID, and dnr2
20 is the 3 di Sl ts beforgﬁﬁhéﬁlﬁgg(? gh% g%tcctoﬁ‘é?tbﬂ t’fgr‘?—eF‘P"éénPEesA node
limting pat trafgs frem 1"D00T d6 '1999%)efamir eﬂ;uhggaﬁ, aBadeof |1m51{,glgm @glp (id) ).
Back to the exaﬁxle n.Figure 12B, where thére are two Storag e evi ces or

Bl bck St oragd™ Tt huyids °‘%&H’Q&ﬁpifma@¢dﬂmshbx:kmot 2", and the SCDN -
IDis 0. The file,ayhi 0 0123 90" is . to 25 be stored in
the storage, the exanp#gvéqogn?%% $l 15 %@%&&%eﬁoﬁt’ﬁémq%t
segi@nt. The tiBitdbk fleabjecAlDay meld forgly thofd ﬁ&ﬁab@r bl g k19t ﬁ}’{} Jirst
segnent shows that the 1S block is stored i n Bl ock torag)Q

(") Bl ockRoot P LY each dilo ghay|ip ernstruchidoatkerSitmatime Phtil cBn{ﬁtBtdalC:ksROOt 2P"),
etc. The bl og%ﬁd“;ggiem ng not only allows data blocks of a file to be stored
in 30 nmultiple storage devices to increase |I/O bandw dth, it also all ows

data bl ocks Uid2/A368>S: (ID of origin node) + (a sequence number from the database)
 The sequence number is a number starting from 1 that the database
15 increments each time. The least significant digits of the unique file ID are used
to round-robin among the directories.
First, the node limiting path is constructed as “/dirl/dir2/file ‘objcct '
ID/”, where dirl = “Unique File ID % 1000” and dir2 = “(Unique File ID /
J 1000) % 1000”. That is, dirl is the last 3 digits of the Unique File ID, and dir2
20 is the 3 digits before the last 3 digits of the Unique File ID,
A node limiting path for an ID "id" is refemed to as {node limiting
‘path{id)}. Back to the example in Figure 12B, where there are two Storage
devices or Block Storage Paths namely “/BlockRoot1/” and “/BlockRoot2”,
and the SCDN ID is 0. The file, which ID is “00000000001234567890" is to
25 be stored in the storage, the example shows the first 6 data blocks of the first
segment. The Block Index Array celts of the first 6 blocks of the t"lrst segment
shows that the 1¥ block is stored in Block Storage Path 1 (“/BlockRoot1/") and
the 2 block in Block Storage Path 2 (“/BlockRoot2/™), etc.
The block indexing not only allows data blocks of a file to be stored in
| 30 multiple storage devices to increase I/O bandwidth, it also allows data blocks
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i nstead &0 bm3wenti guous sequence. The chunking nethods apgrhiRepekadat a
together allow the internal of the SCONto treat a file as gynam'c of
fluid instead of a rigid body. The bl ock indexing nethod prevents
different DS threads frominporting the sanme bl ock of data at 5 the sane
time; it also provides fast data access to VFCS 470 during re- assenbling
process. By renoving the conventional-Glkquirenent to store an entire file
in one single storage device, new storage devices can be added to any node
of the SCDN at anytinme w thout having to swap files around. Since .SCDN may
acts as a Wdlge AhfGaebMportel ' befes ' e 10
anount of data, tﬁgﬂ:am)untplétl;tfg %%Dhlr-agk%ﬁlsgx%égfsﬂid%ngsﬁgﬁ/g%%%éngww
enough to cenkingmethods ped theapenatiath itogether alloe the ingeraylsifahe STDN Met a Fil e

System Structure_is therefore introduced to map the gbject netadata and
data bl ock&e"’f rﬁgieaa‘bpwcf‘?fl mé'y’é‘ﬁtgﬁ‘? af Agépd Bpdys Thet bleek tmdexangs| | ows

VFCS Vnode L@thoREad ' L i e r L he Meta
File System 15 oStp?uce?ﬁ%@%@Prge&!{neagéﬁ?@%ﬁ%%#ﬁ%ﬁtﬁ%{}é%@g t|ton. When
it 3s needethe sahee timessit rafsopprdvides fifst dam prcesend ATFCH 47andlengreyed into

t he VFCS Vnode %’)n tinmely fashion. . 1. Accessing a file system object 20
25. Once netsSeRPiRs pysesm 8y FarQiins drdcuraienalaequirsment jtp stora ras -
avai l abl e, @i -4 ' 0$E.:i.Nn i ener | obal file
system pr e%ent g%é%ggﬁgﬂﬁcgﬁtggé V%Q’Edﬁégﬁ(’ Irggérgggf[;é‘gnc%eéq}%e% g‘?%rd g[\(/)ol ume,

di ;ect ory, aychodtidfehdé SCDNTAL arlimdSivitautdalvirghe swalbyies amndd disieet ori es
-aformation is _lightweight and is saved in the volume and directory
met adat a f i7€RN 1BRaY 3Gthgs 2 prde Jsp mebvark glahal Ble st if mayaentein huge

tai ght f ' ' . N0ty 2 di vi ded into bl ock
O™ TRy o ce e e o WEBLy o 8 YRGS 78 e e o} B
resi ded in ¢nbegH @6 ahackd BHea@ttire Thesdn@itoavetheSEiet $@ftm. dee Mees rap

enbodi nent of the current invention of a nethod to serve file object and
i mport non-YYsEPHSHuctyey isi thercfert inmedicet do map the/obiEebetadata and data

blocks into a global file system directory structure, this allows VFCS Vnode to

create only partial presentation while relying on the Meta File System

15 Structure for the missing portion of the presentation. When it is needed, the
missing portion of the presentation can be moved into the VFCS Vnode in
timely fashion. |

4} 1. ' Accessing a file system object

Once meta file system structure and object metadata files are available,

20 a VFCS 470 can use those information to generate a global file system
| presentation and then serve the file system request for volume, directory, and

file information. Since all the volumes and dircéfories information is

lightweight and is saved in the volume and directory metadata files, serving

the volume and directory information is straightforward.  File objects,

25 -however, not only are divided into block files, it is not necessary that all block
files for a file object is resided in the qual storage. The following section

.d_escribes an embodiment of the current invention of a method to serve file

object and import non-resident portions of the file.
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Fi gure 14AW®&023587%gr am showi ng a process 1400 of reconstruc;tﬂgsﬁm%sl e
frommultiple block files 1401 by the VFCS 470. Block files are I nput
to Assenbling Process 1410. The reverse process of blocking as described
earlier is called "assenbling”. The Virtual File Control System (VFCS 470)
uses assenbling process 1410 to convert nultiple block files into |inear
segment/track files. Assembling process %1410 generates only one |inear
segnent/track file (e.g., Linear File 1450) if the original file is linear.
However, where the original file is non-linear, assenbling process 1410

generates multiple |ineat semhéﬁ—wﬁig&W@??r&ﬁﬂﬁlocﬁzﬂdeﬁear segment/track
file is generated by a |inear conbination of the appropriate block files.

For exanpl e, the jdeo track file of Figure OA is regenerated by linearly
conbining (i.e., sH@&FhdFApSqtRiagrane sheping\wprogess b9 @ﬂrecbnstamnng mack

files 1420 nmé t 0 30 t 0 generate
Non- Linear ori g%?l%lﬁ qﬁgfﬁg%@ﬁ Prglb%?e\%(ﬁ%‘%& @ i%por%féssenbl es
the track fiinpst t Amembling Rioeesor igional TRONeldSEe Prodels %f ﬂﬁbé]eﬁ

reas nbl ed in response to a user's request to acces% the file.

0
No. e ra copﬁeé?ll‘b‘?‘iiee?r ipp iy galledydessembling’e The Virtual;ﬁlat €entanl Sydeadi nent  of
present inve ation cts re chunked in
regul ar fashl:on : ’yb)blil ﬁggsgfni%lh \Pr%c\%sr W@c‘i@v Wzoqka@lps BHR is
identical), dinda\icgehl/atls iRl \Agaambﬁ%ﬁmceés' ﬂcﬁo ﬁér‘%@a g,PS:?c 1?:}1 ekl Ur e

14B i's a flow chart of an al'gorithm 14 |ng € process
of " r eassenbl iSAgRENt{track file (el Lingar (Ek:epéSQMﬁQ{hel/tﬁ@nal File éxamphe, a file

Chi s requast e B RERR GF b, il npaopiosts 14D 2 (wher o
R T e e o o
(step 1464). lssgﬁmtvddsr 47linearesoribieatisni @fiahéidpprdpRages bldek Hired! For VO
02/ 35359 2 5 éﬁr‘?plgoqge cé l%rsa%y é% ? Figure 10A is regenerated by linearly
combining (i.e., summing) block ﬁles Vi, Vz, Vs, and V4. Linear track files
1420 may furthcr be combined in Mult:plex Process 1430 to generate Non-
15 Linear Ongmal File 1440. The mulhplcxmcr process simply reassembles the
track files to gcnerate the original non-linear file. Files are reassembled on the
fly in response to a user’s request to access the file. No extra copy of the file is
) ’} made.
Figure 14B illustrates an embodiment of present invention in the
20 situation when file objects are chunked in regular fashion (ie. block size of
every blocks excépt the last one is identical), and VFCS 470 is serving random
file system requests. Figure 14B is a flow chart of an algorithm 1460 for
locating data in the process of reassembling 2 file in real-time (steps 1462-
1466). For example, a file system request may be proccssed which is a read
25 ' request. In step 1462, this request may be: Read X number of bytes from Y
' offset of file Z (where Z is a file handle, Y is thc offest, and X is the numnber
of bytes to be read beginning at the offset. VECS 470 receives the file system

request (step 1464). Since VFCS 470 uvses the Unique File ID as the handle,



-62 5 10 15 the file IDis known. VFCS 470 can |locate the first byQESOEFRhE]BS
data i nwo blegks B with this approach 1164 Set Uni que Filp %ng%om 95
handl e Z Set Bl ock nunber of the file = B = ((Y %block size) +1 Set
Ofset within block B = (Y / block S|ze) Set. segnent that contains
block B = M= function that map B to the segnment Func(SegnmentArray of U,

B) Set Bl ock nunber of block B within segnent M= N Set Block Index Array
Cell for B = C Set Value of C = Val (-®2+which is the Block Storage Path

i ndex The path name of the block file that contains the beginning of the
requested data is then: /BlockPath(Val (C)/SCDN

| D/ NodelLi N) 7 ens th| s

bl ock fil gmés@g@%g%gwe Vﬁb Q&O%Eﬁgs&gﬁg{bég%gp%e %nﬁ%‘ﬁ yt es.

bl ock B doBswnbtlusequmau:h lh?at entire X nunber of bytes, VFCS 470 may
advance to the gex bl o k. for the _remaining data. b. Accessing Files 20 25
An end-.user {i{ﬂ é]é’épssLt'o fije handle 4; rectory via VFCS 470 file

system i nterfac rgﬂ% LGaLli f uch as a

V\eb- br owser, Sc 1eDHeln -useaflth@ !leen ()?/gt‘%ém ?CS% where an end-user is
sefved by an asai(i)ffaétlmﬂuﬁeﬂwkl‘B =the (YoM sit® forwarded to an
appropriate Application Server (i.e., one that is closer to the end-user
and with bandW| Et%%@éﬂ*@t%@%@blq%%eéﬁrftln@ttorwhmmsp&/mdbethe file to
t he end-us canl ! er for delivering |large video files,
or an FIT vetrﬁmt“tt élhén capg%lf nmounting the VFCS 470 as its renote
fi.le systemin Mtd@lbck@uﬂfb&ﬁoﬂﬂﬁﬁ{SB Wwithifi @8a8it M= Nhe  SCDN. The

aﬁpl ication server is in the network and thus nay be connected to the
near est node ofSetddogichrdex PusayIcphfordiie'S storage vol umes (i.e., cache

10 Set Value of C = Val(C) which is the Block Storage Path index

The path name of the block file that contains the beginning of the
requested data is then: |
/BlockPath(Val(C)/SCDN ID/NodeLimitingPath(U.M.N).block
With this path name, VFCS 470 opens this block file, seeks pass F
15 number of bytes and reads X number of bytes. If block B does not contain the
entire X number of bytes, VECS 470 may advance to the next block for the

remaining data.
} b. Accessing Files

An end-user may request access to a file directory via VECS 470 file

20 . system interface or threugh an application interface, such as a Web-browser,
on the end-user’s client system. In case where an-end-user is served by an

application server, the request is forwarded to an appropriate Application

Server (i.e., one that is closer to the end-user and with bandwidth to service the

-request) that will provide the file to the end-user, e.g., a Streaming Server for

25 - delivering large video files, or an FIP Server, that is capable of mounting the
VECS 470 as jts remote file system in order to have access to content in the

SCDN. The application server is in the network and thus may be connected to

the nearest node of the SCDN. The SCDN node’s storage volumes (i.e., cache

memory) may contain some, none, or all of the blocks of t.he. end-user’s



menory) may contain some, none, or all of the blocks of the end-user SAW?Q%‘E
02/ 35359 - 88 0#3B5APR 2005) PCT/ USQOL/ 42785 requested file. pErmkh 85 A
additional or the full content of the file is needed, the VFCS 470

communi cates (via FDP "Prepare"”) with a local DS to issue a FDP "Search"
request to all the DS's neighbors to | ocate the needed (non-resident)
portions of the file. The "search"” conmmand is distributed in nulticasting
5 fashion. For exanple, assune the requéSted file is 10Gbytes in |ength,
corresponding to a total of 20 bl ocks of 500Miyte storage (i.e., if each
block is 500Miyte). Further, assune only 6 such 500Moyt e bl ocks reside

local |y withirequested STENIheither aB¥a0nil BN AONEtEE IR A1k ﬁeQSec{,]%’é’eSF ed -
file are 10 a%lig(stored.lnth_e SCDN node's storage system the entire
file "appears"” 4, rapmugicates \(viad D EPrsparelswith arlotd D Pppissesas FOP Ser ver

via the VFCS 4 SE.Of t. VFCS 470, the pgn-resident
portions of thgg‘??ﬁmgpée&?ﬁéﬁﬁg% b prsoﬂ?lgli‘erfqnéf%lrﬂ:ar&i@? pegsisd (Ban-sesidedtls in the
- SCDN concur r epbitipns fn@B-file. CORS “8eidts ERSRLAY i ! i@ the
end user consune the dat ali n the 15 file. T%?éi%?ﬂﬁgﬁgnr%@c\%§%over t-he

SCDN re st or E8hig8. pl ocks in the shared St orage (e.g. local storage

devi ces). The VFCS?élI]O xassgﬂnbl es _an rrul-titpl exes the stored block files in
real tinme to satisty the FequsStRes fnT S%gﬂq dat 19Fbges viar lengtinnd

users. To | ocafreespiriin®ty 4 R%1$ENDH b@ﬁk&io?ﬁﬁoﬁ%?&ggo %%chﬁ\%%hibqo&s.cl uster

of DSs 20 issues a search request that travers tee cstarti ng
fhomits nei gi9ddbytelodduthah eassimne aly éqseht So0Mbicblacks tésedeligdatiybut i on

Counter -y, VB EESTINE Solit. EvE Sedheh anbe SCclaesiof Bguearesieonry
travierse two dathsyQfortds tho QMO HBR: %ﬂﬁﬁ%?ééﬁ%é‘g {age %ﬁgjg %gégaepnﬁgmggi ghbor

node recei ves and 25 eval uates the searc 2renent

the counter, ekt lesallydd ehe endl seaice the AgpkeiticheServdralie shaWes 47¢engeunters a
node or the tine-to-live counter is zero (i.e.,

wher et he s 4t FFEH e VG 440, e nopumtiry: porvenscof e Biest polidht a |
0L L T T ARt ROl SECSLEN Skl i b
continuous fashion and stored locally as the end user consume the data in the
15 file. Typically, data received over the SCDN are stor‘ca as blocks in the shared
Storage (e.g. local storage devices). The VFCS 470 assembles and
multiplexes the stored block files in real time to .saﬁsfy the requests from the
| Application Server or end users.
) To locate the non-resident portions of the file, a DS in a cluster of DSs
20 issues a search request that traverses the SCDN tree, starting from its neighbor
nodes. The search request may include the distribution criteria of the
requested file and a time-to-live counter. A time-to-live counter may, for
example, specify that the search request need only traverse two hubs of the
SCDN from the requesting node. When a neighbor node receives and
25 evaluates the search request, the node may decrement the counter, for example,
- A search request terminates when it encounters a leaf node, a “terminating”
node or the time-to-live counter is zero (i.e., where the search request includes
a counter). Where the missing data is not located and the time-to-live counter

reaches zero, i.e., if it is included in the search request, the search request

30 continues by traversing the SCDN nodes in the reverse path of the initial



30 continues by traversing the SCDN nodes in the reverse path of {rie APR 2009,
initial wWoARR02005, WD 02/ 35359 PCTI US01/ 42785 -64 20 Zlﬁcﬂjo?&ﬂz%“ on
process. A node replies directly to the requesting DS if the equest ed

part of the file exists in that node. Nodes not having any portion of the
requested file do not reply. Areply also includes the performance status

of the node that sends the reply and an indicator of the portions of the
file available. Wen the requesting-B%-cluster receives reply packets from
any nodes in the SCDN indicating that they contain part or all of the
requested file, the DSs in the cluster download the m ssing content from

t hose nodess; : t go . an resq it _locallyiin.the
di stributi o%ﬁgtgig{rlegé &gb(geﬁgr e‘§ E?%fg'gggmgd‘gﬁ%@gsﬁ ?ﬁugéqug%ﬁgs\/&%eﬂo is
provi di ng triequedertdapdrioot the fita dxigsein, thateoded iNsddds sk ih@ﬁng‘ihY?BﬁionQ’?S’ are

obtaining the remainder of the file fromother nodes and there.is no break
in the comHiffeaestsd likedanetreplye A neplusispdnalndes thpperfm@singz Gtatusofdi scussed

earlier, a ile. i arti,ons (e.qg., block fil and
di stri but e&jl% ﬁ?gﬁg‘ﬁgﬁgéﬁ%ﬁeﬂgw}i‘ﬁ%@“ \Rﬁgﬁ&ﬁ'o eg"et R%FP%’%rﬂ%‘?’%%%rti ons of
the file amealldiad Wheo dghrdghestERaDScIhaad fskived re,%u?ﬁ;a%kc@ffrda'ﬁ%n?an _
downl oad portions of that file in parallel frommulfiple nodes, especially

from thos&odediasthe RO indieasingdhad they penthin part emilgefdhe tequested fili,t i at i ng DS
cluster decj : S n,th formance information in.the reply
packet s, V\/n?lgéfggg & oﬁingﬁt%a%ow 9gcf,£ha'lb‘lflsﬁ“g)°°mc§gﬁ?&‘ those Bﬂ‘i’esstgatafggt 0
m ni ni ze t hest edpesyd and sthanibeiiy ﬂ&ﬂ@ﬂ%ﬁi&iﬁcﬁ%%&érﬁi ﬁltafééﬁ;ﬂ(%ljagé' server
g diffe

nedes. Wen nul ti E_Ihe DS threads or processes downl oadin ent -
portions oflewces. | dhys.nasl than¥BG81470 ist proviting thedda tantic pndarss ake ar e

coordi nat ed. wi,t h. a sequer server .so ‘that no. nore than gne thread or
process i sgﬁ%\%\t)fﬂ"&}aﬁc : r?ﬂ‘ﬁ%a‘ﬁ% Og’ézl‘ﬁmﬁ.l [gﬁﬁ?m@rﬂfl@r GglﬂéF %ﬂ‘bgﬁ’g‘ aher pul | ed
fromthe apgdeapmidothereds Hio irlalt irpﬁlcscﬁfnﬂ?iﬁx?icat?on M&g}ﬂ% &q gsggng %ﬁ“‘e er of VFCS

470 assenble the requested data for a eiln r time dat a

bl ocks forthehéF@hd70ser. The VFCS 470 enables the Application Servers or
end users to vig\évquhe dicﬁtrl,bute file systemthat exists in the entire
SCDN as a si ngl &5 isuyeed sartighai2 filg &5 Rrpkéndown into portions (e.g., block

files) and distributed throughout the SCDN. Thus, when nodes that contain

15 portions of the file are found through the search request, a cluster of DSs can
download portions of that file in pérallcl from multipic ﬁodes, especially from
those nodes that are cumrently the least congested. The initiating DS cluster
decides, based on the performance information in the reply packets, where to

) download (i.e., “pull”) missing content so as to minimize the latency and

20 bandwidth demands on other distribution server nodes. When multiple DS
threads or processes dohﬂoading different portions of a file simultaneously,
the DS threads and processes are coordinated with a sequence server so that no

-nore than one thread or process is downloading the same data block.
Once data blocks are pulled from the appropriate distribution servers, a
25 VFCS 470 or a cluster of VFCS 470 assemble the requested data for a file in
real-time from the data blocks for the end-user. The VFCS 470 enables the
Application Servers or end users to view the distributed file system that exists

in the entire SCDN as a single, large virtual file system.



WO 02/ 35359 -65 c. Retrieving Non-Contiguous File Segments 2 5 APR 20054PR 2005
PCTI USO1/ 4%08B/36339m one perspective, each stored bl ock in thesyskEMss
storage of an SCDN node corresponds to a contiguous section of a file
(e.g., a contiguous interval of novie if it is a video file). Since a file
is divided into blocks, all these blocks nmay be stored or re-|ocated

i ndependent of one another. Taking a video file as an exanple, the section
that conprise a novie, if viewed one affér the other fromthe first
section to the last section, would result in viewing the entire novie.
Since the sane content portions (i.e., section) are |located at several
different nodes in the &CDN, R oS LM i jle (e.g.,
non-conti guous portions of a fil r’r)%CEavr?gbe reﬁ??g\%gﬁdgegyndent ly and in
parallel. This has_several inportant side effects. For exanple, since a DS
can obtai n needed'€BhPRHPCIFDEEl ko Sath sterasbblocklin dhé fpstemtstatagd of bmt i on

servers, the i abd | vailability of. the S are significantly
i ncr eased. A%dd(‘jlﬁltLI i%?glﬁo%sﬁ%febsgtﬂcﬁ ﬁ%rgt}g“(?g%“w&%ean 1fey (S c R SETERUONS on of a
file "out-of idral demiovieifit is hagded AlWAISHART, Ble & ARVLE | rapl i zed
w t hqut actually having to download all of the cpor‘{}?l\gﬁglxgl?rt{lﬁg“ﬂﬂ m t hat

are rot act udPgsy Nacksaeny ba siprsdtaame-lycatqsrindeprgdéitrfenagnather. sTakimge used by
sone bl ocks r | ocks an be done at, the. "block Level"
(versus the fé’ﬁc{"f’#’gg@#) i g’w’g%ra‘fSs‘gé%b&afo??%iarmewwgﬂf&ww&}sﬁ@ﬁwpo| i ci es,

e.g., Ppruni nthecathebRoanhedirfinscdfageo 10 ‘ ; tent can
al so be rated at the bl ock level. 3. VF.%%@V@%@W%%@%@%I@%@%&%H ons A

VECS 470 rmayCH&ei mpvienehined the samaurinemt qglortianss(i.cFi sgotien) 184 losaiat a first
optional inp nt ati on of .an. I'nte Protocol (IP) front-end 25 and
net wor k attaEL': & SFIPEgE tefiRsin ﬁ’&c&eﬁhﬁﬂoﬁlﬁiﬂ“ﬁ&%‘?q%ﬁcﬁléﬁ wéry Ble @m2 are

N Ttual e coarer To 6 0 B 8 ~SRdR PRy B s er
1520, and Wp®2lidsEb6 hagGereral AmporROMSide effects. For example, since a DS can
obtain needed content portions from several different distribution servers, the
reliability and availability of the SCDN are significantly increased.
Additionally, the end-user can efﬁcichtly.acccss smﬁon of a file “out-of-
15 order”, e.g., fast—forwardingr of a mc_wie can be realized without actually having.
to download all of the portions of the film that are not actually viewed.

Importantly, pruning (freeing the storage used by some blocks for use by other

’ ) blocks) can be done at the “block level” (versus the entire “file level™) based
' on specific content owner policies, e.g., pnming can be based on usage
20 patterns. Usage of the content can also be rated at the block level.
3. VFECS

a. VFCS Implementation Options

A VFCS 470 may be implemented in a number of ways. Figure 15A

shows a first optional implementation qf an Internet Protocol (IP) front-end-

- 25 | apd network att_'c_lched storage (NAS) back—end-. Application server(s) 1502 are
| coupled through an IP link 1504 to a statioﬁ ISOOA. Station 1500A includes a
virtual file control system cluster 1510, distribution server cluster 1520, and



PCT/ US01/ 42785 control unit(s) 1530. Virtual file control system clluStAPR 2005
1510 i novodesszme or nore virtual file control systens r%}i;ﬁgnﬂ Qne or
nore servers. VFCS cluster 1510 (and each server therein) conmuni cafes with
front- end application(s) on application server(s) 1502 using TCP/IP or

UDP/ 1P 5 communi cation over |link 1504 and with one or nore

net wor k- att ached storage devices (NASs 1540) at a back-end over |ink 1544,
VFCS cluster 1510-(and each server t6®rein) also communicates with ,
di stribution server cluster 1520 wusing TCP/IP.or UDP/IP comunication over
i nk 1516 and with control unit(s) 1503 over link .1514. Distribution
server cl usbftolhaRfspNsBE OV ' ' i {h_each ot her
using TCP/IP or UDg/inP conmmuni gg?fg%&%ﬁ%teﬁ%léﬂ%wlﬂgg{ rf\énﬂé |glén server

cl ust er 152epraygtusd fle odntral sistémy i @l ek caftiepaie directly w th NASs

1540 using TCP/ | UDP/ IR comrunj cation over respective |inks 1526,

1528. Figure 15%%‘2%&“%@&582@%%&%6%&ﬂﬁ%fﬂl@rmvméﬁe@mté fsondt i on 15008
15 havi ng afd | BplitaBn@&ngn : a a rk éﬁh% back- . The VFCS
server com*runia?gt es vﬂ-@ﬂ tﬂ%g ?%tﬁ{n- gﬁ&%%p#ft?a |1(I)1ﬁ’t oY or UDP/IP

“coPmuni cat Fommanitatioh ovar Etlot S@aad eith daE W0 Horé et ARsHeaRthragd b

Channel i nter.con i (1552, 154, 1556, 1558 indicated by a grey
shadi ng) g?‘ﬁcﬁs@\g&:%%?g%@rﬂté‘ Rackreadiover fink d&fdr OIFGS slusier d516 (ad 1510,

di stributiggp r - 6| ral wunit(s) 1530 a st or age
ar ea.net wor kh?s%{gﬁ)? %%Qﬁ%\sﬁglg%ﬁﬁ |c8f16§ 3’5&%5%8 U%‘%Hé’g‘ag‘iﬂﬁf rcgﬁ%‘ff{]ﬁ@al
i npl ement ansing TSP/ strall DRAPLEGRGunitanem @vas inkt BAKaLAS WitPBbagsd, SAN or
~NAS back-end., In gi s case, VFCS_ functionality 1570 (e.g., a VFCS stack)
i s direct | Y6 é@é {O¥ET Kol Hidp| Distributio? Sever vhisles)15260nd ontrdle back- end,

VISS  commugiigat ' N NAS | gh- Fi b
Channglo | nkﬁ%5?§prtﬁgu§%}sr§%t%ﬁﬂb Bg‘{ho%q‘esr Fé@\égé%?%ffl ?%SIEISE ijp'[ ?onal
i pl ement atdnenunioftict avéohnid 3694\, DRUibIRASE ek dikdRd i:{khot By %[ft:redg"e 'n't ations

recogni ze that the concepts nay also be applied to other 1np

WO 02/ 3535391871303 ajspregromenicaleClites8@lwith 88.Ss 1540 using TCP/AP or
UDP/IP communication over respective links 1526, 1528.

Figure 15B shows a second optional implementation of a station 15008

15 having an IP front-end and storage area network (SAN) back-end. The VFCS
server communicates with the front-end application using TCP/IP of UDP/P
communication and with a storage-area network at the back-end. Fibre

Channel interconnections (1552, 154, 1556, 1558 indicated by a grey shading)

) are used to couple virtual file control system cluster 1510, distribution server
20 cluster 1520, control unit(s) 1530, and a stor;igc area network (SAN) or NAS
1545.

‘Figure 15C shows a third optional implementation of a station 1500C
having an integrated front-end, SAN or NAS back-end. In this case, VFCS
functionality 1570 (e.g., a VFCS stack) is directly integrated into application

25 server(s) 1502. At the back-end, VFCS communicates with either a SAN or a
'NAS over a high-speed Fibre Channel link 1544.

The description below is focused on the first optional implementation

of station 15004, but those skilled in the art will recognize that the concepts

may also be applied to other implementations.



One of the key paraneters in a VFCS 470 is the gl obal unique fil e2§yﬁWnﬁﬂﬂ§’
obj ect | D. WVMEr3g3%9i | e system obj ect regardl ess of from whi chhdipgR1iibrdsS
created, has global unique identifier. This unique ID not only allows all

the file systemobjects to be tracked in another |ocation of the network,

it is 5 exported by the VFCS 470 as a file system object handle. By
exporting the sane handle for the sane file system object fromany VFCS
470, a group of VFCS 470 can be cl ust efdd to support an end user client
transparently, see Figure 6. Wien a VFCS failed, the other VFCS can

satisfy the end user request since it recognizes the file system object

handl e as any VFCSOdoed. thtCkejrprahers, inna WACS az0 ib%&'g!tﬁia?hﬁilﬁ#kt feoad
e case

bal ance and pr.qvi deg. X ' \éﬁ actjve fail-over transparéently.

when a VFCS cYOEEePPies 3@# Y ile Ristsm obipckiggpidiass of fromswhizhatoke itk
perform ng i ngegassl hA1- abkned he gase of | FS or. ST upport, a
VFCS cluster is céptg‘igl%a%%‘ll%}r{ \?ilglz%ﬁ%ér g?&%ﬁﬁ’é‘ﬁﬂ“&??ﬁ?‘”?%&ﬁ% 6 is
one enbodi nerfilecfysenplobjests ande tedcRBE i nded I6catidn \FICReSRIWRNS 1t The VFCS
is designed in such, a vva\y)@t hat requests froman application server can be
directed to aﬁ‘f?oﬂwg@éﬁ iCY A7Q ag |2 file systemhelrjetsyhantiel aBy ierpotting thead anong

VFCS serVer s gafn@ihahleStol P 5 5e ﬁ}ehééﬁei&‘i Igws ts@fﬁ&ﬁl@ﬂ’ﬁé%f gg![g%agphgﬁeVFCS

returns to the application 1s desi

appl i cation OEFCS H@Deaaht by clisRrdd® rtf 4 EncP Yisd ' alﬂ?ﬂ?r' o 20 any
VFCS server, _and the VFCS server can decode it. 'Itﬁéenegg??ggr? 0 hgeé VFCS
fijl e system SHFER- hIWbew at YKES faded honathereNEOSovart batisfadhe ehdtusdFCS  has

e tt i har i t l's, ly, NFS d AFS, i

i ustor - 1n SRYERTAG l e folRS RIS SR chicst Pordlh ssrArg ULt doesy st om.

obj 8t  handTherfuzerAVIFRQ Secadnlbet e 8 85 1428 b‘ﬂfl-anf:é‘ &nd P,\g)ﬁgeis AR PESLR, ol WO
pta

criteria: 25_(a) The file systemobject handle iIs or m I ndependent so
that there &HdeQverdranspagntyy Be thspaseovhet AEVIFGS ddysediciis o®idirdghFgper at i ng
The file system object,_handle is able to be

decoaed by alpPeSRPRH fs' GRebIcetecrPriii: im-sshabn GHLAvEIeEb ticasnian 1 of or
108 The VECS 110 Syt o orybon « VECH Eeise PlapadiPar Broviding pet gpmten 472
i nf or mat i on:fad-dver.e Eigateem isdemt embediment iofi dinploghe 1ddd, baREkihE |€rsiy St em
objpet - VFCS servers. The VFCS is designed in such a way that requests from an
application server can be directed to any VECS server in a cluster, thereby
balancing the load among VFCS servers. For this purpose; the file system
object handle that VFCS returns to the application is designed in a special way
_ ) so that the application can thereafter use the same file system object handle to
20 any VFCS server, and the VECS server can decode it. The design of the
VECS file system object handle takes into consideration the fact that VECS
has to support two remote file sharing protocols, namely, NES and CIFS, in a
| cluster, In order to achieve the above features, the unique file system object
handle according a further feature of the invention nieets two criteria;
25 (a) The file system object handle is platform independent so that there
does not need to be any adjustments depending on the operating system and
file system.
(b) The file system object handle is able to be decoded by any server in

the VFCS cluster, and, when decoded, will refer to the same file in the cluster.



(volume, directory, or file) ID. The file systemidentifier is cré%tseeﬂpﬁé’ﬂﬂs

the timewdpgsdfseS is | oaded into the kernel. The origi nal pagdsoiiagd file
system 5 object ID are stored in a kernel data structure (inode) by using
standard file system 110 interfaces. A handle is used by a VFCS server
while comunicating with applications to uniquely identify a file or
directory in the global file systemof the SCODN. A VFCS server knows how
to decode a file system object handlef8which is fil e-system dependent. In

a traditional UNIX 10 file system a file handle contains a file systemID,
an i node nunber, and an inode generation nunber. In non-UN X traditional

file system a fifie hapdkefdaysiae aot@@étf‘%%ﬁdl&%&tgﬁa%aﬂﬁéé Ugeblise ggn the
menory of the file system Since traditional file system does not use a

hard coded liffoasatior:i 4 dils pystenm idbptifter, ongndhede IMpam filosedemrakgedti onal
file syste | t hoygh contaj.n.identic files /15 .and directories do not
have the sa Sfaiiiesite 8 B ﬁéws@fﬁémsjneléwﬁem&@ﬁsﬁat e @bt i onal
file systemgararis beidond bl ﬁi@%ﬁlp"gmlzggﬁs%hbﬁé maﬂicpﬁﬁsﬁ@&ﬂure 1

Figure 16 is a flow diagramof a routin ow ng the operations of a
VFCS Ser ver obcgID \Ar€Stotaddjn pdetmel ndnth smdtog @iedeYbESisinyg ttaaddrd dileon 20
process in accordapce wth an enbodi pent of the present invention (steps
1601- 1607) . SYS®hi ilrrlﬁf@ﬂf%t i gh, hapdiGioisk used hedl ¥EGPagerveRaBilgeyi ces
are used far the: t ' Strycture and
the Bl ock g{)or age&ggg ﬁgﬂf%ﬁ@g@?ﬁ%&vﬁ%ﬁyﬁ%ﬁg@ fgl%’ ?T é%?étggelﬁr%ﬁnt ed in

oper ati on 1gldbal fileosydein bdtHer SUDNE ACVEEGS seotvet kAbws datvato degbdpnieses of
thi's 25 illustrati on, assune the neta file system structure i s_nopunted on

/ mp/ et adat &ystenp pbiscydpandle, whickds fersydem; depeadant.ofn g) tedidonal MBI e in t he
15570 7S48 . £ L PR CERLE R TR0 Ao 102

Fof = purposes at’on, s are

e.g., /np/ bindkigeheativh nuibet. be alsh UEE \GAditRingl fie SysABR 260Shandle 02/ 35359
PCT/ US01/ 42785 -69 A VFCS Server initializes the volunme nanme cache by
| oadi ng t hemay deapointarde 4t dats strectpre in thh anesperyeof(the dile spgiematIioee 1603). | n

oper ati on 1604 .4 VG ahECholSY alt bbdll th L% Ak BRIRE Yojdct © system
handle, two mirrored traditional file systems aithough contain identical files
15 and directories. do not have the same handle number for the same objec.t.

Therefore, traditional file system cannot be load balanced.
b. VFCS Initialization Procedure

) Figure 16 is a flow diagram of a routine 1600 showing the operations

of 2 VFCS Server (e.g. VFCS 470) performed during the VECS initialization

20 process in accordance with an embodiment ‘of the present invention (steps

1601-1607). In this illustration, network attached storage (NAS) devices are

used for the shared storage system. The meta file system structure and the

Block Storage Paths (including volume metadata files) are mounted in

operation 1601 in order to provide access to their data. For purposes of this

- 25 o illustration, assume the meta file system structure is mounted  on

fmp/metadata/. In order to access the entire set of blocks available in the

 storage system, all of the storage devices are mounted in operation 1602. For

purposes of this explanation, the mount jaoints are /mp/blockfiles, e.g.,
{mp/blockfiles/v1, /mp/blockfiles/v2, etc.



| oading the entire nmeta file systemstructure and assigns a constan% Shﬂ?gl @05
to 5 the rpgi2843sé he structure. One enbodi ment of the invenpi-@RshpY278$€ @
Unix - VNODE tree as the kernel interface to the in-nenory file system (tree
of nodes in the nmenory). The in-nenory file systemis a tree structure of

I node that represents the global file system Thus, the initialization

I ncl udes the «creation of a partial in-nenory file systemin the form of

i node structure, and 10 a VFCS VNODE t+&k- as an kernel interface to the

i node tree. The front end VFS VNODE includes a root VFCS VNODE for the
exported root directory. The initialization also includes the assignnent

of a constant han t +43 2161 r e 1

expl anation, the %(S%??gdgﬁrélgﬁlgﬁe%25%3%%?5%&%59@%@?Eae%lﬁé 3%6

i ndi cat ed i n voheneinetadathtils intoaht catkes(elgq dpetdtidnt1663). nNInldpension W60#] | e
system by creatin e volunmes and directories, as well as the . kernel
interface, i V@i%ﬁ@s ‘WEEBE%J ng $he, dgrgneapery VeSS iigopithat geludes

di tories. ' o ke t /
expor U vol 2 SR TR S plotf (X OUIES offife 4 LI o HARERE Kol

di rest or. Thehear®oof afie stramlite"EOAS enfbodRedn® oy the irddation fmdyessear Bnixoaded and
20 the associated object unique IDis assigned to be the object (volune or
‘directory) hYMNPRE &esgsdhe kepiel dutgriare to diayin-separy file \ayptgme (ER60f t s

T apdkeftos 89030, T00hARNS0 AEERRT 1By Ryl Apgalare et no

Its nane, a handle o returne Ication. I'n operation

1606, VFCS | fhat irgresenss tHieglobhie fikaBRstézAC MBhusl-@ke iABak2eaBR| @clutiee thé-CS
Server obtains a conplete or partial list, depending on nenory

avai | abi | i t ycregtior of & PAgtiab in-mnesnark dile aysire in Mecformarrenedsstsspeland  fil es.
VFC3,does no VNODEs. or_the associ gt ed i,n-ne Lnodes, for

t hgg% files %rﬁﬁam@/ﬂ%%&ea%sc%%géwg mnﬁcrgaﬁgﬁgt %H‘ofgﬁrfc%%&p%lrﬁt s’its
in- nmenory Vs ENOIE inclides d foR VECEVNIIDE 18f theSipReikd teoaditbctbypiam ¢

caching”, 30 i.e., the caches that are selected for popul ati ng and when
t hey are poplhairgiglization@soinasdsothe agsignment ki ax@nstast @Rl GoHe root

directory. For purposes of this explanation, the exported directory is /export.

The VFCS then, as indicated in operation 1603, continues to build the in-

15 memory file system by creating the volumes and directories, as well as the
kemel interface, i.e., the VFCS_VNODES of volumes and VFCS_VNODES

of directories. For example, the volumes take the form /export/voll,

fexport/vol2, etc. There is one VFCS_VNODE for each velume and each
. ) | director. The associated volume and directory metadata files are loaded and
20 the associated object'_ unique ID is assigned to be the object (volume or
directory) handle. Suppose, for example, Studio X is a volume and its unique

ID is “123”. When an application accesses the Studio X volume using its

name, a handle of 123 is returned to the application.

In operation 1606, VFCS initializes the File Name Cache. For

25 ~ example, the VFCS Server obtains a complete or partial list, depending on
memory availability, of file names and the ﬁnique ID of some most popular
files. VECS does not create the VNODEs or the associated in-memory inodes
for these files unti} they are accessed. In opcraﬁon 1607, VFCS exports its in-

memory file system. This is an example of “selective and dynamic caching”,

30 i.e., the caches that are selected for populating and when they are populated (at



PCT/ US01/ 42785 initialization tinme or at run tine) are determ ned f?o§ APR 2305,‘

perf or famgEssgasons. Once initialized, the VFCS in-menopyrfishfsB¥st em
contains a root node and the volune nodes in the first two layers of the
file systemtree. The third and deeper level of the file systemtree
contains files and directories, and these objects are popul ated
dynamcally. If a file or a directory netadata is not in cache when an end
user requests the file system object70+the VFCS nust read the netadata from
the storage-and create an inode for the in-nmenory file systemand its
associ ated VNODE. Once an inode and VNCDE is created, VFCS may check the

Bl ock | ndex;iAf7RbnoRGeSENG: i RERPAEE del-BRHRA! foPGRlfRImat@ Rakgial DS to

i mport the non-resident data bl ocks. VFCS continues to build the in-nenory
file syst &mc€auhelizhd; tregVF(GR intmemoryie s¥sidre somtams acoetsseld.antbiien an

Application Server accessgs a specifi file, for exanple,, ./expprt

1ol |/ di r VPGSR therdrsyRes lasery, gf the bl $¥°HaR e TG HEEE 20%oks up
filenane | N . Con YN o soci at ed

i node in ?ﬁeéie?ge‘;r%r?gp@lgﬁ@g&%?t ﬁe‘érf?{))lséltn' eﬁ{gorrespon&n%gdm%dr@g?éand obt ai ns
the |ist objebisaal pophlased dynabliealfyi [£a fA¢ of hedismnmrytmeradath ienMHES  Ser ver

| ssues a "prepare" request packet to_a DS via the DSC Load Bal apncer. After
the DS dof#fhgamien #ecpd gsesteaeests the fe systemsobiettotesYFhe gt tfashs as

bl ocks, u e i Bl_ dex . t:he {1 reflect the
arrival o&%fﬁlg&rq%\% ggf[g%ﬁﬁ gttgg%,e Jf’[%éricé%a@s( 1@@8?’ 05r e/ﬂggn%)ﬂ&{)ﬁ@shhe nmet adat a
. fil es andsysesnantz8Sadsbeiated OCKODE. € (Qiice s@ninotld ahd VISODRgecrEsdem the VFCS
~gerver reads, assenbles, and nultipl exes the data bl ocks and sends the data

to the r¥§GSsmryghegptheddiorl Mndsaryary amheanda-(yepiiey &quseraskes read- ahead
chi ng E{q%f%’l??%??% eré%h%kl\’\c%[rde&iﬁ%}t(d%% ]:)‘I: ) to inprove performance. 25

. VFCS ccess ocedureé Figure 17A shows a routine 1700

of the VFCS 47¢rameéaitines to Beild i mometbiyFle sibtetd CRcHesdeRfy 1A02- 1719) .
When an Application Server or an end user client requests access to a file

syst em obfimetwheyHilss aroaccesssd. WieaciosApplication iServe acosses aspepificand it s
gsc_sl_;)(L:Jng[;a | ;ggree}za%plg,hﬁ:xfp&l't(a/vgﬁ}d?.;[lfﬁfg_t\x/é\%e%,/ %5335‘&3 7§'erger533'16"v|:%§m2g005
the request looks up filename in the filename cache, creates a VFCS_VNODE
15 and the associated inode in the in-memory file system for the comresponding
file, and obtains the list of block files for the file. At the same time, the VFCS
Server issues a “prepare” request packet to a DS via the DSC Load Balancer.
_ After the DS downloads the requested file portions, stores the portions as
) blocks, updates the associated Block Index Armay of the file to reflect the
- .20 arrival of the new data blocks, it signals VFCS or VFCS polls the metadata
| files and recognizes the blocks are present in the Storage System; the VFCS
Server reads, assembles, and multiplexes the data blocks and sends the data to
the requesting Application Server. Each VFCS Server performs read-ahead

caching or direct packet forwarding (spoofing) to improve performance.
25 c.  VFCSFileS ystem Object Access Procedure

Figure 17A shows a routine 1700 of the VFCS 470 operations
performed during run time (steps 1702-1719). When an Application Server or
an end user client requests access to a file system object, VFCS 470 first
checks to see if the VFCS_VNODE and its associate inode for the file exist in



the VFCS in-nenmory File System (operation 1711). In other words, in25 APR 2005
oper ati on Wp1R/3583%e VFCS Server determ nes whet her a VFCS naderi&@i1827852

front end Vnode) exist for the file systemobject? If it does, the VFCS
server proceeds to step 1715, otherwise, it proceeds to step 1712. For a
file object, at 5 step- 1712 the VFCS examnes its file name cache to
determne if an entry for the file exists (i.e., does the Related file

obj ect netadata exist in the cache?). “Ft-no related file netadata exists,

or if the requested object is a volune or a directory, the VFCS Server
proceeds to operation 1713 and reads the neta file systemstructure and

t he associ at etienr¥Fa@3atanfemory. Filt Syktems Goperdtione 171 e I8 Mh&Swerdsygn can

- free up sone nenor epovi ng unused or |east frequentl used i nodes

(e mamor v T igerainn LT GR8 VEtee o6k coiromings asther 1 MRS Bpdatas. fhe VFCS
caches the r f | Rt a av I nf or mati on
into the Fil ?&Ngerfcgdcglléﬁdﬁ é?\l{é?faﬁg% ‘gfeoséfg@ sgﬁ%gtgpgfgﬁ%gﬁﬁ‘?ﬁis $Eofver, if
rel ated fil e preteedataseprigasiyothersbdes tiplode@s fd dtep Nae EachBlel dbjcet,aR 15

1712, the VFCS Sgrver proceeds imedi ately to operation 1714, Wwhere it
creates the VEBSI132 desVEES pxamings i fije namdsachmnita drsetmionif anehtiyNODE f or

the file. If bj kS I VECS caches. t.h |l e.ohject t i1 e Name
cache. Aft ertﬁ%tg?ézgﬁg '{ﬁi gl;c"?%gg% %ﬁlﬁggﬁ%&gj%F P’@gﬁ% ?%Stdbéﬁﬁfﬁcgﬁg)l?l& I'n
operation 17IBnotrblatedffe fetadai@xyes, okNEHeSTeqBefEE obfect f3€a WERMRSLEH 20

object is a volume or a directory, if so, control proceeds to 1717. If the

- request ed objd@ettors the MHGS Serverf proededs tabparkion 171 hendreadethamyetbfibcks f or
the request .le i he .Pr.e- Fet ¢ transie Bl ock Cache. If there are
" no such bl oggséﬁltﬁgd%ngeﬁ\?eﬁss%?%g‘iéﬂ%ﬁ%a %éﬁ'aﬂtoﬁ’elsi%%ert@ it reads
bl 0¢Bs  assoVRESeVed dhntfRe UpaduRsheslofy berehdd¥nd sl 8F icaft Bg%&{y’ﬂ‘ge
0

System sends a 25 "prepare" request pacKet to the Station's

repopul at e t Beedinedes (in-hé¢meRrysiile pystem) aud front-and ahedat, Porca fikesbjgntpceeds to
operation 1717. ver re one or

P e i n the e VIR 1athes i olied fl yPhen \Wbiast SOFSputon 66 S0MES e oct |y 1 0
oper 1.7, eSS4 0 MENEFERAR 40 Moy AR WSS, L1
to | ocate thHowaver, il midted filAEadR53beady cxishdR B8 FFle NG Ua6N ih 25
15 1712, the VFCS Server proceeds immediately to operation 1714, where it
creates the VFCS file system in-memory inode and the front end VNODE for
the file. If an object is a file, VFCS caches the file object to File Name cache.
After doing this, the VFCS proceeds directly to operation 1715.
,} ‘ " In operation 1715, the VFCS File Server checks to see if the requested
20 object is a volume or a directory, if so, control proceeds to 1717. If the
requested object is a file, it further checks if there are any blocks for the
requested file .in the Pre-Fetch (transient) Block Cache. If there are no such
. blocks, the VFCS Server prbceeds to operation 17166 where it reads blocks
associated with the requested file from the Station’s Storage System, sends a
25 “prepare” request packet to the Station’s DSC to repopulate the missing
blocks, performs a read ahead, and then proceeds to operation 1717. However,
if there are one or more blocks for the requested file in the Pre-Fetched Blocks
Cache, the VFCS Server proceeds directly to operation 1717 from 1715.
‘When VFCS performs read from the storage, it applies the algorithm described

30 with respect to step 1466 in Figure 14B to locate the data blocks.



-72 20 25 30 Further, in operation 1717, the VFCS Server gathers ngeA\p%I?%
enb :

or diregbahMsifeformation, or if the requested data is a fj | S
and nultipl e>°<es the data bl ocks, and in step 1719 forwar ollséﬁﬂ%dl%‘éc Dages to

the Application Server or end user client. VFCS may performread-ahead
caching to inprove performance. Furthernore, the VFCS Server can perform
direct packet forwardi ng or packet spoofing to ship data directly from
back-end storage to front-end applieaggi-on without buffer copying. The
nunber of pre-fetched bl ocks a VFCS caches depends on the |local nenory
availability in the VFCS Server. The third and deeper level of directories

and file of the fps; Ll e runed,and..t he .Pre- fetched
Bl ocks Cache mayFEré %rus)égg}a\kﬁgﬁlﬁngh@e%@f ﬁ vieﬁg'qaﬁhSW. ﬂleD‘é?J%W&i?{g on
menory avaidisdetdryt infortnaioS of ey theGBGueatedONRth &k a Fle PR dds@hbles indof file

systemdirectories. Wth limted nenory, it caches the file netadata for
only the noButipiesgsdhe [dptaqgblesks eadfin sep AP tformyardp et packebes wathee

"ol oative APREHGR Scr o R ot P L IRGH R FIorE g @6HOE anpl ¢, 1o

sugport X noiigkow pa@biiies.diFupGERAGERS the YWPESDSveOfan! hé RéLtZ nunber
of concurrent users, each with N nunber of pre-fetched " bl ocks for best

possi bl e p@rekstignvardies WraBckss spoofingutoeshipi data alimethy fyom siazk-eudi ng t he
VRCS Runt i S e e SO BB PR R rod for sach
A Rt v e N R T pavie
request, VEESwringilebildpphythe WEFCEySafvers erfliec thirdbahd aleeperaizver dfng to a
g T O A NI NG R

fetched Blocks Cache may be flushed when memory is running low.

Depending on memory availability, a VFCS may cache a complete or partial

set of file system directories. With limited mcﬁoq, it caches the file metadata

for only the most frequently accessed files and then updates the cache regularly

15 based on the recent usage information. This is the VFCS “selective and
dynamic caching” of the global file system.

For example, to support X number of volumes/directories, Y number

of files, and Z number of concurrent users, each with N number of pre-fetched

. } blocks for best possible performance, a VFCS is configured with a memory
20 size using the following equation:
Memory Size in Mbytes =

© VFCS OS Memory Requirement +
VFCS Runtime Memory Requirement +
X*(Memory Required for each volume/directory Cache) +
- 25 Y*(Memory Required for each File Name Cache) +
(I+ X + Y) * (Size of VNODE tree) + Z* N * (Block Size).

While serving a request, VFCS can also apply quality of service
policies according to a set of configured parameters. Figure 17B shows a

30 ~ routine 1720 for applying policies about quality of service based on the user



-73 '2 5 APR 2005 PCT/USO /12785 and object systemtype in accord%ﬁegmtm%

an enbodi NWRX028p33%e present invention (steps 1720-1722). ' e,
routine 1720 can be carried out in steps 1702 and 1706 des???gggﬁgggge.
Routine 1720 illustrates that while a request is received and served, or
when non-resident data blocks is to be inported from ot her nodes, VFCS may
retrieve configured quality of service golicies (step 1720). For exanple, a
policy may states that a particular usef3dgroup be given high priority to
network resources and therefore better quality of service. The paraneters
may include wusers, file systemobject, file type, region, content owner,

etc. Wien a predi olyjecti systedenypd i decad MeSvitBYar eaBHNEndHe LIOfE fresyst or age
resources fram st.ora(ge devi ces, network switches, routers, and other
servers (stepgt{ePion (8igps VA1 KRR, Fesimstagoe aonting s cambie lcesiedoua in/FCS 1800

according tog §17§j{%9‘¥1' : resent invention. In SCDN network 100,
files exist i %ﬁt he gﬁ%ﬁs%n%én@gbéﬁﬁ | block files of configurable size
stored in multipl emmwgeoinlmbee@&hataﬁméih&&fife%%%&e%%éﬂzﬂ&?%a S{iSt in

t he f.orm of gﬁ,tadata file and neta file systemstructure i n the’storage of

al| Phe nodedheypenTesidentidgtablogkssisitabe pmpasted from sthennodesy VECSithaey syst em
servers a file

gat eway t hat _nroyi ser. clients or. applicatjo

system i nt erffg%gé%: g@ﬁ%\lﬁ@é‘ﬁaﬁdeﬁgcf)PBE“B’EQI(??P?’(?% e HeEse@mpls, n bel ow
mai nly descr pbiisy mbestifes thainl prgalatisens i 0 S | 1) to
present a global file system 2) to 'ass%%?EE%T%lga&#’??ég‘{qqﬁw%% tinme
upon request EdoWFesnglsl therforsrbeter qealty of saviceh afhet preamepp inaginchieser ver s
think that fj ' erformed on.a single big file; and 3) to allow
modi fi cat | Oni’*!tegs’ %‘.}?? SES’/ t°@¥ﬁ°fy@8&&%-f?%°wgb€€t awaer. gt Whentapolipy

di s10i but i onisQéleritified U AEHCE may Féserd M6 AN AR st ¥l B L8 oBfee? fd) o?aé%t em
gateway provides an. NFS and CIFS front end to 1S user clients d uses an

under | yi ng feavicesynetemkowitchss, peutesnand dthecanvdie (steeiEIP)as a file system
overlay. The underlying file systemnmay be a local file system which may

be built upon a direct attﬁj&%d torage or a fiber channel storage area
network WO 02/ 35359 - 7% Modules -

Figure 18 shows modules in a VFCS 1800 according to one

embodiment of the present invention. In SCDN network 100, files exist in the

i5 form of many small block files of configurable size stored in multiple storage
devices, and directories and volumes exist in the form of metadata file and

meta file system structure in the storage of all the nodes. VFCS 1800 is a

) special proxy file server or a file system gateway that provides end user clients
| or application servers a file system interface in both NES and CIFS protocols,
20 The description below mainly describes the NFS implementations. VFCS
1800 tasks include 1) to present a global file system; 2) to assemble “block

files” in real time upon requested by application servers, such that the

application servers think that file I/O is performed on.a single big file; and 3)

to allow modification to file system objects, fo manage and initiate the

25 distribution of the updates. VFCS 1800 can be viewed as a file system
gateway provides an. NFS and CIFS front end to its user clients and uses an

underlying file system on its backend. It can be viewed as a file system

overlay. The underlying file system may be a local file system, which may be

built upon a direct attached storage or a fiber channel storage area network



2 5 APR 2005 PCTI US01/ 42785 devices, or it may a network attached &fHod&8e2005
(NAS). kol se when the wunderlying file systemis'a 5‘3@ Scllent '
is used on t ackend to support a VFCS 1800. In which case, > 1800

has to " unt the wunderlying file system 5 To begin using NFS via VFCS,

an application server machine or an end user machine wth NFS client nust

be attached to the global file systemof a VFCS over a network to access

and nodify the file system object therpaigh the VFCS. To attach to the VFCS
file system an NFS client needs to obtain the file handle for the root of
the exported file systembefore any file system 10 objects within the file

S22 &M o R cBES RSt STRATh et FRHBR VS, 0% s JpRAIREY 01 P

NFS cl i ent tootaln |n|t|

directory wadetEfgdile syslenDikallvAs, sy NESCLMRGS tEE’éﬁ”Hndttégl?&keﬂdT% ements the
"mount” to provide_such interface to allow end user cli ents or application .
servers tosaprat @ MES d@ﬂOhahdlvelnclt riase, | ¥FES N1 $Q0 hao to Henounsuithe 15

function p | ar NAS storage devices. VFCS nountd 1820
i mpl errentsqlﬁ#er%?%ﬁxca S "nmount” protocol. It supports all the RPC

pregrans, nanel yro bbiihRiZie NEECQRTVRESNG afifihitn SMENhachiREGNE: DUMP, and
RPCIWNT_UMNTALL. At boot time, the VFCSd 1 nmounts the backend underl yi ng

file 20 syed esar mavhine Wﬂbﬁiﬁsﬁadletnhmmbaattached sytht ghntsl filectysteen ahd t he
bl ock stora irectori e For exa end/ net gpat

/ backend/ b'f‘g‘gﬁﬁﬁd P‘é%f/af}et‘”" OACET 2B &&?Fﬁyl %ﬁ]}/SYS‘éPcOng%égwuat Fféect ori es
eﬁm ai n t hgrert i 16 aht@lo G8NWRNOS filk SRASH! R0 lobfafd tHeS

-chunki ng Layer (FCL) 1810 to |l oad the taN?:l | e system structure and
-vol une et ltabandi¢ [fer the rertesft thegexported -fite mystym2befbid eny fidt amstd®d0 a tree

ClaIo%eS: o RaRuBRSt e t@«%@tagtgtagc%y“ SR e tker 1. 1
e o AR ST BT S ik ARl S L R
demand. W@ooR/ dibedbéy- ©d dtcéssABRnefMink file systcm. VFCS mountd 1820
implements the “mount” to provide such interface to allow end user clients or
_ application servers to obtain the root handle, this is similar to the “mount”

15 function provided by regular NAS storage devices. VFCS mountd 1820
implements the standard NFS “mount” protocol. It supports all the RPC
programs, naroely, NULI..PROC, RPCMNT_MOUNT, RPCMNT_UMOUNT,

N RPCMINT_DUMP, and RPCMNT_UMNTALL.
-. ) At boot time, the VFCSd 1805 mounts the backend underlying file

20 - system, which includes the meta file system structure and the block storage
directories. For example: /backend/metapath/, /backend/blockiiles/1/,
/backcndfblockﬁlelel, etc. These directories contain the entire local content
repository, VFCSd 1805 first uses Chunking Layer (FCL) 1810 to Ioad the

 meta file system structure and volume metadata file for creating an in-memory

25 file system 1840 a free of inodes, to support its global file system presentation.

It may also loads the directory and file metadata depending on memory
availability. In the situation where memory is not sufficient, only the volume
‘level is loaded in the memory, the directory and file inodes may be created on

demand.
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I nitiates wodsesd end VFS kernel interface 1830, and then %1‘/91?%1?42 g5
VFCS VNCDE tree structure. The VFCS VNODE tree represents the g oba-f file

system presentation and is supported by the in-nmenory file system 1840.
The in 5 nmenory file system 1840 caches Bl ock Index Array of each file to
enable the mapping of the original file presented through the VFCS .
interface to the block files in the badkend file system The nenory of a
VFCS may not be sufficient for the entire file system VNODE be created,
the VFCS_VNODE may be a sub-tree of the entire global file system where

the each VNODE forOacd ithe id-@nemiisil oile Ok BAL is%aéﬁ,e?%g%@g%@gﬂﬁggygheVF@d

1805 also loads partial file nefadata inits fi nost
popul ar cont efient epdeVEYNGDEe] interface 4830, andathian \ANDBE aUVIFCS | YNOBE gired a

gl obal unique,lD as its h : root (exported directory) node is :
assigned wt FUECMES g @b%ggﬂ&ﬁaﬁﬁag?—ﬁméc IRERSFES they gl%"’lahr@é, SYft¢mact ori es,
and, files angeqasitisfeshdMs bufpdak uém'hg f- 0 R4 tﬁ%aké‘- Since
data is physipgally stored on I{pﬁe ‘ga keng fdﬁ%gagsé%t %E"g’gég‘é%y

devi des, i n- reemery filc|systoys 1840 a@hes BiockIpger Aedy o ebdtefildmcdbi MES ker nel

i nterface nodul e.185,‘(£))t_to si,lﬁﬁte areal file system The backend VFS
kernel i nt er PAERIUERhS & PEseHeh froRaly the| VEGS irteriacs tedhe bleck

under | ying fifi& & i %p R m. i acl udi ng
| ocal 20 file s;s%tg%ns%kg\g?fg?sany hglh\%ogeé%?ﬁggsxﬁgée%%ﬁgﬁe%%cﬁ or NFS.
Renote Cl FSfemtie NaSrs éily aysemaViNDDR be esael, the MFOI_WANGDE rRyHe £ FS

ct'ient 1880 atgd NF%tgl ient 1890, The backend file system contains the
actual data SS%fERR ?Iﬁé‘é@@‘f@@f%smdwﬁ!%%ém MNQDE forpvfile pr ocess,

VF d | wh . h d
i reStory (astaeh SRy ey B tRlnd, RCST TR Joo B BBk e 1o 1o

be used for. shmleguiarnits fild hems yadhefotReqRedt oS coBhC hwihes | videDY r ect ory
file access, creation, and deletion. The main

(getattr, readdir, etc.) and
r esponsi bi | | ISFTeatedseeeh WDE unigia @ssigneda glabalgeiquedDeasdtsisadle: | Trent's by
3\;1; gg?ggggg' f@ék%&g?%gﬁﬂ%@i 'ng&—;[ i as%x%ngg %H‘lag d‘hgl% t?o\él%{i" Slggdlg.o thehandl e
handles for volumes, directories, and files are assigned with their unique ID
i5 from their metadata. Since data is physically stored on the backend file
system, possibly NAS devices, in-memory file system 1840 is supported by the
backend VFS kernel interface module 1850 to simulate a real file system. The
backend VFS kernel interface 1850 provides a standard kernel interface to the
J , underlying file system, which may be any type.of file system including local
20 file system’ 1885, or any network file systems such as CIES or NFS. Remote
| CIES and NFS servers can be accessed respectively through CIFS client 1880
and NFS client 1890. The backend file system contains the actual data — block
files,
Once the VFCSd 1805 completes its boot process, VFCS mountd 1820
25 obtains the global “hard” handle to the exported root directory (a root path
~ name) of the in-memory file system. The handle is to be used for subsequent
file system J/O operations, which include directory (getattr, readdir, etc.) and
file access, creation, and deletion. The main responsibility of VFCS mountd

1820 is to manage its end user clients by authenticating the end user clients

30 and handing over the root handle.



PCTI'US01/ 42785 At run time, when a VFCSd 1805 receives a file sys?énAPR ggqﬁ

requestwatdmsssssequest is first authenticated before forwagdifg,l.87451- menor
file system 1840 via the front end VFS 1830. The request nargg%e creati ng a

new file system object, or deleting or nodifying or accessing an existing
file systemobject. 5 For the creation of newfile system object, an node
Is added to the in-nmenory file system 1840 and an associ ated front end
VFCS VNODE is al so created, the net-aftfata and data bl ocks are saved into
the storage and then replicated to the SCDN via a DS.. For the requests
that nodify a file system object, the corresponding node and front end

VNODE di f idedunt ' : . )
are nodi dun ﬁlﬁe,&ﬁﬁ&PbWS&QSﬂ?H@él?&é%‘Sa i}Ebesglrsg%ﬁ g%({degtgaﬂfeés o

structure and data bl ocks in the storage may up d, and the
new i nf or nEAPST 1% Srst@ptiienticaied btfocufyirwarddfs tFormehery fil Skiean1 o fil e

syst em obj ggt he V L= ry nmode, netadata, and _data bl ocks may
be rermved?i%atﬁﬁ% #Oﬁlg e&%&h&%”ﬁ% uESbERaY Po Heatings2 ngv FISSYSISDN via a
DS. For aceliecti Bg daletinkorSusdi ' e ) h&%i | ocate
t he associg[?ed VFCS__eVNg)Ig andﬁrmégsjrr %%E%Sﬁfen%aaﬁlpgg‘%q%ﬁg\g&%ﬂr}eo 6§ch. directory
i nf or mat i oVer the cfeation of mewlijle systemtobjoes, dnfiaodaistaddb ek Seflinambéig St or age

devi ces. Ifgk:tshet VF%? Vlf}gDE' cannot be | ocated, VFCSd 1805 reads the neta
file system SPEE {74 2o o @5s9stated FentuwndeVECS, VNSIPEJs also dredted, the fil e

nane cachahe kit ARl Gite data s Wi SavelIfea WL A0AL A, B4 18 33206HAked obj ect

Is loaded into the nenory, e associ ate _ are
created aritie S&BMYopaizaD6. dBbrathe Seqedstyr that mddifyr £GULSIstdra dbct,fthke obj ect,
and if sone_portions. of the file are not |ocal, the backend VFS 1830

i ssues FDPCURRGRLMS: if CD@C‘{J dront (s (VNQREp pesc kepdifivde thEGBséaigtad end. VFS

1830 al waygetddasd Ik L.cat i fro e, 25 ] ac DS, DS notifies VFCS
1800 of tﬁzﬁ arri’\%glg ‘%%agﬁtfls é%&f%%§¥§-s g]réag%jbm.m%éﬁ?r%ﬁ’? BAY user

accesses alsbitieeypdateat, and tirendvh ifotatidieisi BplERRY thrdidhea PEStEIPthEOr in the
name cach%, f.ront end VFS 1830 verifies with the neta file system
st r uct ur e APkEem of fde Risier nbincasy éhe) ¥NQPIOE, t-meniony irwdef idetadatat afidbund”  err or .

por 1 or . ¥ a8 eHE AT E Kbl an rC oL is BRI eFE Bhtket Vo
02/35359 SCDN via a DS. For accessing a file system object, the VFCSd 1805 tries to
i5 locate the associated VFCS_VNODE and returns the appropriate volume or
directory information, or for file object retumns the data blocks from the storage
devices. If the VFCS_VNODE cannot be located, VECSd 1805 reads the meta
_7 file system structure to validate the object, if object is file, the file name cache
_ } is searched. Othcrwisc, the metadata of the associated object is loaded into the
20 memory, and the associated inode and VFCS__VNODE are created and
] appropriate data is returned. ¥ request is for file object, and if some portions
of the file are not local, the backend VFS 1830 issues FDP “prepare” to DS to
mmport the blocks.
The VFCS front end VFS 1830 always listens to notifications from the
25 local DS, DS notifies VECS 1800 of the arrival of any new file system objects.
When an end user accesses a file that is neither in the in-memory file system
nor in the name cache, front end VES 1830 verifies with the meta file system
structure in the backend storage before returning a “file not found” error.
For performance enhancement while reading file object, VFCS 1800
30 | either performs read-ahead caching or direct packet forwarding (IP packet
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back-end S¥80%§B520 front-end application wthout buffer cepyiudisiis
redirector, a conponent within the IP stack 1860, perforns direct packet
forwarding. In one aspect of the invention, the system inplenents a direct
packet forwarding (IP spoofing) of read data. |P packet spoofing or direct
packet forwarding can only be perforned if the backend storage devices are
NAS. In the case when backend storage i¥ not NAS, perfornance of read
request is inproved by sharing kernel nenory buffers wth storage device
drivers, where a ML3UF director 1870 is responsible for shipping nbuf data
to the end uspedfing)@o Bhipudaea dResthofdmabdck@nddi@gsay &80 mf %@H’caﬁ&p‘)di ment
of the read r. uegt process carried out by VFCS 1800 according to the
present inve|’1"fl$ehgl'\t Wi npyingn AP mpdpctor 1§ eontponntawithinative 1B GGackl 1860y ef er s t o

the operatio L] Ler W th respect. to Fi.gure 17A. In step 1904,

VFCSd 1805 Pgﬁ%ﬁ@%?ﬁﬁt@ﬁé‘l&%@%’ udB RS At ?’gﬁhcdﬁv%lﬁflr thesyssTser ver .

I n this nmodulmplembntsradired it FohB3QAi isBotiBof rbad Qat%]}’sﬁﬁg&c@flo check
[ It t

for tshe associ ated npde and inode and their name cache. request ed

file’node i sSRRSENSQFcHEst prekaitfosmerdimscansely dredpérformeninifytht i Baekandst em 1840
In the nmenory and_issue a

nodul es cre es VI and i node

" prepare" Fﬁssmgéﬁ%g%ggt%gt )e(s1 odateEse Juher, ParkgRd st ags iFr@rbNAS | e
syst em nodul gerfdidRnceBE rédd foRest HaGkRRsved BAhABIUETh Faf.ed

t hrough the corresponding i{?gde t hat prc?vi%zs i gforrregt]?%ﬁm?%pﬁt e data
ma%pi ng (st efith stmage devies deverss whdreop dBUFatirecor 1830dk aesponsibhefdrackend
VF

nodul e. . read request is handled by the VFCS backend VFS

1850 and thes-ﬁﬁ:g)flpréﬁllﬁﬁga%??(gfle@gﬁéﬁsr ector 1860 and 25 1870 nodul es. After
VFQR 1805 recei VEguR IEatbwLAUSH dhEQAR ' ?8[} r.in step
1904, the read req%lél?t is finally mappedl?tg)t% ot(l::!%% [ é‘g%%#getmragsi de on
back-end st graigst progksserieith uVCYPISS] $ddadcerdi@Bth thgepiesent ehvep@ieliend read
request is fgorwar the VFCS backend VES nodule 1850 (step 1910). In

t he backend (%E%s rlrg@g'llégq)%&hlﬁ %“b;&&"ﬁﬂ 90, s asters $o ¢he rperasions processed
(step 1920) deddribbhiCedbkaft] REN:RYS KGN CPA VR108L39989, vECSd 1805

receives an NFS read request 2600 from an application server. In this module,

15 front end VFS 1830 and in-memory file system 1840 check for the associated
vnode and inode and their name cache. If the requested file node is not
cached, front end VFS 1830 and in-memory file system 1840 modules create

o the necessary VNODE and inode in the mcmorjr and issue a “prepare” FDP
) command to the local DS. E

20 Through the in-memory file system module 1840, one or more backend
read requests are generated through the corresponding inode that provides
information for the data mapping (step 1910). A backend read operation is

 handled by the backend VFS module. The backend read request is handled by

the VECS backend VFS 1850 and the kemel network I/O Redirector 1860 and

25 1870 modules. After VFCSd 1805 receives a read request fromr the
application server in step 1904, the read request is finally mapped into block

files that reside on back-end storage devices. The VECS VFS module 1830

generated backend read rcquést i1s forwarded to the VEFCS backend VFS

module 1850 (step 1910). In the backend VES module 1850, the backend

30 request is queued and processed (step 1920). If the backend storage devices
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gi ven pamnayel/®sse is built and sent to the back-end file seg¥gfsol/$3i8P
1920). When data arrived, in the case of NAS backend, VFCS 1800 has the
option to performdirect packet return on the IP |level (step 1930). If

di rect packet forwarding is to be perfornmed (step 1950), 5 the VFCS IP

redi rector 1860 perforns | P spoofing and forwardi ng functions by repl acing
the destination IP and source IP in th& packet header in such a way that
the application server thinks that the NFS read is replied from VFCSd

1805. VFCS backend VFS nodule is notified by the IP redirector when data is
forwarded. hfe XAS AT ' | %\l@ﬁ | P 10
spoofing is turneaﬁg?ﬁ thg ﬂt?gg%%e%ég%n%%grpﬁa@%a%ll ec lgﬁ%%gata in
ker nel nmenotoythpbktleesd filt serve (gtep i®2D)uf Waen clapyirrige d)6h Gicccdse OMNIAR Ng

menory-buffer to,t S (step 1940). Kernel nenory buffers are shipped by
MBUF di rect@?CkﬁB%u{)Ecgé@phFﬁ Haeteh i peferm died PeRkY reEsAB theplB t s queue

after reque [ vy 3 e ad
Bal ancequh?,gll gfs e?ﬁdgégpggﬁﬁ(%gl%&ﬁgégér_}%gd}-ﬁ%%gipgﬁﬁﬁ%g&%pé?ﬂd on the
Di siri buti otheSErUSTPGeditaor 236D pérfbinguIre spodfingdild ek h@ihSameasnd uster -

420A of Fi gl%Jre A, and VFCS cluster 600 of Figure 6. By exporting the sane
handl e for ihécpi%ﬁ\%:" the destipatienl grd souredh nthe \mRgS;t hgaderoinpsush a/FCSs 20

470<1...L> I . user. cli.e tr rently,
see Fi gure&?ﬁ%gﬁﬁgg@%f%ﬁ%ﬁ%%agpﬁ%' lﬁﬁ?hgghoﬁ end user
request si n8d5i tVFES dackend VEmotiirlesis aiafiedbphica®tre Miadtehrommsh @ity isVFCS does.

“Fherefore, a VFCS can be clustered to | oad bal ance and provides
acti ve- act ifoevarfed.| Isibe qase vdisar bankeyd file systemcisseotWNAS ar Whes I8l uster is

i di : o it ] bl e of performng in-sessi
Pl over, "PRo SCTaRRRRE, e Sat R SUER B AR cQlioa i s
capabl e of kerli @RGP EBulfees SVE orfifti buedbaffer %obgﬁd BAfoRNGBRwdRERYl des three

functions: Server Request Distribution, Server Redundancy, and Support for
Load Bal anéegmeyihufarde thempssr (stes 19480 r@sl 38@mofdbuffers are shipped by

MBUF director module 1870. The backend VES module 1850 cleans up its

queue after requests are carried out (step 1950).

15 e. VFCS Cluster Load Balancer

The cluster load balancer described herein can be applied on the
Distribution Server Cluster 410 of Figure 4A, Application Server Cluster
4204 of Figure 4A, and VECS cluster 600 of Figure 6. By exporting the same

,\%/

handle for the same file system object from any VFCS, a group of VECSs
20 ~ 470<1...L> can be clustered to support an end user client transparently, see
Figure 6. When a VECS failed, the other VECS can satisfy the end user
request since it recognizes the file system object handle as any VFCS does.
Therefore, a VECS can be clustered to load balance and provides active-active
fail-over transparently. In the case when a VFCS cluster is providing NFS
25 UDP support, it is capable of performing in-session fail-over, in the case of
CIFS or NFS TCP support, a VECS cluster is capable of providing per session
- fail-over. | |
A Load Balancer provides three functions: Server Request Distribution,
* Server Redundancy, and support for Load Balancer Fail-over. The first
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di stributiwp g@hsisobound requests anong a set of servers. Egdyg&hMSTss
receives only a partial share of the total requests. Figure 20 shows a

Load Bal ancer and two servers (Server-1 and Server-2) attached to a
network segnent. The arrows represent an inbound 5 stream of server
requests. |If the two servers each receive approximtely half of the
requests, then the incom ng server |oad7Ps "bal anced" between them The
second function, Server Redundancy, is the ability to shield clients from
server failures. The Load Bal ancer detects server failures by performng

i odi h ; : il he Load
Bl ancer 10 1BTATF| ol Re L eRr eyl KR BABUAY of Sailleplld 1O

Bal ancer contdmamgsa speof savershBadli berebreksivenohldi 4 partiabsivee 2fttiee dedlect when
t hey have recovered._In Figure 21, Server-1 has failed as _indicated by
shadi ng, and &fyeskse igses?QsBovo@ Lard Bajasgereand swe srgmn dferveshendi ng

g, _and ™ o2 ; 9
Cond Bal ancer Fectsth RetBl bl BBRAK seebn. HE8CuRUCREREsehoh ofiih, "oy

casess when tsreamagdeRel adtiestsf HitheStwPser @t BAMN téceil® agbrBRIranteshalfay
imedi ately takeover and continue bal ancing i ncomn requests w thout any
client disruph¢ suests they theinzeming serper load ys Thpdanced] betoveen thers. Al ed, and

t he Secondar Bal. ancer. h taken over. .E ests ntinge to be

di'str buteq. S5na RO EE vl ReahRia ot Bl il GGt Bl

Return: ServgailiteflUERé 1ldag8t BalRhder Cditdchs SSRBOTAiRAed By perforiby pEiédp and TCP
-protocols. UDP is a datagramoriented protocol. dients sencf’requests to a

server usi nghemth gheckgren aech otreere Wheh adeteeg riam fadded, the d.andeBalenpgest . TCP
IS connectiop-.afient ed otocol. Clients open, a,TCR.connection to a

ser v 25 afdSERACES ERRlotoe R SSvR- L LOgh HAECEh ORI 1
cases, the chbgbdic healt eRecks DRMHTEd LpvdrdH &@EWH&nQMcﬁHQJ&%éb%& the UDP
dat agram or TCP connection to the server's I P networkK address. The Load
Bal ancer is &iguit gy Seiven-1 hasfailpd @ aldidaRdoldstmding, kubakh reamiests i nawial " | P

address, that,.clients believe to be a server., dients address thejr UDP 1 5
APR 2005 V\()dt§§}Ll & Beerring ﬁ&@?lggg_sg@fer. The third ftunct?on s support for

Load Balancer Fail-over. The Load Balancer is sufficiently stateless in
15 operation such that, in most cases, when the Load Balancer fails, a secondary
Load Balancer can immediately takeover and continue balancing incoming
requests without any client disruption. In figure 22, the primary Load Balancer
has failed, and the Secondary Load Balancer has taken over. Requests continue

_ } - to be distributed among the servers.
20 A IP Forwarding and Direct Server Return:

Server Request Distribution is supported for the TCP/IP UDP and TCP
protocols. UDP is a datagram-oriented protocol. Clients send requests to a
server using UDP datagrams, where each datagram contains one request. TCP
is a connection-oriented protocol. Clients open a TCP connection to a server

25 and send a series of requests over the connection.

In both cases, the client zeaches a server on the network by addressing -
the UDP datagram or TCP connection to the server’s IP network address. The |
Load Balancer is configured with a special IP address, known as a “virtual” IP
address, that clients believe to be a server. Clients address their UDP



20 25 datagrams or TCP connections to the Load Bal ancer's virtual IIE;‘)5 APR 2005
addr esswdltuzsszsgoad Bal ancer then forwards these UDP dat agpaimisoirszhsP
connections to one of the actual servers. Forwarding occurs at the IP

packet |evel. TCP/IP uses the ARP protocol to resolve IP network addresses

to physical network hardware addresses. On the | ast hop, or network

segnent, of delivery, this resolves tgQ the netwrk hardware address of the
destination |IP address. Every |IP pack@@‘ contains a destination |IP address,
and those packets carrying client UDP datagrans or TCP connections w |l be
addressed to the Load Bal ancer's virtual |P address. Wen the packet

arrives on detagrangced TAE sumnkctim@gnonhe Lohd Balddcerydi@aBIT 8&GE4ETHE O t he

net wor k hard e. address .of the Load Bal ancer. To forward a packet to an
actual ser g‘é’\é\ﬁl 'Cflb'g‘ﬁnlﬁ%q“éﬂﬁg%ﬂle?“ey@?déatﬁwsGEEF&QODBWMSW eus on the

| ocal net WoF kheSRARNE M vesdonever, instead of using the destination IP
address of the packet In the ARP protocol resolution, the Load Bal ancer
uses the actual FoRvarditigesscnd, att fies B! paked ISRLVECP/PhasesARR ANOt 0cOl Wi | |
resolve this address to the network hardware address of the server, and
the packet PIP0l o resodvs, dH Bgtwoskt adssesses to ephymicah setporkt bemmares a

di fferent i i I r n_the address whjch s used in the ARP
resol uti ong&%{:ggsgéteorgg]esl %&%&gagﬁflﬁ%ﬁg%ae%gg D&dﬁvmﬁ%ﬁ‘é‘ﬁﬁ% 9p

addr esses, netd0r0 hrdwasdadDésslofl tHe dBRthative PehdEER. FRREY QPQ%acﬁQtd Server-2)
with P addresses of 10-0.0.2, and 10.0.0.3. The address 198.1.1.1 is

bei ng usedCQARh @ destinatian IPpaddigsssand tose ackets)wesymgaclienteUDP | P packet s
that are aglgy fop 98.1.1. 1...The sender q ho packets on the | ocal
net wor k segme%fﬁ,ﬁgpf)r e‘g(bélrrﬁ%%?nsé”lruotfﬁ ,EWdL?LgﬂfgélaP?ﬁssewﬁﬁgkets to the
Nt wor k- hallPdaditress. AVREESE phcked eriRA0oBRANRET nediitk Is?}%r%ct?.?l ggpr, 1n turn,
resends the packets on the |ocal hetwork segnent, un Ified, and uses an
actual serasdress resobyga te the eitwertkdzddwretdddrade of ihadiohd Bakddeess of t he
packet) to resolve to the etwor k hardware address of a server. In the

b forlind dpacketu0 S GeiE) s yodknerhulancenesondsiasy - 1 2 5

case of Figure
APR 2005 packet, unmodified, on the local network segment. However, instead of using

the destination TP address of the packet in the ARP protocol resolutioh, the
15 Load Balancer uses the actual IP. address of the selected server. The ARP
protocol will resolve this address to thé network hardware address of the
server, and the packet will be received by that server, even though it carries a
different destination IP address than the address which was used in the ARP
resolution. Figure 23 shows a Load Balancer with two configured IP addresses,
20 | 10.0.0.1 and 198.1.1.1, and two servers (Server-1 and Server—2) with IP

addresses of 10.0.0.2, and 10.0.0.3. The address 198.1.1.1 is being used as the

e

virtual IP address. Client requests arrive in IP packets that are addressed to
198.1.1.1. The sender of those packets on the local network segment, for
7 example, a router, would resolve those packets to the network hardware
25 address of the Load Balancer. The Load Balancer, in tumn, resends the packets
| on the local network segment, unmodified, and uses an actual server IP
address (instead of the destination address of the packet) to resolve to the
network hardware address of a SEI'VE‘J;. In the case of Figure 23, a packet is

forwarded to Server-1.
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recei vi ng wbezssasket can address return packets to the ori gtm,qtsgﬂ_;gfgbthe
request sinply by swapping the source and destination addresses contained
in the request packet. The response destination address will be the
client's I P address, and the 5 response source address will be the virtual
| P address. The return packets flow directly back to the client, and are
not received by the Load Bal ancer. This8is called "Direct Server Return".
Figure 24 shows the path of a request packet to Server-1 from Load

Bal ancer, and the path of a return packet from Server-i back to the
client. 10 g. RUN-HidRsCAMeTALkAD e fHHEMEE! AinbdifiBd thes9e: lf@tinbahancer
packet distribution flow diiagram 2500 according to an ermbodi neit of the
present i nvempatko o(aatzeiglseszfrm}rﬂwmels torthe antgmater of dmjrdqabsimmply(lqr sinply

"Load Bal ancer") .descri bed i n canbe lied.on. t Di stribution Server
Cl uster 410 51”3%? eﬂ%‘m%ﬁ‘b‘i S?,Sé‘f’?tbqp‘i g %F%’c“et?‘e&%‘ﬁskﬂac Kstgure 4A,

and VFCS cl usfgry, egg&sefd@u%ﬁ& SuarbQe wili OBl (RAIABGA b SaRRALT Y gt as one
or nore virtual servers. A virtual server Is represente a conbination
of |1 B addr essesgnnhdﬂalarmadmspmﬂtberthabﬂmalﬁ’ad/dreisua‘he setumepackets floey
configured as y port" instead of with a speC|f| ¢ port nunber.

Each virt uaI diggqt e?a‘ikstoc"!?ﬁﬁhﬁﬁtréﬁdﬁ’@ pRivecehyrd By thedpaad Bajpncep s fer s, and

each real rlﬁeq”gﬁ‘ I net wor k
interface to %e used&q o@c e?%gc e rggﬁg%geérﬁeg’g%ﬁggﬁ @%&f%%spgﬁeérk\g/tetro is
_O?]nh gur ed sSpaeal drymflosadsBaieterhaal the it ek 9. refupn pacicd fidi [$apkeetl recei ved
a network hardware _interface (step 2510), the Load Bal ancer scans its
virtual servBckdgdhe gligdtion for a match on 25 IF address and port nunber
(step 2512). If a match is found, then one of the real servers is selected,
eit?g round robin if ;ghe prﬁﬁrgq?, (step 2516), or via the server
hash function (or nodi i ed has unc ifT the protocol is TCP(step
2530). Once the real server is select ed, t he packet is forwarded on the
net wor k i nt er f aceFipmné 2§uis edcluster {dad babaices pasket disatishitioni fdgw tdigpra® addr ess
25 APR 2005 _WO 02/ 35359 PCT/ USOL/ 12785 - 82 configured for the real server

for Address ROAGETERE (7 3n SERImRPPL Mg Riseng invention (steps 2510-2540).

The cluster load balancer (or simply “Load Balancer) described herein can be

applied on the Distribution Server Cluster 410 of Figure 4A, Application
15 Server Cluster 420A of Figure 4A, and VFCS cluster 600 of Figure 6. The
Load Balancer is configured as one or more virtual servers. A virtual server is
] represented by a combination of IP address and UDP or TCP port number. A
} virtual server can be configured as “match any port” instead of with a specific
port number. Each virtual server is configured to have one or more real
20 servers, and each real server is configured with its IP address, and with the
network interface to be used to reach the real Servcr. Each virtual server is

configured separately for server health checks.
For each IP packet received on a network hardware interface (step
2510), the Load Balancer scans ifs virtual server configuration for a match on
25 IP address and port number (step 2512). If a match is found, then one 6f the
“real servers is selected, either round robin if the protocol is UDP (step 2516),
| or via the server hash function (or modified hash function) if the protocol is
TCP(étcp 2530). Once the real server is selected, the packet is forwarded on

the network interface configured for the real server, and uvsing the IP address
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25
address resolution (step 2526). If there are no real servers avail abl e%})or
f or war di M2 0%¥36P t he packet is rejected, with an | CVMP pr ot pcolusé por78s
unreachabl e" error packet sent back to the client. 5 For requests sent over
the UDP protocol, each request is carried in a UDP datagram which in turn
is carried in a single I P packet. Because the Load Balancer is designed to.
work with the NFS file server protocol_ of the VFCS, each individual
request is known to be independent of 81 ot her requests. Therefore, IP
packets carrying UDP datagrans are distributed in a sinple 10 round-robin
fashi on anong the servers (step 2516). For exanple, if there are three
servers, Secwrguisd BerthercalseresrdoSAdirss Resdlligon Baiv@l (ARM) hirdwaeei ve
every third cket. For requests sent over the TCP protocol, requests are

carried in ScEHR of§teP 3Peb)1 Pl dharetase o msAl r§IVRCP availabie foon dat a
cannot be istyi e rebip,. FiL.rs therenls no. diregt.
‘correl ati onﬁoggtgév@‘i’i F}B;npz;ﬁtl:i tgﬁf:ta%flﬁﬁtgw%n%c@@ Brz?lt‘?f,c’i af® ndi vi dual

request s- a weganhableffeyrob packet sdnt baclkk @Ge Blédrl pl e packets, and a packet may
contfain nore than one request. Furthernore, a TCP connection cannot be

shat ed bet ween sEPREQesy sentrgyey the B priteeplpeasbetequesT iecafied én aal |
kets f i ti. st be. dto.t
Cerver - 1 p pordst Bl VR AR if Gl 8 Rioel B U8 PRttt on ¢ he

source | P aBalnees iadesi Sfudr toewd &R viR the NISDEle Rive2arbtobaiCitethe VBi(GE these
remai n constant over the life of a TCP connection, and are present in every

| P packet <@gk Apdigduptmeguesh is knpwpalokbe Sndépentent TafPalt anthercteqoestsr e

di stri but edet 5 #4.he server o,select a server ta forward the
packet to, d?ﬁgcfg%u r%ep?%%g%ﬁ“é@%g |t§)gaquﬁa% E\Iﬁéﬁ?ag‘r‘tﬁé RESPRRIE as an
unl gned  3Zobid-rdbih E8ien AREng RRNsHak : rygrs. The
hashi ng al gori t?]mli S: S%nrvern$ nde§< = (g%g?ggiq Ig%ﬁggé% rsc?rﬁql% ort) /

Number of dhieg eservans,t Herverbufegvet-8p 288 MpxverTdethd Sarvdrihetilicreceivai nder of
the division w.ll .be a nunber ranging fromzero to one WD 02/35359 -83 12 5

APR 2005 S¢S% P&%kf‘_é's | ess than the number of servers. This is called
the "server hashkd-upgldssent 69%r the TCP protocol, requests are carried in TCP

connections. The IP packets camying TCP comnection data camnot be

15 distributed round robin. First, there is no direct correlation between IP packets

carrying TCP connection data, and individual requests—a request may be split

across multiple packets, and a packet may contain meore than one request.

Furthermore, a TCP connection cannot be shared between servers by simply

) forwarding packets. Therefore, all packets for a given TCP connection must be
20 forwarded to the samme server.

IP packets carrying TCP connections are distributed based on the

source IP address and source TCP port number of each packet. ‘Since these
' remain constant over the life of a TCP connection, and are present in every IP
packet carrying TCP data, all packets of the TCP connection are distributed to
25 the same server.

To select a server to forward the packet to, the source IP address is
added to the source TCP port, as an unsigned 32-bit integer, and then divided
by the number of servers. The hashing algorithm is: Server Index = (Source
IP Address + TCP Port) / Number of server in the group (step 2530). The

30 ~ arithmetic remainder of the division will be a number ranging from zero to one




exanple, if there are three servers, the result of the server hash lfzuﬁclﬁFBn?ﬁﬁﬁ

will alwayg gBsske 1, or 2. This result serves as a zero- based idndQxrss0
select a server. For exanple, 0 selects the first server,1l selects the

second server, and 2 selects 5 the third server. Note that the Load

Bal ancer does not need to keep any TCP connection state, or even any
know edge of currently open connections, as each arriving packet carries
the information used to distribute it e8Brectly. Since.the TCP port nunber
is incremented on a typical client for successive TCP connections,

mul tiple connections fromthe sane client will 10 statistically, over

time, be di stiLbLEdn YR BELERTs s SELURNTne Phis: HAR fhittoR B N0 port

nunber will cause the resu rver function to cycle
repeat edl y. Fean@ianiphitere are thies soress] 1 rpant ohthelrervenihhth festibs will a
cyclical series of results such as 0, 1, 2, 0, 1, 2 etc. Also,

] 0 1 1 J 2 3
since the soHiass prOabidiids JHHsIerHE FeMRTRS hrarpdasest PEFX HasEHt iR ehn,
connect | onS kG fRlo'se RIR oid HRRLSVED Qe ALAL Labhd 3t ¥ B ¥BIeBk
-unc S, f ey are he sanme TCP port

di fferent has I'on ‘resul even’i > uSi ng

nunbey, sincewhthiicd séVeRdMte $9atthe Lok Batlinbéed®@Rtnot hbed t keepnEnyedTCENPLs to
performa statistically balanced distribution of TCP connections across

the servers, comdectinar siiey Or exen tany| kovdedaeyob srmertBuopen spRRastiPRfSof

requests. 20 Wien a.server fai.ls, the Load Bal.ancer .di.stri . new '
requests to tHE™ FEHRE RIGkst catpicaie | Wa?ﬁbu%ggﬁgfsg}gﬁlhsdo%g it a probl em
singce the distrilgihi®Rhé TCP YR hoRber (sThR&héAed dor anypledl client2fol6) . The

paekets are sinply distributed round robin anong the remaining servers.
For TCP, howeeeassive RCH sohmsctionnmeitipls eqyingctiensf semethe sdgmerlicnb il r

server, since that .25 server w1 . have no know edge.of the T onpection.
Ther®® i s not tﬁ%ﬁ? b ovt?ﬁr{”ﬁ‘émh% rﬁiés%g?tea h%’gﬂ“&l'efﬁogso Hhceé?ﬁvgrﬁs %\glr?getﬂghe .
server has fgpégthenfhd poit nuffber $ANNAhsd BiirBddlt BEHR RAkH Habh Fiktiod 18 fai | ed
server to anot her, I‘UI’IRI ng server, then new TCP connection attenpts by

clients wl | dyalel repedtadlydRohexaniye, gt Storérbentiog part mhmbenwWiddesdy ie2. WO
02735359 2 5 c/)Af\cPicaf ggr?cs Efcrgsﬁiogécﬁzzssa i,sf, &01,225, 0, 1, 2, etc. Also, since the
source IP address is included in the server hash function, connections from

15 multiple clients should statistically arrive at different hash function results,
even if they are using the same TCP port number, since their IP address will be
different. This scheme attempts to perform a statistically balanced distribution

_. of TCP connections across the servers, and therefore, a statistically balanced.
, } distribution of requests.

20 When a server fails, the Load Balancer distributes new requests to the
remaining servers. For UDP packets, this is not a problem, since the
distribution is round robin (Transition from 2524 to 2516). The packets are
simply distributed round robin among the remaining servers. For TCP,
however, the packets cannot simply be forwarded to another server, since that

25 server will have no knowledge of the TCP connection. There is nothing that
can be done for those TCP connections once the server has failed. But, if we

“do not redistribute packets around a failed server to another, running server,
then new TCP connection attempts by clients will fail, should they be

distributed to the f_ailed server.



30 To handl e this problem a modified hash function is used when thé APR 2605

server Wasbe/dasction, applied to a packet, resolves to a papheeysesyer. The
nodi fi ed hash function works |ike the server hash function, but divides by
the nunber of living servers instead of the nunber of all servers. The
result is an index into the set of living servers. This redirects the
packet to an alternate, |living server, and as long as the set of I|iving
servers renmains the same, all packet® on the same TCP connection will be
directed to the sane alternate server. This is shown in 2538 where the
dead server is renoved fromthe group before re-applying the hash

al gorithmin 2539. haNdleettifghoblaa, AosiotiRd Ras FundddiCls QRdl \%hép%]c! ed only

after the server hash function has selected a failed server. Is will not
af fect ot hisrverdmsbofieton.oapplicHato arpackels resolvey toea Mgileddsereet &het 0 | i vi ng

servers. : L | ancer ,.begi ns _appl yi t.he nodj fied hash function
to an ex&%&%wgg%ﬁgtﬁ'%% h’?ﬁgh‘? %@u‘?&%@%&fmﬁﬁg Yideohe Bet or war ded

to a fail@an5&TofaiviRg Serery ihAENPHARR Milnti oflhhRERREE THE UG jsHQWever, that
server has no_know edge: of the TCP connection represented In the packets.

THi s is riadegintedhe isgt ohliviggrservers. dllie rediteosl the ppeket 7GR dennst i on, a

condition that may occur,normally on a, TCP/IP network, and which the TCP
pr ot ocol e{f‘?g%ﬁﬁrve%aaﬁﬂlc%ssl.o“ﬁﬁ’é thet sgt rﬁﬁ@“%ﬁ%?mvﬁcﬂa‘qseg‘étsaﬂﬁ‘eaﬁonnect i on.

The cl i entpackdts ioh AB8SsanRICEPARBEEN Wi Vot ol {heQ Tce .
connecti or?. cThi S new connection, di reétﬁg% y ﬁdé\forr{tt)‘gi | ed%ﬁéa}g%ycf uncti on,
wi I be openved Thus isshowalin 2638 whesetheaicad Rayariskasovedifrdinithd gogpt he

original - server remains out of service, the client sees only a nonentary
di srupti ors?e °§%‘PBSEE‘.3 \hﬁghmt‘ﬁég 330, eNotesthat thegmpdified hashe ser ver

hash functy,QRiow ! I 0 I ed server - t he

nodi fi ed tﬁglg%o}mulﬁca i gﬁdw' gﬁ%{ a%egé{—?%égars?l eé]‘ﬁéf‘]"li)o.eh P% %%?%w%ggtgaflgtgny TCP

connect i onervepeTids willi het afficherothére TAPr emirieoionsothat b emeidiiyeskif@sh function

will now be direcfed to a different server-the server given by the
ori gi nal SEpged I HYRESERYER: on. Once again, that server will interpret

e o LSRRl AR AR R B Beb O R e o
WO 02/ 35350 exBhing BCARISnAEHon, the result is that packets once forwarded to a '
15 failed server are now forwardc_ci to an altcmatc. server. However, that server
has no knowledge of the TCP connection represented in the packets. This is
recognized by the server to be a “half-open™ TCP connection, a condition that
) may occur normally on a TCP/IP network, and which the TCP protocol already
' ) handles. The altemate server will reset the connection. The client, if is has
20 | adequate error recovery, will open a new TCP connection. This new
connection, directed by the modified hash function, will be opened to the
alternate server. Regardless of how long the original server remains out of
service, the client sees only 2 momentary disruption of service.
‘When the failed server later recovers, the server hash function will no
25 longer resolve to a failed server, and so the modified hash function will not be
resorted to. In this case, any TCP connections opened while under the direction -
of the modified hash function will now be directed to a different server—the
server given by the original server hash function. Once again, that server will
intcrprét these connections as half-open conrections, and will reset them. Any

30 connected clients will see a momentary disruption in service. The alternate



PCT/ USGi / 42785 server, to which these connections were opened under 2 BeAPR 2005
modi fi ed h@@t@,zmggperl ences what appears to be inactive cli Soia,_rpg,sghose
connections wll eventually time-out on that server and will be closed.

Server Health Checks: 20 The Load Bal ancer supports two net hods of server

heal th checks. The first is an NFS protocol NULL RPC over the UDP

protocol, step 2524 of Figure 25. The second is a TCP connecti on open

foll owed by an imediate close in step82538 of Figure 25.7f the health

check succeeds within a specified length of tine, then the server is
presuned to be alive and functioning. If it fails, then the server is

presuned to f € r S l'th
checki ng, an heyf:yrun In es%ench-}ngﬁ{/}ﬁf\'g%@ %ﬁlgsgfr?‘\%fr %E&é‘%gdﬂ I’ne peri od
is the | engt rtxpénetncae witat appbashtosbdemabtive chank 4nd thote r:emwcneﬁk wiir i ng
this time, packets are forwarded to the server. This is shown in steps
2518 to 2526 %W@%@W%Wﬁ%ﬁnﬁr@ﬂﬁiéﬂ@gﬁcmﬁ@ "Check" tinme period is the
| ength .of tinme for WhICh a health check is allowed to conplete. Once the
Up tinme has run out, nex f ded to the server triggers a
heal t h check attenpt, and thg ’%ﬁ %tflrrée){e?? started. During check tine,
packets continue to be forwarded to the selected server. This is shown in
st eps 2520, 2522, %%a%%cam&pﬁ&r%ﬁmmléﬂrgds ef &averealth bhecks. There peri od

is the length of, ti efore re-check of a | ed server occurs, If the
heal t h checkr%% %F%epe?teﬁh@meﬁi’q PYRE thﬁﬂgjpdlﬁ?ﬁoc?]iﬂéﬁpagg?é’mpﬁp tinme

-period is st B rﬁ.ﬁg- E&J}ﬁg]@ runs
zt t hen thgﬁ%eggjt?ﬁﬁgﬁoi{'gsr?gﬁﬁ E%c g%nag)ﬁédofo@%’grd@a t rred}za% triggers
a new heal t hcbisedkstap 28R bf Fijne 26K thichahthictieckvigcdads watitin atsherifiekt

packet that woul d have been forwarded to this server (via the server

modi fied hadingthet gme. itharo ientfrygrds mumeédorbgsﬂgvetmdg@@pgo%g eMdhi nati on
of tlﬁe resul tfallsoltheil Iﬂgg &q,@élllg Pfélﬁﬁﬁd t%ﬁg,{ezfgﬁéd_%m and 2538- 2530 of Fi gure

25, "and either a ransition-to e Up tinme, or arestart of the Dead tine
- (with a new heal t IThife 8zie3paisisPizd/ddnfidéad 8P hedfh 2ikcking, and they run
independently for each server. The “Up” time period is the length of time for
which a health check is not required. During this time, packets are forwarded
to the server. This is shown in steps 2518 to 2526 and 2532 to 2526 in
15 Figure 25.
The “Check” time period is the length of time for which a health check
is allowed to complete. Once the Up time has run out, the next packet
' ) forwarded to the server triggers a health check attempt, and the Check time 1s
started. During check time, packets continue to be forwarded to the selected
20 server. This is shown in steps 2520, 2522, 2534, 2536, and 2526 in Figure 25.
The “Dead” time period is the length of time before a re-check of a
failed server occurs. If the health check succeeds before the check time runs
out, then a new Up time period 15 started. But, if the health check fails or the
Check timme runs out, then the Dead time is started. Each start of the Dead time
| 25 triggers a new health check attempt. Once the Dead time has run out, the next
packet that would have been forwarded to this server (via the server modified
“hash, before invoking the modified hash) triggers an examination of the result
of the health check, see 2524-2516 and 2538-2530 of Figure 25, and either a
transition to the Up time, or 2 restart of the Dead time (with a new health



25 check started). A server in the Up or Check tine is presuned to bezaEi iA\Fé? 200

and weWoOozssmsyver in the Dead tine is presuned to have parhReyFkgure 26
shows a fl ow di agram 2600 of a health check sequence (steps 2652-2660).
‘When a health check fails or the check tinme runs out, the server dead tinme
begi ns, 2652, 2656 and 2654 of Figure 26. O herwise, the server up tine
period started, 2658 of Figure 26, until done (step 2660). The tine
periods, and the results of health chifcks, are only checked when packets
arrive and are directed to the server (either round robin, through the
server hash function, or through the nodified hash function). The packets

serve as eRafiSstied)! AV@ridian ieaUphochrek tﬁﬁ&i&ﬁé&é&gﬁ%’% 18 5d affve dite Control

Unit Data Repositories and Managenent Subsyst s a
i |1 ustrati &llof server twtherlddaditithe isspresuaddatodfivafaledt i on 2700 in the SCDN

100 in accor dan&e W t n enbodi ment of the present invention. Station
2700 i ncl udes cOHYDI QWS A1 BoY ndlagar, 2p@ 6§ ia bealds checdp sequsngs ol Uni t

2710 may b ety SRde ' e 0 stems, in
one enbodi %etﬁ{g %‘mt he ?nvent I %ﬁ%ﬂﬁ{éﬂuereglf%% %J%%#ﬁ?@ggﬁ{chﬂgnégﬁgﬁq Unit's
subsyst enssandt dataime pegint 02655 2656 and 265 of Figaet 26| Odirivise/ # i ncl udes

Resour ce Managenent Subsystem 2712, Learni ng Subsystem 2714, Storage
l\/anagenents%ﬂ%é‘}’sqrﬁﬁm stagief) 2688 of Figusmdia getibdencaistan2466n 2718,

col lectively calhe¢ &OpLs Repositor 73 i thin the
Station incl udeg‘h_ﬁet mpiﬁ%&%ﬁgéﬁé%{%PF@%@%%@?&H@%@ cgﬁ‘\én atistics
Resour ce Repospickets 21 8andEuenlirddegian tiesdre q8ithé rburd a6bin Aebugant ent
Repository,2738. The Control Unit's Service Management Subsystem 2718
moni tors 28 SCTEhBRdunsEonsiox thigyeh ﬂmodhﬁ@dm%wumb-s%m)wkﬂesour ce

M@nagenentscrvgtég@ogﬁ,%g% ﬂgg@mkﬁw\% Fﬂ%eglgéf%r&’rléﬁ‘?nd service configurations

and | og and usage aro up acti ng Subsystem 2714
supports auto- initialization, increnental content |earning, and other

adapt i ve methods forTRe Eo?Rl PRADaitRePasift>R5 AnBGTLkiS 185 - 87
managenent_ gnd control of the station. Storage Managenent Subsystem 2716

Subsystems

Figure 27 is an illustration of the control unit and data of a station 2700
in the SCDN 100 in accordance with an embodiment of the present invention.
15 Station 2700 includes control unit 2710 and data repositories 2730. Control
Unit 2710 may be an embedded system that includes four control subsystems,
~ in one embodiment of the invention. ‘Figure 27 identifies the Control Unit’s
} subsystems and data repositories of a station. Control Unit 2710 includes
Resource Management Subsystem 2712, Leaming Subsystem 2714, Storage
20 . Management Subsystem 2716, and Service Management ‘Subsystem 2718,
collectively called control subsystems. Data Repository 2730 within the
Station includes Network Resource Repository 2732, History and Statistics
Resource Repository 2734, Event Resource Repository 2736, and Content

Repository 2738.
25 The Control Unit's Service Management Subsystem 2718 monitors and
manages the Station’s DSs and VFCS Servers. The Resource Management
‘Subsystem 2712 supports SCDN nctwork and service configurations and log
and usage data roll up activities. Learning Subsystem 2714 supports auto-

injtialization, incremental content leamning, and other adhptive methods for



nonitors cluster storage usage, supports content rating and pruni n92 ﬁnﬂPR 2005
notifies %385393 t he storage usage of each content owner. g%{y i ce
Managenent Subsystem 2718 nonitors and controls services bas& 0532785
threshol d settings, issues SNVMP (Sinple Network Managenent Protocol)

traps, export Enterprise M B (managenent information bases), and export
history, statistics, and event data. It will be evident to those of

ordinary skill in the art that the funcgjons described herein are used for
conveni ence and that "other functions nmay be added, subtracted, or
substituted so long as they result 10 in efficient and reliable control

and managenent_of the S station. a.. Stqrage nagenment., Know e ase
Storage Manag Wﬁrg%ts@%%?gﬁg{ﬁfﬁ%&ﬁ@ g‘ﬁ‘?f%%‘? %ﬁ?g%f‘enct ﬁ@ﬁsxsmﬂ?fgn

mai ntains a KngiReeha&e sfotagd Li@igal k dadRbAs g Al drldfing SMId B that
resides on the CU Reference is also made to Figure 30, 157l uStrates
exanpl e st or agetiffen49¥BeAT0 kafotheestgmgbasege alfl esh(8H0nt 804&, S8pdss 3035,

3045) and vol nmet adat a_ 3023, fi]e netadata 3033, and trac file
net adat a 3043%%?5?183% @é%?@dé?#o%@“f%l@éi iCAnrpiss SHICEh AMsed I The DS

Log  Fhe Usagﬁlrbﬂﬁl&-r&%t&@lsugﬁh%]%l\fﬂbl Simplee gg&g'@}%@m{agahg?t Pfocip okl nfor

table The Storage Al arm-lo e SM Al ese“tables w be

descri bed bel traps, 2xpoAPEngOfbse WIBOAhALIESeRCHIfblshdt oh? Baks), 8hdLexgoet DS Log
, .contains records for many . of the

The DS Log tﬁﬁllée 3005, or Prism D L(;I% )

events or confEHE% %ﬁ%‘??&!cévo““gf"?‘?fégaﬁ- wilh be ewideridto\tiese qftordigarypkilhing ned by

the, Di stri but hpn, S 0 : si x FDP
“comhands, it logs ?La\éqé%np e ?%?@gp“?ﬁ@e@\%%e §%ﬁfﬁz cgg%(%{g%nscgagﬂetﬁ&
other functions may be added, subtracted, or substituted so long as they result

10 _in efficient and reliable control and management of the SCDN station.
a. Stbrage Management Knowledgebase

Storage Management subsystem 2716 in one embodiment of the
invention maintains a knowledge base in a relational database called the
SM_DB that resides on the CU. Reference is also made to Figure 30,
15 illustrates example stbragc management knowledge base tables (3005, 3015,
3025, 3035, 3045) and volume metadata 3023, file metadata 3033, and track
file metadata 3043. There are seven database tables in this database:
J e TheDS Log
» The Usage Log
20 e The Volumelnfo table
| - The Filelnfo table
e The TrackInfo table
* The Storage Alarm Log
e The SM Audit Log
25 These tables will be described below:



.The fields of the PrismDS -og table are as follows: FIELDVEAN N625 APR 2003,

Conmand¥gpesksyof . | NFO, PUT, REPLI CATE, PREPARE, REMOVEpcShidNi2785

| nf oCat egoryOne of . CPUDATE, CPRESERVE, CPDELETE, FILEUPDATE

Di rectionl nbound or Qut bound Networkl dThe unique id of the network where
this volune originates Vol unel dThe unique id of the volume within the
network Fil el DThe unique id of the file within the network Trackl ndexThe

i ndex of this track ByteCount Total n8&ber of bytes affected, if applicable
‘StatusOK or error code OiginTineTinme at which packet was originally sent
Start Ti meTi ne at which execution of the conmand began EndTi meTi ne at which
execution of the command yas ce@plm$ gde.The Usage Log 10 The VFCS (such as
VFCS 470, 600, 1800) is responsible fo‘far serving content via a file system
i nterface such as NFS and CIFS_ Wien VFCS receives a request for abl ock of
data, the eventThsDSdgeptiblea35f ot Brisifh®S_bggi cantaigy meaatdafot pany
configurable, Wen the first t.e a . file iLs accessed, the W) 02/ 35359
-59 1 5 APR J508Yenth) el endY Frapgled B3nthenPIEPLEGn ReE¥Esedt tF me/ date i s

updat ed WighfnfRedsy e MistdtiBon Sefel3808 st Wikl 8s PPbkesse®bny of

Pri sm Usage_Log, contains one record for each "read "request” fulfilled by
VBCS. A " thesd sefufspinmanddat lags theasomaplption bé thepsenttd tre ddtdbate.i ncl udes

readi ng of the first b "byte 0") of the fiJe. The Usage Log 5 table is
mai nt ai ned by t W@%X’Istgﬁgﬁ%ﬁls&-&“%%?arqﬁsltjéﬁﬁ%’%ige (i.e., requests for
the file). The fields in the Usage Log table 3015 are as follows:

FI, ELDVEANI NG

FIELD MEANING _

CommandType .Onc of: INFO, PUT, REPLICATE, PREPARE, REMOVE,
CLEAN

InfoCategory | One of: CPUDATE, CPRESERVE, CPDELETE,
FILEUPDATE

Direction Inbound or Outbound

Networkld The unique id of the network where this volume originates

Volumeld The unique id of the volume within the network

FileID The unique id of the file within the network

TrackIndex The index of this track

) ByteCount Total number of bytes affected, if applicable

Status "~ [ OX or error code

OﬁginTime Time at which packet was originally sent

StartTime Time at which execution of the command began

EndTime Time at which execution of the command was completed

iL. The Usage Log

10 _ The VFCS (such as VFCS 470, 600, 1800) is responsible for serving
content via a file system interface such as NEFS and CIFS. When VECS
receives a request for a'block of data, the event is logged to a file. The logging
granularity is configurable. When the first byte of a file is accessed, the



Request Ti neTi me_at which the "read" request was received by VFCS 2 5 APR 200%
Dat aSour celxdepisishyw a data source (field may be not used) PCT/USO1/42785 ’
Requestorl pldentify an | P address of requestor (field may be hot used%‘

Net wor kl dThe unique id of the network where this volune originates

Vol unmel dThe unique id of the volunme within the network Fil el DThe uni que id

of the file within the network iii. The Volunme Info table 10 The

Vol umel nfo, Filelnfo and Trackl nfo tabl-e& {3025, 3035, 3045) are simlar

to the VFCS netadata files for the sane objects (Volune netadata file

3023, file nmetadata file 3033; and track file netadata 3043), but they omt

data that is ¥ : ks .and t I ncl ude
ot her dynam E%E%tase{aﬁt‘éfdalésségBzﬁce?éaﬁ?gsegﬁ%%?gﬁgﬁgégéfm cr‘reﬁgélpﬁ s. 15
The Vol urel nf bog abble X5 ¢ APrisah NSsapBELOE CEUtihi® on® a6t Ofod "Bch Fiaéad fi el ds

in each Vol unel nfo, rfa%ord are as follows: FIELD Networkld MEANI NG The
uni que id of TREEHeTHEIR W FECS hids “trar geguest’| igidafinesbas\aiyufilel eperatibhe uni que

id of the vol gae: vk thin.1f R 2005 2/ 35359 -9 PCT/ U5 0
112°2 785 Qe dehdife BRI Byt (000D e 1 et e o

storage at t hiablesit ahdimainde 151 e ABHRS Sbs @Bk id MeBbATE Magd (1P 364ueRe Vol une
I's authorized to occupy at any one tinme at this station AssignedStationThe

id of the ori@FH&tﬁlﬁb station for this volune PruningThreshol dA percent age
of reserved space that .i f..curcentusa ver falls above this amunt,
st orage nmnager wiﬁ‘lﬁcﬁﬁldfh%mﬁg%g%;ﬂﬁitﬁggggﬁgeﬁfﬁgvﬁack enough bl ock

f'r;l es to brijmgeine cur i eptNSEge bel ow thi S nunber agai n.

et

RequestTime | Time at which the “read” request was received by VFCS

DataSource | Identify a data source (field may be not used)

Requestorlp | Identify an IP address of requestor (field may be not

used)

NetworkId The unique id of the network where this volume

originates
Volumeld - | The unique id of the volume within the network
FileID The unique id of the file within the network
} . ' 178 The Volume Info table
10 ' The VolumeInfo, FileInfo and Trackinfo tables (3025, 3035, 3045) are

similar to the VFCS metadata files for the same objects (Volume metadata file
3023, file metadata file 3033; and track file metadata 3043), but they omit data
that is not relevant to storage management tasks and they include other
dynamic data that is specialized for storage management tasks.

15 ' The Volumelnfo table 3025 contains one record for each volume. The

fields in each VolumelInfo record are as follows:

FIELD T [MEANING

NetworkId The unique id of the network where this volume originates

Volumeld The unique id of the volume within the network




Al ar nThr eshol dA percentage of reserved space such that if current usggg %@%Qﬂﬂi
fall s abaygdsikes armount, storage manager will send an al agmAQ44fhg2t 1 on to
the CMS application and the owner will not be permtted to 1 nject any nore
files into the systemuntil current usage has been brought below this

nunber again. Vol unel nfo table 3025 can include data copied from vol une
netadata file 3023 as shown by arrow 3020. iv. The File Info Table The
Filelnfo table 3035 contains one recdiod for each file known at this

station. Filelnfo table 3035 can include-data copi ed usage | og 3010 and

file metadata 3033 as shown by arrows 3010 and 3030. The fields of each

Filelnfo [rgeR as 2 ' KT fquelid of the
net wor k wher e ]?ﬁ'{%éi | e 'Tgfr?él; 5‘%% eCE‘SW%WSE\%% ufe§l sfl#ﬁ?&\a/ﬁt{'tﬁ#n he
networ k) bf the vol une tatienns this file.FilelDThe unique id of this file
within th petwork 2 5 PR 2005, \\D 02/35359 -91 PCTIIUSQ1/42785
Tr ack Counf RefeTYigPpase of | Themrsimymamging of snacs the vodurheés askorizedcohposed
BlockSi zefThe size (in bytes), of each block file for this file (thge |ast

bl ock of gach track may eo%ﬁy?te@ytqum%?tstkuslﬁ{ﬂngﬁ onThe duratioh or
"playing tAs&gnedStdtlns [ Thefid dffth@BRAERRhSBGSPRIRE VbRe estimatked or
expected demand faor thils file, on a'scale of 0 to 10, ExpirationbDateDate on
whi ch t hi j[sPiupingTéxgshelds) 4 tpheeentage of résaped Spasepuctathiaoif ommehtusage23: 59: 59 GMI
on that date). The fil¢g vviI#qlﬁe rengved from each | ocal sfation dturing t he
first pryning cycle on |t9YE falls aPoyg (s pmpistptoragrmanpatrvilHa thecact time of

ex piratign. next pruning cycle prune back enough block files to bring

the currentusage below this number again.

AlarmThreshold | A percentage of reserved space such that if currentusage
ever falls above this amount, storage manager will send an
alarm notification to the CMS application and the owner
will not be permitted to inject any more files into the
system until current usage has been brought below rthis

-number again.

Volumelnfo table 3025 can include data copied from volume metadata
file 3023 as shown by arrow 3020.

iv. The File Info Table

5 ~ The Filelnfo table 3035 contains one record for each file known at this
station. Filelnfo table 3035 can include data copied usage log 3010 and file
metadata 3033 as shown by arrows 3010 and 3030. The fields of each FileInfo

record are as follows:

FIELD - | MEANING
Networkld | The unique id of the network where this file originated
Volumeld The unique id (within the network) of the volume who

owns this file

FileID The unigue id of this file within the network




FirstUsedThe first tine at which this file was requested by a user (2M5t I%Pﬁ 2003,
the tinmespgp @ggyephed by the Usage Log) LastUsedr The | ast ("%g&f[?ﬁﬁﬁi%% tinme

at which this file was requested (within the tinespan). UseCoun e nunber

of tinmes this file has been requested (within the tinmespan) v. The

Trackl nfo table The Tracklnfo table 3045 contains one record for each track

of each file known at this station. Tracklnfo table 3045 can include data
copied from5 TrackFile netadata 3043 a81shown by arrow 3040. The fields of
each Tracklnfo record are as follows: FlIELDVEANI NG Networ kl dThe uni que id

of the network where this file originated Vol uneldThe unique id (within the

networ k) of FREMOLIHFE Fi I LARE s ARt R e ] thrthe et wor k
WD 02/ 35359 192 2 5 APR 2(%’9 Pt RE 7ok T i i e B O e of | t hi s
track TrackUengt hThe ful |l |sikecempdsetihe track CurrentSi zeThe total sige of
all bl ock fifl-es—ct+rently ' 1 nSi Lnimum si ze

l-escurrentlylpresent in storage MnRetainSiz The mnin
to which thi|BIEFEYIRE ought | tirelsizeiinpises) of BAchdN Sk Blerfer iy Bledthedasth

bl ockfile off this track (¢ t sibhy t | a ocC
Truncat abl eBool ean, i ndi ca?’l&%g(o\{%%@h% Ckéﬂﬁ‘/yh%f %%ergé‘a“a S)can be pr uned from
this track ViDurd#ién St or ageTAE AafiibASr i@y %h?@%fﬁﬁ@?ﬁ&,lip%ﬁréﬁ’ﬂiﬁc gfnt ains

one entry fgr_each tine that a volune either enters or exits an allarm
state. A voljdepulasity n an alhe pstinated or $éxpettedidemaund farthissiley @pesaaknge

exceeds thelalarmthreshofd Thf fields of the Storage Alarm lLog dre as
fol | ows: of 0 to 10.
y ExpirationDate | Date on which this file expires (the exact time of

expiration will be 23:59:59 GMT on that date). The file
will be removed from each local station during the first
pruning cycle on the first day in LOCAL time AFTER the

exact time of expiration.

FirstUsed The first time at which this file was requested by a user
| (within the timespan covered by the Usage Log)

LastUsed- The last (most recent) time at which this file was

requested (within the timespan).

UseCount : The number of times this file has been requested (within

the timespan)

V. The TracklInfo table

The TrackInfo table 3045 contains one record for each track of each
file known at this station. Tracklnfo table 3045 can include data copied from

5 TrackFile metadata 3043 as shown by arrow 3040. The fields of each
- Trackinfo record are as follows:
FIELD MEANING
Networkld The unique id of the network where this file originated
Volumeld The unique id (within the network) of the volume
FileID The unique id of the file within the network



FI ELDVEANI NG Net wor kl dThe uni que id of the network where this fil 5 APR 2005
ori gi nat g Medsagel dThe unique id (within the network) of tg§ é’% Eg y\ﬁg
owns this file UpdateTi neTine at which this record was cre L

Current UsageNunber of bytes of storage the volune was using at the tine of

t he update ReservedSpaceNunber of bytes of storage the volune has reserved
Al ar nSt at eWhet her or not the volunme is INor NOT IN an alarmstate (true or
false) 2 5 APR 2005 WD 02/35359 PCT/-Y301/ 42785 -93 vii. The Storage
Managenment Audit Log. 5 The storage management audit |og includes the
follow ng record fiel ds O/er all 1ocal netvvork stor age Total storage size

Yoo Lo -

Overal |l | Ov?facﬂﬁxrd}é?r K <07 ﬁﬁ%ﬂﬁ‘%” avartabt—ty—Stoerage—tusage = Sum
of all vol une_storage usage W = Sum of all storage vol yne size -

Sum of all Tﬂbmmstmmlm@@@fthéﬁa@tl m zed Storage Managéenent 10 a.
The Rol e o or age agenent \When _content i s _published, the wholle or a
subset of | Tbctosalsmeslfraﬂmlm@dilbmcmﬂnm&gpmmgleudﬂwages gl | over
t he net work gime € egHest-ed—by ough VFCS, .
non- r esi dejt 1 ‘E%Wﬂé"“’r‘éﬁﬁéé@éw Ioéo}atrt@bpmefied into the
| ocal storlage devices |[fromother DSs. The 15 inporting of data bl pcks w |l
eventual Iy fill up thg local storage, requiring that sone Iesser used
content beg Bletified t o |rfEHeesizeonfivativ bldckilensfhiy tAtRQELRPt Therefore,
the storage usage at gach Distribution Center rrust care I12ully be honi t or ed
and managed so that stic Fséé’é"%age is optimized. The del etion of | gss

popul ar cqrEEIE, 1 utar content—ts—cakte
"pruni ng" .| Tt |sréb??1e rehsdﬁ)gériagi’ (dikca i;&gvfh%tfﬁgagg% anglhcapdrdinpned

from this track

Vi, The Storage Alarm Log

The Storage Alarm Log table contains one entry for each time that a
volume either enters or exits an alarm state. A volume is in an alarm state if
5 their current storage usage exceeds the alarm threshold. The fields of the

Storage Alarm Log are as follows:

FIELD MEANING ,
) NetworklId The unique id of the network where this file originated
- Volumeld The-unique id (within the network) of the volume who owns
this file

UpdateTime Time at which this record was created

CurrentUsage | Number of bytes of storage the volume was using at the time

of the update

ReservedSpace { Number of bytes of storage the volume has reserved

AlarmState ‘Whether or not the volume is IN or NOT IN an alarm state
(true or false)




Subsystem 2716, also referred to as the Storage Manager, to carry ot § APR 2005

pruning a To manage storage devices, the storage availability,
user denan d“&g%g%t he data inporting activities nmust all be HPRYHEF 50

that accurate prediction of the nost likely to be accessed data can be
done and | ocal storage 25 devices can be adjusted to store only the nost
popul ar content. Storage Manager 2716 al so tracks overall storage usage of
each volunme. It reports to Content Managenent Server (CMS 170) a volune's
WD 02/ 35359 PCTI USOl /42785 -94 15 20 25 30 storage usage. It also alerts a
CM5 when a volune's storage usage is over the reserved quota. To make

st orage nmanagenent deci si ons, .Stor.age na 2716 kege track of 1)
overal | storage avail ability,’") \ﬁ?ﬂﬁ%ﬁ&%@?’é@éﬂf&?ﬁw and
information, 3) storage activities for a volune storage space, 4) storage

activities in the FThasiopdge BinagembaiUudisas tclfles RS b fedaid idds: and 7)
the attributes of the content. It decidesS when it has to renpve sone

content to nake roymalldpcalmetwaslystorageor e popul ar one. It al so decides on
what and how rranyTgt!ggclés gf.data to renove. Several different intelligent
al gorithms can be bged t®cS¥ect content bl ocks for pruning according to

enbod§ ments of t heovkaNaBédl ABewdrk s 4B Hd #ai4EESy are found to be over
their storage threshold value, the content within the volunmes is exam ned

and ranked by " pr¥iesdgelusage' = Samoafrellevalume stoags weged prunable if it is
truncat abl e, has ngt . already bee runed down to its_ m nimm al | owabl e
size, and is not d‘SY?@%’HV.:%@%@Pﬁﬁé@T@e@OW%%? ﬁ%@fﬁhf‘gﬁ%sthat are -
pr-{fnabl e ar e sk ,glsagép'ri oritized) for pruning so as to optimze a chosen
cost function. For exanple, depending on the volunme's network cost
structure, the ranking may be done with the goal of mnimzing the total
nunber of bytes of5.net wOpkmized$tdriage Mandgament| ume. Al ternatively, the
ranking may seek to minimze just the peak bandw dth usage for the vol une,
or to mnimze a cost function that

10 : a. The Role of Storage Management

‘When content is published, the whole or a subset of the entire file is
distributed to the storage devices all over the network. When a content file is
requested by a user through VFCS, non-resident blocks of data for the
requested file are imported into the local storage devices from other DSs. The

15 importing of data blocks will eventually fill up the local storage, requiring that
) some lesser-used content be deleted to make room for the newly imported
blocks. Therefore, the storage usage at each Distribution Center must carefully

be monitored and managed Vso that storage usage is optimized.

The deletion of less popular content to make room for more popular

20 content is called “pruning”. It is the responsibility of the Storage Management
Subsystem 2716, also referred to as the Storage Manager, to cairy out pruning
as needed. To manage storage devices, the storage availability, user demand,
and the data importing activities must all be monitored so that accurate
prediction of the most likely to be accessed data can be done and local storage

25 devices can be adjusted to store only the most popular content.
| Stor_agc Manager 2716 also tracks overall storage usage of each

volume. It reports to Content Management Server (CMS 170) a volume’s



is a nat henatical conbination of these and other factors such as 25 ﬁ 200
conput at aHahz4er head or network-w de | oad distribution. Eﬁl}msragd?@yo 553 3
anal yzing the information in the know edge base, nanely, e eurrent

and the usage history of the content. Using all this avail able

information, the different contents are sorted according to their likely

i npact on the chosen cost function. For exanple, if the cost function is
just the total network traffic (in by®ses), then one content is considered
more prunable than another if it is less likely to be requested again (it
Is less frequently used). A Least Frequently Used al gorithm can be used

for this co P / - 95 P 08 a0e PCT/ USD1/ 42785
function. Tﬁéorig%cgg%é’g' %?ﬁ?%%i%tgrgtq}??%g&ﬁ%&g%g%s%égg ?%a‘:’gil? REF "4 dat abase
or a file sesetlediquoa.ti pl e Storage Managers have shared access to the
results of their _calculations. Storage Manager 2716 uses any of a nunber

of al gorithms thato nBkesimpgeemaprecmsaldeaizions, Herage Managere2 T4 kehpe ont ent

will optim t fungti.on. The architecture allows for new
B gor  thim. Bach TS 336, S05ks PREIPRE. 2 Fule NebE iy MrioBcnd gor 't hm
- (LF§), Storagerdaiages) 3ibkie astivigey for §U961ﬁfﬂesstbﬁﬁg§tsﬂ3@§,eg§s|s¥o d (LRU),
Least Frequently Used Capped (LFUCapped), Least Recently ed K-tines
(LRU- 2, LRuagivities jn thgnpfabem 0capderdyuseen)6) petwork situsdions.saidd) itom

al gorithm tries . to optimge th anme cost function as LFU (total

net wor k tral?_tg—l"q% tes Bﬁtﬂt"? £o 8‘&%%"&8‘5‘3%8%6“&%%5? TeiHaY S SRBhe for

be;% ter conphiaRé kéBialfofite! reWediCiiorel iRiguthr lofie 21t AQIBHES IcARRhat GRARLHM S€

bet ween LFU and LRU. LFUCapped is a count- limted version of LFU that
seeks to bemany blosks of datado remevearipyeral differai ioteligent Algopthms Ganiiey over
tije. UD has_the al of r cing. variagbility jn network usa so the
resul ting n'éste%htpkgeﬁ?ﬂqung’“g&y"% T PRYHRE apeirding, i ?Fﬁﬁg‘i‘ﬁiﬂ’tsi Hre evenly
di stri but edQ¥@todi ™. Storage Manager 2716 sw tches between algorithns if
it determines that certain network conditions or usage patterns indicate a

tenporary 20 prelez ewbené or vohmmesl gorfotddn® be roven didire storsgeathsgkolbnager

2716 can sw’aﬁch . . .
value, the content within the volumes is examined and ranked by

state

“prunability”. A content is considered prunable if it is truncatable, has not

15 already been pruned down to its minimum allowable size, and is not currently

being used (see below). Those contents that are prunable are ranked

(prioritized) for pruning so as to optimize a chosen cost function. For

example, depending on the volume’s network cost structure, the ranking may

) - be done with the goal of minimizing the total number of bytes of network

20 traffic for the volume. Alternatively, the ranking may seek to minimize just

the peak bandwidth usage for the volume, or to minimize a cost function that

is a mathematical combination of these and other factors such as
computational overhead or network-wide load distribution.

Ranking involves analyzing the information in the knowledge base,

25 namely, the current state and the usage history of the content. Using all this

available information, the different contents are sorted according to their likely

‘impact on the chosen cost function. For example, if the cost function is just

the total network traffic (in_ bytes), then one content is. considered more

prunable than another if it is less likely to be requested again (it is less

30 frequently used). A Least Frequently Used algorithm can be used for this cost



bet ween al gorithms automatically and/or manually in response to an 2 3 APR 2005
adm ni st r atvay o208533¢ser sel ection. The degree of pruning, that,ﬁ,éﬁU d]g\%g[guch

to prune? can also be controlled. Storage Manager 2716 creatées a sorted

list of contents that are 25 ranked by prunability. Visiting each content
object in turn, starting with the nost prunable, it del etes some nunber of
data bl ocks fromeach content. It stops this process when enough bytes

have been pruned to bring the vol une's-%0tal usage down to an acceptable

| evel - under the pruning threshold. The nunber of data blocks it deletes
froma particular content is calculated based 30 on the chosen cost

fanct on and o M. HB:G24ERSRreAGes 4P8.2305 i ETHERAL 105 Vo

al gorithns prfune a variabl e nunber of block files from eac runa
content fil e. s soifatoppitipleSiprage ddmiagarm fove shared semtss tmahev&mts ofdAkgh prunes

just a Ilttlea@“{]tjc{gm each prunable content file, so that the total
anount of bytes At heeds to be pruned is taken as evenly as possible from

all 5 prunabl e cont@erige. Miagerd €944 tuf oy ach..of ol une's

contents tends to havgg an agrr%unt deu | et e%-B’:‘ ?’{)nglt b%%{ﬁ gl W\'%If’ssgﬁg

propot ti onal Ctxéﬂilm%ﬂwflrseméataymdﬂetmum whiell collfeft Wab sptifiR@UBdtidte® CONt ent
ept locally II)t can be shown

mat homat i cal (9 RAE0PR ST Recdie alfos e wesrilineto baradde Ty

mat herrat i call

(statistical adaftionnse) Lt u@ﬁﬂwslé é%o hg %%Mn aopgkfliggtlons

The abi'lity to prune partial contents
erformthis Cpmmthcmmone;ﬁmammemmnmwmm mqﬁ}eaﬂ&ﬂy@@a@%é@nager

f6 deci des &runeacon nt file, the file is examned closely to
det ermne th Dy R Msed raimes HART 20 ER UL, rehtﬁmﬂ)mﬂwe nodel
of pouni ng i peksy (BIHY of the
file. Another errf)yde i s%%%afrggn%c\% CQH{QX aiséogﬂ%m ?‘?ﬂd?ﬁ% %he( n+l)

bl ock, wher eSd:ﬂl@cm findtionras AR (thel heﬁkbrk@@fﬁﬂ)nbﬁfliﬁwcﬁﬁéés’%e Hgks. Once

t he rermval ange i s (et erm ned, Storage Manager 2716 1ssues a tgo FDP
REMOVE conmaﬂ t & ¢ frechprge Stogr @éﬂl’l\/ﬁﬁagbltat@mb effieisnciot LRI is a

computational compromise between LFU and LRU. LFUCapped is a count-
limited version of LFU .that seeks to be more sensitive to changes in a
15 content’s popularity over time. UD has the goal of reducing variability in
network usage, so the resulting network traffic may have l;igher total volume
but is more evenly distributed over time.
Storage Manager 2716 switches between algorithms if it determines
) that certain- network conditions or usage patterns indicate a temporﬁy
20 preference for one algorithm over another. Storage Manager 2716 can switch
between algorithms automatically and/or manually in response to an
administrator or user selection.
The degree of pruning, that is, how much to prune? can also be
~controlled. - Storage Manager 2716 creates a sorted list of contents that are
25 ranked by prunability. Visiting each content object in turn, starting with the
most prunable, it deletes some number of data blocks from each content. It
stops this process when enough bytes have been pruned to bring the volume’s
total usage down to an acceptable level — under the pruning threshold. The
number of data blocks it deletes from a particular content is calculatcd based

30 : on the chosen cost function and algorithm.



its know edge base until the blocks are actually renoved by the DS gh§ #pFg 2005
DS has Wwamgmsbsshe renoval in the DS log. In Use Prot eCtiOPC*/fUSHé-gL@s )
determ ned that a content is in use, Storage Manager 2716 w || not

attenpt to delete any of the, i.e., the file will not be exam ned by a

pruning algorithm In one exanple, a content is considered in use when the
followng conditionis net: Current Tine < Viewwng Start Tinme_ +

max(content duration* 30 inUseFactor,96content duration + m nlnUseBuffer).

WD 02/35359 "2 5 APR 2005 PCT/USQ /42785 -97 In sone situations Storage
Manager 2716 may determine that content is prunable and during the process
the content may Bes®Beddthis p of.hej del et ed,

a safety measure has been pufpriuirll-é)gl g%z I é‘?%%?xr %?rrﬁelg%%ﬁ\i/\%sl f}b@el?gl}'?'y that the
content is pomably enertidiler eAcHnifgim Paay dligwith@etat bemused Neseeveaf et y

measures can,inhcl ude co&%ﬁ&#gv.ol unme storage safet t hreshol ds such as an

al arm t hr esKBIG RBHBEESIYS Dif firogs gathgprupahie Cpﬂ‘i%%ﬁlﬂ go that the tedalcent age of

the vol une' snbSRIF\HsThATRES B - ASESENL nt.. J copfigurabl e.

The operation of thé Storage I\/%In%eg%rrun;al%ﬁsg% begly%t%%@%%issébl&??ﬁ?ged

f.urk her belrmnatije cOutentsi edvs af reSiloofiges, MaBageeRAth 6 § vBludtk’g BoftMEsage

Managenent su%sfv?s‘t_lem 2716 runs continuously in an infinite |oop. Each tinme
0

! ey pPRQURt dsleted frompt thit iy ingpesely, propgutianal f8itghows oné

around t hi s
enbodi ment : L 20T e nagenent cle.of current

i nvention (igétqugﬁz‘gﬁ%%lg%%@ @?o@gsg%aﬁt?ﬁggermggfgg U5t BATAF PY S ocesses |
t he, DS and byESSawmctriovi kept | logally. 0 Wtpdat b tsBowR OidaBfdBRticARS @hAN¢Ehi§ ake

neecessary action to manage the |ocal storage. The maximum time interval
bet ween cy@PRBSFEEMIRFlis R paller Yagabilitcestatistien! deriende) ie slwhnetwepk

10 traffic in certain applications. The ability to prune partial contents allows

Storage Manager 2716 to perfc;nn this particular optimization.
How to prune?
When Storage Manager 2716 decides to prune a content file, the file is
examined closely to detcrxﬁinc the correct range of blocks that shouid be
15 removed. One model of pruning is to remove the blocks only from the end
(temporally) of the file. Another model is to remove blocks starting from the
number (n+1) block, where blocks 1 to n are the required- minimum retained
blocks. _
) . Once the removal range is determined, Storage Manager 2716 issues a
20 - FDP REMOVE command to the DS. Storage Manager 2716 does not update
its knowledge base until the blocks are actually removed by the DS and the DS
has iogged the removal in the DS log,
In Use Protection
If it is determined that a content is in use, Storage Manager 2716 will -
25 not attempt to delete any of the, i.e., the file will not be examined by a pruning
algorithm.
In one example, a content is considered in use when the following
-condition is met:
Current Time < Viewing Start Time + max(content duration*

30 inUseFactor, content duration -+ minihUseBuffer).



of a Pruning Cycle is briefly described as follows: Step 0: (2870 o) 9
Fi gure 28)wSd eex3for a period of tine long enough that enoqgfnr,ggglllﬁbég/ m ﬂﬂi
have occurred to nmake another pruning cycle worthwhile, but short enough

that it is unlikely any volune woul d have reached 100% capacity. Step 1:
(2810 of Figure 28) Scan the DS Log for events that cause information

about or paraneters associated with volunes, file or track files to

change. For each "touched" object, ref-dsh t he storage nanagenent

knowl edge base wi th current data obtained fromthe VFCS netadata. WO

02/ 35359 2 5 APR 2005 PCT/USQOL/ 42785 -98 5 10 15 20 25 Step 2: (2820 of

Figure 28) Once a momeglmaﬁ%ﬁewméemﬁa@e%@vmhia I ta&®n

nmodi fi ed, check for and delete fil®es expire Be ore today S %ate
Step 3: ( 2830pnmable gumdedizihy tﬁbrmmiess tieecaient andy B&aoumgm—usas ajeprivertach

vol une as a percent of that vqQlune's space reservation nd an alarmto
CMB for any vﬁm?e% o beig, Eﬁsef%%a#@tym%asrl@é@ﬁéacrtﬂl&l&@iﬁcﬁwﬁw@hm d.

Make a |i st g C has he ppuNni ng
threshol d. S€pDs: YISariT iy BR0AEH R hor B2yt SPbe RlGinE Gyl
usagesis aboveéelpiami Mhesd safsiyoindasugaceaeinshidencditat kehahe swraghsdfetyes
shoul d be deleted to bring the st orage usage back safel y beI ow %unl ng

threshol d.  SHegshelds shgnas uy alpm teshpdg 294 3 permaey di o the
DS to renove &Q%&&h&%?ﬂ u’ﬂ! \9815313 s Jagcrved storage size; the percentage amount is

) configurable. _
“ The operation of the Storage Management subsyster 2716 is described

10 further below.
b. Overview of Storage Management Cycle

Storage Management subsystemn 2716 runs continuously in an infinite
loop. Each time around this loop is called a Cycle or Pruning Cycle. Figure
28 shows one embodiment of the state diagram of a Storage Management
15 - Cycle of current invention (stcps' 281_0—28.70). Storage Manager 2716
periodically processes the DS and VECS activity logs to update its knowledge
) base and take necessary action to manage the local storage. The maximum |
: } time interval between cycles is configurable. The processing done in each step
of a Pruning Cycle is briefly described as follows:
20 » Step 0: (2870 of Figure 28) Sleep for a period of time long
o ' | enough that enough activity may have océurred to make
another pruning cycle worthwhile, but short enough that it
| is unlikely any volume would have reached 100% capacity.
e Step 1: (2810 of Figure 28) Scan the DS Log for events that
25 | ' cause information about or parameters associated with
volumes, file or track files to change. For each “touched”
object, refresh the storage management knowledge base

with current data obtained from the VFCS metadata.



DS will queue and | ater execute these commands independently of theZ § APR 2005
St orage WEhe®BB39 Step 6: (2860 of Figure 28) Report vol Unpc8R042785
statistics to CM5. The Storage Managenent Cycle shown in Figure 28 nay be

i npl emented in nmultiple machines as nultiple processes running in parallel

whil e sharing the sanme knowl edge base. Each of the steps (or states) of the

st orage managenent cycle shown in Fig. 28 is described further with

respect to additional inplenentati ons BF- t he present invention. Figs.

29A- 29E show addi tional sub-steps for carrying out steps 1-6 (i.e., steps
2810_2860). WD 02/35359 2 5 APR 2005 PCTNS01/12785 -99 c. Determ ne Sl eep

Interval between PruniengS@ypd: e2sThos FiRSEREPORcS 84, &r Whehb @Y 28 (Step
2800) according to an enbodi nent of the present invention. Before

begi nni ng each new Pruni ?P&’Ua@yﬁIdé§e§é)ﬁv%1bw1inbﬁixﬁetlscmpbfci:redl_dtdaldﬂeci de
whet her to begin the cychEF?vhggﬁg%%h?eﬁg#tt%@é,gﬂéél eep"” (wait) for a period

of tinme before beginning. any had exceeded pruning

threshold in the previ.ousteg)ggl(gg;;dWg)r@%ﬂo@ﬁg&é%ﬁﬁgto%g to be

pruned to bring that volune's current = usage resiwol d), then
the’ next cycle is begun usageof eachivpluhé ana pexcohtiufehatagiinhed spidéning in the

previous cycle, then it wll sl eesp f.or while 10 before begl nning the next
~cycle. The length of ti fESFREON: Seodan ¢ opAnY WWmeongcht has been

since the last pruning vRged fgkid: §ds feg@ﬁed@@%%ﬁhﬁgﬁ@gpaﬁ%% ésjti%ce the | ast

time that pruning was required, the [onger 1 a certain
maxi mum sl eep interval . ofvelumesiwhinh skagperssnehyadischabave GRYruGHEAb!
pafameter. It will be obyi ug to one skilled in the art given this 15
description that a rmre@&%?ﬂg‘ti cated al gorithmcan be applied here to

Chat 2 vol ume- i ght 11 1R CEOREPEHERD Fach Febiatp i e 1 o
St orage Manager 2716 WﬂSa@liE&lm\&@nLding threshold, decide which blocks of
which files should be deleted to bring the storage usage
back safely below pruning threshold.
e Step 5: (2850 of Figure 28) Issue FDP REMOVE
15 cornmands to the DS to remove the selected blocks. The
DS will queue and later execute these commands
inciepcndcntly of the Storage Manager.

e Step 6: (2860 of Figure 28) Report volume usage statistics

to CMS.

20 The Storage Management Cycle shown in Figure 28 may be
implemented in multiple machines as multiple processes running in parallel
- while sharing the same knowledge base.
Each of the steps (or states) of the storage management éycle shown in
Fig. 28 is described further with respect to additional implementations of the
.25__ | present invention. Figs. 29A-29E show additional sub-steps for carrying out
steps 1-6 (i.e., steps 2810-2860).



Updat e the Know edge Base 20 This describes Step 1 (2810) of Fi gurezz% ARR 2005

i npl enent eWQ /BAY enbodi ment of the invention. The informapi ,%Sblt“ﬁ%dat es
i ncludes content vol une storage usage, content usage, vol une |st an
information, content file 1list and information, current bandw dth cost,

cost of transfer of each content file, actual content popularity, optinal
retain size of each content, and content 25 prune-ability. The sub-steps in
this state are diagranmred in Figure 29A%nd are described as fol |l ows:
(2911) Read the DS log for all I NFO commands: the types of I NFO 'commands
gathered are CPUpdate (new WO 02/35359 2 5 APR 2005 PCT/ USO|/42785 -100 5

10 15 20 25 or revised oet add)@embﬁutS‘ls% RkeHEber R\ INYR e 62&?9& revi sed
storage reservation for a vol une), fuete (del etion of "a une and
data about a file). (2912) For each vol unme

Fi | eUpdat e (new or.r.evised a
i oﬁ‘ﬁfﬁﬁaesneﬁﬁma% ént]ﬁﬂtlfwaﬁu(ﬁws 2808 ywcgardingetoVah unmel nf o

affected by an i nf 5
For, each

tabl e by re%ﬁhﬁlﬂﬂa&ﬁ r{toﬁw{aﬂ?o b&ﬁ?@%%ﬁeﬁ\é Cnsetvyl&’tmlflpge by

affected file, updatet entry in
readi ng the dzmdeenan \mg&lﬂm aidatpplial tbhaécxaélxehemé@%%e@?aﬂx t et dS 109
m ght affect the current size of fil uch events

for all events t « 3
UT, REPLPER elmErﬂA ceREWIR fana Perothng ugacmforafbhgnmngg Eahper a

are

whol e file Orc:oﬁt@ﬁt t\foﬁﬁﬁe V\ﬁﬁc{“é}cgec{cdl rumr(g gtilirgshol%r T 2 Slfet.r?o%ts egyct]er ack file

or file, update t
(mcamng that some content had to be pruned to bring that volume’s current

, usage down below threshold), then the next cycle is begun immediately. If no
volume required pruning in the previous éyclc, then it will sleep for a while

10 before beginning the next cycle. The lcngtﬁ of time that it sleeps is based on
.how long it has been since the last pruning was required. The longer it has

been since the last time :Lhat pruning was required, the longer it will sleep, up

to a certain maximum sleep interval. The maximum sleep interval is a

configurable parameter. It will be obvious ta one skilled in the art given this

15 description that a more'sophistic_ated algorithm can be applied here to estimate

a safe interval of time to sleep that would minimizc the nisk that a volume

might fill up 100% of their storage reservation while Storage Manavcr 2716

) was sleeping.
d Update the Knowledge Base

. 20 This describes Step 1 (2810) of Flgure 28 as implemented in one
embodiment of the invention. The information it updates includes content
volume storage usage, content usage, volume list and information, content file
Iist and information current bandwidth cost, cost of transfer of each content
file, actual content populanty, optimal retain size of each content, and content

25 prune-ability. The sub—steps in this state are magrammed in Figure 29A and
are described as follows:

® (2911) Read the DS log for all INFO commands: the
types of INFO commands gathered are CPUpdate (new



corresponding entry in the Trackinfo or Filelnfo table, respective}ly, AlF’X? 2005
readi ngWhme2/gis¥ ent netadata from VFCS. e. Renobve ExpiredctasvesntsIhi s J
describes Step 2 (2820) of Figure 28. The sub-steps are diagramred in

Figure 29B and are described as follows: . (2921 & 2922) Determine if it

is tinme to check for expired file. This will be the case if no check for
expired file has yet been done on this cal endar day (2921) or if sone file

i nfo has been updated since the |ast BPeck was nade (2922). If neither of

t hese conditions holds, do not continue with these steps. WD 02/35359 2 5 .
AAR 2005 PCT/USO /42785 -101 5 (2923) ohtain fromthe Filelnfo table a

list of all files whose expeviaid metadataebvaisa bsiliel Rhtpane(ssw date. (The
"expiration date" is intended to be the last day that the file 1is valid,

so the file is not del et e dfyisyd Hprage roseEvation fora yAwmey4HDekeis passed. )
(2924) For each expired fi ‘ ! S to renove
the file. f. Determ ne V%e&hﬁng%rgﬁ%ﬁ%wgﬂe%%&%%%géévg?cl es step 3
(2830) of Figure 28. Examimeaddiohbge afilg).avail ability and content vol une

reservation to determne if guni ng i s necessary in this cycle. The
sub- steps are di agrammet! i(R%R)gbercagh @obyme affasteddusar infrecommand| | ows:

Vol b based on the sum of PARE TS eIHE & AREY FLhe NalBaeE B ¥ ack 11166
associated with all files Zfigbthe metadata for the volume from the VFCS.
For each affected file, update the entry in the FileInfo
table for that file by rcﬁdin g the current VFCS metadata
10 for that file.
e (2913) Read the DS log for all events that might affect

J

the current size of files. Such events are PUT,
REPLICATE, PREPARE, REMOVE and CLEAN, each
affecting either a whole file or one track within a file. .
15 ' * (2914) For each affected track file or file, update the
~ corresponding entry in the TrackiInfo or Filelnfo table,
respectively, by reading the current metadata from

) VECS.
1 e. Remove Expired Content
20 This describes Step 2 (2820) of Figure 28. The sub-steps are

diagrammed in Figure 29B and are described as follows:
' e (2921 & 2922) Determine if it is time to check for expired
file. This will be the case if no check for expired file has
~ yet been done on this calendar day (2921) or if someé file
25 . info has been updated since the last check was made (2922).
If neither of these conditions holds, do not continue with

“these steps.



bel onging to that volunme. (2932) Query the Volunelnfo table for a @ gt ABR 2005
al | vol um®0 0%B338%h current usage is above their alarnthreshptdwsiherss d
al arm hreshol d for each volunme is a certain percentage of that volune's
reserved storage, for exanple 90% (2933) For each vol unme whose usage

exceeds the alarm threshold, set an alarmrecord in the StorageAl arnlog
table. (A separate process will pick URg his entry and forward it to the

CM5 at the volune's assigned station). 52934) Query the Vol unel nfo table

for alist of all volunme which current usage is above their

pruni ngt hreshol d. The pruni ng threshold for each volune is a certain

per cent age of WO 02/ 35359 (FCB) Boraim2qi8 She Fidsinfo thblelHi2 Of 28 fdest hat vol une' s
for Updat e Cont ent Usage

reserved storage at the station exanpl 80%

History This is the fi rstw§8F??’Hﬁfa&Pnéj§f§gP%et{e§%%‘}e?}ﬂTqmééﬁﬁe@hﬁ Whenever

it is determned that onegQJirafiBh Hatk® i iIRIIEPELS: Ml YL ingle pass is
made through the Usage Log)q{lrgbl eto d§e&] et egﬁntrlglg?%ggygl%é&gl 8r than a
certain time period. Thii aéidpso the fdnisuioe delbrd unkie aftdsEigeedpddigipes not grow

too Large. - Generally, usage,data !gff only tracked for the nost recent 30
days® but the length of tFfBeipased}racked is a configurable parameter. h.

Prioritize Content for  Praf ]t Pbes.the r i step 4 .
(2840) of Figure 28. The @W?&%@h}?@&%ggﬁr&ﬁ%??ﬁ?ﬁgﬁ%@% and are
described as follows. Thesgnmheps Dtereepeaheslld or each volune fromthe
list generated in step 2934 of Figure

" _ f Determine Whether Pruning Is Necessary

This describes step 3 (2830) of Figure 28. Examine storage
10 availability and _c'ontén_t volume reservation to determine if pruning is
necessary ip this cycle. The sub-steps are diagrammed in Figure 29C and are
described as follows:
e (2931) Recalculate the currentusage field in the
Volumelnfo table for each volume based on the sum of all
15 currentsize values for all track files associated with all files
belonging to that volume. .
e (2932) Query the VolumeInfo table for a list of all volumes
' ) which current usage is above their alarmthreshold. The
alarmthreshold for each volume is 2 certain percentage of
20 that volume’s reserved storage, for example 90%.
* (2933) For each volume whose usage exceeds the alarm
threshold, setan alarm record in the StorageAlarmLog
table. (A separate process will pick up this entry and
‘forward it to the CMS at the volume’s assigned station).
25 ' *  (2934) Query the VolumeInfo table for a list of all volume
which current usage is above their pruningthreshold. The

pruning threshold for each volume is a certain percentage of



29C, that is, for each volune which storage usage is above t hr eshol &5 APR 2005

(2941) Upurexsssipe usage sunmary information in the Filel nperi@abligd0r all
the files belonging to this volune, based on the data in the Usage Log

table. The FirstUsed, LastUsed and UsageCount fields in the Filelnfo table
are updated for every file belonging to this volune. (2942) Select file
ranking criteria and file protection G%iteria. The file ranking criteria
will be one of LRU, LFU, UD, LRU-k 6}' ther criteria discussed above. The
protection criteria apply to either files or portions of files. The first
time this step is executed, files that are in-use and files that are only
very recently introducedthaiwdlumsés resenved stothgefat thm aiong fgrexample i . e. t hey
will not be put in the c idate list. Also an initial portion of each
track of each file in th "5 APR 2005 WD 02/35359 2 5 APR 2005 '
PCT/ US01/ 42785 -103 20 25 candidate list ,will be protected, so that users

will be able to accegs filmsion EbnZat Ushpd BAgyreven if the rest of each
track is pruned. |In subsequent rounds, the profection criteria will be

rel axed so that nore files will be candidates and nore bytes of each
candi date file wlhis isdhe §rsipgaianiof siep gr @8#of Fignet 28.t Néhdnavarit js

protections , will. opped, _then recenc rot.ection, and final t he

i n?guse pr ot cééclzl%l{n%ﬁg%\ﬁjt [g"ga ?ﬁ%’ﬁbce&’f%ﬁ%fs ik grele P?Fstlﬁél_]‘?—ﬁl el nfo
table to creaduphahé UWESLog tsblle &f dSaREndidsqhid 4re Sideh Man?d Eerdftibabl € for
pruning. The ranking I's based on the criteria set in 2942. (2944) If the
candi dat e |pestod; sThisphslps teensure tthatsthepU2gt 2L o does ebagravheoplakect i on

O herut oo okl isked '0ata%is bty Bitked 1o Wl Tosl ket Y0 85, B8 fhe' ' "

length of time it is tracked is a configurable parameter,
10 _ h. Prioritize Content for Pruning

This describes the remainder of step 4 (2840) of Figure 28. The sub-
steps are diagrammed in Figure 29D and are described as follows. These steps
are repeated for each volume from the list generated in step 2934 of Figure

29C, that is, for each volume which storage usage is above threshold:

15 - (2941) Update the usage summary information in the
FileInfo table for all the files belonging to this volume,
) . based on the data in the Usage Log table. The FirstUsed,

LastUsed and UsageCount fields in the FileInfo table are
updated for every file belonging to this volume.
20 ' o (2942) Select file ranking criteria and file protectionA

criteria. The file ranking criteria will be one of LRU, LFU,

- UD, LRU-k or other criteria discussed above. The
protection criteria apply to either files or portions of files.
The first time this step is executed, files that are in-use and

25 files that are only very recently introduced, will be protected

- from being pruned, i.e. they will not be put in the candidate

list. Also an initial portion of each track of each file in the



2945. (2945) Take the leading file fromthe candidate list from st29;5 AFR 2095
2943, set @glelwsicon goal for the file (a target nunber of Bytesoerss |

try to prune fromit) and try to delete blocks fromit totaling that .many
bytes (step 5 (2850) of Figure 28, described below). .The del etion goal
depends on the nunber of bytes still needed to bring the volune's usage

bel ow threshold as well as on the rank&)({)bg and protection criteria set in

set 2942. Algorithnms can set the deletl goal as high as possible (100%

of the file), so that as nuch as possible wll be pruned from one

candidate file before the next file .fromthe candidate list is pruned.

The Uni form Decay al gori t ¢tendideteBsteri]l terpretected, sorthaeussonwilbbe ade fo om every

candidate file in such a way that the amount pruned from each file is

i nversely proportional to %%85%31&aﬁ'éﬁe§r% t%@ﬁ&?n&@remﬁw caCEREo 35359
-104 5 10 15 20 25 (2946) hdinbdenfiidl fbhvSuRirpgs ook esitesidcHagef ul ly
deleted fromall candi dat eﬁf inl esIn\Cll SI tcgldhtslgu?ar’ 'l splgneggé% to bring the

vol unme' s usage bel ow pr uni reipxdedse shatlnthre filasnwitidhe dandidiates apd 9doty byes her wi se

contrgl returns to step 2944 to examne the next candidate file for
prunifig. 2 5 APR 2005,, Pe¥mackeapdigatgtlq wribhscansiesrkionpraingnfist descri bes

1P, 0, (2050 o B e 2 e LEORAR Rl 230t b e
certain file. If the file pretctivh,tandlfinally anida-uskipostectiod will bé divpphi

BN * (2943) Use the data in the FileInfo table to create a ranked

- - listof candid.ate files that are available for pruning. The

10 ranking is baséd on the criteria set in 2942.

e (2944) If the candidate list is empty, return to step 2942 and
relax the protection criteria so that more files will be
included in a new candidate list. Otherwise proceed to
2945. - |

15 - = (2945) Take the leading file from the candidate list from
step 2943, set a deletion goal for the file (a target number of
bytes we will try to prune from it) and try to delete blocks

from it totaling that many bytes (step 5 (2850) of Figure 28,
' ) o _ described below). The deletion goal dcpendé on the number
20 _ of bytes still needed to bring the volume’s usage below
._,threshold as wcﬂ as on the ranking and protection criteria
set in set 2942. Algorithms can set the deletion goal as high
as possible (100% of the file), so ihat as much as possible
_ will be pruned from one candidate file before the next file
25 . from the candidate list is pruned. The Uniform Decay
algorithm, however, tries to prune some bytes from every
candidate file in such a way that the amount pruned from

each file is inversely proportional to the frequency of use of

the file.



del eted from several tracks. The sinplest strategy, used in one 25 APR 2335;
i npl enenyatd2B83s00f the invention, is to visit each track igr4HEd1/:3 :
proceed to select blocks until either no nore bl ocks can be deleted from

that track or the total size of all blocks selected so far is enough to

reach the del etion goal. After selecting which blocks to prune froma

track, storage manager issues FDP "Renove" comand to DS to carry out the
actual renoval of the selected bl ocksl04Fhe steps to deci de how nmany and

whi ch bl ocks to prune froma given track file are diagrammed in Figure 29E
and are described as follows: (2951) Determ ne the m ninum al | owabl e si ze

|led M nRetainSi Hokst ' d th
bratection criteria sl Tn 0aggey el PaRauRE of R et S e i 1| be o

protection criteria set in 2942 of Fi etainSi ze will
in all cases except whenleletdfrom alpeantiaiatd fles visited sefdrécenauptl tbhe file is a
media file or other file _type. In that case, if the file is NOI marked

truncatable in the Tradkingfige valyme's psage Relorarraningitieshald; prndgt i re track
(the file cannot be pru ) L\ t gl NS 1St he maxi mum
of: i) a certain fixed Eﬁg?}gér(zg?b%y?%%sﬁﬁdwége&g&%%gé:"f??ghg%r cent age of
thé track, ., WO 02/ 353%Qamirz thPRe2@ADdidRE TSGR pluding? 7 8 5 - 105 20 25 30
I11) enough bytes to support streamng the first S seconds of the file,
where S is a fixed nunber_of sec ngs ‘fthe total duration D of the file is
known fromthe Filelffo taﬁF’é‘?"%ﬁg’F d'iefr action SID of the track shoul d

suffice for S seconds). _
This describes step 5 (2850) of Figure 28, invoked from 2945 of Figure

vy

29D, whereby we are trying to delete block files totaling a certain number of
bytes from a certain file. If the file has multiple tracks, block files might be
10 deleted from several tracks. The simplest strategy, used in one implementation
of the invention, is to visit each track in turn and proceed to select blocks until
either no more blocks can be deleted from that track or the total size of all
blocks selected so far is enough to reach the deletion goal. After selecting
which blocks to prune from a track, storage manager issues FDP “Remove”
15 command to DS to carry out the actual removal of the selected blocks.
The steps to decide how many and which blocks to prune from a given
i ‘track file are diagraromed in Figiire 29E and are described as follows:
} * (2951) Determine the minimum allowable size (called
| MinRetainSize) for the track based on the file type and on the
20 | “protection criteria set in 2942 of Figure 29D. The
' MinRetainSize will be 0 in all cases except when latency
protection is in effect and the file is a media file or other file
type. In that case, if the file is NOT marked truncatable in the
TrackInfo table, the MinRetainSize is the entire track (the file
25 - | cannot be pruned at all). Otherwise MinRetainSize is the
maximum of:
i) a certain fixed number of bytes,
) a certain fixed percentage of the
track, |



These fixed nunbers ini), ii) and iii) are all configurable par an%ﬁeﬂ?@ 2@35
1'n anot herwenkpegissent of the invention, S could be dynam cadyyadisatied

based on neasured and predicted network |atency between this station an
other stations. After it is calculated, MnRetainSize needs to be rounded
up to be a whol e nunber of blocks. This is conveniently conmputed using the
follow ng integer operations: MnRetainSi ze = ((M nRet ai nSi ze+Bl ockSi ze-
1)/ BlockSi ze) *Bl ockSi ze. Cal cul ate t el@ack' s Avail abl eSi ze as
CurrentSize - MnRetainSize. This is the maxi num nunber of bytes we can
hope to delete fromthis track. The value of CurrentSize is available in

t he Trackl nfo table or can bdii) obt ai ned f&ﬁlﬁ'ﬁgﬂ]hgrtégrt@(gﬁp irl erdiplimedata | f

Avai | abl eSi'ze <= 0, no pruning can be done on this track. Adj ust the
del etion goal for this track downwh® HrstStseconss of Hwerfile, wherelfais aifixeds no

bi gger than Avail abl eSize. Obtain fraomifhe t K fil fadata.,a "bitmp"

telling which block files of thi-guébgﬁﬁ%%%m%&ﬁfcetﬁhl@ug"r?‘é’ggﬁf’ﬁihﬁ st or age.

This bitmap is an array of "0"s afie iskndwnl {6 XeIFiIdTh RaBlel & Nel Where Nis

t he nunber of blocks in the track, wth a value of 'Vindicating that the

block is not currently present i irastien Sgrobthd ttack showdd sufficadotShat it is

currently present in storage. For exaéspl e: WO 02/ 35359 PCT/ US01/ 42785 - 106
1

5 10 15 20 25 111111111111001110115¢ 1011111111110000 0000000
’ These fixed numbers in i), ii) and iif) are all configurable

| parameters. In another embodiment of the invention, S
o could be dynamically adjusted based on measured and
10 _ predicted network latency between this station and other
stations. After it is calculated, MinRetainSize needs to be
rounded up to be a whole number of blocks. This is
conveniently computed using the following integer
operations: MinRetainSize = ((MinRetainSize+BlockSize-
15 1)/BlockSize)*BlockSize,
« Calculate the track’s AvailableSize as CurrentSize —
MinRetainSize. This is the maximum number of bytes we
can hope to delete from this track. The value of
) | CurrentSize is available in the Trackinfo table or can be
20 obtained from the Track File metadata.
» [If AvailableSize <=0, no proning can be done on this track.
¢ Adjust the deletion goal for this track downward, if
necessary, so that it is no bigger than AvailableSize.
e Obtain from the track file metadata a “bitmap” telling
25 _ ' ' which block files of this track are currently present in
storage. This bitmap is an array of “0”'s and “1”s, indexed
from 0 to N-1 where N is the number of blocks in the track,
with a value of “0” indicating that the block is not currently
 present in storage and “1” indicating that it is cumently

30 present in storage. For example:



Usi ng the above bitmap, determne starting and ending block indexes %L‘gtﬁlpf? 2005

and i Endveazt4say i Start has enough "1"s (bl ocks that are p¥ sl 7d8EFORE
it to contain M nRetainSize bytes that will NOT be deleted, and there are
enough "1"s BETWEEN i Start and i End, inclusive, to neet the deletion goal.
This will be possible because the deletion goal is (or has been. adjusted
to be) no greater than Avail ableSize. One concrete nethod to select iStart
and iEnd, inplenmented in on€ enbodi-n¥ft- of the invention, is first to set
i End equal to the index of the last "1" in the bitmap, then sweep i Start
backwards starting fromiEnd until enough "1"s have been counted to reach

the deletion goal. This methodicavsed 11ocakol iiceialoaysiipheocpeuned
"fromthe end". Ot her enbodinents of the invention could proceed
differently by, for exanple, 4300880 setting i Start to the mininumindex

that still has M nRetainglze. bytes hefore it,. and then, ,sweeping i End

forward until enough * 1@1%@5 aLB%%ﬁ‘%@Bﬂrﬂem@ Fang aPﬂ&‘V‘\@é‘Eeti on goal .

| ssue an FDP REMOVE compaRdl ih@exed $StRR and b ih%tf&?arf%%'%égﬁgl“h”@ ocks from.
ile.

“iStart to iEnd inclusive fromthis track of this of these
bl 6cks may al ready not elocks thateart prasett) BEEFORE édordamin del eti on request s

are harm ess). Add the_nunber of pytes act |y deleted fromthe track to
the cumul ative total of @Pﬁgﬁﬂﬁ?gﬁgﬁ %1Wéﬁj§«9§'?y1b‘?j€?1%t€€c?nldrt8ﬁﬁe this file. 2
5 APR 2005, WO 02/ 3535,cRGELLDO ég%ﬁgg%@] . :‘?ﬁsﬁ torage usage
to their CVS. This describes éfeps 8 o%éaiagg%{éég gé% addr ess of
“volune is stored in tdeet tholdaletion abkle This wilkbe podstbié beampesiticory. Wen a

a
coeftent vol une's storagﬁﬂusa[ge xcgeﬂ‘s the alarmthreshold and Storage 5 -
Manager is unable to refg& &?F?Gﬁ of fhas besadipstest 9die) Be BB tha t he vol une,

10 AvailableSize. One concrete method to select iStart and
iEnd, implemented in one embodiment of the invention, is
first to set iEnd equal to the index of the last “1” in the
bitmap, then sweep iStart backwards starting from iEnd
until enough “1”s have been counted to reach the deletion

15 goal. This method causes track files always to be pruned

 “from the end”. Other embodiments of the invention could
proceed differently by, for example, first setting iStart to the
_ minimum index that still has MinRetainSize bytes before it,
u} and then sweeping iEnd forward until enough “1”’s have
20 : been counted to reach the deletion goal.
*  Issue an FDP REMOVE command to the DS, asking it to
remove all blocks from iStart to iEnd inclusive from this
_ track of this file. (Some of these blocks may already not be
present, but these redundant deletion requests are harmless).
| 25 * Add the number of bytes actually deleted from the track to
the cumulative total of all bytes that have been deleted from
this file.



10 the Storage Manager notifies the CM5 of the volunme and the netvvor2k5 APR 23@5;

operator. WBqR556ei ving notification, CV5 prevents the content %\m% Jdrom
upl oadi ng nore content w thout adding nore reserved storage {0 P he vorune.

When the vol ume storage usage falls below the alarmthreshold, the Storage
Manager notifies CM5 to rel ease the upload restriction. During the entire
managenent cycle, storage manager al so report errors, warnings, and overall
storage usage statistics to Service MuiJenment Subsystem Storage Manager
makes sure that the overall storage is big enough for 15 the total content
vol une reserved storage. This is enforced with the 20 cooperation of CV5

and the Learning agent at a ‘%)fg L 85%@%%&?&%(3&@?30& cally inforns
I't so sends’

CVB about the storage usage of” each vol une. nds an alert to CVS
when a vol une usage is behind the safety threshold. CMS may prevent the
content owner of tHaswdescnitesf$topntaE60Y of digure e nThe t@VIShaddretswof k.
Lear ni ng agent magdgause its. content Learning when a volune exceeds its

quota. 6. Conf @Wﬁidﬁn@_ﬁt ?l_hléﬂep'rréglén’c“ ERRIFS NTeRASHBY- hsteAent ed in
sof tware, hargdwahe Riu ’SC&?R"ﬁga‘%gﬁggtffa‘ggd@Oﬁleaﬁl%mﬂ%‘?%ﬁg{gg‘g usi ng

one or nore conputer 25 syste processi ng systens. anpl e of
a coifput er syMimeyet sainabiowl i@nioee uag df tie donpdne bk, bel@igses ahp velung, cont ent
managenent server 170, content provider client 130, a distributjon

server in a dMustierspsyanager sotificsntheoCMMial dwo volwme, 9pd; tst pWoser ver, a
VECS 470, 1000t a0 RIGAUR D24, 8,5 AP 2008, PCFLST 142755

-1'0}8 20 25 30" conputing pl erre ETerh a8 " fimchi nes
"servers”) i sploadinguhere cntdir Wit adaing wiore Redelfed stdragd e tgOUluiRl System
3100 When the volume étoragc usagc falls below the alarm threshold, the Storage
10 - Manager notifies CMS to release the upload restriction.

During the entire management cycle, storage manager also report
€ITors, wa:hings, and overall storage usage statistics to Service Management
Subsystem. 7 |

Storage Manager makes sure ihat the overall storage is big enough for

15 the total content volume ‘teserved storage. This is enforced with the

| cooperation of CMS and the Iﬁarmng égcnt- at a station. Storage Manager

- periodically informs CMS about the storage usage of each volume. It also

=y sends an alert to CMS when a volume usage is behind the safety threshold.
CMS may prevent the content owner of the volume from adding new content

20 to the network. Learning agent may pause its content learning when a volume

exceeds its quota.
6. Computing Environment

‘The present invention may be implemented in software, hardware or a

~ combination thereof and may be implemented using one or more computer

25 systems or other processing systerns. An example of a computer system that
could be used to implement, for example, a content management server 170, a

" content proyider client 130, a distribution server in a cluster DSC 410, a

contro] unit 450, an application server, a VFCS 470, 1800 or any of the other



I ncl udes one or nore processors,‘ such as processor 3104. The procesgbf ﬁlﬂ’ﬁ“?ﬂﬂﬁ

I s connegi®gh/isgs® communi cation infrastructure 3106 (e.g., parRds Hss
network). Various enbodi ments can be described in ternms of this exenplary

conputer system However, after reading this description, it will becone
apparent to a person skilled in the relevant art how to inplenment the

I nvention using other conputer systens and/ or conputer architectures.
Conput er system 3100 al so i ncludes a-d88n nenory 3108, preferably random
access nmenory (RAM, and nmay al so include a secondary nenory 3110. The
secondary nmenory 3110 may include, for exanple, a hard disk drive 3112
and/ or 2 r eaBghlies HlAoREE (Hish vefcitlh AEBMCRCLAIA A ORI drive, a
magneti c tape drive, an optical disk drive, etc. The renovabl e Storage :
drive 3114 ceapstef raysteand100, whowasin &FIG. BenoTabl eomspunengestemi B1EL18 in a
wel | known, ner. Renovable storage unit 3118 represents a floppy di sk,
magnetic t ag'@nmaﬁppfe QF mIre Rrocsssers, Adck, A Prosessabéi%‘ﬁ i ﬁ%a{ocwer wﬁgvam e

storage unjt d8ed . Ejf{a Sé%‘qﬁl g | bayikng stored
therein cor?pct?%%r 2%?%‘@%9%&5% or tiia a. eCS?JZ’??E%%%ﬂ%‘Q@ﬁ% al so
i nc§ ude ot h¥arisusneinbodimatscdnobe daddribet rig tempof tiis pregplanscomipdteiput dat a

to be | oaded into_conputer system 3100. Such means may include, for

exanpl e, a YY&WHy abloscyeh RAgETedIng thipdescrpronit Will be¢erae apparent teaanpl es of
such may in.%[ e I ] d ' i nt.erf ch as that
found in video g%@%gégg?%gg%%%{%%% & Iﬁ%%%r%ert&ggwe%hgéﬁ%%%a%ﬁ%n EPROM

or \PROM ansbrgasacyseas s6/0kebmpaid atdhetturdsenovabl e storage units 3122 and
i nt'erf aces 3120 which allow software and data to be transferred fromthe

renovabl e st or ageomapter 3ystem3d 08 algnuinshudes genaim mamory Hd¥poreéerablyst em 3100

» al so i ngl ni_catd interf 3124, Conmmuni cations interface
- 312724 all O\A/srgg%&ﬁva\g?éésg;%gm 8£ngnat1?%yﬁ§$8rlpéaé%§t%%&%%ﬁﬂﬁ system
3100 and exdigonalhéle¥ddn@ary méaioRY 8310 may mchitB, 2608xMEp1024 Fagblisk
PCT/ USQOL/ 42785 - 109 conmuni cations interface 3124 may include.a nodem a
net wor k i ntdsiveaidd 2 gnelfaria resnovable: sterage tdriva3d)l4, wposemting 2 8oppndisfort, a

POVDI A o1 oty g, card, e Bhe el tere At IRhE L2E LLSHY! Borase

drive 3114 reads from and/or writes to a removable storage unit 3118 in 2 well

15 known manner. Removable storage unit 3118 represents 2 floppy disk,
magnetic tape, optical disk, etc. As will be appreciated, the removable storage
unit 3118 includes a computer usable storage medium having stored therein
computer software and/or data.

Secondary mémorj 3110 can also include other similar means for

20 - allowing computer programs or input data to be loaded into computer system
3100. Such means may include, for example, a removable storage unit 3122
and an interface 3120. Examples of such may include a program cartridge and
cartridge interface (such as that found in video game devices), a removable
memory chip (such as an EPROM, or PROM) and associated socket, and other

25 removable storage units 3122 and interfaces 3120 which allow software and
data to be transferred from the removable storage unit 3122 to computer
system 3100, ‘

Computer system 3100 may also include a communications interface
3124. Communications interface 3124 allows software and data to be

30 transferred between computer system 3100 and external devices. Examples of



the formof signals 3128 which may be el ectronic, electronagnetic,2O%tA€%Imm5
or 5 ot herygi capabl e of being received by conmunicati | ce
3124. Th§§§°§?%%g|s 3128 are provided to conmunications in g??%@g§§%§4 Vi a
a conmmuni cations path (i.e., channel) 3126. This channel 3126 carries
signals 3128 into and out of conputer system 3100, and nay be inpl enented
using wre or cable, fiber optics, a phone line, a cellular phone |ink, an
RF Iink and 10 other conmunications chHi¥hel s. In an enbodi nent of the

i nvention, signals 3128 can convey content or various signals produced by
processes running on conputer system 3100 to fetch/send block files and
manage assenmyynafini I -1 , ter "§§%ﬁ&g program
nediunf.andnn%S "E%%%%?frﬂﬁggﬁkgnﬁgd?ﬁgﬁﬁggggﬁs%‘B?%'géﬁﬁ?% y re ér to

medi a such as(sucteavya Btiersditaraad)e adommurddatibns pohian PONEKA ishetaatlcad, i n har d
di sk drive 3112, _ and signals 3128. These conputer program products are
means for pr &F-didofvaseaiddeke s Yig cogypaynications anterfars H2dsupdn

i nvention in . ICt ut.ef: . .prograns
(5150, ol ed b6 B Sthnal NP iR O RIUIBEAMS fecrrbialR bR 0" A1) or
secoisdary nergmher sigddls capstpeltofrbepi® Eidnpy combfmidadone dnenad Vi,

comuni cations interface 3124. Such conputer prograns, when executed,
enabl e the coOMsSe siguals 8428 Fro @revdpd rip orammpricagaenst infestace 3 1i2evigr&sent

wnen exeout od  RHARPAPRTR) Ries aRR o1 This PR, SR SR PRBALT™T

present . i nvexPBGfto A@Qﬁt@ﬁ@ﬁfput&uﬁétﬁﬂﬁmw,%dﬁﬁﬁﬁb@%{]bﬁﬁﬁhﬁﬁ@d@ﬁ o
coritrol l ers of the conputer system '3100. WD 02/35359 -110 D. Concl usion 2
5 APR 2005. vRGTPUSRbi¢.4Prempibs 2aphnaatlinges coliulamphanaJinds po AR kel a@ik t he

abi Lty to store, distrihute manage, and synchroni ze file system objects
fr.orhbany of z?aheét"%%“‘%‘fag‘ﬁ’t}ﬁ‘é‘% .cshOUt del aying the presentation of the '
obj ect to the useny AmiRdEReNlifltRe infvealibs, sishaR B 1282 a cbhVEY conttaupt  Of
storage space. The invention allows quality of service policies to be set
and enf or ced vatipus gignals guenduded Hyi processss eunning on computer system 3100 to

fetch/send block files and manage assembly of a payload.

In this document, the terms “computer program medium” and

15 “computer usable medium” are used .to generally refer to media such as
removable storage drivc'3114, a hard disk instaileci_ in hard disk drive 311;'2,

and signals 3128. These computer program pr’o&ucts are means for providing

software to computer system 3100. "-l"he present invention includes such

) computer program products. |

20 Computer programs (also called computer control logic) are stored in
“main memory 3108 and/or secondary memory 3110. Computer programs may

also be received via communications interface 3124. Such computer

programs, when executed, enable the computer system 3100 to perform the

features of the present invention as discussed herein. In particular, the

25 computer programs, when executed, enable the processor 3104 to perform the
features of the present.invention. Accordingly, such computer programs

- tepresent controllers of the computer system.3100.



interface. The invention integrates storage devices and file systerrg S ARR 7003
a |ocalyizysste area network and make the devices functiphrggeRigsiM th one
integrated file systemview. Afile systemserver of this invention is
capable of performng "selective and dynam c caching"” to serve end users a
huge library of content with limted storage and network resources. The
file servers are clustered enabled that can be supported by a statel ess

. l oad bal ancer. The previous descript tHh- of the enbodinents is provided to
enabl e any person skilled in the art to nake or use the present invention.
VWhile the invention has been particularly shown and described with
reference fh efvadiuzénis thereof, it will be understood by those skilled
in the art that various changes in formand details nay be nade therein

wi t hout departi fromthe spirit and scope of the inventjon as defined by
the fol | owi ng C@F@Y@a@smpﬁ%mmwrm e the apjlidy ogtore disiibenod

conpri si ng; i &g# ! fect i new file
syst em obj Ieng? %ﬁﬁ{% gagg%%ra I F;IIA %fﬁésﬁztgﬁ ﬁ%gﬁglgleaﬁlg?cgfa?ﬁ%%g?ggw%t adat a,

wher ei n t hwitbbjited¢laying atlatpredentatis g bft el sisjedtsior thet useh ebuteatso fHiz system
olc)%:ect fromthe plurality of segments; and distributing the object netadata
actor di ng feguHingepnlys 2 guidipalpympent ef slosageaspagher Bith inyeation;aliomshut i ng

o Y o o .
metvork. . Sty of MRBIBRLCTT B 8y ARG el Shirchicin PG on °
exi sting finkeefaoy.s e QPERIVN infipeht@REtDIdRE ddvRe ah8 1O Gydiehe withsh am obj ect to

update existing object netadata corresponding to the existing file system
object. 3.lofHeompideoarcamesyerknmmgismalip she dpvicere funstionfas dingt withwmeon criteria -

i . distribyti i f the.fol l.owing: ifi d
o ne P B RERERD OBF ShaPhbeySlordhS b R aRBSF, | """
ey wor K; - afifoinzigy ‘Heldchife bibd Gy satsik RAtIBRECE serde edd8sdi®hhR@e Woralai m 1,

wherein the object netadata conprises one or nore of the follow ng:
att ri but esofgfontdns wiith dingtedt stonaphjand etwork resources. The file servers are

clustered enabled that can be supported by a stateless load balancer.
The previous description of the embodiments is provided to enable any
person skilled in the art to make or use the present invention. While the
15 mvention has been particularly sho;rvn and described with reference to
embodiments thereof, it will be understood by those skilled in the art that
various changes in form and details may be made therein without departing

- from the spirit and scope of the invention as defined by the following claims.



informati on on how the file systemobject is to be segnented; and 25 APR 2005
| ocations of the plurality of segnents of the file systemobject. 5. The

met hod of claim11, further conprisigg; 2 5 APR 2005 112 requesting access

to the file system object; searching %or the plurality of segnents that

make up t Wéhatis glaizyedem object: retrieving the plurality of segments: and
reconstructing the file systemobject fromthe plurality of segnents. 6.

The met hod of dl. & methodfcompisingeonpri si ng: checking a table for file system
objects with an expired expiration tine; deleting the file system objects

W th an expici&tingxRichefilegysetidtjectgt ermining if pruning is required based

on overall storage availability and volunme storage reservation

on overal
and updat | ng %@‘%%‘%ﬁgﬂ‘b‘e}*%‘é‘{ﬁ“%é?% e e e el oted 1110

t bj ects '
repr esent ﬁ%@g@f?@ﬂ%%”?f '?tﬁﬁa !ﬂqﬁhgﬁ’gi#ﬂbﬁﬁé%@%a%%f BretIREEAERE e

t he machin create_a new st em obj e deconpose the new file
system ob ?YSFWB JSCW‘EIPéP?P é?@ﬂ‘?‘§3= a&éner ate obj ect metadat a,
wherein the object netadata. is used to reconstruct the new file system
obj ect fro Wkstrilpitimgghe ohjeot metadateraceordingdodiset of distributing critgrise Whegaiigt o
according to a set of distribution criteria, wherein the distributing
cont i nuesdistibuting leenthijee amtiiieasdtito metatatercacheslaplatality o Hiodes die a netwak.
network. 8. The machi ne-readabl e nmediumof claim?7, father cause the

machine to: reo0iRShefea®ITldiR {, Tarthér RniRifRM obj ect; search for the
plurality of segnents that nake up the file System Obj ect; retrieve the

plurality o{l?(%ﬁgggﬂ }Stl?gqﬂ% gtéﬁ% %%9%&1 reconstruct the file system

object fro egnment’s The machi ne-readabl e nedi um of
claim8, further auseth machlneb : ngatab { f &e system
obj ects wi t PETEIRE ?’F‘é‘EPge J svaterb JF?trfB;uP P &¥IStpg Qb3eC ’é"e?dg %em obj ect s
wi th an expired expiration t| nme;

corresponding to the existing file system object,

3. The method of claim 65, wherein the set of distribution criteria comprises

distributing using one or more of the following:

specific nodes from the plurality of nodes in the network;

specified regions in the network; and

size of the file system object.

4, The method of claim 1, wherein the object metadata comprises one or more of

the following;:

attributes of the file system object;

_ information on how the file system object is td be segmented; and
~ locations of the plurality of segments of the file systém object.

5. The method of claim 1, further comprising:



determine if pruning is required based on overall storage avail abiéiéjtcyw%uﬁ
vol ume storage reservation information; delete the file systemob t '
based on usage statistics; and updatlé2del et e object netadata associ at ed

with the deleted file systemgbjects.  ,10. A systemconprising: a

distri butioﬁﬂW&%ﬁ?&fhﬁéﬁéﬁgﬁ%Wl@&ver (CVB) coupled with the
distribution center, the CVM5 to create anew file object, deconpose the new
file systemsshiching fonthe plupilily af sagneasts thalgmalke up systemayest et adat a,
wherein the object netadata is used to reconstruct the new file system

obj ect from felievitigihalplilinf ofsegnentssandand di stri bute the object netadata
according to a set of distribution rules, wherein the CM continues to

distribute q@&iﬂmﬁ&%é)ﬁi&ﬁ& s?%{a%‘i%g&t RIACHR pliralilybRcbién@®f nodes in a

network. 11. The systemof c wherein the CMS I's further to update

an existing fi lfﬂ%ﬁﬁ%@?kgﬁm @ﬂ%ﬁ%%&ﬁp{iﬁﬁg'ex‘i sting file system object
ng net adat 0

to update exi st a corrésponding he existing file system
object. 2 5 APR.2005 .11 . _The system of claim10,. wherein the

di stributi oﬁhﬁgﬂ{'%ﬁt%%ﬁ%?q ééssyéfﬁma PR PR XBIELE 0 yher ei n t he
application server cluster includes: a plurality of application servers; a
| oad bal ancidelgtiagdhefije spstane phjeetsavifloapexpited exphatien Ymsin di st ri but es
traffic anong the plurality of application servers; and a virtual file

cl ust er ser \deterfuifEass)f pranjnges revjuided basedpdmovadrall ytondgeaypilabihity and voduer s

via the | oad bal anci ng system wherein the VFCS is to request access to the

file systgipradetefedationSafdithatioh: the plurality of segnents that nmake up the
file systemobject, retrieve the plurality of segnents, and reconstruct

Lhe T11S oY bR Beifo &5 SHEPhHLA dn'vafl BRI uddhting Ae1cRNI5E T

claim 12, wherel tion center er tonprises-a cC unit
O o B S SEIEL o sl gt 17 (P control uni
7. A machine-readable medium having stored thereon data representing sets of
instructions which, when executed by a machine, cause the machine to:
create a new file system object;
decompose the new file system object into a plurality of segments;
generate object metadata, wherein the object metadata is used to reconstruct the new
file sys;tem object fro the plurality of segments; and
distribute the object metadata according to a set of distribution criteria, wherein the
distributing continues until the object metadata reaches a plurality of nodes in a network.
8. The machine-readable medium of claim 7, further cause the machine to:
request access to the file system object;
search for the plurality of segments that make up the file system object;

‘retrieve the plurality of segments; and



a resource managenent system and a storage nanagenent system Mere?nﬁwﬁ& 2005
st orage nmanagenent systemis to check a table for file system objects”v
expired expiration times, delete the fjde systemobjects with expired

expiration tines, determne if pruning js required based on overall storage
avai | abi |it>¥°%q¥aﬁ%ﬂ‘i}ﬁ§1°§)fstﬁl%a eptaaai e phalito Pﬁ%{l‘r‘gﬁ, delete the file
system obj ects based on usage statistics, and update del eted qbject

met adat a associ%fTie nohinettcadable medipn pf elaty 8 Rirfhgp pause dhe machine to:

check a table for file system obj'ects with an expired expiration time;
delete the file system objects with an expired expiration time;
determine if pruning is required based on overall storage availability and volume
storage reservation information;
delete the file system objects based on usage statistics; and
update delete object metadata associated with the deieted file system objects.
10. A system comprising:
a distribution; and
a content management server (CMS) coupled with the distribution center,
ﬁ the CMS to create a new file object,
decompose the new file system object into a plurality of segments,
generate object metadata, wherein the object metadata is used to reconstruct the néw
file system object from the plurality of segments, and
distribute the object metadata according to a set of distribution rules, wherein the
CMS continues to distribute until the object metadata reaches a plurality of nodes in a
network.
11. The system of claim 10, wherein the CMS is further to
update an existing file system object; and
parse the existing file system object to update existing metadata corresponding to the

existing file system object.
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12. The system of claim 10, wherein the distribution center comprises an

application server cluster, wherein the application server cluster includes:

a plurality of application servers;

_a load balancing system, wherein the load balancing system distributes traffic among

the plurality of application servers; and

a virtual file cluster server (VFCS) coupled with the plurality of application servers
via the load balancing system, wherein the VFCS is to request access to the file system
object,

search for the plurality of segments that make up the file system object,

retrieve the plurality of segments, and
reconstruct the file system object from the plurality of segments.

13. The system of claim 12, wherein the distribution center further comprises a

control unit coupled with the application server cluster, wherein the control unit includes:

a service management system,
a resource management system; and
a storage management system, wherein the storage management system is to
check a table for file system objects with expired expiration times,
delete the file system objects with expired expiration times,
determine if pruning is required based on overall storage availability and volume
storage reservation information,
delete the file system objects based on usage stafistics, and

update deleted object metadata associated with the deleted file system objects.



