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5 Communication control management device
(device management server)

10 Client cevice

20 Server device

31 Communication control device
301 Communication control device
316 Power source

317 Memory IF

318 Memory card

320 Controller

324 Data memory

332,334 Bridge

333 Hub

335 Reader/writer

340 IC card

NW Network

(57) Abstract: According to one embodiment, this communication control de-
vice includes a communication interface, a controller, and a memory. The com-
munication interface communicates with a first device and a device connected
via a network communication grid. The controller: uses a secret key issued by a
private authentication station and a shared key determined by a mutual authenti-
cation process with a second communication control device connected between
the network communication grid and a second device using a client certificate;
transmits, to the second communication control device, information obtained by
encoding information to be transmitted from the first device to the second de-
vice; and transmits, to the first device, information obtained by decoding infor-
mation to be transmitted from the second device to the first device. The memo-
1y stores communication traffic analysis information for data communications
via the communication interface. The controller transmits log information to a
device management server at an execution time set on the basis of the commu-
nication traffic analysis information stored in the memory.
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