HI ERARCHI CAL RATE LI M TI NG OF CONTROL PACKETS BACKGROUND Fi el d

Enbodi nents of the invention relate to the field of network processing; and
5nore spexD20wal2b4s7 to hierarchical rate limting of coRCTAB203&ENSTS
received on a line card of a network el enent. Background Network el enents
typically include multiple line cards that perform packet 10

f orwar di ng/ swi t chi ng at hi gh speed under the direction of one or nore
control cards. The control cards performsignaling, routing (including
creation of and/or managenent of routing tables), connection setup, session
setup, etc. The |i ERARECHRSEL YA FBIAMAANG OK OONTROLEPAVNERS | Y
forwarded/ switched at a high speed) and control packets which need to be
processed by the control card. Control packets typically are related 15to
si gnal i ng, r B3ACKGRYINPes, connection setup, session setup, etc. For
exanple, in the case of PPPoE (Point to Point Protocol over Ethernet), the
line cards cdieldecei ve from conmputing end devi ces PPPoE Active Di scovery
Request (PADR) control packets and PPPoE Active D scovery Initiate (PADI)
control packets. THaRdipapR of the ppysntipn srlatestonihstiigdd of aitwers preeessvgt apgd

card for kur [ : ; I NG e
P (Dynarm o TSt oy Al e FEATR O oRlro PRk e R
Servi ce) paclofanctwekghdpmnt.Di scovery for | Pv6, ARP (Address Resolution
Protocol ) packets. Commonly, line cards enpl oy a coarse control

packet rate limting nmechanismon each of the line cards to prevent a | arge
anount of paﬁkets frfm being sent fromthe 25 line cards to the control
card. These r ts are typically applied per physical entity (e.qg.,

per card, per port, etc.),.Qr pe rat ocol .and ly to ltiple.subscribers
or conputer end stl\gle[t‘(v8ﬁ(s.%le'ﬂ?8fgcé'lpfcﬂﬁy tlﬂglufl%t'%ulﬁﬁﬁi E{%e fﬁr@r? cté'fnep?rﬁoem’qﬂaﬂie?ty
of contreb pdekeirdinkRitchiBy a0 Qightieed @ni&tethk idhRcG@ Of ohd 0P dre LORrdladatds.
limt, the control packets are typically dropped in the |ine cards. -2-

Thus, since tihe contrel ¢ards pesfosmesignabing giopting Gpeluding seqatipn pé ppd(pr Bynagenest
protocol, a si e - stati.o nsm tting or hi : t
of control pZ’é Eg{\tzngg g‘%&g ggofjﬁéétq‘ro gt Sgh"pl %C{S{ﬁlo?%heﬁ ’eégé(;'ee edl?ﬁéea%;}léggésygu}g%?i ng
subscri ber' s packuts Ghvhiphaketypidatly Herveirdqipedtahed laeachiglo speed) andsontrdigrackets
sessions to fwa}{iéh ﬁfl:e Ct% t}ehp()rcs)gesge%r%yr 8'1|e c%%tcrléle (Jgasrd.wI &clmtpoq packets typically are related

15 to signaling, routing updates, connection setup, session setup, etc.

For example, in the case of PPPoE (Point to Point Protocol over Ethernet), the
line cards can receive from computing end devices PPPoE Active Discovery Request
(PADR) control packets and PPPoE Active Discovery Initiate (PADI) control packets.
These PADR and PADI packets must be sent to the control card for further processing.

20 Other examples of control packets include DHCP (Dynamic Host Configuration
Protocol) packets, CLIPS (Clientless IP Service) packets, Neighbor Discovery for IPv6,
ARP (Address Resolution Protocol) packets.

Commonly, line cards employ a coarse control packet rate limiting mechanism

on each of the line cards to prevent a large amount of packets from being sent from the

25  line cards to the control card. These rate limits are typically applied per physical entity
(e.g., per card, per port, etc.) or per protocol and apply to multiple subscribers or
computer end stations. Typically, the rate limits indicate the quantity of control packets

that may be sent to the line card. If over the rate limit, the control packets are typically

dropped in the line cards.



5dr opped. SUMVARY I n one enbodi nent of the invention, control packets
are hierarchically rate limted on a line card of a network el enent. For
each recavoediociapt47ol packet on the |ine card, the prot ®BIBYHE0STS t hat
control packet is determ ned, a set of one or nore 10 identifier keys in
that control packet are extracted based on the protocol type of the control
packet (and in sone instances specific cordr ol packets (e.g., PADR (PPPoE
Active Discovery Request) packets and PADI (PPPoE Active Discovery
Initiate) packets)), and an identifier key based rate limting is perforned
based on the set dfhusXif@ahethté Riisiatd §pickBY Spind feb pheleéat etithan! ppsotsCs!
type of the control packet Those 15 control packets which do not pass the
i dentifier k&PSifasE@PHEE € HRYQM FrapENHing @R oBxOrbitAnk canzouph o ecaniiol eraskatdli ng
packet count t

Exceeds an | Samitl et AR 15 BL Rl POl ol PSR e AR Kers o
cont rol pac k &k siroped bor ﬂrmﬂsm hbe sublenbef seasiokety fhdsmde (latse controltpacigtawdl bat e
limted a rot col level based on the protocol type of the control
packets ( dropped. nrot ocol ). Those 20 control packets which pass the

pr ot ocol Ievel rate limting are allowed to be directed to a control card
for further gUMESSRYWY, While those control packets which do not pass the
protocol level rate limting (e.g., those packets whose correspondi ng
packet count rat e Ihionetemnbddimepest pheoimventiore xwaads packeto heChicrdrehiedllyr fite
limt value for that rotocol are qf @ ped. 251 n some enpodi mllants one, or

nmore of the disitedron @ ﬁF.Cfuideﬁ> g agtevork glemegnfer pach reesjveshequrrol Racket PRithg ng

val ue, and thgeRaRE Wkrolt&\bﬁlty eaafqhéﬂ Jantrovpm%t A &t GARAG U RPLEoRY oPriYSTt €M
operator of the nef wor k el eng low ng flexible control packet rate

| i m tinglOThudentiienkeysl lnpmekeerOﬂ m@nkqﬂuafd exteamd:baspdutoerthermtotst«dt iypaof thad
di fferent netvvor es within the conputer t S rate
linited sepalpg? (hyp%ft %ngdnﬁg{?ew5apceﬁrs@€g58lcotng\()gpacﬁﬁf n%% (‘?%EF ach
line card is AvivetRisB@ery TugBiest] HRckdtEaal CPADR! (PPPBET Al:n&aqjiwovélg«t nitiate)
limting protects against conputer end stations -3- performng denial of

servi ce atta®Rekely), dadtanoidentildert by based mate dimitingtiy opripunddebased @oeibe st pbr
processing f %rg&go[}d%ﬁm&t@gagﬁfm%ta% Iridfheflirb@cdll PP Bl HIBEE. GRS ©!

packet traffic n one e nventi on,  eac
| i ne car dS of cantndt puckéts eizlﬁaiemlb ndd pam thedielentifiqraledyebaspdiratengmiingi (@e. t thopar se

control packet et erm ne pr oto t ypes of contro ets an
extract A sePOrONBSHCoHsE wch?te%ouabwu? foraiet et ohidealih ﬁﬁ&% fontakd
on the deter ?}dl@éi)l RKELQAE @h laémmepi(e& B@seg%ferl%u%ﬁlé?taﬁe dl%gﬁéh ! TH@seC&rnﬂopl 8¢
includes nultiple first Ievel execution units to performa first |evel
control pack@taclqegg whichmias§ thg 1dcntrf@cétr:y@dse@lamerlmrhltpaoaxetraepmmtqdmtwmomels of
the set of i eve} Ibase on the protocol type of the control packets (e.g., per protocol). Those
20  control packets which pass the protocol level rate limiting are allowed to be directed to
a control card for further processing, while those control packets which do not pass the
protocol level rate limiting (e.g., those packets whose corresponding packet count rate
limit value per protocol exceeds a protocol level rate limit value for that protocol) are

dropped.

25 In some embodiments, one or more of the set of identifier keys, the identifier
key based rate limiting value, and the protocol level rate limit value are configurable by
a system operator of the network element allowing flexible control packet rate limiting.
Thus, control packets from different computer end stations (and different network
interfaces within the computer end stations) can be rate limited separately while an
30  overall protocol level rate limiting for each line card is maintained. Thus, the

hierarchical control packet rate limiting protects against computer end stations



10 keys and protocol type according to a nunmber of control packets of each
uni que protocol type and set of identifier keys that are accepted for
processi yoO@Owy12844ffi rst time interval. The first |evel @e<&EdBIGMGTI ts dr op
t hose control packets that fail the first |level of control packet rate
limting (e.g., those packets whose corre;gonding packet count val ue for
the set of identifier keys and protocol exceed an identifier key based 15
rate limt value). Each |ine card also includes a set of one or nore second
| evel execution units to performa second | evel of control packet rate
limting on thgseninaCdediad fhadrvieaestatite by i dositrollRyethe dm&aNtdfotorRe kRtkdtat e
limting per protocol type according to a nunber of control packets of each
uni que pr ot o@edeptedder pregessineoneachportpuies eng iotier yihig abowingdegiimagtrdcantteb

interval. Th vel execution units drop 20 those control
packets that %Fgﬁtr?{ﬁecstggggg%épfeggel of control packet rate limting (e.g.,

those packets whogg 4@l &LREQRAMEhNES RRC KRlenGOY NEachalife Lhid bf YahdtRoREElement
protocol exceeds a protocol level rate limt value for that protocol).
Those packet snohidesla paakss patsengsengoredolpetselcontrolgmaketslto geietmune protecol types phg
are allowed to be directed to the contr card for.furthe rocessin 5I'n
one anbod: medte BTthearkTEAbE it F Rt bt e et ke B ER R ol
packets incl paaet Badedi gl thenikomHikedOprotRB type diMhé Tohthsakckets.adach i N@rd
separate nmenory domain and is_coupled with one or nore ports of the line
card, and a @batinglndes maltnledusisisivel exeentiogppunite deipeearm e ket deved Prewael

i ncluding co K et 1L NGl

par si ng engi ﬁé&{%&)ragﬁﬁlég&l?:%g?%ggﬂ%gggggéeéagketgggg%ﬁg%n? ﬁr;b;% (}afqg?(s)e?ggo éﬁ'? ;t/iﬁre of
the conti@l paykend pastdcdlotyprtacacidirgg seta mimlbdreofdcomorl epdcllent off each Wayse

from each control packet basteﬂ or}_the d&t er m ned e(%r tocol type ofé_that
control pack8f°oehePenBE sPLRtIARRU o FYiBat 3 PETBIE TPT Prcessuigeveag dictitlimn
units to -4inp&hf OTH Fist MEAtdeb@lonkEitsL@DB AR QorkibMphékaes {Haf fARRR Rt que
set of extracted identifier keys per protocol type. The first |evel

execut i on unilavel uf contel quackdioets kmiingole. padkst packistscihoie evatespensiing hecket

identifier ke ased ra lim.t.i,ng.- Each NPU further includes. et ,of one
or mor e secortmane {7y el ATier KGR A pionce Shesel Ry YRy Bked
limting1on eaehimikt vaheye @At K cpdckes sndllids Pastsof bie iodaiibrel deebnd Byvel
based rate limting. The set of second | evel execution units drops those
control pack&xesulipn critydo psrfosmsa seepndplegeloebcomral depcked: eatq limiting gnathgse
sends t hose 0 i.C 0 o] tal: i of
Che i ne.car Siohekh inaPABES e WLCbEA0pPRSSuNIOpIE) BA0" il D BICRESESGFe |
of those contcwirdipgtkehnsmper ¢f confrol paeket of emthnoliquEeaoketoktypeldrat afeiaecepted/
control 10 ptlacket count val ue cgnd a gro ogol coFtroI &acket count .vr%lgue).
| of g1 ss5and ks it

The central [THECISYBRLTr2 SEGRPEYRE UCHR gank el xeedanas t he
nul ti pl ep\PUshdsBabnélvBacdkBR daiBils@le REoddeREI bf 86ntkaYsacRa! ral’ RIndER (d&; 9- .
for each unique set of identifier keys per protocol, the central |ine

processor ad#fwse packgtsoxkase sounpspopdingaackes senntagateflinpifrivaliie prPRISjocohenteeds a
aggregates the._.con ket s .regeived fr t t )

oot ocol & yp it IER) phe BT SalERF DR aD 2o sty iR st Bl seffng |
processor adtsel becertl packet Gadtliniting aek allowaliit bev direesd tethei soadof cathfohe
NPUs). The central |ine processor perfornms an aggregate identifier key
based rate | fifher RPCEHREe control packets received fromthe NPUs for each
uni que s of identifier, keys pe rotocol type according .{.o the r.egat ed
packet cotnt val ud pes SpheEienRong WSiepig o Rtary flritediuline goed $pETE ol
type. The cepfd@les milBpRr REREAOProdeRRT GHIRSENEN)! EQh PAGKEhSsepdtale Mainbryt he
aggregate identifier key based rate |limting. The central |ine processor
perforns an dgueingandispevpiasoitbaanedon moee pors of i Hoe cendogad @oeantrgl line
packets that h . jfier L rat | M b f.0 ach
uni que prot ogg(f%% S)?%e%gglgﬁ@?ﬁég&wgg% H%aﬂefztagggor %Jgég%(ségg%gg%é% oﬁghfn C%g{agaé]dfc%rtae

t hose uni que ppeketsoC Glach WRIS . indludeL anpacRet parsidg einy ac @asercodirob paikess e
cont rol gackets which fail the aggregate prcgt ocol, based rate ‘lhd mting.
Those paéket SeGHMR apa@éocph@’l’&g‘g‘?%ﬁa&oé“ﬁlr%‘% E612nd Qe iagh & SFY o PNner BIoE
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control packet. Each NPU further includes multiple first level execution units to



The invention may best be understood by referring to the foll ow ng
description 30and acconpanyi ng drawi ngs that are used to illustrate
enbodi merWwe 20f0/2ka7i nvention. In the drawi ngs: -5- PCTHBZMU0/800275
illustrates an exenplary network including a network el ement performng
hierarchical rate limting of control packets according to one enbodi nent

of the invention; Figure 2 ill uftrates an exenplary line card of
a network elenment illustrated in 5Figure 1 according to one enbodi nent of
the invention; Figure 3 is a flowdiagramillustrating exenplary
oper ations f gerfbhhaligditigel ke bised Irateaﬁalﬁﬁhg &t @ch iuidue Rt FC&@IaBiedddémifiene
enbodi nent of the invention; gure 4 illustrates a line card with

mul tiple net kSYkPyrisetosel tgeuding ﬁrﬁé?mrewwomwtaw}hdé@n thoa% sontrqinarkgys f or
control paCk%lﬁcﬁﬁgﬂﬁphﬁg tlrleoldlgnt?ﬁé?r@ cﬂaggdﬂ'{ftetlﬁﬂgtu{ggelﬁéc oS rru her includes a

Figure 5 illustrates an exe aryI| e car I pl e networ k
processi ng unet sf tohatorpamfeosmndhlleweamhcmmln matsetd penﬁbnrmg f)mltooobmhsmll rate
packets agcordi

SRR TSI IR S WY =1 T
tlgl gnmet gggohrr#g Insteﬁg#%?&zd }@K\E}ﬁ;en{ég%t?]drphﬁtsn&rbw%s@ EOREST Pabittd Which RFRQTFHND
the protocol based rate limiting and sends those control packets which do pass to the
central line processor of the line card along with current packet count values associated
with each of those control packets (e.g., for each control packet a identifier key control
10 packet count value and a protocol control packet count value). The central line
processor aggregates the control packets received from the multiple NPUs that have the
same set of identifier keys per protocol (e.g., for each unique set of identifier keys per
protocol, the central line processor adds the packet count values received from the
NPUs), and aggregates the control packets received from the multiple NPUs per
15 protocol type (e.g., for each control packet per protocol, the central line processor adds
the protocol control packet count values received from the NPUs). The central line
processor performs an aggregate identifier key based rate limiting on the control
packets received from the NPUs for each unique set of identifier keys per protocol type
according to the aggregated packet count value for those unique set of identifier keys
20  per protocol type. The central line processor drops those control packets that fail the
aggregate identifier key based rate limiting. The central line processor performs an
aggregate protocol based rate limiting for those control packets that pass the aggregate
identifier key based rate limiting for each unique protocol type according to the
aggregated packet count value for those unique protocol types. The central line
25  processor drops those control packets which fail the aggregate protocol based rate

limiting. Those packets which pass the aggregate protocol based rate limiting are

allowed to be directed to the control card for further processing.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention may best be understood by referring to the following description
30  and accompanying drawings that are used to illustrate embodiments of the invention.

In the drawings:



DETAI LED DESCRI PTI ON In the foll ow ng description, numerous specific
details are set forth. However, it is understood that enbodi nents of the

i nventi oriwoegiohes4acti ced wi t hout these 20 specific deCAIBAI/NWITR her

i nstances, control structures, gate level circuits and full software

instruction sequences have not been shown in detail in order not to obscure
the invention. Those of ordinary skill in-Xhe art, with the included
descriptions, will be able to inplenent approprlate functionality w thout

undue experinentation. References in the specification to "one enbodi nent,"
“an enbodi nent, " "Rgure2d BKEHIRES SMRREGWPRAL net®dik- indlidlhg ad enehadk felethent
enbodi nent descrlbed may include a particular feature, structure, or
char act eri st iper ommgé\r@rwhéwbtﬁdﬁ: Henitingral) consrol pegleeis agdording 4 bnelemppgdiment
parti cul ar f%@hﬂ!ﬁ %ucture or characteristic. Mreover, such phrases
are not necessari y érring to the sane enbodi nent. Further when a
particul ar feature; @r&rzumtu%ﬁes B RUAPIRRL BRd S1rliGfi SndGBA! LRRRnd M.SORBESS | ON
with an 30enbod|nen% Is submtted that it 1s wthin the know edge of
one skilléd ifgurhé aamrdtng to 06e embbdiotensefcthe fregniors, structure, or
characteristic in _connection with other enbodi nents whether or not
explicitly descri Fagure 3 is a flow dingramy [iilesiiatng gsemplapt operatiors Er higrarchiqab
terms "coupl %Qntr@ii[ch %ﬁ ﬁﬁ%acc cﬁﬂgto"‘ér{e%nﬁﬁb?%erﬂ%rf' Al Y rgr“tm may be used.
t h ns are e

It should be unde not end as synonyns
for each ot her " @%{Béeﬂi"lll@tr&téﬁda tithel REHICRHifh thati feW‘ﬁeWorlaD{)l%c@s RIZE Mhits
whi ch may or be in direct physical or elec rical contact with each
ot her, co- op@p pening hierarshizel rapd timitengclor ohieol packwin actordids v ongswdodigent
|nd|cate16he ?é%ab|l hnent of conmmuni cati on between two or nore el enents

that are Ccoup W ¥h°€ach other. 10The t echni ques shown in the figures can

be i npl enent ed us'ﬁgugoﬁqumteqam cRUAPRF, 3. GHPHACTHARLTRADITRE G ork

el ectroni ¢ device , a conputer station, a networ , etc.).
Such el ect r opracesking vass thotgreefoans hiecnrhical gatt dinfiting érrrn:@htryl packiéto ncanirding o4 her
el ectronic devicegﬂgver a netmork% coae and data usi ng machi ne-readabl e

medi a, such &8¢ iment abils sEntey g e nedla (e.g., magnetic disks:
optical 15 disksig nggﬁ"ﬁ%%edsl gi%rmﬁé{ratmg dgﬁlﬁé/ %gsm*rum s £ lﬁ?ﬂ:éﬁ?&éﬂ%

devi ces; phase-change menor cation mne

(e.qg. ellgct Nintiethg 1ﬁp11h®8dardsa®\ﬁth'5trrllﬂﬁlbleOﬂet@/bﬂel‘pré@ﬁfmg)furﬁfsomﬁdlﬁgi i ghal s
- such as carrier, wave i.nfrared signals, digital signals, etc.). In

addi ti on, su@ﬁ‘@ﬂ%%??Bﬁ he ipsptieBs typical ly include a set of one or nore
processors coupled to one or nore other conponents, such as a storage

device, 20 QRerAOLEPDESEFAPTIONRUL/ out put devices (e.g., a keyboard, a
touchscreen, and/or a display), and a network connection. The coupling of

the set of procesgptise folldwiid@dscapig mamicfousSpeoifit daially atdged tigtth. OHewever(or €
busses and bridges (also ternmed as bus controllers). The storage device and

si gnal s carryi Bgundsestond dhst iembodmsnis pg dhre Mviepbery maypbe pEasticesh &itboutiiese
machi ne- Q@adQPcl,c?ﬁcgtdgfaﬂg.e e dtr E}Mar{@ﬁhéd?ﬁro[ %?rqetme%, gate level circuits and full

software instruction sequences have not been shown in detail in order not to obscure the
invention. Those of ordinary skill in the art, with the included descriptions, will be able

to implement appropriate functionality without undue experimentation.

LAY ” “

References in the specification to “one embodiment,” “an embodiment,” “an
25 example embodiment,” etc., indicate that the embodiment described may include a
particular feature, structure, or characteristic, but every embodiment may not
necessarily include the particular feature, structure, or characteristic. Moreover, such
phrases are not necessarily referring to the same embodiment. Further, when a
particular feature, structure, or characteristic is described in connection with an

30 embodiment, it is submitted that it is within the knowledge of one skilled in the art to



25 communi cation nedia. Thus, the storage device of a given electronic
device typically stores code and/or data for execution on the set of one or
nor e procweW0108128447t hat el ectroni ¢ device. O course, ORETIB2MP@WITFAarts of
an enbodi rent of the invention may be inplenented using different

conmbi nati ons of software, firmwnare, and/or hardware. As used herein, a
network el ement (e.g., a router, switch, #¥ridge, etc.) is a piece 30 of
net wor ki ng equi pment, including hardware and software, that comrunicatively
i nt erconnects other equi pnent on the network (e.g., other network el enents,
conput er end cftatdueR Feat@eC sthuctHeBr BRIRENHsR! IRMBRhStBhwitiBtHer RhfbodRhetits €S
network el enents" -7- that prOV|de support for nultlple net wor ki ng
functions (ewhether pumatiggplitifly degeried.swi t chi ng, Layer 2 aggregation, and/or
subscri ber managenent), .and/ or pr.ovi de support for nultlp e appllcatlon
services (e.g., é&ﬁ* ¢ plpping desaripied)d clayms dhs i5ans cepupiedrandn gorrestqdan

(e.g., workstahb Qg theRRfe ﬁQﬁiveQ%ﬁr}‘/ bORSed. P Rdd BE ARG sto5 @RIk RSO &Sms a?e

mul ti medi a phoneés, portable nmedia players, GPS units, gam ng systens,
set-top bdxespt mtandpd as sgsenyronfosreatls ether.c E€opplodT iredsedvierintivatel thatetwrebr
and/ or content/services provided on virtual r|v t e. net wor ks. VP .
over Lai d o I FIRtis et HicRRE Gr Oty oy i o, e Sl oY Blef st Eqet with
provi ded by eftf dther'B6-Bp&afcV&! infePstR Wi cah Gzt at-ComsechAl Q9 gidddotiAdidats ke/i ce
or content provider, and may include public webpages (free content, store

10 fronts, segrklsheepypleammypigation petveen Bvavebprge slepents. that are coupled with
user name/ pasg mr(g naccessed webpages providing email services, etc.),
corporate networks over VPNs, etc. Typically, subscriber conputer end

stationsj@re coupigd té&mﬂhues El'itfx%'ﬁhtlfé%;%&@?ém%@ [thlemeRidl Rﬁﬁ@t cd&@%h"(ﬁté 0
an access network (wired or wirelessly)) to edge network el ements, which

are coupl ed torag. andtdnqecmtgdh 0D VEE O NIBE @lestrpmc rdetvwosr (@ &l enempgtet gncbtsilataon a

15edge netvvor el errints § Iierv%\ ut er & 4 ( I
met hod and aB%éin‘)élh‘f ﬁcér HE éeéimP ‘i‘?%??ﬁga‘b °88‘H?‘+“6?a epéé’keé{"“s‘yu s
descri bed. | ando€ wethibertenerétrétic tdaelceweat 4 ABworRNtEd aPak@t i thatkihe-
limted at a first | evel based on a set of one or nore identifier keys

included in fedallemradin. speleremachisescadaplgstapenmediade-gsgmranstivdekaentioak,
sour ce | Py a0ge Sun AL, GRENEYcl Port 20 AU 9B Bl b THE sl

key rate imting values are co figur syst em oper at of
net wor k el ermmnorﬂ)homd peckekseadablich o(dmmnnﬁcamss mddéa | (@ent ieldceicakeyphieded

rate limting are dropped,. Tho acket s ich pass the identifier ke
based rate | ﬁ??goéP@‘eE]ffé’H‘e%fs RTPpagated s Wﬁ‘;‘ 4 CAIET G Ché ar&ié’é@é‘éd)
and those paaig%ﬁs@ﬂeﬁs @ 2 I A0diRsh, @ﬁclﬁelé&ﬁﬁmdé&é@ty;ﬂ@a‘lﬁdm@ﬂxd&r&ese%%&co'
of the packet. Those packets which do not pass the second |level rate

limting ar eodmpqoer@cesamns|ceuplh@geomd1@ztmprassh¢rr¢@nmwnst suely e$ a sterageldemicei ng
are alloyed to be othe nt.r car forf p i.ng In
one enbo%b?rreﬂ?e oéargﬁ | né lggu%ou Ir)1cl g%’lcesnglgtl pI e%éaergljt i %’rl\’%ﬁsr‘f? % taﬁg/tor each
process cont d3plappcketasnandrieasihepedd. OThHe tcbeplfrgr Gft the &¢ebf bﬁicessbrsmdd ofer
(e.qg., identifier key based rate Iimting). Each line card also includes a
set of one oFOfﬁﬁ?f@n@x’édW%‘W thapygh @mﬂramorf‘ebwﬁsrﬁl@%énéwo@wmd b

limting (e. gonerdife f’st).oel%e J?&%g@' dEAtEahd g?ghblg%rrymg the network traffic respectively

represent one or more machine-readable storage media and machine-readable
25 communication media. Thus, the storage device of a given electronic device typically
stores code and/or data for execution on the set of one or more processors of that
electronic device. Of course, one or more parts of an embodiment of the invention may

be implemented using different combinations of software, firmware, and/or hardware.

As used herein, a network element (e.g., a router, switch, bridge, etc.) is a piece
30 of networking equipment, including hardware and software, that communicatively
interconnects other equipment on the network (e.g., other network elements, computer

end stations, etc.). Some network elements are “multiple services network elements”



I n one enbodi ment, each line card includes nultiple network processing

units (NPUs) and a central |ine processor. Each of the NPUs i ncl udes
mul ti pl e WO 128647 -8- units that each process contr ol POPRIRBEOMATS each
performthe first level rate |limting (e.g., identifier key based rate

limting), and a set of one or nore execution units that performthe second
| evel rate limiting (e.g., protocol based-Fate limting). Those packets
whi ch pass the second level rate limting are sent to the central |ine
processor. 5 The central |ine processor aggregates the control packets and

the control prakpfovidURLSpRASBH MOltpHE MetdrRIngK EYncabAs qé.gt,omhmgi heidgat r al
line processor perforns a third level rate limting based on the aggregate

count for theévitghingi kayer 2laggesgatitin sed/ebsibseribep adnagaments), ehd/dopietdesapport he
third level r I . i f h, | ev rate |limting
o ppl ed ¢ 40 FulleTh EbfR0R S RAE e, Al fofte! BN Mfucoy SupfdHr shblicE
fourth 10 | euélstatadne (elgy) wonkstatbonbasatomsn palie teggr agdile mﬁ&,letsnmhbnésor

t he protogol. Those packets ich pass the fourth level rate limting are
al l oved t8 b JRE TG IONG SaEY oMt BTy, 1% URRY: EaPoREeSSTans. fiitPR bPXSse
packets whi chydo,Reds ceﬁt%ﬁt/&emlcgsﬁya&ihe& 6V&!thé Bt&mbd dRdidr @an@ﬁ@faﬂ\g%&ﬂg%dedl c

Figure 1 illustrates an exenp y network 1 ncluding a networ

per f ormi ng hiosr eirtwhl pevate ategwbiksi (MHNg) afvedeidt pol thpdotestes. athorcditegt tiod/one
enbodi ment of _t he invtenti n. Th n?etwork 190 includes fhe (ﬁgﬂgut er lend
Stations 105 SHE1 26 SRl MHE PSRN SHBRE ot CPRPYIE calHRhP Mo e
conmput er end 1§ hathatSorléatend @robdder 24 HEP Sl hdeepublic ibpaesafide ThatehQRBrof a
different end user and the network el enent 100 is an edge network el enent.

Al t hough !fot fiontsyseprsh etsryigesri uh-ePrivats twabpagssd (o, Uemamg@rsesd achessed he
conp uter end v?éﬁoggéeg n ro:'vg’éngn g’lil' Ose?@l es(,: O&E‘.?,C tcogogzﬂe t Q&WB%SV\%L% \s is}\] é, h rg@u 9 h
r~c g., acc as a’D

one or nore oth ofrput1 ng devi ces (e: Ss devices suc AM
CMTS, etc.). Typically,Thebscribgrutempetad enitlastatbohsl @fz cowpledn (e, paakeihs customer
(i ncluding data packets and c ackets) to the network el ement 100 and

ont r ol
recei ves pacREYR'SE F‘&HE’FFF‘E%CQHPIFB(SW B eSSZ‘B?tW%rtW‘T@ & eSS OO 5987 netherk
connection 12QmeatdTwhicH ate cbitfled %th%ug@\%e%r%dn@ Qogel&tévB&neﬁFﬂélEﬁs RAGHEE S

(i ncluding data packets and cont packets) to the network elenent 100 and
recei veslgaclcég%nthad@mmtmd) torthersarver coetpwer knébtetiemt 100 over the
connection 115. The network el ement 100 includes nmultiple |ine cards 125

coupl ed with the “Sonebnd ped apparatus 7or thigraighisat Fse Hingihing pfeepnitiod (Pagletts ihe
[ine,cerds Tahyrmeel p SERIIRRIE AT WSS N0 AR Sk PRI B 4 ™
hi er ar chi cal firsitlevel ibasetli anga e of lvee contare idepd fikiekeysiincludeinths céittul packet9-
(e.g., one or more of source MAC address, source IP address, GIADDR (Gateway IP
20 Address), etc.). The identifier key rate limiting values are configurable by a system
operator of the network element. Those packets which do not pass the identifier key
based rate limiting are dropped. Those packets which pass the identifier key based rate
limiting are queued (if the queue depth has not been exceeded) and those packets are
rate limited at a second level based on the protocol of the packet. Those packets which
25 do not pass the second level rate limiting are dropped, while those that pass the second

level rate limiting are allowed to be sent to the control card for further processing.

In one embodiment, each line card includes multiple execution units that each
process control packets and each perform the first level rate limiting (e.g., identifier key
based rate limiting). Each line card also includes a set of one or more execution units

30  that perform the second level rate limiting (e.g., protocol based rate limiting).

In one embodiment, each line card includes multiple network processing units

(NPUs) and a central line processor. Each of the NPUs includes multiple execution



the line cards 125 throttle the nunber of control packets that are sent to
the control card 170 in nmultiple levels). In one enbodinent, the |ine cards
125 perfovmar/i2senmti fier key based rate limting at a PCrgB2iieo@b7sand a
protocol level rate [imting at a second level. 5The Iine cards 125 each
include an identifier key based rate limter nodule 140 that perforns the
identifier key based rate linmiting based o1 a set of one or nore identifier
keys that are associated with the control packets it receives. The set of
set of identifier keys can be different for different protocols. The set of
identifier kewssftRit @chipy®Rss e6HtFod pablagk ehd ef@Npéiiorma it Gistgsiel Yaté Mtiting
control packet. For exanple, the set of 10 identifier keys may be

associ at ed Wi d %%bkf—‘)bé@sedfra‘{CHénﬁ@EMﬂﬂ agjeb R ANC POOOITIRECCHEPN Ghits that

identifier h I g

cource MAC adSTofR nb AL 4Bl Siihfle: @ o "ol Wed i Ahinfy & mhose
associ at ed V\Aptabkdt:he/hmhr}iasﬁhemcdmit lsvélhrate Iaisink @eakens Itcgthefdeﬁ&mlClGlet frotdseor.
net wor k eIe t 100 (e.g., a |local |dent|f|er a3|%nedtothe circuit on

whi ch t he”paciféreesd Irigispesaser agRE8pis? theoronitkl packezandihe eonit! rcksheruits
are recei vedpa&liCon idehffiG U HUPRGMERNThe dARaSRE ﬁﬂ&&@@ﬂ’ ﬁérﬁfrm%%hggflé\%?
the identifier keys that the identifier key based rate limtin ased
on. Theatelingtiog batsd D2Shahgavegatctanaefor tlee enti i Keybatkabe rcanteoll pankdter

nodul e 150 tQ rf,ormthe a tell ting based on .t

prot ocol typée’ lﬁﬁ?h ?\é‘m&BﬁstSrtgqu%lé%%eve "’iﬁg'frB NSRS é)pP @‘? ?ﬁ%“rgbﬂetv%fate
packets. For liexanpli€apglied tpriRéRGRACkOI SR pha! e B ldval Trzﬁé lismelHg.€ The FoGran
performrate limting for all DI -1CP packets received on the line card. As
anot her dQanpee! retrdipitiogds drasghgedhe agerepptai Rasketnerint don 8g pratpepbr fldons
rate limtin y. P

Active Disco eé%ﬁ?egﬁcglsﬂ afgg{zfc %ﬁhqéavﬁggﬁi@ B%B%élioc\?%e %é(?n'cb)\\l/%Q t}(e ool
Initiate) pacheltfor flinthen peocesding wimbdatthost fpacl{msmh_mdi! doasgehss &te&fohnthnﬂé\er rate
nodul e 150 perf.aorns tcpr lépr%rot ocol based 25rate limting on those packets

whi ch pass t WR&AE FPREdkey based rate |imiting. The |dent|f| er key
based rate IlmterF 40 retrieves the | key ra %Jsed

in the identifier K urebgs%lémrr%? 3 ﬁlx?q]?lla'r},]‘ rngﬂ\v % Cﬁ‘é%?%f% é'r“% r&;

rate |imils v®btfeﬁmiaé5uermﬁlcar Mt@ﬁﬁiltuig’:lﬁﬁébrftﬁ)ﬂ Patlield h@ordBE W eneléﬁnbb@&rrelneves
the rate limts for the protocols based rate imting fromthe protocol

| evel rate | iofthe ip¥enios. 1@5 negmrh 180 ancdydss dhgreamputengndrsigtions L9 and 41 Qand
(e.g., the p&%%q%rﬂ a&% ﬂb'JHe enftdlatfiShelde B Ee@%nhgf‘aﬁhhﬂ@ﬂ’ a&e}gdate

limt val ues are Gont |gura e by a system operator o e networ
el ement 100. aFosubssiaimplcemputee eayl Stationopfpalifferentaendiseer tané the ﬁl&WOdOthHﬂ:dt

line interfa 180 of, the control car 70tocnfi ure the vel
e 1Tt aPoas Sngdet Mavrers digmeris { Mupoueh Mool fh Fied 1o hauid B
For exanphe, yh@érstd388 A2t O6Rputty BRI dtaitthsi 105SATE 10NRARBSARCRItH Y ndeKet
type (e.g., PADI or PADR)) the system operator can s€t the nunber of

control packéP8 througheanef @ moe othgerrorfputing devices (e.g., access devices such as a
DSLAM, CMTS, etc.).

The computer end station 105 transmits packets (including data packets and

control packets) to the network element 100 and receives packets transmitted from the

25  network element 100 over the connection 120. Similarly, the computer end station 110
transmits packets (including data packets and control packets) to the network element

100 and receives packets transmitted from the network element 100 over the connection
115.

The network element 100 includes multiple line cards 125 coupled with the
30  control card 170 through the high speed mesh 160. The line cards 125 receive control
packets and send the control packets to the control card 170 for further processing. The

line cards 125 perform hierarchical rate limiting on the control packets it receives (thus,



5 keys over a specified anount of tinme (allowinterval). In addition, the
system operator can configure the anount of time of the allowinterval and
can conf i\gjore10284406p- i nt erval whi ch i ndi cat es t he anounPCHiB01HR0OTRat
control packets that fail will be - dropped until the next allowinterval
starts. Additionally, for each protocol type (and in sonme instances control
packet type) the system operator can set the total nunber of 10 control
packets allowed for that protocol (or control packet type) over a specified
allowinterval. In addition, the system operator can configure the anount

of time for theldd ¢L8¢ 1% @FotAé (RMANARP o £ &HtIoU PhcketsBat3h® Wt t@thetcoRBolf QFd @
drop-interval for the protocol. As previously described, the conputer end

stations 105 !dfdn m@tipledawais)t larne epsbadamenty theclins ¢asdls paT penfernp g identidier
connecti ons Srespect i vel.y.. . Fhe .control o y. be for
different pr i'(%g(?%]@egi {]a# HF&?@% gtn \fgsntbl&vjeﬁrf@r(?tasp%%tg% lggfeﬁget%tllﬂ%%ngqua. S,ecffll-?CP
(Dynam ¢ Hostlevebnfi guration Protocol) control packets, PPPoE (Point to

Poi nt Protocol over Ethernet) control packets (e.g., PADR packets, PADI
packet s), 5ARP ( AddihedmeRasts| I26icach Pabldetan)idertidieg kby badod sete\mniyerfrasdul V40

packets, etc.). The control .20 packets, which.are. allowed t e sent to the
Pont ror " car d e PRROrTS da¢ epules B BF St BRIGHE bhidetor 1ottt depiove
nodul e(s) 17%dentifier RX3WRAt@re BI3BSReE O Qb cBASHGIaSkTBY rB&i O CRRSetofiét Bf
PPPoE nodul e of the protocol nodule(s) 175. I n one enbodi nent, for

PPPoE subscr idsafifier kews qapibr differepiafor dé%@k@tmowﬁ@lw adihs set o wdeatiBerpeyaden 3.
VWhile in one od| e. i ti fi |

packets is t fre socgbggpéﬂ&k&algé%gfgsdﬂ?ncckfslsjlggﬁj#ﬁgﬂﬁgeﬁ%gc t@({r%?%ﬁg@hg@ Ret of
enbodi meh® s tdeatifidekéysimey bkaysoctutedi Witk nesubsdribeg of tHeasgdorkneltinents bl cEhand
destination MAC address, the destination MAC address, etc.), For ARP
packet s, 1 he SHEATHTEF keycananelyge gﬁamlom;t%m%@% PRI LG SN ARP
packets. For ;IR aedinalbn RACK Gligresd, TR AITSIORL éti.gﬁﬁd k¥ migiohBsRPHES Rith R
address and optionally the G ADDR i ncluded i n 30the packets. As

il lustrated icontFlgeackets thathesdoeqd signifieande 3¢ dbd oetsvoildsleamaht 100 (grge a local
transmtti ngidDeI#1 contr ol ckets.over , the con‘g(eefti ons 12

d 115 .
eepect i vel y. gatencs o8 B GHR tiRirBr bt Bcker mas TeoraY o s Rl OB thich

st at i ons 1405 t@nebnirbPpacketstar@Redived dité.§. EIEmC b dIme RIBCHhE ls§st Vpetai may
connections 120 and 115 respectively. For purposes of explanation, the

connect i ons dofineihg identifigy keysdhatithraidentifing ke based rate dvmitipg i based pme car ds
125. The conputer _end. statjo 05 is . transmtti DHCP cont.r ol ets
over the connecti Jﬁle_ 6 Gidsalyatteo ety paeneral hyoet raie amerereﬂ@#ep ?_?
period with aafheenhd br&bcdfDased rafé\@lmitiﬁgeoagmuttﬁ_é B csit Blpk At hdcdnfrol
transmtting DHCP control packets over the connection 125 at a rate of 3

packet s over patksts aygfng ani the typerafdle edntiel aacketse ritdr fekamplee theqirotopahasatheate
identifi key .pbase a, | imter dyl e..140 a i an, i.dentifi,er .ke
basod | 160 agthifRR RAHD, capist Bl ARG infing Rr BRRHED R Bl b (KHne

recei ved frogaddhessaivmer @kaBpld, ik protoas bhSkl @rdimikél) modile 160emt pérfern ey
based rate |imter nodule 140 retrieves the rate |limt val ues associ at ed

with the i dehmifingforepgaiic types of sontgefackste pugheds BARRIPPERRE AgtivetDiseavises
145. For exawhgeesybgéa&oana headi QpPs Aé’tR% 4§isc50@r PRGHAL) %gc L5, gﬁcﬁ’ﬂe

the identifier ased rate Iimt val ues I ndi cates &
packet s t hat embbdinamt,lxhe peateqil dasal/mate fimi@l hodulent ¥ pafforfrerthe pcdtochlffasedent

identifi k f .that t | t i f t sour. MAC

addr ess Sha Gt Dot gn BeRporssr WHHE: EremiodER it ey ke detitea |
Figure 1, for eachunigudel AENEILS ol sl BloabEHRotentuel nBagkeRy 1d PR PHOP
control packets are AT OWSH BOVErTT Fe® (s perto Pe.g., THE SARE L

period i n whiligitstused ¢omipuidenti Bdickestaised e lightiad ol theaidenttfiearkenitabddgitel 00
DHCP
limit values 145. The protocol based rate limiter module 150 retrieves the rate limits

for the protocols based rate limiting from the protocol level rate limit values 155.
30 In one embodiment, the rate limit values (e.g., the protocol level rate limit

values 155 and the identifier key rate limit values 145) are configurable by a system

operator of the network element 100. For example, the system operator can use the



20 packets and 3 DHCP packets respectively). Since the conmputer end station
105 transmts 100 DHCP packets over the tine period, which exceeds the
identifiaevokRewmnate [imt of 10, the identifier key bas@®dTAB2040/PG08T er
nodul e 140 accepts 10 DCHP packets and drops 90 of those DHCP packets.
Since the computer end station 110 transmts 3 DHCP packets over the tine
period, which is belowthe identifier keylPate limt, the 25 identifier
key based rate limter nodule 140 accepts all three of the DHCP packets. In
one enbodi nent, accepting the control packets includes enqueuing the
packets t0 acBriaQneSRRFhéd F8IINEHE cORtrdltalP IR I\ &nBBERSthe Brdtedd &)el RACKet
type specific queue (Ei?., a DHCP control packet queue, a PADI queue, a
PADR queue, éimat yalugphey and thef identifidikey dasedratpligkevauesr B4y aFer ¢yampledor
based on the identifli K .30 _those packet i hay I te
T ted at s el BtesoE T A Spd MREGeR LR R E DR Y PR BADEYT
based on t he tips o¥st®lopeifatdrngincentlieohurdbarkett Sonbriol ipacke®Telidwat forahs idaiifien!
packet type. The card | eyvel based rate limter nodule 150 retrieves -12-

the card Pev&Eyy e & sprsified pmapntnfdime Allpwingryalh elncadditione the systemeopsraips
val ues 155. Fgf c%ﬁggill}kqhe t Of tir{a@ PRl %‘ﬂBlvaihVe?@aloefndt% PAfHERTe (aedr%% |

DHCP), the card le rate Imt values 155 indicates a nunber of cont
packets of t maervpl ethodoindidagts tharanimingdiitinhe dhat conirel packetsothat &t willthe As

illustrated i,n Figure a total. of 50 DHCR caontrol packets 5 .can be. .
ndmitteq to CReRenTLhe pdriaSointin st dilsaly BT ekE iRy TRand in
conmput er end ssiatihQikced Qan@ddpakkét t?rgg) thesyaiehy ofdthiok icBS skt BRSBial tnubePHEP
control packets to the |line cards , the card level based rate limter

nodul e 130 agerrd papkewsigblossdt Yos| thiapietace] pn pontrd paghkeit iyPelepvidey specifipdtl
f th i j ith
Uhe T dent i 11 AORapelR®, o308, B2 08 Moot iz RORE Loy BGH e i

Figure 2 il tisd alddwesntarvabard dah aohfgurei thev agfouanef aiind fg 4 idip-meerds b2 3hof

the network el enent 100 according to one enbodi nent of the invention. The
packet parsi rR{)Ot%?fgi ne 210 parses control packets received at the line cards

125 to extract the data in the packet and wite the et data into th

packet butfor mengyybrs ittty deSe R s @nuitdnd adforRaiind, P sl 2ef

protocol 1and réépe @ntrePphélRts Pskih comibclbnd 2@ aAd Q. redpec@edy.t IR, cotrol

priority is also a55|%ned to the control d[;acket (e.g., ifferent protocols
[

may have di f Pagkst may jbefor diflsyent prasocobnin ¢ffereat pabodimentsfdhe invention (. &f
th ket : . W@ i the. .

e packe! VAU E o B3 AL P bl Lo FRRGNE RpbOE KPP AT pE

i dentifier ké&yotbadeshver dithern2t) dontrok packewd(d. e, PAMR @packess, t P DLghckdry, pddket

b ot ocol ¢ hARER REBHoRay e Ges hiiatPal PRPLEY ol o S0 er THHSE i ch

one or nphe pParRfEhalIch AeSOwaled W bdhtibanPaskebl ER£d U3 WIEBe ﬁ&%@&ﬁi Bg an
identifier key (e.g., source MAC address field for PAD and PA 25

packets, et cappropriatorpaeenbtigi pretocol mhdule@enf$.f For ekaplpaBRRPE gomrdlipatkdthg
rofile 260 stores a profile i ndi cat.es i C rt t he packet to

Es e based on _nfaﬁ’ebeﬁ)rr ?)?eg%egl byt %/%%lb O(a)Etr me QH‘terO_%lf“_‘ep%?’{%‘é?P‘i“@%%e@? ?ﬁw C oﬁt r ol

packet. The identigf :coﬁé elﬂ%‘édigﬁe}?ﬁfo& ppokl %E&Lbe@% PADAD b PEAIﬁXﬁa{cE&E Sa&é he

one or nore parts of the packet’ to extract the dne or nore identifier keys.
| n addi ti on, ratedmhitqor seperatales Whild reomackbodiment be dewtifiagdrgreed fgr PA®R

28:12@2{ : g e{ ﬁgg )C/P(ﬁ(lls], gjaékelilsn iisql'tll?e lsggr%!: II\/I %]taidfdiegsr i}lcqgéedi 9nert]}tlei fpiziczq(set;[, hi% other
embodiments the identifier key is different (e.g., based on the source and destination
MAC address, the destination MAC address, etc.). For ARP packets, the identifier key
is the source MAC address included in the ARP packets. For DHCP control packets,
the identifier key is the source MAC address and optionally the GIADDR included in

30  the packets.

As illustrated in Figure 1, the computer end stations 105 and 110 are

transmitting DHCP control packets over the connections 120 and 115 respectively.



packet belongs (e.g., slot/port/channel/unique-identifier), etc.). -13-
The identifier key based rate limter nodule 140 retrieves the rate |limt
val ues asWochured4di th the key fromthe identifier key PaTaB2016109%4l ues
145. I n one enbodi nent of the invention, all keys belonging to the sane
protocol (e.g., DHCP) or control packet type (e.g., PAD or PADR) have the
same rate linmt value, while in other 5embdbdi ments each uni que key can be
associated with a different rate limt val ue. I n one enbodi ment, the
identifier key based rate limter nodule 140 applies a hash function to the
set of one orydWhRr,extsha@hiest LARRItbdd Bat kRY %oﬁl?u&?%ﬂastteﬁi(ﬁls k¥ 4 § elexn
into the identifier key throttling bucket o retrieve a nunber of

par anet er s rétaasmﬁgilﬁf@emd@mmf pagketsegver reoeanneetipns| 120cmd lditresticativaly. Fle
identifier throt I|n ucket i ndexed by
t he generate (Ve%%de“) aﬂﬂ%§ 5cﬂﬁﬁ%§?ns p?FQﬁE?QFgeW@PQ ?ﬁﬂtﬁ%s?ﬂ%one
throttling (efghe linewark NAC Fdercempurt ehhetatomkms, isnar3atittid PHCREeESrol

al ready adnltted (during the tine , a timestanp of the |ast packet,
and a setof Pagkets pyardle 9wpww12<gew ﬁftj?‘ 8 NehrackerneYGm RATtigHSEme perlod

par aneter s 1 Qi 14iEeRREAENTAL, MTISEAANE KRGS WTBR P BRCS

al ready adm tted durin peri or t ent

conpared w t kobtrel p@ketslavm tthwadmnectﬁmr 12Hhat akmye. of B pdckets atver thamisamealme i s
exceeded, or ad f 'tgh acket uld cause the value to be exceeded,
the identifi é’F“ V‘ a?gége"i’ 'teek$ dul e 140 drops that control packet.

However, if the r n xcee en. t he tifier key
based rate i tefrth?5 qr{*ﬁei)ﬁgl te;ansegzﬁtggm%l T "EontT 1 Ot%’ (l:'ﬁe? n lde’tn gﬁte)rnkeeyel?as?cﬁe

pr ot ocol 10aseste lidditifg enl€r CZ)AE'Ob]mEdS 0ngl i [DHGPQﬁOlket@fecﬁlQBd from thack@putey pe
(e.g., a separate queue for DHCP control packets, ARP contraol packets, PAD

packet s, PADR“?)&@R‘@P%IO%W NEDg hHsy idpntafecs ke )Paﬁ‘?ﬂ ral‘qDUE"tShEWét@)MO'FﬁEleVCS
identifier er t@%}}l@esl ésrsrbélgt@ { 1316419 f?elrsl@égqx%% Elﬁeldgf?t i eg?@ag&?t

totheldentl rottl |ng ates nu
packet s admi trated;mlmp/dhlecesl4'6heF¢r| emampdmphasm on )the 2ﬁjtuccﬂrt9pcﬁ‘nﬁdth paktt (d,gle

packet s t0 t IAOPbIUR itk s bied el s eSS GRNE e PR GBSl e

nurber ofi 5 pagkebs abdépte@tiviy a® ANIGR YRElval forFaBRliTerdm aeriifich k@ﬁbpﬂhds pris@sel] of
the protocol based queues can have a different depth threshol d. The

execut i on unittPe23@.prech glifferent sparsAEoddressaand optianglin GTADITHR @tf é‘@Q)DPK‘ePsed
30 rate |im éhg@s)b?ﬁseﬁlu%]?tw? [gg&eoeo{por% lfnﬁxqﬁgn&Jn?l defﬁg}kgﬂ' PhentyPe

of control 0coO sed’ r| eves the
rate limt V@huess aesm{(a% edntyélt packéte apy alloeed ovér thy pim®©petodiy. Ql, thiea Sdend
fromthe pr Ottl%:eogerlog\{r? l\vhlic%ttge lcénTptEteX gnldus?gtlo%ESIOS and 110 are transmitting 100 DHCP
20  packets and 3 DHCP packets respectively). Since the computer end station 105
transmits 100 DHCP packets over the time period, which exceeds the identifier key rate
limit of 10, the identifier key based rate limiter module 140 accepts 10 DCHP packets
and drops 90 of those DHCP packets. Since the computer end station 110 transmits 3
DHCP packets over the time period, which is below the identifier key rate limit, the
25  identifier key based rate limiter module 140 accepts all three of the DHCP packets. In
one embodiment, accepting the control packets includes enqueuing the packets to a

protocol specific queue or in some instances, a control packet type specific queue (e.g.,

a DHCP control packet queue, a PADI queue, a PADR queue, etc.).

Sometime after the control packets are rate limited based on the identifier keys,
30  those packets which have passed are rate limited at a card level by the card level based
rate limiter module 150 based on the protocol of the control packets or in some

instances control packet type. The card level based rate limiter module 150 retrieves



-14- Different protocols or different types of control packet can have
different protocol level rate limt val ues. The protocol based rate
limter meoubw/k5Q7accesses the protocol |evel throttli rgThBEH@b002TF5 based
on the protocol or control packet type of the control packet. The 5
protocol level throttling bucket includes a nunber of paraneters related to
the protocol level rate linmting (e.g., mddber of packets admitted (during
the tine period), a tinmestanp of the | ast packet, etc.). The nunber of
packets admtted during the tinme period for that protocol or control packet

type i s conpaheeardilével rie lindtsS(pet PidtodB) HEmftRE chiadlevdBieaaalt value§ QST FHor
packet type respectively. The protocol based rate limter 150 10 drops
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bucket 255 and diregts those packets to the control card for further
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limting. For exanple, as illustrated in Figure 2, the execution unit 230
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thrott11ng butket coued Hikn B Bend 9iac AT ot SFrBL3 ¢ yabiSY

triggered tol1e3eeant adhns e HHIPetRtroRpackBtsOf it fheaiRhtifiérady. of WNCEI Ogthlte as
illustrated in Figure 2, the execution unit 230 executes the identifier key
based ratl@ | icamppiggendhetatien bUD- which is simlar to the identifier key based

rate limter nodule 14 ecuted by the .execution uni 20. Si.n t here
are multiple exec&t‘g‘{fﬁ%uﬁiﬁﬁgatﬁszé,m e eé‘f'ﬁé AeUHANYE ?"f}gie%ﬂﬂﬂ £ares i% ?El t{’e
execution UnipkEyvdrRMNIGhERMY0 E&oﬁﬁ?%% NBred&nbdim@ht Bm@mﬁam: eThd Bhdiend

on the sane key at approximately e sanme time which can lead to an
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packet. In o e dinen whe e _of the.execution Uunts 220 i t he

i dentifier k@étaﬁgglgedb*{r%?eaﬁdi S, e Backet 4% A T bacRRh Rutter ity g st
unit setg$5a fohathet dath neht@aied, tthe tpackedtshproteot cdtidi GfpeUd tcontrblabackd3d dah bs
currently perfornjng i dentifier key based rate Iinitingpon that identifier
key. If a di fferamedobpadditiona RQGHRYS dpP aisiangd 30 theroplipl packgt @t diffprent

packet with ' i en; i L t\h ' - & t] it
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t he execut i opacket twatBQyuehest 2thbasedeot iHei priorktyyashigaed! to dlice contrml tpankethafhaot

RO TR T W XY
pr ot ocol 20as gichift Rl 440, cHOBRAIONE Bl PickEEEEIKVhREes VEN @ pehBilcGREKAS 1o t he
identifier 5 key based rate limtirng nodule 240 of the execution unit 230
performs thePraféstifier key based rate limting in a simlar way as
described above. Based on the packet’s protocol, the identifier key based rate limiter module 140
determines which one or more parameters associated with the packet to use when
generating an identifier key (e.g., source MAC address field for PADI and PADR
25  packets, etc.). In one embodiment, the identifier key based rate limiting profile 260
stores a profile that indicates which parts of the packet to use based on the protocol type
or control packet type of the control packet. The identifier key based rate limiter
module 140 then extracts the one or more parts of the packet to extract the one or more
identifier keys. In addition, local properties of the packet may be used generating the
30 identifier key (e.g., unique local identifier that identifies the connection the control

packet belongs (e.g., slot/port/channel/unique-identifier), etc.).



I n one enbodi nent, the execution unit 230 may periodically execute the
identifier key based rate limting nodule 240 to validate the performnce
of the eX¥OuPioNsHiits 220 and may determine to drop a PaTHBIKOWSTR ed by

t he execution units 10220. Figure 3 is a flowdiagramillustrating
exenpl ary operations for hierarchical control packet rate [imting
according to one enbodi nent of the inventildn. The operations of Figure 3
will be described with reference to the exenplary enbodi nent of Figure 2.
However, it should be understood that the operations of Figure 3 can be 15
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lim ter modulogpddk@isdiletiyadiRRtel (@uriR thOlinfNRrieh), ARintesk®Yp dARD st hRKS:, and
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340, the identifier ase ate lrmting nodu applesa
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'nto the rate limiter module 140 enqueues the control packet into one of the protocol based
20 queues 245 based on the protocol or control packet type (e.g., a separate queue for

DHCP control packets, ARP control packets, PADI packets, PADR packets, and

Neighbor Discovery for IPv6 packets). The identifier key based rate limiter module

140 also adds the control packet to the identifier key throttling bucket (e.g., updates the

number of packets admitted, updates the timestamp, etc.).

25 In one embodiment, the identifier key based rate limiting module 240 does not
enqueue control packets to the protocol based queues 245 if the depth of those queues
(the number of packets currently enqueued) is greater than a threshold. Each of the

protocol based queues can have a different depth threshold.

The execution unit 230 performs a second level rate limiting (a protocol based
30  rate limiting) based on the protocol of the control packet or the type of control packet.
The protocol based rate limiter module 150 retrieves the rate limit values associated

with the protocol or type of control packet from the protocol level rate limit values 155.



10 identifier key throttling bucket 225. Fl ow noves from bl ock 340 to bl ock
345. At block 345, the identifier key based rate |imting nodul e 340
accesses Wheoiodiest4i7f i er key throttling bucket using thePg&AB2ae/eWIkey i ndex
and retrieves the rate counters associated with that key index including

t he nunber of packets associated with that key that have been accepted in
the current tine interval. In addition, tHé-identifier key 15 based rate
limting nodul e 140 accesses the i dentifier key rate limt values 145 and
retrieves the key identifier rate limt threshold value for the identifier
key. Fl ow movsigfefdn® prdib@tdordftfrelct §hOLEf @afrol packet cafithakb @fferdh ProtbéA level
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as illustrated in Figure 2, the execution unit 230 executes the identifier key based rate

limiting module 240 which is similar to the identifier key based rate limiter module 140

executed by the execution units 220.

Since there are multiple execution units 220, there is a chance that multiple

25  execution units can attempt to perform identifier key based rate limiting on the same
key at approximately the same time which can lead to an execution unit using stale
information when determining whether to accept a packet. In one embodiment, when

one of the execution units 220 begins the identifier key based rate limiting for an
identifier key, that execution unit sets a flag to indicate to the other execution units that

30 it is currently performing identifier key based rate limiting on that identifier key. If a
different one of the execution units 220 receives a control packet with that identifier

key while the flag is set, the execution unit 220 does not perform identifier key based



15 be rate |imted based on protocol (e.g., DHCP) and/or based on specific
types of control packets (e.g., PADR and PADI packets). Since the rate
limting WO 2bhloeeb4ae and can be perforned at different PEFABYIV/MIPTMI ng a
control packet identification |level and a protocol |evel, the control
packets fromdifferent conputer end stations (and dlfferent net wor k
interfaces within a conmputing end statiomlScan be rate linited separately
while 20 an overall protocol control packet rate limting for each |ine
card is maintained. Thus, the hierarchical control packet rate limting
protects agairmetliaRMRUART n6iifesS Rt &:R08tIREURRT TN that @R denBifics REY iHaSeAtt@CkS
by transmtting |arge amounts of control packets to the network el enment
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key based rate Figur 2| agd %embodlmeﬁtﬂ@smsﬂdewltm r‘efereme itd elhgmrélbcaxk er@‘in

MAC1 and the NPU.405 erforns the. identif]| key based rate limting 435
for a DHCP pABRBHOW FIERHLMEA MOSF QISHITSH BAREIGEe RREIeIB The NPU 409A then

appl i es the prot 09\Q|b1$’&5§ {61% Sf herpne & gdzfl@% r%ged%]ose rﬁ lf)gﬁt&(zet V\ﬁoa;\é o%gs

the identifier key b ase

in Figure 4, t¢ bkbcDBIlﬁ;Rvmétekl&:tpaM(étl‘paasing etihé £i®@on eHat Wﬂ;aﬂﬂa}ﬁrs&aﬂﬁeﬂcélh@d
identifier key based rate Iimting 415 and the DHCP tgacket Wi th

i dentifiéf ofONREPaRKY FHdskEEs tpﬁ%keit datatinto e negket aler memary 121 & quﬁy thers,
The DHCP 0 f
e pacltiveird BiRR 3@ wh Fentth'e adr %e,tqg hg/éf»%éu hgtggﬂ{gp(gﬁ?lglstfpﬁgéﬂgmvdom er

key based rate Imting protocol
based rate | iqneuesdd?2 Hasedtom nrtws_\yeobmetpetlet\Aﬁ]omhmpassfrd)m@ldakem()itb berck B2y .
based rate limting 430 and 435. As illustrated, the DHCP packets with
i dentifiers MACA aAdlogkGRShaneofihissseruting unied2( selegts uwonagbmck@ttfeom the

limting 430 S‘é]él 43 é\%ﬁgg‘?iiyegé’g(m ﬁ?o-g s%ulgp%lé&%{%x?ﬁl%ggs tohoqg& PR wﬁer% t}\{\’m ch

pass the pr olpoco bas
25  protocol is determined based on mformation in the packet buffer memory. If the

protocol includes multiple types of control packets that are separately rate limited (e.g.,
PADI and PADR packets), the type of control packet is also determined. In one
embodiment, a protocol identifier is associated with the control packet that identifies

the protocol type of the packet and/or the control packet type.

30 Flow then moves to block 335 where the identifier key based rate limiter

module 140 determines the set of one or more key identifiers included in the packet to



440 to the central |ine processor 410 for further processing. As
illustrated, the DHCP packets with identifiers MACL and MAC3 pass the

prot ocol wazew/mat4e [imting 440 and are sent to the ceRCTAB201)/A®IT ocessor
410 for further processing. Simlarly, the NPU 405B sends those packets

whi ch pass the protocol based rate |imting 445 to the central 30 line
processor 410 for further processing. ThelfPUs 405A and 405B al so send the
protocol identifier with the packets along with the current rate counters

(identifier key rate counters and protocol rate counters). As illustrated,
the DHCP packgiraiitabedéh th‘e]p%tob@ied} d 8f cd?:ftrom:keh@ﬁthlé%%&&d ahBexREAS Moot
based rate limting 445 yet th packet wmth an identifier of MACA did

not pass and identifiges. s@(ﬁteXQmplteththfemm@ﬂ PMkﬁélsm BHEPspacke] then theesaveest MAC

| i ne processqr ket oc d
dont 1 ior keyIRSy FOGERIAT e TABBRIE BxtleE 0y SAEeRAG S AR, vs04BER
For exanpl e, ekapleent el cdntm mbloaenssa)ﬂ)AA:iIOmaé(A@R tpeck/ea,l thea hé sohee MAC
identifier key rate counterﬁafor t he sane #dentlfleE y and, p
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that have the” sanme protocol i1dentifier received fromthe 10 NPUs 405A and

405B. By way pefkets dripivenotesdropeblockB3§ tnidogh d4kssor 410 aggregates the
identifier key rate counters for the DHCP packets with the identifier of

MAC | received frdvhilpgk Mhmoi;mlﬁmkwd%ed Bye dnitpg mvéukgwm@s edlagle of
the identifieqr, key &ahe &?ﬂé@tteﬁ l?eg fd@ﬁﬁ&?ﬁ& réeh?iatekg%eegaﬁﬁgx brﬂxﬁé 9nt61 58{%

per f or med. Those packet's whic i er ase I|m
are thenlfat eddnltnﬁlet &ely lyrotthng pnmeoaas Flow! havdsi ﬁﬂ@mélﬁ&ck 40 ¢dnblcﬂzkb3aa§edA0n

t he aggregate val f .t he tocol rat qunters. Those packet hi ch pass
the protocol Black ¥ @1643%1%‘&%&&% sedriis iR magilecHt) %caestSFFethecsaiﬁm\?@er E%xa

for further RLARARSI ket using the paRraIPady "Riakx ﬁ@cfaet%vésh@le'\l%é &ﬁfnt&ws
simlar operations as descri bed vvlth reference to Figures t he

excepti on t hassocrdewith dfat kexndidey intchiskeg th2 uodwat ebpackels Ia&tognasvdwi whh piatskey he
hi er ar chi cal te limtin th contro car th nt r 9] ts are
sent to the éléaﬁt}}aé{? qefrhgc%p@e tfhfnte h& e’hz';{‘}‘!)g(r)li1 %cfdiotbqp gh%l (f of key
l'imtingl5! nbaskdhragnligithdmdaole, 14®asd¢egfes el dtier los] pete Bl Alugy €45 and
execution units to performthe identifier key based rate |limti n% and a set

of one or norerigesdie kenidgniifier rals lisei thseshoidhialys or sheoldemifiaadey afbow meves ng.

For exanpl e, A s a 25 nore detailed view of one of the
| i ne cards tﬁ%krgplngﬁ(gé%lsd%%?% e network processing units that perforns

hi erarchical rate Ad Btk NG saaOidthiflet RePMasQMPRE TR ﬂBdﬁl@el4mH@t@ﬁhM@s As
illustrated in Figure 5 the NPU 405A and 405B respectively include the

i dentifier kexhethgséht additeon phiheecontrolipdcke6withe amthesf0be aatd cohrtersrassassased

based ra i m,t l,e 550A,and 550B tho no ed.for,the
sake of ggew n]h Fﬁe l% ouf%?ege%ng%yr éqe g‘?ﬂ%"o hé%lélﬁ o?’alflg CiKllgﬁskél‘l?f)SA
and 405B, rruhddnpiher ﬁﬂ(@ﬁﬂﬂitl tthfbshtbltit\&lL&X\Q6MHQ)e&5kctdﬂi&H ather flofy mbeed tal)emw{ B&0
key based rate linmter nodul es 540A and 540B and a set of one_ or

execut i on uniwhsreetheciacky is opnedt dederyias 8av moxey fonblopk gos. yhere the key is
enqueued into the appropriate one of the protocol based queues 245.
In one embodiment, prior to enqueuing the packet into one of the protocol based
25  queues 245, the identifier key based rate limiter module 140 checks the queue depth of
that queue. If the addition of the packet would cause the queue depth to exceed a queue
depth threshold, then the identifier key based rate limiter module 140 will drop the
packet.

Flow moves from block 365 to block 370. At block 370, the protocol based rate
30  limiter module 150 accesses the protocol level rate limit values 155 and retrieves the
protocol level rate limit value for the protocol type of the packet or the control packet

type. In addition, the protocol based rate limiter module 150 accesses the protocol level



nodul es 550A and 550B. I n one enbodinent, the identifier key based limter
nodul es 540A and 540B performsimlarly to the identifier key based limter
nodul e 1M0i2biwes44dt ed in Figure 1, and the protocol ba®PE@/IBANYVOTA t er
nodul es 550A and 550B performsimlarly to the card |l evel based |limter
nmodul e 150 with the exception that the 5 gackets whi ch pass the protoco
based rate liniting are sent to the centrdV-1ine processor 410 instead of
being allowed to be sent to the control card. Those packets which
pass the protocol based rate |imting fromeach of the NPUs 405A and 405B

are sent to td_%ttﬁg@bﬁcﬂdet b nendreaiass e rdtd QoahteRGs¥cidle AwRh heOgBlocoleMbé i er
and the associ ated packet counters (e. the current identifier key packet

10 count val @écgrﬁéplﬂvﬁ@l<eé-uF}0@hm0p¢So’fir@n@(ﬂ:]60i!5a3€Qé@ blaskdt’Sval ue). The central
| i ne processor 410 regates the cqontro] packets received fromthe

different NPUs 405‘3&6@%% ggés_ﬁwg%aﬂﬁﬂm?@em imdter W&&%%@%@FS Hfgther
appl i es an agQ gfich 6AROEbhtApakie) iPaRedIlealrehd br’%‘t&c‘ol‘&v@ﬂqt%uﬂ%%ﬁ&%ﬁ@

protocol based rate limting to those control packets. For exanple, the
aggr egat op nukkutard 38¢! aglgriagiatvekictdssociaieshwiithi the pkaspcappedr dewrntiohpadst 15

for each differe identifier ke f.the control packets i ceiyes,, and
nour ogat es B Etasal Ber Bl finits Pedaded, Tnarh 35K Sadves o pRER aEE Sine
recei ves. Thehagakedistdsppeadubdermte, YRRahRYed REbIoEIEBES MWHRFe HeYré@dtS based
counters 570 and the protocol rate counters 580 as appropriate (e.g., with

: . AL g
an updat ed p&¥Réimitesmdule Bhdirqctethgpadset tp Pigcrato) @rcgg{;n edghtieny the prietaceb
other like p t i i f] r i
modul e 560 acacasare TR EOR Cundelts GEBldgeoRTo Ty AERR GRAD S EetRy o
t he rat elli mthe pmkerbetrgsweat withe conttdh cadde | dentifier key of that packet. The
retrieved rate limt value is conpared with the aggregated packet count for
that identifier kdjusThosentpdgiaekets edmoberatghmiigdtie ahaerkeshicebway tosptayede &

greater than its;assqciated rate |imt value.are dropped, Thas acket s
Ot oh pase. t BeAnui SRA TR0 bRy pecltatedlifinl iR b aditRRG: RCsSSiel,
rate limtedopaarts @an tcbefiguer @t qgatul ity Cémihe OlateP Bik@ig bii@ahe key(s) uddte to
aggregate protocaol |level based rate |limter 565 accesses the grot ocol rate

limit val ues i9sgtifnthg coatreli Ragkets+ Hraddition, in sarpe gmbedimsaisothic soptohpackets gan

rotocol yer : : ' e
i valte o as ARy o RRIOL(1E 15ACR) ShaBRGE on ShRiSELDEYRNR]
protocol or @acketsole. gaRABR dndpd®ADT haxketspaSlnet shantaos bmitggy is flixiblpandk edn bount

val ue exceeds its socgiated rate lim,t value are dropped.. Thos -21-
packet s whi cReHaERd Ab Aifsenioleels dneiidiog @ 150l Pagkst MsAUficRiPm fevel pgf 2

al l owed to berssed 16v1,tthe ceRimdINlck@ tdnd aiffedHt lBBpult @aE $HitiBHs (and different
Figure 6 is a flow diagramillustrating exenplary operations for

hi er ar chi cal netfask intpifadengvithin b competanrgiendatationghn bprate hatitedskpgsatetyewhilng
units acser diarrll%vgr%llcf)rpgtocol control packet rate limiting for each line card is maintained. Thus,
the hierarchical control packet rate limiting protects against computer end stations
performing denial of service attacks by transmitting large amounts of control packets to

the network element while allowing legitimate control packet traffic to be accepted.

In some embodiments, the line cards in the network element include multiple

25 network processing units (NPUs) which each can separately perform identifier key
based rate limiting and protocol based rate limiting. Figure 4 illustrates line cards with
multiple network processing units performing hierarchical rate limiting for control

packets according to one embodiment of the invention.

As illustrated in Figure 4, each of the line cards 460 includes the NPUs 405A
30  and 405B. It should be understood that the number of NPUs is exemplary, as line cards
may include a different number of NPUs in embodiments of the invention. The NPUs

405A and 405B are coupled with the central line processor 410. In one embodiment,



5 enbodi nent of the invention. The operations of Figure 6 will be described
with reference to the exenplary enbodi nent of Figure 5. However, it should
be under sWOadiwnat47t he operations of Figure 6 can be pePCHARI/DRHITS

enbodi nents of the invention other than those discussed with reference to
Figure 5, and the enbodi ments discussed with reference to Figure 5 can
perform operations different than those dil8cussed with 10reference to

Fi gure 6. As illustrated in Figure 6, the flow of operations begins
at the block 375 as described with reference to Figure 3. According to one

enbodi ment,  tihe NF&Y 2030R8d dOSBrirbedsobiditd hvethedieeat portkiodURe lide (c8rdd- Thé he
operations described in reference to blocks 310-370) is perforned by one of

the NPUs 405ARIAY 494 BndrHiSBegaghpreseivgtcontrgl packels aoperéa ifentifier kpugateosA
and 405B recej.y: - EOr fex i n1g$$

oper ati ons dgg%l?lﬁ%géﬁﬁjgg{og{‘)le?%%%gﬁ?lgﬁ isaﬁér%tggé g@? S’rr%l%tlﬁg?g% tr(l)lcgséll_\l 48%&0%5
recei ved a ccaharcal mpmoketomain and aft nbd indépeddéntlyt dvearp rod twio thebathexdprbadsees.

limting dul. e 550A det erm nes. whe t he additi.on of the contro| packet
to the vagge_ SpStihE w&ﬁ)@c@ﬁt @3@&? NI e hecnupeessios exuaelqacka o tbe Saty
based rate |igRthcA28QGdcRtiGEr Myl shb\Raritfaf} AcXandetRRe Ohs (IR uGRAGH PlguRas KR
type of the received packet. I'f the protocol rate |imt value is exceeded,

t hen fl ow noWJ 4858 prsfor@8 ohevindenti ficth ke sask dimitisg dil dph2ld andt 428r for ke $aroey
noves to bl ock 61Q. Al 610, the. NPU.405A se t he ol__packet,to
the central PFRFRcol, '%f g@@?&rw}lﬂfo 4l bdr}?lﬁtlg\frt <Y h@@é‘de&?ﬁ?’e?n‘gf E’f‘%@

control packegspetthelyr The NHU 4dseBtpetfoahs ee idBmifid ey Has@rhekelimiaumg 43Mand
current packet count val ues associated with the control packet (e. t he

current K@y i4dérer thebsammereiecol dtiss DHERIwith9a idensific kesiof MAGHord Macket
t I I . .
count va ues)rengJ:tﬁ%@(}])gDYﬁés ftHeONPB 4%1%13&90%9 tmc %ﬁtlﬁésk ased rat% lﬁvﬁnéﬁllfégks

615, the centr proéessor gregates the packet coun
30associ at ed fovi 8 DPHOR padeeiwithdarc alehtifiér keycdfeM A Hoand kenyPe, 4tSBepafigmsght or

nodul e 530 aggregates the packet . count.va associated with the. recei yed
control packg&"ﬁ‘%er ge?’zbas %ngt‘hgmftmﬁsg%vfﬁf abﬁ%% tW&f’ﬁlé%sagfedFE‘&‘ﬁq’i F}ﬁ8¥
identifier keyacate counters 570 and the protocol rate counters 580. The

aggregat or nodul e 530 may al so update a tinmestanp of the packet in the

identifi@f key ratltheCNBUL 803A GKéh applidshthepprotdeebibasedt fate dntitiag $1458(0. tHoke
course, it should b der st ood thfat if the recejved control packet is the
i

first packet PackesAdiolaw VR pRIGackYi 1564 TRiey liBnUnS G ScdR0. Aed2s. As
SO 90T T 5898 IR S A0, M ARBCEAER S ke

identifier key based rate limiting 415 and the DHCP packet with an identifier of MAC3

has passed the identifier key based rate limiting 425. The DHCP packet with an

20  identifier of MAC2 did not pass the identifier key based rate limiting 420. Similarly,

the NPU 405B applies the protocol based rate limiting 445 to those packets which pass

the identifier key based rate limiting 430 and 435. As illustrated, the DHCP packets

with identifiers MAC4 and MACI1 have passed the identifier key based rate limiting

430 and 435 respectively.

25 The NPU 405A sends those packets which pass the protocol based rate limiting
440 to the central line processor 410 for further processing. As illustrated, the DHCP
packets with identifiers MAC1 and MAC3 pass the protocol based rate limiting 440
and are sent to the central line processor 410 for further processing. Similarly, the NPU
405B sends those packets which pass the protocol based rate limiting 445 to the central

30 line processor 410 for further processing. The NPUs 405A and 405B also send the
protocol identifier with the packets along with the current rate counters (identifier key

rate counters and protocol rate counters). As illustrated, the DHCP packet with an



Fl ow noves from bl ock 615 to bl ock 620, where the aggregate identifier key
based rate limter nodul e 560 accesses the identifier key rate limt val ues
575 and WO22w¥bees the identifier key rate limt val RETABHAON@OE] Wi t h
the identifier key of the packet. Also, the aggregate identifier key based
rate limter nodul e 560 accesses the identifier key rate counters 570 and
retrieves the number of packets adnmitted d%er the time period with that
identifier key. Flow noves from block 620 to bl ock 625, where the aggregate
identifier key based rate limter nodul e 560 determ nes whether the 15
aggr egat ed pagkgifiee dFMIAGE H@sF &eek‘e oot ®atddf Fas 1.hﬁun%)aas ye@ltRe IDHTP -

If the count exceeds the rate limt, en flow noves to block 630 where the
packet is dr®gpksd, widh ﬁérl@lﬁ@eﬂemvabedndt pothpase land 35 ngheert B Peotentrel libased
rate limti nq)rg%g%) 10 At bl ock 635, the aggregate protocol based rate
limter nodul accesses the protocol rate limt values 585 and
retrieves the protgeQenfralithe ﬁrm:éssd’raéil@eag?l%?%k Alded phertels frgrq th@?arﬁé’gf(ﬁ@ol
packet (e.g., based on the protocol 1den ler transmtted cont rol
packet). bn addiidénsifier ke fargthpegpacketpristrocnyesbiaeedhe dPdJs 40HiA end ADER &0B65

accesses the protoc rate.,counters 58 nd re r|e es t ket s
adni tt ed haw% ﬁe?}ber BBl R bRERyPE A 1§ he ‘1¢8|°fh§’8k‘§f:““fr#"ir brhies
from bl ock 6%5uﬁtersbﬁoa¢1ke Stk ideRafier ké}earﬁﬁﬁ{oﬁgﬁl @ed@fx@ﬂ(}?&h tha 3Ps' 463 and
limter nodul e 565 determ nes whet her the 25 a%gre gat ed packet count val ue

for the protd@eP- |$v@mairlm gie esprebline PrRECHOH1d0 AIdds i vales pf thel pretacel rateat
protocol idenf, V\klrflth%rfoh he cronﬁolcﬂ)aldﬁéts %?ﬁﬁ%sth%_‘oeﬁné glto?oéo hnﬁ erIece 1@%@%’0%}{? S

to bl ock 630 ere t dro €S no
exceed thé r aRUY mﬁA and HesB f IBm\wzfp‘oéSxdmplb J the keeffitdd lm{eq:lr@cetsm 4pa<alggtegatss

directed to the,. card for further ess OThus SO

enbodi ment s, Hhi q“ %)f&%‘eﬁ@P?tﬁFs Fnihe |E§1i§ ff"é?é’ﬂ&bﬁ]e ’Idé(}‘éfl“ ‘gfel\’%%rol
packet rate liddJedieom BRWRPES 4054 andts ! Bﬁse'd’b(ﬁ%éﬁ% 4d 4t Bf 8RN Bentifier
enbodi ments one or nore of the levels of control rate limting are

on} ttefl For key 2&¢ coxniers, ¢he identifier Ws@wﬁéinétmgnéﬂ) uswpercf(ambsi i Redsadrckets
erbod ment ¢ KoL PE Tr R ET K SRBRT AfhiBRE 5T ers B rRGRREEPs ARG ol

(thus, in5sudimitifg erSSONHIENTs biked Nat eI kg ddé@ee $81uB CofUthe t SrottRoN edte ROUALRFSM
control packet rate limtin g). As another exanmple, in some enbodi nents 5t he
protocol bas Jchl0§eap@kmwlmph@a585th6rvrqttwéd limiting 455 gres then alRpEditoPAsent torjhe

addition to 'cgﬁt?él'cfafcfforlf%ep§§&gssﬁ e limting and protocol based rate
limting, the contr acketS are rate limted based on the nunber of

events per second.|pBye mo@&ne%waa{ 8f thRINIEVEPdrfdrinstshfilasRidton9hs de&fiBld O!
packet, regardless of protocol, on the |line card. For exanple, prior to the

i dentifier ke'ytlbepfer@ncelm FegueCSI ? rand hayithutherexceptiimthapfinsteadonf sez_mldlr;gathoeft
the |i ne, ? ar %ogt? l ntsfwwé gs tlIi hglecfar%lcﬁt lﬁipea(ﬁmefltl?éj gsﬁﬁe CE)Itl]I? Eln,;th%ge

second ra rm asses er S€

limting, t heontﬁﬂrﬁdcktteraré<§aht ba&l&dcérﬂﬁaehhb Prédebdrifer flither aggnfegatﬁmdand fatd he
packet does not, pass the event(ﬁﬁer second rate |limting, the line card wll
drop the packtiting.nIppichameabemment. e4d %f\ﬁéﬁﬁ\?tb%wcglée%mltwa@ EXGGUHPR UAYS | s

specific to gt QHbltn? the identifier key based rate limiting and a set of one or more execution
units to perform the protocol based rate limiting. For example, Figure 5 illustrates a

25  more detailed view of one of the line cards that includes multiple network processing

units that performs hierarchical rate limiting according to one embodiment of the

invention. As illustrated in Figure 5, the NPU 405A and 405B respectively include the

identifier key based rate limiter module 540A and 540B and the protocol based rate

limiter module 550A and 550B. Although not illustrated for the sake of brevity, it

30  should be understood that for each of the NPUs 405A and 405B, multiple execution

units execute an instance of the identifier key based rate limiter modules 540A and

540B and a set of one or more execution units executes the protocol based rate limiting



15 (that is, the events per second rate limting is applied separately for
each different circuit). Al t hough enbodi nents have been descri bed
Wi t h resp®ot20t0012881t r ol packet rate limting based on ke&gTilEZNONFPE s and
based on protocol type, in other enbodi nents the control packets may
further be limted at different granularities (e.g., per port, per 20
VLAN ATM PVC, per subscriber, etc.). In ad8ition, in some enbodi nents,
instead of rate limting the control packets based on key identifiers in

t he packet and based on protocol type of the control packets, the control

packets are ljmli&ds sl fidf§58BeNin &{@&%o@rm&t‘aﬁneﬁ&‘erﬂnﬁer REJ b4 limitdFmodules
VLAN ATM PVC, per subscriber, etc.). hough enbodi nent’s have been

descri bed wi t%OAeelpiséﬂOBopqrﬁtrm Ismnﬂatrlb’n@ ﬁ@ntdeoﬂlﬁerZEe)p@afk@dt Emitas exbdute 440
cl ass of iden

i dentifier ké "ét Clt We 1§5§ﬁ31 st g%@eat °§§5F’?§?d§f‘? %f gegg\ngggﬁhﬂgd;%%er

key rate ||mpterﬂéﬂhlﬂﬁﬂllarlyﬂo&mrﬂmdbﬁ@ﬂﬂﬁmtdﬂﬁhdd@&ntﬂd‘Jvﬂh theeakcemion thatthe
val ue can _be specific to individual identifier keys. Additionally, in sone

embodi menfs thaekqtywhichiriass thg @yotpegl dasadrate lynlting aréixseat intha seatral Hge pEIseEREnge
for indivi d“%‘m&&ébfd'Jf'b%fngka%@gﬁ?&ﬁé‘gén%ﬁgcgrﬁ@ol% .ory of control packets

received (e , responsiv etecting an abnormally high anmount of

control packets fqrhofs@%cue@sewcfhl Ee{ssliﬁé’ pééte@oltﬁygéd aatQQﬁﬁmEefr&ﬁmaaﬁ o?fthe
service attazﬂzU the rate limt value for that identifier key can be
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15  for each different identifier key of the control packets it receives, and aggregates the

protocol packet count values for the control packets it receives. The aggregator module

530 updates the identifier key rate counters 570 and the protocol rate counters 580 as

appropriate (e.g., with an updated packet count).

Sometime after a packet is aggregated with the other like packets, the aggregate

20  identifier key based rate limiter module 560 accesses the identifier key rate limit values
570 and retrieves the rate limit value associated with the identifier key of that packet.

The retrieved rate limit value is compared with the aggregated packet count for that
identifier key. Those packets whose aggregate packet count value is greater than its
associated rate limit value are dropped. Those packets which pass the aggregate

25  identifier key based rate limiting are then rate limited based on their protocol or control

packet type.

The aggregate protocol level based rate limiter 565 accesses the protocol rate
limit values 585 and retrieves the rate limit value associated with the protocol or control
packet type of the control packet. The retrieved rate limit value is compared v\Qith the

30  aggregated packet count for that protocol or control packet type. Those packets whose

aggregate packet count value exceeds its associated rate limit value are dropped. Those



network el enent, conprising: receiving a plurality of control packets at
the line card; 5for each received control packet, performng the foll ow ng:
det er m niWgQ 2810028446col type of that control packet, extPa@iB2go/e008er of one
or nore identifier keys in that control packet based on the

determ ned protocol type of that control packet, performng an identifier
key based rate linmting on that control pdtket 10based on the set of
extracted identifier keys and the determ ned protocol type of that control
packet ; droppi ng those of the received control packets that do not pass the
i dentifier kKeuclasQfidhdbds hdhddriite ?ﬂﬁocol fb9§edeﬁ@llﬁ§t1ﬁ%15}§eth8{ alib\fed &F B¢ ved
control packets that pass the identitier key 15based lTmting,

perfornm ng a spatdo dwodontreledrd fertfarthé¢rmire¢esgnpased on the deterni ned protocol
type of that packet. 2. The nethod of claim1l, wherein for those control
packets that are ddg@ fiinadoplipgrampBystratingienemplaripenasations Seiduerarchicat rate

Et hernet) co pac urt:he t
packet is a g@gﬂhg I@t Fgée ésscg{}@ry lﬁ%@%}uegtwg BgAlg\lg?&or %&gg E%l@?({ﬁn gtlal \{?fe?é
Di scover y5| nietibatiengnPADl the cianémtioh. pihkeipﬁra\ﬁoes eif rFigive 6 deillt bé idescribey voizis ed

imti rf or r >ADR r ol K nd, PADI
Lg;f rl): mp;l:ﬂg?flgrengee tot egggmgl% 2 n%oed 1¥1ent of Figure 5 C (t)wgver 1?(53 EII g ul(ijderstood

that the operations of Figure 6 can be performed by embodiments of the invention other
than those discussed with reference to Figure 5, and the embodiments discussed with
reference to Figure 5 can perform operations different than those discussed with

10 reference to Figure 6.

As illustrated in Figure 6, the flow of operations begins at the block 375 as
described with reference to Figure 3. According to one embodiment, the operations
described with reference to Figure 3 (e.g., the operations described in reference to
blocks 310-370) is performed by one of the NPUs 405A and 405B. For example, at

15 block 310, one of the NPUs 405A and 405B receives a control packet. For purposes of
explanation, the operations described in reference to Figure 6 assume that the NPU

405A has received a control packet.

At block 375, the protocol based rate limiting module 550A determines whether

the addition of the control packet to the value of the protocol based rate counter

20 exceeds the protocol based rate limit associated with the protocol type or the control
packet type of the received packet. If the protocol rate limit value is exceeded, then

flow moves to block 380 where the packet is dropped, otherwise flow moves to block

610.

At block 610, the NPU 405A sends the control packet to the central line

25  processor 410 along with the key identifier of the control packet, the protocol identifier
of the control packet, and the current packet count values associated with the control
packet (e.g., the current key identifier packet count values and the current protocol

packet count values). Flow moves from block 610 to block 615.

At block 615, the central line processor 410 aggregates the packet count values
30  associated with the received control packet. For example, the aggregator module 530

aggregates the packet count values associated with the received control packet by



3. The method of claim1l1l, wherein at |east sone of the control packets are
DHCP (Dynam c¢ Host Configuration Protocol) packets and the set of

i dent i fi ewvokes1247 each 25 of those control packets i n®CUdBW1IOPWITT nore
of a source MAC (Media Access Control) address, a source |IP (Internet
Protocol) address., a VLAN (Virtual Local Area Network) identifier, an ATM
(Asynchronous Transfer Mde) PVC (Permaned®- Virtual Circuit) identifier, a
G ADDR (CGateway | P Address), and a port identifier. -26- 4. The method of
claiml1, wherein at |east sonme of the control packets are ARP (Address

Resol ution Prakiae GhdseGaNlek % tRACHRLSBd id e i8&1u MY kKbdeRL IcbifErsk&0Sinti Qhe
each of those control packets includes a source MAC (Media Access Control)

address. 5. pliecalwatecguotersc&). nThe aggregatommodhaleiS38 mayf aleo update bdunestamp e

limting includes 5the follow. for _each coni4.0l packet: retrievin
dont i1 er 8 SRk B PG N oA B AP RE SEpec e B R, D,
keys extract € douesg) it RRowla bk udters@ol liat if gk re@wWeadkoatiol piRed itk fileepadl@t e

limt threshol d val ue associated with the determ ned protocol type of the
control packé&eceivedcuihdhe ndentifier key rar dre@celatthe pRgiegaten fdule \%}@/ [§aR HECt Gt e
limt thresh . (AT : f : S ' tafi y sed
rate 1im £ ng s the R, Badidf il AR Lot e e R ST AR pEb et e
identifier keyubiaisé@80rate l[imting if the rate limt threshold is exceeded.
6. The nmethod of claim5, further conprising: 15wherein the protocol |evel
rate |imting basé&dowmavee fohen dlaskrfdd tortdode 620.t where ithe: hggregate identibet ey ng

for each contpoly RaCkfliel IRauRASEE doldles' AENBLIRT KT aRARGH VALK §75mhid No:
10 retrieves the identifier key rate limit value associated with the identifier key of the
packet. Also, the aggregate identifier key based rate limiter module 560 accesses the
identifier key rate counters 570 and retrieves the number of packets admitted over the
time period with that identifier key. Flow moves from block 620 to block 625, where
the aggregate identifier key based rate limiter module 560 determines whether the
15 aggregated packet count value exceeds the identifier key base rate limit. If the count
exceeds the rate limit, then flow moves to block 630 where the packet is dropped,

otherwise flow moves to block 635 where a protocol based rate limiting begins.

At block 635, the aggregate protocol based rate limiter module 565 accesses the

protocol rate limit values 585 and retrieves the protocol rate limit value associated with

20  the control packet (e.g., based on the protocol identifier transmitted with the control

packet). In addition, the aggregate protocol based rate limiter module 565 accesses the

protocol rate counters 580 and retrieves the number of packets admitted having the

protocol identifier of the control packet. Flow moves from block 635 to block 640,

where the aggregate protocol based rate limiter module 565 determines whether the

25  aggregated packet count value for the protocol identifier exceeds the protocol rate limit

value for that protocol identifier. If the count exceeds the rate limit, then flow moves to

block 630 where the packet is dropped. However, if the count does not exceed the rate

limit, then flow moves to block 640 where the packet is directed to the control card for
further processing.

30 Thus in some embodiments, the line cards perform multiple hierarchical levels

of control packet rate limiting. However, it should be understood that in some

embodiments one or more of the levels of control packet rate limiting are omitted. For



retrieving a protocol level rate |imt counter associated with the

determ ned protocol type of the control packet, 20retrieving a protocol

| evel ratWol20V2s44iir eshol d val ue associated with the dePETABHINIWPTR ocol
type of the control packet, and conparing the retrieved protocol level rate
limt counter with the protocol level rate limt threshold; and

droppi ng those control packets whose rate2Bimit counter exceeds the
25correspondi ng protocol level rate limt threshold. 7. The method of
claim1l, further conprising: wherein the |line card includes a plurality of

net wor ki ng preQg@prl Hoths BhdeSyKNPe 1ﬁ@wamdnaméﬂmditfm@ﬁ&%rpﬁ%es@fnﬁamns and
plurality of ports of the line card, wherein different ones of the

plurality of acemmblingaeessraineoneembodineat UB0wit¢ fieriting ipapeliagf onlyeat the
plurality of Iélﬁstrk Fg)\é\éc]ﬁ%és?ﬁgn %@g((\’t:llluér)gl{ltsn& zli\lnp bodianZa't &%rrfce LdFR CP? ce's{lﬁ%f.\hlftg &

key based contro I'ng and a protocol "based con packet

rate |imtingot phdsmi torftal pacia ratk linhieng e cAk uastheoetangle, 1Akt enibvdimpas s

the contrgl packet level rate limtgi ngB (gerform' ng the follow ng: 5sendi ng
¢

that contPol hraRwécot Basgd Edntimalng Sp8Bfbcessor on the line card al ong with
G I A A L A SN R N S
packet; protocol based rate limiting, the control packets are rate limited based on the number of
events per second. By way of example, an event is the receipt of a control packet,
regardless of protocol, on the line card. For example, prior to the identifier key based
10 rate limiting, upon receipt of a control packet, the line card determines whether the
control packet passes the event per second rate limiting. If the packet passes the event
per second rate limiting, the identifier key based rate limiting is then performed. If the
packet does not pass the event per second rate limiting, the line card will drop the
packet. In one embodiment, the events per second rate limiting is specific to circuits
15 (that is, the events per second rate limiting is applied separately for each different
circuit).

Although embodiments have been described with respect to control packet rate
limiting based on key identifiers and based on protocol type, in other embodiments the
control packets may further be limited at different granularities (e.g., per port, per

20 VLAN/ATM-PVC, per subscriber, etc.). In addition, in some embodiments, instead of
rate limiting the control packets based on key identifiers in the packet and based on
protocol type of the control packets, the control packets are limited at different

granularities (e.g., per port, per VLAN/ATM-PVC, per subscriber, etc.).

Although embodiments have been described with respect to rate limiting control

25  packets based on a class of identifier keys (e.g., treating the control packets with unique
identifier keys of the same protocol equally by having the same identifier key rate limit
value), in some embodiments the identifier key rate limit value can be specific to
individual identifier keys. Additionally, in some embodiments the identifier key rate

limit values are dynamic and can change for individual identifier keys depending on

30  history of control packets received (e.g., responsive to detecting an abnormally high
amount of control packets for that identifier key (and thus a possible denial of service

attack), the rate limit value for that identifier key can be lowered).



aggregating the identifier key packet count values for those control
packets 10having a sane set of identifier keys and protocol identifier;
aggr egat iWgQ 2019e12p446t ocol packet count val ues for those ®6HIBWI0/HHEKEt S
havi ng a sanme protocol identifier; for each packet control packet received
on the central line processor, performng the follow ng: 15retrieving the
aggregate identifier key packet count val®d# corresponding with the control
packet; retrieving an identifier key rate limt threshold val ue associ at ed
with the control packet based on the protocol identifier and the set of
identifier keys aswhpé #heetow dibigrahe if QRd Figlirédatk®ta pRRReNal @FdBr g operations
aggregate identifier key based rate limting by conparing the aggregate

i dentifier kdpripuesdby conan epdediamanty plethp drvantgnavit shoultbe vadensopd fhaticaeh
with the identifi.er te |im - I ' d_ i

control pac kggc?efrmﬁeerxgﬁ%la{rﬁég’gbn r [815“‘8%% e?) dggés?géegﬁ ?ﬁéag%nﬂe%a?%@r%t@entﬁ% £ er
key based r atdéfférend dridergcorhbin@ dertdie opelatidnisf besrlapeyrtaiatopetationd, ety eshol d

val ue i s not exceeded, and wherein the control packet fails the aggregate
identifiebp key bas¥lile tteanvéntionihag bedn daseribatieint tefheef sexgral embodiments, those

t hreshol d val IS ceeded; and. . r oppi ng ,t hose contral packets
that fail ¢ neXastiBght 87 GineRrinize bay snu iR w8 R e s e et foa
of claim?7, fddsdrived, GAraerpradtitdd with modification and alteration within the spirit and scope

of the appended claims. The description is thus to be regarded as illustrative instead of

limiting.



-28- for each of the control packets that pass the aggregate identifier key
based rate limting, performng the following: retrieving the aggregate
prot ocol WOcR®WY1284dnt val ue correspondi ng with the cont POIT/IB20dk6a0975
Sretrieving a protocol rate limt threshold value for the control packet
based on the protocol identifier associated with the control packet,
perform ng an aggregate protocol based rae linmiting by conparing the
aggregat e protocol packet count value corresponding with the 10 control
packet with the protocol rate limt threshold value for the control packet,
wherein the ggqramets packet passes the aggregate protocol based rate
limting if the protocol rate limt threshold value is not exceeded by the
aggregate protocol packet count val ue, and wherein the control packet fails
t he aggr egat d- pr ot’ocogthad fors safe rlygnising; ¢angrioh gaskety perfpragd el a digeecard fft a

t hreshol d val | Fe%ﬁfe .t he aggregate protocol packet count val ue;
dr oppi ng thoggﬁ%dégtero %Sg:gﬂlgpsm hat fail the aggregate protocol based rate

limting; and receiving a @luradty iofigorthd packestnind lipackét s t hat pass the
aggregat e protoco% based ratg ZOIHnit'ng to the %othg¥ card. 9. A line card
for rate Pimiting [RGHER Breepse icaREO! RAGkKSSy Reiasgingthp Ak inga si ng engine to
parse control packets t4eietalfndth PRIRPHIE T thay BErAfpatite, control packets

er

and extract a set of one or nore identifi keys in“each control packet
based on the det er ni nedxpadingcalset gHenwohr mmge ddentifigk keys in that control packet

based on the determined protocol type of that control packet,
performing an identifier key based rate limiting on that control packet
10 based on the set of extracted identifier keys and the determined
protocol type of that control packet;
dropping those of the received control packets that do not pass the identifier key
based rate limiting; and
for each of those of the received control packets that pass the identifier key
15 based rate limiting, performing a protocol level rate limiting based on

the determined protocol type of that packet.

2. The method of claim 1, wherein for those control packets that are determined to
be PPPoE (point to point protocol over Ethernet) control packets, further determining
whether the PPPoE control packet is a PPPoE Active Discovery Request (PADR) or a
20  PPPoE Active Discovery Initiate (PADI) control packet, wherein the identifier key
based rate limiting is performed separately for PADR control packets and PADI control

packets.

3. The method of claim 1, wherein at least some of the control packets are DHCP
(Dynamic Host Configuration Protocol) packets and the set of identifier keys for each

25  of those control packets includes one or more of a source MAC (Media Access Control)
address, a source IP (Internet Protocol) address., a VLAN (Virtual Local Area
Network) identifier, an ATM (Asynchronous Transfer Mode) PVC (Permanent Virtual
Circuit) identifier, a GIADDR (Gateway [P Address), and a port identifier.



25packets; a plurality of first execution units each to each performa
first level of control packet rate |imting on the control packets per

uni que ore 0fi/2k7set of identifier keys and protocol PgpaB2a¢NdiTng to a
nunber of control packets of each unique protocol type and set of
identifier keys that are 30 accepted for processing over a first tinme
interval, wherein each of the first execufPon units is to drop those
control packets that fail the first |evel of control packet rate limting;
and -29- a set of one or nobre second execution units to performa second

| evel of contg ol peHek@bthb@be cldifi £, ivitkréiR a NASEesGERNbE Ble RAGKEpackeRiadre RARE
the first level of control packet rate limti n(g per protocol type according
3

to a nunber dfiddisat Retolyinndiotocet) conpl Raskejaanpitistsstof ideyiplertheas ferraach of
accepted for osseF&BRt‘t\?&gj%'cP&s ﬁfde? Qé‘ﬂqdagﬁehf&% c&é@f fdd’?? ach of the

set of secon execu nunrts 1s rop con at fai
the second | evel of control packet rat e limting. 10 The line card of
claim?9, furt5her ddrpmetbod@f claim 1, wherein shanilentifyert i@y staseeratatimitingrirticludal ues

and packe F {.P val. ueg) V\%rer ein t rate 10limt values include identifier
key rate Pi nithe {PAoYRE toh g2 951“385?& &vel rate linit values, wherein the
packet count val UQ@trn'eOﬁF‘éﬂQdédﬂﬁef REY A Rt b QitcPRARBCibRH W HE5etF identifier
identifier keys per protocol type, "a packet count value that indicates the

number of packets acceﬂﬁeweﬁtwted from the COHthl packet; processing over the

IIy[)Zt :iggerval assgt%egtngd Henqgieg r‘\E’j‘ty Pt 11m1t lt%:e%ﬁglt ! Lélﬁé as‘s?é’cmtglcfl Wit QheO col

determined protocol type of the control packet;

10 comparing the retrieved rate limit counter with the rate limit threshold, wherein
the control packet passes the identifier key based rate limiting if the rate
limit threshold is not exceeded and fails the identifier key based rate

limiting if the rate limit threshold is exceeded.

6. The method of claim 5, further comprising:

15 wherein the protocol level rate limiting based on the determined protocol type
includes the following for each control packet that passed the identifier
key based rate limiting:
retrieving a protocol level rate limit counter associated with the

determined protocol type of the control packet,

20 retrieving a protocol level rate limit threshold value associated with the

determined protocol type of the control packet, and
comparing the retrieved protocol level rate limit counter with the
protocol level rate limit threshold; and
dropping those control packets whose rate limit counter exceeds the

25 corresponding protocol level rate limit threshold.

7. The method of claim 1, further comprising:
wherein the line card includes a plurality of networking processing units (NPU)
| coupled with different ones of a plurality of ports of the line card,
wherein different ones of the plurality of control packets are received at

30 different ones of the plurality of NPUs, wherein each of the NPUs



for each protocol type, a packet count value that indicates the nunber of
packets accepted for processing having that protocol type. 11. The line
card of cWwei2modi2s#fier ei n each of the set of second exec®CIraR20a6Ma087s urt her
is to send those control packets that pass the second |evel of control
packet rate 20limting to a control card coupled with the line card. 12.
The line card of claim9, wherein the plugdtity of execution units is to
performthe first |level of control packet rate limting for those packets
whi ch are PADR (PPPoE Active Di scovery Request) packets and PADI (PPPoE

Active Discovery Initi epfbriRgGneidentffaké} ®ayed WHRFRI phckberat@lingifing and a
identifier keys used in the first |evel of control 5 packet rate limting

for PADR packets and PAmptopelcRased qoptrpligackepateolimitinige vdferein sforiceeh pfithe
address, a VLAN (Virtu . Ladentifi L

identifier. 13. Theqk?e#\‘ge%géaornﬁrog? aéyﬁ{as}’@nﬁ@ as\k/\hqger éedlnﬁlrlof h%c@g%tvrgloﬁ?e}r)g@ll(t&gé
i ncl ude DHCP (Dynam ¢ Hesforrimgfthgtulletiion Protocol) control packets, and

wherein tge set of identifier keys 30 used for eacm, of the DHCP Cjntrol
packets iAcl udes one orSeRYPE that cantgl packetvinca cendenl lingdracessarn thgdme; ¢2d hat

DCHP control packet, a sour GgodoPuwithNier 88tofPldRh@EQ key®AAr todol ildiiePHEP
control packet, a VLAN (Virtual  Local Area Network) identifier in that DHCP

control packet, an ATM ( Asyndéntdicoksy Tragks faunivbaley, &Ca (pPetopslngacket\Eauntial
DDR (Gateway IP 5

Circuit) identifier in that CP contr ol . packet €]

Address) in that DHCP controf? ‘f?a?éﬁoecf‘ftecgw&gZ]’%SP'?“(?}&D@H@W i er on which the

DHCP control packefggtegatif @iev RRnGfler k&l PadkRt 0BG SIS r thOsePEoit Packets

hi erar chi cal cont roF packet rate limti n% o

10 having a same set of identifier keys and protocol identifier;

aggregating the protocol packet count values for those control packets having a
same protocol identifier;

for each packet control packet received on the central line processor, performing
the following:

15 retrieving the aggregate identifier key packet count value corresponding
with the control packet;

retrieving an identifier key rate limit threshold value associated with the
control packet based on the protocol identifier and the set of
identifier keys associated with the control packet;

20 performing an aggregate identifier key based rate limiting by comparing
the aggregate identifier key packet count value corresponding
with the control packet with the identifier key rate limit threshold
value associated with the control packet, wherein the control
packet passes the aggregate identifier key based rate limiting if

25 the identifier key rate limit threshold value is not exceeded, and
wherein the control packet fails the aggregate identifier key
based rate limiting if the identifier key rate limit threshold value
is exceeded; and

dropping those control packets that fail the aggregate identifier key based rate
30 limiting.

8. The method of claim 7, further comprising:



conprising: a control card including, 10a set of one or nore protocol
nodul es to process control packets received froma plurality of |ine cards;
and t he pvOralo/R§446f |ine cards coupled with the contr olPCEAB10/6@ETS | i ne
card including, a packet parsing engine to receive and parse control
packets and wite 15 packet data into a buffer nmenory of the |ine card,

t he packet data including a set of one or28ore identifier keys associated
wi th each of the control packets, an identifier key based rate limter
nodul e to performidentifier key rate based |imting on the control packets

per the set of i depf bddhedf tk€¥6ntdd) pablitetd HAP Pass AN b reRAE kG fieMkSr BdsBd tdte
identifier key based rate [imter nodule is to performthe follow ng for

each control packet, cdifpiing, pesforaeng the fdlowiag: packet count val ue
associated with the set_ of i L I I W . :
Identifier key rate 25 reﬁervr!r%q\%%%%aég goﬁ%{ogga(\t'm&? hoﬁﬁg}téﬁlgec\t%%& Oﬁigénﬁtﬁﬂller
keys, wherein the identifi erthkeyntpdpkeldet,count val ue represents a nunber of
cont rol pgckets accepted for processing ig a fi rgt ti intgjr@val havi %t

that set of identifier IRBig¥Ing a protocol ragg tiggity theesheldy yape fefc kit canfrof jpac
identifier key packet count Bé@é@%n?’%i‘%ﬁﬁ&’c?)ltiﬁ&tiﬂ@nﬁésgéi%d K&¥th " @k CcdriuBi t
value for that first tinme interval; 1
packet,
performing an aggregate protocol based rate limiting by comparing the
aggregate protocol packet count value corresponding with the
10 control packet with the protocol rate limit threshold value for the
control packet, wherein the control packet passes the aggregate
protocol based rate limiting if the protocol rate limit threshold
value is not exceeded by the aggregate protocol packet count
value, and wherein the control packet fails the aggregate protocol
15 based rate limiting if the protocol rate limit threshold value is
exceeded by the aggregate protocol packet count value;
dropping those control packets that fail the aggregate protocol based rate
limiting; and
directing those control packets that pass the aggregate protocol based rate

20 limiting to the control card.

9. A line card for rate limiting control packets, comprising:

a packet parsing engine to parse control packets to determine protocol types of
the control packets and extract a set of one or more identifier keys in
each control packet based on the determined protocol type of the control

25 packets;

a plurality of first execution units each to each perform a first level of control
packet rate limiting on the control packets per unique ones of the set of
identifier keys and protocol type according to a number of control
packets of each unique protocol type and set of identifier keys that are

30 accepted for processing over a first time interval, wherein each of the
first execution units is to drop those control packets that fail the first

level of control packet rate limiting; and



a protocol based rate limter nodule to perform protocol based rate
limting on those control packets whose associated identifier key packet
count valWe 20ues5406t exceed their associated identifier PREJIB2040/6000TIM t

val ue, wherein the protocol based rate |imter nodule is 5to performthe
follow ng for each of those control packets: conpare a protocol packet
count val ue associated with a protocol typg8-of the control packet with a
protocol rate limt value associated with that protocol type, wherein the
prot ocol packet count val ue represents a nunber of control packets

10accepted for procRsst fitk brimdreSREHI Kb ifon mi@rtygbrf&wh@Qcohaaévepbp&mml
type, drop the control packet if the protocol packet count val ue exceeds

the protocol rate |initPagkgtueteflynitingzan besoerntiol peckets tay pass tndrstdeeh@ft he
cont ol packet (o the cofliphy &3 fh 5, REYGRL BRCKELARNRN MAbHR: dges

not exceed the protocol Ta imt val ue en nme“peri

The network el enent of coh&bmpadketsvbéreacin nigquec pritocall ©pd dhdtusirehsucepted! fodes
a command line interface nodule to recejve the identifier key rate limt
val ue and>the 20 prot J¥BFESPAE 8VET diecoRhlime tpyal. avhsirdn eashfdhases of srcopde

network el ement, and ftérx%aﬁ{onﬂﬁr LVe &ng{g}éygs?tfél RS {raf fatiﬂﬁeléééoigﬂ éé\iefﬂf‘

interval and an anpunt of tine for the n I nterva
network el ement of cl aiafichdtrolackairate dinatinglenti fi er key based rate linmiter

10. The line card of claim 9, further comprising:

a memory to store rate limit values and packet count values, wherein the rate

10 limit values include identifier key rate limit values and protocol level

rate limit values, wherein the packet count values include the following:
for each unique set of identifier keys per protocol type, a packet count
value that indicates the number of packets accepted for
processing over the first interval associated having that set of

15 identifier keys and protocol type, and

for each protocol type, a packet count value that indicates the number of

packets accepted for processing having that protocol type.

11. The line card of claim 9, wherein each of the set of second execution units
further is to send those control packets that pass the second level of control packet rate

20  limiting to a control card coupled with the line card.

12. The line card of claim 9, wherein the plurality of execution units is to perform
the first level of control packet rate limiting for those packets which are PADR (PPPoE
Active Discovery Request) packets and PADI (PPPoE Active Discovery Initiate)
packets separately, wherein the set of identifier keys used in the first level of control
25  packet rate limiting for PADR packets and PADI packets includes one or more of a
source MAC address, a VLAN (Virtual Local Area Network) identifier, and a port

identifier.

13.  The line card of claim 9, wherein the control packets include DHCP (Dynamic
Host Configuration Protocol) control packets, and wherein the set of identifier keys

30  used for each of the DHCP control packets includes one or more of a source MAC



nodule is to performthe identifier key rate based limting for those
packets which are 25 PADR (PPPoE Active Discovery Request) packets and PADI
(PPPoE AcwDweel0Di2s&0very I nitiate) packets separately, WRETABW10/h®ITet of
identifier keys used in the identifier key based rate limting for PADR
packets and PADI packets includes one or nore of a source MAC address, a
VLAN (Virtual Local Area Network) identif#8r, and a port identifier. -32-
17, The network el enent of claim 14, wherein the control packets include
DHCP (Dynam ¢ Host Configuration Protocol) control packets, and wherein the

set of identijddRis kRWRlcd HEthaf DCHPECOS padRer, @!ﬁéﬁc@%(lﬁ@mé@@@dﬁ@&&? hdyzkdsdes
one or nore of a source MAC address mc?uded in that DCHP control packet, a

sour ce vl P (I lﬁh@rIHHCP @rw%m@@liﬂt?(a N Y intvalt begel PrcPNebrerkdlidgpsidiRein that
VLAN ( S TR |
ar AT ( Aoyt Ehotertef hebkisr AT Bhsh{deBinouR Hiase RISy TPy Eot it

identifier irVirtoalt Cidd0iR) dduntifiet ipahkeDHGP GoMERRp4dkat, eI ADDRAW aesegy [
that DHCP_control packet d a port identifier on_which the cont rol
packet 551 ochidress) BRI £oniThEPackFigatchs PPRILENIfT o wglcédh?DBﬁ%Pp%% s,
conprising: a,pldiklelbdiVePbn net work processing units (NPUs), each NPU having
a separate nory domai n, wherein each NPU is coupled with one or nore
ports of the line card, and each NPU i ncludes the follow ng: a packet

parsi ng engi ré. t o fpaneteorkorelanagnt pigc lpetferm chigrardvieal neondropr packelolrate 1Bmitjnge of
each control B%@k’%‘tn and extract a set of one or nore identifier keys from
each control Packetl ebased on the det er ni ned protocol type of that control
packet, a plurali tacoatrof ¢dréindhedgd, execution units to performan identifier

key based rate limting for each unique set of extracted identifier 20
keys per !Brotocol type,2 sffePkione fcHost nretaceli modules\ig) progessueqnsie! uackelsi s

to drop those control paCketr@cé{Wdcﬂ?orﬂ‘aMli@aﬁﬁin%'lﬁrdsdﬁ{ati fier key based
rate |imting, ’
the plurality of line cards coupled with the control card, each line card

including,
a packet parsing engine to receive and parse control packets and write
15 packet data into a buffer memory of the line card, the packet data
including a set of one or more identifier keys associated with
each of the control packets,
an identifier key based rate limiter module to perform identifier key rate
based limiting on the control packets per the set of identifier keys
20 of those control packets, wherein the identifier key based rate
limiter module is to perform the following for each control
packet,
compare an identifier key packet count value associated with the
set of identifier keys for that packet with a identifier key rate
25 limit value associated with that set of identifier keys, wherein
the identifier key packet count value represents a number of
control packets accepted for processing in a first time interval
having that set of identifier keys,
drop the control packet if the identifier key packet count value
30 exceeds the identifier key rate limit value for that first time

interval;



a set of one or nore second | evel execution units coupled with the
plurality of first |evel execution units, the set of second level 25
execut i orworotgi2se#7perf ormthe foll owi ng: a protocol ba®€Ed/TB2IY0IOTA ti ng
for each of those control packets that pass the identifier key based rate
limting for each protocol type, drop those control
packets which do not pass the protocol baséd 30 rate linmting, and send
each of those control packets which pass the protocol based rate limting
to a central line processor of the line card; -33- the central line

processor coupled W th & Beiedolrabéd Yat®fil¥R¥Smolile wepdrictin bidiecoPIHASRB$4E O
performthe foll ow ng: aggregate those control Eacket s received fromthe

plurality of NPUs that have linigiagmendbesesonirdlepackets evhazegssocBieggdeniiice kehose
control packets received fromghe plur ﬁJleldtOfY;s oY I}!Eé{sdbttngﬁt s dAdSRR, key
P & I'Tie ei<ey 3ra&ellm{|ngon

protocol type, perform an angrega e ident r ase
the control packets recei vedaferimmi tilae,pihetéihithe/profochiPbised edte datiter thoidqleds set
of identifier keys per protocol type, 10drop those control packets that

fail the aggregate identifi &P PREYMhESallpWIng fpr eachionghospepnter! mrgktitiggr egat e
protocol based rate limti “onhgigg td? | #&Ré@c gﬂ?ge[rl{?é aseﬁa%@ww oGP

t he aggregate identifier key ate mtin each uni que protocol
type, 15drop those control packgtftthatcohtol padket agir & gpattecqrmteobimit based
rate associated with that protocol type, wherein the protocol
packet count value represents a number of control packets
10 accepted for processing in a second time interval having that
protocol type,
drop the control packet if the protocol packet count value
exceeds the protocol rate limit value for that second time
interval, and
15 send the control packet to the control card if the protocol packet
count value does not exceed the protocol rate limit value for

that given time period.

15. The network element of claim 14, wherein the control card further includes a
command line interface module to receive the identifier key rate limit value and the
20  protocol rate limit value from a system operator of the network element, and further
receive an amount of time for the first time interval and an amount of time for the

second time interval.

16. The network element of claim 14, wherein the identifier key based rate limiter
module is to perform the identifier key rate based limiting for those packets which are
25 PADR (PPPoE Active Discovery Request) packets and PADI (PPPoE Active
Discovery Initiate) packets separately, wherein the set of identifier keys used in the
identifier key based rate limiting for PADR packets and PADI packets includes one or
more of a source MAC address, a VLAN (Virtual Local Area Network) identifier, and a

port identifier.



limting,

packet s,

and send those packets that pass the aggregate protocol based
rate limting to a control card coupled with the line card. 19. The |ine
card of cwaizmolBs44dherei n the control packets include PRORIBRPROBIZOACtI ve
D scovery Request) packets and PADI (PPPoE Active Discovery Initiate)

and wherein the PADR packets and PADI packets are rate limted

separately.
i ncl udes DHCP (Dynam c Host Configuration Protocol) control packets, and
wherein the set of identifier keys used for each of the DHCP control

packets includes arteondteerkMIEmerOoRElENeIs, Whsleded dontrbhpickcHRcIsao DIRtP
a source |IP &%gternet Prot ocol) address in that CP control

packet,

packet, a VLANypamict
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20. The line card of claim 182-wherein the control packets

t [Gombigumtion Rietegehk pontednpackesr apd whereinDMEP sebrf r ol
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Protocol) gdc?rgs's in that DHCP control packet, a VLAN (Virtual Local Area Network)
identifier in that DHCP control packet, an ATM (Asynchronous Transfer Mode) PVC
(Permanent Virtual Circuit) identifier in that DHCP control packet, a GIADDR
(Gateway IP Address) in that DHCP control packet, and a port identifier on which the

DHCP control packet is received on.

18. A line card for rate limiting control packets, comprising:

a plurality of network processing units (NPUs), each NPU having a separate
memory domain, wherein each NPU is coupled with one or more ports
of the line card, and each NPU includes the following:

a packet parsing engine to parse control packets to determine a protocol
type of each control packet and extract a set of one or more
identifier keys from each control packet based on the determined
protocol type of that control packet,

a plurality of first level execution units to perform an identifier key
based rate limiting for each unique set of extracted identifier
keys per protocol type, wherein each of the first level execution
units is to drop those control packets which do not pass the
identifier key based rate limiting,

a set of one or more second level execution units coupled with the
plurality of first level execution units, the set of second level
execution units to perform the following:

a protocol based rate limiting for each of those control packets
that pass the identifier key based rate limiting for each
protocol type,

drop those control packets which do not pass the protocol based
rate limiting, and

send each of those control packets which pass the protocol based

rate limiting to a central line processor of the line card;
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the central line processor coupled with the plurality of NPUs, the central line

processor to perform the following:

aggregate those control packets received from the plurality of NPUs that
have a same set of identifier keys,

aggregate those control packets received from the plurality of NPUs that
have a same protocol type,

perform an aggregate identifier key based rate limiting on the control
packets received from the plurality of NPUs for each unique set
of identifier keys per protocol type,

drop those control packets that fail the aggregate identifier key based
rate limiting,

perform an aggregate protocol based rate limiting for each of those
control packets that pass the aggregate identifier key based rate
limiting for each unique protocol type,

drop those control packets that fail the aggregate protocol based rate
limiting, and

send those packets that pass the aggregate protocol based rate limiting to

a control card coupled with the line card.

19.  The line card of claim 18, wherein the control packets include PADR (PPPoE
Active Discovery Request) packets and PADI (PPPoE Active Discovery Initiate)
packets, and wherein the PADR packets and PADI packets are rate limited separately.

20. The line card of claim 18, wherein the control packets includes DHCP
(Dynamic Host Configuration Protocol) control packets, and wherein the set of
identifier keys used for each of the DHCP control packets includes a source MAC
address included in that DCHP control packet, a source IP (Internet Protocol) address in
that DHCP control packet, a VLAN (Virtual Local Area Network) identifier in that
DHCP control packet, an ATM (Asynchronous Transfer Mode) PVC (Permanent
Virtual Circuit) identifier in that DHCP control packet, a GIADDR (Gateway IP
Address) in that DHCP control packet, and a port identifier on which the DHCP control

packet is received on.



