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A security systemfor a conputer operating system

conprising a processor (37) that is independent of the

host CPU (13) for controlling access between the host
(11)3FNTE81$81)IOHMAH’LﬂeﬂmN PUBLIISHED]| UNDER THE PARENTIOPOPHRATION TREATY (PCT)

st orage devi ce for stori

AG%P%) dﬁeﬁ%ﬁﬁ* : 4?) thag@T%&

and the A

un aI tJI%tF%?ﬂon q’%arues and pr \:E;
eratin roc ssor (37Ftn a ? q1 191' .
%l ?e ati %}%lg) ion & nternatio ublication Number
e oot faﬁzggi{h b@cﬁfﬂ@sw Al

Al | a

5&"

ng the operating system

J.J to the data storage_devi

(51) Iq eﬁ]rafl?naH Paglgt(}llaésﬁic%*nq %@F 2/14, 1/00

(21) International Application Number:
PCT/AU2004/000387

(22) International Filing Date: 29 March 2004 (29.03.2004)
(25) Filing Language: English
(26) Publication Language: English

(30) Priority Data:
2003901454 28 March 2003 (28.03.2003) AU

(71) Applicant (for all designated States except US): SECURE
SYSTEMS LIMITED [AU/AU]; Level 1, 80 Hasler Road,
Osborne Park, Western Australia 6017 (AU).

(72) Inventors; and

(75) Inventors/Applicants (for US only): KABZINSKI,
Richard [AU/AU]; 5 Balladonia Drive, Ellenbrook,
Western Australia 6069 (AU). HEARN, Michael, Alfred
[AU/AU]; 1 Urawa Road, Duncraig, Western Australia
6023 (AU). POWERS, Russell, E. [AU/AU]; Level 1, 80
Hasler Road, Osborne Park, Western Australia 6017 (AU).

Te (21) 15 btocked before
(74) Agent: WRAY & ASSOCIATES; Level 4, The Quadrant,

1 William Street, Perth, Western Australia 6000 (AU).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KP, KR, KZ, L.C, LK, LR, LS, LT, LU, LV, MA, MD,
MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM, PG,
PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM,
ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), Euro-
pean (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, FR,
GB, GR, HU, IE, IT, LU, MC, NL, PL, PT, RO, SE, SI, SK,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
ML, MR, NE, SN, TD, TG).

Published:
—  with international search report

[Continued on next page]

(54) Title: SECURITY SYSTEM AND METHOD FOR COMPUTER OPERATING SYSTEMS

33

13 @ 43

=

]

j
]
1
s
‘i.“w

1

N
N—/

39 47

37

45<—_—_:)

35\/ /—\«::>

41

0

(57) Abstract: A security system for a computer operating system comprising a processor (37) that is independent of the host CPU
@0 (13) for controlling access between the host CPU (13) and a security partition formed in the storage device (21) for storing the
& operating system. A program memory (41) that is independent of the computer memory and the storage device (21) unalterably
= stores and provides computer programs for operating the processor (37) in a manner so as to control access to the security partition
& in the storage device (21). All data access by the host CPU (13) to the data storage device (21) is blocked before initialisation of
& the security system and is intercepted immediately after the initialisation under the control of the processor (37). The processor
(37) effects independent control of the host CPU (13) and configuration of the computer (11) to prevent unauthorised access to the
security partition on the storage device (21) during the interception phase. All users of the computer (11) are authenticated with a
prescribed profile of access to the operating system files in the security partition on the storage device (21) and data access to the
storage device remains blocked until a user of the computer (11) is correctly authenticated.



security systemand is intercepted imediately after
the initialisation under the control of the pr ocessor
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