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}5 systems for the protection of stored information from unauthorized copying. -
| - BACKGROUND OF THE INVENTION . .- -
fooo3p . Information or content may be stored on a wide variety of media. As
the speed and convenience of accessing and copying stored information have
increased, the threat of unauthorized copying of the information has increased
20 correspondingly. Various schemes have been employed to protect content stored

- on read-only media from unauthorized access by storing various types of data in
) different regions of the medium. ' ' S

{00043 ~ One such s'chem'e_can be il!-us_'frated in a medium such as a DVD-
ROM (Digital Versatile Disc - Read Only Media), as illustrated in FIG. 1A. The
25 . medium 100 comprises a Data Area 102 and a Lead-in Area 104 (hereinafter
- referred to as a Non- Data Area 104), As further illustrated in FIG. 1B, the Data
Area 102 comprises encrypted content 112 (or scrambled content in the case of
DVD-Video content protected by the Content Scramble System (CSS)).

[0005]  Ona DVD-ROM disc that contains DVD-Audio content protected by
30 CPPM, for example, the Control Data Area 110 (CDA 110) stores Keying Material

114 called an Album Identifier (and/or possibly Secure Disk Key Data in the case
. : 1 : '
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in FIGS. 1A and 1B, may contain writeable sector addresses which allow oneto. .~ -

record Keying Material 114 in the Data Area 102 and assign it the address of the
sector containing the Keying Material 114, such that a player may not be able to
distinguish it from legitimate Keying Material 114. Of course, it is also possible

20 that other media (such as non-compliant DVD-Rs and DVD-RWs) may allow the
sector that contains the Keying Material 114 to be directly written.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007]  The present invention is illustrated by Way of ekamp‘te, and notby
- 25 wayof Iimitation. in the figures of the accompanying drawings and in which like
reference numerals refer to similar elements and in which:

[0008] FIG. 1A depics a first view of a medium, such as a DVD (Digita

Versatile Disc).
'[0009] FIG. 1B depicts an alternative view of the medium shown in FIG. 1A,

30 7[0010} FIG. 2 is a flowchart illustrating a method in general embodiments of
2




[0008] FIG 1A depicts a first view of a medium such as a DvVD (Di?ital
Versatile Disc). [0009] FIG 18 depicts an alternative view of thz/A9d2005
shown in FI G WON2/0881710010] FIG 2 is a flowhart illustratingcauseidye; in
general enbodi ments of 2 WD 02/080171 the invention. 15/09/2005

- PCT/ US02/ 08971 [00114’ FIG 3 is a flowhart illustrating an alternative
nmethod in entB&iveAter.of the invention. [00121 FIG 4 depicts a |layout of

a BCA validated nediumin accordance 5 with enbodi nents of the invention.
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wi t h enbodi rrentgglggf t he | nvental c?ﬁg;h%@%%%@%%%%B%%@%ﬁg# | NVENTI ON 10

[ 00141 In one dipenys of the InYRRtiERi on, a nmethod for validati ng Keying
Mat erial stored on read onIy medi a, such as a DVD-ROM by using a

Validation AMMZIVA) ridG displotsa Mot 4 BCYAIIgREE ridiuri BERlddrcby ©f
e

copi es of

the Keyi ngsMa nt the playback of unauthori
LV%(?Z'JZP 8?5?%‘58?%'9 VeNil9Ri a, i s disclosed. 15 .[0015] Keying

content prerecor
Material as well as Validation Data used for validating t he aut henticity

of the Keyi ng[{??d?brl aI FifeS é3 8 cenceptual elibramlijustratifipa sysleAe ac@@atdieT™nt , a

Val i dat ed Medj, hat conprises and uses a Validation Area
to validate Kesilmﬁg er| aEFﬁi'Fg 8| 'scussed), conprises Keying Material

that may be directly witten to the Validation Area of the medium In this
20 embodi nent, Validation Data conprises the Keying Material itself. 100161 -
I'n one alternati ve enbodi ment, a Validated Medium conprises Keying

Material that may be wri ttanETml_zEmDEswmptij@Fﬁqgmﬁéﬁﬂﬁﬁ\ regi on) of
thﬁ) medium' and Validation Data related to that Keying Material is created

' _ and 10 [0014] Inone aspect of the invention, a method for validating Keying
Material stored on read-only media, such as a DVD- ROM, by using a Validation
Area (VA) region of a medium to validate the authenticity of the Keying Material to
prevent the playback pf unauthonzed coples of content prerecorded on read-only

- media, is disclosed. ' ’

15 [0015) ‘ Keying Material as well as Validation Data used for validating the
authenticity of the Keying Material are stored on read-only media. In one
embodiment, a Validated Medium (i.e., a medium that comprises and uses a
Validation Area to validate Keying Material, to be discussed), comprises Keying
o -_Material that may be directly written to the Validation Area of the medium. In this
) 20 embodiment, Validation Data comprises the Keying Materia! itself. o

[001 B] 'In one alternative embodiment, a Validated Medium compnses
Keymg Material that may be written to a ‘non-Validation Area (non-VA region) of
the medlum and Validation Data related o that Keying Material is created and
written to the Validation Area (VA region) of the medium.

25 [001 7] In one variation of this alternative embodiment, Keying Material i is
written to a non-VA of the medlum and Validation Data comprises a copy of the: |
'Key:ng Material that is written to the VA region of the medium. In another o
yanation, Keymg Material is written to a non-VA of the medium, and Validation
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witten to the Validation Area (VA region) of the medium 25 [001%2 Inzc))&i
variation of this alternative enbodi nent, Keying Material is wr Qﬁ/t 5
no of the nmedM¥*%8¥d:val i dation Data conprises a copy of thePCT/USe3/IsaE
Material that is witten .to the VA region of the medium In another
variation, Keying Material is witten to a non-VA of the nmedium and )
Val i dati on 3 A8IHDRISER12 Ectia) oidbe Kepioy Nisod 0 1< wititratoctheMA mgionaof
function of tha Keyiurg Material that is witten to the VA region of the
medi um [0018] In enbodi ments of the invention, a device for playing

Val idated Media.ls called . a conpliant device (hereinafter referred to as
"conpl i ant deﬂq"g‘éi or 3n&MRodmenise @\?"P"e‘\ﬂﬁ'é-r%d%\’fféﬁef\?f plavingafalidgted

~non- conpl i ant Medld is kallé®h ebplarit ¥edReqhe | deh St dekiQPl In
one enbodi pent,, iy“\/al | dat edﬁﬁbdi u_ren cggrtﬁ?r?gggeﬁg@}négqﬁ/fgfeﬁdéﬁ%néF?‘ég‘%ljog
witten to’t hEMpY Wdeyicen Wiere Adlenisaitiahis npreeemplant vill halzefercad Datsea rompr i ses

t he- Keyi ng Magehpigtint d@ﬂge-?_ conpliant .devi ce validates the Keying. 10 _
. Material without finding Correspondence between the Keying Material and the

Val i dati on virtue of the Keying Material being in the VA:region of
" the nedi um%@\lgf rredi%'?f’r%?""é’aﬁm%@ ﬁé@ﬁia&tﬁf Medem eamprisgs KeyingiMatetialy
written to thgirecHpwriesh @o Rl VA RyicReE Re radiuntorhshe - | ant devi ces
for playability. f'\OOZO] In an al .lerngf’ieve ermg}(%%gﬁ% Vgﬁ@é'ﬁﬁ;ﬁgﬁéed Medi um
conprises 15 GRMATegs Mg Keying Mierial.rand a/compliind devite validatesdhe iGeyingd

Val idatio 7= - ; ' Lal .on.the VA region,of the
reqi u oIt aiacligt it Kding BEESpohOln b eR) 1B alie MeIBERREIN®. { nout
- L di ng Cﬁrré@ﬂdamﬁem bbr\llirmgfemﬁa@yitfgiwatebw bdingidithg Vaqegeapsttence
et ween t he b i al .and the Validati Data as a rerequisite to
val Laati on. TeiDE. R Beaid awldban ek e etetnina s dires g ends Hiouni o
do not | ook K régidn efithe aredRatand wbdldRlVén EQGP%tﬁéviG@éjﬁo?‘bba aemgr medi a

may conprise Keying Material 114 that is witten to a non-V,X\ region of a

medi um [0020] In an alternative embodiment, a Validated Medium comprises -
15 Keying M’a_térial;.pn.a non-VA region of the medium, and Validation Data related to
the Keying Material on the VA region of the medium, and a compliant device may
- validate the Kéying Materi'al without ﬁndih_g correslpondence. or, alternatively, by
finding correspondence between the Keyi'ng Material and the Validation Data as a
prerequisite to validation. To preserve compatibility with non-compiiant devicés, “
20  (which do not look for Validation Data in the VA region of media), newer media '
: | may comprise Keying Material 114 that is written to a non-VA region of a medium
) : (where a non-r_:omp!iant device would expect to find Keying Material 114, and |
- where a compliant device would look for Keying Material 114 to validate), and
o _wri_fe Validation Data to a VA region of a medium {where a compliant device would -
25 expect to find data for validating the Keying Material 114 that is in the non-VA
region). R "

{0021] In summary, a compliant device may validate the authenticity of
Keying Material in a Validated Medium without checking correspondence where -
the Keying Material is written to the VA region of the medium, such that the

30 Validation Data.comprises the Keying Material itself.: It is also contemplated that a

compliant device may validate the authenticity of Keying Material in a Validated
. . 4 .




(V\/nere a non-conpliant device would expect to find Keying Materi
'where a conpliant device would | ook for Keying Material 114 to ﬁ{éﬁ/%oa&g

and wite ValHH®YAl Data to a VA region of a medium (where BCT@RHIsomL
device would 25 expect to find data for validating the Keying Material 114

that is in th on) 10021] In summary, a conpliant device may
val i date the %q?fﬁﬂf“f“@i"t’ king gQreRponEeRes Wherenalidstidn Dalads wiltieih tmthei t hout

checki ng corrwp@@mrzﬁ%é/%ga@& Tﬂbﬁ Kég%b%t‘%@?%‘gﬁtﬁgf%ﬂ%l LE&n to th VA

region of the nedium such th Keyi ng
Material itseff® MpgiuMs a1 so contenpl ated that a conpl i ant deV| ce may
validate the authenticity of Keying Material in a Validated 4 WO 02/ 080171
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" Data C?)rrprl sfé%ﬂnfﬁ@SMKﬁQDMrlahM%ﬁfelﬁd(ieehéwéDg media regiNgorEsMliahe! y:c ngh |

on conpl i | al i dati on Data ises a copy of the
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Val,i dat i on. Deuravttene alfisndtiey ienigtsot Eéﬂs@ét:nglﬂéVadeﬁoﬁWﬁ"t@the%e lﬂﬁterlbf t he

vaVi dat i on n the VA js i rre resul ting Keyin teriral 114
will form ar?a1| %ct?r"leé%rp Pler il sstel gthecVathgﬂon Ratadpjhe BAgs/mmraq thee content

from bei ng plrésteihg Neyh%lmmriaﬂﬂ‘hi WRTBRH an ?&Keyl 2 %é?'%ﬁl a|'ée?¥£' fj‘«’?]’Y" ce may

alternatively validate the authenticity o
Val i dat ed NE(E‘T%”B?Q ﬂ'lerﬁﬂf'ﬁfﬁjltéf@ﬁ‘rll%@ﬂm’dwd:@ aJemmpleamt manner.
15 [0023] A complzant devrce may altematwe!y vahdate the authenncaty of . -
. Keying Matenal 114ina Val:dated Medium by fi nd:ng correspondence between” o
the Keying Material 114 and the Vahdatlon Data where Validation Data i is written
to the VA region of the medium, and Keymg Material 114 is written to the non-VA’
region of the medium.

20 [0024] - Where comespondence is checked and validated, a compliant - -
N - device can be confident that there has been no tampering of the Keying Material
\) _ 114 in the non-VA region of the medium, since it corresponds properly to the :
' - Validation data in the VA. Ifthe Key:ng Material 114 and the Validation Data do
not correspond in the latter case, then the compliant device assumes thatthe |
25 medium has been tampered with, and the device will not validate Keymg Material -
114 so as to prevent playback of the medium. ' '

| [0025] - The present invention i_nclrudes various operations, which will be
* described below, The operations df_t_he_ pres_é_-nt invention may be performed by
hardware components or may be embodied in machine-executable instructions,
30  which may be used to cause a general.-purpose' or special-purpose pr,o_cess'or or

logic circuits programmed with the instructions to perform the operations.
Ny . , 5




the Keying Material 114 and the Validation Data where Vali datloz_%a/zﬁ
witten to the VA re(lgl on of the nmedium and Keying Materi al I'tten
“.to the non- VAYGBFYATof the medium 20 [00241 Wiere correspoRGEfSa98971
checked and validated, a conpliant device can be confident that there has
been no tanpering of the Keyi ng Materi al ' n_the non- VA regi on of

t he medi um sﬁ‘?@é‘@fW?*Ycﬁ}er%ﬁW§ ”&?Hﬁ)%?‘?@cprf"@dtWea C%P‘Pa"ém Bﬂ—‘aﬂ%‘ﬂ’%fegaﬁ'dt he
VA. |f the Keykgrdeterial 114 and the Validation Data do not correspond
in the latter case, then the conpliant device assunmes that the .25 nmedium

has been ta wi th,, and the device w val i d | terial
114 so as tgriﬁﬁ)géient praﬁﬁﬁﬁ?ngpv?wg’”r@%\f {?ﬁy{”o[%?ﬁf S%ﬁéﬁBﬁggé&gr%ventlon

i ncl udes var ifEguR MicH mapciutlki £Mmashihe-rémiabiesediubretadiey staredltheredper at i ons
of the present invention rg%lﬂge g%{formad bg/ hardwzre cor% ne gts or may be
enbodi ed Pn ARRtRICHROSWEIEHL HPRA loRiPYTgLa © T to cause
a gener al - pUrRQYRBsPlo pErRFMA p @Ué%ofﬁ' (Qj?@ﬁtﬁ@rpréyent irﬁgnﬁbml'lrmmhehme-
programmed with the |nstruct|ons

uger ormthe g‘ per at 8 ((080171
15/ 09/ 2005 mmwgmmawﬂ@v%th sinpt limfied i dpapy Bl %OB@% ¥¥%r med
by a conbi natd9m s ng@ét%@@ﬁeaéﬁrﬁméﬁmnégpaﬁé an?j?ueﬂ:f Gﬁﬁﬂ d,g;@/ent i on

may be provi déd as a fer program’ product may include a
machi ne- readeRﬂ)Msrdea@uﬁjrileen'@ﬂ%bRé(M& dom &cqeﬁgﬂwamn%hsE%Wﬁ may be

used to rogr L 3 gy m a
process r(g(%ab%%%a?ﬁmé&e a{&ﬁ(@/@ t| on 6r@%h§£ﬁ%¥§§!\%§@% eagﬁgr‘e medi um
may, i ncl ude frasabls PragraiinableeBead Onfy Mempries)s kagnetis oropnticalgards, Sikeh
CDYROMs ( Conpact Di sc- ri - ROV
(Read Onl v, VORI s5" SRbPCRLTASH Abedide faRapFadpabe e dpr fuMts. ) o
Programabl e dRea@n@ThstrldEoRs. | Bﬁ)eovEElﬂM&sézEtl |ﬂ¢émmmlgmeafsc be E:‘omwak:ied
Pr ogramrabl e Read Only Menories) “%net ¢ or tical rds aafs

as a computer program product, wherein the prog am may be rans‘ferre rom a

15  remote computer {e.g.,-a server) to a requesting computer {e.g., a client) by way
- of data signals embodied in a carrier wave or other propagation medium via a
communication link (e.g., a modem or network connection). Accordingly, herein, a

carrier wave shall be regarded as comprising a machine-readable medium.

Terms
20 [0027] As used throughout this description, the following terms shall be.
B accorded their respective meanings:
) | | VA (Validation Area)
| [0028] A VA is a portion of a medium that has physical properties that make |

it difficuft to mimic using ordinary consumer recording equipment/media. A VA
25 requires special manufacturing equipme'n't to write, making its contents difficult to
copy. Furthermore, since the VA is read using a physically different process from
that used to read the other areas of a medium, a device can physically distinguish
contents written to a VA from contents that may have been written by an ordinary
recorder on ordinary recordable media. One example of a VA s the Burst Cutting

30 Areaofa DVD-ROM.




menory, or other type of nmedia / machine-readabl e nmedi um suitablc}%);g /2005
storing electronic instructions. Moreover, the present inventi 9 % s%
be downl oadedV O8I dbrput er program product, wherein the proBEBHS®E$IHe
transferred froma 15 renote conputer (e.g., a server) to a requesting
conputer (e.g clien by way of data signals enbodied in a carrier
wave or ot herI%Q'%éagati'g%hﬂ'é‘élpﬁh‘mﬁrét%?d Ryoenreefiasdinayskitimihg @t hat the nodem
or networ k. coggractAIRY “VAGEGER 98 Ye cBRSHRILY X Il be -
regarded as cogri sin a_ma%hi n'e-reagaﬁfe neag?a&rr{nf@%g?%g‘%e"%{g%% As used

t hr oughout t hPERFELRSFgsCriBed hergin, poad thatitheytermr Va” shMA region” sbalomaled t hei r

respective negpicnaR: ' | : ' ion. of a
medi-um t hat hgs phys?ﬂé{ﬁﬁ érg?%gg‘?ﬁ?gs%@E’E?%ﬁégg‘%%&&.}{@?éiﬁ% ﬁﬁé&rhﬁ%mg usi ng
ordi nary cdnsGeRsiried asran eguivalent ofenfAmedi a. A VA 25 requires speci al

manuf acturing equipnent to wite, making its contents difficult to copy.
Furthernmore, since the VA is read usigidagaiigimal |y different process from
that used to read the other areas of a nmedium a device can physically '

di stingui sh nts A& . VA. from,contents,. that nay have en o
written by ahfo(c?r'i}'me nar yvx {r/e@oga?e e@legwnbl's(ﬁ W&FWW%WFHQ%‘P%’%%ﬁ%@“aW@E@Zanl e
of a VA is thideyog dateial tlitag A \BflidAteelMediugn dviprisebNalRHOR/ARA i/the M5 09/ 2005
the. art that THEN 4 s Mmedi byeripdiegligstng iviesene srndaim tolediimat, ar ca
havi ng t hi9 gesrarraluthopzedsf Kéﬁgg AREGTdl hed imghRlidate AR diREardddR pber M " VA" or
"VA region" sh?.l latpao precl ude ot her areas having the properties of a VA

t .
descri bed her'@faiefons Wél biydiscussed derthasdelow. an equi val ent of a VA
Val i dat ed Medi um [0030] A Validated Mediumis a nediumon which the VAis

used to vali da021] Keyi AgdvaVaiivatdd Nadiuris YidrbRad mediRaharBER TR coMBrise
; val I dati on D@afﬁd'a{?or} Bgtaviﬁ the VA region, but does not imply that the medium is an
illegitimate, or unauthorized medium. In embodiments of the invention, a non-
15 . Validated Medium is played by a compliant devi'ce—-(as well as a non-compliant -~ = - %
- device) so as to preserve compatibility between compliant devices and legitimate,
older media. These embodiments encourage consumers to buy newer devices,
which will still play older media, but which will also prevent illegitimate discs from *
| being played. Of course, it is also contemplated that compliant devices may
20 prevent non-Validated Media from being played.

_ ) , : : ‘ Keying Material

[0032] - Keying Material 114 comprises value(s) on which access to
protected content depends. In content protected by CSS (to be diséussed),
' Key'ing Material 114 may comprise Secure Disc Key Data; and in content
25 protected by CPPM (to be discussed), Keying Material 114 may comprise an
Album identifier, Typically, the value is used as a key, or is used to form a _
cryptographic key, for decrypting encrypted content 112. While the value may be
unique for every medium, it is typically unigue for some set of media.

Validation
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region of the nmedium In enbodi nents of the invention, a nmedium |§/ 005
illegitimte, 10 or unaut hori zed, if Keying Material 114 in a Véi dggé(?
Medi um cannot WRPZ08FY dat ed, as will be discussed further bel BGI/UpQABIT1 A

non- Val i dated Mediumis nerel y a nedium that does not conprise Validation
Data in the qu)dbggiﬁ , E)/% does not inply that the nediumis an
illegitimte aYird tiateriad 1id én vatidates whepdtis weed to decryifencryptatt i on, a
non 15 .. Val i datesk Hf8rinsthelc

Medio wégrggme KEPRRLIeAN Fgﬁybgsqrﬁégﬁﬁ%%ﬁ 2

non- conpllant devi ce) so as to preserve conp
devi ces and I@B‘?‘”('Pgrﬁlaé ackypidee reaéﬂoraiycmﬁteete enbodl ments encourage consumers
to buy newer devices, which will still play older nedia, but which wll

al so prevent [00|3GDNhema¢cﬁ'r8§p6ﬁ@erfdéQ§bh&ﬁbﬂ'ﬁn@rlt@%ﬁhatig'l R@*!ﬁ%ﬁnat cﬁal{/b hggal so

contenpl ated that, co ant . devi ces may 20 prevent non-V dia from
bei ng pl ayf’gd %’%JP?\BWNF%“ qf e pred K@MSWEWerrBwong@ncwﬁpuMes val ue(s)
on which access to protected content depends. In content protected by CSS
(to be di scus@@é?]Whﬂemor@rmpemdmceliéheiﬁyd &ﬁrvar dﬂﬁn%@ﬂﬁ@bﬁt@rﬁa} Key Data;

oy compr se e APRENBTE RRIRd SR i el oa ValdpuOn el e ekoy,

or is used td/ﬁildahmraDatar@qmwmeamrh& Reliay Matétal @W(l)éptthé’sgal%ﬁﬁ{e\’ﬂoelﬂecomem
of every nedium it is typically

et or ot R i el a5 soer 8 e Matasizo S bove

PCT /' U502/1089 HonF\Q 3iorkene HGer@Wtéﬁél 14345 ﬂé‘nv\é@'fr'oﬂ%@%éﬁﬂsﬂod batathy-sed to
ecrypt encrypt ed &Ptent - (or formthe cryptographic key needed to
rypt cont &5t the Najidadipn %tﬁdf-ﬁﬁ'ﬁg pl ayback of the read-only content.

[ 0034] Wher e cor r espondence is checked prior to validation, Keying Materi al
114 5 from {0RSE)brothér camgs Keyiihg MaterR® i diMal De\efided froMOhE S&RgadRNCe 1S
found. Data by converting the Validation Data to the original Keying Material. For
example, in some embodiments (such as in content protection schemes like CSS,
15 1o bediscussed), Validation Data is 2 function of Keying Materiat 114, such that to
use the original Keying Material 114 to decrypt the Conten‘t thé same
cryptographic function is used on the vahdation Data to form the original Keymg

Material 114,
Device

20 [0037] A device is any mechanism for playfng back content on a read-only
medium. For DVDs, stich a mechanism comprises a DVD playback device, which

._may be a DVD player, ora DVD drive, for example.
~ Compliant Device
{003-8] a A compliant dév_ice isa dévi;:e that wfil play a Validated Medium.
25 - Introduction

[0039] Generally, as shown in the flowchart of FiG. 2, which begins at block
200, a compliant device playing a Validated Medium validates the Keying Material
114 in one of two ways. The compliant device may validate the Keying Mét_erial

8




[ 0035] Where no correspondence is checked for validation, Keyi n%ﬁél\/fléﬁl’l al
114 wused to decrypt the encrypted content is derived from Vali /BAQS
Where the Val |Qiﬁ 881 Dat a conprises the Keying Material 114 ¢CT/esqz/simy

are one and the sane), or where the Validation Data is a copy of the

Keyi ng Matterla1 ]EV4 in the 10 non-VA region, the Keying Material 114 is
derived from tHé BydisingaYalisiation Datadip theiYAnghowmen sdck 280 wherBeatha Viatigeioh.

h d d f
[9098) 100t e o, KBS bk MR BE oL o

Val i dati on Dat a by converting
Mat eri al . For Magralgrid in the. ROREA eedio iomaritretion of Keding Mateiit 8 thadiot ect i on

Keying et er i et 1o rEaEYR AT R hion Gt U YRarondp qla‘l"l%{éﬁglelal’tgﬁii to

Keyi-ng Materi al
decrypt thé céincéon priette l:zeamsedrtyﬂbcrgpteqnlmee,t fagnisd@Bed abo\esd iPMetle,
vice 20 [0037]

val i dation Dapp,, ﬁuﬁle{,{%famewéﬁe Bg@{)q? 56@({& %‘%%&%Irptégrf\@a@wmlywﬂhem um

A device is any nechanrs

For DVDs, suchrmluneahmomtambg@eﬁlc&ey)\@dble@-l‘a@@&clﬁn & 8%%5 i ﬁ may be a

I i ant Vi ce

DVD pl ayer, - or_a DV dr| ve, f
conpl i ant devF%erllaé’ Wﬁ%ha‘{a"ﬁtﬁl thﬁl@y"@ Naferiglansd.sedte vale ithe

I ntroducti on '{/AQ bn, (&wghafl,dcy A whi ch
begi ns at 6@2100 .a conpl r;eggitﬁv%lew cee'J lﬁltié;lﬁﬁgé@%g@ {éle?&g ﬂkf?ﬁ?'ﬁ?ﬁ
val i dat es! R#¥eskial - 114 in one of two ways.  The conpliant device

may val i dat e the Key| ng Materi aI 8 WD 02/080171 15/09/2005 PCT/ US02/ 08971
aﬁ by usi ng [oa#eidat i omta@taavem d dinphAnt SR AR c&ln @%WWQ g 10
Vi t

RESTT T e N R
- Keyi ng Mat er Icﬁlthehhédbhﬁlaslsﬁown in block 204. In block 206, it is determined if the Keying

Material 114 and the Validation Data correspond. If they do not corf_espond.'then '

15 the device does not validate the Keying Material 114 in block 208, thereby
prevenllng the Keymg Matenal 114 from being used to decrypt the encrypted o

content 1 12 and thereby preventmg playback of the content. Ifthe Keymg '

Material 114 and the Validation Data 402 correspond, then in biock 210, the

device validates the Keying Material 114, allowing it to be used for decryptmg the

20 encrypted data 112 ‘The method ends at block 212.

{0041] - Given embodments of this inventlon, the following outlines the
; ) - different scenarios that may exist for playing media:
[0042] 1 Validated Medlum is played ona compliant device: compllant .

o devices recognlze the VA reglon ofa medium, and will therefore look for ‘

25 Validation Data in the VA, Keymg Matenal 114 may be automatically val:dated as
shown in block 202 of FIG. 21in newer media that rely solely on compliant devices,
or where a parhcular lmplementatlon trusts the VA propertaes of the medium,

- Other implementations may choose to find correspondence between the
. Vahdatlon in the VA and Keying Material 114 in the non-VA prior to validating the:
30 Keying Mater:al 114, as shown i in block 206 of FIG, 2.

: [0043]. 2. Validated Medi-um is played on é non-compliant device: noh-




-

: ,,Val |_dat e(il.5 Neglla?g%éksofpl ayed on a non-conpl I an

witten to the non-VA region (in which case the Validation Data . i.rst
gion ( 15.657%00s

subject to a “%ézynction prior to being used to decrypt content,
di scussed aboVe) P he rare, or unlikel y case that the Vali #arivsm/dsatia

conpri ses sone other value which will produce an incorrect cryptographic
key, or does %EE Fo'ﬁgiri s«? a value at all, a conpliant .devi ce may still
"val i date" t h&REYFHY-feAdsn) devieasomay aot ieeognitatihei VWA tduion ol mediuan or but an
i ncorrect/invahdybsivipluttibe debgn¥d\td 89 e nt .t he content .10 from
bei ng played. [ 040% %ter nat ?\l}_el%t/, @Tgkgdgrr\{)%“b%chcﬁ{gé i'%g’e% gHFH)Q?‘éC%eyi ng
Material 114 Y35 BR YYIng Maleriglal tdpitmnar-VAhegivadif tha thediVal th dabiventHaat a
witten to a ¥énteRidh@Rco@bntd @it Bl s own in block 204. In block 206,
it is determined if the Kegi ngqt teri a’ﬁéﬁ% %EEFWB{%I i dati on Data |
correspondg | y do .ot -correspond, then 15 the device does not
validate the t?(g/“?ﬁg Naté’;?m%ﬂ'_‘:/f{l‘iﬁ?‘ﬁwl?ﬂ%kfsmedtm etyypland devité:neg t he

Keyi ng Mat er i edmplihédévioenwhiBlbpg fod SR nbPrifes Bw.cqr?ﬁ{]iﬁgvlgﬁ%tﬁ:& 6%3: g’ﬁt 112,

and thereby preventing pl ayback of the content. Bal 114
and the Val | o‘g%'%w’ﬁa‘?'ég'éﬁﬁsﬁ-dﬁeé%JfﬁMl,ngN%wia?lri1Ié|i1mtﬁe REOVArbglonltyi ce

validatesthedd@%jmg; I _ Lng. 1§ .tq. b sed for -decrypting
the 20 encrypted dat g&ﬁfﬁgﬂlﬁ%ﬁé&rﬂr%?%o‘g%%glog% "'E)‘?QB%C% ‘Jéi .Crymﬂi]fﬁ%; ven
enbodi nents JtSqUsPEd phO¥h thedevisemay alteroatively prevehnssytar of tef doRtaRbn

scenari osygt hgha ﬁ-’%\ﬂilﬁﬁ_bst for playing nedia: (0042] 1. Validated Mediumis
pl ayed on a conpliant “device: conpliant devices recognize the VA region of

?/B?Edi um anciwm'gll therefore | ook for 25 Validation Data in the VA Keying
erial 114 be au’t‘-oNﬂf‘T’\ﬁaé!FfPt?d\Mﬂdﬂémt!Saplaymonsh@mcdmpfibhmdvfo'éea of FIG

v _ : loyekon shonvampih s
par i oul ar | hol oo et G B WA el FEL iRe e thlifn o ot ner

inpl enent at i Sﬁgfya*afpemamin@mMceMth@mmnemoaevmwmg. Val i dation

in the VA and Ke_yi ng Material 114 | n the non-VA prior to validating the.
Vai | ot caoNe s pi o saarkRhd § shalfdorifecd YelkSwiliet weia 5/ 0g0171
, unauthorized cppies of media. In scenarios 2 and 3, prevention of
unauthorized copies cannot be irﬁpfemented with a Validated Medium or with a
- compliant device, but interoperability between new devices and old media
(scenario 3), as well as old devices and new media (scenario 2}, is maintained. To
preserve compatibility with 'ol'd devices and old media, the method of FIG. 2 can
20 be modified as shown in FIG. 3, beginning at block 300.

: ) {0047] At block 302, a determination is made as to whether the medium
‘beingread is a Validated Medium (the determination to be discussed in further
~ detail). If the medium is not a Validated Medium; then at biock 314 the compliant
device does not look for Validation Data, but instead simply uses the Keying
25 Material 114 in the non-BCA reg.iozj of the medium to decrypt the content in
accordance with previous methods for dec'rypt'iﬁg. This determination preséfveé
interoperability 'between comp!ianf devices and non;BCA validated media, such
that if the medium being read is not a Vali_da-te'd Medium, then the compliant o
device will not necessarily prevent the non-Vali'da'te.d Medium from being played.

30 [0048] - Atblocks 306 and 308, the medium is determined to be a Validated
10 |




15/ 09/ 2005 PCT/ US02/ 08971 conpliant (i.e. older) devices may naot §§% | ze
the VA region of a nedium or may sinply not be designed to | ookd 4 005
~ Validation Dat® @817 VA, Such devices will use the Keying Matesiagofils
~in the non-VA region of the nediumto decrypt the content in accordance
with previous nmethods for decrypting. 5 [0044] 3. Non-Validated Mediumis
pl ayed on a ddegitinanthedzomplient devicsonpy valitatalthe Kaying Materislok 4f lyr ysinguthenot

find a BCA ¢ | nthls .case, use

t he Keyi ng Ng{%@hgk?rp%i%% tﬁ?kéqno% (fa-els-ggoan ?80"%58%%%‘{8)1 rl%vﬁ't Bnt in

accor dance - witidck308v i Sinse thet\otias ﬂ‘erspéelar qupengs ttﬁa%m-nakdntscmamth diffieMe, the

- devi ce may al ] vient t he con 0,the
medi-um ) LoodBFOR. i Reshairi ke Redi GRtFe Speimree GG et R

devi ce: a5 ndime Varhasiranbede dnogerad Withuse the Keying Material 114 in the

non-VA region to decrypt the content in accordance with previous nethods

f d t 0046 [ 1

ot brovant ! oas 00401 ThEcofibRR befcd rB)udmaRvdl) VR AP Ay it ibERal. |

2 and 3, prevéabysenpfaring tarikeying Materizbpii4in ’nhamwotvmfegnmptbfehenteddm\tah a

Val i d; t d M but. .ty bet

VTGt o0 Nt GEYP S A S SR BB

ged| a (scegasioge Z)?:)C(imgsi\ﬂ?tﬁmait‘ianmeﬂ'ne ﬁEim;:VArre@em wﬁfegga:gﬁnmtvaglb]’?)a mieahs @ﬂhd .
evi ces old nedia e e modified as shown in

mre o5 B0 Riatalisd RuarbigralBly befuien Valard) BeRiasin noz-chammiam sexides, | o

r e?e as to V@ﬁ%étﬁh&érﬁdieuﬂme&@h%rda@@aﬁor@-cM@lblléﬁﬂéﬁc@%léﬁéfﬁé&%

erm natlo&tl R ﬁ%&( scussed in further " detail). he nmediumis not a
Val i dat ed Methiiiid the 'r@tMB‘IGBEM1§1‘ﬂ”ﬁ160'?:b’ﬁ$ﬂflaaﬁ1‘t’e” @éd‘ﬁ&bt%@,@ not | ook for

Val i dation Dedr Ité?ﬁﬁeblﬂéhm%t%rr'ﬁpbbft Wil ﬁ'ﬂ%n'ﬁ% Snt?o@vf@tuﬁlr Iogk fgri4 in the

non- BCA regi on Bt he medi um 10 decrypt the cont accordance wit
previ ous met keyiag Mﬁrtermidﬁg}m thegqiomh of tﬂﬁm@druma&ndwserihw@mﬁe@ decrypt -

I nt er opegabi % di a,

N i o e e R P A S R

conpliant  the authenticity of the Keylng Matenal 114, even if the medium is a Vahdated
Medium.

{0050]' A compliant device, on the other hand, can validate the authenticity
of the Keying Material 114 written to a Validated Medium. At block 310, a
20  determination is made as to whether the‘Keying Material 114 corresponds to the
7 | Validation Data. if there is no corresponﬁence (correspondence to be discussed),
- ) o then at block 304 the compliant device does not validate the Keying Material 114,
thereby preventing playback of the content. At block 312, if there is
“correspondence, then the compliant device validates the Keying Material 114.
25 The method ends af block 316.

.'[0051] By embodiments of this invention, BCA validated media can prévent
hackers from copying‘ Keying Material 114 (and/or its associated Validation Data)
that is stored on a DVD-ROM ontd a DVD-R, for example, thereby making an
unauthorized copy of the DVD-ROM on the DVD-R unplayable. On non-Validated
30 Media, such as a non-Validated DVD, hackers can do this, for example, by: |

[0052] . - Writing Keying Material 114 to the Data Area 102 of the DVD-R
11




device will not necessarily prevent the non-Validated Mediumfraq N
pl ayed. 30 [00481. At bl ocks 306 and 308, the nediumis determ rﬂg%ipsg/éé)%-r’

Val i dated 10 WO ®B#BH3b171 15/ 09/ 2005 PCTI US02/ 08971 Medi um #trpusemsbiiant
device may validate the Keying Material 114 by using the Validation Data

in the VA (in certfaih‘n as&s, as di scussed above), as shown in bl ock 306.
Since the VA kg %@é% a¢" [is fera pethetaD-Riple assigning ittaerddeiralishitran| t

‘to copy, the MDiz\amomwédeg o e+ Y gﬁ ree of .confidence that the
data in 5 the VA has not been t a%pmg?dehg] t\bmgft%:d %0 ”ozrﬂ' UnghiRi it 58 devi ce
may al ternati {F’@Ftwaﬁﬁlﬁedﬁlgéwﬂeéalméﬁifnmd\bmmdalginalmm&mrrpari ng the Keying
Material 114 in the non-VA region of the mediumto the Validation Data in

the VA of the[(868] um shbilt@ctiyhmﬂin@%l@%yi#@ﬁtgﬁyhqgfrtog_l Jhﬁpy@@x%&’

Material 114 {hgé g,@an-fVA regi on.of the nedium can be
preserving i nt 6roperdbid ARPryomaliant RiP:Ridised Medi a and non-conpliant
devices such that if a Validated Mediumis read by a non-caonpliant device,
whi ch expect SI004] f i nd Astitusiiddrig FBL 4 rthereford 4 Validah @9&0%63 a given

medi um the = i .devi ce, wi -not, error .out. Thus, a non-conpliant

“device will {E?‘kpr&%g% \@@%‘H‘&P_ éﬁ%ﬁ}d% ) {90ipm antha neBVARIITN 404e witeds then and

use that val tegiotecomptisesB/4lidaii 0%y k- SO | | however, -
gidecanplisck/AiliaaPDa®Nior dnd i AHVA LGN A6V LSRpulanever . -

has no nmechand sm f.or .val i I ng the authenticity of 't er’
114, even if%%B’%%Ipﬁﬂiqngﬁé-\g‘lﬁoﬂéﬁ%fﬂbomntﬂ.rthe[mmrégi@mﬁod imagt devi ce,
on the otlher aldamdnalﬁﬁébn‘!ﬁisie%ﬁ@tmasﬁgt ticity of the Keying Material

I dm At 0

114 witten to a Validated Medi Um ¢k 310, a 20 determ nation is mde
as“to whet heg Li i %irﬁb% Material 114 corresponds to the Validation Data.
If there is nn—c‘éﬁ?pnrrgg%%@-s(correspondence to be discussed),  then at

bl ock 304 the conpliant device does not validate the Keying Material 114,
~thereby prevEift®Bhg pl dytsmemenof mbdiaconipeinhg aAValiahoskARb406 hollBeDYD-S

cor r espondengeymd m%d(@wlME%éfiegfVégveerglaelxleg%ﬁaer? e%%gdilr%eeﬂtggrewat eri al

114. | desciribeq herein with refereh'c"e to DVD media. Specifically, concepts related to .
15 this invention are descﬁbi.a.d in refation to fﬁé-follovﬁrqg exemplary embodiﬁigh_tsz- .
[0056] ~+ DVD Content Protected By CPPM | |
[0057] = DVD Content Protected By CSS
{0058] + DVD Content Protected By CPPM/bSS
) _ [0059} While these part.icular embodiments are de;;cribed. it shoﬁld be

20 understood by one of ordinary skill in the art that the invention is not intended to
be limited to these particular embodiments, and that general concepts of the |
invention ar_e applicable to van'_ous embodiments not discussed herein.

[0060] The current state of these embodirﬁent.s is discussed in this section |
(“Exer_npfary"_Embodirn’ents"). General concepts of the invention as they re!afe fo

25 these exemplary embodiment_s are described in éubséquent sections. Wheré
appropriate, or where helpful to undérstandfhg the invention, the general concepts
of the inv_ention are illustrated with reference to these exemplary embodiments.

~DVD Content Protected By CPPM
12 |




25 The nethod ends at block 316. [0051] By enbodi nents of this i [
ter1ap/ 2hps

"~ BCA val i dat edg;Be‘gzi(@ can prevent hackers from copyi ng Keyi ng Ma
(and/or its asso PHY val i dati on Data) that is stored on a PUDURCNISOTE O a

" DVD-R, for exanple, thereby nmaking an wunauthorized copy of the DVD ROM on

t he DVD-R unplﬁg | e. hn n-VaUgdat ed 30 Media, such as a non-Validated
DVD, hackers dan’ do t hi $"€ FEPIEBL BrRiectiondpr Preyesapied Madia (GRPMEYi ng Mat eri al

11.4 to the Dapecificationk®fined atbisusPyRYy Penelviab)éth%/o%&rg@eg@g%n@@ﬁt

PCT/ US02/ 08971.(ﬁmci fically, the User Data Area o
assigning it ArURHPSon pigrerRrAed {rrad-oni) MEQizoypeh enviD-dRéMptargh t hat a

devi ce cannot egibdidirRgnt! 8 Bpadifiddi Iyl ' terigl 114 found on
the ori ginal Dy PO T oo%%‘i’?éa?da’?‘e%‘?%*e@wf‘?%ﬁﬁ%? &g‘ef{wﬁlﬂ??%a‘fé/é’{éﬁ?tal 114
fromthe DVD- ROW-6HEIG contart distributertion esfadeontodYVE(OMO-ROM)Ri4sR di sc. [ 0054]
As illustrated in FIG 4, therefore, a Validated Medium 400 conprises a
Val i dation Ar 06206 (VASenergiiyoBaendPRMEsmidnt BYDR A0 PiayBheE S\t
dth n V%\ regron- (np i ses

~ region conpri -hV i dat#\? %t'a' 402, and the non- on 404 co
Encrypt ed @'n?gﬁt a%ivf"el @B e’éﬁbé&ioﬁé’ﬁ_f%[?'ayiﬁé!sﬁ@mijmrmy'bnmithm_rr_ay 10
addi tional 'y cemputeseqgiisyédigit iy Blvehtd nivEX SN - i pent s [ 0055]
Exanpl es of di coﬁ%ﬁp}gi ngl g@%[ib ggﬁﬁg'xrgﬁgr%@fan?%%@%&}g
(DVD- Read On I”gd- i i -esfd_155eThasel keys apppraviged iy ok At HmitaLeC, desaeifoed
herein w {gh r@g‘eqm QM'@' : i 1 I gnce rel at to 15
thi's invention ape des?%ﬁ??e{d I N ¢e da't?SlR%ﬁ B@&%ﬂp@q’k&?ﬁg&ﬁi@gw%
enbodi nent s:  KeweEsmaymitbeCon usinte Beotedts dr Bye CEMNbAN DY mERe Gavicesnt
Prbtected By CSS [0058] = DVD Content Protected By CPP S [ 0059] ‘Wil e

these parti cypegsjenbod EBEMitie 3 § ARSH EPBM brbtet YD % dio content

contains:

[0064] + Keying Material 114 called an Album Identifier (IDaibum)

15 | prerecorded an t'hg Lead—[n-Area 104 (speciﬁcally, the Non-User Data Area).-
[0065] - AMedia Key Block (MKB) prerecorded as a specific fle in the
Data Area 102. = .

[00686] «Encrypted Content 112 prerecorded as specific files in the Data
Area 102, o '
. ) 20 [00867] For purposes of this invention, the Album Identifier is described in

further detail below; howevert, since the MKB and Encrypted Content 112
- concepts are not pertinent to embodiments of this invention other thanas
described above, they are_not-,disc_ussed any further. For a detailed explanation of
how an Album fdentifier is used in conjunction with a Media Key Block to prevent
25  unauthorized copying of content protected by CPPM. one can refer to the
document entitled *CONTENT PROTECTION FOR PRERECORDED MEDIA
SPEC!FJCATION, ‘D\_/D BQO-K’.’ published by the 4C Entity, LLC, Revision 0,93,
dated January 31 , 2001,

[0068] = Each side of a disc with CPPM Protected DVD-Audio content
| 13 | |




20 understood by one of ordinary skill in the art that the invent 0
intended to be linmted to these particul ar enbodi ments,. and tﬁeﬁP@%Aé&ng

concepts of t W8 0208A&ht i on are applicable to various embodi MERCHUSII08971
di scussed herein. [00601 The current state of these enbodinents is

di scussed in this. section mpl ary Enbodi nents"). General concepts of
the inventi onC88aNs&,64 Elté‘ﬂ@m dﬁ%fIQMB%aeunéxwhmthaMMhMSDaa Area

described in Subeo@eaie fRkhi-RATer WSl Sicalph g[b WA Benffer S TRlREL Lo

under standi ng_the’invention, the enera
i ll.ustrated V\PPﬁhrplé%%ﬁé@omnoit%séareexaamaswpr APbUHE WRAL Sig n@b@lt@lﬂﬁsfmt

Prot ect ed By 2005 PCT SO 471 1] The
Content Prot eﬁf%uégggﬁfgr?écor émbﬁ%ﬁz gﬁ‘f{ 33@‘? fhes a
St oo (ematﬁoéfwfmmmt'mmtamzﬁ‘é“’?’“?%“‘aefd'asﬁ'ﬁﬁgﬁbﬁ%”r??ﬂe?d
X i
speci ficati onéﬁgﬁggp:: %etag?%bgiﬂg’é%&]et@emPH&PW@"%‘{"@E%‘&@S@QM Audi 0
content di st rsmetednmdm%lbw@}/rdaﬂ DMDQMCWD?E)%U(L@QI@%]T\@EH& erally,
war

‘each CPPM co ant DVD- back device (such as a har e DVD
pl ayer, or a &%@Wé&gﬁ u&e@g Cﬁ“@ﬁhﬁ”@ﬁ'@?r%ﬁpﬂﬁm @il pressingsuaf argivequi pped

with a DVD dramm]m EINt&N the 6 \ {
Kd_15,. T. es ) ?re VI deﬁhgg‘/{bt'bﬁe 4C" E&?lﬁgﬁi&@%arﬁ%y g%(gs?@?ed%fgruse

in proces gd’lif “WBS?' ia Key Block) to cal cuI ate the Media Key (Km.
Key sets nay ei ther be. unique per device, or used commonly by nultiple

-de i ces. [0({33@9]Each Theleolobf thediibemWidEAERBEMoP AL Sf??neﬁ:daw?éaﬂ' 0| Eglnéeg;
er u

15 fo(rmeP Zcor dg%"rﬁlﬁ %Wé’l Eaéi r}, rS!ﬁ?Vl@ﬁ%%éﬁcﬁlaé‘éfg@pggaéw’;g]ﬂm:Gn't“:t@mat@g moDat a
A 2a) _ ([a ogﬁsg:]appm chptograjsici kBY RfdnabdfiBht, RAE pREAH 4PS 1RSiit BREM Adic file in
wnteab%e on compiiant DVD recordable-rewriteable media. In a PC (personal
15 computer) system, the Album {dentifier is accessed using the DVD drive

authentication protocol. For consistency with other non-CPPM uses of that

protocol, the confidentiality of the data in Contro! Data Area 110 Sector #2,

including the Album Identifier Value, should be maintained.

DVD Content Protected By CSS

20 [0070] Content Scramble Sys_terﬁ (C.SS) is a data scrambling and
| ) authentication_scheme intended to p_reveht copying DVD-Video files directly from
the disc. "

- [0071] The CSS scrambling algorithm exchanges keys with the drive unit to
generate an encryption key that is then used to obfuscate the exchange of disc
25 - keys and title keys that are needed to descramble data from the disc. DVD
players have CSS circuitry that decrypts the data before it's decoded and
displayed. On the co'mputer side, DVD decoder hardware and software must
- include a CSS decryption module. All DVD drives have extra firmware to
exchange authentication and decryption keys with the CSS module in the
30 computer.
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[ 0066] Encrypted Content 112 pterecorded as specific files in t%b? 0
Area 102. 20 LVOOG% For - purposes of this invention, the Al bum /& Q§
described in MAFMY 1 detai | bel ow;, however, since the MKB anBCEUusRpprad

Content 112 concepts are not pertinent to errbodi ments of this invention

ot her  than as described above, they are. not discussed any further. For a
detail ed expl anation of how anPXPHRReH&HoteriosiBY GPAMEISSn conj uncti on

with a Media Bl ock to prevent 25 unauthorized copyi ng of content
prot ected by @&M] one Qarombiration disth ¢hat thotudeestith SPPM EWCSQQBF%W

the 4G Enti {y LG RRUREESHE g3 CREMAYEYdnespur asodhs BESB%%L%? h

side of a di s&%ﬁd@@ﬁ%%tb@k@ds@b@tmdi o content 13 WO 02/080171
15/ 09/ 2005 PCT/ U502/ 08971 contains a 64-bit A bumldentifier (IDalbum,

which is psacgétérﬁ,irti |fl)dpnr i sc manufacturer.
Speci fically, E%' /A BEA Zc‘]a i i es 80 through 87 of

Control Data ﬁﬁﬁg 110 %ector #2. The nost significant B bits of the A bum
ldentifier (sto Ui egdieraipemediaréieh ysesdhe Yalidationtrea 486 tal ue of 5

zero. For for m:ddte:mm@ M&'térlél Yi4 8 @Fé?reHg%%BWltHﬁeﬁ'ﬂﬂé&aeﬁ@D ?Ttgér%\%t d s not

considered an error or the remainin e cont en

i ndi vi dual |y %@?P@ﬁ?tﬁod%@éﬂ@term@mléaﬂmdabhﬁQe‘a@;dated biedir) 406G Ear to each -
DVD- audi | h ' :
one ol 1 pranfl, 17 onp eRitBlieht S interih, S et BreP eI val ve,

option, all
or~di f f erht with GBE tantechearitemte dn DVD's, mwmré@beaoeefmmets [ 0069)

The role of t i S, NO I ndi vi dual ned
dent it cati dorerRd S AE Blist Do B8 B GAD and st eSVBiuses thedePpy
integrated i rﬂf@tecwmmqommn@men&emm&ﬁmee@aﬁ Al (den@ifed The 2
| ocation that W te%b e on co | iant DVD recordabl e-rewiteable
media. In a @%é&e&&ﬂg is written to a non- B A region, specifically the Control Data Area
: 110 of the Lead-in Area 104. As mentioned previously, the Album Identifier is an
15 B-byte (64-bit) va!ue Under the current state of the art the most significant 8 bits

are setto 0,

[0074] " To implement embodiments'of the invention using DVD protected by
CPPM, the most S|gn|t” cant 8 bits are used to :ndi.cate that a medium is a
Validated Medium 400 by setting any one or more of those bits to 1. Thus, when
20 adevice determines whether a CPPM protected medium is a Validated Medium
) 400, it examines the Album Identifier to determme if its most significant bit, for
example, is setto 1. ffitis, then the dev:ce is triggered to look for Validation Data
-402 in the Validation Area 406 (spec:ﬁcally, the BCA) of the medium 400.
| Otherwise, the medium is not a Validated Medium 400, and the device will simply
25 use the Keying Material 114 in the non-VA region of the medium to decrypt the
content in accordance with previous methods.

[0075] . In other embodiments, such as where Secure Disc Key Data is

written to the non-VA region of a medium, other methods may be used to |

determine if the medium is a Validated Mediurn 400, Generally, some sort of
30 triggeris used, which WOuId typically involve setting some data item that is
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15 conputer) system the Albumlidentifier is accessed using the;gg%/)) gri ve
aut hentication protocol. For consistency. with other non-CPPM u Q /12@595
protocol, theYORPUehtiality of the data in Control Data AreactaSoB@sstior
#2, including the Albumldentifier value, should be maintained. DVD
Content Protected By CSS 20 [00701 Content Scranble System (CSS) is a data
scranbl i ng arfgrenii iseRTVEEArivOHS et Inchealie plbpTB@ntils qurrentyndefiregyalug. DVD- Vi deo
files directl Lt j ; ] ﬁé ré'%rébéli : I .
exchanges kefgn l{ﬂo?ﬁérgtﬁfg)?gﬁ [\ﬁ/gent}%ﬂ?%% g aﬂ;@aﬂer atzsclén er?ce{r@'[g@%'g% ”h%éﬁ}er?at

t hen used t o withithe KeyiegtMatedaictldn gechahaich som@iiant dgecanah alst ldetdemine t hat are

needed to de I | ' VD . ers.have CSS circuitry

t hat decrypt ?ﬁ{eﬂ?é@? gfg@g; gélggb%gge%iﬁaﬁygﬁmgwgﬁ l"%%@ 5?’&%‘389 “Eﬁq EFH@Q conput er
si de, DVD5dediadenaiidddware and software nust include a CSS decryption
nmodule. Al DVD drives have extra firmvare to exchange authentication and

decryption kgyg;; i th (g SSR@GESHER drie gf%sme- \é\ﬂ, ?ﬂ 71
15/ 09/ 2005 'CT/b?JASOZI 08971 D\Flig'Content ptIg‘r o%%gtbg Y éﬁgﬁég ]%gé]r% %)n
combi nat i on He¥Es deprrpting epafaet i deperciepipathe ABamddentifier, anyradtenpbie 110
cont ai ns not : : | ifjers; I €. re Disc Key -
et e, whi cn (e EANCTI AR Gl phovefi oM BroR qRalreherBEh Bea
Val i dat ed Mediyptogrdmbit3kehdharskyl pteveriing, theredintentdnera theirgadaydde NMaisj iflat i on ,
Area 406,t0 ,validat Lng Material 114 is referred.to Val j d d Medi a
200° That . pHee s Jo Bad el iy PRIPG NG TGSt ARLOLAPTS QAR i dat ed
Megi um 4806 %renwwﬁmxahml@a@o&mﬁﬂhmmﬁl_fa!ﬁdﬂehé néiﬁwuh m fgiefierum i s a
D1 i t P tect tent. In DVD s, t VA [ 406
g][ - { ﬁgo;regi aRM%O g?\ awcomphcﬁt Me\%g wil byepassC _\?a idggon, it will st usé the Aloum 0
: ldentifier in an attempt to decrypt the content, but since the Album Identifier has

been tampered with, it will not produce the correct key for decrypting the content.

15 Keying Material .

[0078] | Keying Méterial 14 isa va!ue" or set of values that is writtento a
medium 100, 400 containing protected content, and upon which access to the
content depends. For example, on DVD-Audio media protected by CPPM
{Content Protection For Prerecorded Media), Keying Material 114 comprises an
20 Album Identifier, which is an 8-byte (64-bit) value that is assigned individually and
B randomly to each album to be protected, and which is used in forming the
) - cryptographic key needed to decrypt content on the medium, discussed supra.
'On DVD-Video media protected by CSS (Content Scramble System), Keying
Material 114 comprises Secure Disc Key Data. On Media using a combination |
25 CSS/CPPM protection scheme, both an Album Identifier and Secure Disc Kéy

Data are present. |

[0079] Keying Material 114 that is used to decrypt content (either by using it

directly, or by forming a cryptographic function to decrypt the content) can be '

derived from the Validation Data that is in the VA region, or it can be used directly
30  from the non-VA region, as explained in the section entitited “Validation®, supra.
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referred to as the Burst Cutting Area (BCA); and where the DVD uses the
CPPM protectjon schenme, Keying Material 114 conprises an Al bum]i-rl}ZQ?i/fZQeQ.5
The Al bum | d&R9%B&71i s witten to a non-BCA region, specifiealiyoddeen
Control Data Area 110 of the Lead-in Area 104. As nentioned previously,

the Al bum i dergd;fii hs.an 15 8-byte (64-bit) value. Under the current
Validetin bt [00741 To

state of the a st significant 8 bits are set to O.

I mpl ement .enbiﬁé r@nts of the invention using DUD protected by CPPM the
most signi fi cantos bi t sValidation Bata 402 indiatzathet ¢riess PRGHALK devicd to Val,dat ed
Medi um 400 by tigRtHd iR N4 of ,those. bits to 1. Thus, when 20 a
“devi ce determ nes V\/ﬁg&{ﬁ%r ﬁé@gﬁﬂdggr%f%oﬂg}fWﬁg’f’mﬁiaé’ﬂ!?“%(’iedﬁ@ apedi um
400, it exani HB3UthEzen aapinwrittentusirigaridely adaitadlanisterdify edliphBStarsi ONi fi cant
bit, for sxapRbfiaplsmaiylo 1. If it is, then the device is triggered to

took for Validation Data “402 in the Validation Area 406 (specifically, the
BCA) of the m O herwise, the mediumis not a Validated Medi um

' 400
400, Vind the S’@@f’% Wi mh%fﬁbﬁwngsowen Dﬂiﬁem@}ida@m@rdoalvaﬁgéldéﬁbﬁdm
non- VA regi 0 . coptent .in accordance wi
previ ous Srgna‘t hnuoileﬁsn.t 33875 I%mgkﬁ%f&gér%%gdﬁoh‘%ﬁfvspvﬂtygﬂgegy‘%ﬁwém@eé’ihﬁ@ﬂ@i sc Key

Data is wri t%38RS15e Malidalinn. Dt regimay afmmisetnk: Kﬁlin@ﬁ\h&ériﬂﬁﬁﬁ‘?@é!f be
used to det g BiHRR chied %%@é}a‘t’iﬂhi a #a‘l i dat ed_Medium 400. Geper'e{r?' y,. some
sort of 3Q trigger s used, wnic %‘f‘ TFHCRAPIISE B oBY PEthediayingg sone dat a
i tem t hat10i s M&EWD 10/ 088 LA/btasia¢ AdGFon HETE KS)RA RN GHYT Brohpidseser ved
or yunused t 0 ravAl Ve %Efr than jts cyurrently defined value. Tn

endodi ment s gf Hte he I tr"Sr?,"eF‘H%‘%sw ofimemist disgussed abenk. do embiodimerds | S

i nt egr at ed the inventilse Yieaeriddat itdrieml vaiikat ‘ ' devi ce can

AikhtiorP Bﬁthbﬁﬁa:{s vﬁ’att%ﬂggh‘\%% FEgiR

al so determ et her the trigger val ue has been tanpe
val i dati ng tﬁgsﬁﬁgmﬁjﬁﬂ“i\/&t erial 114. [0076] For exanple, in content
protected by CPPM since the cryptographic

DVD Content Protected By CPPM

15 [0082] On VVa:li__da_ted Mgdi—a profe'bted by CPPM where the-_ Keyiné MAa-t;:r_ial o
| 114 comprises an Ajbu_m Identiﬁer, the Va[idation_Data 402 comprises a copy of -'
. the Album Identifier. |

DVD Content Protected By CSS or CPPM/CSS

[0083] On Validated Media where content is protected by CSS, and where -
_ ) 20  content is protected by a combination scheme of CPPM/CSS, the Secure Disc
LN | Ke-y Data are to be kept secret. Consequently, all values in CDA 110 sectors
containing Secure Dis_c Key Daia.(possibly including sector #2 containing the
Album ldentifier) must be secret, due to the way that the sectors are scrambled
duﬁng transfer from drive to host, for instance. HbWeVer, storing a copy of fhe
25 Album |dentifier in the VA region 406 would make the value of the Secure Disc
Key Data obvious (where a combination CPPM/CSS scheme is used), since the
. standard driye interface permits the BCA region 406 to be read in the clear.

- [0084] Thus, in the case of éontent protected by CSS, where the Keying
Material 114 comprises Secure Disc Key Data, the Validation Data 402 comprises

i7




key for decrypting content is dependent on the AlbumIldentifier, an
attenpt to tanper with the Albumildentifier will prevent it frc;flgia{)¥geft?t9915

t he correct \(Ypfﬁ/f’gﬂ?’aphi c key, thereby preventing the conteneCT/usrvaseiing
pl ayed. Thus, if a 10 hacker tries to thwart the schene by flipping the

nost signifi |t 0 ' reference to the ex e _above), the
hacker w || %ﬁg%dc naongg]%ﬁ]%cuﬁ B%ﬁﬁeg(gﬁt?'f Wé";e}'e CNt?WdﬁaW?%&%@hﬁﬁi ant device
wi |1 bypass wvainbitetionschémnewirid thetdelyingWsatetidtel 1Al dotiprisésiesthithe @burm an
attenpt to decry. he~content .. bu ince, the Alb Identifier has been
Fanpered wi t faente gt Skae Hitsebbege Vakiatos a0t simaes LR AR
content. 15 KeyAlbgmMaleetifica] as wbD8Y 8Jurkayh B thdrbetiraIDideliéey Dath. val ue or set
of values that is witten to a nedium 100, 400 contai ning protected

L] SO, . B BRI R
0,5, Lo e Gt s Rt o
al bum t o e BeREetffor SRl docdfelel i ead i iV Rrado Rl BFYSBArC key

needed to deit pgphitcdeniest oaonipaee theadiiidatiordDataumad ti‘i&@@ﬁ-rﬁg@‘l 4B¥y Vi deo

~nedi a protecfed, b S nt ent, Scranbl e System,. Keying terial 114
conpri ses Se&'ﬁﬂ?%‘ggﬁaféﬂ%? E)iﬁe&’ fh@?%ﬁ?% aﬁ_s_qeﬁﬁnngfdcl?ﬁ%‘?’ Hathesechen eriifegppyy
protecti gn sThgsmminBeidorrdspbhdiaHBet dentifier and Secure Disc Key Data are
present. [0079] Keying Material 114 that is used to decrypt content (either

by-using it directly, or by rm a,cryptographi ¢ function to decrypt
thd content) can be derived &%ﬁ&ﬂ@”@(&%ﬁpﬂfﬂ?@a&a that is in the VA
region, or it can be used directly 30 fromthe non-VA region, as expl ai ned
in the sectil0R8@nt i t | tNaw cordentaotection fosogts sand Eehene tr 08adiag medla chat | on

Data 15/ 09/ : (I L. i,0n 402 is,.data that
enabl es a plz%s %s(’:@%(ye 4 g@pt%g&éépé ?@%% I\hé%lltéiaﬁzl in th%%& region ofthe
medium, such that the Validation Data 402 comprises the Keying Material 114.
15 Since the VA region has special properties that make mimicking that region very
difficult, compliant devices can have a high degree of confidence that the data in

- the VA region has not been tampered with.

f0087]  Alternately, new formats might be designed with Keying Material in
the non-VA regidn of the medium, and Validation Data (possibly a copy of the

20  Keying Material itself) in the BCA. This apprbach would allow providers of content
on the new format to choose whether or not to include the Validation Data in the
BCA (i.e. a trade-off between increased protection against unauthorized copies,
versus the added manufacturing cost of including the BCA).

' 'Determininq Correspondence -

© 25 [0088] As shown in FIG, 5, correspondence relates to whether a device 500
can validate Keying Material 114 by comparing the Keying Material 114 written to
the non-VA region of a medium to Validation Data 402 in the VA region of the
medium. In embodiments of the invention, correspondence is determined where
Keying Material 114 is placed in non-VA region 404 of the medium, rather than

30 just placing it in the more secure VA region 406, and where the scheme for a
: 18 '




that the Keying Material 114 read fromthe nediumis authentic (i.e, i5s ho
an unaut horized copy- witten using w dely avail abl e recordi ng éq@fﬁﬁfr?toog
and 5 recor dadaeo2/Mseli7a) . [ 0081] The nature and | ocation of thecWakizabion
Dat a 402 varies depending wupon the type of protection enabled for a given
Val i dated Medium 400. In some cases, the Validation Data 402 nmay conprise
t he Keyi ng Mddiegn edmplibgt dedes fioesamd autamatichity vatidsted/alithiorVakiadd2i waittelbat a

402 may conpry _ the Keying 10 Material 114, or a cryptographic
function of tthzﬁ?(g{;‘ﬁ%%}sﬂ/%pg‘ri al 114. Exanples follow for each of the

exenpl ary enbodi ments di scussed above. I'n enbodinents of the invention
descri bed herl@P%8] val i G6834"ORI BLOTANBDL davicey prd 8 BGAovalidateganediyngiP0 ino6 of a

medi.um DVD t i '
prot ected by %ﬁ%&@?gﬁ%@ﬂ%ﬁiﬁéﬁ%ﬁ%@@ﬁ%% ?g{g@gﬁ%ﬁm
9

| dentified, tMatetal {1ddiarehemaraVAcesiendpf (sasthe Coppol Bata Araa 1AP piithe

| dentifier. ) : t ed. p : ] j.dat ed
Medi a where ?g?}é? e’ﬁ?‘%lfﬂ%ﬁ’ (5))];i gc[?g@' g:;@ég?ég%esﬁgyg@@ %%? e‘qr??? ﬁoﬁt)r‘re ot ect ed
by a. conbi nafA tagiarc#@re of CPPM CSS, the Secure Disc Key Data are to be.
kept secret. Consequently, all -values in CDA 110 sectors containing Secure

Disc Key Dat godamgssi bl X cbRghtbrBD298 Hddeice ST édthpHrEdtHe ey RidtBrial

| dentifier) nmust be secret, due to the way that the sectors are scranbl ed
during transfldf t9 thenYalidatien Patadiid. | If thervaluyesicarrespondo thene valisiatariSRg il copy
of the 25,Al iy b 4 | : - 20 ; 4 t I of the
Secure D|§gc Keyé\%ﬁqsam% %iirdgteg t%%ﬁgt\ﬁ'eéng _ O%%@%I%Mé%gﬁ& ésngw\ggéH?s
used), si nce Keling Matarialdild taibewsed iraleCapiing therdontent 182 BGiheeglitha 406 to be

where the KegPEEralRn R A 9 ansshe) SRR 2o BOB S o R, P EIEEL™S
Val i dati on D&08, itstibuitbg understobd bWone T aflidary skibir0Be200hat such a
- depiction is for illustrative purposes only, and that the functionality may be
15 combined into a single entity, and may alternatively be an entity distinct from the
| devicé itself, o | | h |

[0031] - Correspondence between Keying Material 114 and Validation Data
- 402 can be determined in a number of ways, depending upon the type of Keying
Material 114 and Validation Data 402 used in a particular embodiment. Examples -
20 of making this determination in exemplary embodiments of the invention are

described below.
DVD Content Protected by CPPM

' f.ODQZ] For conterit protected by CPPM, correspondence exists between the
Keying Material 114 and the Var_lidation Data 402 if the Album ldentifier in the non-
25 VA region 404 (é.g., the Controf Data Area 110 on a DVD) matches a copy of the
Album ldenﬁﬁér |n the BCA region 406. [f the two values match, aé determinéd by
the comparator 502, then the device 500 validator 504 authenticates the Album
Identifier, which can then be used to decrypt the medium content 112.

DVD Content Protected by CSS

19




- PCT/ US02/ 08971 a function on the Secure Disc Key Data. Where content iS
‘protected by a conbination schene, and the Keying Material 114 W}é?i/g&05
both the Al bufC ®288HF1fier and Secure Disc Key Data, Validati eorstzssfi2
conprises a function on the Albumldentifier, as well as a function on
"the Secure Disc Key Data. 5 [0.085] By using a one-way cryptographic
function on a P8k t o Foeaprienirroteridd aESScdiesporkhce loxlshebetivBan thisi ng

t he gi ven val ugeii : | /St ent from bei ng . di scovered by
ot ng ¢ he: VARG Rleteridh 164 4 e Ve bR NERE &5 B 3clB SHitA Sedi Biompar o
the Validati onKexbatadozhe non-é iBgianr4egi(en. 486 Chatroltiiaa ied 9o bRkesvE) 114

Gor r ospondenca™ R EEn ST 1S AP ik Bce saibe SovsepShbm damantie

protection ¥ orViut & anedvagbryprgréphic fuReitin G BRENBIEC Bfond §f HETLIRDRY 1 D! y
the nmedium such that the

pl aci ng Keyin rial 114 in t VA r.egi.on of : _
Val i dati on Da%é\ﬁ%%aé@hﬁsi]f?é% ﬂl%gsﬁeﬁiodﬁg’ﬂﬁ?fé?q the VI regiorsAQ8, sueh thae VA
. region has speehal a pedees00 AsadsNRé SEBHR DRAKEK ' ¢ - -
difficult, cogj?l I ant d%\éi ces can have a %aﬁ%gg%egﬁg%_fr%@%pgﬁgpr{lgfemieﬁgp t he
data in the R4 Bypeht a?@”?ﬁ)?”%é’éﬁcﬂmtﬁﬁaémwncmn@mﬁmﬂiawbternately, new
formats m ght be designed with Keying Mat'erial in the non-VA region of the

medi um and V409%t i on T deigw560 bcbmFé!'eQ SRy culARE vARKRYIAGTIRIEDY He
d all ow providers of content ~on the

itself) in.the BCA T proach wou \ 2['S .
new for map %6 °8H‘88§3é°f$@» ﬁ@rﬁxawp @ngd somparesdiforthe ValidationtDda f@mddnithe t he

BCA (1. e a t Nackegihfadetneenalues aes dhl ecelicapaplifgby HaaULhor i zed

copi es, versus,the added manufacturing cost of 1 ncluding BCA) .

Det er mi ni ng CMNESIRAtRRheSenrg BisgdieyAdata valwas, which Gan $hendmr usssifondence

rel ates to whgb&opt the RRRHIGE c3AR val i date Keying Material 114 by
conparing the K‘gg?ng Vat e@ﬁal 151}1??\/% tten to the non-VA region of a nedium

to Validation Data 402 in th region of the nedium In enbodinments of
the invention, correspondenc Vﬁce@&gea%ommcﬁwewng Material 114 is
“placed in non VA region 404 of the nmedium rather than -
15 [0095] For content protected by a combination of CPPM/CSS,
corfespbndence exists between the Keying Material 114 and the Validation Data
402 if a function of the Album Identifier in the non-VA region 404 (e.g., the Control
Data Area 110 on a DVD) matches Validation Data 402 (i.e., function of the
_ Secure Disc Key Data and function of the Album Identifier) in the VA. A one-way
20 cryptographic function of one of the Album identifier from CDA 110 Sector #2, and
L - aone-way cryptographic function of the Secure Disc Key Data are written to the
} BCA region 406, such that when a device reads the Album Identifier and the
Secure Qisc Key Data from the CDA, it uses the same one-way cryptographic
function on those vaiues, o

25 [0096] The device 500 calculates the function on the Album Identifier and
on the Secure Disc Key Data from the non-BCA region 404 and compares the
calculated values to the Validation Data found in the BCA region 406. ifthe

- values match, then the device 500 v_a!idator 504 authenticates the Album Identifier
and Secure Disc Key Data, which can then be used to decrypt the medium

30 content 112,

20




30 just placing it in the nore secure VA region 406, and where t 6§herre
for a 18 15/09/2005 WO 02/ 080171 PCTI US02r 08971 gi ven conpl i ant @'x & 2453

“not aut ormat i cHA%A%HIT date Validation Data 402 witten to theckbsizegdan
406. 10089] Assumi ng a conpliant device, and a BCA validated nedium 400 in

one enbodi nent .1 bed above, the device 500 retrieves 506 the Keying 5
Material 114 fcgﬁa iérpnon-VA region 404 (e.g. the Control Data Area 110 of
the Lead-in Area 104 on a DVD), and also retrieves the Validation Data 402

fromthe VA ri8§98n 406 Thpnomododimenisyd trat ioverfidd providee rotist arahBf conpar es

t he Keyi ng Mat gy ' Lon ta 402. if the
corr esgong, t h‘?rqaiﬁn\gal |3§asﬁ @ra E%%AY?%\ &‘g@%ﬁ%c%%cﬁu ng?cﬁégeglsgg‘%‘@ or
aut henti city ofS® kenteslomVILREN aledial dgaintd unsiutierit&e® cofteyd. hdgitincad 114

the caqnparator 502 and

the val | dator B o chapleaRy ) BBk 8 Ehet seuced et ke eumasionont i

shoul d be undesagteddue, il eropérabiiit adbg AeW ahd ol déviced! bnd Ral 2pH oY @
depiction is frﬂé i% H ug.t{ati e purposes only, and that the functionality may
be .15. conbi nadhd tBAMANSH e entity, and may alternatively be an entity
distinct fromthe device itself. 10091] . Correspondence between Keying

Material 114 48RP8al i dalnitos fdegeing 4paciicationehd diventidrmiess heerpdesanbear with

ways, dependi 3 - Kevi teri 114 and Validation Data
305 Used' i n a SenER s SecnbraliBrtierct JEWIbokiercks myeR it
det er mi natlPon vamousxeodificatipne Epddhargésmay bk htadeHertd AhaUt PSSR fBRT

0092] For content protected by CPPM

belhow. DVD Coptent Protected by CP
ofr e B{GZ‘{I]PE‘E%Q Osﬂgfﬁ\ﬁgg ﬁcgﬂ% OP%'@&W?@ﬁ%t &he gpecification and Heviagy gt i on

'cegrespondenc
Data 402 if t hecofdiihgly todrivielghidld ih Anti . " the
Control Data Area {l%'g1 on a B%/E%Hrrrg? gﬁlggtrgﬂgoléﬁegﬁue{nﬁ%e%ﬂmﬁ%séﬁ‘se‘?

[0099] For example, while several exemplary embodiments have been
described, it should be understood by one of ordinary skill in the art that concepts
15 of this invention can be applied to other types of content, content protection
systems, and media formats. For example, while the exemplary embodiments
described herein are specific to DVD media as they relate to some of their current
forms of protection {i.e. CPPM, CSS), one of ordinary skill in the art would
understand that the read-only media described herein comprises a VA region and
20 anon-VAregion, and may not necessarily comprise all regions found in a DVD

media.

) - [00100] Furthermore, while embodiments of the invention described herein
-refer {o an area called the Validation Areg, it should be understood that the
~ Validation Area is an area having characteristics described herein, and that such
23 anareais not limited to areas thét are called, or that contain the term, Validation
Area. As an example, DVD-ROMs comprise a Validation Area called a Burst

Cutting Area.

[oo101] While a one-way cryptographic function is discussed herein, it is also
centemplated that a two-way cryptographic function may be used. For example,
-~ 30 where no correspondence is checked, and Validation Data comprises a function of
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Albumldentlfler in the BCA region 406. If the two val ues mat ch,. a
determ ned by the conparator 502, then the device 500 vali dat orl 9/2005
aut hent i cat esWPH&%Bum Identifier, which can then be used tecTiesrzymerit he
medi um content 112. DVD Content Protected by CSS 19 15/09/2005 WO 02/080171
PCT/ US02/ 0897 tec CSS, correspondence exists
bet ween t he lK}ééx)l% %}ae"[:%i |aﬁwa)1@§\’3&8 t"‘{Ya‘clul" Wrﬁﬁyﬁ'ﬁf-'&echwwchﬂv%ﬂd unction
of the Secure Mhyert thkealliatian iDatd beckionts\Hig fr\%ﬂK@ﬂn%%tér%{g , the Control
Data Area 110 on a DVD) nmatches Validation Data 4 ., a function of
the Secure Disc Key Data) in the 5 VA A one-way cryptographic function,
for exanple, of one of the Secure Disc Key Data values fromthe CDA 110 is
witten to the VA region 406, such that when a device 500 reads the Secure -
Di sc Key Data value fromthe non-VA region 404, it uses the sanme one-way
cryptographic function on that value. [0094] The device 500 conpares the
cal cul ated value as determned by the 10 conparator 502, for exanple, and
conpares it to the Validation Data found in the VA region 406. If the
val ues match, then the device 500 validator 504 authenticates the Secure
Di sc Key Data val ues, which can then-be used to decrypt the medi um content
112. DVD Content Protected by CPPM CSS 15 [0095) For content protected by a
conbi nati on of CPPM CSS, correspondence exi sts between the Keying Mterial
114 and the Validation Data 402.if a function-of the AlbumIidentifier in
t he non- VA regi on 404 (e g., the Control Data Area 110 on a DVD) matches
Valldatlon Data 402 (i.e., function of the Secure D sc Key Data and
function of the 'Albumldentifier) in the VA. A one-way 20 cryptographic
function of one of the AlbumIdentifier from CDA 110 Sector #2, and a
one-way cryptographic function of the Secure Disc Key Data are witten to
the BCA region 406, such that when a device reads the A bum Identifier and
the Secure Disc Key Data fromthe CDA, it uses the sane one-way
crypt ogr aphi c
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function on those values. 25 [0096] The device 500 cal cul ates the function
on the Album identifier and on the Secure Disc Key Data from t HHNR/BEDS
region 404 and conpares the calculated values to the Validation Data found
in the BCA region 406. If the values match, then the device 500 vali dator
504 aut henticates the Album ldentifier @hdmSecure D sc Key Data, which can
then be used to decrypt the nmedium 30 content 112. 20 15/09/2005 WO

02/ 080171 WA ikERZhE&BRY1 Concl usi on [0097] Thus, enbodi ments of the
imvention provide a robust neans of validating Keying Material 114 to

pr ot ect -cont enty, Aﬁ%@ﬁo&%oxﬂ%ﬁﬁ orded CPPM or CSS content on DVD ROM nedi a,
agai nst unaut hori zed copyi hg. “The enhanced 5 protection is enabled by new

di scs and n ' : se the .nventi At . the sanme tinme, full
i nt er oper ab;ar i {é"gmﬁl%tgl&png%aﬁlﬂ@ LYadatien ?&Wﬁh@mfamﬁdmwhami ais

mai nt ai ne%. fsi%o Sérlll n the foregoing specification, the invention has been
descri bed “{f cRftENence to speci fic enbodi nents thereof, It wll,
however, be evident that 10 various nodifications and changes nmay be made

thereto wi t Helgmiaingdrayinggnatenintusddto docrypeithe chgiyplol camteht b5 ARAVRE thd'e
dnvention. The specification and drawings are, accordingly, to be regarded

in an il | keytingmitesial Rothake vAliditich d@sthiicti ve sense. 10099] For exanpl e,
whi l e several exenplary efbodi nents have been described, it should be

under st ood n®oike kedi ' j ' rt_that concepts 15 of this

i nvention can %ﬂg ap%lnlg?%k#%ﬁ ﬁ%ﬁ%k%gg&g’%‘f’?&ﬁf@?, content protection
systens, and I ts, .Far _exa e, while the exenplary enbodi nents
descri bed hergﬁlhgrn;eeﬁi%goctsic?wqt gﬁﬁ?g)th@#ﬂnéglqtmlsr@ﬂ&%ﬁ?@t@me of their
current faPﬁagB (o) rotection (i.e. CPPM_ CSS), one.of ordinary skill in the
art woul d'#! H’é‘r‘éfagﬁ’bﬂust‘%ﬂleWﬂ@aﬂe&dﬂémﬂs?lfmaahdwidaﬁlnedatHemmpmeemri ses a

" VA region and 20 a non-VA region, and may not necessarily conprise all
regi ons fKeying material.DVD |

3. The method of claim 1, wherein the keying material is derived from the
validation data by using the validation itself where the validation data is a copy of the
keying material that is written to the non-VA region of the medium.

4. The method of claim 3, wherein the medium uses CPPM (Content Protection

For Prerecorded Media) format to protect the content, and:

the keying material comprises an album identifier that is written to the non-VA region

of the medium; and
the validation data comprises a copy of the album identifier.
5. The method of claim 1, wherein the keying material is derived from the

validation qata by converting the validation data in the VA region into the keying

material in the non-VA region.
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medi a. [001001 Furthernore, while enbodi nents of the invention described
herein refer to an area called the Validation Area, it should B&/09/2005
understood that the Validation Area is an area having characteristics
descri bed herein, and that such 25 an area is not limted to areas that are

call ed, or thatﬁ.c'iélnnwﬂtodtdfelaﬁmrSUWhM%iﬂﬁ@bbﬁ%m‘;@ftﬁél 1t , DVD- ROVs
conprise a Validation Area called a Burst Cuffl ngv?Ar eg&p?%%%g?hlﬁmi le a

one-vay  CriepingGhaeii Corhprisek ' | 1 P P O S0

cont enpl at egint@hat a two-way cr%%%t%%ﬁ&gﬁﬁggﬁv%éa%gc@ééﬂp tE%r

exanpl e, dence i.s checked, and Validation Data

conpri ses %gy%q’g %a??ﬂé?? tgffe% %%%ﬁ%lbgﬁiﬁgi@ﬂﬁgf@d’ﬁ@w ‘gﬂﬂg&‘f)@ dotafrogpyi ng
Mat eri al gfe £ \Wo- Waét cr.ypt ographi ¢ function nay be used which would convert
the Vali d505ksymgidtesialek 1o its original Keying Material. 22 15/09/2005
Clainms Wiat is _clainmed is: 1. A nethod conprising: reading validation data
from a val i dat  ohheinethod vilairegivorerein the mediumrste@$$ (Cortag Sypintde cont ent ;
determ ning keying material used to decrypt the encrypted content by

derivi ng Bystemkfoymatfo peitent itied cobifedahlie val i dation data; and using the
keying material to decrypt the encrypted content. 2. The nethod of claim1,

wherel n t hethe&gyig niarRl bathprists Seurd Bl QA fhat KAAARLL Ok ARLTADY UST NG

the validation data itself where the vall Ion e keying

][r?grenritﬁla.rééim];@&eqﬁm; ﬂd claim1l, wherein the keying material is derived

the validation data comprises a cryptographic function on the Secure Disc Key Data.
8. The method of claim 6, wherein decrypting the encrypted content comprises
using the keying material to form a cryptographic key to decrypt the encrypted content.
9. The method of claim 6, wherein the medium comprises a DVD (Digital
Versatile Disc), and the VA comprises a burst cutting area of the DVD,
10 A method comprising:
determining if a medium having encrypted content is a Validated Medium by
determining if validation data exists in a validation area (VA) region of the medium;
if the medium is a Validated Medjum, determining keying material used to decrypt the
encrypted content by deriving the keying material from the validation data; and
validating the keying material,
11. The method of claim 10, wherein said determining if the validation data exists
in the VA region comprises determining if 2 trigger has been set.
12. The method of claim 11, wherein said determining if the trigger has been set

comprises determining if the most significant bit of the keying material is set to 1.
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validation data by using the validation itself where the validation data is
a copy of the keying material that is witten to the non-VA redi®0 27 2045
medium 4. The nethod of claim 3, wherein the nedi umuses CPPM (Content
Protection For Prerecorded Media) format to protect the content, and: the
keying mat eri al 13 Ghpnietird ofelatth 10whelenithé kéing MMkriiSs WerveiSmt @iet he non- VA
region of the nedium and the val i dation data conprises a copy of the

al bum i denalidatedn dabs b is ei n. .t he ing material is
derived fromthe Vaﬁ%%ﬁ'%ﬁbg‘g‘%agt’g%%éﬁ%}ﬁwp %gﬂ%"g‘dﬁ‘?‘}@#%ﬂl’%&f ﬁmei n the
VA region ﬂeg%l%n{ni?&iajfeyi ng material in the non-VA region. 23 15/09/2005 6.
The et hod claim™s, wherein the converting the validation data into the

~keying material, ,c rise sing a function for converting the validation
data into the lﬁe&%dﬁﬁ‘?@ﬁlm 1Q, ryehereiy thedeeying meatérinh isndevived fiomethe used t o

create the validation data from the keying material. 7. The nethod of
claim 6, WAHation datadyrmeiae thn valideti@tifse] folrrethe validaioh data iSH bR ther Mat t o
protect the content, and: the keying material conprises Secure Disc Key

Dat a t hat keyingmiateriehthhtds iwhigten enthéAon VR r@orddf thmelRA. UM and the
val i dation data conprises a cryptographi c function on the Secure D sc Key

Data. 8. Th [ j R ' : ' d
comprises Ui hg e ke e a1, MRS fe SEIA PRl BRAIR R | o decr yor

the encr ypliRdi &P, oo L thod of claim6, wherein the nedium
conpri ses aﬁw %W&ﬂvg%ggg‘iw}g%@%? Bvﬁ@ﬁ?ﬂ%@ﬁﬁﬁk%ﬁa bur st
cutting area.qof. the D 10. A nethod conprising: determning if a nmedium
havi ng e%?%@éﬂh@m}e%%% Val i dat ed Medium by determining if
validation data exists in a validation area (VA) region of the nmedium if
the medi um is 1§ Vb mathodof daiti iy witkertia ths medigmkeitiphiges EDVD @igiged to
decrypt the encrypt ed content by deriving the keying material fromthe
val i dat i OfershtiesDise)yend the VA comprises a burst cutting area of the DVD.

17. A method comprising:
determining if a medium having encrypted content is a validated medium by
determining if validation data exists in a validation area (VA) region of the medium, the
medium additionally having keying material written to a non-VA region of the medium;
if the medium is a Validated Medium, determining if the validation data and the
keying material correspond; and
if the validation data and the keying material correspond, using the keying material in
the non-VA region to decrypt the encrypted content.
18. The method of claim 17, wherein said determining if the medium is a
Validated Medium comprises detennininé, if a trigger has been set.
19. The method of claim 18, wherein said determining if the trigger has been set

comprises determining if the most significant bit of the keying material is set to 1.
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validating the keying material. 11. The nethod of claim 10, wherein said

deternmining if the validation data exists in the VA region conpd/@8/2005
determining if a trigger has been set. 12. The nethod of claim 11, wherein
said determning if the trigger has been set conprises determning if the

most  si gni fi cad. Bhd method beclkiy # 7\0vHERiR tHetheditn S6inptises'a DEH-RGMO9/ 2005 13.
The nmethod of claim 10, wherein the keying material is derive romthe

val i dat i onDgathBviits Bhid LR AN éﬁ?&dr n data itself where the validation
data conprises the keying rratgyi[a : )(i4. The net hod of claim 10, wherein

t he keyi ng mat gfi i } om the .validation.data,by. usin he

val i dation i tsgl['fﬂ\/?hﬂé?%ggfé%&%gq {'}(’!X’{R" S %Q/getizrguamg eb’&‘%ﬁ@naﬂ%%‘%g

mat eri al ihekt is witten to t(ﬂe non- VA regi on of the nedium 15. The met hod
of cl ai m 1ty XSYEmAteral FRmesaondepmpFSes detprmining éf the vaiidationdathand thel i dat i on
data by converting the validation data in the VA region into the keying

mat eri al KeyRgmatggatmgtch.egi on. 16. The nethod of claim 10, wherein the

‘medi um conprises a DVD (Digital Versatile Disc), and the VA conprises a

burst cutting 2% &he efettiodefOMan 217 whékehRbORPIRATIES EPPHI (CIRkGE Pldidagni f 2
medi um havi ng encrypted content I1s a validated nmediumby determning if

val i dat i ofdr Baketofited M&did) FoRnd b bdadct B2 BhER (04D region of the nedium the
medi um addi tional ly havi'ng keylhg material Witten to a non-VA regi on of

t he medi uMgpa i doi ' ' Val idated Medium deterngining jf the _
val i dati on %%It{é“ﬁaé@ a{Eﬁgf %@ﬁ%ﬁgﬁﬁkwécﬁengg?’?tggtdﬁwﬁeﬁﬁ%lgefmv? A {89 at i on
data and F}te? ke%i ng npterial correspond, using the keying material in the
non- VA ré)g e u’Heﬁr‘T@pt the encrypted content. 18. The method of claim 17,
~wWherein said determining if the nediumis a Validated Medium conpri ses

det er m ni ndhq Yalidation dpfeeomprised e eopsatithe ABumTtentifict.nod of clai m 18, wherein
said determning if the trigger has been set conprises determning if the

most si g n.i fi cahuTheirhethéd ddailiel7, Mhefohi &did AbtetnBinR@lif &8 vilidation data and

the keying material correspond comprises determining if 2 cryptographic function on the

keying material matches the validation data.
24. The method of claim 23, wherein the medium uses CSS {Content Scramble
System) format to protect the content, and:
the keying maten'ai comprises Secure Disc Key Data that is written to the non-VA
region of the medivm; and
the validation data comprises a cryptographic function. on the Secure Disc Key Data.
| 25. The method of claim 17, wherein the medium comprises a DVD (Digiﬂ
Versatile Disc), and the VA comprises a burst cutting area of the DVD.
26. A method comprising:
determining if 2 medium having enc;rypted content is a Validated Medium by

determining if validation data exists in a validation area (VA) region of the medium; and
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25 15/ 09/ 2005 20. The method of claim 17, wherein the nmedium conprises a
DVD-ROM (Digital Video Disc - Read Only Menory). 21. The met hod Df08VAMR5
17." wherein said determning if the validation data and the keying
material correspond conprises determning if the validation data and the

keyi ng mat erif#he medivin. is 2 Validited Mettivay] tith porflifing oke oY BR/Slidwihge Medi um uses
CPPM (Content Protection for Prerecorded Media) format to protect the

content, and: tdeferi@ih®Royigd RhieRhl (xdRY d i ) &5 s
witten to the non-VA gegﬁén of tlﬁe&rﬁfe%ﬁ%%ta%n %&aﬁ%ﬁﬁ%&%@tﬁe
Conpri se' Seine U ﬂtolﬂ? I | ifigr. 23., The t hod of l_ﬁ%ai 17,

wher ei n saiegmget g?ﬁlnl ngm?f@##éloggﬁnt}aﬂﬁw Eajidﬁh%@gifﬂ@g R@itﬁ aﬁ&t erial
ateri ol mat on et RE HeTgA i e kenspelegal comora s, wher o
the medium uses CSS (Content Scranble Systen) format to protect the

content, JAddatngihedsyingif thervalidationslatanormssponge tothe keying nifteyiaDat a t hat i s
witten to the non-VA region of the nedium and the validation data

conprises a cr$ptTgrmethod of claint 26) wherein Hhe k9giap neutdia3 s 8 ePrbA the 25- The
met hod of claim 17, wherein the nmediumconprises a DVD (Digital Versatile

D sc), _andalidaiol/ai ©Fking oo vALMIGH daf NP2t 6 Al R Bnffisedtpl ™t hOd

;v : ﬁ’dta .
conprising: determning I'f a nmediumhaving encrypted conten i dat ed
Medi um bykeﬁlf‘gtxﬂﬁ L ng if validation data exists in a validation area (VA)
regi on of the medium and 26 15/09/2005 if the nmediumis a Validated
Medi um then rm 0 of the follow ng: determning keying materi al
used to decry%&ﬁ%ng €lim 26nvhereinghe bespng matgriahis drivadifeomtheer i al fr om

the vali daE,i op data, and then validating the keying material; and
validation data by using the validation itself where the validation data is a copy of the

keying material that is written to the non-VA region of the medium.

29. The method of claim 26, wherein the keying material is derived from the
validation data by converting the validation data in the VA region into the keying
material in the non-VA region.

30. The method of claim 26, wherein the medium comprises a DVD-ROM
(Digital Video Disc - Read Only Memory).
_ 31. The method of claim 26, wherein the VA comprises a burst cutting area.

32. A machine-readable medium having stored thereon data representing
sequences of instructions, the sequences of instructions which, when executed by a
processor, cause the processor to perform the following:

determine if 2 medium having encrypted content is Validated Medium by determining
if validation data exists in a validation area (VA) region of the medium; and

if the medium if a Validated Medium, then perform one of the following:
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determning if the validation data and the keying material correspond, and
validating the keying if the validation data corresponds to the @9942005
material. 27. The nethod of claim 26, wherein the keying nmaterial is

derived fromthe validation data by using the validation data itself where

the val i dati on dtmimekepingsegeria @sed46 ibGgpt RS Sdriited hten] BF dEbiROEheof Claim
26, wherein the keying material is derived fromthe validation data by

uSi NGt Ne KeFing Graedrfi flofrBl balRLS dhilCariThrf B sl inle SRR Gha t NS

keying material that is witten to the non- region 29. The
.met hod of clai . WA Ln: i he in terial is derived fromthe

val i dation dat gb %&%ﬁ%ﬁ’ ah%ﬁ?%gg%ﬁ‘?ﬂ’gﬁﬁemg&%ﬁ@ ﬁomowaﬁ&?lﬁ% nto the
keyi ng terial in the non-VA region. 30. The nethod of claim 26, wherein
the nedi Eﬁqegﬁm’g@@‘gIB%B—VW“O{‘%?@MWSPW@MQ@MM&I@Iy Memory) .
31. The nethod of claim 26, wherein the VA conprises a burst cutting area.

32. A machi ne- Aéatheunachinsercadubleanedigmsif oladrd 32hwherein thinérrypeal @mest isng
sequences of instructions, the sequences of instructions which, when

execut ed prptatednrsingeCERM (ComtBstProlRetidh f PReeiorded MEH{)IbMdtaditRs | oW ng:
determne if a nmedium having encrypted content is Validated Medi um by

he. modi i Rha- Tl bR, SR ey Tl St ik OB Rt R oepE e o1

the fol | oy g . 2005 determ ne keying material used to decrypt the
encr ypt ed‘wctfcﬂ)%?lg%fz”%e;{hg%'i ving the keying material fromthe validation

data, and the% Vﬁ‘li date the ﬁgy%&g_ the material; and determine if the
val i dation dat’¥- h¢mprEngEsdshic medim of clainy 3% syherein thewsdntent {s getested he
keying material if the validation data corresponds to the keying material.
33. The MR onéent §ptamblinglSystem), and:ai m 32, wherein the encrypted content
is protected using CPPM (Content Protection for Prerecorded Media) format,

and the kehs kayimgphetetiall coaphipéd SRtrediseKeyMatLand i fier, and the validation
data conprises a copy of the albumidentifier.
the validation data comprises a fanction on the Secure Disc Key Data.
35. An apparatus comprising;
at least one processor; and
a machine-readable medium having instruction encoded thereon, which when
| executed by the processor, are capable of directing the processor to:
determine if 2 medium having encrypted content is Validated Medium by
determining if validation data exists in a vaﬁ&ﬁon area (VA) region of the medium; and
~ if the medium is 2 Validated Medium, then perform one of the following;
determine keying material used to decrypt the encrypted content by deriving
the keying material from the validation data, and then validate the keying material; and

determine if the validation data and the keying material correspond, and

validate the keying material if the validation data corresponds to the keying material.
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34. The machi ne-readabl e nmedi um of claim 32, wherein the content is
protected by CSS (Content Scranbling System), and: the keying rfet£8P£2005
conprises Secure Disc Key Data; and the validation data conprises a
function on the Secure Disc Key Data. 35. An apparatus conprising: at
| east one pr ocesdhe appatatys ofaldimids, miwrkioihe en@iptedehiavitigprofseied WeinkON
encoded th(t%lgﬁl\%g’ﬁbMi ch when executed by the processor, are capabl & of
di recting niestsitrotetidon fbe Peiredorded Nedia) Weehatdaant Re d content
is Validated Mediumby determning if val i)rc}fgti o’rr?ﬂgat a %xgt é%lﬂﬁlea
val i dat i orcoatpeiges(MAIbUnE Bieaffi&! add @ ’J?ﬁ’d'a i.f. the mediymis a
Val i dated Medium then perform oneeo tﬁghfi%?ggt\lll\})%sge:s a58PEP élqk'a/i ng
materi al ygggiaep decrypt the encrypted content by deriving the keying
material fromthe validation data, and then validate the keying nmaterial;
and determ ne Zf t he vahliédgtg on_data and the keying material correspond,
and val i dat e t Ré RISAPRAAMSL Flamn 35 wherein the castant isiprotectad by OSS{Fonkdst t o t he
keyi ng mageri |.. 28 15/09/ 2005 36. The apparatus of claim 35, wherein the
encrypt ed E@H&’@ﬂgswﬂﬂ}a@ﬂ@ct ed using CPPM (Content Protection for
Prerecorded Media) format, and the keying material conprises an al bum
i denti fi er, therkgyingenatarial dahprises Satire DK éyE@saAangoPy of the al bum
identifier. 37. The apparatus of claim 35, wherein the content is protected
by CSS ( Conthewalidafien aatalcon@risdst BAdonddi ?&,ﬁk | terial conprises
Secure Disc Key Dat a; andﬂ?he val i cFaOtl onh?jg a c@%%y at%i function on the
Secure Di sc Keyg [t .apparatus conprising: means for determning
i f a nmedi um havi ng agﬁ%r?%g%:%lﬁﬁg%ﬁgent is a Validated Medium by determ ning
if validati dat xists jn a validation area (VA) region of the nmedium
and if the “ﬁ%&fﬁ‘?ﬁaﬁe@% i danednybayingenaryeiad penens i oV alidatébMeitiug: one of
t he e \

by determining if validation data exists in a validation area (VA) region of the medium;

and

if the medium is a Validated Medium, then means for performing one of the
following;
determining keying material used to decrypt the encrypted content by deriving the

keying material from the validation data, and then validating the keying material; and

determining if the validation data and the keying material correspond, and
validating the keying material if the validation data corresponds to the keying material,

39. The apparatus of claim 38, wherein the encrypted content is protected using

| .CPPM (Content Protection for Prerecorded Media) formét, and the keying material

comprises an album identifier, and the validation data comprises a copy of the album

identifier.

29




foll ow ng: determ ning keying material used to decrypt the encrypted
content by deriving the keying material fromthe validation datlh/@fd 20@h
validating the keying material; and determning if the validation data and
the keying material correspond, and validating the keying material if the

val i dati on dat a4(cUhé gHReMGSof it 53, 'ﬁ%lifeﬂﬂth%&lﬁéﬁﬁ% P9 cored b aratus of

claim 38, wherein the encrypted content Is protec tu5| n (Cont ent
Protecti orgc;}gﬁblﬁ{gqf)@%g .Media) format, and the keying materi al

conpri ses an al bum’i er%tl rer, and the validation data conprises a copy of -
the al bum i Lfier, .29 15/09/2005 40. The apparatus of claim 38, wherein
t he content @%Q%’P&QEFQé%VP&@ et st Kepbatsnd ng Systen), and: the

keyi ng materd'FaI conprises Secure Disc Key Data; and the validation data
conprises a %Y?&‘fi?‘?ﬁlW?Q@@é&&ﬁ@cmscnmﬂmd)iscﬂéme. appar at us
conprising: encrypted content; and keying material; and validation data
witten to a vélidmepparates @mprigie: r egi on of the nedium the validation
data being used to validate the authenticity of the keying material. 42.
The appar at excrgpted tatitéitdend Wherein the encrypted content uses Content
Protection for Prerecorded Media (CPPM format, and the validation data
conpri ses aReyi huhdenii fier that is used to forma cryptographic key for
decrypting the content. 43. The apparatus of claim4l, wherein the keying

material is Ld:te non- VA, r.egion of the nedium 44. The apparatus of
cl ai m 41, m%n%{rdétlt‘&nn %%E%ﬁ'ég’a"’t Y@‘déﬁ?l‘g‘f‘r% QgAbf%qfi@\ﬂ medipg, ﬂ’&lvahﬁ@g@ Di sc -
Read Only mory). .45. The nethod of claim4l, wherein the VA conprises a
bur st cut “’ég‘égg‘.i to yadidaig the phendicity of therkoyingimeageriah first nodul e to
determne if validation data exists in a validation area (VA) region of

42. The apparatus of claim 41, wherein the encrypted content uses Content

Protection for Prerecorded Media (CPPM) fonhat, and the validation data comprises an
album identifier that is used to form a cryptographic key for decrypting the content.
43. The apparatus of claim 41, whercin the keying material is written to 2 non-VA
region of the medium.

44. The apparatus of claim 41, wherein the apparatus comprises a DVD-ROM
(Digital Video Disc - Read Only Memory).

45. The method of claim 41, wherein the VA comprises a burst cutting area.

46. An apparatus, comprising:

a first module to determine if validation data exists in a validation area (VA) region of

a medium, the medium having keying materia! for decrypting encrypted content on the

medium, and the validation data being used to validate the authenticity of the keying

material; and
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a nmedium the nedi um having keying material for decrypting encrypted
content on the nedium and the validation data being used to val3489€ 2045
authenticity of the keying material; and 30 15/09/ 2005 a second nodule to
process the nmedium if validation. data exists in the VA region, by
perform ng ohtecord mhdule & provéss the medimg, feylidgiondataekidts ifltid VAGedis) Byt he VA
region of the nediumto decrypt the encrypted content; and finding

cor r espondernioaningione efithiefellosdhg:dat i on data and the keying material; and if
-correspondence is found, using the keying material to decrypt the

encrypted cont ¢ : i m-46 erein t first nodul e

determnes if vgilnlgda P%%ﬁﬁ%@ﬁﬁ@ﬁiﬁvﬁ%ﬁﬁmﬁ%@%%by

det er m ni i Lag l.s..set. 48. The apparatus of claim47, wherein the

trigger i s% Hgsﬂg{’te?f: &Ethlg’ %{)dsgéndé?%?ﬁrﬁ%%n‘iﬁ E{E?‘B"oep thy walidatorndataandtheal i s set

to 1. 49. ,The apparatus_ of claim46, wherein the validation data

correspo n&gylfl%“{‘)’%él s RRY ifrgrsnoariense is foundaising fhakeying reaterdal todeappidhe he

val i dation data. 50. A system conprising: a nedium having: encrypted

‘content, ¢RayRtedicadandri al ; and validation data witten to a VA region of

the nedium a device coupled to the mediumto play the encrypted content by

per f or mi ng onedDfThe tipyearfitnd bOAIRDAS, wtieRGn iHRErkSYodide SREARILE if $8ldaes from
an

the VA region of the nediumto decrypt the encrypted content; 31

15/ 09/ 20%“1@55%“11'5[“'/&%&1‘6:13?&3 ﬂﬁ%ﬁ(@tgd‘g@ﬁ‘g%’?@??ﬁ% tot he keyi ng

material, and if the validation. T keyi ng materi al,
then using the;gkid AhalRiSr Him'4Y, wherein the trigger is set if the most significant bit

of the keying material is set to 1.

49. The apparatus of claim 46, wherein the validation data corresponds to the
keying material if the keying material matches the validation data.
50. A system comprising;
amedium having:

encrypted content;

keying material; and

validation data wrilten to a VA region of the medium,

a device coupled to the medium to play the encrypted content by performing one of

the following:

using the keying material derived from the VA region of the medium to decrypt

the encrypted content; and

31




decrypt the encrypted content. 51. The system of claim50, wherein, the
content is protected by CPPM (Content Protection for Prerecordécﬁmai/%(?05
and the keying material has an albumidentifier that is used to forma
cryptographic key for decrypting the content. 52. The system of clai m 50,
wher ei n the cordetaminiag ifithe enlidetiorhyatOSSrdspamisenthe kSgingmitérng s sthe) , and:
the keying material conprises Secure Disc Key Data; and the validation data
conpr i ses elidatinnt datrconresponds G0t keyihg SfatdtY, el ling thkoyfh SiitefilEOMPI 1 ST n0:
a nmedi um havi ng: encrypted content; and Kkeying materi'al, and a device

coupl ed t aiebhpt e @hétipie® cO@EAtyPt the encrypted content if the nediumis a
Val i dated Medium and the authenticity of the keying material is validated.

54. The syst emsof 4053, (wherein the. authenticity of the keying materi al
i s validated 1353' 3%46@8%#§1%§00 'F\rﬁ?“‘E?gP?F&e‘%tH%PIIQE@ﬂeﬁd)Yr%EPMi(épﬂtﬁgri ved

fromthe reqi f the ium and determning that the validation data
correspo né%mf%%tn&gr ﬁ‘&W?@em@iﬁ)a@d thskeyrgmeteraldres o albupi ideSifier watisei n t he
val i dation data corresponds to the keying material if the keying nmateri al
mat ches t HeFhtaforana pryplogeaphic K3y fasda@Bpriag fhesdnteibe syst em of cl ai m 54,
wherein the validation data corresponds to the keying material if a

function of th&.Kipispgemaf elaira 50 Wherbiathd dhterdis ekt b?.@tsg'(dég}e fhe system
ROV (D' g i

of claim 53, wherein the nedium conprises a DVD- ital eo Disc -
Read Onl ySdvedibling Sys 9)331{3 met hod of claimb53, wherein the, VA conprises a
-burst cutting area. 59. The system of claimb53, wherein said determning if

the vali datgop ¢l in tLhe VA regi conprises determning if a
trigger has e?ﬂ&éga&ﬁg3$0%6§ Wﬁﬁﬁ%ﬁ%’@gny wherein said determ ning
if the trigger been set

e vallb%,aon dath comprises a function on the Secure Disc Key Data.

53. A system comprising;
a medium having:
encrypfed content; and
keying material; and
a device coupled to the medium to decrypt the encrypted content if the medium is a
Validgted Medium, and the authenticity of the keying material is validated.
54. The system of claim 53, wherein the authenticity of the keying material is
validated by one of the following:
using the keying material derived from the VA region of the medium; and |
determining that the validation data corresponds to the keying material.

55. The system of claim 54, wherein the validation data corresponds to the keying

material if the keying material matches the validation data.
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conprises determining if the nost significant bit of the keying material is
set to 1. 33 15/09/2005

56. The system of claim 54, wherein the validation data corresponds to the keying
material if a function of the keying material matches the validation data.
57. The system of claim 53, wherein the medium comprises a DVD-ROM (Digital
Video Disc - Read Only Memory),
58. The method of claim 53, wherein the VA comprises a burst cutting area.
59. The system of claim 53, wherein said determining if the validation data exists
in the VA region comprises determining if a trigger has been set.
60. The system of claim 59, wherein said determining if the trigger has been set

comprises determining if the most significant bit of the keying material is set to 1.
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