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The present invention relates to a record carrier for storing a digita
work, a nethod for recording a digital work on a record carrier, a device
for recoMBYPIEM8 a device for reading. 5 European pat eRCTABMRREE i on with
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descri bes a nethod for controlling distribution and use of a digital work.
I n the Rethrdtapierdosstoribgddigitalwadte ri ght informationg to the
digital work before storing the digital work and theﬂm@m{ &'ﬂmﬂmﬂm

i nformation on a record carrier. The 10 attached usag I nformation is
updated with every use of the digital work and is encryptéd “or verified
usi ng hidden information stored in a hidden channel present on the record
carrier. The hidden information i s changed when the uﬂmmmmmwﬂmmme -
I nformati on has changed. Consequently, a circunventio e right
information attached to the digital wark by a "copy and restowre attack" (a

so-called repl ay qfﬂeqﬁés)enpﬁw%&bzoneawwaeﬂcoﬂdwaﬁ;& orGstorfigvdigial wiork£st or e

attack”, the bits on"a recor arrier relating to the countérs of the usage
ri ghts amethadfiirectording ardigitad wosk o axgeordenditien; a dévies, for resondingand 4 devicej s
consumeg., e.%ig. by maki ng copies, until a copy-counter has reached zero
and no fYHEAYPEcopi es are all owed. The determned and stored bits are
restored fromthe storage medi um back onto the disc. Now, the disc is in a
state which pretends that the usage rights have not been consuned or
exer &i sed, such that the user may con- 20 tinue nmaking copies. It is an
object of the pre L.avent i £ Q. DI Ol . ' - oring a
digital work and Falbeda il AbibAioRGH §P§?t%°§‘°°§f8§°§§§i’?%ﬁ{2ﬁ§93 i(glutlt al work,
wher et aNINE00448) @bt géttﬁmblihhtdyideseﬁbesianﬁahdithﬂo'r oontiodlingy disteibutiod, antluselefraad or

di scouraged. This object is achieved by record, carrji eéed‘tglrtltr%iio.ri ng a

di gi t al fak) %é?ﬂ?erin?_ Gfl%‘éeé?répeéeﬁ?*&?ﬁ Apraation iy atiac _ it on for
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decrigpt i atigcled usage fight imfotrhationdcwslated mithreveryi use of thiadigitehwertkeand m&m%gﬂ

channel is ored o he, r.ecor.d carrier.. ' .
or Verifie usdmg HidElen information stored in & hidden channel present on the record carrier.

The hidden information is changed when the usage right information has changed.
Consequently, a circumvention of the usage right information attached to the digital work by
a "copy and restore attack” (a so-called replay attack) can be prevented. In such a "copy and
15 restore attack”, the bits on a record carrier relating to the counters of the usage rights are copied
'I to ar;other storage médium. Then, the usage right is consumed, e. g. by making copies, until a
copy-counter has reached zero and no further copies are allowed. The determined and stored
bits are restored from the storage medium back onto the disc. Now, the disc is in a state which
pretends that the usage rights have not been consumed or exercised, such that the user may con-

20 tinue making copies.

Itis an oi)ject of the present iﬂvén_tioﬁ to :providel; a record carrier for stbririg a
digital work and access information for gaining access to the digital work, where tampering
25  with the access information is prevented, hindered or discouraged. This object is achieved by
a record carrier for storing a digital work, wherein the record carrier comprises access
information for gaining access to the digital work, and a secondary channel in which
secondary channel information is stored which is used for encrypting, decrypting or verifying

the access information, wherein the secondary channel is stored on the record catrier on



WO 02/ 095748 PCT/1B02/ 01772 2 substantially the same physical |ocation as
the access information. Storing the secondary channel on the record
carrier gn substantially the same physical |ocation as the access

i nf or mat (VYR YHES#he foll owi ng advant ages: any changes to PREIBROLEZ
information will automatically destroy2or alter the secondary channel

I nformation i.n the secondary .channel; it 5 yeduces the nupber of, junps

r equi r e @nﬂgléﬂﬂmafr@n siof] dpcation PG Afcess ’6&01&??9}%&%’&%@2 SeqadYmat j on i s
encr v pt eRlAerén He3edta oAt SGAIMIE the CRADIRNsidal ToRAHBH ds Ao ARdésor the
access In orrratimgng?s \?g‘?,iewxg%ﬂ)um rllg%{ hee secwcféry c%annel Information; the
access infonmation hes thefbllowingsasiyantaiges yanyrchanges to fHemcoess infarmeationiydllwr i t ten on

o at a omalrl destiSy Br aferdfe rbidant eRRR b RBoin R RO SRR
i nf o5 MatdRIRes thE ALMbRASS futhpl Peqiired RARA/ARG e Abdds®RFbrmiadtR a¥iRacéRadi ng or

witing the access informatioh. It nust be noted that the secondary
channel infexmasionss enenyptsd/dectypted using thecsacaridary ¢hannglfinformationgmdor the g. by

storing the secondary ch | .in, an opticall det ectabl.e periodic track
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on the record _ carrier %y controlling the polarity of a predeterm ned
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replay-attack i's prevented. e 'secon or mat i on, ichis
used f ortheedata styeaimag, decrypting or verifying the access information, is

changed and re-stqred hen the,,access 25 i,nfornmation, has changed, Thus, a
si mrj e restoring %&ﬁ?ﬁggﬁ&]ﬁ?g?%e%fc@gﬁmm%r e&ﬁt?'fe?%l{hecfgfﬂrge of a
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but does not restore_the E(ew ously stored secondary channel infgQrmation:

| n anot lyeqorg eatier peagrding eferrechembediment hagthy adventage that the sepondaryht
channel is hidden deeply in the physical characteristics of the recorded data stream, such that

a change of the integrated circuits is required to read or write to the hidden channel with
20  existing disc drives. - | _

- In another preferred embodiment, the secondary channel information is
changed when the access information is changed. This realizes a record carrier for whicha
replay-attack is prevented. The secondary channel information, which is used for encrypting,
decrypting or verifying the access information, is changed and re-stored, when the access

25  information has changed. Thus, a simple restoring operation of the access information in the
course of a "copy and restore attack" merely restores the previous access information but
does not restore the previously stored secondary channel information.

" In another preferfed'erhbbdifnént, the access information is usage right
information defining one or more conditions which must be satisfied in order for the usage

30 right to be exercised. A fundamental issue facing the publishing and information industries as
they consider electronic publishing is how to prevent unauthorized and unaccounted
distribution of usage of electronically published materials. Electronically published materials
are typically distributed in a digital form and created on a computer-based system having the

capability to recreate the materials. Audio and video recordings, software, books and



I nformati on defining one or nore conditions which nmust be satisfied in
order for the usage 30 right to be exercised. A fundanental issue facing
the publishing and information industries as they consider electronic
publ i shi P PERHRE t o prevent unaut hori zed and unaccount edPCHIRRZOIYEt i on of
usage of electronically published materidls. Electronically published
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channel information in order to protect the usaige rirght 207information from

bei ng r epteayldAkiddenshamneldor qugmple the bidden channel a5 deseribed in Eugopsan patenthe
usage ri : ' . 1. | i further, kel at to a
mot hod 1 aReks R shtaEF Rlber B b0 et 5 (oot e BBy G
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acc g replayed with an older (generally more permissive) version of the

usage right information (replay attack).

The invention further relates to a method for recording a digital work on a
record carrier, a device for recording and a device for reading. The method comprises the
following steps: - recording the digital work on the record carrier, - recording access

25  information for gaining access to the digital work and a secondary channel in which
secondary channel information is stored which is used for encrypting, decrypﬁng or verifying
the access information on the record carrier, the secondary channel and the access
information being recorded ‘on the fecord carrier on substantially the same physical location. '
Recording the access information together with the secondary channel information on the |

30 record carrier has the advantage that by recording the access information, the previous
version of the secondary channel information is deleted and vice versa. Recording the
secondary channel and the access information on substantially the same physical location has
the advantage that the number of jumps required to write the access information and the

secondary channel information is reduced.



25 information for gaining access to the digital work and a secondary
channel in which secondary channel information is stored which is used for
encryptin e pting or verifying the access informatig n the record
carrler ‘@%gggéﬁ%ndary channel and the access |nfornatloﬁeﬁg?%ﬂnsgborded
‘on the record carrier on substantially4the same physical |ocation.
Recordi ng the access information together with the secondary channel
informatign on the 30 record carrier has the advantage that by recording
the access i'nformation, the previous version of the secondary channel
information is deleted and vice versa. Recording the secondary channel and
the access i nfor nhxthefoliowisgithe preséntimvention wilhbe desopibed il gleatendétaibwiths  t he

advanta e. that, the nunber .of ed to wite the access information
and the ef%@ﬁ tﬂéﬂ?a‘tfﬁg’rﬁ’ﬁﬂm H]EWHR%FE gﬁi{‘ ‘reduced. WD 02/ 095748

PCT/ 5B02/ 01772 4Fign 1tshews 8 rdcord rierlddBord{rR6 AlpréfRied bindbditheént oPedescr i bed
in greater detail wth reference to the acconpanyi ng draw ngs, of which: 5

Fig. 1 presentinventiowrd carrier accor di ng to a preferred enbodi ment of the'

present inventiong, Fi sho a..nodj able and a
hi dden key after B8 2%B9w5 g?f cgHon *ﬁkeyé’ °§ ﬁlgagggﬁadclhﬁqngw ;gte’étﬁram of a
driving cgpybp‘e@aﬂdar driving the record 10 carrier according to the

i nvention, and Flﬂ 4 shows _a basic flow diagram of a secure update_of
access i nfor mat i ohig. Bshoyapbpsiebleek dingram of g vmsfdsmatf@rodrwnzethmcmﬁpr e
Wi | I;an0 s of an Electronic Music Downl oad ( EMD)
applliocatgla%%rg%ragdplﬁué)@ﬁthgﬁr%ggoﬁu%g#c track and downl oading the track from

"t he | nt'ernet and ‘Figmishgwshbem flow didgramaf dae¢ure ipdate bf access mmrmaﬂenhlm
optical disc, Nevert in the present application, the term"digital
wor k”, rhefticnler psagg ”Ng matiQlt has been reduced to a di gi t al
representation. This includes any audio, video, text or 20 nultimnmedia work
and any acconpanyi ng interpreter (e. 0. softvvare) that may be required for
recreating the work. The term "usage rights refers to any righ‘ts grant ed
to reci pi ent of

al,, wor th.es ht s def ne how a
di gi*al work can éé‘ti‘é %WH‘?‘%WF?%S&HE °n?‘(\§ 81‘??"?“%‘8 b Eachwusage
ri ght nmayovidyel @MDY appliRhtiors e pinch&ing @ AfhsicitRidk am deWnIbading ﬂwuﬁectﬂr&ﬁl ed

for the rll%t to be exercised. The usage rights are permanently "attached"
to the ternet and storing it onto a record carrier such as a recordable optical disc.

Nevertheless, in the present application, the term "digital work", refers to any
work that has been reduced to a digital representation. This includes any audio, video, text or
20 multimedia work and any accompanying mterpreter (e. g. software) that may be requlred for
recreating the work. The term "usage rights" refers tg any rights granted to a recipient of a
digital work. Generally, these rights define how a digital work can be used and if it can be
further distributed. Each usage right may have one or more specified conditions which must
be satisfied for the right to be exercised. The usage rights are permanently "attached" to the
25  digital work. Copies made of a digital work will also have usage rights attached. Thus, the
usage rights and any associated fees assigned by a creator and subsequent distributor will
always remain with a digital work.
Flg '1 shows & concentrically formed record carrier 10, for example a
recordable optical disc, in particular a CD or a DVD, with a track 3 and an opening 4 lying in
30 the centre. The track 3 is arranged in a spiral or concentrtc pattern for storing information. In
the track 3 of the record carrier a digital work and access information for gaining access to
the digital work is or can be stored. The access information can for example be usage right
information, for example a key locker (as described in EP00202888.4 (PH-NL000448)). The
record carrier 10 further contains a secondary channel in which secondary channel



25 digital work. Copies nmade of a digital work will also have usage rights
attached. Thus, the wusage rights and any associ ated fees assigned by a
creator and subsequent distributor will always remain with a digital work.
Fig. 1 sHYYSMncent r | cally formed record carrier 10, f SCTAR 2 a
recordabl e optical disc, in particular & CD or a DVD, with a track 3 and an

opening .4 lying.n 30 the centre, The,track,3 js ajranged in spital or
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encrypting, decrypting . or veri the access information and for

exanpl e seeondatyehahusd isstotedyon thesrsdorti garrigr undeneath dhssaccess informatieydn ai ght

I nf or mat i esent. in t ke ocker. The secondary. channel referahly is
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access information, the secondary channel is stored on the record carrier
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changed when t he access nang al'rzes a record
car ][ ier 'tg@imm@bﬂﬁ ace?ds Moﬁﬁitﬁﬁlcdoif@ripé@mmédof i@r@ﬁsmmﬁg‘nﬂ themcagyet her -
preferred, enbodi nent of }he, recor, rier according to 'the invention,
the accd3QUpaiQH, Mg Pmee&gbmf%ra@hav ﬁ%lﬁa 0 Pr MOEs eanditiqns s e
access ] [ r i 1 108 O 4
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and stored on the disc_in any convenient |ocation. The key used for

encr ypt igegvenignt lesptipn.ckherkexuped for engrypting the krijogkse K& is galledihuckeyrlacken ey
KLK is . i G o | a i.n.a
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Wi tt en spycisbhiiddenrchanme] 20 secore/sidd chanad] whiele catinot bsreall or paitieh byleaisting be

hi ddz%” Cc%g\r/]ert]l%longu Cﬁéc cg'?ve%.r fﬁa;)rmc%lai,l{ﬁg h% grtl cﬁannel must be arranged such thata

firmware update of existing disc drives is not sufficient to enable a reading or writing

operation of the hidden channel.
The hidden channel must be hidden very deeply in the physical characteristics
of the recorded data stream, record carrier or disc drive, such that a change of the integrated
25  circuits is required to read or write to the hidden channel with existing disc drives. Some
possibilities for implementing such a hidden channel are:
@) storing the hidden information (key) in deliberate errors of the data stream,
" which can be corrected again; . - S I
(i) storing the hidden information in merging bits of a runlength-limited code
30  sequence;
(i) storing the hidden information by controlling the polarity of a predetermined
runlength of a predetermined data or control symbol of a runlength-limited code sequence,

according to the hidden information; or




firmvare update of existing disc drives is not sufficient to enable a
reading or witing operation of the hidden channel. The hi dden channel
nmust be hidden very deeply in the physical characteristics of the recorded

data stre¥0PBU% d carrier or disc drive, such that a chdfdBB&Y e

integrated 25 circuits is required to réad or wite to the hi dden channel
i

W th existing disc drives. .Sone possibiliti.es for inpl nt i
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errors o‘%tﬁé&g]e' data stream which can be corrected again; (ii) 30 sequence;
e

storing Ni dden i nformation in nerging bits of a runlength-limted code
storing the "hi ddenHowkewenany othedyidémm%laomtlisn@ahlh& pisvent iatrgading er writing:of -~

predet erm ned, runlength of,a pr.edeter,ni ned dat.a or confrol symbol of a
runl engt memﬂ%a%%gﬁ%&atb&ﬁ@wﬁ%éwaﬁ %qiedqpﬂeén?ﬂ?ﬁéj_en i nformation; or
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deli berate errors in the tinme-base of the data stream However, any ot her

hi dden cwhentie usage rghtds conspmedeHoenaa newdandgnpkexrackerkey kK is yied gadhden
i nformati,on Wiih exjsti is¢c drives can be inplenented. 5 The key-I| ocker
tabl e KLWeéﬁ\‘%‘%e- N °1‘?retﬁglga‘€4ﬁfﬁrﬁéw%e§'content i s changed, e. g. when the
usage right is congjg’RGhows &purchasbdWefsisiloNnthk kyy-lsukiectabledyL Kirfittess onaed each
time the key-locker table KLT is re-witten. Fig. 2_shows ai qu;?rncfhased
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in line (indicated in binary notation) and by a counter value of track No. 2, which is set to "3" in line

oy

with the purchased usage right.
After the copy operation of track No. 2, a new key-locker-key KLK-2 is
randomly selected by the disc drive, used for re-encrypting the updated key-locker table
20 KLT,and stored in the hidden channel. Thus, as indicated in the lower part of Fig, 1, after the
first copy of track two, the key-locker table KL T has b"'een re-encrypted byi the new key-
locker key KLK-2 and updated by decreasing the counter value in the key-locker table KI.T
to "2".
Accordingly, an extraction and intermediate storage of the original or
25  purchased key-locker table KLT, followed by a re-storing after the first copy operation is
useless, since the new key-locker key KLK-2 is now stored in the hidden channel and a
decryption of the key-locker table KLT would now no longer be possible by the disc drive.
- Accordingly, any "copy and restore attack™ is readily detected by the disc drive or:at least
leads to an error.
30 Fig. 3 shows a basic block diagram of a disc drive for driving the record
carrier according to the invention, which is arranged to generate and write a key-locker table
KLT together with a digital work DW (i. e. a music track or the like) on a recordable disc 10
based on usage right acquired together with a purchase from the internet. In particular, an

EMD application which may run on a computer system to provide a corresponding download



with the purchased usage right. After the copy operation of track No. 2, a
new key-| ocker-key KLK-2 is randomy selected by the disc drive, used for
re-encrypting the updated key-locker table 20 KLT, and store e hi dden
channel . 2/0955%8 indicated in the |Iower part of Fig. 1, 5F?8P62(q12p first
copy of track two, the key-Iocker table RLT has been re-encrypted by the

new key- | ogcker key KLK-2 and up crea e .counter .value in
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t-he new-Biey diive k’fsrad@l’gemﬁﬂ’éezhe purchaged lpmcesjoﬁ mfdrimatlum mzly ibe stozedinla ragroory

decryptiop of the ke ker tabl KLT bI e by
e U scobES gamputer st Bgm Whinh ey g yed by o i sopualfet o of Hedieidiy |
detecied by the d'?ﬁe&%é’@oxﬁfolleﬁﬁl }eﬁéssﬁae ﬁﬁ:‘ﬂﬁseﬁ 1é’dés6ffn%rma§9nﬁ'bﬁlth§ ShOWS
a basi c bl ock diagram of disc drive f drivi gthe record carrier

accor di nmemory 23 and mmphcmtb,e ketyiaod themsagerlwlgetw a keyglonksraipdata aud endrypion

k | ock KLT t t h al k
or the. | FHYE Bhich i atapepashrtle sforeiiobuiin) Teckst it Tand i BBl °°
toget her sykdt A kayNedkeb REEKI KOG TEr éd&Pﬁ}hﬁglhe Hep-1oalkdritabié RILT. The dribhdD

appl i cation whi ch may run on a conputer %stem to E@}?VI de a corres&ondl ng

downl oad cemtrafier beesivertie geperatakeydocker tagled{L D and -@k@hl@yﬂqpl‘élaa

i gy 101 © St & Rl g ARG w28 S el Bl NG B BN DWLED, "

~e=discrde] Meisic Aack)und itiekealocker, tablélmut@m‘eeﬁnmeaqmuoﬁs ofhe retdrdable maybe " -

t d ft t t f he d,b
o ve oo iss P, Brtteroere, Bw@ﬁm%’;@nﬁéu%ﬁ? oot Gt M B o5t Siorobe Ke¥ra ¢ he
pur Chase‘i'oo% maﬁﬂ& Qﬁr(x)écl E%Eékﬁrda!ﬁfém 1@%;@&&%9%&@?01&95% key

and the usag |gtstoa cker update an encryptlon uni t
is arr angemkehhoxm ldescdm'eaond!sc pkapcm.dWrtg ekery -changecof thairchasedusagel rlgbt due

d | ect | ock KLK t.he k | ock
{abi 43 o & erisineRon & ey Sty operanate Fird e nER ol 2L BB RS s | scker rabl o
KLT and lggyedpBhdifip cls@doﬂéhgﬁaﬁfui:hweﬁmaké&ipaae ah&%ﬂbﬁﬁu@f'ﬁ!nwz wmaa up@d¥s uni t

20 so as to wite rchased digital work DW (i e: nusic track) arid

the key- Ithaslf@arrloclmlt@le ’IT earrespendingly, genesatep a spwirardamly selected kes-losherdey di sc
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store th
controller 21 receives the updated and scrambled key-locker table KL T and the new key-

20 | locker key KI1X and controls the RW umt 20 so as to write the re-scrambled key-locker table
KLT onto the recordable disc 10 and the new key-locker key. KLK in the hidden channel The
new key-locker key KLK can be written underneath the key-locker table KLT in a single

write operation. This updating and re-encryption by using a new key-locker key KLK is thus
performed after each change inside the key-locker table KL.T.

25 If the updated key-locker table KLT indicates that the usage rights have been
exercised or consumed, the disk controller 21 refuses the use of the respective digital work, e.
g. by transmitting a corresponding etror message or control signal to the EMD application. It
is to be noted that the key-locker update and ericrypﬁdn unit 22 may be implemented as-a
software routine of the drive controller 21. |

30 Fig. 4 shows a basic flow diagram of the above procedure for a secure update
of the access information, in particular usage rights. According to Fig. 4 a new random key-
locker key KLK-2 is generated in step S100 after the recordable disc has been loaded into the
disc drive and a corresponding usage operation of the digital work has been started. Then, the
content of the key-locker table KLT is updated and encrypted with the new key-locker key
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20 Thus, this preferred embodiment describes a record carrier having the

advantage that a "copy and restore attack" petfoﬁned on the record carrier leads to a

mismatch between the hidden key-locker key KLK or the alternative hidden checksum and

the restored key-locker table KLT. This mismatch either prevents a descrambling of the key-

locker table KL'T or leads to an error in the verification processing. Thus, the fraud attack can
25  be detected at the disc drive. _

In another embodiment, the hidden channel comprises random data which is
used for calculating a checksum over the content of the key-locker table KLT and which
checksum is stored in the user dafa, th&efore freely accessible, both for compliant and non-
compliant devices. If it is ascertained that the content of the hidden channel can not be

30 deterministically changed by a non-compliant device, the content of the hidden channel may
be freely accessible. A compliant device can calculate the checksum by reading the random
data in the hidden channel and check whether the calculated checksum corresponds to

checksum present in the user data. A calculated checksum which differs from the checksum
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free
embedded within the HDD coniroller. A similar application is possible for flash memory

20  cards or the like. Generally, the present invention can be applied to protect any further

recording medlum e.g. magneto-opttc recordmg medium (minidisc) or magnetic tape.



distribution of the scranbled digital work DWon a pressed disc or via a
broadcast channel. The key however, is then not distributed together with
t he cont e digital work. It can be purchased via Internet. In
such a ¢ é?ﬁ S§&wnl oad of the conpressed digital work isPEﬂiW”R%iéssary,
only the keys have to be downl oaded. Theldeby, the network |oad and 10
transm ssj osts can be decreased. Furthernore, the key-locker table may
. be.arranég "one key-|ocker tiable per track. In this case, enough
capacity of the hidden channel is required to store a random key-1| ocker
key KLK for each key-|ocker table KLT. The key-locker table KLT could be
"8plit into a plurality™of key-Tocker~tables if its size becones too~big to
performa re-witing 15 operation at each transaction. Then, each
key-1ocker table KLT will have its own random key-|ocker key KLK stored in
t he hi dden channel. The present invention may as well|l be applied to protect
hard di sts agai nstA reaugyamiedforstringe digitahwiosk (DW), wheérsinthe escordeantierdden
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secondaryccemminaﬁbiQKLm whi ch secondary channel information (KLK) is
“stored which™i's ""uséd for encrypting,” decryptiiig or verifyi'ig the access
information, wherein the secondary 5 channel (HC) is stored on the record
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when the access information (KLT) has changed. 15 4. A record carrier
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15 4. A record carrier according to claim 1, 2 or 3, wherein the access information
x (KLT) is usage right information defining one or more conditions which must be satisfied in |
order for the iisage right to be exercised.

5. A record carrier according to claim 1, 2, 3 or 4, wherein the secondary channel

20 (HC) is a hidden channel which is not accessible by non-compliant reproducing devices.

6. - A record carrier according to claim 1, wherein said record carrier is a
recordable optical disc (10), in particular a CD or a DVD.

25 1. A record carrier according to claim 1, wherein said record carrier is a hybrid

record carrier comprising a read-only part and a write part.

8. A method for recording a digital work (DW) on a record carrier (10), the

method comprising the following steps:



order for the usage right to be exercised. 5. A record carrier according to
claim1, 2, 3 or 4, wherein the secondary channel 20 (HC) is a hidden
channel which is not accessible by non-conpliant reproducing devices. 6. A
record ca¥Pi%M#kording to claim1, wherein said record 85514113‘81‘017@ a
recordabl e optical disc (10), in particdllar a CD or a DVD. 25 7. A record
carrier .accordi ng to,claiml1. wherein said ,record carrier is a hybrid
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| ocation. 9. A device for recording a digital work (DW on a record carrier
(10), the device conprising first recording nmeans for recording the

digital gwrk (DW_&meﬁta@fdres&mngraaig'i&lwbﬂcenw)ssa%uard edreieli10y) theedavicel or
recording access_information (KLT) for gaini ngl access to the gi tal work

and' a seomprising firshreaording meansifor repardingdhe digital work (BN the fesorhearder ( KLK)
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‘adapt ed digital stk afld agédondarychaneh(WCyinewhieh secohifary shahnehinfaaatens (KLK) is - n
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claim1l, j IS ' teﬁ':ggaéﬁ ma% ﬂ&ri bigi t al
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access i (HOyamdtthoaccest ififorietiomen themecoxd carsisr omwsubstantiallyi the lsai@@ physidal and a
secqondary channel (HC) in which secondary channel information (KLK) is

st ored *is used for encrypting, decrypting or verifying the access

information fromthe record carrier, the secondary channel (HC) and the

access information being stored on the record carrjer on substantially the
sane phyl.cal | ocadidewice for reading the record carrier (10) according to claim 1, the device

comprising first reading means for reading the digital work (DW) from the record carrier and

second reading means for reading access information (KLT) for gaining access to the digital
20  work and a secondary channel (HC) in which secondary channel information (KLK) is stored
which is used for enéryptihg, decrypting or verifying the access information from the record
carrier, the secondary channel (HC) and the access information being stored on the record

carrier on substantially the same physical location.



