14 November 2006 DESCRI PTI ON COMMUNI CATI ON APPARATUS AND AUTHENTI CATI ON
APPARATUS Technical Field 5 The present invention rel dd¥oveabgr 2006

comuni cation apparatus and the like as a client that receives a service
froma server after checking the validity of such server, and particularly
to a conmunication apparatus and the |like for verifying a server
certificate issued by a certificate authority. 10 Background Art Recent
years have seen the rapid proliferation as well as the expanding use of
the Internet, and there are a VIVEBIGRDPTI®ONiI ces utilizing the Internet
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information that is carried over the Internet. 1In order to prevent attacks

frommaljicious third parties, a variety of security techniques have been
concei vele§ G"G#;!IEA@G! Such security techniques include cryptography for

ti dat bei | eaked wh h data is t d
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p

(Secure ioc ets Layer) is.a security technique that utilizes cryptography
and aut GKBE ofNanalpdityhaofi susit esesvpr,oyat donpamrticutadyneto SSL,

whi ch i Lscl : t 7 , :.ar gxanple,. is a _technol ogy for
provi di ?ﬂﬁ%ﬁﬁh‘?@aﬁ@?}a Fﬁ%@geﬁz@fe‘ﬁ?‘%hg%%( 1 Orar@@r(fgf”g s autHSRN cat ed,
(2) - datcertdicaie issaled by & hertifidate #itiseaoyni cation, and (3) the

contents of data that the client is to receive has not been tanpered 30 in

thelfourse of comunication. Referri ng to FIGS. 1 and 2, a description is
gi ven ofgﬁ(ggxﬁ{ﬂ&%gf an SSL conmuni cation nmethod. -1 14 Novenber 2006

Recent years have seen the rapid proliferation as well as the
expanding use of the Internet, and there are a variety of services
~ utilizing the Internet such as E-mail and Internet shopping. Behind
15 this trend, however, there are problems of tapping and tampering of
data such as individual iﬁfﬁrmatidn that is carried over the Internet.
In order to prevent attacks from malicious third parties, a variety of
security techniques have been conceived and employed. Such
security techniques include cryptography for preventing data
20 contents from being leaked even when such data is tapped while
" being transmitted, and authentication for Checking whether data has
not been tampered in the course of transmission.
A technology known as SSL (Secure Sockets Layer) is a
security technique that utilizes cryptography and authentication and
25 that is often employed on the Internet. SSL, which is disclosed in
U.S. Patent 5657390, for example, is a technology for providing a -
communication that ensures that (1) a servef is authenticated, (2)
data is not leaked in the course of communication, and (3) the
contents of data that the client is to receive has not been tampered
30 in the course of communication.
' Referring to FIGS. 1 and 2, a description is given of an
overview of an SSL communication method. |
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FIG 1 is a diagramillustrating how key information and certificates are
prepared in SSL. This drawi ng shows a server 103 and al4N¢eHbendd06 hat
carry out a secret conmunication, and a certificate authority 101 t hat

i ssues a server certificate indicating 5 the validity of the server 103. A
CA public key 104 is a public key corresponding to the private key of the
certificate authority 101. A CA private key 105 is the private key of the
certificate authority 101. A CA certificate 106 is a certificate

i ndi cating thatl@- skrigera céragrairoailéustratatg bhovhekdy éefdrrhbtiaire andhority
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the validity of the server 103. And a signature 110 Is a signature created
by the ceRfitififate autipriy nbPltthabissuneshe sawan ceetifidateatred ita@ingl G 2

s agdi | lcation protocol. In FIG 2, a

corrm?ni ﬂ{??@@m gg?%f%?mgmmn key to be used in a secret
conmuni cati on A TOA pertlid ik e1@at hord tyuBRE RESViICOVEE¥pBARTA tgﬁ gh&ey
pair 20 consi ﬁ(tl n% oL the CA public key 104 and the CA private key 105,
and gerRIt¥%aEs Koy of koeseprtiticate autbargter dilrl.cateCAopriviede key d0hés t he

CA bli i ' ; ' t . fu {,8-. t |t
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key _108. Then, the rver sends, to the certificate authority 101, the
ser #8r MF&@Q@@WE%EOQ&M faidﬁﬁ%ﬁi@h FoReeyar By blickeyel Odrisi@pubdic as to

o5 Sos e CoRPeuBONRIRY & SARYBr AL Wl Btind PR AL ACSertl v
i nf or matpiriva teeded y eliOBr dan thee mdvaee kadg3ofnchot Servarecessar YA i sépyamt i on,
and i SS%%?'tif{coartet ri%gs?gvgrcelr ?ﬁcatze %ﬁdyggﬁgt&erthéoeglidity of the server
103. And a signhature 110 is a signature created by the certificate
15 authority 101 on the server certificate 109.
FIG. 2 is a diagram showing an SSL communication protocol.
In FIG. 2, a communication common key 201 is a common key to be
used in a secret communication.
The certificate authority 101 previously generates a key pair
20  consisting of the CA public key 104 and the CA private key 105, and
generates, at the same time, a CA certificate 106 that describes the
CA public key 104 and information concerning the certificate
authority 101. |
Before starting the operation, the server 103 first generates a
25 key pair consisting of the server public key 107 and the server
private key 108. Then, the server 103 sends, to the certificate -
authority 101, the server public key 107 and information concerning
the server 103, so as to request for the issue of a server certificate
169.
30 Using the CA private key 105, the certificate authority 101
creates a signature 110 from information received from the serveri-
103 and other necessary information, and issues, for the server 103,
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rver certificate 109 that is the result of putting together the
?nfsgrmation fromthe server 103, the other necessary i onenibsn2006and t he
signature 110. The server 103 stores the received server certificate 109. 5
Meanwhi l e, the client 102 previously obtains the CA certificate 106 from
the certificate authority 101, and stores it. The follow ng describes how
the client 102 and the server 103 actually carry out a secret

conmuni cati on. When getti n connect ed to the server 103, the client 102 10
negot i at 8> {H tq%t& W@t s dhe yesudh ofpputtingatogetherutiee i n

f t
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I t 102 t In it Wien t he server certificate IS Vv
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public Kertil %ﬂat@d&ﬁtfémwbhement@‘ltam duhodty &0 teahid states 109 is

[ 02 t nf ormati on about common key
gener it on on e (e PEHDEIGRCA hERd et Fae it 1 0d AT 4DE" s et 10010
conmon I@tumgptat-rvﬁ/b Uﬂ"'faoéé@‘ét‘)@émr?ariﬁ'u%%g the generated information to

t he server anwhi |l e, the server randorny generates information
about conmon Néhege gatiinpreamesked ero dihesisker vidred 8i3)ather clieefterogd to as

nerati ormation and sends the generated
ot o e e BETR Qe R SRR 4R W R CbicTuptinsaSanaitieation knuseor
gener at ¢n ahe38ecpamudimlAItaApdHDON key 201 using the above server-side
comon key generation information and client-side common key generation

i nformation. Nexty bty sepuer 2008 sends the server certificate 109 to the
client 102.
Then, the client 102 verifies if the server certificate 109 is

15 valid or not using the CA public key 104 which the client 102 stores

| initself. When the server certificate 109 is valid, i.e., the signature
110 included in such server certificate 109 is one created by-use of
the CA private key 105, it is possible for the client 102 to verify the
validity of the server certificate 109 using the CA public key 104.

20 After verifying that the server certificate 109 is valid, the
client 102 randomly generates information about common key
generation on the client side (hereinafter referred to as “client-side
common key generation information), and sends the generated
‘information to the server 103.

25 Meanwhile, the server 103 randomly generates information
about common key generation on the server side (hereinafter .
referred to as “server-side common key generation information),
and sends the generated information to the client 102.

Then, the server 103 and the client 102 generate a

30 communication common key 201 using the above server-side
common key generation information and client-side common key
generation information. |




: : : : he
Through the above operation, it becomes possible for the client 102 and t
server 103 to share the communication common key 201. FErMowenthenz®q, by

using the communication common key 201 5 to encrypt and decrypt data to be
transmtted, it becomes possible for the client 102 and the server 103 to
carry out a secret communication. Note that the X 509 certificate format
defied by the ITUT (International Tel ecommunication

Uni on- Tel ecomuni cation 10 St andar di zation Sector) is often enployed as

the format of Phfdugtethiel izt we SR W i £ Ly 1 ordi ng
to the X 509 certiflgcate forrrat,lgéggéf‘ggf"cgrtl clogngtfe% bf%%?@éaeggrtgig
descri becﬁﬁ@tvjaqz @Y the peaverHi@3 it dhanedbea hemsamicatiorotompidiyat e

key depe the fact that it takes sufficiently 15 long time to
cal>/cul at ggih%@%fi vate key fromthe public key and comunication data,

meani ng that tfhen tlsen dngher uB@ﬁ?lﬂPﬂé tbih A icatifh Rdn At 6n ey ‘@(‘H be
exposed jf the sane ée continues to be used for ‘a |onger perlod.o tinme.
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val i dit rHHeM, Feh1ins; | eryil a.server certificate |
gener al Yf(ﬂl\/gaﬂnﬁi?%@hﬁhér@ hgﬂgalqhﬁﬁe%&a}% oﬁééf 19 &RTC¥ QY% At SeEKBF res,
‘or when ehven@Anpcatiathe key is exposed due to sonme cause, it is necessary
pair and to 25 issue/obtain a new CA

i i ‘ t k
corti T cate. Pt Ieé,ﬁein?efv-%ﬂg@%é'ﬁﬂ%ﬁef@nm?mgﬁi@ﬂtl by thd T ant
L | re avyaila a e sane_. tine,
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Conpdt er§tandardizptiniSetter) isanfteheesh pley@@sssstid IfoPma0 oF heay red
nunber of .certificates of the certificate authorities, it s possible
for a séfUelq %%béaﬁéf@e?eﬁ\é?ficﬂrﬁﬁt@tﬁhéﬂ%/as i ssued by anot her

~certificate apceRrdiNg X ehe XH09 dHIERSPOIACH Serdel tRRIQer 2006
109 needs to describe the validity period. This is because the
security of a private key depends on the fact that it takes sufficiently

15 long time to calculate the private key from the public key and
communication data, meaning that there is a higher possibility that
the private key will be exposed if the same key continues to be used
for a longer period of time.

Similarly, a CA certificate 106 is also reduired to describe the

20 validity period, which is longer than that of a server certificate 109
in general.

Meanwhile, when the validity period of a CA certificate expires,
or when the CA private key is exposed due to some cause, it is
'necessary to immediately generate a new key pair and to

25 issue/obtain a new CA certificate.

For example, in the case where (1) there are a sufficient
number of certificate authorities which are available at the same
time, (2) a client has a sufficient computer resource such as a PC
(Personal Computer), and (3) such client can therefore posses all or

30 arequired number of CA certificates of the certificate authorities, it
is possible for a server to use a server certificate that was issued by
another certificate authority other than a revoked _certificaté
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authority. In this case, the client verifies such server certificate by
using, one after another, the CA certificates which it PBoNeesdes2000When the
client can verify the validity of the server certificate by wusing any one
of such CA certificates, it is possible for the client to 5 verify that
such server is an authenticated server. Meanwhile, when a certificate
authority is newy established, the user of a client apparatus can obtain
a CAcertificate of such certificate authority fromthe certificate

aut hor i t guitheeitly. orlri this sasepkthabiieseverifieandidihearyesicatisiddie Pt ai ned
CA certificate in it% 10 client apparatus. Also, there are apparatuSes and
met hods HoMQuiPHat FEAN gnatesanithe £A ceoetificatest which itheossesseslidity

eriod o j £/ ' L ri and n_the server
Corti i ooyt SR lent ¥ Loy thE faIlv. e R aedYed CellifEalorhe™ -
JapaneseUstg &ny Quen ofasiechh QAidrtHicaiedoit i200ds3 05 rafide 1aRaness
Lai d- Ope\Z F%?t %}‘gubl }Hcat ion No. 2002-215826. Wth the above existing
t echrfl qui§HThd PUCT SEryYer bhan gythesticated sexyes appl i ance, for

exanpl e, that \ ui PR | G , [
[ nclmtjdi ng a rreﬂgrg? 3% ?ﬁgr' evPl?gHaa \Z@Oé rg{rf?)%#gméltu %Qt% ?FH‘P!E;H%'Y'S{ %éﬁﬁﬂﬁ%ﬁgéuch
gl i ent apparigers ofoapokiess sappayatGA azer to%tftiatiataﬁca«t cerBifgaire bffﬁj@}‘ﬂg to
e equi : ogr.am . or circuit_for authenticating a server use
of pﬂur%ﬁ%ﬁﬁég gL ¥ e (1he msrificate, ad!'i@ﬁ“\éﬂ_ﬁ%@&t@é fHoEE ot
have a oleifdble2Betgakeagrl /thb'ﬂieiﬁsﬁllé‘%enﬁﬁﬁiﬁga el Eépﬁﬂtcgﬁ cipo?ﬁsto the
I h apparatus to gc e

.correct tinme, it is difficult for such clien
val il§i t \cligieh podpas@taSCA certificate, which. causes the problemthat such

l'i ent { t t he ,CA tificat t ticall wh
the end of th& 931 i 1YY (A GRA ALHSESa8AthgIcHI0deI Qi GURMBEEaIt on has

T sent et Lo W oh He TRlidES rie® &N iR FEeat f on
appar at fertifcate iwwdaserteeopiring and when the server éertificate gets
revoked. Such techniques are disclosed, for example, in Japanese
15 Laid-Open Patent publication No. 2001-197054 and Japanese
Laid-Open Patent publication No. 2002—215826.

With the above existing techniques, however, if a client
apparatus is a home appliance, for example, that is not equipped
with a sufficient amount of resources including a memory, thereis a

20 problem that it is difficult for such client apparatus to possess many
CA certificates at the same time and to be equipped with a program
or a circuit for authenticating a server by use of plural CA
certificates.

Furthermore, if a client apparatus does not have a clock

25 (calendar/timer) or any means for setting the clock to the correct
time, it is difficult for such client apparatus to check the validity -
period of a CA certificate, which causes the problem that such client

A apparatus cannot renew the CA certificate automatically even when
the end of the validity period is approaching.

30 The present invention has been conceived in view of the
above problems, and it is an object of the present invention to-

~provide a communication apparatus, an authentication apparatus,
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and the |like which nmake it possible to verify the validity of a server,
with a CA certificate being renewed in a safe and securld mbet 2006ven when
t he conmuni cati on apparatus is equipped only with a snall anmount of
resources. Disclosure of Invention In accordance with a first aspect of the
present invention, there 1is provided a conmunication apparatus for

i fyi | idit f. t hat., | t t id [ ti
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and a next address for update; the first CA certificate indicating’ that a
ser ver e¥ent whent ehe heemmaginigation ppatatis yisoequiippsdr valy i witkala d, and

t he ne dres r.update indicating a | ocation, on the conmmunication
netvvor%,&n%'ﬁ ﬁ%ﬁ%ﬁggg}lﬁ?&on whi ch second CA information is placed,
said second CA information including a second CA certificate to be a next

valid CA certificate in a_case where said first CA certificate becones
r evoke®isglosure«of Iawendionni t operable to authenticate the server by

verifying t I-£4 C sina, the first CA certificate, and a CA
i nf or mat i onli'ﬁp%g(%deﬁfuar# %‘( tg%)lfgla%ltrﬁ’sﬁ Oasx%oqtaﬁ)ﬁtlgﬁé)rggggﬁ&n@qthql& ﬁﬁ?’f%n from
tEe ?oimlpmisledv@]f domincanécation h@?@;ﬁ;sagdf eﬁélhif}dhguﬁdﬂicﬁtymraei n when
the fir CA certi.ficate ecopes revoked, the authentication unjt
t her'ea?f%}éYeraﬁWetntl‘T’ c%?@?ecg?\‘i grw FOREMPRECIEOTh ARPATRIIS { Vidat®
i ncl udegnmmuihR2e68 nqie@eork,n&@hm?ﬁs@ﬁgpla ﬁ&-@@%téya%@%rﬁe I RIBRL { PN
updat e, uni.t, Accordj r}gly, since it may become _possible to obtain the second
CA cerh&dcﬁ%’%t rciipsmaféonethat dnchudas carfirst & ecayifieatengngh a access
to thepdewnbgadeSer i UpdhtA! e PHriieC eé%rﬁﬂ%%‘fésiﬁ#’ircatﬁﬁgaﬂ?aﬂ el uded

f It may not e y or

in the first CA I nformation, e necessar conmuni cati on

appar asesvarocpridfisate éhatpndieates the waliditgrof theaterser ibumlidyend f the
comungat A EORISIS, | Tof 10 EPALALER e Pl e gl
possi btenfrmunieation network, of a download server on which second CA
information is placed, said second CA information including a second
- CA certificate to be a next valid CA certificate in a case where said
- first CA certificate becomes revoked; an authentication unit operable
to authenticate the server by verifying the server certificate using
the first CA certificate; and a CA information update unit operable to
obtain the second CA information from the download server indicated
by the next address for update, wherein when the first CA certificate
becomes revoked, the authentication unit thereafter authenticates
the server using the second CA certificate included in the second CA
information obtained by the CA information update unit.
Accordingly, since it may become possible to obtain the second
CA certificate which is the next valid CA certificate by making an
access to the download server indicated by the next address for
update included in the first CA information, it may not be necessary
for the communication apparatus to pre-store a plurality of CA
certificates. Thus, even if the communication apparatus is a home
- appliance and the 1like with a small amount of




comuni cation apparatus to verify the validity of the server, with the CA
certificate being renewed. Here, the CA information updéﬂ%ﬂ)v@mb@rm? try to
connect to the downl oad server periodically, and obtain the second CA

i nformati on fromthe downl oad server when said connection succeeds.
Accordingly, since it may becone possible for the comunication apparatus
to obtain the second CA certificate which is the next valid CA certificate
by set TER§UWIECEheSEohn|¥ad IBEMAY, Héf oneya beeome passibleos fan nblebef or e

t he en sval-idi f a not be
necesoary FaIRICAL b ROREHER: ¢ ity (HE valeBE ot thE Sl B 7'
like, rtthncheﬂaﬁca’smbI&mgrrmm@@dJ on apparatus is required to be equi pped

resources. Mreover, the CA information update
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uni t hagof agherhicad ag{sg&l 41%31 lhhet]%é sstec%d:erdAf | cat e,

and obtain the secon i on from server when sai d
connecﬂnﬁmrmad:n:eedsfroﬂtcd:hdl ndbwnle\ae]n Bervtzd‘le edsen whesiel t kenfrdction CA

certificate evok efore its validity period, it may becone
pOSSi b|syqq9e e "%%ﬁ‘ﬁ‘ﬁfﬁpgil'sl ofiRPpariht BaY o REEQAME Ppéﬁfﬂ?lﬁe fagowHr®ad

Server 9?}5 (& I cat e,
i mredi at tgi t er suc ?é%/%{(:%%?%no ret%%r éél(? 128);.6[} gét%ﬁgfl}%c%}i
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appar atHEh B%}?:.%QPJE%I%A%@’@%E@ V8l ﬁg,qq;ulp;p &rru Léf 2006

a small amount of resources.

Moreover, the CA information update unit may try to connect
to the download server when the authentication unit has failed to
authenticate the server using the first CA certificate, and obtain the
second CA information from the download server when said
connection succeeds. Accordingly, even in the case where the first
CA certificate gets revoked before its validity period, it may become
possible for the communication apparatus to obtain, from the
download server, the second CA certificate which is the next valid CA
certificate, immediately after such revocation.

Moreover, the authentication unit may try to authenticate the
server using the second CA certificate included in the second CA
information obtained by the CA information update unit, and when
said authentication succeeds, thereafter authenticate the server -
using the second CA certificate instead of the first CA certificate.
Accordingly, it may become possible to switch the CA certificate from
the first CA certificate to the second CA certificate as soon as such
second CA certificate becomes valid, as a result of which the
communication apparatus may not be requ1red to manage the
_Valld1ty




periods of the first and second CA certificates. Furthernore, the

comuni cation apparatus with the above configuration rdyWNaverbeet006onpri se
a second storage unit operable to hold the second CA information, and in
said communi cation apparatus, the CA information update unit may store,
into the second storage unit, the second CA information obtained fromthe
downl oad server en the fir tificate becones revoked, the

) CA
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second storage unit. Furthernore, certificate becones
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in the_segon orage unjt_.i,nt.o.the .first stoctage unit, and thereafter
ot hontSenoid; thet Beehd tohy ifierRatiah i cbh; SR OITRUITIGERATh 1 he

second aGhd Al en A hdfbrifatibhe pdate SLHRIRMAN Sorly HERPAHAY t he

- processing of holding CA certificates equivalent t nl'y two generations,
i . e. sechadcsterage yunital the Gecond iCAcinforphation Ohtatnedffroas edhend t he

next valid certificat secqnd i fi e cording to the above
Usage BPwlSRs SEEVe ERCC R Hhen ireh CA 1qgriticts” BEPRBITE RV nen
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unnecessarily hold a | arger nunber of CA certificates. Mreover, the CA

i nf or nblae oRcOpadt £Ancerafigatdtiazicludedorin tthe denmonshdCAeinformatidswnl oad
server certijf.ic indi cati validity,of,said dowl,0ad server, d obtain
the setttreeAn” PhE pfeesid, Shifbagt” it o i Trhetngot e wiaTR g, st A
downl oadrtfity e _bé&ﬁﬁ@soﬁe{i@kédpttmi ARAhEML 238N S B Emes’ thbi € altRe

Accordingly, since the communication apparatus obtains the second CA
" i nf or neefendafGferinfermigtion steradlindithg secohd stordgadisir vetoitheel f, it

T SEREE AP e ARE PRl ARG RS e BT A o
- :\Bxg% g?@g%%(SGAC@éﬁ‘ﬂﬂﬁté@é ngchaRRRinithe setoRal CAPRIORhYEioW $torklein -8 14
the first storage unit. By repeating the processing of holding CA

- certificates equivalent to only two generations, i. e. , the currently
valid CA certificate (first CA certificate) and the next valid CA
certificate (second CA certificate) according to the above usage of
memories, with the current CA certificate being renewed when
necessary, it may become not necessary for the communication
apparatus to unnecessarily hold a larger number of CA certificates.

Moreover, the CA information update unit may obtain, from

- the download server, a download server certificate indicating

validity of said download server, and obtain the second CA

information after authenticating the validity of the download server

based on said obtained download server certificate. Accordingly,

since the communication apparatus obtains the second CA

- information after verifying the validity of the download server itself,

it may become possible to obtain the authentic second CA
information in a secure manner.

Note that not only may it be possible to embody the present

invention as a communication apparatus (client apparatus) with the
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above configuration, but also as (i) a nethod for veriflyi ng the validity
of a server that includes, as its steps, the processes [43do A0y t he
comuni cation apparatus, (ii) an authentication apparatus (certificate
authority) for issuing server certificates and CA information to the
communi cation apparatus, (iii) an authentication nethod that includes, as

s SteSovd NEoRRAASATIn, PRUOLIEY BY JHCh AWIARH 9Bt 9B ARRAEatHS, (1V)

~a programthat —calses a tonputer to execute the steps inc in the
above vadididys,off vd sereeor thay iecdiudesn adi ifls sstefpspr eheamprcessesed,

and (vi nmet h for operating.an .authentication,.systemthat .includes, as
"o L aatoled b din B OO iy RATEI o Lah: B DASGAOE o

downl oggysEFyAlis (Rerfie rtébgatﬁeeﬁg?) 121848 "sé%?di:?ﬁfffiéa‘éés f)e;ﬁdpresent

invention make 1t possible for an paratus wth a small anmount
resour ded t enbditraiaticand tenetha Coovemtiriicadical i nappaehtab) e fiahnean

i t hout di . bout 1t [idit. i od CA tifi t
oot e aatdr el hERe It iaeS, il hE RS bt RS Sn arg
ext remplerfypRlcdl 199 PSGER! biith rAlc A4 RE A SRt tRf, ﬁiéftna?g%ié%fd}ni Relgdes, as

a client apparatus, a hone appliance and” ‘the |1 ke _ dance wth a
second CadpRes af comepptesetn ¢xeecutd othe stepe inclpded ded theabbdivey

verifi Lon. method for verifying.validity of a server via. ¢ i cation
ot vior ELCERART 4Phg: T8 e e i s riel dR SRR
first @hdn{w) mat ipethbat _ibﬂcbgﬁétﬁl%fahSta%&?ﬁbaﬁb?ﬁt%@ﬂé@na tAGXt
address for update, the first certificate that indicates the validity
“of theiBelydes; asvidbistepsndhenpropedurador experfating it avithdinditdtiona

| ocat i 0 he c nicati,on network, of a downl oad server on which
second%(%&’%%tasnﬁﬂ%o O?Ngﬁoﬁfjaﬁ%laf,ersai d second CA information including a

second CA ceyd idds@ibBedt &bBoe? tﬁ%xéxéiﬁhgﬂe eMmBsHidio@! 6f ithedptagengher e
said first CA certificate becones revoked; an authentication step of

aut henfn¥antign miskes &t passihle, éor fan mpparattsy with cesmallcamowst wf t he
_f' rst %soﬁfcéé {0 3%@3161{ azr(l) (;:enew a CA certificate in a reliable manner,

without needing to care about when the validity period of a CA
certificate expires. Therefore, the example embodiments of the
present invention are extremely useful especially in an authentication
system which includes, as a client apparatus, a home appliance and
the like.

In accordance with a second aspect of the present invention,
there is provided a validity verification method for verifying validity of
a server via a communication network, comprising: a storage step of
storing, into a recording unit, first CA information that includes a
first CA certificate and a next address for update, the first CA

- certificate that indicates the validity of the server is valid, and the
next address for update indicating a location, on the communication
network, of a download server on which second CA information is
placed, said second CA information including a second CA certificate
to be a next valid CA certificate in a case where said first CA
certificate becomes revoked; an authentication step of authenticating

the server by verifying the server certificate using the first CA
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certificate; and a CA information update step of obtaining the second CA
i nformation fromthe downl oad server indicated by the nklNoveagher 8% f or
update, wherein in the authentication step, when the first CA certificate
becones revoked, the server is thereafter authenticated using the second
CA certificate included in the second CA information obtained in the CA

I nf or | é@%@t t l; ] lef f esent

[ nven{r?éoénrf%mt er’eﬁ?g %?&/ilggﬁ%ﬂ%gﬁgjn% %$Sgeé?%€?1@§?ﬁ%n&aep%§§% ﬁs t hat
veri fi eSAvahifeiirpatoin afreenvehec eiuveni®id t sepwird iadivated abiyonheapeaitat us

Stops 1 AARURRRIT RABEA TR STV EL CAE B ORBLIGS T, B JRRGESH h o
fourth @Rp@&tii?éafé‘ﬁe%ﬁffé‘}eiﬂkéat A s I.I\%?rig ﬂ}fer%ré?{’érdﬁﬁtﬁg ticated
tus 7o ?I Ity O Ha]t I'S

aut hentication appara r ensuring va a server
connectieslintey $hied sendmedt i CAt i oartdfipatat iaclided imomikei csddand natmor k,

conprising:. a.server, certificate jssue unit operable to issue a server
certif ilﬁgmg?n@ﬁ%t@ﬂ’égétlﬁ’e%ﬁ%il gRatipn Lg?é'i@/'@r stethd a CA information
~issue unit qperalis ' fi 1 ' i t}&%t Ll a first CA
certificate and a n_g%t?ldéc; rggs%gﬂrhlgé‘pggpfg,%% t?ilér t églﬂc{erﬂtiggﬁgg){lé

i ndi cattheget hat puaiidesery grrogram f faratee ¢ammahidationd dpearexts dtdtess for
updat e | ndicati rg’g]éﬁ | ocation, on the com{uai catiogﬁetmrk, of a.downl oad
server YSAIMET c F2EHBRd A 2 i APEY TRt CORNSCTEHack, Said d cosrBRantgation

I nf or mgdrh9arAied UG i erddikd e t ko €

. certific% e in a case \%h%?gﬂgglil%&ﬁ?ﬁ gé&&&%&rttpgi g)gto r eco(r:r%g&?rg%géed. I'n
accor daegepuiteh to faxfecutasphet stéps hagiudeentini tivenvalidityt veriicdtsomr ovi ded
an aut hen%i cation met hod for ensuring validity of a server via a
communi't& hg "“network, conprising: a server certificate issue step of

| ssuing a sgnvelchPihhlceC#ith ! Bafo R Espddie of AHd i dpeintt BSvesfibyer; and
a CAinformation issue step of issuing first CA 1nformation that i Acl udes
a firstthesederpravidedeanrauthesticasibh egpdratusufidacesutfreg vialstinCal

reifi i_ndj I.ng that said server certificate is 9a 14 Novenber 2006
certitip aée%verd{ﬁéa% 1sgcctm%ec%ed to said authentication apparatus Ve &

communication network, comprising: a server certificate issue unit
-operable to issue a server certificate that ensures the validity of the
server; and a CA information issue unit operable to issue first CA
information that includes a first CA certificate and a next address for
update, the first CA certificate indicating that said server certificate is
valid, and the next address for update indicating a location, on the
communication network, of a download server on which second CA
information_ is placed, said second CA information including a second
CA certificate to be a next valid CA certificate in a case where said
first CA certificate becomes revoked. |

In accordance with a fifth aspect of the present invention, there
is provided an authentication method for ensuring validity of a server -
via a communication network, comprising: a server certificate issue
step of issuing a server certificate that ensures the validity of the
server; and a CA information issue step of issuing first CA
information that includes a first CA certificate and a next address for

| update, the first CA certificate indicating that said server certificate is
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valid, and the next address for update indicating a |ocation, on the
communi cati on network, of a downl oad server on whi ch sekoNevagher 28ff6or mat i on
is placed, said second CA information including a second CA certificate to
be a next valid CA certificate in a case where said first CA certificate
becones revoked. In accordance wth a sixth aspect of the present

I nventi ; i Vi h rs t I tus
that | ormich, 8L ce pbsiadateds TPHBHNLY inflicainine, |Gl TarPihe

appar atesNnHracatiommetwidrén ofawdoknloael pevrgennomn avkicly secorat@Aer to
execut e _the steps.includ I n,the au tication, nethod. I n accordance

wi th o IOERAHGR Jdrlage r%uslr%%%qﬁé mém%?mat%én@?u@% sviesendn
operati toO0Bar at 4 [ i t LORG 84 Nt h
aut hent?%a?is%ﬁnﬁg%%grtgt Eg éafr}e?mré% th Raﬁ?ﬁ%ﬁﬁ%e;?ﬁo%n&appar aliliéiiée%ggg an (N+
1)t h ddwrdtd2d eertificatshbekomes revokedt ed over a conmuni cati on network,

wherein the Nth authentication a atus incluydes: an Nth server,
certificate s sad"ecorﬁiﬁric%p‘@i%’olae @%%s agpesh thﬁ'éf‘erl\)/@seégr {RYEREOEt hat
ensur esheel @ tyrofedn ' ' Vely; caR+ éﬂ%\ﬂ L,gn | ssue
unit operable ?%O_i s_gue aﬁnﬁﬁi gaihlrl\?g)rrsrm%thi g‘%\utt at 1?%%1]%6@” ot

certif izearesdvalidity1pfh aaddereer f oonmedhed, tohesikch attherttiddtiene

i ndi cat the Nth certificate i lid, and the (N+1)th
ddr oo e il 08 RiredbmGriSRhbn e on heN PP R B kR BRIPE sBr ver on
the corggiipeakt Otonedylilite t Hige (Ntdpsh iALLIGEYT GAl | @ = aPRAEA I tigG! udes:

an (N+1)th server certificate issue unit operable to issue an (N+1)th
server 6thodi cate that ensures the validity of the application server;

ond o (N BBV, LR bR P e AR T A o coc
Lo ke AL nciveastn peshod o gty ok Gy v
| ocat i G¥stem t pempasingi att iNEh natlbenticatiom axpratusowanod+sldtlver on
whi ch d&&&%@gﬁgﬁogﬁp%%g§us, and an (N+1)th download server which are
connected over a communication network, wherein the Nth
authentication apparatus includes: an Nth server certificate issue
unit operable to issue an Nth server certificate that ensures validity
of an application server; and an Nth CA information issue unit
operable to issue Nth CA information that includes an Nth CA
certificate and an (N+1)th address for update, the Nth CA certificate
indicating that the Nth server certificate is valid, and the (N+1)th
address for update indicating a location of the (N+1)th download
'server on the communication network, the (N+1)th authentication
apparatus includes: an (N+1)th server certificate issue unit operable
to issue an (N+1)th server certificate that ensures the validity of the
application server; and an (N+1)th CA information issue unit operable
to issue (N+1)th CA information that includes an (N+1)th CA
certificate and an (N+2)th address for update, the (N+1)th CA
certificate indicating that the (N+1)th server certificate is valid, and
| the (N+2)th address for update indicating a location, on the

communication network, of an (N+2)th download server on which
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(N+2)th CAinformation is placed, said (N+2)th CA information including an
(N+2)th CA certificate to be a next valid CA certificatk Novenzber 366 wher e
said (N+ 1)th CA certificate becomes revoked, the (N+ 1)th downl oad server
includes: a CA information storage unit operable to hold the (N+1)th CA

i nformation that includes the (N#1)th CA certificate to be a next valid CA
certi fi(@RiZthn GACAsFoMtRon Aid MillceS S8Id | INF81h PEROEsrolfyais: and
an output unit operable to output, to a conmmunication apparatus, e (Nt
1)t h CAnchadingtan{N+&)th QA centificait tofte memexn validr Ede cantificatédn

Tt ndt SRR et s RRCA AR s Betaried srvbkedoane R IR owi ng
steps alewhipadt srear ib10aEera @Ati&ﬁﬁﬁmdﬁﬁgs%rhgeluﬁit BPeRLYE to

integer: an Nth operation step of operating t aut hentication
appar atheld atlte afNt b t €A pinferiationepluft dpeladeng thiee (N\+thh CA

‘aut hent | catd t d the LN+ )th.downl.oad bef i dit
per i o0 S5t e PO OF L Rt valRE G eheanRlE e 8% ot dad Mebot the

techni @A keekificetsd eeohliés r@Rilkédatina; a%ﬁ&ﬁﬁ’téﬁﬁt Lghtt a“EﬁteegB .
application No. 2003-098596 filed on April 11,2003, is 1ncorporated herein
by ref@Hantl. tBE sommgnigation appbpratiiagsheh@Nel pid (A hiefoohjation,

dvant f eqt § i nvent,i i 1| t.fromth

Fol | ourngrelodhi ticonCh nitbBhatifln e Bar wrtt oo SR RE RPNy ng

~ drawi ngppdettus [Heinkr sbAnectecid is@i&nywq]mnaﬁnfdﬁ IquroBl @i the the
0}

Drawings: FIG 1 is a diagramil]ustrating w key information and
certi f COAPBRURIGARPBYREEBNOTK, 8Td inathe vreradion tineghedertixe felbowimgcat i on;

-9c 14 I i | agr-am show an,.SSL .conmunj cati on
pr ot ocgﬁﬁgﬁg% r%%%% tggqﬁggﬁaﬁigﬁg%rng%g%ﬁi‘é’glgg?inignlsofl &' Rortehf cati on
- syst emintegedi a9 Ntha dperatictiaepTefit opEtdting tise aNehagHAREARRM tIEH an
exanmpl e of CA information; )
apparatus; and an (N+1)th operation step of operating the (N+1)th
authentication apparatus and the (N+1)th download server before a
validity period of the Nth CA certificate expires.

As further information about the technical background to this

s}

application, Japanese Laid-Open Patent application No.
2003-098596 filed on April 1,2003, is incorporated herein by
reference.

Brief Description of Drawings
These and other objects, advantages and features of the
invention will become apparent from the following description
thereof taken in conjunction with the accompanying drawings that
illustrate a specific embodiment of the invention. In the Drawings:
FIG. 1 is a diagram illustrating how key information and
- certificates . are prepared in SSL that is an existing secret

communication;
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5 FIG 5is a flowhart showi ng an exanpl e operation of certificate
authorities. and downl oad server according to a second lédtyeinherd006FI G 6
is a flowhart showi ng how term nation of the downl oad server is
determned; 10 FIG 7 is a diagram show ng an exanpl e operational flow of
the certificate authorities, client, downl oad servers, and application
server (at the normal case); FIG 8 is a diagram show ng an exanpl e
operational flow of the certificate authorities, client, downl oad servers,
and appl i cati diiG.13 iser Hagram idirowhse gt aofneeniddticatsrooast:s
revoked beforﬁztd;e downl oad server B starts operatig&); FIG 9is a

di agr am showi Ag%n éxakdl @odi‘raélﬁaé'ﬂalsk'PWGf at heoceiguratiane of a

aut hori tg [ ; w n | | .ver (in the case
wher e thée&ﬁqug}e]ﬁ%t??gate Aé)'gfejta?%@elgcr)rﬁ%égmﬁifﬂ%@t%ﬁ%ég%ﬁmﬁ'oad server Bis
i n operation) FlenddAEG diagram shewiag ahewxars pdeconhiCAunféimativh;a

co ni cation t in Wn'%ch a single certificate authority issues plural
servér certif iFi%\%ts'egna'ﬁd TATIOW EhAEL | DhowiBgpadt fKaENPHe GREFITING @ft the

| nvent i qiprifecd @ 'a%%iﬁé_%céhlﬂe?dvlﬂﬁl %@rw’lt§§eﬁ£@$9 p{cje%e%ﬁphévent i on

with reference to the drawings. (First Enbodi nen ing to . 3 and
4, a desynpgdigrents first given of the 30 first enbodiment of the present

i nvention. FI ' . agram . show n he confi.guration. of

comuni cat i on%étée% %(fgeb“rvg:ihr?d'ttsg_'Q‘NB‘?%}‘é’é’\éﬁ?r@rﬁéﬁl%rﬁr}.t?‘%ggwm%dm
Novenberse%Q@@_isp@@f@whn@éa@n systemis formed of a certificate authority A -
101la, a certificate authority B 101b, an application server 401, a client

41510 and a db¥al ohads serdigg rBMOoshowingcan sexa wyrliee opestakienakflow of
C T AR U OB R O Eblo 8 S SR AR NS "
server (at the normal case);

FIG. 8 is a diagram showing an example operational flow of
the certificate authorities, client, download servers, and application

15 server (in the case where a CA certificate A gets revoked before the
download server B starts operating);

FIG. 9 is a diagram showing an example operational flow of
the certificate authorities, client, downioad servers, and application
server (in the case where the CA cértificate A gets revoked while the

20 download server B is in operation); and

FIG. 10 is a diagram showing a configuration of a
communication system in which a single certificate authority issues
pIUraI server certificates and CA information.

25 Best Mode for Carrying Out the Invention
The following describes the embodiments of the present
invention with reference to the drawings.
(First Embodiment) _
Referring to FIGS. 3 and 4, a description is first given of the
30 first embodiment of the present invention.
| FIG. 3 is a diagram showing the configuration of a
communication system according to the present embodiment. This
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101la and then by the certificate authority B 101b, due to the qgﬁ%oaching
of the validity period and the |ike. The application sdrhiégvenber ichis a
conput er apparatus and the like for providing a service in a specific
application system 10 (e.g. providing the latest firmvare to a DVD pl ayer
of a specific manufacturer), possesses an AP server private key A 404a and
an AP server certificate A 402a. The AP server private key A 404a is the
private key of this application server 401. The AP server certificate A
402a, wheemmgirdcasian siyshem isdo cated@fta eevaifditeyaothotiey 2oal0icgt son 15

4 J. SS.U by, .t h If.i cat t Lty A 101l1a, incl uds AP
server pUBTHCRES RAGTCY FhL 018 ThE SoBllRetial Seoveedginge sdans Fhe, ap
server psihdate H@Wﬁo@ﬂasémeﬁnwmﬁéﬁna%ﬁﬁrﬁ é"lgl%ag\ﬁhﬁ%citéda owd@ngture

created by the certificate authority A 10 on su server ceftificate
- A 402a. QYMrAEINdCaten aeswanki shch sathedoteppet anderamdhenapiicatidvat

receipve IhGe . | 0a fir r fromthe _application. server
h01 & ¢ S Mo shBiCr SO PR, S0Reht AR by (i cshtctAe Suphority A
conpri setl0oh arbryesnabyhenti ealrtifncatd tadidfority BT ,13:[“%% t" eyr?la?lry

menory 419, a CA information update unit 417, and a 2
- The ser\@&RPERARRHIY @ft thw validityimeriodaanst theslskag unit for authenticating

th li cati : A he, AP tificate A 402

rece; ved Trom Ut PAISHbI %ssVEL, S N R iebroiter 1P SN y or

hol di ng,and rihtentikeefanlprovidirgg aClerofcs MRt %'be‘isiﬁ@lé’pbgé‘?tib% %?SF&H cate
|

30 autharity A 101a-rel ﬁted i nformation and that is use or ve ying the

AP d8rvde-gerkeYiing Ahgotatestnéirpiwgdeatory DR rylayey of a speadiy for

hol di ' ' f oAl tificat -1 Novenb 006

nut hor L (A8 TEEIFet fkoseree ol AR SR o SER Ko A Oar e B A

veri fi caeiroerpreifisabg AR 02e. aliHe @ iseirves! yakat0 kd F@M@h@ﬁ@ﬁg@ vay,
e

to verify.the AP server certjficate B indicating the validity of
appl i catﬁf'bﬁag%k\?éfroﬁéli'ﬁ Ippdigation seryert4@lcatthaihserver Berdifigate n 5

the casq wWhoL Whecirfs BEQGREL LS iﬁd?@&ﬁnatt%reegaiiﬁi€W8f E'ﬁgoarﬁ'pﬁ%gtion

15 server 401 issued by the certificate authority A 101a, includes an AP
server public key A 403a that is the public key corresponding to the
AP server private key A 404a and an AP signature A 405a that is a
signature created by the certificate authority A 101a on such AP
server certificate A 402a.

20 The client 415, which is a home appliance and the like that
receives a service (e.g. downloads firmware) from the application
server 401 after verifying the validity of such application server 401,
is comprised of a server authentication unit 416, a memory 418, a
preparatory memory 419, a CA information update unit 417, and a

25 DL publics key 414, The server authentication unit 416 is a
processing unit for authenticating the application server 401 by -
verifying the AP server certificate A 402a received from such
application server 401. The memory 418 is a memory for holding,

- in the default state, CA information A 301a that is certificate

30 authority A 101a-related information and that is used for verifying
the AP server certificate A 402a. The preparatory memory 419 is a
memory for holding CA information B 301b that is certificate

-11-




gets revoked, for exanple. The CA infornmation update unit 417 is a
processing unit for obtaining the next valid CA informdtiNsgyepbar 2006

i nformati on B 301b) fromthe downl oad server B 406b and stores it into the
preparatory nmenory 419, when the CA information A 30la 1o stored in the
menory 418 gets revoked, for exanple. The DL public Kkey 414 is the public
key corresponding to a DL server private key B 410b of the downl oad server
B 406b. The certificate authority A 10la, which is a certificate authority
that issaethohiéyAB S Vbrrelatedf infdrenatifi?ausadi ¢at cagry hen bativathdi ty of

the appl.ication.server 401 and e CAinformation A 301a used to verify the
val i 4l Ly TRl OsEsinBdin Rr aligebiozseryes ¢bdststiedugorare key
A 105a, N Y, i [ nak| THp

i vate oy R Loy AP e G G te FLIRTB AT e AR e
101a, wapRHsation peryer vidl kiksyed by theatentificpté watthokity Bf1®bb)donwnl oad

0 I, nf ' 30 Lncl ud 1 he CA I f ] A
To6a 51 ndficacrag WHeTe LA Mt hator s b A siated & he fagmgry ds °*' ©
certifi apites pavbReid, ot aRatnpleher Bhet bR ﬁﬁoﬁ%aerorpﬁmégﬁcah% 414P3a and

the DL server cer_ti(icate B 408b), (2) a URL B 302Db I's the URL of
“the dowd PH@CESSIBE Ui fageabimiaagt the oaekif validt CAnifodoatiomi(€A i s t he

1y [ | hj Inf ' Ola, , wll b
ctored. e Tatel TR B8 obEtnb RS e SREPe & ghaturle Fhates Ton tnis
CA i nf dntatthenpheB@liatbyy unensdry el PL vitiéM e K9y idformatR A Bigigat e
aut horit Qlb, which is a certificate 30 authority that issues the CA

B
i nf épnatS?éeﬁe I90NE Memonhd 1§gets sevakeds fonfexammplen afhe Dl peibdic

2"Ch pr ke A s (BIHRE LR EBSrag5RbllhE o a0k S SN RS 35 ana
the CA i4tfQiy roft tloe dbWOlbadTdervehk Br4io@ts key B 105b is the private key of

this certific i]e aut hor,it¥ B 101b. . The CA information B 301b includes (1)
e

the CA certifil®& eCEtiticpte; mutharihy fnelOdm, diwhidt is ser certificate i cate

Losirr BlehBRIGALhat Eah BT RUNIPLLHeP kPR & 4b38 MaiR8HASE the
15  validity of the application server 401 and the CA information A 301a
used te verify the validity of_suéh AP server certificate A 402a,
possesses a CA private key A 105a, a DL private key 4'13, and the CA
information A 301a. The CA private key A 105a is the private key of

this certificate authority A 101a, whereas the DL private key 413 is

20 the private key of the download server B 406b. The CA information
A 301a includes (1) the CA certificate A 106a indicating the validity

of a server certificate issued by the certificate authority A 101a
(here, the AP server certificate A 402a and the DL server certificate

B 408b), (2) a URL B 302b which is the URL of the download server

25 B 406b where the CA information B 301b, which is the next valid CA
" information after this CA information A 301a, will be stored, and (3)
~a CA signature A 303a which is a signature created on this CA

information A 301a by use of the DL private key 413.

The certificate authority B 101b, which is a certificate

30 authority that issues the CA information B 301b to be the next valid
CA information after the CA information A 301 a issued by the
certificate authority A 101a, possesses a CA private key B 105b, the
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2) a URL C 302c which is the URL of the downl oad server C where CA
|(n120rmat|on C, which is the next valid CA information afMevenhes2008 .
information B 301b, will be stored, and (3) a CA signature B 303b which is
a signature created on this CAinforrration B 301b by use of to the DL
private key 413. The downl oad server B 406b, which is a server apparatus
from which the client 415 downl oads the next valid CA information,
possesses the CA information B 301b, the DL server certificate B 408b and
the DL s@rlw@rl\r@tevlae\ecnaesl 8ndildie Chénfermatiomdt 30nbB 1$h30%A pisvhbe next

he CA f t B
\?iglllbdl SCAE fgrmtrz E@reblrw{%ﬁc@(eyafﬂ’?hﬂ?%{%ﬁeﬁég%aaqhégﬂtysé&pbaigzr: \C/)gt e
key B 41Dhei €A mfcﬂfrh}é@kﬂl E!<e30915 Mwéde@.‘rﬂgifacﬂes%f Y Veriff o *}b‘?%/é%'[rh

server certificate B 408b, iIs a se certl |cate |ssu
certifi cﬁt@caﬁtmthewa@d&ymﬂa senwarcmmﬁtbbe Vs uddtlyy dzhetdfertﬁiﬂmt@ad

subl B kadHTEE At (ARLET FuE AR et VRb Tt etsoRcs g brasnd RE ek ver
private G@yaRJR&J@BOZi'_ﬂWfﬁCE?LIS%'f@@WGf Bhé Wb 88 dervliee

d
certificate authority B 10lb on this DL server certificate Bﬂiﬁg% €5 FI G
4 is a dNMAgFrAIAEABW-ngvhiGhis the aiedddvalidaCat mforunation after €Ais CA

301 N ted in 3. The CA
: 21]: 8: gtlhwr@kﬁt@l nc L%%;Eﬁ‘ W@& t‘#&?‘?&a &i(gg’ us(tc\ig\gﬁ‘cgr?@t”cr@ab 803h ver
certifi oghéch $s wesighatureiceestdd oetifisl €AGHForikRivhi B[;.thfg (yy ﬁfs'é%f on
i ndi cati.n e length of such CA certificate 30 106;

et on, S el et B0 (bt e ot on 315 T et e
:2];18[ EBE):‘ Otnhquﬁhb(w? andgé% wéoﬁﬁnﬁ%emga%geg@aggmg %’f%mr or the
above fcmlmqm edes offientf o1 Batdown(deds. the ﬁbgcmanlzggﬁ:{ Ch 33@@% |c ey
bt e EUIR86555 ShguBomormatiomubl 301 beyihe B beseser Gertifimitey Bng ¢ he
val i di tuedb B¢t DLSsERVL Pridhte 13 B0, NeTRE Bl AN SR Y
15 301b is the next valid CA information after the CA information A
301la (the CA information B 301b is sent from the certificate
‘ authority B 101b). The DL server private key B 410b is the private
key of this download server B 406b. The DL server certificate B
-408b, which is a server certificate issued by the certificate authority
20 B 101b, indicates the validity of the download server B 406b. Such
DL server certificate B 408b inciudes a DL server public key B 409b
which is the public key corresponding to the DL server private key B
410b, and a DL signature B 412b which is created by the certificate
-authority B 101b on this DL server certificate B 408b.
25 FIG. 4 is a diagram showing a more detailed data structure of
the CA information A 301a and CA information B 301b illustrated in -
FIG. 3. The CA information 301 includes: a CA certificate 106
“indicating that a server certificate is valid; a CA certificate length
116 which is information indicating the length of such CA certificate
30 106; a URL 302 of a download server on which the next valid CA
information after the CA information 301 will be stored; URL length
information 312 indicating the length of the URL 302; and a CA
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The use of the CA information 301 with the above structure nmnakes it
possible for the client- 415 to verify the validity of dfovembpt 2G04t i on
server 401. In other words, by using the CA certificate 106 included in
the obtained CA information 301 after verifying the 10 validity of the CA
information 301 itself though the verification of the CA signature 303 on
such CA information 301 by use of the DL public key 414, the client 415
can verify the validity of the server certificate received fromthe

appl i cat signaterneer3@8 1fomrthebyaboaké nipumampiacess dft mfdken 4Rbn3QRerac! yded in

h CA infornmmtion 301, the 15 client 415 btain CA information which
Wil bo VMR P eAREUcky S fhabr bifts KEY ThhS ol NoEnEhabahe Kk o

server atkRefitheat haid ( j er i fiyi l.di ty of
The appl oart o cer ooy THor ot SN PUMAR AR AP ERETFA P URAE Y ot
the appl (€At Pob!iserkay) 401 bgernsest doraneafysagvehe paliditye ofey AedPda and

AR ;s R 403a t hat.. k Lk i f SSL
o BB (S LN By M iR olRNORHY 2ends. (o the certificate
authority A 10lse tde ﬁtﬁer@ﬁ:rimbm&ig@esoﬁ %@i%fl & AN AR &?@?ﬁ?@% {e

information, so as to request for t I ssue of a server cer
The certakes dt Ressibley for thea ientsdorzsta wenifpdie validityt oficthas t he -

CA pri . ic k Up ipt_of th t
't om t neopEH O SRPYBP AT TR SR BT Dy B RS A cettifioia o, 1 he
certifi k0@ inulbdedtin thadintdinedee SmATABLRRT JU1 BeEd K/b‘fﬁg‘?ﬁ@yﬁ%?a t hat

I ncl udes 6}@' gn re which it has created w the CA privat 105b,
and 18end@GIEN e&v%'CA griannatigne3 A lidself thoughdhe verificaticeofahat0l.

whicn i o SRARataPE 30 Bl SEEARER 8o A iER 0L P bB e, B Ly ptbife A 1%
certifidagye 4a4thohit ;clkﬁ@lmgermrrateér@? it'hfé)rmmafty AR t£§r‘véunc' udes
(0] (0]

such CA cehtificate A 106a. A URL B 302b to be added such CA
i nf or maGESHTICai® kEersivied fumm thetarplcaticsnsesverat0 B aaeébby making

an access to the URL 302 included in such CA information 301, the
15 client 415 can obtain CA information which will be valid after the CA
- -information 301. '
The following describes a server authentication operation
(processing for verifying the validity of the application server 401)
to be carried out by the client 415.
20 First, the application server 401 generates an AP server
private key A 404a and an AP server public key A 403a that make up
a key pair for an SSL communication. Then, the application server
401 sends, to the certificate authority A 101a, the AP server public
key A 403a and other necessary information, so as to request for the
25 issue of a server certificate.
The certificate authority A 101a pre-stores a key pair
consisting of the CA private key A 105a and the CA public key A.
Upon receipt of the request from the application server 401 for the
issue of a server certificate, the certificate authority A 101a issues
30 an AP server certificate A 402a that includes a signature which it has
created with the CA private key A 105b, and sends such server
certificate A 402a to the applicétion server 401. '
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The client 415 stores in its internal nenory 418 the CA information A 30la
in the default state, with nothing being stored in it sl4d¥eysmbat 2006 nmenory
419. When the client 415 is to carry out an SSL conmunication 10 with the
application server 401, the server authentication unit 416 obtains the AP
server certificate A 402a fromthe application server 401, and perforns
verification on the obtained AP server certificate A 402a using the CA
public key A contained in the CA certificate A 106a stored in the nenory
418. 15 If sudtiAResenoee, aftar geoaratinglaBAicentdicdted hOcwavhich igs

becomes possible for..the cliept 415 and e appligcatiqn server 401 to
carry ou i%l\%ﬁ cggmet@aﬂ'il‘ﬁﬁfd'&g ithe Igté&]c%'égﬁﬁ:‘ ﬁﬁﬁgaexaé??/?@'t'ﬂ%ﬁﬁ\i ques.
Next , SegeaHipy i AN igeeie ' BRI fror3redy i ent
41)5( whgn upda?iﬂfrflglqc%??rfor mat ?é)tné.st]%gﬁﬁ{fﬁter%’iegi fL\ peri %1%¢¢?ﬁ§m§
certifi cHE LA tiIficaiade 10@aexpi HRg B i302edonbe addessto suar Gthe

client b .obi,aj n erti,ficate bef the expiration
dat e?’ I ﬁﬁg?@rﬁ%ﬁ %ﬁsatﬁ)?g !%hg?%mghtgﬂvigétciowglgg,% ?ﬁ@’%?g g%é&berat or,
before the 25Tued iclidint p#LEOGtOXBEN 6%, ithl BtersRilS MBnfoEW £8T théi cat e
authority B 101b possessing a key pair consisting of the CA private key B
105b adaf@ﬁ@aémmnfoﬁﬁcl&é@gtb,e dﬁéaglfcﬁat@ww@htmmhﬁtgab@ﬁﬂﬂcﬂ’ﬁ&t‘?dlﬂ'ﬂlOlb
gener at rtifd e 106b that includes the CA public key B.

At thi sqg%?){{é%\()gfrgﬁpﬁg,ﬁqﬁyjmé\%r???he certificate authority B 30 101b does

not issue any VWResetherciienti 4ilGaiesot eatPe wPldis8SpNcosAhY@icdfibn Even
I f the ce&hi ficate authority B 101b did issue an AP server certificate,

t he 18ppIW ft”_b% @%Q'@%@t'@@15@[v¢rrﬂﬁ1u§59t§@fjw autberticatienpeni2ddeé

Server SERL e AbeLver i PMAIE eibr BALE MBI RN

415. Thet@®ky anti patforamshoerificaBidi9 bn gheesbtHin e W FCherbel ReptifRidten B

301b fr%m4t05ea %@iﬁar{ﬂéiéﬁltgugliﬁoﬁgyi}& é](?rslta%?lg%r IaI:[I e1:Ollu'e CA certificate A
106a stored in the memory 418.

15 If such AP server certificate A 402a is verified as valid, it
becomes possible for the client 415 and the application server 401 to
carry out an SSL communicatidn, as in the case of the existing
techniques.

Next, a description is given of the operation performed by the

20 client 415 when updating CA information.

When the validity period of the CA certificate A 106a is close
to expiring, it becomes necessary for the client 415 to be able to
obtain a new CA certificate before the expiration date. In order to

-enable the client 415 to do so, the system operator, before the

25 validity period expires, first sets up a new certificate authority B
101b possessing a key pair consisting of the CA private key B 105b
and the CA public key B, and such new certificate authority B 101b
generates a new CA certificate B 106b that includes the CA public
key B. At this point of time, however, the certificate authority B

30 101b does not issue any AP server certificates to the application

~server 401. Even if the certificate authority B 101b did issue an AP.
server certificate, the application server 401 will not use the AP
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The URL C 302c to be described in the CA information B 301b shall be the
URL of the downl oad server C from whi ch new CA i nf or matk4dNovepiber 206

downl oaded next time, and the CA signature B 303b to be described in the
CA information B 301b shall be created in an 1o equival ent manner in which
the CA signature A 303a was created. Next, the system operator sets up a
downl oad server B 406b at the |ocation (a website on the network, and the
| i ke) specified by the URL B 302b, so that the CA information B 301b can

be dowsierad®dceruficate ofiineld srom dibeecertth’ecaimvalu@h@rstﬁ[ Ber 08 bl o 06b
gener at ublic key B 409b and the

e ir.consisting of t erver .
DL serv%rer%ﬁ é}ﬁgeﬁ'&&’:% 9146, Bgna% WEJE‘ H BLCe WHP'CEE%W wikBythe 4090
and necegrsityqirgormation to the certificate authority A 10la, so as to
obtain a DL server certificate B 408b from the certificate authority A
10la, as a serhMe¢ cegntificata e. athosiiywhBl e 10lte Qenefatremt imewupd# e unit

the DR BFGLR0 S0t c6 Paf PR Che Bt Pe e TR BohaSiaShetRbrda 1 n
t he mar‘ﬁhey URB @t302¢ ttal Betd@sctibiced Valihe €A9mfo%f»}§tu%‘fﬁf3/ 3PIG Rhaiphen

t he downl oad server B 406b is not in operation, the 25 1 nformation
updat e B8 the1YRLHT the daywnlaad servereCdoam mdaichenewrcpsum@ﬁmnatmmml ch

of o e BRI SR AR hRl HBERR Shatdlrel ] S0 e 1

connect diesdrileedown! teel GAr Vefo BriiPOnOBC S EVST ¥halloBeh cricdfte@XdAPLe, as
above. 30 V\hen t he downl oad server B 406b is in operation, on the other

hantl t REUEXSiAREMaNNes impudishulne GA7signatewesAi 303at wiasgcreatedet ed t o

obtai s the DL SHr LT SErteT BRitacaRR b 4 aivpladd sRrvare BT ABBY i on on
it usingttte Rcatibhi Ga kesbAitévdn athe ﬁeltmﬁﬁfﬂ;kld%ldi EQECIZIF?%@@%F@F B@t e A

server baR: URE & 30383050 §hate the | GorinkordatipiaBe GO 4 ben
obt ai ns qiienfdad@fHh! &Y When this is done, the download server B

15 406b generates a key pair consisting of the DL server public key B
409b and the DL server private key B 410b, and sends the DL server
public key B 409b and hecessary information to the certificate
authority A 101a, so as to obtain a DL server certificate B 408b from
the certificate authority A 101a, as a server certificate.

20 Meanwhile, the CA information update unit 417 of the client
415 tries to connect to the download server specified by the URL B
302b that is described in the CA information A 301a stored in the
memory 418 at certain time intervals, e.g., once every month.
When the download server B 406b is not in operation, the CA

25 information update unit 417 fails to connect to the download server

"~ B 406b, in which case it judges that there is no need for updating the
current CA information. From then on, the CA information update
unit 417 tries to connect to the download server B 406b once every
month, for example, as above.

30 - When the download server B 406b is in operation, on the
other hand, the CA information update unit 417 succeeds in getting
connected to the download server B 406b, in which case it first
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B 301b fromthe downl oad server B 406b. The CA information wupdate unit 417
performs verification on the CA signature 13 303b i ncllddéerember H¥6obt ai ned
CA information B 301b, by using the DL public key 414, and stores such CA
signature B 303b into the 10 preparatory nmenory 419 when the validity of
the CA information B 301b has been verified. Next, a description is given
of the operation perforned by the application server 401 and the client
415 when the_validity Eeriod of the CAcertificate A 106a gets expired. 15
The appl obdpinn Seeyvdplacienmrer cedificatewBkes 0Bt randondien i perdbrinke AP

of the CReEifosT¥n Pt K Goklo EGRICASUPIEKRAR sihich foin@ndeatin eher di 1y
peri od, é)#dcebtlﬁtldaieaAnEW sERfePin Q‘ﬁ@h{éﬁ?&ﬁr Bfgomthe certificate

authority B 1%& Wen the 20 validity gerlod of the ‘CA certificate A 106a
expires, the groveridning dheeyalidityde they}Ltstmfwﬁrdc@tFtlﬁeat@B 4e8b,ficate

A 40 tifd cat B tif {
02, 800 ORMARoIRIAR SERAEL AL UL SRR B1BRi e AGrTbh diSE0E: bec
above, wBedOlie frah dthy dewvi okl sf,é‘reze@AB 068! ti Theale ﬁn¥g%ﬁ8hr es,

t he server Et hentlé tion unit 416 of the <client 415 receives a new A
server cHPARtRCAPH A1 nnﬁrcf@rnts) vesHigakiptaos EhehChhsigpptioats c803brver

401. Howgye Ver i cgrtificate B failsg if _the CA
public key A ﬁdeldngjl6 U%He%%b cer??'fs'%@ﬁén B 3 e}bsrt Vel S mgtfﬁ“ee fkory
418 i s 3pubbedkeyn 4ldh aadestbh@s smaﬁrcwtggmtatgﬁ@ CB‘] yggb ‘HE? pghdor s
verlflcatlono the AP server, certificate by use of ey B

i ncl WdedPiTPRIAFOEX MRt fdi? when the: tsabdl Y qfhéi@r@banﬁomn;atlanB 14

Novenber3@9B6hafamey vds en the validity of the AP server certificate B
has been verified, the crﬁeﬁt 415 continues to carry out the SSL

communi cat i on Nr@xth a loke smpp ticat ipgivee V)éfth@épe\%@ibﬁ D FoPmERN By tHE
cat ion unit. 416 CA. information B SOYb stored

el L@E@ CatiBR, SRRk §104119nc{mhe client 415 when the validity period of
the CA certificate A 106a gets expired.
15 The application server 401 generates a new key pair
consisting of the AP server public key anid the AP server private key
- before the validity period of the CA certificate A 1063 expires or
upon termination of such validity period, and obtains a new AP
server certificate B from the certificate authority B 101b. When the
20 validity period of the CA certificate A 1063 expires, the application
server 401 destroys the old AP server certificate A 402a, and sends
the AP server certificate B as a server certificate, when needing to
carry out an SSL communication from then on.
As described above, when the validity period of the CA
25  certificate A 106a expires, the server authentication unit 416 of the
~ client 415 receives a new AP server certificate B in order to -
communicate with the application server 401. However,
~ verification on the AP server certificate B fails if the CA public key A
included in the CA certificate A 106a stored in the memory 418 is
30 wused. In such case, the server authentication unit 416 performs
verification on the AP server certificate B by use of the CA public key
B included in the CA information B 301b stored in the preparatory
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into the nenory 418, and enpties the preparatory mermory 419 after that.
Fromthen on, the server authentication unit, 416 uses l4tlNevemker 2408r mat i on

B 301b stored in the memory 418 to perform authentication in a _
comuni cation with the application server 401. 10 Wen nothing is stored in
the preparatory nmenory 419, on the other hand, the server authentication
unit 416 indicates the CA information update unit 417 to obtain new CA

i nformati on. Upon receipt of such indication, the CA information update
uni t 417meimding kbw Bhénfibrersaionitp 80 thef ABns¢hasideentifakteeBvigasB 406b

i h d ' . After obtaining the new CA
o et PSR R BRI L B Gapobl e s
aut hent i caitrirpiurfidativch apehi gt ia?.ibﬁ@éﬁi%‘h 4@y 8y 4¢pe Oof such CA information

B 301b. Fromthen on, the client 415 can automatically obtain a new 20 CA
certificate byWdrem inig istondetbpesarven authenticativhannitadiér nasvesbove

by*™ . (V@ i A& o
aut ot L AL eE R alnn 8 Soch BERkey (kRer Préndinted BBmertatsthen
the val i iditby ther hedndrya 48 ceirid féwajteegetife PRIgAGLNy ASSRTdREY BPOVE,

according to the present enbodinent, 25 the certificate authority A 10la
pr evi ousThreEdifiat.  Bremetienean, 4e serveruRutiugntinatidlownirdbdt 56rivees B 406b

. . ot NerRUtinentin tidoviriad! S6ruses |
ime, oS rds (rpnreetil Beodut SepPRlL b el oot 8T HATBAT ¢ e

CA certidutdaerticatidoir a conenpunidtiohhwigy thenyppReatdn serserohe
certificate aythori ty%tgri% 101b that will issue a new CA certificate, and
bridds the doMm noddingrispshoeedi i shepprapascataity rhensang 419e.0n

' | [ .odi Gally. i . . t he URL
of the 15 PYFRgTaRE; cOfcARRA RN PR BRI 8 ARESER Yk Ca
DT Cpar atory MembLy. 210, - ghen. Sucood ng 1 p ok o neamatien. o eUpen
' . en_ succe )
peper oy mEreEy 8 e Succed Bl 0 e o e
8{, Lg: ?ﬁt‘é‘?ﬁs%éﬁréhfih?ﬁrﬁa@foﬁ B30 FAAH e BBWSToatPLetle P £ 90R S OO

15 in the same manner as described above. After obtaining the new

- CA information B 301b, the server authentication unit 416 performs

authentication on the application server 401 by use of such CA

information B 301b.

From then on, the client 415 can automatically obtain a new

20 CA certificate by carrying out the operation in the similar manner as

above when the validity period of a CA certificate is close to expiring,

and can automatically perform authentication by use of a new CA

certificate when the validity period of a CA certificate gets expired.

As described above, according to the present embodiment,

- 25 the certificate authority A 101a previously sends, to the client 415,
| the URL of the download server B 406b that is a website from which -

a CA certificate will be downloaded next time, together with a new

~ CA certificate. When the va'lidity- period of the CA certificate is close

to expiring, the system operator sets up the certificate authority B

30 101b that will issue a new CA certificate, and brings the download

server B 406b into operation at the same time. Meanwhile, the

client 415 periodically tries to make an access to the URL of the
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the current CA certificate, the client 415 uses the new CA certificate
stored in the preparatory menory 419 to perform aut hentlifd¥veswenf06t he
application server 401. Wien the validity of the application server 401
has been verified, the client 415 deletes the original CA 1o certificate,
so as to use the new CA certificate to verify a server certificate from
then on. Accordingly, since it becones possible for the client 415 to
reneM/thS CA certificate sinply by holding the next valid CA certificate,
there i sUR¥MHEEE $oFvend 40&dnt danmlpadsod thawmGA Qertificata fforatendl | t he

. . h el  hant oo

server byoies SRRy "oh" cBrPFRERTIo Sp: brebararaly ditaory FLOT° °

possi bl ewhem sheceedemg iALMIIANY ahta @B EREIdWVNIb AR FEIULISS 4(5).6b.| |
ically

appl i cat |Q|n seryer after obtaining a new CA certificate b erio
‘accessi nJ5 ERe ‘Hg‘\ﬁﬂ QRYIPG unaflsy tot Meridyi §hﬁovaﬁdﬂ\ta\ed3f¥(§ﬁewemeﬁ i ent

415 t i | i | tificate b f
clock TRoFritate bR BhififcafBpteeVer 46 il comaflcdtiof Th o3 &8 uhi ch
i s. not ethe ppeceni OA aestifficatiegrthe atfennt4 05 UsRePth 6 afew CADESIIRSaROSSI bl e

for the % i eglt. 4#2 to obtain and renew a CA certificate in a reliable
manner, WA RGN HAB AP Yememasyud 1 Qnsn peréorm authengisatien o a CA
certifi cadee s hapg 1 n : i ,

i nformation upii%étizonngt@?g% %Pilés oﬁ‘%}%%@%ﬁﬁlﬁm(&(ﬁg@ﬂ%o éﬂﬁggﬁ&"

'~ speci fi eiiyer 46¢ ums hean Verifiextr tihedliontt h¢ 5CAel ey thti oFigshgred in the

memqry 418. e ever nth, byt the present invention is not limted to
SOrTgIQe rﬁ?gﬁ}ﬁ%ﬁgl gﬁ%t‘lﬁ%‘?e&!ﬁ d1§WakAq Cestificater tanvefidy ansemen s
al so appldreEitate MY BOVISEN §HCh interval may be uniformor there may be
variations in intervals to sone extent. To put it briefly, any -19 14

Novenber 2006Adcardinaly,nainte ibppécoatdse posdibke foesent dliwentd 18 tas | ong
corver JENER HAr of hGBrGrGinse iRl Tt hoinardtive PR GIGAEACA.
cert | fi amireifRoeite] cehefe NBr #Y Heed oM ene" EAEA 8TROLMHdId WiigngREk cati on
15 certificates all the time or to be equipped with a program or a circuit
for authenticating a server by use of plural CA certificates. What is
more, since it is possible for the client 415 to start communicating
with another application server after obtaining a new CA certificate
by periodically accessing the download server B 406b, there is no
20 need for such client 415 to check the validity period of the current
CA certificate by use of a clock. Thus, even if the client 415 is a
.home appliance and the like which is not equipped with a sufficient
amount of recourses, it becomes possible for the client 415 to obtain
-and renew a CA certificate in a reliable manner, without needing to
256 care about when the validity period of a CA certificate expires.
Note that, in the present embodiment, the CA information .
update unit 417 tries to connect to the download server specified by
the URL that is described in the CA information stored in the memory
418 once every month, but the present invention is not limited to
30 one month interval and therefore that a longer or shorter interval is
also applicable. Moreover, such interval may be uniform or there
may be variations in intervals to some extent. To put it briefly, any
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401 generates a new key pair consisting of the AP server public key and
the AP server private key upon expiration of the validi ANpembsa200sf a CA
certificate, but the application server 401 may generate a new key pair
consisting of the AP server public key and the AP server 1o private key
even before the validity period of a CA certificate expires, so as to
obtain a new AP server certificate. Since such new AP server certificate
i ncl udes_an AP signature created by the sane CA private key in such case
too, it Irdepyadimay he amyic blentotite tprasant ynvehtiorewsAR 5gr asran

i fi Li k ich i . A5 FE h , the CA
Cof or s Rt " G bl e ibatY SRcke itREEY (B erorvian a
i 11 ustratedrilpaihserdeawtagts Apcrating teAWHY @t \lgﬁdi‘f}ﬂ%teﬁ"id@'iéf ﬁ% wh
r en

stores downl oaded new CA information into the preparatory nenory
the val PN OEA GERtIRSAtEAEXRi@Sati on has been verified, but the CA 20

I nforgmati on u It -4 d .0 store the CA sjgnature 303 at
L SO O g8l 0Bkt 1 AeCBERSBRE AR gher Enbl SRRl b e
prepar at40y genergted @ nSwrkesr bitir tbﬁs@‘tin%%ptﬁéFAP%e‘?‘v@?\JIbﬁcsl%év ed in
t he menor 8 Z\E)the default state, but the CA signature A 303a does not
nave 1o 940 0%; AP BAEVET privats Kt ioos] expitabop ekéhe vabiditynpetiod he
server Gughent | i ni eapnt r mory 419 after
A A R e L e S R
the menorgwisy paisiceatsistinghofthbwegervet ifuSRE V@Y afdt i RiPCaEHpgy uni t
416 gay switech the rol eﬁ@ﬁ%’thﬁ merlpr_é 418 and 30 the preparatory nenory
4191 fté?”‘éﬂg‘?%eﬁge%’ﬁé‘ 1§ the yalligy perdadiokn OA canlificate aspitiss of
the memyy #1802 ylerly eI ; every. ti i nf or ion is
updat ed 20 55 19" RETENE 2 SRS, Set v BRIy Rl oo B Pl s
5-9, a degweirptedificatgiinetudés @xaisignpeunti ansteld byetiserddrhiecatne
aut hori t es?r%ggl downl oaglt serxer according to _the first enbodinent, as the
second H'¥ et SHEN RSP LeQent IS RESHIPIehfor the client 415 to verify
the new AP server certificate using the CA public key which it stores.
15 Furthermore, the CA information 301 shown in FIG. 4 may
_ include other information not illustrated in the drawing.
Also, the CA information update unit 417 stores downloaded
new CA information into the preparatory memory 419 when the
validity of such new CA information has been verified, but the CA

20 information update unit 417 does not have to store the CA signature
303 at this time. This makes it possible to reduce the memory
amount of the preparatory memory 419. Similarly, the CA
information A 301a is stored in the memory 418 in the default state,
but the CA signature A 303a does not have to be stored there.

25 Furthermore, in the present embodiment, the server
authentication unit 416 empties the preparatory memory 419 after
moving the CA information B 301b stored in the preparatory memory
419 into the memory 418. Instead of this, however, the server
authentication unit 416 may switch the roles of the memory 418 and

30 the preparatory memory 419 after emptying the memory 418, and
from then on, switch the roles of the memory 418 and the.
preparatory memory 419 every time CA information is updated.
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FIG 5 is a flowhart showing an exanple operation of the certificate
authorities and downl oad ser\g/er . FIG 6 is a flowchart Nevsmba2d®6w t he
term nation of the download server is determined. 10 FIG 7 is a diagram
showi ng an exanpl e operational flow of the certificate authorities,
client, download servers, and application server at the nornal case. FIG
8 is a di agram show ng an exanpl e operational flow of the certificate

authorities d servers, and application 15 server in the
case where the%k%gptgﬁ}&%ﬁgnﬁrﬁgts revoked before the end of the validity
per i od and whemextheraretrinlgWeb ORI GBI VSR 9 S A0t eskRifRREA1L ORIV YRen

such CA certificate A gets Tevoked. FIG 9'is a diagram show rig an exanple
oper at | o@%RMP&y @Peratienserafi fth@at@elziuftlhatetBathocitlmtandmﬂﬂwatbaxﬂver s,

and appl n he wher t,he certifjcate A
revokgg %ge']a%‘#'g N éﬁ@ﬁé ¥¢1e ’fﬂa &aﬁ? p&f! Bdémf er 85t he'Hex® Ioad
servey lemt&bmsﬂéhtlcmf Dh@r@ﬁeﬁnweﬁgmh CA certificate A gets revoked. In
the present enbodi nent, the validi t%; per i od of the CA certificate A 106a

e

shal | be 20 yddia, 2ahg @ rh@w%w*ttuzs stiegarhexamplesopetativrand thaew

d I ing five years before the validity
pg\r,\?ogad?éﬁ]ﬁg%ﬁg g(%rl?@g 'Zga{l)égﬁggr?{& éggvef:urt her nore, * a downl oad
server shall $i6p. @pdsabi flpvathahe sHowenyhabw f‘tﬁ‘ué’%'e‘rﬁhméﬁi’@h' Bf e the
previ ous ertificate e% res. For exanple, the downl oad server B 406b

Wil | cﬂP‘H;‘S@?éfjl $8\Ro ks t@fﬂ?‘r"@d on of the validity period speC| fied in

t,.f thority
thec}‘fﬁ Ctart s ad o7 dofiagiafi shANT b Byaeld fatdiatiobs iR o0 °F &
5 and 6,theheertifitatd Mmme:lesZQﬂﬁenEXamrﬂogl@E$@FWQf§ Qﬁdtéﬂﬁph%ﬂt‘b'nf i cate

authorities and gﬂwnl oad server are described. These drawings illustrate
the stepENv&rik eoupfmﬁ t#@5@yst em operator that manages the certificate

authori L es ' 296 gl §iAFIa¥R" sn3wif b eRaTHBIS ogEiibRE! R3O

starts (Step 5
the certlﬁcate authorltles, client, download servers, and application

15 serverin the case where the CA certificate A gets revoked before the
end of the validity period and where the next download server is not
- in operation yet when such CA certificate A gets revoked.
FIG. 9 is a diagram showing an example operational flow of
the certificate authorities, client, download servers, and application
20 serverin the case where the CA certificate A gets revoked before the
end of the validity period and where the next download server is
already in operation when such CA certificate A gets revoked.
In the present embodiment, the validity period of the CA |
“certificate A 106a shall be 20 years, and a new certificate authority
26 B 101b and a new download server B 406b shall start operating five
years before the validity period of the CA certificate A 106a expires.
Furthermore, a download server shall stop operating at the
time when the validity period of the previous CA certificate expires.
For example, the download server B 406b will stop operating upon
30 expiration of the validity period specified in the CA certificate A 10643,
i.e., 20 years after the certificate authority A 101a starts operating.
First, re_ferring to the flowcharts shown in FIGS. 5 and 6, the
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system operator first brings the certificate authority A 10la into.
operation (Step 502). The system operator checks if thd4dovembes2G0ate A
106a gets revoked before its validity period ends (Step 503), and goes on
to 1o Step 504 if the CA certificate A 106a is not revoked. Wen the CA
certificate A 106a is not revoked (No in Step 503), the system operator
checks if it is five years before the validity period of the CA
certificate AégGa expjres (Step 504), and returns to Step 503 if it is
not yet $X9EWN r%pﬁégﬁpé‘st R die réitidcatei authorBieer and, dewnéaadit
goes on 05 dch-ritadsS H r.e th end of , the validity
peri od. %re\'?f?riésaﬁs\%l%/%g?sTbﬁg%%(gd?‘]{ eﬁﬁiﬁ 'ﬁ]usg:ﬁ%t%gﬂﬁdﬂ:?pﬁe‘??'gde Yes
in Step @0apy the sysiicem operatar that mgandires ehki ddeaiea BabiAhdritiBs 101b
into provi{gi nal 'ogeration (Step 505), and also brings the 20 downl oad
server B RAOERCTINBag,8REYEbNn (Step 506). Note that, at this point of tine,

the gertificatgs qychoki 0 I Lr isLing ofy the CA

public key B and the CAE%P?\\(/%& m‘%@ %%18)#%\%& chsqa??ﬁz(lsﬁtg ngrog][)sfd, But a

server cfsleMmcaperatobdissnbrings tive centipficaté | utlseriver A400 10 ihbes. :

client l.S:SLI th server 25 certificate A 402a. Subsequently, the

system gﬁ?%&déhc@‘&%%ﬁ)he'm certificate A 106a.gets revoked before

the end of thahalsh@itbn ' ¥, 0 509..Lf the
Sk RS QA SLRECRATE thehth 98FRIRBIEAT GBa00RH

CA certificate A 106a is revoked, whereas It goes on to the CA
certifi devoked dmfore itst validitepekeod athes (St CA0I)t ahidcgbesAohOfR i s

Do b e S i 5 En SEchPE AR T R R PF cavekethoa | s oxpt cbd or
not (Step 508Whandthet PNeelifdite Aég;ocﬁ itshﬁo‘fatlé\gélgdpﬁ%oﬁ's:ﬁ t

expired, whereas it goes on to Step 5 the vali perio S expired.
when t h&0d)ithe gyptembepesasepichetksviédt i fisteepeap8befohe the susiden

oper at oh, L5 SRERE EASORFHRLES Yoélh eexcpeirrtt-éisf &Sci?etpe Saouzi)h,o%tdyretu rns
to Step 503 if it is not yet five years before the end of the validity
15 period, whereas it goes on to Step 505 if it is five years before the
end of the validity period.-
When it is five years before the end of the validity period (Yes
in Step 504), the system operator brings the certificate authority B
101b into provisional operation (Step 505), and also brings the
20 download server B 406b into operation (Step 506). Note that, at
this point of time, the certificate authority B 101b holds a key pair
consisting of the CA public key B and the CA private key B 105b
which it has generated, but a server certificate to be sent from the
‘application server 401 to the client 415 is still the AP server
25 certificate A 402a.
Subsequently, the system operator checks if the CA certificate
A 106a gets revoked before the end of the validity period (Step 507),
and goes on to Step 509 if the CA certificate A 106a is revoked,
whereas it goes on to Step 508 if the CA certificate A 106a is not
30 revoked.
When the CA certificate A 106a is not revoked (No in Step.
507), the system operator checks if the validity period of the CA
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A 10l1a, and brings the certificate authority B 101b into full operation
(Step 510). Note that at this point of tine, a server keNeyembea2@6sent
fromthe application server 401 to the client 415 is an AP server
certificate B on which a signature is created with the CA 10 private key B
105b. Meanwhile, if the CA certificate A 106a gets revoked before the end
of its validity period (Yes in Step 503), the systemoperator term nates

t he operatiop of the certificate authori té A 10la (StI%) 509), after
bri ngi ngCEHdTIgaRRID AL o iR XBIrgsERrineb (55epa2 08D, arel (stemsio)Stawt e

t hat aft ' f bl ' f LEi t hord B 101b
(Step 51007 Iritie ValdIey pLliobPR! Aok Wadire ISy BETRES b Ses M BBccishy
per f or m h@9t Hethpr omdEbtppatiochihaxpibegn performed on the certificate

authority A a CA certificate A 20 respectively on the certificate
authority B aM'@@&E\%in‘i&t& Berigfd ispexpiredrier inhetepPos 88 ridiei ch

has en r L beat AL i ey 1T . and
down %adsgﬂ%@r@igerﬂbeiﬁcmfﬁéf%ﬁ gﬁétcﬁjeéﬁr%{etgﬁﬁv&aﬁytl% Egﬁ'?’? :ér(t:gtde"&g{ﬂq’f\ rity C
CA certifi ddllaC andndnriogsl dhe seentéficaté Soerth o535 10) 1 (% Masrovhfidie, t he

fl h i El G R t rat t.h i for d whet h t
er m nat SPEFRTB e 2LPBn 510 K ne Nl 4RAEy St BPaPPHEL dEAIDEd BcFOBYET Viven -
‘the downteatfiegte eerit AIdM ERETRIhINGEIS gﬁgﬁé} 401%0 ﬁé&?(@r&paw H ep

checks the permitted operation period o 30 downl oad server ~(

602) . | faRAdhspever cestifgadicaBiam wieichoa signabtireipicredted withyiite@a
Co a9t miFakE Ren B AR’ Do nitied 23 12 November 2006 operation per od
o gt SR, ShOTLAPCERIPIGARA $060geREeR i WeRydal o
years bdier endhef disdvatiditie pesiodi(tes peStep 5030)héheusystarnyoparathrCA
certifi Gl itilet fte WpbPSidd 8 the 2eHiR LS %rﬁtﬂforlstlifcg \i%lliadi(ts%e;%eri od.
509), after bringing the download server B 406b into operation
15 (Step 511),

Note that after starting the full 'operation of the certificate
authority B 101b (Step 510), the system operator repeatedly
execute the above steps by performing the processing which has
been performed on the certificate authority A and CA certificate A,

20 respectively on the certificate authority B and CA certificate B, and
by performing the processing which has been performed on the
certlificate authority B, CA certificate B, and download server B,
respectively on the next valid certificate authority C, CA certificate C,
and download server C (Steps 503~510). |

25 - Meanwhile, the flowchart in FIG. 6 illustrates the processing
for determining whether to terminate the operation of the currently
operating download server.

When the download server starts operating (Step 601), the
system operator checks the permitted operation period of such

30 download server (Step 602). If such permitted operation period is
not expired, the system operator returns to Step 602 to wait for such
permitted operation period to expire, whereas if the permitted
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When the permtted operation period is expired (Yes in Step 602), the

syst em opgrator termpnat es the operation of the downl odd Nasemper2Q08t ep
603). For exanple, the systemoperator ternminates the operation of the
downl oad server after the expiration of the 1o validity period of the CA
certificate which was valid until just a mnute ago. Fromthen onward, the
system operator repeats the above steps, so as to start and termnate the
operation of a certificate authority and a download server. 15 As

descri be@P&HSHON PEdRdiin@ reatvecpsrh thetsystanntopenatoirsgpessirbke f or

th i r rtificate sinply b ol di ng the
negt Cviaflggeé}kégg?t irlgﬁgégtﬂé'%ﬁo Ho#@hﬁnggﬁ@'g@ o&sa @&tpeeégaso’?g@%ked

af ter t hdoenoafd tdervenl statts Feve odelrs BERfre WhRN dite S1A oY tidiidigye gets
revoked bef or tht end of its validity 20 period, as in the case of the

first enBSHIARMAT the CorarREly valkk (A icertifirateeantoendseon theatdatesof o hol d
MRy 5 E2birdti SR G sBth VARl Berfdql © De equipped wih a program or a
[ [ 0 [ g a sefver What

circuit aut henti catin y use of plural CA certificates.

i s nore, sinceWhen theppesititeed apéretiohi E?H_o‘ti_l% ex Fragt Y%’e‘é”r‘ﬂtiln?lfé(;%'t ggby
aining a new

ith ano I appl.ication server after o :

\pl)meri ogi céﬁ‘li))f igég\&%nt%%&r wWiminatentba@pealien afidie downtpadeed

for suc j he di t i f .

certifi (E%?ﬂev%gt(t?géﬁoggggél gfg?f %é/u@!dlg(/etﬁ]e.\;\%grsﬁgﬂg Oﬁ%&%}ﬂﬁg%@gﬁé%om

appl i anc@@@per&tibhkefvﬁfh&h:ld)wnioadeweirlopedawggtlaesggpi@teoh g$ Eount C();Tq
.,t. becaone I ble for the client, to obtain and renew a

cor 0 LUty PR B ahforfrr Cerfiate Naangva® VehfleumsBuiushan | he

val i di tym;pﬁ[,'t@ob?(g_ a CAcertificate expires. -24 14 Novenber 2006 Note

that in FIG 5, The order of Steps 505 and 506 may be reverse, or these

steps may be ddiornethentonward,r el gysi@mi badrator thepeatierthel afips 509

b : th t be carried out concurrently. 5
ﬁlggt 512 c%fieﬁ{’ie%ﬁr'isog 553%%@@5 e’iﬁfs{é%@i@&ztyﬁhﬁnapena&wafog e certificate

authority and a download server.
15 As described above, according to the present embodiment, it
. is possible for the client 415 to renew the current CA certificate .
Simply by holding the next valid CA certificate not only when the CA
certificate gets revoked after the end of the validity period but also
when the CA certificate gets revoked before the end of its validity
20 period, as in the case of the first embodiment. Accordingly, there is
no need for the client 415 to hold many CA certificates all the time
or to be equipped with a program or a circuit for authenticating a
server by use of plural CA certificates. What is more, since it is-
possible for the client 415 to start communicating with another
25 application server after obtaining a new CA certificate by
~ periodically accessing the next valid download server, there is no -
need for such client 415 to check the validity period of the current
CA certificate by use of a clock. Thus, even when the client 415 is
a home appliance and the like which is not equipped with a sufficient
30 amount of recourses, it becomes possible for the client 415 to obtain
and renew a CA certificate in a reliable manner, without needing to
care about when the validity period of a CA certificate expires.
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client, downl oad servers, and application server in the case where the
certificate authorities and downl oad server are operat el Nexeg®er249§ to t he
flowcharts shown in FIGS. 5 and 6. Here, a description is given
respectively of the normal case (a CA certificate 1o gets revoked due to
the expiration of the validity period) and of the case where a CA
certificate gets revoked before the end of the wvalidity period due to sone
reason. Moreover, the operational flow for the case where a CA certificate
gets revoked bEpbedhateiedd@s 5, tihe wadiedi of Stepisod 0OGua nich SGrenagasen, is

oper at1 ot teChofee Sy HSVins et ot eendit-GRhNT cuimBarany « ne

next dowthe@atdesesiStehs OO é:ﬁd@Fo%ia(%ﬁbléqie\?ém?é)eorp?h@%e%téd%ﬁ‘f‘?n a
CA certjficate gets revoked. FIG 7 is an operational flow of 'the client,

downl oadP@erardiad owhcanguapentbati on server at the nornmal case. In the

Che menory 4190 CRbere e saThfich i5"Giveh &t ihordtationa] HioR DiotE ato.
Si nce i tclisnpodsivihi@ad seeviely, dred A SReNEONCSEFVEF GAL Ehé GRIE wiRSrd rom

t he appljcation ,?,erver 401 by use of the CA public key A when it is within
the val i d18 yCpetific@ter autheditiag « enidadewnlogeh, seneee| icdht Operateath

ify t it f Lj.cat ; t CA
ot or mat O RB, 16, Shel Mo RRRAGES! LBYAE LIPS Y AR pdientn @iy
tries taemtripbineis given re3pddievdionof ehed servern 068 cpagftifecatty the

URL 302{_3;56but ﬁuah connection jnevitably fails, since it is after five
year'd bdoSer¢hekedadusta faeaxpidption&fithe yelidity oerded)ignd &ifdhe 106a

(nat hesnihate p20l SARIGEE GOKC RN A0 Bl8TdR 0B 1O,

the point of tine t he remal ni y perro ficate
A 106a bediity periedydaesto sheneysiamompe Mo arovst helpperativ sl fibli cat e
?lrjl; 2?%%5&@@0%%%?%&%%?? VN %{Ei%g:,a%Ae ge%g rrtel\;ollggé ebgfolr%ett:)hgngngA of
the validity period due to some reason, is further described for two
15 cases: the next download server is aiready in operation at the point
.of time when a CA certificate gets revoked; and the.nex.t download
server is not in operation yet at the point of time when a CA
certificate gets revoked.
FIG. 7 is an operational flow of the client, download servers,
20 and application server at the normal case.

In the client 415 in the defauit state, the CA information A
301a is stored in the memory 418, whereas nothing is stored in the
preparatory memory 419.

Since it is possible to verify the AP server certificate A sent

25 from the application server 401 by use of the CA public key A when
it is within the validity period of the CA certificate A 106a, the client
415 can verify the validity of the application server 401 by use of the

CA information A 301a which it holds.
, Moreover, the client 415 periodically tries to get connected to
30 the download server B 406b specified by the URL B 302b, but such
connection inevitably fai'ls, since it is after five years before the end
~ of the validity period of the CA certificate A 106a that the download
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the system operator brings into operation the downl oad server B 406b from
which the CA information B 301b i s downl oadabl e. Wen tHNGEmbeoE6ser ver B
406b i s brought into operation, it beconmes possible for the client 415 to
get connected to such 10 downl oads server B 406b, and therefore to obtain
the CA information B 301b. After verifying the validity of the CA

i nformation B 301b, the client 415 stores such CAinformation B 301b into
the preparatory menory 419. In order to connect to the downl oad server B
406b per?8ieaiy ¢06 stakes anesintings i s connected to the downl oad server B

406b t ' I Af ' 0 n_af t it obtai he CA
i nfor rsrgt ?zn g%@?ﬁél Igg olﬁg tﬁé@W% EQ%&%%“}%ﬁ?%ﬁd’aﬁfd#Kef?%réslfi'gﬁ?gﬁ'egeri od
of the OBAceettificabeeAA 06Gebetonidy siveayearshanebtosnesh SPerbfhPi@REi on B

301b may not have to LpF st ored '%nto the preparatory 20 nenory 419 if the CA
i nf or mat ¥Bn@s &M dCE RUTICE@tEr spidnardny Ay and gaaesates obtReweCAA

I nf orgrat ¢&fi h a ; . gbtaai CA 4 mation,B 301b may
be alﬂﬁyg@&t;ﬁ?g%%\%gek)hgn&@ H?f)orllr'rﬂ? Flgﬁps o?f}ngl n I*l{:gﬁ%rmreal:w&' menory
419 if stivh systairnedpeCAtonfloingsi vt oddintisnvehe ddodmIbaanvbiv ey mhen
the val i g} eriod, of the certificate A_106a expires, the application
server 4%qé§t'§-ﬂr§ WE'i'EB,tr}a%@éeF%Patm tB 3Qbbds dawnipadabler ,
certificate Bwhi ; rdfd ; | f.icate B
106D, A ter thrneriHe dOWRToUBTSCVER DUOBE g Uratidl IS 6GERPR
certifi d@eomesepossitilnedoby thie ctieingny ¥35t60g3® somredtedSSo such

co ni cati.on w.ith the appljcatiqn server 401, _ but the client 415 cannot
verity s{é\hﬂ,&?’g\gér e rtidfi bteg)rB apdystherefiate tor ofgicathe t GAcate A
106a. - 3AfdAmbleusiibe 2QPfp, | n OR&SH | gnbai t |- A415
perforns verification on the Alﬁggfvg@éﬁﬁpﬁ]i gl'é e\}é,Lc?it‘ﬁgrbterhglg bff
certifi dafermatimshBi 30lijethenclibat GA Enkbo nes i sunclB GALlnfeirengtiom B he

Certi 11 ot SREBieh< hrararetery dnnmer b B! "conmuni cation, o o
In order to connect to the download server B 406b periodically,
15  the client 415 is connected to the download server B 406b so as to
obtain CA information B 301b even after it .obtained the CA
~information B 301b, as long as it is before the ehd of-'the validity
period of the CA certificate A 106a. In this case, the obtained CA
information B 301b may not have to be stored into the preparatory
20 memory 419 if the CA information stored in the preparatory memory
419 and such obtained CA information B 301b are the same, or the
obtained CA information B 301b may be always written over the CA
information stored in the preparatory memory 419 if such obtained
CA information B 301b is valid. .
25 Meanwhile, when the validity period of the CA certificate A
- 106a expires, the application server 401 starts using, as a server
certificate, the AP server certificate B which is to be verified by use
of a new CA certificate B 106b. After this, the AP server certificate
B serves as a server certificate to be obtained by the client 415 to
30 start an SSL communication with the application server 401, but the
client 415 cannot verify such AP server certificate B by use of the
current CA certificate A 106a. |
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and at the sane tine, noves the CA information B 301b stored in the
preparatory menory 419 into the menory 418, so as to delditeventhge2006
information stored in the preparatory nmenory 419. Fromthen on," the client
415 perforns server authentication io0 by use of the CA certificate B 106b,
and starts trying to connect to the downl oad server C specified by the URL
C 302c that is included in the CAinformation B 301b. In this case, the
operation of the downl oad server B 406b is term nated upon expiration of

the CA certifidht deAPOIsE 19 BYhisonfailureg the scliehar #pbr apeoforassabove,

the clie a5 ¢ eRty : |li,cation. seryer 401 and. renew a CA
certifi cgtéléi?p%%\/téﬁﬁ\r;ﬁ]@#h% Jcgttla:‘lr %?k?gé&%@ﬁf‘fﬂ;ﬁ% Eyuﬁwg Jg'leag CHi Gﬁ'%‘ﬁﬁ one
and a CAlG6bt i fidaded sir etheedCAMERToRiMSLiohn BheGREe Wored | fn basenes

I npossible to assure 20 the security of the CA private key A 105a such as
when t hep@PaB%Qfé(t NREYORY 1988 . hab e varsripgt dbe ivalldityecbsdw AR o

I mredi at i t4;f 1 ing a new ..

cortir ooty avRrIrtate B e o Sranna b Salhetrhalfliatien,

i ssue a aRd WAtbersafmedimed Adbes AhsoCA hefarRLta iB B GEhValorédili?5 i s
required,to ask th%\ new certifi ée_ authority B 101b to issue a new AP
server celt PIEOAEIRTY JBeOory %2 intor gre Japmer vt Bntsiocasi sndeletes -8 i s

a di agr agp | I f i ficC authorities,
client, doﬁnh?%ﬂaﬁgggg?&erggﬁgﬁdmggg?ei'%%%tnattoggr 'f/\rgéﬁorfyt %t&egcfase where the
current CA cerfiromn ddten gt sthevdient 43% hrirdoentheedvnn! Dachesticatidr om

whi t next I nf.gr matj.on shaqul e downl oaded starts operating. Each
of e dRoae el e b FartSitass Bet Db, ot astartiying tor connasiciber
2006 of 2| k-fd _ i o) h owmn: i 0, H 7.

Si nce thtgtégepﬁwﬁ)?g{ géggtétg;;%t%]/&‘gﬁléﬁgvl @‘%3@72‘? éﬁngggc ra %H*’Qfldﬂ%ne

poi nt ofintthe Ghdnfereationd t3G1bate A 106a gets revoked, the system

RO e L et BB Pt Bty ol § 4825 14"
terminated upon expiration of the CA certificate A 106a.

15 7 By continuing the similar operation as above, the client 415
can authenticate the application server 401 and renew a CA
certificate, even when a certificate authority is replaced with a new
one and a CA certificate is renewed.

Meanwhile, in the case where it becomes impossible to assure

20 the security of the CA private key A 105a such as when the CA
private key A 105a has been decrypted, it is necessary to
immediately revoke the CA certificate A 106a and to bring a new
certificate authority B 101b into operation at the same time, so as to

- issue a new CA certificate B 106b. Also, the application server 401

25 isrequired to ask the new certificate authority B 101b to issue a new

- AP server certificate B, so as to use it for server authentication.
FIG. 8 is a diagram showing the operational flow of the

certificate authorities, client, downioad servers, and application

server in the case where the current CA certificate gets revoked

30 before the download server from which the next CA information
should be downloaded starts operating.

Each of the processes to be performed before the revocation
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certificate B 106b and CA information B 301b. At the sane tine, the system
operator brings the downl oad server B 406b into oper at§i‘hosbss2q0§ nake
the CA information B 301b downl oadable. In the case where the client 415
happens to succeed in 10 connecting to the downl oad server B 406b before
perform ng authentication on the application server 401, after the CA
certificate A 106a gets revoked, and succeeds in obtaining new CA
informatign B 301b, the client 415 is allowed to update the current CA

i nf or mat PhhgsCihncendlicade Afloha ithelsaaseasithodeshdwncin EbG. F15

perfornms auth ' | -4 i i rver 401 pefore obtaining the
CA infornati oﬁgg‘(%&%g%eiq{%ﬁgﬁesgmkgg&&f@qt(iﬁbh% Y& R ERSTAYUh @t B. In

spi te of théipointoserane wien new CA icatafiaiteon ﬁoé%lﬁei@ HWoléédJ,fﬁ?ei n the
pr epar at or menory 419 at that point of time. In such case, the client 415

y : ) . N
20 | md?ﬁg'@'? PPRELeL iguNeddnkelt biings the aewncestificatecauthaniép.B Since

t he wn i I .. operatlo t that oint tinme,
it i?poggﬁ(@l Zﬁg%ﬁfl?%gélgﬁpeﬁ?mﬁldgﬁ%yaoﬂo ai ﬁgn% C‘%r%ien#b'?'r?ﬂt oll€H b from
such dowoedificate vierlB6808hd B énfdrmation GA30E ! Nt ehe B3R tirge,

obt ai ned,, the s?rre 25 Eéocesses as those perfornmed in the nornmal case are.

r epeat edtNe NBY 818 Mat OP§EtRoVRMING S| the gdoMyneast , SeReetiofnl 420bs énter B
406b cophi t [ [ ntl ; i d to be
the end here@pn| o s kb MRASHHICK IAoMELERL B, Wi A RERESSE
when such CA der tthid czase Avhege déies alirtketl Dehappdhe endseécéde B0

vali%ifty(?eriog. FI.G Ehis di%;r m showi ng the operational flow of the
cer ti% i cEPRNEEHAG i 19 S € c O] %&wﬁ?ﬁ‘éﬁrsgr vAPED hafensl pesiarsning 28 14
Novenbera 268ntig§ti oh”tﬁé‘%gﬁl\?;cgarﬁ’i’?ﬁr&%‘?’ ﬁﬁgkqugpﬁhéiéﬁhé%ﬁmﬁ%?t S

revoked after the downl oad rom whi ch Xt
shoul d bk Idbwmigeddentvakedpagid suateedgenadbbainiRachesd Ghenfugnasiors to be

e ool Ao, thes £REREULY 19 Sliowen o Update e cirrent “ca'® 2™
information as in the case of the normal case.
15 When the client 415 performs authentication on the
- application server 401 before obtaining the CA information B 301b,
it fails to verify the AP server certificate B. In spite of this, however,
the new CA information B 301b is not stored in the preparatory
memory 419 at that point of time. In such case, the client 415
20 immediately tries to get connected to the download server B 406b.
Since the download server B 406b is already in operation at that
point of time, it is possible for the client 415 to obtain new CA
information B 301b from such download server B 406b.
After the new CA information B 301b is obtained, the same
25 processes as those performed in the normal case are repeated.
Note that, as shown in FIG. 8, however, the download server B 406b
continues to be in operation until the date which was supposed to be
the end date of the validity period of the CA certificate A 106a, even
~ when such CA certificate A 106a gets revoked before the end of the
30 validity period.
FIG. 9 is a diagram showing the operational flow of the
certificate authorities, client, download servers, and application
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Fromthe point of tinme when the CA certificate A 106a gets revoked, the
application server 401 uses the new AP server certifi c%t]go‘@m@é@@féﬁ by the
new certificate authority B 10lb for server authentication to be perforned
in a communication with the client 10 415. Mreover, since the certificate
authority B 10lb and the downl oad server B 406b are already in operation
at the point of tine when the CA certificate A 106a gets revoked, the
client can obtain the CA information B 301b. Thus, if the client 415

al ready Seores innthe chseprdpareatbey current €10 dereificAtenfetsatevakB8d301b

which it iLned, .th lient 415 .will be. able to update the current CA

i nf or nat?f)t%l?la?ht ed?)‘girﬁf’ggf SEMMET WHEGM tWF'é?lpsttf'% pextt A Hefarmatioe,

certificsieui s dowhieagageisshputgl ? e ogergwotm_er more, when failing to
ré o

verify the AP server certificate B 20 befo taining new CA information
B 301b, the clif@gh afitherpeacesseyyto kemercicruned héfordoting saycmrtien B

b IR ; Al h | nf ' B_301 d
cont el e GRLESUTRZe AT o8y B the TabElesidhs SBR Ainchle. &/ s i n

the case showFromFtle p8int2bfRigre WRBNOBhet 0R %éFﬁfiEé?éeﬁsféﬁ%s klggse to
be perforrreol(éqri tage normal case are repeated. Note that, as s owl’c1l In FIG
e

9, howd\RH0 Gniiplicatiopr semsb 404t i uses tbebamew &fer server until
the dat ' t th i, i od of
the Ca cottlfeatie RURMES (e REw K84 fufbohitt & 204D b sBfkeRe: o
revoked detfroereticati@mdoobet perfoainhdit h REHOM m BMiGATSh WiththBecEAt! ar

oper.at i 04115‘1%5 above, the client 415 can authenticate the application server
401 18nd ew a CA -29 14 Novenmber 2006 certificate, even when a CA

o2 eer bea OGRS Lo Sl S Al ALBnSOhy Thl A PEhepelP LT,
certifi chawnicadGgeash 406barecalresdy ihdberalon Htheid hiatdraiasyy
downl anﬁﬁgﬁvt e X géigtli'ﬁgtaté rH o10o aergaéésor:‘efvlovkeed, the client can obtain

the CA information B 301b. Thus, if the client 415 already stores in

15 the preparatory memory 419 the CA information B 301b which it
obtained, the client 415 will be able to update the current CA
information at the point of time when it fails to verify the AP server
certificate B, as in the case shown in FIG. 7.

Furthermore, when failing to verify the AP server certificate B

20 before obtaining new CA information B 301b, the client 415 tries to
get connected to the download server B 406b at that timing, so as to
obtain the new CA information B 301b, and continues the processing
for verifyihg the AP server certificate B, as in the case shown in FIG.
8.

25 From then on, the same processes as those to be performed in
the normal case are repeated. Note that, as shown in FIG, 9, -
however, the download server B 406b continues to be in operation
until the date which was supposed to be the end date of the validity
period of the CA certificate A 106a, even when such CA certificate A

30 106a gets revoked before the end of the validity period.

' By continuing the similar operation as aboVe, the client 415
can authenticate the application server 401 and renew a CA
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years before the end of the validity period of the CA certificate. The
present invention, however, is applicable to the case. MH¢enbse200p3]  dity
period of a CA certificate is other than 20 years and where it is not five
years before the end of the validity period of the CA 1o certificate that a
new certificate authority and a new downl oad server are brought into
operation. Therefore, the validity period of all CA certificates may not
have to be 20 years and nay vary depending on CA certificate. Furthernore,
in the pﬁ%@téﬂt:aber,b@aenmmhem@ Pheqaitficate gbfsnmawsived Uefioreetips icert by

novi ng t n B 301b stored in the preparatory nenory 419 into
t he mm&@lﬂbn?m % this, the roles of the nenory 418 and the

preparatory mevore tAh |tni%>’db§c$méd3hﬁcth%f ETRBYS i ed,
and . fromthen on, _the roles of the nermryb%SEgﬁd %‘rﬁ%ﬁFatpg?Wréemry

419 may VledBy Rarioched avehcertificare inf ymdnm andmdmwdenttficater, in
h | tif th ,
the Bor crmnSHEP A nel oFuiicad s fer aE8!biought SR LS arRTAt BT AGL . but

it is almmbefmf@thbaéndcsﬁtlﬂéﬁalﬁﬁw beirfed %f%ﬁéeﬂ\ &érﬂzﬁ%b‘ﬁ‘? Phrweal
server certificates and CA 25 information, as in the case of the system

conf i gur%‘%%ﬁﬂ%h@\ﬂﬁ”ﬁwmﬁ doweyen risFapplimblendocthei thsat wha&nehd]het y 120

cor i1 Ca L TR, of 8 R oaPB e EE IS Bl 33 200y BRf s AnE Whei Ry 1y

10la shdsnnob fiv& yelrsvbefers the aed tof ithat G:rdlﬁcﬁ@? BBriodB o'lfzeﬁe CA
correspondg to th 30 certificate authorit Olb shown in he

saméli s 'gfqu,ré’o abo & MeWowersitcader @é’rt}f/?qvﬂﬂé 3pdcaf incav | giovwrﬂead

ot - 30 L SKalnBrogRE . ORRTR AR,  CHiBLe ddy ThEMEREILY HROHE i o1
as functalbraA oceitificatescimaye nodépamdant b 20eikeirst Agd ahay WRlrgent ed

in the s rre &Inguter appar&t us, or in different conputer apparat uses, and
the |Ii on - enbodi nent, the system operator sets up

Furthermore, in the present embodiment, the preparatory
15 memory 419 is emptied by moving the CA information B 301b stored
in the preparatory memory 419 into the memory 418. Instead of
this, the roles of the memory 418 and the preparatory memory 419
may be switched after the memory 418 is emptied, and from then on,
the roles of the memory 418 and the preparatory memory 419 may

20 be switched every time CA information is updated.
Moreover, in the present embodiment, there are plural
certificates authorities, i.e., the certificate authority A 101a and the
- certificate "authority B 101b, but it is also possible that a single
certificate authority issues plural server certificates and CA
25 information, as in the case of the system configuration shown in FIG.
10. In FIG. 10, one certificate authority 120 is equipped with two
certificate issue units A 120a and B 120b. The certificate issue unit
A 120a corresponds to the certificate authority A 101a shown in FIG.
3, whereas the certificate issue unit B 120b corresponds to the
30 certificate authority B 101b shown in FIG. 3. The same is
applicable to the download server. More specifically, the certificate
éuthorities and download server in the present embodiment may not
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and term nates the certificate authorities and downl oad server, but the
present invention is not limted to such case where a s%?N@ﬁmﬁﬁrZEWocessing
is perfornmed by human hands. Therefore, the certificate authorities and
downl oad server may be automatically set 10 up or term nated by an

~adm nistrative conputer that operates according to a predeterm ned
operation schedule. Industrial Applicability The present invention is
capabl e of being used as a client 15 apparatus (communi cation apparat us)
and t he PRrRhYRIgal BRdis,cand thasefiore they mayeexist abt & ctiookil nitse

val i di t y,,efi ti.cul a_hone appli,ance and the
(Ter surRisR e BRIURENIRRS o RS R dy BledrlREmEMRsHIn the Femer ces

i ncl udi ngomgrmter apiarktubove thedifPOSnt CodhMBter b serarNEAt hAR appar at us
for verit%%ng validity of a server that is connected to said communi cation

appar at u'é ia a conmunication network, conprising: 5 a first storage unit

opergble to hog it ' [ : Lncl fir CA certificate
and g next ad(fr\gjsd; ’{i‘%h%ggggéﬁfﬁ{gbﬁhriwéﬁ&tl@igﬁ%ﬁégﬁp@qrﬁgpgﬁqﬁd_xq hat a
server cnditdrmairatémthenttntifieste raithatitidist andf dotelseiveerver, visit d, and
t he next,_,address for update _indi cati_ngga | ocation, on the comrmunication

net wor k,ESF PIES&RH BAENHOBES, BRthMikEdnta stisitt case whateagi saries f aced,
sai d se inionf i i ugy n ertify 0 next
valid ce%lpigga%n?ir?rg@?;s%? mﬁgggh?arﬁ%??i ﬁgt%%c& cerfﬁéf%&%’bgibeﬁes

r evoked;Ceditifaga tre At tharitdes amid dopen d ¢ seoventrhepthe ateoihatize Meseby
veri1 yi t$§ ﬁérver %ert'ficate Hsin he first CA certificate; and 15 a
tron

CA i*Hf or HHPatei Yot BERWHSHREYR CRABUERhJtEE oREERHRE i on
fronlthQuQQM@ﬁﬁggFéQJ _édb@@ﬁ?@ﬁ@@ Bée?ﬂ?i §Eh%%ﬂﬂ8§s for update, wherein
f ed, the

when the first certificate beconmes revo aut hentication unit
thereafter authenticates the server using the 20 second CA certificate

' nel udeqd fu kRSP APFICALiNEY ™! | on obtained
The present invention is capable of being used as a client
15 apparatus (communication apparatus) and the like that receives a
_Service from a server after checking the validity of such server, and -
particularly as a home appliance and the like, such as an audio-video
equipment, with a small amount of resources including memory.
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by the CA infornmation update unit. 2. The conmuni cati on apparatus accordi ng
to Caiml, wherein the CA information update unit tridNeGmbspZ¥S to the
25 downl oad server periodically, and obtains the second CA information from
t he downl oad server when said connection succeeds. 3. The conmuni cation
apparatus according to Caiml, wherein the CA information update unit _
tries to connect to the 30 downl oad server when the authentication unit has
failed to authenticate the server using the first CA certificate, and
obtains the second CA information €LédMi® downl oad server when said -32

14 Novenbper 20Q6 n | eeds. 4. The communi cation appar at us
accor di % to (ﬁa(f%ﬁﬁu(?‘%éﬁérﬁ%ﬁ;@rﬁu%mq é’z?cri'f&r'lnﬂn'}’ﬁﬁﬂﬂtiyegft% server
aut henti taake tibe conmecved uss ngsdide s689RTLIG RE fel yfgd Ln the
second CA information obtained by the CA I nf@@r?gﬁlﬁ)n éu%@éfaet%i ;{ﬂsan when

sai d aut FRMTEUYCBRI N ORIkt emuisEIg aut hent i cates the server  using

communi oat | on SALaats BT i mpaie o1t R EEA Tokiinasiony thatecond

conmuni cat 1 on appar at us

storage Wndludesea fivisé GA deotifiddte sACCHHSGA aﬂﬂ?@gwbi—ft‘gudé“ﬂ@fﬂ%ﬁf%? CA
i nf or mat j.gn u&dﬁte unit stores, into the second storage unit’, the Second
CA i nf or it FBHHTH6PAR HEWifAbIAG kbat® seswarosartiticase, that indioatelsetiie r st CA

certifi opdiedigc@reehecyakelr hqa ! Nl LT S0y thereatier oo

aut henticates 'the server using the “‘sec

second dAdioatingaailocatian edni the doenaeeAnth 96 ATREBVERK! of 20 ddwileid

co ni cati on appar,at us acc?]:gdid% tg daim1, further <conprising a second
st ordge THMEORE: MI'Eh: §er8 inéebmptian isnpdaced; @gidvsecond Ofe CA

| nfor Matingdr AT 8 INILdR @ EIecoMP dh'¢ertificate to be a next valid CA
certificate in a case where said first CA certificate becomes revoked;
an authentication unit operable to authenticate the server by
| verifying the server certificate using the first CA certificate; and
15 a CA information update unit operable to obtain the second CA
information from the download server indicated by the next address -
for update,
wherein when the first CA certificate becomes revoked, the
authentication unit thereafter authenticates the server using the
20 second CA certificate included in the second CA information obtained
by the CA information update unit.

2. The communication apparatus according to Claim 1,
wherein the CA information update unit tries to connect to the
26 download server periodically, and obtains the second CA information
from the download server when said connection succeeds.

3. The communication apparatus according to Claim 1,
wherein the CA information update unit tries to connect to the
30 download server when the authentication unit has failed to
authenticate the server using the first CA certificate, and obtains the
second CA information .from ‘the download server when said
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25 second storage unit, the second CA information obtained fromthe

downl oad server, and when the first CA certificate becotfBdoyapské¥s t he

aut hentication unit noves the second CA information stored in the second
storage unit into the first storage unit, and thereafter 30 authenticates

t he server using the second CA certificate included in the second CA
information stored in the first storage unit. -33 14 Novenber 2006 7. The
comuni cation apparatus according to Claim1, wherein the CA information
updat e wRBneetiwimsucteemds.he downl oad server, a downl oad server
certificate indicating validity of said downl oad server, and obtains the .
second CA information after 5 authenticating the validity of the downl oad

server based omeaigmmbhitawdndapplnatdusesdesrdifg td g 18- A val idity
verification nethod for verlfgl ng validity of a sérver via & communication
&

net wor k, conprWBERgin 1the aus iGatdpnofurnsitotiieg, tonanthendtoatd ridhaini t |
fi ' i hat i ngl first CA certif.i d t
ndar 2ss JVEr TN P Kool RS el 1{dte IFRfiled innhEndrcaRde ity
certifi daferntdw@oni obiziaias byheheatindifisorehatith spdede LRiNahhE, whad the

next address fgr update indicating a |ocation, on the conmunication
net wor k,S&dfl gutbeqdigatéan seccerdsn WhecerBeronutioantivadesathenseérvert aced,

 d . . Lo i L to b
val i ohang e MR R El 908 SR PE RS, iy FRLFE Betones
revoked; an authentication step of authenticating the server by 20

verifyi the_gerver certificate using the first CA certificate;, and a CA
i nf P mat3-on uafibﬁ CUNBYUBICHIP BRI APRG rEkdSsacerdiog to iEl@imtl ofiurthen t he

cor oo oTptRink 4 S8LeA LS PR B=P ISR B (RE°Hfe RS " e
server iinfatreadadmer aut henticated wusing the second CA certificate
included in ”\}vehgreeci%ndth%A CA information update unit stores, into the
'
second storage unit, the second CA information obtained from the
15 download server, and
“when the first CA certificate becomes revoked, the
authentication unit thereafter authenticates the server using the
second CA certificate included in the second CA information stored in
the second storage unit.
20
6. The communication apparatus according to Claim 1, further
comprising a second storage unit operable to hold the second CA
informatioh,
| wherein the CA information update unit stores, into the
26 second storage unit, the second CA information obtained from the
download server, and
when the first CA certificate becomes revoked, the
authentication unit moves the second CA information stored in the
second storage unit into the first storage unit, and thereafter
- 30 authenticates the server using the second CA certificate included in
the second CA information stored in the first storage unit.
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I nformati on obtained in the CA information update step.49. A programfor a
communi cation apparatus that verifies 30 validity of A4 °c ected to
sai d communi cation apparatus via a conmunication network, the program
causing a conputer to execute the steps included in the validity
verification method 34 14 Novermber 2006 according to Claim@8. 10. An
authentication apparatus for ensuring validity of a server that is
connected to said authentication apparatus via a 5 communi cation network,
conprisi Ag: a Beevesmesumitatiare apparatusi acopadiny eotOldiasug a server

rs ax to Oldim e o r
Csue unit opalRETEN e HFQIMEKcH BHARE URIt HaPiAIns: Jaee TG 1t CA
certifi cabgraod dasélﬁ\xér,aékﬂcﬁﬁﬁlé_ﬁﬂ_sérQréi‘PE'@Ft‘?fiic%Pé iwi.g%gﬁ@eggﬁggyr Gate

indicating that said server certificate is va , and _ ess for
updat e i ¥rdlidc oMY 0 d Sedviedh angh alt@ins diheisecaricd € Adhiormatifn aftemn! oad

server o | 'ﬂsnnini | aced, said second CA

i nf o?’nat#%%ﬁgfégﬁf%dtah%:e\é%ﬁé CRtfc ‘?i&9&5‘?‘8580s_ﬁéygrngﬁeaapndsﬁw
certifi cabeainedadosssloberserairdcedifithts! CA certificate becomes revoked.
11. An authentication nethod for ensuring validity of a server via a

communi cati on network, conprising: a server certificate issue step of

' ' ' o1 1 . lidity of the server;
and 5 &8 nrofanidity Veitharh B GE T Rk ik v aliitiesr ansorver
i ncl udesvia digahnPandeatiol patteraad eomptisiaddress for update, the first

CA certificate indicating that said server certificate is valid, and the
nextl%addr ess forSt@pagte ﬁ%ﬁ(ﬂ @t istgring odateon, resordéngsuadiymiitistaCifon

e KPS AR AR RN BE S HEL € SERORE R and PP RS e
valid CAaipdatd,f that firsh @Acesetifitate isalidating $ha®Aacservéi Galrgifhenees
revoked Bt Taaith RS BhaVa ity of the serveris Valid and the next addrese
for update indicating a location, on the communication network, of a
15 download server on which second CA information is placed, said
second CA information including a second CA certificate to be a next
valid CA certificate in a case where said first CA certificate becomes
revoked;
an authentication step of authenticating the server by
20 verifying the server certificate using the first CA certificate; and
a CA information update step of obtaining the second CA
“information from the download server indicated by the next address
for update;
wherein in the authentication step, when the first CA
256 certificate becomes revoked, the server is thereafter authenticated
'using the second CA certificate included in the second CA -
information obtained in the CA information update step.

9. A program for a communication apparatus that verifies
30 validity of a server connected to said communication apparatus via
-a communication network, the program causing a computer to
execute the steps included in the validity verification method
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validity of a server connected to said authentication apparatus via a
cormmuni cati on network, the program causing a conputer t¢ Nagmber Kpenper
2006 execute the steps included in the authentication nethod according to
Claim11. 13. An operation nethod for operating a comunication system 5
conprising an Nth authentication apparatus, an (N+1)th authentication
apparatus, and an (N+1)th downl oad server which are connected over a
comuni cati on network, wherein the Nth authentication apparatus includes:
an Nth s8egerdbeg ttof Claite 8.ssue unit operable to issue an Nth 1o server
certificate that ensures validity of an application server; and an Nth CA
I nformation issue unit operable to issue Nth CA information that includes

Nth CAOcer t Afi ' g
an cer t Ahi gatieeatidativ m%mt@%e%gﬁ?wgﬁe@ \F}glél\gérgﬁa t he

certificgte indicating that th server certifflcate

(Ne1)th BRE eds 16PNOFEERE 1801 neRicht iavfhentocatioon aipparatusN+-Liah a
downI50adcéﬁ_{,)gﬂq{]ndg§:titoﬁng%+wl é@ﬁéﬂsgﬁ work, the (N+1)th authentication

apparatus In tificate issue unit operable to

i ssue an  (N+13 t beserr erertifitate Cialsid hahitedperableheovadd bty Qbribe
appli catior]:l.kﬁzo server; and an (N+1)th CA information issue unit operable
Ceriete LORLi pnoviRS ithe validitnafuths servery Bnd CA certificate

to issue
and an (N+2)t r Hpda; t certificate, indicating
that the (N+1)E?h€?gr€§r6r@gérwpi sy 50&%@‘55@% he0 (fesHfe nTiash S8 o5
for upddnéornuidanithatdnichedesanfirat QA eceBifitatieCah H QN nesivwd dre$d fo@Nn
(N+§;)th do(\:llmhoag sefl:\égr ﬁn Wni_fgh Nt2)th CAinformation is placed, said
(N3Pt h AR ofhEdiot CAterdiHgate ipmicatingdhatesaid secyes aertificataext
val i d CAsGRlidf haated i (N2 )L b ertificate becones
revoked, s30 E%’ehi(%%%ét ﬂeggmcﬁ%%%g%gﬁ(/g?qja}gl ’t%jéé.égw%@ﬂclpﬁ%f%{ POt or age
uni t opecabineundcdnod natwobkk]l)dafha@ownload server on which second CA
information is placed, said second CA information including a second
CA certificate to be a next valid CA certificate in a case where said
15 first CA certificate becomes revoked.

11.  Anauthentication method for ensuring validity of a server via
a communication network, comprising:

a server certificate issue step of issuing a server certificate

20 that ensures the validity of the server; and
a CA information issue step of issuing first CA information
that includes a first CA certificate and a next address for update, the
first CA certificate indicating that said server certificate is valid, and
‘the next address for update indicating a location, on the
25 communication network, of a download server on which second CA
~information is placed, said second CA information inciuding a second
CA certificate to be a next valid CA certificate in a case where said

first CA certificate becomes revoked

30 12. A program for an authentication apparatus that ensures
validity of a server connected to said authentication apparatus via a
communication network, the program causing a computer to
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i nformation that includes the (N#1)th CA certificate to, be a next 36 14
Novenber 2006 valid CA certificate in a case where sai ff NP8 &6t i fi cate
beconmes revoked; and an output unit operable to output, to a conmunication
apparatus, the (N+1)th CA information stored in the CAinformation 5
storage unit, the comuni cation apparatus being connected to said (N+1)th
downl oad server via the communication network, and in the operation nethod,
the follow ng steps are repeated for N nunber of tinmes, where Nis 1 or a
| ar ger i AXBgEFE Hie staPspEICitides & diheoh usperdicaljonhmetiodudmntdingt i on
lo apparg} l@éiﬁpqlan (N+1)th operation step of operating the (N+1)th

aut henti cati on apparatus and the (N+1)th downl oad server before a validity
period of the Nth CA certificate expires. 15 14. The operation mnethod
according,to aim13, wherein in the (N+1)th operation step, the (N+1)th
aut hentigétio BpPREE: He Nafdetmed (fr1pprraéing eagosenmienication aystared, in

et hod aobrichd el IR’ T o GREnBRETEN. | SEREwE A | O ERIRA G "
t er ni nat authehticafiimata ppacdtude and ramt(uxhs\_nkgtﬁaabml_@@@ﬁrs@trvérawﬁiéme

operation of the (&N&)th downl oad server, en a validity period of the
Nth CA c@hd FPNREChNS e’ . COBMUNigGaNeneRBEWVOrE06 ABSTRACT A -

conmuni cati on i u : " . CA information
A(301a) i ncl ud‘?ﬁg?‘?ﬁ? lﬂﬁeangh\ %@@???F@?ﬁﬂéﬁgaéﬁ&?ﬂﬁ% that an AP
server certifiaaiNthAceb2ey cheificate dssae uhit bperablet o 0sae annAytigation
serv%r (40 ' a B(302b) indicating the URL of a

dowrh Oa(feg‘%()re\;ﬁer\'é?ﬁlggg?%'rc'g?m@g\rgsRLvali ity of an application server; and
an Nth CA information issue unit operable to issue Nth CA
information that includes an Nth CA certificate and an (N+1)th
address for update, the Nth CA certificate indicating that the Nth
server certificate is valid, and the (N+1)th address for update
156 indicating a location of the (N+1)th download server on the
communication network,
the (N+1)th authentication apparatus includes:
an (N+1)th server certificate issue unit operable to issue an
(N+1)th server certificate that ensures the validity of the application
20 server; and .
an (N+1)th CA information issue unit operable to issue
(N+1)th CA information that includes an (N+1)th CA certificate and
an (N+2)th address for update, the (N+1)th CA certificate indicating
that the (N+1)th server certificate is valid, and the (N+2)th address
26 for update indicating a location, on the communication network, of
an (N+2)th download server on which (N+2)th CA information is -
placed, said (N+2)th CA information including an (N+2)th CA
certificate to be a next valid CA certificate in a case where said
, (N+1)th CA certificate becomes revoked-,.
30 - the (N+1)th download server includes:
a CA information storage unit operable to hold the (N+1)th CA
information that includes the (N+1)th CA certificate to be a next
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information B(301b) including the next valid CA certificate B(106b IS
stored; a server authentication unit (416) that verifi e’é”t@f@“ﬁprzg(g ver

certificate A(402a) using the CA certificate A(106a); and a CA lo
information update unit (417) that obtains the CA information B(301b) from
t he downl oad server B(406b) indicated by the URL B(302b), wherein when the
CA certificate A(106a) becones revoked, the server authenticat ion unit
(416) thereafter authenticates the application server (401) using the CA
certifi ch@bddecAospitifigatadedai crgs wiheraaaidf Bt AareB{fidhbpecbiaesed by

t he CA iltg\%lg@a'b%alpdate unit (417). -38
an output unit operable to output, to a communication
apparatus, the (N+1)th CA information stored in the CA information
5 storage unit, the communication apparatus being connected to said
(N+1)th download server via the communication network, and
in the operation method, the following steps are repeated for
N number of times, where N is 1 or a larger integer:
an Nth operation step of operating the Nth authentication
10 apparatus; and '
an (N+1)th operation step of operating the (N+1)th
authentication apparatus and the (N+1)th download server before a
validity period of the Nth CA certificate expires.

15 14. The operation method according to Claim 13,
_ wherein in- the (N+1)th operation step, the (N+1)th
authentication apparatus and the (N+1)th download server are
operated, in a case where the Nth CA certificate becomes revoked.

20 15. The operation method according to Claim 13, further
comprising a termination step of terminating the operation of the
Nth authentication apparatus and the operation of the (N+1)th
download server, when a validity period of the Nth CA certificate

expires.
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