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i nvention relates to an information processi ng system an |nfornat|on
processi ng nmethod, and an i nfornmation storage nmedium and particularly to a
data distribution systemand nmethod for providing various kinds of data

such as content data to an authorized user by means of a process including

a cryptographic process. Mre particularly, the present |ngm w

to an information processing system an infornation proces Mmmmwwm m"and
an information storage nmedium in whidh-a key block is produced,yging a

hi erarchical -tree key distribution technique depending on a deV|ce to which

a content is to be provided, and the key block is used in encryption of the
content and al so in transm ssi OBPECIFIOATI®ON key, thereby ensuring that

the content, the content key, and other data are securely pr
Background Art It is now very popular to distribute varlous'mwwmmwulmmmﬂ
software data such as a gane program audio data, an
(herelndﬁE@BMAﬂﬁﬂN(RRQQE&SINQKSYSﬁEﬁrRNDtME%ﬁDQicontent) V|a a né?work
such as the Internet or via a distributable storage medi um such as a DvVD
or a CD. After |oading such content data onto a PC (Personal Conputer) or a
gane nmachi ne .of a user_via data transm ssion, or after |oading a storage

medi um GeCRRicRlcEiedst data is stored onto the PC or the game nachi ne, the

user can enjo a pl ayed- back content . A content stored, on a storage nedi um
may be stor ed R Rr SR b Ay e dhAT ECLAERS 40 énr@éﬁ?“%%%ﬂ@troé’%ldlgdl sk

can bo FYSRERICED e rrﬁ%&r&rﬂ%a%e%%“k RS AP ont et
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Eﬁgﬂgrgmggglnggg %’Befeedgﬁogggggg ﬁggﬂgr%%%? Eoc{?afﬁttgu |aﬁe’ds% e@on'?gfltsa
such asd@%%i%odghaadgﬂg?léggeﬁser by means of a process including a
cryptographic process. More particularly, the present
invention relates to an information processing system, an
information processing method, and an information storage medium,
in which a key block is produced using a hierarchical-tree key
distribution technique depending on a device to which a content
is to be provided, and the key block is used in encryption of
the content and also in transmission of a content key, thereby
ensuring that the content, the content key, and other data are

securely provided.

Background Art

It is now very popular to distribute various kinds of
software data such as a game program, audio data, and image data
(hereinafter, such data will be referred to as a content) via

a network such as the Internet or via a distributable storage



or a programmay be read froma storage nmedi um and pl ayed back on an
informati on apparatus itself such as a ganme machine or a PC used as a

pl ayback device or played back on a display or by a speaker connected to
the information apparatus, in response to a comrand i nput by a user
directly to the informati on apparatus or indirectly via input nmeans
connected to the information apparatus. In general, the right of
distribution of software contents such as a ganme program nusic data, or
video data is held by producers or selders of the software contents

Sof tware contents - 3 are generally distributed under specific usage
limtation to secure that only authorized users can use software contents
and t hatmediaun surdly exd @ DIVes oirhar epf, cafivet beadine. suate dacthen toun tef
limting usage to specific users is to encrypt a content. Mre

speci f i caitlo/,a T orRergormaik ICampwhel 0 alata,ganaexactairee of s WBere yiraogr am
is distributed via the Internet or the like after encrypting the content,
and a delatgpttinansislsgs idn clor safieansldastinge e giarage meddnur yqut edhicdnt ent
is given only to authorized users. The encrypted data can be converted into
its ori lanientodat@piai sitexed antpaheoPqi ony they gamet Baahind, deke ysteon
process upon the encrypted data. The technique of encrypting and decrypting
i nf or mat9ddh edicygaaplaviedybarkrcerienhd R goatgnti shoked ¢B Judtonadsn in
the art. Various techniques of encr¥pting and, decrypting data using an

encr ypt MGHIR 12X 0be $eRF§HtiMP Re§LtaraIRSRLCORIGT adha MeROLY C@dshi que
known as co n key, cryptography, In _the common key, cr ogr aphy, the sane
key cal I9d %%ﬁ*@g B Hdh e %rﬁ?%‘yﬂglg@algb?géﬁ%?%/pti ng
data and _a decgryption key for decrypting the enc t dat and the conmon
coy i o GERAT T SPoPRE T SaRtent SaRePe HepTinhdb FoBI e SEOM do nor
have th n key cannot access the data. A specific exanple of the
common Key cryptography is that based on the DES (Data Encryption

Standard) . AN agnGhYRLRQR G 2EBL AREEYRLERTa gl 4 ARl A RC RN QL ey - 4

for decrypting the encrypted a can be o a password or the

|1 ke USiggc fuadnf H1 G6LTaH Bhe LHEEE FRrSHEe 891 e SN URE Y A1a dRARIK, L he

uni di recti ona unction refers to a function ose I nput s very cul t

to guesyyf Bk iy RUDVD/EY op Al Yl 1o e NGIIRIdL Y 3a01 Y R iReiy key can
be generated using "an out put
or the like, used as a memory area for storing control means,
a program, and data needed to reproduce a content.
Various kinds of contents such as music data, video data,
or a program may be read from a storage medium and played back
on an information apparatus itself such as a game machine or a
PC used as a playback device or played back on a display or by
a speaker connected to the information apparatus, in response
to a command input by a user directly to the information apparatus
or indirectly via input means connected to the information
apparatus.
In general, the right of distribution of software contents

such as a game program, music data, or video data is held by

producers or sellers of the software contents. Software contents



obtai ned by applying a unidirectional function to, for exanple, a password
determ ned by a user, it is substantially inpossible to determne, fromthe
obt ai ned encryption/decryption key, the password that is original data from
whi ch the encryption/decryption key is generated. Another known techni que
is public key cryptography in which an encryption key used for encryption
and a decryption key used for decryption are generated in accordance with
different algorithnms . In the public key cryptography, a public key, which
is allowed to be used by any unspecifided user, is issued by a particular
user, and a docunent to be provided to that particular user is encrypted
using the public key issued by the particular user. The docunent encrypted
usi ng t ke genexradldy chistonibuter dendeptspeast iy wsager Pimkeyt ton respondi ng
to the encryption key used to encrypt that document. The secret key is held
only by seeuneshathonilysawthohiz@dhiserkepnn asd shfiswahe amcterers agwekr ypt ed -
using the public key can be decrypted only by the user having the secret
key. A rdateddaudthonizedgipies therenbldannety ke ymadeyr aphy is that based
on the RSA (Rivest-Shanir-Adel man) algorithm Using one of above-described
crypt ography Ong teshpdiaygesf ldimid ings sisqige tt@ megaifdca udesers tonhi ch
encrypted contents can be decrypted only by authorized users. In such a _
cont ent SHEYRH& F8ﬁt§§*§t'en¥°§ﬁc$%‘¥bﬁlﬁ‘%%¥%nt% PRteRBH\EHEY a% addos via a
network or via,a storage such as a DVD or a,CD, ,and content keys used to v
decrypt d@t’f@'eWc‘?%flé&aco‘Pﬁ arfaneprogr g ifed ik ibnbed itk he datesdet To

revent a ntent key from being copi.ed i n.an unauthorjzed manner, it has
Eeen prgﬁbggﬁ be§H%¥9$E PR I SRATEPSyi AR S HIRIDY WY ket ent

Kk . hori zed hat .onl h horized dec h
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user. Ajpy @%n%u%%dy¥?é¥”ﬁs is an authorized user or not is generally
made by pérform ng authentication between a user device and a content

provi der who &ﬁeaeﬁsggﬁﬁeaf%&ace%eﬂé1c&ﬁi@f&& @g%ﬁ%&im&m%% or a

content key. In a us aut henti catron process, e user’T1s détérm ned

to be a']ﬁﬁ‘éti*h@l@x%%d PP PerForasitiPL h @éd&ﬂﬁﬁ;ﬁ%&é@r}t%ﬂ? g(}fo%@{%nonl y

during the present comruni cation, and data suc t ent

key i's Gpans bl @hciyitlede @t | el tebhhAgukh® rSenerYpthiey and
Aut henti cation may bé "perforned using the comon key ciyptography or the

public GeyrgbrineyiaEbymatiohhes £Ag aanVealce yRlibeNkiegadh@ H&c&?gftCiBﬁEd_
usi ng the common key encryptography, a comon key for systemw de use is

needed. kélyi isr @2lllt kniown Aeomheniaace in renewal . On the other hand, in the
case where the public key encryptography is enployed, undesirably conpl ex
- 6 cal cul at Varsousi tecimn pnes pfnendrgpt indesid dbbyyptdhgodegtze ukyingr e
required. Disclosure of Invention

an encryption key and a decryption key are known. One of them

is a technique known as common key cryptography. In the common

key cryptography, the same key called a common key is used as

both an encryption key for encrypting data and a decryption key

for decrypting the encrypted data, and the common key is given

only to authorized users so that unauthorized users who do not

have the common key cannot access the data. A specific example

of the common key cryptography is that based on the DES (Data

Encryption Standard).

An encryption key for encrypting data and a decryption key



It is an object of the present invention to provide a techni que of securely
transmtting data only to authorized users w thout having to perform nutual
aut henti cati on between a sender and a receiver, by using an encrypted key "
bl ock which can be used (decrypted) in a plurality of category trees
defined as subtrees in a hierarchical key distribution tree. Mre
specifically, it is an object of the present invention to provide an

i nformation processing system an information processing nethod, and an

i nformati on storage nmedium in which &n-enabling key block (EKB) including
encrypted key data which can be decrypted by one or nore selected category
trees is produced thereby naking it possible for devices belonging to any
one of tfier dersypsdngatheengrypées datasan he avznined) fireyn dlpaslswordkB )
and an EKB type definition |ist, indicating which EKB type can be processed
or decr Wi e dyikgrmeing arunidireceionak fusct ionsswdly asekhaghiftunuisisirhl e t o
perform producti on and managenent of enabling key blocks (EKB~s) in a

hi ghl y &lirgnthepnpédirectionadofnactippereferst te privwwttidmwidisioon t o
provi de .an informati on_processing system an information processing nethod,
and an iA¥EYnhE W&!FYs@bﬁgg%u%’é&meﬁ fxRrcan auipttfiheneah. oflshotghge in
state of a category tyee capabl e of processing an EKB identified in an
EKB t yp&yENCHYRRN/AectyPidan kay Sarehs gpneratead 48 inge ankgutpateby

Ki i i t t, EKB tvy finiti i nf ti i
g?ogggskhﬁggig%gkﬁiiépfifﬁgg*ﬁéﬂd&§ﬁ§$¥%§ﬁifﬁéngéggh%giﬁ%gngggpaghere is
P ot 8 PARRVPRRVRLL SlnPREABY A daRhel AL st tart ity fRbregibTe ™" °°

ti X |t f, dev) , i t
| eeheot IeoapERYRInkD EREn| ERE okt RS dndeyhe S dei SR Rha e

des, i t f . : bl i k bl ock
(Bkry § BESRUERd Rrlll 1% ORI (e o or R A o] 10 %a pat b 1 the
key tre@n@F9E§qg&ygth9g§P§@$gﬁwaguaedg?ﬁééajhe sel ected path using a

| ower - | eve y in the pat h "suc the encrypted data can be

decrypt ed onl xnByhebacap e8chiligleCa pUBE id werggxoag%g§gri@§ﬂﬁzeﬂi ng to

the sel ected path; and the resultant enabling Key ock ) 1S provided

to the devenerypbeosi Key hfsd®\fdy eacirpltidasandPa Wedypt fn K&t 1888
serving as category trees that are grouped in accordance wth Categories

and mandgeddeyryptdonr yrenigenetatedndnt aedoHdan® wdnt o IddFETidit system
i ncludes a key distribution center ( KDC) that produces and issues an EKB

capabl eadfolreithmsdecIypites publdenkey dnypteyraphyy @ s Epe ke, kRschwher ei n
the key distribution center (KDC ) has an EKB type definition |ist

repr eseisi Aglowedcsor bepusednby boywarapeaiEKBdt yperi dést ikseedabhyg ane or
nore identification data identifying one
particular user, and a document to be provided to that particular
user is encrypted using the public key issued by the particular
user. The document encrypted using the public key can only be
decrypted using a secret key corresponding to the encryption key
used to encrypt that document. The secret key is held only by
the user who issued the public key, and thus the document encrypted
using the public key can be decrypted only by the user having
the secret key. A representative example of the public key

cryptography is that based on the RSA (Rivest-Shamir-Adelman)

algorithm. Using one of above-described cryptography



_ g _ or nore category trees that can process an EKB of an EKB type
identified by the EKB type identifier; and the key distribution center (
KDC ) sends a notification of a change in state of a category tree capabl e
of processing an EKB identified in the EKB type definition list to at |east
an entity that uses the EKB capabl e of being processed in the category tree
in which the change in state has occurred. In an enbodi nent of the

i nformation processing systemaccording to the present invention, the
change in state in a category tree i=s3a-change in state arising from
revocation (of a device) in the category tree. In an enbodi nent of the

i nformati on processing systemaccording to the present invention, the
change itectindigmes) atcdat pges)bleceo ireal icdenageys trens iatwh foh @negypted a
change of a key stored in a device belonging to the category tree. In an
enbodi meenteh tish e ann foer rednyp Ed caslyi iy sywsthoniassbruiers £ 0 t he present

i nvention, the entity, which uses the EKB, includes an entity serving as an
EKB request er Inhsuchss gentantEdBsprobutiponsy etems tenar ypted epndiesttsi but i on
center ( KDC ) . In an enbodi nent of the information processing system
accor di iFe proNddsdesenusengerinon, netiworht OX Wiad ctausge taveEB, a
includes an entity serving as a category entity that manages a category
tree capi® €rof 61%00@3@ FPTeTRKE QY jufiad ite t@lﬁi% e Q}tfﬁ}fiﬁﬁcbn list.
In an enbodi nent of the information processing system according to
t he pr e§9r?tt‘ﬁWe|§treorPr°tVHéiqge;Pfﬂ|Ysttrq R dzadt é’rs%rsléDCTP pERYENE a
notification of a change in state to .all entltles servi as an EKB

request EPTHERE ke¥ EEC &%m&&q ionapctpaethepizad 'R%V‘%Wstqu Basi on

n an cR6H aﬁ%ﬁ%&&h@ E%?w% 3 bw%?e”éééfaagiég%ﬁéﬁﬁaﬁ%e% ef thr o
7t or maC SRk KBy g 20 PUF PR S “Rear 3R, Thak Skv. BGR KSRBRTeRy (Toe
ot 111 caeeen aF ﬁ%%&?éa%t&%% RPRASER o LDnRENRINEY elho: R OEHERR dpmnge

I nf or Mmafg h%qgeloqu%l frk])éro@hteh%u% eréél eddLy, and sends the produced

notificat Accor to a second aspect of the present invention, there

i's provided ap jR§QRERE! OF WHOGRSS e TR Bﬁdaﬁeﬁok'ﬁéeaméeéw #Ot! &sWh' ch a
key tree is forimed”so as to I nclude | eaves, a root, and nodes existing in

paths f g@ﬁ'etrlaglﬁr%&?ébyvﬁeiﬁ%‘xﬁfné %u&'ﬂ%n"t‘i@ht:.@nl%é‘t@ééﬁ)é ﬁeﬂﬁ\ébﬁ.@é are
assigned to respective | eaves; keys are assigned to the root, the |eaves,

and t he apadas con@eateprovidRirhwhio 4B tahedmir of |Ldsterdt) queffdr@g key
bl ock (EKB) is produced which includes data produced by selecting a path in

t he keyttramsmdind iaqcay pontgnin oappeicdmenit key . nIhha ashadted path using a
| ower -1 evel key in the selected path such that the encrypted data can be
decrypt edtbengibptiiba gevcessyhiidh tden ussr is determined to be an
authorized one, a session key is produced which can be used only
during the present communication, and data such as a content or
a content key is transmitted after encrypting it using the session
key. Authentication may be performed using the common key
cryptography or the public key cryptography. In the case where
authentication is performed using the common key encryptography,
a common key for system-wide use is needed. This results in

inconvenience in renewal. On the other hand, in the case where

the public key encryptography is employed, undesirably complex



a node key set corresponding to the selected path; and the - 10

resul tant enabling key block (EKB) is provided to the device, wherein a key
di stribution center (KDC), which produces and i ssues an EKH capabl e of
bei ng decrypted in common in one or nore category trees, sends a
notification of a change in state of a category tree capable of processing
an EKB identified in the EKH type definition list, in which the
correspondence between an EKB type identifier and one or nore
identification data identifying one-o® more category trees capabl e of
processing an EKB of an EKB type identified by the EKH type identifier is
described, to at |least an entity that uses the EKB capabl e of being

pr ocess&dlioultate co®t egpdmyg tar @emarywhiidth ame unld@sgarabl ysthdigh lcapaaddyr r ed.

In an enbodi nent of the information processing nethod according to the

pr esent aneydegudired.he change in state in a category tree is a change in
state arising fromrevocation (of a device) in the category tree. In an
enbodi ment of the information processing nethod according to the present
invention, the change in state in a category tree is a change in state

ari si ng DABSHOBUNPade IFVeNTdQRN stored in a device belonging to the category
tree. In an enbodi nent of the information prqocessing nethod according to
the present ih¥erfi 8R, oPH&cEnCift FhaupresendednveAtHal S RLAYddeR entity
serving,as.an EKB requester that issues an EKB production request to the
key di stoCHRLAGE QEMRGuULERbErpnsmE LR ARk ioRdy; torauthe s ized Raersn
processing,nmethod . - 11 according to.t resent, i nvention, the entity,
Which: ueaddRy Rewing £ paREosm mAtreD ARG et 1o BEENERY B AAREST: hat
manages cat ) ee_C | e of pr i B _defin i.n the .EKB
type dofrs fisnaiuet By G PRy uRienBrR B3R Ry keGP a R PR ot ho
accor di r i 0 LStri i C KDG) sends
2 hot f s sReeAT SR kiR aT Ty Be qaadiby Rriblsl SUELREA R b e A

request &D%?%Hegg§%%30%q [T g{oTe Ve N eTg AL to the key distribution

center or serving as d category entity F'at manages a category tree.
I'n an enbodjgpats e iftcd 1P MRt | 9ANPEP5ESE It HBINUL AFChdeRE 1ba t he

t
present invention, the key di'stribution center (KDC)" recelves state change

i nf or Matbopriokddeakinnd n¥Feiraitddte plock sEiMP S yst e, At AnRorGRitadH Yy tree
froma category entity that nanages said category tree, produces a

noti fi cpirbeesefinghnechadgeahd &haimfdérmacion deage medilign Stiat ®hébange
information received fromthe category entity, and sends the produced
notifi cani enabAdngrkepgblock (EKBY asphacding dnvryptaskbnkiey daeat ivhticht her e
can be decrypted by one or more selected category trees is produced
thereby making it possible for devices belonging to any one of
the selected category trees to use the enabling key block (EKB),
and an EKB type definition list, indicating which EKB type can
be .processed or decrypted by which category tree, is used thereby
making it possible to perform production and management of
enabling key blocks (EKB's) in a highly efficient manner.
It is another object of the present invention to provide
an information processing system, an information processing

method, and an information storage medium, in which a

notification of a change in state of a category tree capable of



is provided a program storage nmedi um havi ng a conmputer program stored
therein for causing a conputer systemto execute information processing in
an information processing systemin which a key tree is formed so as to
.include | eaves, a root, and nodes existing in paths fromthe respective

| eaves to the root; a plurality of devices are assigned to respective

| eaves; keys - 12 are assigned to the root, the |eaves, and the nodes,

| ocated in paths fromthe root to | eaves; an enabling key block (EKB) is
produced which includes data produced 7y sel ecting a path in the key tree
and encrypting an upper-level key in the selected path using a | ower-Ievel
key in the selected path such that the encrypted data can be decrypted only
by the @ewcsssiniglancE@KBuideatiddedkén aptEKBrtygseahel igitiod Heisteligct ed
pat h;, and the resultant enabling key block (EKB) is provided to the

devi ce, sed ¢onpot entptygthatcospsi shaEKhet lawglsy afak irer dity ipog ssifdtee
change information indicating occurrence of a change in state of a category
tree frdé&® Aseatnayest &K thy peh ate hignidgien siai b rweteigur yin rpegcessinpg oduci ng
a notification of the change in state in accordance with the state change
i nformati on r AEEP¥E4NHrbenar fdrehtaspaat efitihe pargestntnvent ien pthereed
notification to at |east an entity that uses the EKB capabl e of being
processéd PROVAded ARdafprmaddqmbprRreRsing syshee imwhishea tkay d&esr r ed.
In the present invention, hy using_the encrypted key tree distribution
techni qdé BRLBEDH SO RE APerBCINOLILeAVES 1sBr £00kre aNH ARCHER EXVSEd8Tar e

oy of STCBAEEA! TEaR S HARHYSE 1O JEAY AR El FREcHRAER BT Ltdr OF

EL??L2?‘9%&3?eis?,strraz?“%sr"g%é%glcﬁg?c%%%%ﬂv?eﬂ&%Egég‘%‘f’%%ﬂgi v @%ﬁﬁééfe&to d
enpl oyi %%eag%&a fcﬂaggéayeg ughagtr@ r?@&éé’ptleo}{tggyds i }P]eafte syﬁg)ﬁfﬁg.tei and a

tag part 1 ndicating ocat rons of encrypte

D uoeiobd RS 18BTLESoRUPLNABISRY Ky BIoBH! (kih) TBbrbRucEl Anidy

produced in an encrypted formtha e y an au

devi ce whefaRkst Bﬁtgfi ﬂoaacaagpggﬁ&(@ee;zhggg péé;td)‘lﬁj héh aeﬁ&%éytze&e%eghgg-

Furt hernore, an enabl ITng key EKB ced so as“to inc

encrypt %ﬁcksg)_bttiﬁbaahh% pedil 1k eeWeyPlied tHe SRl R IPudY r?iacat egory

trees thereby maKing it possible for any device belonging to any one of

those sabeetredetvallerdy \in tRESdXedtsed bRt he@dh itha thkeNe ek dtddBata. The
EKB i s produced and nanaged in a highly efficient manner by using the EKB

type detani beadediyhted@raseblyi tjewieeicEKM AN dag nseceIrRik Keydgetypt ed
in which category tree. A program storage nedi um according to the present
i nvent i epriresponddngntohtbé pebected patdonantdethe egsatbtiantaenabling
conput erreadabl e formto a general - purpose conputer system executabl e of
vari ouskgryoblaskc ¢8&8) ibe pmotiidied sondhel idevties,t 0 a particul ar type, but
various types of nedia, for exanple, a storage nmediumsuch as a CD, FD, or
MD or a transWie€Eedn hhei keYstcreainglndegonkphuyabdtynpifogudtrees

serving as category trees that are grouped in accordance with
categories and managed by category entities; and
the information processing system includes a key
distribution center (KDC) that produces and issues an EKB capable
of being decrypted in common in one or more cat‘égory trees, wherein
the key distribution center (KDC) has an EKB type definition
list representing the correspondence between an EKB type

identifier and one or more identification data identifying one



The program storage nedi um defines a cooperative relationship in structure
or function, for realizing a function of a particular conputer programon a
conput er system between the conmputer program and the storage nmedi um That
is, by installing a particular conputer programonto a conputer system -
14 wvia a programstorage nedium it becones possible to achieve a
cooperative operation on the conputer system thereby achieving functions
simlar to those achieved by the other aspects of the present invention. In
the present invention, the term"systefi-is used to describe a |ogical
collection of a plurality of devices, and it is not necessarily required
that the plurality of devices are disposed in a single case. These and
ot her obpemeranchtiemiry esreds ttieapreseprocwentawENS | f ew ERB Ny e
apparent fromthe follow ng detailed description of enbodinments with
r ef er encident i ficeddoypniplze\EKR Uype hdentBfief; Desdri pti on of the Draw ngs
Fig. 1 is a diagramshow ng an exanple of an information
the key distribution center (KDC) sends a notification of
a change in state of a category tree capable of processing an
EKB identified in the EKB type definition list to at least an
entity that uses the EKB capable of being processed in the category
tree in which the change in state has occurred.
In an embodiment of the information processing system
according to the present invention, the change in state in a
category tree is a change in state arising from revocation (of
a device) in the category tree.
In an embodiment of the information processing system
according to the present invention, the change in state in a
category tree is a change in state arising from a change of a
key stored in a device belonging to the category tree.
In an embodiment of the information processing system
according to the present invention, the entity, which uses the
EKB, includes an entity serving as an EKB requester that issues
an EKB production request to the key distribution center (KDC).
In an embodiment of the information processing system
according to the present invention, the entity, which uses the
EKB, includes an entity serving as a category entity that manages
a category tree capable of processing an EKB defined in the EKB

type definition list.

In an embodiment of the information processing system



processi ng system according to the present invention. Fig. 2 is a block
di agram show ng an exanple of a recording/reproducing apparatus used in the
i nformation processing systemaccording to the present invention. Fig. 3 is
a tree structure diagram show ng various keys and a process of encrypting
data used or perfornmed in the information processing systemaccording to
the present invention. Fig. 4 is a diagramshow ng an exanple of an
enabling key block (EKB) used to distribute various keys and data in the
- 15 information processing system-actording to the present invention.
Fig. 5 is a diagramshow ng an exanple of a manner of distributing a
content key using an enabling key block (EKB) and an exanple of a
decr ypt i arc@raitrg 4,0 thet presehtbrimienniqm pddes key dystenbattoncberg:ém t he
present invention.

(KDC) sends a notification of a change in state to all entities

serving as an EKB requester that issues an EKB production request

to the key distribution center (KDC) or serving as a category

entity that manages a category tree.

In an embodiment of the information processing system

according to the present invention, the key distribution center

(KDC) receives state change information indicating occurrence

of a change in state of a category tree from a category entity

that manages said category tree, produces a notification of the

change in state in accordance with the state change information

received from the category entity, and sends the produced

notification.

According to a second aspect of the present invention, there

is provided an information processing method for use in a system

in which a key tree is formed so as to include leaves, a root,

and nodes existing in paths from the respective leaves to the

root; a plurality of devices are assigned to respective leaves;

keys are assigned to the root, the leaves, and the nodes, located

in paths from the root to leaves; an enabling key block (EKB)

is produced which includes data produced by selecting a path in

the key tree and encrypting an upper-level key in the selected

path using a lower-level key in the selected path such that the

encrypted data can be decrypted only by the device which can use

a node key set corresponding to the selected path; and the



Fig. 6 is a diagramshow ng an exanple of a format of an enabling key bl ock
(EKB) used in the information processing system according to the present
invention. Fig. 7 is a diagramillustrating tags in an enabling key bl ock"
(EKB) used in the information processing systemaccording to the present
invention. Fig. 8 is a diagramshow ng an exanple of a data format used to
di stribute an enabling key block (EKB) together with a content key and a
content, in the processing systemaccording to the present invention. Fig.
9 is a diagram showi ng an exanpl e of a0process perfornmed by a device in a
case where an enabling key block (EKB) is distributed together with a
content key and a content, in the processing systemaccording to the
present resehtamn.eralglind key cblivelyr gEKBNOS NYrawided pon deie eldeiveen an
enabl ing key block (EKB) and a content for a case in which an enabling key.
bl ock (EKB) anhenmitrerst key ol isttoridshtoivre ctmreag e Kzl unwhich tgwodudes mat i on
processing system according to the present invention. - 16
and issues an EKB capable of being decrypted in common in one
or more category trees, sends a notification of a change in state
of a category tree capable of processing an EKB identified in
the EKB type definition list, in which the correspondence between
an EKB type identifier and one or more identification data
identifying one or more category trees capable of processing an
EKB of an EKB type identified by the EKB type identifier is
described, to at least an entity that uses the EKB capable of
being processed in the category tree in which the change in state
has occurred.
In an embodiment of the information processing method
according to the present invention, the change in state in a
category tree is a change in state arising from revocation (of
a device) in the category tree.
In an embodiment of the information processing method
according to the present invention, the change in state in a
category tree is a change in state arising from a change of a
key stored in a device belonging to the category tree.
In an embodiment of the information processing method
according to the present invention, the entity, which uses the
EKB, includes an entity serving as an EKB requester that issues

an EKB production request to the key distribution center (KDC).

In an embodiment of the information processing method



Fig. Il is diagramshow ng a process of distributing a content using an
enabling key block (EKB) in the information processing systemaccording to
the present invention, wherein, for the purpose of conparison, a process of
di stribution a content according to a conventional technique is also shown.
Fig. 12 is a diagram show ng an aut henticati on sequence using a conmon key
crypt ographic technique, perfornmed in the information processing system
according to the present invention. Fig. 13 is a diagramshowing (a first
exanpl e of) a data format used to d+slitibute an enabling key bl ock (EKB)
together with an authentication key and an exanpl e of a process perforned
by a device, in the information processing systemaccording to the present
i nvent i @ucdiidindl4o the gregeam sthoehbdofa ke ot Ekpppbiei o Jusedaihe f or mat
used to distribute an enabling key block (EKB) together with an

aut hent iEK&,i dbnckegearah antdtynpéevbig aspaasEssyqey tatity that mdenges, i n
the information processing systemaccording to the present invention. Fig.
15 i s aadicagegeryhbueagcapahliehehtprmasainerqreBE8 defaged mbihe H®y
cryptographi c techni que, performed in the information processing system
accor di rfypeo deffd nrtdsantlistvention. Fig. 16 is a di agram showing a process

of transmtting an enabling key block (EKB) together with a content key
usi ng - 17 In an embodiment of the information processing method

according to the present invention, the key distribution center
(KDC) sends a notification of a change in state to all entities
serving as an EKB requester that issues an EKB production request
to the key distribution center (KDC) or serving as a category
entity that manages a category tree.

In an embodiment of the information processing method
according to the present invention, the key distribution center
(KDC) receives state change information indicating occurrence
of a change in state of a category tree from a category entity
that manages said category tree, produces a notification of the
change in state in accordance with the state change information
received from the category entity, and sends the produced
notification.

According to a third aspect of the present invention, there
is provided a program storage medium having a computer program
stored therein for causing a computer system to execute
information processing in an information processing system in
which a key tree is formed so as to include leaves, a root, and
nodes existing in paths from the respective leaves to the root;

a plurality of devices are assigned to respective leaves; keys



aut henti cati on using a public key cryptographic technique, in the
processi ng system according to the present invention. Fig. 17 is a diagram
showi ng a process of transmtting an enabling key block ( EKB ) together
with an encrypted programdata, in the processing systemaccording to the
present invention. Fig. 18 is a diagram show ng an exanple of a process of
produci ng an MAC val ue used to produce an content integrity check val ue
(ICV), in the information processing system according to the present
invention. Fig. 19 is a diagramshow hg ¢a first exanple of) a data format
used to transmt an enabling key block ( EKB ) together with an I CV
generation key, in the information processing system according to the
present dme/astsiigmedritg. tR8 reot, dilbgrlaavemwand thesecdes, edargted dfn a
data format used to transmit an enabling key block ( EKB ) together with an
| CV gengradtlisorfdoay then nded itef dremetesgn oy eredsliimy seest drhosxdke qUEKRB)g ifso t he
present invention. Fig. 21 is a diagramshow ng a nethod of preventing data
from beiprpdusiacewhiph snotudgs atatianpegducedchyckeladubng a goth im the
key tree and encrypting an upper-level key in the selected path
using a lower-level key in the selected path such that the
encrypted data can be decrypted only by the device which can use
a node key set corresponding to the selected path; and the
resultant enabling key block (EKB) is provided to the device,
the computer program comprising the steps of:
receiving state change information indicating occurrence
of a change in state of a category tree from a category entity
that manages said category tree; and
producing a notification of the change in state in
accordance with the state change information received from the
category entity and sending the produced notification to at least
an entity that uses the EKB capable of being processed in the
category tree in which the change in state has occurred.
In the present invention, by using the encrypted key tree
distribution technique based on the hierarchical tree structure
in which devices are assigned to leaves of an n-ary tree, a content
key used as an encryption key of a content, an authentication
key used in authentication, or a program code is transmitted
together with an enabling key block.

Furthermore, the data size of the enabling key block is

reduced by employing a data format including an encrypted key



a nedium in the information processing systemaccording to the present
invention. Fig. 22 is a diagramshowi ng a method of managing a content
integrity check value (1CV) separately froma content storage medium in
the information processing systemaccording to the present invention. -
18 Fig. 23 is a diagramshow ng an exanpl e of categorization using
category subtrees in a hierarchical tree structure, in the information
processing systemaccording to the present invention. Fig. 24 is a diagram
showi ng a process of producing a sinpldfied enabling key block (EKB), in
the information processing systemaccording to the present invention. Fig.
25 is a diagram showi ng a process of producing an enabling key bl ock (EKB)
in the idéty pRbtoangr actayi pgriyshdicatingdilng lacdtbops esfndrypedd on.
keys, thereby making it possible to perform decryption easily
and quickly. That is, data is produced in an encrypted form that
can be decrypted only by an authorized device whereby the data
is securely provided to the authorized device.
Furthermore, an enabling key block (EKB) is produced so
as to include encrypted key data that can be decrypted in selected
one or more category trees thereby making it possible for any
device belonging to any one of those selected category trees to
use the enabling key block (EKB). The EKB is produced and managed
in a highly efficient manner by using the EKB type definition
list representing which EKB can be processed or decrypted in which
category tree.
A program storagemedium according to the present invention
is a medium which provides a computer program in a computer-
readable form to a general-purpose computer system executable
of various program codes. The medium is not limited to a
- particular type, but various types of media, for example, a
storage medium such as a CD, FD, or MD or a transmission medium
such as a network may be employed.
The program storage medium defines a cooperative
relationship in structure or function, for realizing a function
of a particular computer program on a computer system, between

the computer program and the storage medium. That is, by

installing a particular computer program onto a computer system



Fig. 26 is a diagramshowing a ( first exanple of ) sinplified enabling key
bl ock (EKB), used in the information processing systemaccording to the
present invention. Fig. 27 is a diagram showi ng a (second exanpl e of)
sinplified enabling key block (EKB), used in the information processing
system according to the present invention. Fig. 28 is a diagramshow ng a
manner of managi ng category trees in a hierarchical tree structure, in the
i nformati on processing systemaccording to the present invention. Fig. 29
is a diagram show ng the detail ed manhér-of managi ng category trees in a
hi erarchical tree structure, in the information processing system according
to the present invention. Fig. 30 is a diagram showi ng a manner of managi ng
cat egor wia eeprogramhseoaagk meldiumgeist becomes, possibreitd ciomieévna - 19
processi ng system according to the present invention.

cooperative operation on the computer system thereby achieving

functions similar to those achieved by the other aspects of the

present invention.

In the present invention, the term "system" is used to

describe a logical collection of a plurality of devices, and it

is not necessarily required that the plurality of devices are

disposed in a single case.

These and other objects and features of the present
invention will become more apparent from the following detailed
description of embodiments with reference to the accompanying

drawings.

Brief Description of the Drawings

Fig. 1 is a diagram showing an example of an information
processing system according to the present invention.

Fig. 2 is a block diagram showing an example of a
recording/reproducing apparatus used in the information
processing system according to the present invention.

Fig. 3 is a tree structure diagram showing various keys
and a process of encrypting data used or performed in the
information processing system according to the present
invention.

Fig. 4 is a diagram showing an example of an enabling key

block (EKB) used to distribute various keys and data in the



Fig. 31 is a diagramshowi ng a reserved node used in nmanagenent category
trees in a hierarchical tree structure, in the information processing
system according to the present invention. Fig. 32 is a diagramshowing a°
new category tree registration sequence in managenent of category trees in
a hierarchical tree structure, in the information processing system
according to the present invention. Fig. 33 is a diagram show ng the

rel ati onshi p between a new category tree and a higher-level category tree

i n managenent of category trees in a hPerarchical tree structure, in the

i nformation processing systemaccording to the present invention. Fig. 34
is a diagram show ng a sub- EKB used i n managenent of category trees having
a hi er arigtficoalattircee prtacesaimny systdme dcdardig oo prloe gesesentsyst em
according to the present invention. Fig. 35 is a diagram show ng a device
revocat iigwentvisess perforned i n managenent of category trees having a

hi erarchical tree structure, in the information processing system accordi ng
to the presentFiignvéntiso ddiagrags showingl &gy axapve mf & denner rafocat i on
sequence performed in managenent of category trees having a hierarchical
tree st dig@tyributiing pecontertdiebisingcaBsiapking &ayabiochi (BKB) amgy to
the present invention. Fig. 37 is a diagram show ng a sub-EKB renewed in

r espons@h 8XgBPLeL L a\ HRIKYRIMLG M PFRFE§EneiR the EREQEHRAYLOR XOCRBHIRG a

hi erarchical tree structure, .in the infornatioqgﬁrocessing syst em accor di ng

to the ﬁﬁﬁiﬁﬂ 595R5ﬂ¥4ﬂmtqq§£eiﬁ??%FQFcﬁQXﬁﬁﬁﬁ owi ng a category tree
erocat on, B gReRe PR B AP A BRI SR b e SRS A R 15 o
accordi@%Jﬂifﬂgaﬂgfﬁﬁfgcﬂr?ﬁﬂﬁf(HEed in the information processing

system according to the present invention.

Fig. 7 is a diagram illustrating tags in an enabling key
block (EKB) used in the information processing system according
to the present invention.

Fig. 8 is a diagram showing an example of a data format
used to distribute an enabling key block (EKB) together with a
content key and a content, in the processing system according
to the present invention.

Fig. 9 is adiagram showing an example of a process performed
by a device in a case where an enabling key block (EKB) is
distributed together with a content key and a content, in the
processing system according to the present invention.

Fig. 10 is a diagram showing correspondence between an
enabling key block (EKB)'and a content for a case in which an
enabling key block (EKB) and contents are stored on a storage
medium, in the information processing system according to the

present invention.



Fig. 39 is a diagram showi ng a category tree revocation sequence perforned
I n managenent of category trees in the formof a hierarchical tree
structure, in the information processing systemaccording to the present
invention. Fig. 40 is a diagram showi ng the rel ationship between a revoked
category tree and a higher-level category tree in managenent of category
trees in the formof a hierarchical tree structure, in the information
processi ng system according to the present invention. Fig. 41 is a diagram
showi ng setting of capabilities in Aabhagenent of category trees in the form
of a hierarchical tree structure, in the information processing system
according to the present invention. Fig. 42 is a diagram show ng setting of
capabilities iPigrandgdsediafranatstgaving regrddeddef Aistfikutimy a chi cal
tree structure, in the information processing systemaccording to the -
21 presanteantyverdgimn.arFignablling keyilElyakn (BKBY nign at lvapiabf o rhyt temagenent
tabl e managed by a key distribution center (KDC) in the information

processing system according to the present invention, wherein,

for the purpose of comparison, a process of distribution a content

according to a conventional technique is also shown.

Fig. 12 is a diagram showing an authentication sequence
using a common key cryptographic technique, performed in the
information processing system according to the present
invention.

Fig. 13 is a diagram showing (a first example of) a data
format used to distribute an enabling key block (EKB) together
with an authentication key and an example of a process performed
by a device, in the information processing system according to
the present invention.

Fig. 14 is a diagram showing (a second example of) a data
format used to distribute an enabling key block (EKB) together
with an authentication key and an example of a process performed
by a device, in the information processing system according to
the present invention.

Fig. 15 is a diagram showing an authentication sequence
using a public key cryptographic technique, performed in the
information processing system according to the present
invention.

Fig. 16 is a diagram showing a process of transmitting an

enabling key block (EKB) together with a content key using



processi ng system according to the present invention. Fig. 44 is a flow
chart of a process of producing an EKB on the basis of a capability
managenent table managed by a key distribution center (KDC) in the

i nformati on processing systemaccording to the present invention. Fig. 45
I's a diagram showi ng a capability notification process perfornmed when a new
category tree is registered, in the information processing system according
to the present invention. Fig. 46 is a diagram showi ng a category trees
used in the information processing sysfem according to the present

i nvention. Fig. 47 is a diagram show ng exanpl es of processes perforned
anong an EKB requester, a key distribution center, and a top-I|level category

entity (@itBEnticativm iusfiorgra ipurb lpioo keys iony physfraphhec dedinng due t He
present invention. Fig. 48 is a diagram showi ng an exanpl e of hardware
confi gurtdte EroasssamEKY steuestanrdimdao dilss rpegemn everriomnd a
top-level category entity (TLCE), in the information

Fig. 17 is a diagram showing a process of transmitting an
enabling key block (EKB) together with an encrypted program data,
in the processing system according to the present invention.

Fig. 18 is a diagram showing an example of a process of
producing an MAC value used to produce an content integrity check
value (ICV), in the information processing system according to
the present invention.

Fig. 19 is a diagram showing (a first example of) a data
format used to transmit an enabling key block (EKB) together with
an ICV generation key, in the information processing system
according to the present invention.

Fig. 20 is a diagram showing (a second example of) a data
format used to transmit an enabling key block (EKB) together with
an ICV generation key, in the information processing system
according to the present invention.

Fig. 21 is a diagram showing a method of preventing data
from being copied, by storing an integrity check value (ICV) in
a medium, in the information processing system according to the
present invention.

Fig. 22 is a diagram showing a method of managing a content
integrity check value (ICV) separately from a content storage

medium, in the information processing system according to the

present invention.



processi ng system according to the present invention. Fig. 49 is a diagram
showi ng devi ce node key (DNK) set held by a device in the information
processi ng system according to - 22 the present invention. Fig. 50 is a
di agram showi ng a data fornmat of an EKB type definition |list used in the

I nformati on processing systemaccording to the present invention. Fig. 51
is a flow chart of an EKB type registration process perfornmed in the

i nformati on processing systemaccording to the present invention. Fig. 52
is a flowchart of an EKB type revoealBon process perforned in the

I nformati on processing systemaccording to the present invention. Fig. 53
is a flow chart of a tree change notification process, perfornmed in the

[

nformati on prrdeas2Bngs sy stiegrme chdwigigt ant éeampbs anf daterydirization
using categbry subtrees in a hierarchical tree structure, in the
information processing system according to the present
invention.

Fig. 24 is a diagram showing a process of producing a
simplified enabling key block (EKB), in the information
processing system according to the present invention.

Fig. 25 is a diagram showing a process of producing an
enabling key block (EKB), in the information processing system
according to the present invention.

Fig. 26 is a diagram showing a (first example of) simplified
enabling key block (EKB), used in the information processing
system according to the present invention.

Fig. 27 is a diagram showing a (second example of)
simplified enabling key block (EKB), used in the information
processing system according to the present invention.

Fig. 28 is a diagram showing a manner of managing category
trees in a hierarchical tree structure, in the information
processing system according to the present invention.

Fig. 29 is a diagram showing the detailed manner of managing
category trees in a hierarchical tree structure, in the
information processing system according to the present
invention.

Fig. 30 is a diagram showing a manner of managing category

trees in a hierarchical tree structure, in the information



Fig. 54 is a flow chart of an EKB type |ist requesting process perfornmed in
the information processing systemaccording to the present invention. Fig.
55 is a diagram showi ng an sub- EKB producti on process perfornmed in the ‘
i nformati on processing systemaccording to the present invention. Fig. 56
I's a diagram showi ng an sub- EKB production process perfornmed in the

I nformati on processing systemaccording to the present invention. Fig. 57
is a diagram showi ng a process of producing an EKB by conbi ni ng sub- EKB~s
in the information processing system &8cording to the present invention.

- 23 Fig. 58 is a diagram showi ng a process of producing a sub-EKH in a
situation in which there is a device to be revoked, in the information

pr ocessiprpceasst gy aycrah mpcard hreg presene present oinvention.

Fig. 31 is a diagram showing a reserved node used in
management category trees in a hierarchical tree structure, in
the information processing system according to the present
invention.

Fig. 32 is a diagram showing a new category tree
registration sequence in management of category trees in a
hierarchical tree structure, in the information processing
system according to the present invention.

Fig. 33 is a diagram showing the relationship between a
new category tree and a higher-level category tree in management
of category trees in a hierarchical tree structure, in the |
information processing system according to the present
invention.

Fig. 34 is a diagram showing a sub-EKB used in management
of category trees héving a hierarchical tree structure, in the
information processing system according to the present
invention.

Fig. 35 is a diagram showing a device revocation process
performed in management of category trees having a hierarchical
tree structure, in the information processing system according
to the present invention.

Fig. 36 is a diagram showing a device revocation sequence
performed in management of category trees having a hierarchical

tree structure, in the information processing system according



Fig. 59 is a diagram show ng a process of producing an EKB by conbi ni ng
sub-EKB' s in a situation in which there is a device to be revoked, in the
i nformati on processing systemaccording to the present invention: Fig. 60
is a diagram showi ng a data format of a conbined EKB produced from
sub-EKB's used in the informati on processing systemaccording to the
present invention. Fig. 61 is a diagram showing a data format of a conbi ned
EKB produced from sub-EKB' s used in the information processing system
according to the present invention.-FR.-62 is a diagram show ng a data
format of a combi ned EKB which is produced fromsub-EKB' s in a situation
In which there is a device to be revoked, in the information processing

syst em aos ot Nerdseritheipresednl nvention. Fig. 63 is a diagram showi ng a
revocation process in data distribution systemin the information
processi ng systigm afchs di ddagramshpwiagnd subv@KB eenelvied. iP4dspangd agr am
showi ng a revocation process in a recording systemin the informtion
processitmy dysiicemm@oaratiin in management of category trees having a
hierarchical tree structure, in the information processing
system according to the present invention.

Fig. 38 is a diagram showing a category tree revocation
process performed in management of category trees in the form
of a hierarchical tree structure, in the information procesSing
systemvaccording to the present invention.

Fig. 39 is a diagram showing a category tree revocation
sequence performed in management of category trees in the form
of a hierarchical tree structure, in the information processing
system according to the present invention.

Fig. 40 is a diagram showing the relationship between a
revoked category tree and a higher-level category tree in
management of category trees in the form of a hierarchical tree
structure, in the information processing system according to the
present invention.

Fig. 41 is a diagram showing setting of capabilities in
management of category trees in the form of a hierarchical tree
structure, in the information processing system according to the
present invention.

Fig. 42 is a diagram showing setting of capabilities in
management of category trees in the form of a hierarchical tree

structure, in the information processing system according to the



to the present invention. - 24 Best Mdde for Carrying Qut the Invention
[Qutline of system Fig. 1 illustrates an exanple of a content distribution
system based on an information processing system according to the present -
invention. A device on a content transm ssion side 10 transmts a content
or a content key in an encrypted formto various devices on a content
reception side 20. A device on the reception side 20 plays back video data
or audi o data or executes a program using the content or the content key
acquired by decrypting the recei ved-eBtrypted content or encrypted content
key. Transm ssion of data between the content transm ssion side 10 and the
content reception side 20 is perforned via a network such as the Internet
or via gprbsdnt hiwddteisd orage medi um such as a DVD or a CD. Specific
exanpl es of transm ssion neans used on the content transm ssion side 10

i ncl ude the | mtiey.nd8 ild a dahgirhint shdw g Gashpabilityamarigement dable 13,
and a nmedi um 14 such as a DVD or CD. Specific exanples of devices on the
cont ent magzemEd dy S deey? @iistotilie: iorperescreat (KDutiar HHeC)inEhreatpicort abl e
conputer ( PD) 22 , a portable device 23 such as a portable tel ephone or
PDA ( Perpxeegsshing tsits vamiatconding oo cuve dhres ghayimgenaian appar at us 24
such as a DVD player or a CD player, and a playback device 25 such as a
gane terni nal Fithe 4descasfdawt nhatbnefm preepts oif PrdRoingramdilre a
content transmtted fromthe content transm ssion side 10 via conmunication
nmeans s®h the Rasis of aneapabkléEyvianagementintaple [ menaged deinfad di@vat i on]
Fig. 2 is a block diagramillustrating a configuration of a

recor di rﬁidfsrté:ﬂ'r%mkﬂfh&%ﬁé 4KDE) 160 FhetinLoORARIQRRKOGAS HG EYSTEM t he
content recepf,ion si d 20 shown in Fi 1. The recordi ng/reproducing

appar at & ﬁ%l‘ifbl SPLSHRRY ot Jrorﬂ'erface 120, an MPEG (Movi ng

Pi cture Exper p) cod 130, a nput/ou nterface 40 i ncluding
an A/D and D/ J'é’dn rtl¢§r31 ager%g'@w ]d' ¥R onl y

dr Pe;yléﬁjof%ors’ % F\%Fgﬁl(“%i %?% d| u%n'g%‘gm t 1«51% r%ﬁgggorﬁégt}gggr Zlnd :
120
fgggfgtes%aftogn gl tf’g %avésa“f}“r béé?s\%e]ngg a cothrl’Pe(#t}éés)u%ckgél %E{')aggta audi o

data, orjdita@@m provided fromthe outside and outputs the recei ved
digital si gnal over the bus 110. The input/output interface 120 al so

receives a di gijlyal 48i | Shéw t gital
signal to the ggtsflgegg%led/l JLt(_%n‘godes 1%0.-,1&@%&@5 gdggé%%E%%&;J\e&gQgga

suppl i ed nfioFmate D r&fés@lciﬁtgﬂﬂén thedrbidd Y e éata to the

i nput/output interface 140 e MPEG coded 130 al so MPEG encodes a digital
si gnal dumpentddnf.r om the input/output interface 140 and out puts the

resul tant encoded signal over the bus |10. The input/output interface 140
i ncl udes the RiD.attiB/aAdiagyaemtsdrowlidy eddweplap it/ oo Eess s perifacmetid0
receives a content in the formof an analog signal fromthe outside - 26
and conesonyg an EKBtneqﬂl@?ter fack @y ddistig iblud iAnC-emte by Ancoatep-devedl. The
resultant digital signal is output to the MPEG codec 130. Conversely, if

t he i npGRLEIOFYt eniidyf dG8.CE)0 rige dihgesing afimgittign prgeesd ingn syRLewPEG
codec 130, the input/output interface 140 converts it into analog form

usi ng t RECArB186d ty AhCoPEaseat Layadan puts the resul tant anal og signal

to the outsi de
Fig. 48 is a diagram showing an example of hardware

configurations of an EKB requester, a key distribution center,
and a top-level category entity (TLCE), in the information
processing system according to the present invention.

Fig. 49 is a diagram showing device node key (DNK) set held

by a device in the information processing system according to



The cryptography neans 150 is fornmed of, for exanple, a one-chip LSI (Large
Scale Integrated Crcuit) so as to serve to encrypt/decrypt and a digital
content signal supplied via the bus 110 and al so serve to perform ‘
aut henti cation. The resultant encrypted/ decrypted data is output over the
bus 110. The cryptography neans 150 may be realized not only using a
onechip LSI but nay also be realized by software or a conbi nation of
software and hardware. A specific manner of form ng the cryptography neans
150 using software will be described 22ter. The ROM 160 stores program data
used by the recording/reproduci ng apparatus. The CPU 170 control s vari ous
parts such as the MPEG codec 130 and the cryptography neans 150 by
execut i nhe Iparadeddy dnvemyiechd N the RoM 160 or the nmenory 180. The nenory
180 may be realized using, for exanple, a nonvolatile nenory so as to serve
to store the piggr &AM £xexdithiam igheowifld h78ata flatmatsefl xy BB tyige 170.
Key sets used in the encryption/decryption process perforned by the device
are al soleftiorigd omn ltilse neveat yinl 8he Tinef dammatsieirs pwddedeimpssystosd | at er.
- 27 The drive 190 reads (reproduces) digital data fromthe storage nmedi um
195 by @ciopindg.nigh e os ttdvea e esedituinv@n tciagpabl e of storing and reproduci ng
digital data, and the drive 190 outputs the read digital data over the 110.
Conversel y, i Figi-ghldls dafbow shagdepfaan BKB tyipeiggistorat en griogesso0
supplies the received data to the storage nedium 195 so that the digital
dat a i s Psrdrameshis the NIRIEAL A PYPCESS 1NpheYSteMagecodingntmthes a
medi um capabl e of storing digital data, and specific exanpl es thereof
|ncIudep§ﬁSGBF|é§WQﬁFﬂ9nsuch as a DVD or a CD, a magnetooptical disk, a
magneti c di sk netlcﬁé_ e, .or a sem conductor nenory such as-a RAM In
the present efbddi rents OE'{SPéﬁé? REGRRIFRDSYRE FEVReAF I90 BEOFERSyabl y
nmounted on_the drive 190, alth t he stor.age nedium 195 e sposed
inafi J?&&ff’ﬂ‘ﬁ%oﬁ S o Ry PSR S B0t §Y S BB S TRE 06T Fhnghe
cryptogr % neans 1 Q shown in Fig. 2 may be realized using a one-chip LSI
or u5|n§ Pﬁaﬁ@vgp 4°C6nbi nati on of software and hardware. [Distribution
keys on the Dashe of 18 o F£6w SaHG! 4F &l A IRARL Qo AER] GIH 10 BRAERGEYPLI On
esc e

key to each devrce and a nanner Ha are él ow

f tL h
transm B3 an gt f?@n.ce%nb?ﬁ%@?ﬁ@& %té#\ﬁ%%%#w@h 0. 1

In Fig. pgesedtPe@n®ehnt@®nQ to 15 at the bottom denote - respectlve
devi ces on the content reception side 20. That is, Ieaves |n t he

hi erarchical fige suryst Hr ¢18G0wRalrR bifg an3E‘ﬁ9thy%>er QSReC ey BRMInEeS .
process performed in the information proceésing system according
to the present invention.

Fig. 55 is a diagram showing an sub-EKB production process
performed in the information processing system according to the
present invention.

Fig. 56 is a diagram showing an sub-EKB production process
performed in the information processing system according to the
present invention.

Fig. 57 is a‘diagram showing a process of producing an EKB
by combining sub-EKB's in the information processing system

according to the present invention.



When devices O to 15 are produced or shipped, or at a proper tine
thereafter, a key set including a | eaf key assigned to a | eaf correspondin
to a device and al so includi ng node keys assigned to respective nodes ‘
present in a path fromthat leaf to the root in the hierarchical tree

~ structure showmn in Fig. 3 is stored in each device. KOOOO to K1111 shown at
the bottomof Fig. 3 denote | eaf keys assigned to the respective devices 0O
to 15, and KRto K111 at levels fromthe top to the second | evel as counted
fromthe bottom denote node keys. |In RBe-tree structure shown in Fig. 3,
for exanple, a device 0 has a | eaf key KOOOO and node keys K000, KOO, KO,
and KR Simlarly, a device 5 has KO0101, K010, K01, KO, and KR, Simlarly,
a device 5 hagilQ198 isKdHlagik@h sikdvingd gdocesslod plesdweirdpahnh-HKHE 1,
K111, K11 K1, and KR Although in the specific exanple shown in Fig. 3, the
tree i ndncdesitalay isnxfirenhiehi clesr® i aldewidet e beereviaked, symmiea i C
four-level structure, the tree may include a greater nunber of devices and
may havelrfatinfdteiantprogdssing dy/eds atderdimantd. tkacpresente in the tree
structure shown in Fig. 3 may be of various types which nay use various

t ypes ofinMentigmredi a such as a storage device fixedly disposed in a
device or a renovabl e storage nedi um such as a DVD, a CD, an MD, or a flash
- 29 menory. FA@-t A8r idrae dipgriagusheypay afprgssss fi producingean MKP be
provided via this tree structure. That is, the hierarchal tree structure
for use R¥hcoMBLniipg fBR-BKBLSntR M §isnagdpnehn Wriah these a5 2 WAViSOwn in
Fig. 3, is formed so as to adapt to such various types devices and vari ous
types ap® iR&amerkedn i &g dRfarEaidianly RAGesEN D Y SRR A% es and
various types of applications, parts thereof are properly grouped. For
exanpl e,t‘ilrﬁﬁ d’.re\g,)‘ght pten9hsed by a dotted line is set as one group

i ncludi ng devigces Q,. 1. 2, .and_3 ich use the same type. of staor.age

redi um | Bor ¢ FadtedPeds AnaiadEam ARoRTRYGE ApFa o tiEt q FPRHTE | i ne,
a commo j ngr. ,f.o r L1t time
roma B EneRucsd FRofBLKPERE. SPREbTLn hé (VA Gl mattEed Ty | e

group At rméfﬁ&defﬁ%&%%sc&ﬁ N ARSI SYP transmts content

paynent data In an enc 0 a provider or a clearance institution.
When content pgQvi @er s (0L | Lyt : SUC j Hutdon
transmt dat a@{l 'dg\?i g'g_s? ?Eé@k%ﬂf{?ﬁ#@ﬁm? %‘%i %ﬁﬁ%%%%ﬁgﬁéfall
devi ces gkp broducald r3omNshBEEABOYPuSE]! £ 8chdYi di il A dridedsind 9- 3.
The tree shown in Fig. 3 may include a plurality of such groups. Content

provi dergysten RBEddtdim TS Ut Presaltedmpgeeidsl i tution, which transmt
and receive data to and from devices, function as nessage data distribution

means. All noddgkeye asdal @hhgkansshowihg avdeaigedformat wi fd ednibdsidadon by
one key managenent center, or node keys and | eaf keys may be managed on a
gr oup- byEKR whjchais prbgucedsfagen dabaEKB- s3ln ads stuatbivn dm wekaok there as
providers or clearance institutions that transmt and receive data to and
from t he.sr espevicectgrmpevokiad aivatkewnfernatien prsfceas kigyg isysiresken,
node keys and | eaf keys are renewed by the key managenent center, the

provi de@scandimng t§l dheapredendt iinuerdnsPnd n t he present tree structure, as

can be seen from Fi g ) ) ) i
, Fig. 63 is a diagram showing a revocation process in data

distribution system in the information processing system
according to the present invention.

Fig. 64 is a diagram showing a revocation process in a
recording system in the information processing system according

to the present invention.



3, all three devices 0, 1, 2, and 3 included in one group have common node
keys KOO, KO, and KR Use of such conmon node keys nakes it possible to
provi de, for exanple, a commobn content key only to the devices 0, 1, 2, and
3. For exanple, if the node key KO O that are held by all devices 0, 1, 2
, and 3 is enployed as a content key, it is possible to provide the content
key that can be used in common only by the devices 0, 1, 2, and 3 ,

Wi t hout necessitating an additional key transm ssion process. |If a content
key Kcon is encrypted using the node R8y-KOO and a value Enc ( KOO, Kcon )
obtained as a result of encryption is distributed to the devices 0, 1, 2,
and 3 via a network or a storage nedium then only the devices 0, 1, 2 ,
and 3 cdesicMode fidie Caxnteirig kayt Keloe Iyvelecigpt i ng t he encryption val ue
Enc( KOO, Kcon) using the node key KOO that are held in common by these

devi ces . Her diowtlime (ofKa&yHien] denotes data that is obtained by
encrypting Kb using Ka. At a sone point of tinme t, if it turns out that
keys KO0011, K@GH. KOG,1lu@tratesKRhaxanple of devdard ehthalis thoidmtind yzed
by a hacker and secrecy of the key has been broken, it is needed - 31 to
i sol at e S¥REeR\RaRed a @h tinforpatann PERARSECKN T AYE teh rRagqrdingto
received in the system ( group including the devices 0, 1, 2 , and 3). For
this purihts@resents LREenEdofo chaRjELIHOMBdIOREGRE KANSIKEIS 1M SikR KR to
new keys K(QOOL_ K(t)00, K(t)O, K(t)R and transmt the new keys to the
devi ces If Tfansmits aLEPBERNtKET)ALOE &&Va lPcARRRCKEDt B %fé‘ﬂ%r‘%ﬁi on of

bt ai ned b i k Kaaa., Di i_hut i f d k [
descr | bOR TR ACRIRERaPT o GENETIt TECRPEIER BYA8 (AT y AnGeRiERnPR the
ti bl ock .dat |1 ed | i K bl ogk (.EKB h t hat

Shown | TR C AP AL9R2Y (. 21, PAEk brtas e dr AGFLP HEFRrE Pt age

di T i NG j d d A b
i st i bt A o S Eeetrt O et YR a SRS B e s o
in Fig. : i I [ I bl ock
(Kre) AT el e By g vERed, SoRtBRe 8% byl iRl o
that candye, usednbiliseiBRGE difcdBuwaBhY Y cBRteqest timinleston Aickal Of

f es ig. 4, the ocC

node keys.” In the specific exanp own in F data Is

produced g @hdt BRePEGREERL OfF el St 1 W i W) ZVOEEQV\FQrE@QﬁeHeraCH TRRRRTAL | on of
t to the devices 0, 1, and 2 in the tree structure shown in Fig. 3. As can

be seen duddinaki ghe3int&en&e\o£6 D addistrnpadakit) &ork§é fedansl sacht ) R
as renewed node keys , and the device 2 needs K ( t ) 001, K(t ) 0O,
K(t)0, ad KOVWRaAs a4 aarewed node keys. As can be seen fromFig. 4 (A , the
EKB i ncludes a plurality - 32 of encrypted keys. An encrypted key
Enc(K0010, K(peel)f idesxampkes atf thandnissivn meansdused dyt kbaconitanty
renewed node key K ( t ) 001 by the |eaf key KOO10 held by the device 2 ,
and t hugnahvsmissicn 3icken lHdrgunglaidehdheeribvierrnattel keysat€lliye 001 by
decrypting Enc(K0010, K(t)001) using the |eaf key of the device 2. Using

t hi s r eldgagaadddngeyl ( 18 Gl eptoniendd ng d%e@fy%tai arediam ddcspsthed@skey Enc
( K(t)O001, K(t ) 00,).in the second row as counted fromthe bottomin
Fig. 4(A V& Be @ecr ypeedfilft 6%xpRPLleEnOtedevdgeskOopn ke content | arly, an
encrypted key _Encél,(&ét OO, K(t)0) in the second row as counted from_the top
in Fig. TACRPHAT B yPCdER PANFON N ERBRUREH B 2k /(3 POrtGPleyng an
encrypted key En (t) K( t. ) at. the top, in. Fig.. A ) can
bo_dber FEERGSR GPR) o7k & BRrEAb 5 Rt idnad s aF b R RRLE SRdssbons

KO001, the de_key KO0OO_ is.no eeded to renew,_ and.thus.onl.y renewed keys
(1) 00, K PR (eredanes pidilal ARETtan e L G peR Ui B AN hEIEER The
devi ces d,KO i by, d in ted key
Enc( Kooﬁ!ég%%t%}t%%) 2§t Q&Jﬁ'rela%%l%r g%rD &igge%o%%aeé])f ﬁ%%&gké ?%%r}’} Eﬂ%%b%c A,
and acquy r nqd y y 2O ME ey Enc
(i (o e s BREfFge A FaEle Euhdiaby UAREWRY fted U BI KERRRAETY 11
4(A). F e, iKd R i cang ; [ -@,[%{y

Enc(K(t)lirO, (t{]‘%rl% Sé'tlgetﬁ? tc?rgﬁi n ‘{13‘%%& . Iﬁhﬁ%é/\ﬂ& the %Ee(\%?c%}gé(p, 1,
and 2 Caynaedd teahlfikanewedikey 1yl cofinfh featidéMmeanddRx@s 441G cate

t he absol ute addresses of the node keys and | eaf keys used as decryption
keys. - 33 In a case where the node keys K( t ) O and K( t ) Rin high
| evel s of the tree structure shown in Fig. 3 are not needed to renew, but
only the node key KOO is needed to renew, the enabling key block ( EKH)

may be formed such as shown in Fig. 4 ( H) whereby the renewed node key K
(t ) 00 can be distributed to the devices 0, 1, and 2.



The EKB shown in Fig. 4 ( Bj may be used to distribute a new content key
to be used in common by a particular group. For exanple, |let us assune that
the devices 0, 1, 2, and 3 in the group enclosed by the dotted line in Fig.
3 use a particular type of storage nedia and that a new conmon content key
K(t)con is needed. In this case, the renewed content key K(t)con for use in
common i s encrypted using K(t)00 obtained by renewi ng the node key KOO used
in conmon by the devices 0, 1, 2, and 3, and resultant encrypted data
Enc(K(t), K(t)con) is distributed tog2bher with the EKB shown in Fig . 4 (
B) . This nmethod of distribution allows data to .be distributed such that
the distributed data cannot be decrypted by the other devices such as a
devi ce hethivatk iox; wike adenddiiasn 0.1, and 2 can acquire the content key
K(t)con that is valid at the point of tinme t by decrypting the encrypted
dat a descri bedpalvdce gonfgdgkfaidontjhat can be obtai ned by processing the
EKB. [Distribution of Content Key using EKB] Fig. 5 illustrates a specific
exanpl e of a prigce8siper blookddingrhm tblustratingobtennt iduramigre®t key K
(t ) conwhichis valid - 34 at the point of tinet fromthe data Enc (
K ( t ) aogeaerdingy/ reproduciny @ppaatsen (ff dhatedihyarreranples he new
comon content key K ( t ) con using K(t)00 and supplied together with the
EKB sho®eviiees @n 1he) coptens a@mglenvsada 30 oshgen ndl Kk - 1 1 t A case,
the content key K(t)con is nessage data encrypted by the EKB. As shown in
Fig. 5, rﬁ?@r@é-\ﬁgc/é%’r}ﬂdé’dﬂd’éb aRRALAIHS KA l%flc#“qeﬁ)@fbylrtﬁ‘%/éé‘é‘iﬁ’igtt he EKB
of themﬁ.lenerati on_of t stored on the storage_nedi umusin key

000, “uRERATS<R 1 e Ry BRI AL SO0 i 42008 apaes 150 .
i . T K i i
sl gﬁandi‘e%ﬁ?aﬂgé ?#%%59%&éﬁﬂﬁgaégﬁéﬁw%epft R honver et rgi ly
t t K i i 000
e hed dad ERpESYrRbhY REahS {31 YR 440 Jlly MERbriGY1 8809 chg O PN

thereaft ?{?nt[x‘%(ir gEBEE&EFKQ] Uﬂ@gilginos,g%‘i\ﬁ?@&ﬁxfé@' %nf%f a2af PL % o Ple g

enabl i nd ey blo A" ver ah Tdehtitier Tndrcating the

version ﬁ;?ﬁ%eag%?&tﬂge ‘gﬁét/d%}xﬁ’(‘i‘é5(,E§§ﬁ§relﬂetﬁﬁgéicﬁgé‘rré§ e c'&%he%'eﬁ to

identify so to indicate t espondence wt

content o Bagnderner RAiLa grud Rg onunber of layers of a hierarchical tree
of devices to which the enabling key block ( EKB ) is distributed. A data

poi nter 603 pehat $npAtAchepati PRtetrdabalso etsbdivédar iafiltdang skgnahl ock

(EKB) . A tag pointer 604 points to a location of a tag field, and a

si gnat urrepieiskin®’i nd0P cpaitent §iclakosiié®dath , aufdi®naatas.or a program
provided from the outside and outputs the received digital signal
over the bus 110. The input/output interface 120 also receives
a digital signal via the bus 110 and outputs the received digital
signal to the outside. The MPEG codec 130 MPEG-decodes
MPEG-coded data supplied via the bus 110 and outputs the resultant
decoded data to the input/output interface 140. The MPEG coded
130 also MPEG-encodes a digital signal supplied from the
input/output interface 140 and outputs the resultant encoded
signal over the bus 110. The input/output interface 140 includes

the A/D and D/A converter 141. The input/output interface 140

receives a content in the formof an analog signal from the outside



- 35 The data field 606 is used to store encrypted data such as a renewed
node key. For exanple, data of encrypted keys associated with a renewed
node key, such as that shown in Fig. 5, is stored in the data field. The
tag field 607 is used to store tags indicating the |ocations of the
encrypted node keys and | eaf key stored in the data field. The rule of
determning the tags is described belowwith reference to Fig. 7. In a
speci fic exanple shown in Fig. 7, the enabling key block (EKB) described
above with reference to Fig. 4(A) is 2¢ansnitted as the data. A table (b)
in Fig. 7 shows the data that is transmitted in this specific exanple.
Herein, the address of a top node in the encrypted keys is referred to as a
t op nodendddomgsrtslit tihite dihgitabeiauseasangerieavad Dr and k&Y ckinfretrterR i s
included in the encrypted keys , the top node addres s beconmes KR The data
Enc(K(t L&l .K(Th®) resulbant opigbtakbspbgnal ois dumatt dio dfhet IMPEGE epdechi cal
tree shown in (a) of Fig. 7. The location in the hieratical tree for the
next dafldOEncC¢nwrersely, 0DL, the (inputoytput [ioveriade 14 mesdivest aon of
the previous data . VWen there is data, the tag is set to 0, while the tag
i s set fdgitalesignade firom EheaMRECTIFOdesy 13D r dfteesiamudd qutRWe f or m of
~L-tag, ,R-tag}, wherein L-tag denotes a |eft tag and R-tag denotes a right
Lag. [niPkETdace L0 GRIRRES dic LREP) anaked)TOrm Medms £BE AOR,NchSra | s
data to the left thereof, and thus the L-tag is set. to O, while the R-tag
s set FONYeBEER.LAL A CREDIFSIHE EESHENG ARAYRS SOiINatad® e set T or
all data_in.a simlar - 36 manner. As a result, a sequence of data and a
sequencgugflgggs are produced as shown in Fig. 7(c). The tags indicate the

I [ f ' . , d ,
Kryy) Storod PO REVREDAL PRy GHEene ApAoie E8TEHC B ot TorCYRIERSKcPs, and
th th : idl t | Is v al he_t , ted
oys st aPedenir ket it e G A M Al B8y ek e {FFardle, EBCLR
the t d_bys ' [ t : [
encrypt oA aXPY7 SEERYBETARRC 3 HABF PO CPRRE LT ETERRL' Bubhl 168, VERPRRE! N0

speci 1 pakl ¥1 0 Wi 296 4dHFx @D PBY £EBmAItEReRSid O {1 ONS - The EBEul KahiO,
K(t)root) 00: Enc (K(t)00, K(t)O 000 . Enc (K ((t) 000, K (T) 00) and so

on. Fb\"’éﬂé&y%)tléa_/GEcFr?@tleﬁd@é%% i8S Wuitpuith ohRIURGRN GG N 1idhe @aka, and thus
a greater data size iS needed to describe the data, which is undesirable in
transm asyployrapaynfewaek 150N megnbeagieallizedhadtadhly asisrd savrdidex data
i ndicating the | ocations of keys, the |ocations of keys can be indicated by
data wi thip ESBl bet m#y sabsd e Refalridet) Byasl fitwaried orba tbmbfinagabnof EKB
is described further. A signature is a digital signature witten by a key
managenefit sofbhtvare andohbaedivameovi Mespecifacchaenanancefi fisrmiingi the which
has i ssued the enabling key block (EKB). Wien a device receives the EKB,

t he devft¥ptegrapby meansi hnatusing caktiwares will de delserlibed: hatescei ved
enabl i ng key bl ock (EKB% is a correct one issued bg an aut horized enabling
key bl ock (EKBpejB@He}60 stores program data used by the

recording/reproducing apparatus. The CPU 170 controls various
parts such as the MPEG codec 130 and the cryptography means 150
by executing the program stored in the ROM 160 or the memory 180.
The memory 180 may be realized using, for example, a nonvolatile
memory so as to serve to store the program executed by the CPU
170 or data used by the CPU 170. Key sets used in the

encryption/decryption process performed by the device are also

stored in the memory 180. The key sets will be described later.



[Distribution of a content key and a content using an EKB] In the exanple
descri bed above, only the content key is transmtted together with the EKB.
A content encrypted using a content key may al so be transmtted together
with a content key encrypted using a content key encryption key and the
content key encryption key encrypted using an EKB, as described below. Fig.
8 shows a data format used for the present purpose. In the data fornat
shown in Fig. 8(a), Enc(Kcon, content) 801 denotes data produced by
encrypting the content using the cont2ht-key (kcon). Enc(KEK, Kcon) 802 is
data produced by encrypting the content key ( Kcon ) us ing the content key
encryption key ( KEK ) . Enc ( EKB, KEK ) 803 denotes data produced by
encrypt iThg drdveotvontekdy enepypfinoseskedidEalsdaga tiheomw g ist@rage bl ock
(EKB). Herein, the node key (KO0O, KO0O,...) shown in Fig. 3 or the root key
(KR) mayneskwemBoyby desivimeg dihe ertdoresye mediypt 186 dayalkE o Histardiay
encrypted using the node key (KOO0, KO0O,...) or the root key (KR) may be
enpl oye@ndrrgprédby isngodig it alhtdatfagr amtl thatdmiaxe 16 Ousetipuhsntlee peadal i ty
of contents are stored on a nmedium and all contents use the sanme encrypted
dat a Enc(imHialk@atageyen rthehils Gas€onvearaepyi ntifngdigd taic datBkBs KEK ) is
added to the respective content data, instead of adding the sanme Enc ( EKB,
KEK ) t Fecedviassydeat ithe buist dd0 ,dahe drive3d 90risgppd isifowdeagesrdivede in
whi ch the content key encryption key KEK is enpl oyed as _a renewed node key
K (t ) 98¢ bordheisdorags Badinm 1R spobBakdhekdd adt@indahadig storedn the
case where the device 3 in the group enclosed by the dotted line in Fig. 3

Eas Efeﬁz?ﬁhéﬁﬁﬁSﬁ@ﬁ?@?é“@ﬁ%%ﬂ) ‘e of secrecy of g keé,bif t he enablinﬁ
E i Fi.g . \ . [
céﬁt ont ke (FEEELﬁ%P%\é%eLR‘&d{lﬂ‘E‘ g?aﬁgﬁt 3 il Fate Gt SHREETS k(1) éo?
in.F.q. .9 { tipg t t ent i t
cont ent i tatc BRF 247 800, Bpfr BEEE SFamp e St dRte A req e g Pl Balhar s,
(o 1R TR o 0o OB op 100 SDCAMESE

cont ent . decryption procedure pérfor
Caht- h . : . | ! . . K
Georypt Can el ogpt e Fapds ot p SBRIEEHABEDOAOHLEG Sl i £00 Bl KO 1y

per f or mmg_tﬁed%féy@ﬁ{ UhBY LRSS USHW sttB%a'g%aﬁ\eﬁﬂmgP@Q el dnddrgodevi ce

0. The device O then acquires the content Key Kcon by nmeans of decryption
usi ng Kbple) Béincwreb I} mduny eACs ithesd# {ife 100t e t RYufE2he PloFiess MRbILAR USi Ny
the content key Kcon. Thus, the device 0 can obtain the content. Simlarly,
the devilgssmhyahe Jispodsedun @ tfigketD Haaideirente/ption key (KEK =
K(t)00) by processing the EKB according to their own procedures and can

f urt her racordiagt/reproduering Bpparaftushd odevi ces 4, 5, 6, and so on of the
ot her groups shown in Fig. 3 received simlar data (EKB), they cannot

acqui re the cTheeamtyhkeygeapghy mednm 168yshokikin g, 2 nap K& yealdimgdt he

| eaf keys - 39 or node keys held by them The revoked device 3 can also
not acqusiagtheneeahaptlIdegr arscings o btwiee of KERmbiKation)joHeoftwarag t he

| eaf key or node keys held by the device 3. Thus, only the authorized

devi cesaB8nha&dmage .t he content and can use the decrypted content. Thus,

t he above-described nethod of transmtting a content key using an EKB nmakes
it possible tbPsBEGLEPYLIARSKEYBUPB SRccRaE} St 84 SofEeMt SHIUSEFUEeImal

anount of data such that onl ut hori zed users can decrypt the encrypted
cont ent . A manner o assi%n?ng an encryption‘iey to eggh deéice ancyip

a manner of distribution data are described below for a case in
which encrypted data is transmitted from a device on the
transmission side 10 to a device on the reception side 20 shown
in Fig. 1.

In Fig. 3, numbers from 0 to 15 at the bottom denote



In the exanpl e descri bed above, the enabling key block ( EKB ) , the
content key, and the encrypted content, are securely distributed via the
network. Alternatively, the enabling key block ( EKB ) , the content key,
and the encrypted content, may be stored on a storage nedi um such as a DvVD
or a CD and the storage nedium may be supplied to a user thereby providing
t he enabling key block (EKB), the content key, and the encrypted content to
the user. In this case, if the encrypted content and the enabling key bl ock
(EKB) are stored on the sane storage 2@d+um so that the encrypted content
can be decrypted using the content key that can be obtained by decrypting
the enabling key block (EKB), it is possible to realize a sinple content

di st ri butdspectyvee dettigesabhovhecobytehtii tedepuibnré ig@d 26er e dgs to use
a distributed encrypted content by decrypting it using a | eaf key or node
keys hellgawvest hp tisehidearcdsicadi §reéls stwesure shanplia Figws denerter ypt ed
contents and - 40 enabling key blocks ( EKB ) are stored together on a
st or age nes@ieghivien delviicespeci fi ¢ exanpl e shown in Fig. 10, contents Cl to
C4 are stored on a storage nedium and data indicating the correspondence
bet ween t he r¥hpadevicendt eatld ane rrediuded okeyhbppeds qr BEKR priopest or ed
on the sane storage nedium and furthernore an _enabling key block of

ver si on tieEkBeppatses s keyr @t Rocludimg @ 1erE keysagsdgned peoduce a
content _key Kconl used.,to encrypt the content CL, and EKB-2 is used to

pr oduc e 1830 FOEXESRORARAGN X Fe flavd cen dnfha lisee inwiushinacnode, keyss

exanpl e, _because the enabling key block (EKB,M of version Mis stored on
t he stofS§&INE iGH]rﬁﬁBeﬁééggséopﬁé PEREERLs 183333t T1PR tBR4t d8afo t he

¢ EZ%E?@%@-%’% diﬁ%%”%#@%?ﬁ%g L@%&%ﬁ‘i&”ﬁ:&%@ﬁ%ﬁ%@k ¥ o

t t EKB_1 t i it

necded €8 48R0 T SACD: o sie <hafs ERURATAL " HRREE, B BB haktom on or
d i . C2. Fig,. 11

2 Comparis ot ohoPaichobe Ped2c kiRl BREiGRRHTRR, RE ipeRPtate debiseln e

and a pbo\e&q%,osndiﬁﬁ-jobkwc @tl%‘?}étl%nkrgﬁyiﬁ&%ggf.\:agtﬂ?“ unwxse&i onal

techni que, for a case In e content Kkeys e drs ted anong a

plural i by ebufewiceonTRRCHBLRBN ARAbeHRRcIKRys Shown in the upper hal f

area (a) of Fig . 11, and the technique using thé enabling key block ( EKB

) according teontde BrestiridMerd sBdwnSisFaw 3 ) fdicekamBiehd fedica (b) of
Fig. 11. In Fig. 11, Ka(Kb) denotes data produced - 41" by encrypting Kb
usi ng Ke. hbke hheeg@nkent kKO0BL tBdhhbdec keds XK0DOW) KD O( K0 ,2WEKR.Cation
and key exchange (AKE) are perfornmed between devices to verify that

transm simnjaahg, reedeiices tasi K& hy &040t, ko1 7z &b dend ¢S, sisilarpypduce a
session key Kses to be used in common by both devices. If and only if the
aut hent acdevire % hauscE036flyl KQ1paskel, KO camdeKR,kayd ke pevisensr hpsed
usi ng the session key Kses and the resultant encrypted data is transmtted.
For exakplél,akKPbtlshiolwh Kh, ArRd KR. Alihpughn iacgber epEcafiipyexampypti ng
encrypted content key Kses(Kcon) using a received session key. Furthernore,
the PC ERAWBnER VT« Bo Abgutreg ipaludes @plycvixipemgeayines dgtokd§ Kstr
hel d by the PC and store resultant encrypted data into a nmenory of the PC.
In Fig andithe £nee hagep symethie (Perelevebftemctinsy dde hapesnay
transmt_d tg such that only a storage device 1101 shown in Fig. 11(a) can
use thelﬂ‘é?‘é,eiafg¥?l‘é\:%r pumberes deyizes anbRay hijimp AL sranicRimbeE

cont ent grgvidfr agﬁ thg stozage device 1101, it is needed to perform

aut hent PEat PEARL8sOEASHntPAF g, 11(a) and then transmit a content key

ted [ ion, . ln thi ...1he PC and_th | ayback
appar at s oxi BHRTRENE ot ffisn i ShA e o & TRdy ByPHEESpt i ng
th : t | i d i .
aut honts SartoL088 oEbes tSh el 16 807 SO Yy BER L HE TP e S b Rak etz oy s
such as a storage device fixedly disposed in a device or a

removable storage medium such as a DVD, a CD, an MD, or a flash



- 42 On the other hand, in the exanple shown in the |ower half area (b) of
Fig. 11 in which a content provider transmts an enabling key bl ock (EKB)
and data (Kroot(Kcon) in the specific exanple shown in Fig. 11(b)) produced
by encrypting a content key Kcon using a node key or a root key that is

obt ai ned by processing the enabling key block (EKB), only a device, which
can process the received EKB, can perform decryption to acquire the content
key Kcon. Therefore, if an enabling key block (EKB) is produced such that
it can be used only by a device locat@d en the right end in Fig . 11 ( b))
, and if the enabling key block ( EKB) is transmtted together with data
produced by encrypting a content key Kcon using a node key or a root key

t hat camemombt aFaetheymore;esariigusheydd o faagpliieativahs 8svicEE iy a

pl ayback apparatus existing between the content provider and the device on
t he ri ghie enbwiadetbtvis ddess tihee Erwstuge t hadhagafiskeychny micdmdahalhel d in
the PC or the playback apparatus: Therefore, it is possible to securely

t ransni ttzee @hmatuesy fidratussanire isded ot o fadmremed ade\doreesitt hout
necessitating a process between transmtting and receiving devices, such as
aut hent ikexts osuchr eguthrtnsbewn tesBion keys fodmedcsppas oo ddapte teont ent
key Kcon using the session key. Wien it is desired to transmt a content
key sucPUatVaniqidh tpes seierp Bnd HeaREuh tYpes Rppbiekt bppey at us, | f
an enabling key block (EKB) is produced such that it can be processed by
any of these d&icEYSHMcHISHIGIRDSUQN Fagdous Jypashefcsavdpes and3

key, and if, the resultant EKB is transm tted, then these device can acquire

the cont’@tA8s tYPEP of RRL 1 SRt HP1NS n PAFESHR$ESR T % SREPRRY Y 95RUBESDI i ng
k bl (EKB). _(by = f k t h I he dj stributi
o dat a S S AR 184 1B Biderdoid Mo FISLOHEY BRR Settrd Fife ot met
bove- d ' i . th bl k bl KB d.th t ent
o the aanPhErSaf MctNGnq BeRIRe B HetuctRiay MBaS P ESHS $AREI | nt o
th ' i BLLLt . t hori zed
o made o OEoT EOF RS el A 2 aidk RoRCARkRERE' Yt iihed M B “ane
recor dednt osBRP 0 thel AR A Ti e’ 0% clindh RBALNE 8 Al BAIRR I8
transferred later” To prevent data from belng copied in an unauthori zed

manner, fidtr fa§f bectk¥Rsh9tRekl QM ANt DNt | CAhd OFr R ﬁ%ﬁ&%@g gs in

t he conventional technique. Thus, herein, a technique is i'n which

an aut heehiteati ReykeMataksn Usediddt Byt Aent Hetbes ﬁﬁ%ﬂf@éﬁ@ﬁ&h%@ﬁb’é
transmtted to a device, us ing an enabling key bl ock ( H ) according to

the aboteatemirtiteedd teabhidpieiddanctle Yoy B8ahbRic BNt Pafiienat i on
key to be used as a secure secret key and thus allow ng authentication to
be perf datedimeneminyptel foemdamaprdvdyderr yphaogleptandedhsitdeatidhat i s,
in this technique, the authentication key is transmtted as nessage data
encr ypt @ieby contEKB. pEoy.ided ss leawsi ngs tritttutdlo nsu tshenit iasatd arlewtdmok usi ng
common key cryptography (according to |SQO | EC9798-2). - 44 In the

exanpl e 188éWButaon gransmit datarmdevdyresr,ypheyrmanyt tadmiydatzastd on
the DES is enployed, another simlar common key cryptography techni que may
al so betBfpfafeding tp gllidevicee A cd B2fiand 3géndike aranrsenglpsedr andom
nunber Eb a‘gd transmi{s Rb, _together with an identifier [D( b ) _of the
devi ce BY e of&Fdckine HMFigsphns ENEGEFRR ShPWRgLIT ighd3 M3y ipcludet he
device A generates a_64-bit random nunber Ra and encrypts Ra, Rb, and |D(b)
usi ng aakgguf@glgﬁ PRSHE FRIPDF RRUSEE PERVERELSy ng 1BptREULRANSand | D

(2 ) ey TG 630 R0 IR EL0PLGn ST ah D Sl Sabirer
A end Bearih Babelde L0050 A3 SHOLRRRAISYCREL RN 01,11, depacs A ond
per o1 o5 Aok1 ptR ko' 0525 858°Fel Ry LBE RERgLAC B1R! RIVERST
Dy the BESNGBENAP AN halhBMefin a0, LIEREEN OOV S pypLed dota

encrypt gdvbyet fis epar ¥pg uRb L 4ShRd k obt ai ni ng
encrypt edyda?a Erzl.g)gégrt%e%ng!rrg?pt %X gg?ngFbgg&%eE%gﬁgﬁ]?%ﬁcrypt ed data

E3 and ID ( b ) is calculated, and the result is encrypted by the DES
encryption unit using the key Kab thereby obtaining encrypted data E3. The
obt ai ned encrypted data E1 to E3 (Token-AB) are transmtted. |If the device
B receives the encrypted data, the device B decrypts the received data

usi ng the key Kab (authentication



- 45 Kkey) as the secret key used in common. Mre specifically, the
decryption of the received data is perforned as follows . First, the
encrypted data E1 is decrypted using the authentication key Kab to obtain-
t he random val ue Ra. Thereafter, the encrypted data E2 is decrypted using

t he aut hentication key Kab. Rb is obtained by cal cul ati ng excl usive OR

bet ween the resultant decrypted data and E1. Finally, the encrypted data E3
is decrypted using the authentication key Kab, and excl usive OR between the
resul tant decrypted data and E2 is eaB8utated to obtain ID( b ) . O Ra,
Rb, and ID( b ) obtained via the above process , Ro and ID( b ) are
conpared with those transmtted fromthe device B to verify whether they
are i demtistatibutfidrhanessys sucht asnprevidecssst Wleaasse dndthicde\dme B
determnes that the device Ais an authorized device. Thereafter, the

devi ce Bhpdntransnit and siege iveydd ks dz) andi Ctomithle bespeetivétqrougse

aut hentication ( the session key Kses is generated using a random nunber):
Rb, Ra, Hh@ Raee wherensegpeey, oifnat key s derokems; mpdeickeys leand ilewtfi on key
Kab in the CBC node of the DES and transmitted to the device A Upon

recei vi ff¥sh@rgairenewes fyitde Aaye mapagemend candiernd tdee presiidgenshe

aut henti cation key Kab. The received data can be decrypted in a simlar
manner tF dd& FHEGRNGS fidistebWiianfe device B, and thus it is not
described in further detail herein. Thus, Rb, Ra and Kses are obtained, and
Rb and Ra ar e IBofh&:r PFORENt ke StFUSHUTSar A5 Caks bie S&e1 fFem Fd ddevi ce

A |If the - 4 verificatiQn | s successfu]l assed, the device A
det er m Ir}és atlr]rafzgirﬁg 8§VFE§SB8i'slan‘§'au?’P|€r$ zJé'bél el 19R& GHANR d&vicon

Cess: on Spaort beRCEYhRbg " KAoad e CCupBCof Tiek omde Rt Sovme.
ver 11 odpa ik et BbTEES Id ot Binfp! B GRS SRR Rey

aut hent Py, 68 e85 REVIRRS O 1o 2D %) RSk, BRI At Mheanote
conmon kky Keb {:ﬁa{:rﬁférﬂéic?%r# QA1 ged8¥esed Py, aﬁnf&%@?ewg}gyed

above-descri bed techni que using an enabling key'blo

speci fi @al hycontedt &keyXaTR! €sSHONi bTe Rid prooidenensfc %rgt?jceéﬁ; 3@955 by

produces an enabling Key block ( EKB ) .such that 1t can

t he ot heandp¥ised dndcommenooRl Pioylenec@evides NEr 16n9r YRAE I NGithout
aut henti cati on key Kab using the produced enabling key bl ock (KEB) and

transni necebsitasinigaan edditiondldaiedy toranmididieon ¢grbdess Al trergatively,
a third party may produce an enabling key block (EKB) that can be used by
bot h' deevpotenh key Byomrc eagrypaesnusing the hedle kelyi KO0 kend lakbagaer ypt ed
usi ng the produced enabling key block (EKB) to the devices A and B. Figs .
13 and Enc{KéW,eckeon) ebtEinpdesssaxsefltt pfinemityphion icodishributed
authentication key Kake to a plurality of devices by neans of the technique
usi ng afehBBldeices bl dok2¢EamB].3 via a network or a storage medium, .

then only the devices 0, 1, 2, and 3 can acquire the content key
Kcon by decrypting the encryption value Enc (K00, Kcon) using the
node key K00 that are held in common by these devices. Herein,
Enc(Ka, Kb) denotes data that is obtained by encrypting Kb using
Ka.

At a some point of time t, if it turns out that keys KOOll,
K001, KOO, KO, and KR held by the device 3 have been analyzed

by a hacker and secrecy of the key has been broken, it is needed



- 47 the exanple shown in Fig. 13, an authentication key Kake that can be
decrypted by devices 0, 1, 2, and 3 is transmtted to these devices. In the
exanpl e shown in Fig. 14, of devices 0, 1, 2, 3, the device 3 is revoked, -
and an aut hentication key that can be decrypted only by devices 0, 1, 2 is
transmtted. In the exanple shown in Fig. 13, data (b) produced by
encrypting an authentication key Kake using a renewed node key K ( t ) 00
is transmtted together with an enabling key block ( EKB ) produced such
that the renewed node key K(t)00 can bk obtai ned by decrypting the EKB
usi ng- node keys and | eaf keys held by the respective devices 0, 1, 2, and
3. As shown on the right-hand side of Fig. 13, each device first acquires

t he r enéneisaolbaiee kby devide B Mfdrbyhesyetesi g protectyda t o ¢ rhnshd tEéld and
then acquires the authentication key Kake by decrypting the encrypted

aut hent prareoaiked Etnctle isystten) (@Foufaliacluddiinggthkedacijces edl, nqde key
K(t)00. Even if one of the other devices 4, 5, 6, 7, and so on receives the
same enabdi Y. keBohitdriks EKBOsa hdtdési needadntd ghangs hdaddéBkeyisng a
node ke¥ or a |leaf key held by the device to acquire the renewed node key
K(t)00. KPRds, KPP, K0 parnd ke toonswcke s yK ¢ & b hi tK (tthed Gutkidnta c Ki(itoR key
only to authorized devices. On the other hand, in the exanple shown in Fig.
14, in &N tEappwAti hhennew kegsdeqithe Hdevieer Qr cup anti2selebginge
dotted line in Fig. 3 has been revoked because of exposure of secrecy -
48 of §(Fé9?aaﬂegﬁ§ﬁﬁi g TeSFWSo &ey( epgenertdqic &f duabtaiqied tbtan be
decrypted oan'bé he gt her nenbers of the group, that is, the devices O,

1, and ZSPS§HE"Enh BP@dﬁé@&'enabling key block (EKB) is transnitted. More

dota, shoun’ | RFEEEBERLBR % Rantitil BEVEnte St o st Hakcifen: REAEMaR ke

, i 3 , y
Kak i ' d her., The .d i

brocetiul L FEva 18 ReHESRY bF subl A€ 2 LT84 i e el koI a88E 1P g

2 first j t i ved bl

cey bi oSRLRg 80, bAbL SHERA,TBIECH Y mcE) | SiEh, SRoPhar°gh8iR. tRerhara by

the deviggr) dhenealiteicegasn 1de§(ﬁ<gez 9991 TRt dY BYIA VISR RBAkEN . Kake by
perform ng decryption using K(t)00.
The enabling key block (EKB) includes encrypted new keys to be
distributed to devices corresponding to leaves in the tree
structure shown in Fig. 3. The enabling key block (EKB) is also
called a key renewal block (KRB).

The enabling key block (EKB) shown in Fig. 4(A) includes
block data that can be used for renewal of keys only by devices
that need renewal of node keys. In the specific example shown
in Fig. 4, the block data is produced for the purpose of
distributing renewed node keys of generation of t to the devices
0, 1, and 2 in the tree structure shown in Fig. 3. As can be
seen from Fig. 3, the devices 0 and 1 need K(t)00, K(t)0, and
K(t)R as renewed node keys, and the device 2 needs K(t)001, K(t)00,

K(t)0, and K(t)R as renewed node keys.

As can be seen from Fig. 4(A), the EKB includes a plurality



Even if one of the devices 4, 5 6, and so on of the other groups shown in
Fig. 3 received sinilar data (EKB), it cannot acquire the renewed node key
( K(t) 00) using a |leaf key or a node key held by it. The revoked
device 3 can also not acquire the renewed node key (K(t)00) using a |eaf
key or a node key held by it. Thus, only the authorized devices can decrypt
the authentication key and can use it. Thus, the above-described nethod of
transmtting an authentication key using an EKB makes it possible to
securely transmt an encrypted authem2 cation key using a small anount of
data such that only authorized users can decrypt the encrypted

aut henti cati on key. - 49 [Distribution of a content key using a public
key cer biff ieaatrgpted &eysnabAhngn&eypbedcketyEERr) Kbowp , akqetbod )of
distributing a content key using a public key certificate and an enabling
key bl odlesCEKBERd atdekerboetobel oprdducdd by remidryptimgrenswed node

aut hentication using 160-bit elliptic-curve cryptography which is one of
public key K(yp00grizpphesdearfekely sKe@ke lidlat] byekbw deviceet eagcehus Fi g.
15. Al though ECC is enployed as the public key cryptography schene in the
process thralgvige Fiqan aequinetther reneved nodenkey Ki(t )R8y ky decoypapng schene
may al so be enpl oyed. Furthernore, the key size is not |imted to 160 bits.
'n’Fig. 15 (KOORGy, K&taBOLAcUBIREEha: beat kay o thmdiswineior HBidfd
transmts it to a device A Upon receiving Rb, the device A generates a
64- bi t FHA&O%@HGWSérHRéea#GYa 5ﬁ§8#\H@ﬁ@éﬁeﬁkv§@aﬂﬂﬂrﬁﬂﬁ%?ﬂa /1 me nunber
p. Point Av = Ak Gis calculated by nultip K a base point G by Ak. A
di gital e§F§MBFGFiek%Y§‘bC¢IS?t F2O1 R« rﬂP)A\}“(f( ORI W A5t 89)’“?:§dt hen

L G B R AT 8 S i
i g tar PergHRREETE0GS Rrmflar Ty o oot seR (i flly REBaR®
ecel ving. e BUBLYG k8% ger bhbheate gamt%sed%xg639|es B 4Ry Bl 3RO the

di gi tal “si gnature evi ce cei ved

o el e SO RO SRS p  ©

If the v cation cates t nal

val ue, kﬂé(ﬂ'(ﬂ b2l x ft?ﬁzté‘fﬁ:ﬂé' Q::?gﬁn' pighes A'P'é&n Ry qeel IS/Pft'eQiaE_ﬁth the

device Ais nve d using t publ i'c kyof the certificate

aut hori gyt) ﬁnd dharRtferkundl, FBe €RY¥I g6y icés KOGIRGMRIKob0ar,edhker, the
digital si gnature A Sig is veri fied usi ng the extracted public key of the
devi ce Aodéheépa00U ist Retdeweded E Q@R ,and tRASWN I Heoewdd RERE! er
than the prinme nunber p. Thereafter, point Bv = Bk x Gis cal cul ated by

mul ti pl XingooheKbase,pandt KGEHR Bke Aeddegdt fbrstheatievdcBsSKQODOr akd, Ra,

Bv (X and Y coordinates) is then generated and transmtted together with a
publi c Ké90tertThe ceveiasfs KRO0Geand K0B kloathuidewK ¢e) 00 bypdecrgptingng t he
public key certificate of the device B, Rb, Ra, Av, and the digital

si gnat urs ensryptedekey gina K&y de( ) Q@) |4 dhetdtimst rew recepuatieflr om t he
device B is equal to the original value generated by the device A If the
veri fi cArPBrthediopatasFithatd (Ra (i andarquire e sengad nede key KhE)8igit al
signature witten in the public key certificate of the device B is then
verifi eBY AETRYRHENDHNG GnﬁéyPBPdt]ﬁ%Y Ea (K (tOP0e BOERBDiRY th@nﬁeFﬁédpubl ic

key of the device B is extracted. Thereafter, the di nature B.Sig

(Y ver | FPEQASSPRENERE. EXPRachEd ChRoRTC FAG) Gl Pne HRLFRErmOrey KAESR
f t f_t ful , th i A
{ egar dsLEn8SaBITER BYoSeHEVRE AR HienGRrEZEHCROVREL, BN RRES e 4IRS °°
authentpgatjon s SHCEESSTHAY. PAT %1 Way, the devices 0, 1, and 2
can acquire the renewed key K(t)R. InFig. 4(A), indexes indicate

the absolute addresses of the node keys and leaf keys used as

decryption keys.



- 51 device B calculates Bk x Av ( by nultiplying the point Av on the
elliptic curve by Bk which is a random nunber), and the device A cal cul ates
Ak x Bv. Lower-order 64 bits of the X coordinates of the resultant points -
are used as a session key during comunication performed thereafter ( in
the case where 64-bit keys are used as symmetric keys according to the
symmetric key cryptography). The session key may be generated fromyY

coordi nates. Instead of enploying |ower-order 64 bits, another set of bits
may al so be enployed. In secret comudBcation perforned after the nutua

aut hentication, a digital signature nay be added to data encrypted using a
session key. In the case where the digital signature or the received data

i s detern nedImsakmisggwheyel tle nodehkepd @ e andiber) R dn hightlievweld he
mutual authentication fails and the process is termnated. Fig. 16 shows an
exanpl e off theptaeesstohctuser shownngnaFignt 2ndrd&aytusiesied udblnenduwey
certificate and an enabling key block (EKB). First, authentication is

per f or mbditbhemidgetthe vodeekeypKoi ilerneeded R 1ynewartshefertdid imdlkey key
cryptography techni que descri bed above with reference to Fig. 15 . The

cont ent bdas dEKBprbayices farm@dBsusht as shawn dac Fyigtedl( By ivherebpddeey or
a leaf key held by a playback apparatus or a storage nmediumto which a

cont ent HéAeWed ngdsckey hck 09 «epn e ddgtrdbutiase tenthgpdevicent®ntl key E (
Kcon ) produced by encrypting the content key using a renewed node key and
t he ena@inidn&'key bl ock ( EKB) - 52 are encrypted using a session key Kses

produced via the authentication between the content provider and the PC
and the resul 'trgﬁ't bRBshewn (3n, fdgi-¢ %éﬁ)t%al’ﬁ?? BEdThE PEEHEEPYPE R MY ng t he

session key, the content ke (,Kcon) encrypted using the renewed node key
and _thecé’ﬁéﬁ"itn leB:c’olbgﬁecll1 B %?W"tor{‘ & RAF At FPYRI nd Yhe
ppar at SEaERE Y BR0 et TRt s thndvactis e T iR B age
ot KeyRoFuenb PREd Bl Ta SXrERR e AR R, T g 8 S FRLE bt ©
reneved oF0@e ofaYeA R qliRe a3 RinaRY aK feyP 'c%ﬁ%o@:E'é@géc F'n;'tn (ﬁj;'é;yﬁ é('{gt&'&:&gl ilsf and

only if authenti"cati on between the content provi

successhdlelikaRassgdehiHec£98] e kdndwdd Kt dnteNEY K@Y dbH oot g eneved
node key and the enabling key block ( EKB ) are transmtted, thereby

ensur i ng nt bohmehatis é_ﬁargﬁ_téa%ﬁig’ Ki(tanonbbt£dnealny tenawinygi s nead devi ce
even in a situation in ich secrecy of a node key "has been exposed.

[Di stri kelyi 000 Afsedl Ph QBAOIC BYEL his dey iaeseoplll i pg deRY 3h| Dok reEdBxhnkn t he
exanpl es descri bed above, data such as a content key, an authentication

key, or enkeypitieed datanEnypKet) sk (y) @on g nibld ist rkidyn e d alo getiB)r amidh
resultant encrypted data is transmtted. various kinds of program codes nay
al so betheaBERi shewn iin & iz .miédl(&) .maThiés nmstingd of distinibgptdeon bldokws( EKH)
- o3 data to be distributed such that the distributed data cannot be
decrypted by the other devices such as a device 4.
That is, the devices 0, 1, and 2 can acquire the content
key K(t)con that is valid at the point of time t by decrypting
the encrypted data described above using K(t)00 that can be
obtained by processing the EKB.
[Distribution of Content Key using EKB]

Fig. 5 illustrates a specific example of a process performed

by the device 0 to obtain the content key K(t)con which is valid



In this case, a programcode is transmtted as nessage data encrypted using
an EKB. The process is described in further detail below. Fig. 17 shows an
exanpl e of a process of transmtting a program code between devices after -
encrypting it using, for exanple, a renewed node key included in an
enabling key block ( EKB) . A device 17 O 1 produces an enabling key bl ock
( EKB ) that can be decrypted using a node key or a |eaf key held by a
device 1702 and al so produces data by encrypting a program code using a
renewed node key included in the enabBdng key block ( EKB ) . The resultant
enabl i ng key bl ock (EKB) and the encrypted data are transmtted to the
device 1702. The device 1702 acquires the renewed node key by processing

t he recatvetlebBiBinarsf thime acfirom ehd Hatpr Bge ary €poe, [/ tessypt iwhd dhhe
encrypted program code using the acquired renewed node key. In the exanple
shown i rhas geel praducedeby encki@t ing the nesxecmhes cont emdgkiey &q tpoogy am
code and returns the result to the device 1701. Depending on the result,

t he deviusang7 KK toé0f @amas sapilritete rt qgeddeess wikh ddwc HKEedhaboven Fig.
transmtting an enabling key block (EKB) and a program code encrypted using
a renewdd Bode kde idesigeed ivia e stmatdgegnadsyumd odin thHB) case,béderes
possible to transmt the program code, which can be decrypted only by a
speci f i €opd@Ende keyo k(fachdd messhds datsr enagrted dyridie Bfbwn in Fi g.
3. - 54 [Addition of an integrity check value (ICV) to a content to be
transmtted] ASnEIHR linth‘bw5de’%é‘P Ae¥d-CroY PEPERERSi Hiye Boglenken& ()8 bei ng
tarrpere%é(vm’th, b%/,det%}rn‘i ni %Wﬂet her the,content has been tanpered with on
the basi®¥ BFOGRSFHREJMEG FRBIREENEITRSFFEIAN Off EALARRP PRI ERRIELOEAGENt . The

i i heck | ) N | | f le, b
oot o ires s Y Ehelno 08 Kasokafa s dieH is 3ufRetr R LS pylthe iy Rer ™Y
c2, ... wh i Ki i | CV I . d d
ot or nfi oD st as” s 4 SR R R ThER RS e

t henti i . o i 8. LI | f \ f
R R G Tt S RS LN o e

. neans ¢ : wn o

(her O REelf, A AR I LU PR EERRBLAG T, bl DVt e
M) . F%%ttentthﬁewﬁkuzwﬁ R Qﬁwggeeanumaia&evlaé&l@ 1‘-‘(r?é)r XooodnflelYl i s

cal cul ated (wherein the result 1s presented by I1). eafter, I1is
appl i ed th%/abP&Sh@r&‘é\ijEé @NsbNthat RO Gottlent] kg ROt fcbRYcdkKbe Lyker ei n
the encrypted output is denoted by E1). The excl usive OR between E1 and M
i's thenatahey &time theddaf@drasult 12 is applied to the DES encryption unit
to encrypt it using a key KL (wherein the resultant output is denoted by
E2). Thereaft ¢Formhe alioBEB[rocess is repeated until the all parts of the
nmessage are encrypted. The final output EN is enployed as a nessage

aut henti cati oRigede shbi@) an exangile afi a fpegaitt9f ancehabhling Key BYorkof t he
content is produced by applying a hash function to the MAC val ue of the
cont ent (EK8)t-heA| Ovrgennr 0 loaskap. idestitiegehndirediiog the vegsdoonf the
content is conpared with an | CV that has been produced, for exanple, when
t he conPénthesegabdiagekendplosk (EXBjuar Thee¥8radonappyvesf npst ROVAI ues
are identical, the content is determned to be valid w thout being tanpered
with. | fordsptly ghemevest EKBPEHALERI T dnddfatRithRICPETREPENHSER S

t anpered W th. . s
P WJ.% contents. The depth indicates the number of layers of a

hierarchical tree of devices to which the enabling key block (EKB)
is distributed. A data pointer 603 points to a location of data
field in the enabling key block (EKB). A tag pointer 604 points
to a location of a tag field, band a signature pointer 605 points

to a location of a signature.



[Distribution of a generation key Kicv of an integrity check value (I1CV)
using an EKB] A process of transmtting a generation key Kicv of an
integrity check value (ICV) using an enabling key block (EKB) is described
bel ow. That is, in this case, the generation key Kicv of the integrity
check value (ICV)authentication key is transmtted as nessage data
encrypted using the EKH Figs. 19 and 20 show specific exanples of nanners
of transmtting, using an enabling key block (EKB), an integrity check

val ue generation key Kicv used to verBby-that the content has not been
tanpered with, in a situation in which the sanme content is transmtted to a
plurality of device. In the exanple shown in Fig. 19, an |ICV generation key
Kicv that canThe dateyfisldyokvicasdd th shomnterioryptiednddid tath o

t hese devices. In the exanple shown in Fig. 20, of devices 0, 1, 2, 3, the
devi ce 3s a nmnvest rote deey OV Fpanenanipdre kelatel of tdrmirygsredekalecr ypt ed
only by devices 0, 1, 2 is transmtted. - 56 In the exanple shown in
Fig. 19,ashucigted widduecedemewede npdel kgyanst€' genthat i shokeyi K@ g usi ng a
renewed node key K ( t ) 00 is transmtted together with an enabling key

bl ock ( EKBS sharRteih stheh daka fieldenewed node key K(t)00 can be

obt ai ned by decrypting the EKB using node keys and | eaf keys held by the
respective dedh€eday Tield 6d i3 usedHAwstore Hags gindigaking dehef Fig.
19, each device first acquires the renewed node key K ( t ) 00 by

Y :
pr ocessiRFAHENS, ofi khe) erpEYRkedapede ey add\d Aedtt key| stogedetmttiham key
Ki cv by crypting the encrypteqd | CV generation key Enc(K(t)00, Kicv) using
t he acqtﬂdar%@d¥ﬁﬁhg'ke£h?<(’i‘3 9fE8€FeF'F‘gBﬁﬁgoffh?ﬁé‘ herdegerthed belpw g 7,
and so on.receives the sane engbl [ ng al\(e bl pck (EKB),. the device cannot
a

process " ERESTENTS £on5d9 -kdy of Mo | BRFCRELS HRAMBIL (e it & 4%

i h .naode k Ki Th Pt i ble .t |
ranom ¢ TS BU-BoABBRErsnoRETkORPEE] St hbhed dPRis e SaTRAr ner
hand, i { le | DR 5 20, i tuatiqn.i;n. whi.ch the device 3
i ﬁnt heI SPOESL éﬁ%@gg&%&%ﬂeﬁn&oﬂt&%?ﬁ néelp? ﬁd%?}qua? %%gll%e I)(r:é\fb&gt?'g\élcgﬁse
Of exposghiofhs SREBEYaCLnaLKEY, Ensif 89K oh i Aded R didupiiaauced

such that 1t can ecrypted on e ot her 0 hé “group, that

i's, thepdeWisestRe abdrddd Sf aa&é;[;tn%eom%%eén@ %‘?E‘ﬁ%?'%ﬁ%@ s

transmtted. More specifically he enabl i ng key" bl In Fig.

20(a) ar® hBeadesp nSd@WHdredd 9. 120tRis case? bePi@EECE G dhef PHYd NY the
| CV generation key (Kicv) using the node key (K(t)OO) are transmtted

t oget hekkeyTRet fiIRCIY RhicQRdREOLAHHE eng rypeed Beys Nand 4B -Nedd adiddesyf Fig.
20. Each device 0, 1, and 2 first acquires the renewed node key (K(t)00)

from t hbecemeisv&k.enZhei dgtkegnbl(E¢lk )0y BeL)@)mang thec typt icot resiponda | eaf
key or a node key held by the device. Thereafter, each device acquires the
| CV genépati dacktyjoli of biepkiévanthicdbctyetisimowsi g ¢} )JdO.Fig. 7.
The location in the hieratical tree for the next data Enc(K(t)00,
K(t)0) is lower left to the location of the previous data. When
there is data, the tag is set to 0, while the tag is set to 1
when there is no data. The tag is represented in the form of
{L-tag, R~tag}, wherein L-tag denotes a left tag and R~-tag denotes
a right tag. In the case of the data Enc(K(t)0, K(t)R) in the
top row, there is data to the left thereof, and thus the L-tag

is set to 0, while the R-tag is set to 1 because there is no data

to the right thereof. Tags are set for all data in a similar



"Even if one of the devices 4, 5, 6, and so on of the other groups shown in
Fig. 3 received simlar data (EKB), it cannot acquire the renewed node key
( K(t) 00) using a |leaf key or a node key held by it. The revoked '
device 3 can also not acquire the renewed node key (K(t)00) using a |eaf
key or a node key held by it: Thus, only the authorized devices can decrypt
the 1 CV generation key and can use it. Thus, the above-described nethod of
transmtting an 1 CV generation key using an EKB makes it possible to
securely transmt the |ICV generati on Beéy-using a snmall anount of data such
that only authorized users can decrypt the encrypted |ICV generation key. As
descri bed above, by using the integrity check value ( ICV ) of the content,
it is posgingre taspaevestlt)ea Bdnsttd vf dathy phadacoageshcs rembrjsg
copied in an unaut horized manner. For exanple, as shown in Fig. 21, in a
case whare pmoivcst a8l sthrvre oot T are stored on a nedium 1 toget her
with an enabling key bl ock - 58 (EKB) from which content keys associ at ed
with the cont &hes t@gsarddizadan the dogatiens iof tdatad i (iKxxdk ,r &tylyy) copi ed
onto a nmedium 2, the copied EKB and contents can be used by any device that
can decriypthehsreeBstrnctomeraskeyidatacErxdinpte, Kywy) istdred i (dhe each
aut hori zed nedi umincludes, stored thereon, an integrity check value ( ICV
( Cl1, cdata) fieddciatad mple caauancse of guerypsedt beyae andttdhms theerein,

| CV(C1, C2) denotes an integrity check value obtained by applying a hash
functi o396 KL USsst Eatindicae %h@ atenng 1gehe tirge | o eacrydved cv,

Cl, C2). In the exanple shown in , Fig . 21 ( b)) the content 1 and the
cont ent K&YSr §tor&rednofkhg ﬁéHPuﬁf-ﬁlgn NSRRIV L S1F IRG Fdie tARs ¢ frde

[ [ heck I ICV (C1, C2 d basjs ,of th

cont ent TEP AR EnoERP TR, B EEPEPBPBUSCraY i TS JPHSHSHand.
th ' t d di ' t i zed o d.th

ntoori 15 EheckSaPRECHaRRe P RREVYERE HBHEL fF Sriaiad T R R thont e
Cl i d.ther. g | ' [ ' i f EKB 2

copi od FRARLEREUnEd CT s ( HBRoAPARLS LA LYl FAECQeEy WS Are

| CV(C1, 1S 4PrQd the medium 2, and it turns out that the new
integriP&z%ﬁg%ﬁ €§I$§ﬁi§QﬁTferent fromthe integrity check val ue Kicv(Cl)
stored on thegreghum &t B?SK(EtrBBEQS out that the content has been
tanpered with or a new content has been copied in an unauthorized manner.
When a devi cepplaxacbaktgoogdikym)oif , before starting playback, the device
checks the I1CV to determ ne whether the generated |ICV and - 59 the
original ICV gpored mict e [re€lurocr e k demti ©al) to each other, and if

pl ayback is not perfornmed when two values are not identical to each other,
it is pandi Bbeohqe pHeweneranuseavfhehezeddeapy ebsaltentianireliuadaheiyng

pl ayed back. To further enhance the security, the integrity check val ue (

| CV ) ofinathendaba, naryd hxhusewar igreaterntiata sihke el mebdst tandeberbbei s of
data including a counter value such that ICV = hash(Kicv, counter + 1, CI,
C2 , . the Jatawhwhdchhdscundeedirabllecif tvanswissibn) viia anoeewemked by 1
each tine the ICVis rewitten. It is required that the counter val ue be
stored LR GOBEEABE.mbfivEhe taga argaisgbas dmdax dgitiat yndicaitingl the( | CV )
of a content cannot be stored on the sane nediumas that on which the

cont ent 1PSa§igpe Lt they s mEBGriesAkiRR% OfakeEs (qatvheoind heatedtshdatdy b

stored on ﬁ medi um di fferently fromthe content. _
with a smaller data size.

Referring back to Fig. 6, the format of EKB is described
further. A signature is a digital signature writ;en by a key
management center, a content provider, or a clearance institution,
which has issued the enabling key block (EKB). When a device

receives the EKB, the device verifies the signature to determine



For exanple, when a content is stored on a read-only nediumor a usual MO
t hat does not have a copy protection capability, if an integrity check
value ( ICV ) is stored on the sanme nedium the ICV can be rewitten by an
unaut hori zed user, the security of the I CV cannot be achieved. In such a
case, the ICV is stored on a secure mediumon a host nmachi ne, and content
copy control (such as check-in/check-out, nove) is perfornmed using the ICV,
t hereby ensuring that the ICV is securely managed and naking it possible to
check whet her the content has been tadfered with. Fig. 22 shows a specific
exanpl e of the process for the above purpose. In this exanple shown in Fig.
22, contents are - 60 stored on a nedium 2201, such as a read-only

medi um avhethstialhdVecHivedll @aablivly RRyYebAcGRPYERBYL €6t 4 Wb ted@bidrd y, and
an integrity check value (1CV) associated with these contents is stored on
a secur eismrBdirb 2(? aurthoiisdéd nacdb hinghkeh bBodlot (BKB pwesistier be accessed
by a user, thereby preventing the integrity check value ( ICV j from being
rewitten in dbistaittwiriored fnarcmrtent keyeédndea @odhamteustiagt sn HrB/back of
t he nedi um 2201 nounted thereon, a PC or a server serving as the host

machi ne checkdn Hdieg @xamp ldeidasanmideathatbtare planiyadihe rteriie kddyt dwed, it
is possible to prevent an unauthorized copy of a content or a tanpered

cont ent TraAmbiditef flagatthemokitl Ghe EEB zath eendferd enoeypdtac als ingee
structure] In the above exanples, encryption keys are produced into the

f orm of % rdrelYc hayamay &d s he tansmifdiedadagptheihowith @ @optent
including a root key, node keys, and | eaf keys, and data such as a content
key, an Kol RBREVPAEHORSLRY A SRNTERTHERE RGP KERN kay angrbhe Sandaad i s
encrypted and transmtted together with an enabling key bl ) . The

hi er ar cHiSaENCHI® tLOMN LYy EPPRYPLES: PALEI: AR Hie 4& ﬁﬁrltkfﬁl;l I(tgig’%y be
ranom et on 6idengr SPPREnAKASLR Bt ATH SLr5rEhs BRASFHAPIUPORE of red
cat egor 1 Finsh a4 FTHIRE, sROMICAR it Al snstphn et B omn i n
8 2adhlt iy RSPy S SRS (nd codbed ERaling Bhe SR 07
ol udi 1S (RESRIG VERRRRER Cheofif 80 P asl bl B chelpring Ve
exi sti ngndcbR€eRB eyl L@@bﬁ?%s'i@@ t K€% dnt dnitekEP@ndipt iBh ¥BY (KExSXam! e,

it is assumed herein“that nodes i'n an Mh |evel” as counted fromthe top are

def i ned s (BXESOREN ) BUE8eR884s dAd prrddutla W@ﬂ%ﬂ&?gtm@ A doavehtar e

enpl oyed to define specific categories of devices. node at the Mh
| evel i kegn@ineygpta®om Keyp KEKais iang tmslenaldideawes Bhedk epirs) at t he

(ML) th level and |ower levels in paths originating fromthat top node are
defined to beHerelindedhen nbde &alyeq®0y 05s%Kogned .t1)o sthioarnt dm Fdde. 3 or

the root key (KR) may be employed as the content key encryption

key KEK, or a key encrypted using the node key (K000, K00,...)

or the root key (KR) may be employed.

Fig. 8(b) shows a data format that may be used when a

plurality of contents are stored on a medium, and all contents

use the same encrypted data Enc(EKB, KEK) 805. In this case,

data pointing to Enc(EKB, KEK) is added to the respective content

data, instead of adding the same Enc(EKB, KEK) to the respective

content data.



For exanple, one node 2305 in the Mh level in Fig. 23 is enployed to
define a category of "nmenory sticks (trade mark)", and nodes and | eaves
existing in paths originating fromthis node are defined to correspond to -
vari ous devices using a nenory stick belonging to the category of "nmenory
sticks". That is, a set of nodes including the node 2305 and associ at ed

| oner -1 evel nodes and | eaves is defined to belonging to the category of
menory sticks. Furthernore, a level that is |ower than the Mh level by a
proper nunber of levels may be enpl eyd8 as sub-category nodes 2306. For
exanple, as shown in Fig. 23, a node that exists in a path originating from
the category node 2305 of "nenory sticks" - 62 and that is located two

| evel s | ower tian 9hshow egoeyamplle i28@hich teieoneeéntskey snr8aitE@qr y node
of "playback devices"” included in the category of devices using nmenory

sti cks. kK&ynKEHrisyemplogdd £8a7r dredwed nloeleskddy Kqtte @dr yo hades 83 Gmsifeqal ayback
devices is enployed as a sub-category node of "tel ephones having a nusic

pl aybacloft apebndde Key KOD uahezivn rint Rkgeal egdnytbhé qisey vhelcedehe derickt a
further lower level, a sub-category node 2308 of "PHS" and a sub-category
node 2330 gf thsoareire engllgsieshdy dhe dsftitast Isingsh itrhdtidhotdn hasb-bemmegori es
bel ong to the category of tel ephone having nusic playback capability. The
cat egor iTVoked besausegef iwtreroelieprnesyYRE® dieyg 16 the emablinge types
of devices but also manufactures,, content providers, or clearance

i nsti t utheIh®logkd (ERBseshewR HufFie Pddjectptal prodnced b enciymtingt is,
the cateqories and subcategories may be defined so as to have arbitrary
scopes iMEELBFERACEE (HFO )oPséMn%P%,c%trﬁ‘gsé‘ieﬂg?nﬁﬁﬂab'éﬁ@n]fey (KEK

or gani zat i

02 BTk U 500 Y Bt ] MR L
t Set t t
s oo SHR PR 95 5 ol BRERES, (R P AL G080 20 FOFBT G

i i f th d
Lo od MRS < K R BLEle] ALY 2P0 1681 alYSL O L iend O AR BT
b |4 i bl i k bl k EKH
)< noh udenace, Ty mahd’ 2 R e UL MR 21T (3% Kevs bel ow the
top node so th%e@?&éﬁ%ﬂ'%ﬁéc g‘gPiévsﬁéffdﬂpemg,etﬁ@nda@ezc&h@ féll%m'ok@d dat a.

As descri bed above, en ohe no gl ven as top node, |ower-lev nodes
ari si ng o @Rkt PeghePnARdes fd& Sefpinpd as Pekeayi file ldei CAlE AR iPes?
sub-category assigned to that top node, thereby making it possi'ble for a
manuf actieecoat et CREY edéc P PGk FKEKRRAREE) 00§ £O5m A rebeqRed
category or sub-category to produce an enabling key bl ock (EKB) i ncluding

t hat toenabddny kbgubldekiby per ficakiing andecagpbiloh plhecesdarsianf eperi es or
sub-categories and distribute the resultant enabling key block (EKB) to
devi ces learfr EsgoRdddghebd thye tihep dewderen0 .t hEhé odevieyd thedeacauixiesg from
the top nodes, and thus making it possible to renew a key w thout exerting
any i nf thencensende keye Kdoal dyygimepnso afhelestriypt icat agoime K (het0 dmdot
belong to that top node.g&ﬂsﬂribution of a key using a sinplified EKB (1)]
In the £A8aldyr gedudgegedde oateat] bar mgang odf desxyptionruging, theen a
key such as a content key is sent to a specific device ( leaf ) , an

enabl i nGoR&EFY Kex Kopryd ) Thuspr 588c88vigen0t Ran pPbtadn Kaedeenisnéd by a

| eaf key .,or,.a node key held by the device to which the key is to be sent,
and thegﬂ'@&t}laF At é’fﬁ&bldiel’{d-cl?% Ipadck 4 9aB acqud L5 FRYSPHE hdiHevi ce .

For exa

I in the t t t h in Fig., 24 wh K h

s a coMBERYREAP™ Sty ARER Ft B3 0Jo Ry BEO5esg ingn e BKBBPPBEASAG: ng

e A8 FRASE PR b e Rt e, SIS e noces
Even if the devices 4, 5, 6, and so on of the other groups

shown in Fig. 3 received similar data (EKB), they cannot acquire

the content key encryption key (KEK = K(t)00) using the leaf keys



More specifically, when a content key K ( t ) con is encrypted us ing a
renewed root key K ( t ) root and transmtted together with an EKB, the
devices a, g, and j can acquire K ( t ) root by processing the EKB using
the | eaf key and the node keys shown in Fig. 24 (b) , and further can
acquire the content key K(t)con by perform ng decryption using the acquired
renewed root key K(t)root. Fig. 25 shows the enabling key bl ock (EKB) that
is transmitted in this specific case. The enabling key block (EKB) shown in
Fig. 25 is produced in accordance wtB9% ke EKB fornmat described earlier in
accordance wwth Fig. 6, and thus the EKB includes data ( encrypted keys )
and tags corresponding to the data . As described earlier with reference to
Fig. 7 ,otefddd keys anelldipptth&h. Camonaniokdd afsfi d B Nasn aa Vs ugptof 0 or
1 dependi ng on whether data exits in L or Rdirections. If a device

recei vesatdneiematiie ngnitentbkegken&EKPpt ibhek e IKEK seHUenDDI| hyifgethdt s the
encrypted keys included in the enabling key block (EKB) on the basis of the
tags t heltedl keyuentnedée ykeys uheldgby evkeedekiys 3¢ orrheud evally ctlee hi gher

| evel . As shown in Fig. 25, the data size of the enabling key bl ock (EKB)
i ncr easeauienized drmiees ofan edetsypet tleencomeenboandndanheséethes (the
nunber of levels is referred to as the depth). The depth ( nunber of |evels
) i ncredearypted iernirMber of devices ( leaves ) , and thus the data size
of the EKH becones great when keys are transmtted to a great number of
devices. A't ecﬂhﬂﬁqughefab%wm@e@w&h@ﬂz@f Sransaiditasid agdagent - 65

bl ock (EKB) is, described below  Fig. 26 shows an exanpl e of an enabling key
bl ock ( iﬁé%a‘*)“sri‘hﬁ‘? fEER RRRAdLhPRFe ke d&ei securslindiptkihatgran
transmitted. As in the exanp]e shown in Fig. 25, it is also assuned that a
key SuctPUEEYPEshRaRtany JRIAg Mt beidine At dats Scthidat anly

correspaon

such thaau“if{‘oq#riﬁa %e%?@‘r%@#@%%@%%@maﬁé ekt Er?oibiep”’d“ced
i o i , N Fi 26 i
or igﬁgeét o0 b e Radiple d06CEIFES ?&%&%?2{*2%%&%%?&5& ke ba5ek) ﬁsﬂﬁﬁﬂ a
: . ( .
Pal | MM (et By s IS 415 "Eh bl WG AR | T2M LOEC AL T Lom 100t
ot her handyt AR K2 e ngbévs@%g!é; qtt’erjntatii%e{;l‘i\e}get&vetm %bxﬁfbaf}hﬁgs%ae Oto

Ka or Kg. Thus, the tree can be Sso as to ranc shown

In Fig. K (EAB)SheNB éontefit K&y ( hd thel B cf:gﬁ't'la}':ifa@én éﬁ@blr}ga;(%(eEKB)

sinplified formincluding only one node KO The abli ng key

used to gticidd bal 8 $€HLAGE h&Yturh SUIPEECEDWYH dh@ BBShAd A hd Ritdrsige! i fied
tree. The tree shown in Fig. 26(a) can be produced by reconstructing the

or i gi nalmeidiam maghbéhstippl bedaty 4 ugeri 8héreby Prodidealg Stitd dnad inlg

i ncl udes only paths to endpoint nodes or |eaves that are allowed to decrypt
t he enaldeayndplioek WEEBK ,( EKB) cantdehhekeypnend sitee yermadgst ed eomyanteadd rom
the tree. The enabling key block (EKB) used to distribute renewed keys is
producedhenuser. bay thik eadg, idyshe enceypted cgntent amdibblle®nablifg or

| eaves included in this reconstructed hierarchical tree. The enabling key
bl ock (HeD) Hesk |(HEB )alsd e stianed ofethecsame storage medium so that

the encrypted content can be decrypted using the content key that
can be obtained by decrypting the enabling key block (EKB), it
is possible to realize a simple content distribution system that
allows ‘only limited authorized user devices to use a distributed
encrypted content by decrypting it using a leaf key or node keys
held by the user devices.

Fig. 10 shows an example in which encrypted contents and



to Fig. 25 includes all encrypted keys existing in paths fromrespective

| eaves a, g, and j to Kroot. In contrast, the sinplified EKB includes only
encrypted keys at nodes included in the sinplified tree. As shown in Fig.
26(b), each tag is represented by 3 bits. The second and third bits are
used in the sane manner as in the exanple shown in Fig. 25. That is, the
second bit has a value of 0 or 1 depending on whether there is data in the
L ( left ) direction, and the third bit has a value of 0 or 1 dependi ng on
whet her there is data in the R (right#0diFrection. The first bit is used to
i ndi cate whether the EKB includes an encrypted key at the node
corresponding to the tag. Wien an encrypted key is included, the first bit
is set tendblivg keyiblockse¢EKB) dre &towedntsygtiest baya storageussdiunThe dat a
size of the enabling key block (EKB), which is provided to devices (| eaves)
vi a a dalm tddmmspecdficneranpbeksiowprioviFdgd by, smptentg Gl $boCagereredi um
on which the EKB is stored, can be greatly reduced by enpl oying the

st ruct urstethedvon m Btpr2¢é edbmpar anid vilaba t bedscatithgr ehehown in Fig. 25.
Wien each device receives the enabling key block (EKB) shown in Fig. 26,
the devicerrrsperidende pedameptieonegpedeldatconttentsr andoasabhéng Kege first
bit of the corresponding tags is 1, thereby obtaining all necessary

decrypt é@lq@%(E nelSpEeKre (,%Hltile gane GEOFégea“%Wﬂ}ﬁpﬁ§deﬁ1@?W@@mta Enc
( Ka, K (t us ing_a | eaf key - Ka t hereby acquiring a node key
K(t)0, &MY EH\?&’(W% k@ﬂc%}ﬁ?&doéa‘(%rﬁfé’e 24 t()Eé<B_l{'{)t Woéﬁ?ouﬂ:ﬂﬁe@ he BRjde key

K(t)O ther b ac |r|n K(t On the other hand, the devjce decrypts

ﬁ%fiypt ﬁ’ﬂc'f x gb (Sg%fgtﬁot%‘f %Flébé?for}&%f:q(j h %H%rld%ﬂ%ﬁr‘?l%gyp
roo |e ove, ifie ree structure includin

onl y deﬁfb%fsm% U SRR TS ARt

bl i d d I d de k
iﬂil uded SRR s.ﬁﬁﬁeﬁ Folet e ulfest %haﬁﬁq kt?sef,‘e%” z E&E)
eﬁgglrr:s:‘]g (%?Ad%% t%fﬁ‘rﬁ an ékf c(fliet %WEEOP%J%) i on Sorget%;ye

f t bl
oy I 23?*?% proﬁ@"ﬁﬂnnﬁh% e e %%Zéeﬂ%%%ﬁap. o
26, therghyaddd tthereHe ded g ddexspt sy Sz e sl mwsla %nﬁoéélﬂfﬁstgle to

perform processing in an efficient” manner. I'n The' ex e descri bed above

W th refgifiicee theFbontdht kd@ ﬁdxeehteSc@ﬁ@éyeed:mnr@@@ rdé‘éx‘ﬁﬁ:ﬂdbe
original tree such that a binary tree is f first produced such that

i ncl udexmkyapating kéy dNde® (EKBOM$S ®n kBaveshéh dand,chath@¥e ERE 1decr ypt
t he enabling key block (EKB) and tThen unnecessary nodes are renmoved from

t he treandBKEMldrenqidte)s tomek driEdB)e uhiaxk t dtdiisd mduder] renewrphikeys i s
produced on the basis of only keys correspondlng to the nodes or |eaves

i ncl udedliem vhasanothdiB meaasossth wet echdliverrxk commaln icadd onCor tanothesi s of

t he reconstructed hierarchical tree shown in Fig. 26 ( a ) , an enabling
key bl ocﬁd‘-o(r%l!)edismprttmmm stievcant ety keps CY and €.t hat | eaves a,
g, and j can acquire renewed root key K(t)root, and the resultant enabling
key block (EKB)igi-s1lshewsia F@GPaV#ﬁonmﬁthﬁféQng!Qﬁs Pﬁémhm%y

bl ock (EKB) shown in Fig . b) , the |eaf can acquire the root key
K (t ) %68RtBPtIesy Bﬁﬂﬂnﬁga%@lx}a BRd HREPFEEF AL SJP@(Fééﬂ?WtHW EP TEEA(K

key according to the conventional technique, for a case in which
the content keys are distributed among a plurality of devices.
The conventional technique is shown in the upper half area (a)
of Fig. 11, and the technique using the enabling key block (EKB)
according to the present invention is shown in the lower half

area (b) of Fig. 11. In Fig. 11, Ka(Kb) denotes data produced



K(t ) root ) is decrypted . However, the | eaves a and g have to f first
decrypt Enc(Ka, K(t)0) or Enc(Kg, K(t)O) to acquire K(t)O and then decrypt
Enc ( K(t ) 0O, K(t ) root ) tothe root key K( t ) root . That is,

| eaves a and g have to performa two-step process for decryption. In a case
where the node KO functions as a subroot node that manages | ower-| evel

| eaves a and g, the hierarchical tree reconstructed into the sinplified
formas shown in Fig. 26 may be useful to confirmthat |eaves a and b have
acqui red renewed keys. However, if +h&l nede KO does not nange the

| ower -1 evel |eaves, or if, although the node KO nmanages the | ower-|evel

| eaves, providing of a renewed key froma higher-1level node is all owed,

t hen t héyr enenyptisige ®bhivariargcKacal tree shown in Fig. (2) may be further s
inmpl if ied by renoving the node KO, and an enabl ing key bl ock (EKB) may
be produced oiint hbebasnveaft iphiad frechndqusi,malsi fshednt rige.(adn' exanpl e of
such an enabling key block (EKB) is shown - 69 in Fig, 27. As in the
exanpl e asttiremtilcafiign 26\d ikey exthsmngss (NEY) tdre peiinrmedbetweercont ent
key is transmitted to devices a, g, and j at corresponding | eaves . As
shown i deNiiges2ro( verify Ahatedragspisddadd andc ifecedy inige deydicesr a5€ i s
directly connected to the respective |eaves a, g, and j. Thus, as shown in
Fig. 27@¥thoxrigededgrigrs apdetmaaroduge @cﬁ@lsélpﬁakeﬁaks% bt Beedoy
removi ng the node KO fromthe reconstructed hierarchical tree shown in Fig.
26(a). TheCORERN By boFhhdsudceskp) Ihsandt andysiti hlite aMEREREACREYON; s
produced on the basi s of this sinplified %&ge. The tree shown in Fig. 27
(a) is &ShPUFLEER B&ﬁyt PEESELL0Rs CPRLEDE X6YaKCPD i FRGEYRNE] BELRY t hat

directly,connect, the rogt and |eayes that are allowed t crypt the
enabl | n§Eeg SBRJER KE s Hhansh B Rt A5 o AR e L AT A R st i bute
renewedt§%¥§ h%t%%pduced on the basis of only keys corresponding to the

| eaves ificaded hthis reconstructed hierarchical tree. In the specific

exanpl e showngj ' ( : dpej nt S Hﬁﬁﬂ: ayes. Al so
in a case V\hngPt Jégﬂpg%és?l%%glh%dgﬁdﬁgpﬁ %g?‘g?k%‘%g%o m d%%gﬁ%eé | and
| ower - | , i idfd I nect RS t he
hi ghest-a\r%gggﬁgﬂg ﬁlhggpgt%?ve@%(}r tzmk/reg&l I%\/egj(x%)d@, 1%’lr:lldec‘yhaaﬁl I ng ‘}eé;gbl ock
(EKB) mayshgopr Reycedr@pthBemBRal StAk. bb%ﬁh”@hb&ﬁ@ theeacddrkgys my be
transmtted using“the resultant enabling key block  (EKB). As descri bed
above, tbateat rlwarﬁdsh'!h?r@rs@:@xﬁ@le képx @S hallreg tie petaH®sitBrehi ch
the top node - 70 thereof is directly connected to endpoi nt nodes or
| eaves. resullltantsiefphiypted Wate inte RUmMiorsi dmtdre raAnching fromthe top
node is not limted two, but the top node may have three or nore branching
pat hs dependi Ig Kiyg & bé (aypbevenfinda stasieowhena anodasent puaviader Whatenabl i ng
key block ( EKB ) described above with reference to Fig. 25 includes
encrypt &0 tzaasmitrdspansioh tbatldnkeys stonagesdvriore 1 Ir shownt ine
| eaves a, g, and j to Kroot. In the exanple shown in Fig. 26, the enabling
key bl oER9(-ERBY a)nchaduset hbel datakeys ibergnedet @ PReandadeplaybgckand |,
t he node KO shared by a and g, and the root key. In contrast, in the
enabl i ngPRa¥akL§c RetFRBN &het Fenkgsits PEPViHersprgl thec§tRTraggr 8RVESR tree
shown in Fig. 27 ( a ) , the key at the node KO is renoved, and thus, as
shown i AlRilg. 157{B) nepreda 0 PRELPRBr AREREREACARLR s PP ShPWE dRaBROng key
bl ock (%KB) shogm in Fig. 27(b), as

1(a) and t

hen transmit ‘a contegt key encrypted using a session
key. In this case, the PC and the playback apparatus existing
between them can acquire the content key by decrypting the
encrypted content key using the session key produced via the

authentication process and acquired by the PC and the playback

apparatus.



t he enabling key block ( EKB) shown in Fig . 26 ( b ) , includes 3-bit
tags . The second and third bits are used in the sanme manner as in the
exanpl e shown in Fig. 26. That is, the second bit has a value of 0 or 1
dependi ng on whether there is data in the L ( Left ) direction, and the
third bit has a value of 0 or 1 depending on whether there is data in the R
(right) direction. The first bit is used to indicate whether the EKB

i ncl udes an encrypted key at the node corresponding to the tag. Wen an
encrypted key is included, the first #2t-is set tol, while it is set to O
if no encrypted key is included. - 71 Using the enabling key bl ock (EKB)
shown in Fig. 27(b), the respective |leaves a, g, and Jj can acquire the root
key K ( t ) roatthg pehésrinamg, ain thenexpmpdesshovndénryipd i lTnwdmnhalKa, K (
t ) root ) , Enc(Kg, K(t)root) or Enc(Kj, K(t)root). An enabling key bl ock
(EKB) oratdwe (gsicf afica tIrleein eduitdi raictattemt gorowident | frausmbrsn amcl udi ng
a top node and endpoi nt nodes or |eaves directly connected to the top node
i s prodemabldmg keybkibskof EEBl)yahtiodet &k efkraot (Kepmhdimd he speeitfae node
~and the endpoi nt nodes or |eaves of the reconstructed tree, as shown in
Fig: 27(@RanmBe mhdwh g & igow 1di (Al )i firedlucesk byt ey iing lau giongemtl y
devices to which an enabling key block (EKB) is to be supplied and by
produci keYt Reamatsingy akapds sy (BKB 1edthdieinl thatkeyss ioktaired iBY t he
resultant sinplified tree or keys shared by | eaves, as is the case with the
enabl i ngreSesHing & hememakddna sy bligske (BRED + e fc davdas g Whighyr 27,
the resul tant enabling ke% bl ock ]‘EREKS) beco%res spal |l in, data size, and thus
it becofidd PEOSEEFethE ¥R LYRY & RRpPet AGTReJEPT HRk1PN B ACGUI L of f
is ient tg‘%nner . Th sig&lified hi erarchical tree structure is useful in
par t i cult¥® AeAF B *eYa k¢ Mmaged on the basis of category tress, wherein

t he category ee i.s_one.type of .subtree W | descrie el qw. .. The

cat egory tree&'irhfrz?fg’é"te’of‘%n%bggag Hngagggq%%e?célﬁt(g‘%%)r 8%%%%%‘9%‘# %Iué’g\/es of
an original. key distribution tree. Iyt fQrs in various
aspects.tq’l%c?r lg—'xé%& g’,e glscea é)dblryy%tyr ée%%é@%%eﬁg s?g:t%dg?%’n% ées(}g'g%lqeae\?’gs t hat
- 72 ar; i 0 h i C i i : evi ce
suppl i erlf?l ? Egt')c%&e)ﬁft %glrrdogf% (f'et%, ggl(réglti Egaclﬁee rgél%(g;em?ﬁgtﬁ i\ftﬁs'?itf)r\ﬁl@%(!)n rltt-“lht(r??dld

accor daneRyMHd} @i €REHA {gfé&ﬂééd gy éﬁéffp@in@raoééﬁﬁenfr@d@gﬁé’@ﬂhsiw
services provided. Devices classified into oné category are assigned to one
cat egor 3 hode kE9Mof XAk Ky €PR%! cHAt bAJoBt S1ARH I By ¢hddedfs idifed ng top
nodes ( subroots™) of a plurality of category trees in a simlar manner as
descri bekpbgdevididshéh s &8 o5 agpp@lyls&dk Appaia thesesiof iid ettty uct ed
tree, then the resultant sinplified enabling key block (EKH) can be

decr ypt atheotdbyt byt geviviee rhehd thierdeticaoy trerdoght endedrnd e proatesgor y
trees . The managenent on the bas is of the category trees will be

descri beadhe EKB@fsdinlg tiaé dea flhey eraiddegekdield ankhe FEBY) thap lagbsicdk ed on
an information storage nedi um such as an optical disk or a DVD. For

exanpl e apparatals i nFhezpfbireck itERH) pesslibdiendoa sesuaredar triansmidi @y
encrypted key data and a tag part including |ocation identification data

i dent i f WiomFeamie kieyc shpgnsasf behesed 9RbY can |aaithpitized devHice Fidhodd tree
structure may be stored together with nmessage data such_as content data
encr ypt &@CRESHF gt iNch AWRFIFRRS IRSEWRPME TR Helt 3 0h ADIERREHERYM  and
the resultant infornation storage nedi um may, be provided to devices. Each
devi ce O&YSEEFueMUCh Bp é&%&é’ﬁ&lﬂred’r pckion ioﬁ‘glauéﬁsilr?“t Yanabl i ng

key block (EKH) in. d i th the identification data in the t
i o1 0, AR ERF B AR AhaHe, GRS JO0 SOPURTE EREFOSP HEairi ng a

key needed toWhen it is desired to transmit a content key such that it
can also be used by the PC and the playback apparatus, if an
enabling key block (EKB) is produced such that it can be processed

by any of these devices which should be allowed to use the content



- 73 decrypt a content and thus using the content. O course, the enabling
key block (EKB) may be transmtted via a network such as the Internet.

[ Managenent of EKB on a category tree basis] A manner of nanagi ng nodes or:
| eaves in a tree structure for use in key distribution in accordance with a
bl ock or a set of nodes or |eaves is described below Herein, a block,
which is a set of nodes or |eaves, refers to as a category tree. A category
tree may be forned in various aspects. For exanple, a category tree may be
a set of nodes or |eaves that are cenBBned together in accordance with the
device type, the device supplier, the content provider, or the clearance
institution, or in accordance with a common feature in terns of process,
manage gy, @andsdfvthesrgswliaed EXBascaragemittede thgnbehe®s alaviark i n
further detail with reference to Fig. 28. Fig. 28(a) shows a manner of
managi ngcam tacp ste udieireontrentni key of category trees . In Fig. 28 ( a ) ,
each category tree is represented by one triangle. Each category tree, for
exanpl e, that [PdsdrrEdubianefody eancauhbaptata2ion, keychsiieg an @nakdling of
nodes . Fig. 28 ( b ) shows a node structure in one category tree. Each

cat egor yke¥ ddlaak oA ¥ udedreans ef feemmen keyi ereygtegeaphvikl udi ng one top
node and a plurality of nodes at |ower |levels. Herein, a top node, such as
that denoted B EBpedipteibuhienloDrata or @d@y @@tl@@oay enal irg tketver r ed

to as a sub r oot . - 74 As shown in Fig there are | eaves ,

that is B1QRK(EXB) aﬁc‘?%g erRisthe Q%V?T%%SCW%eW%@%‘F%nQE €0 one of
olurali %’ SiaEs e@sy bLGr Bt fnd BhacorRednt o Ehe fanteel Fevimaty T
28 t h h | st i bed bel

win efcagfreg ﬁ?adm%we%@'d%%g%%f' $7% SR YREeCin S hp Sane Hard-

hi t t | th
i o ar crSRS ca Lodhrns e aé%hﬁglﬁﬁi thas %&%‘S%‘%V&?f%%%é%&%xf&“-%Aﬁn at
a certaigf 4 £L¥ely el ﬁ%é’?—tﬁ 1'%/ ch?ltebgit.L e Pﬂ"whlggpcﬁ@ag? orl%%s Al to

Hk re i eve

An, category rees spose a nex ower cat egory

trees Chi{,£00-868 1 %ngﬁ&{ Ayap Eb n2Pifd a?nﬁdtﬁé)rev:%"i?l?esposed

category tree has a tree cture |n es and leaves are

at a pl yald tis Ardi@sred Wat@PHe Etrlé%e‘?ﬁ:t SR frohe YDA dd €€

structure including, as shown in Fig. a top node 2811 'serving as a

sub-r ootin eidRAIatthdefed Hahneand Ot higd é@ﬁé@ti\ﬂ@aﬁ@%é’@ﬁdﬁ@n the top node
2811 and the endpoi nt nodes 2812. The category tree is assignhed an

i dent i f isgrt @kt idad ivAnane kdyhexonRdfge wis bh R hd€onvéREL6Nal reehBikue.
i ndependently for the category tree Bnk thereby managi ng | ower-1evel

cat egor \fhusgeberath, &f tebhaliquedaiddsclaseidt sn whyi.choake authentficartdjom nt

nodes 2812. On the other hand, the category tree Bnk is managed by a

hi gher - [keyeKakpangad)in authentication and key exchange is transmitted
to a device, using an enabling key block (EKB) according to the
above-described technique thereby allowing the common
authentication key to be used as a secure secret key and thus
allowing authentication to be performed according to the common
key cryptography technique. That is, in this technique, the
authentication key is transmitted as message data encrypted by
an EKB.

Fig. 12 shows a mutual authentication method using common

key cryptography (according to ISO/IEC9798-2).



- 75 category tree Ann one of endpoint nodes 2811 of which is included, as
the sub-root 2811, in the category tree Bnk. As shown in Fig. 28(c), a
category tree Cn3 has a tree structure including a top node 285.1 serving -
as a sub-root, endpoint nodes 2852 corresponding to respective devices that
are leaves in this case, and other nodes between the top node 2851 and the
endpoi nt nodes 2852. This category tree is assigned an identifier Cn3 and
manages the nodes and | eaves within the category tree Cn3 independently for
the category tree Cn3 thereby nmanagind4l eaves (devices) at the endpoint
nodes 2852. On the other hand, the category tree Cn3 is managed by a

hi gher-1evel (parent) category tree Bn2, one of endpoint nodes of which is
i ncl uded, as tlhethebexampl@ Sbdwn iim Flig.ch2 pgocymmoack&n T rypgoqgaphyt he key
managenent of each category tree refers to, for exanple, renewal of a key,
revoki ngreahnidee |lhdeed an whid DBS desempbeyedn amothér | similar camamdn devi ce
corresponding to a leaf in a category tree at the bottom a |leaf key of the
cat egor ykey exxyptogwaphy ttechnibyie endip| ahss, banempboyed ey sImtFigpspett i ve
nodes existing in a path fromthe leaf to the top node serving as the

sub- r oota A8W&CEB f hEst ganar@tes a e 4abd tsx prdem npabesn@npnd transmitdevi ce
at an endpoi nt node 2852, keys corresponding to nodes in a path fromthe
endpoi ntRwdegethegrwithamidgnt hEigHHL dvt Ofidee deyics B, Sivpaddeving
structure of the category tree i;s further _described with reference to Fig.
30. EacH*'catIé\gB‘??P?P%g "é%ﬁeﬁﬁéél inagtRe@nd IDYB) / Sthe deyics A gangsr-es
various | evels. The depth (nunber of |evels may be set . dependi ng on the
nanber ot GATIRHE FAPSIOT, MUBET RacaPBgBRG LY PERSRBACKD o TG SHUR i

endpoi nt_ nodes, Qf .that c ory.tre r ndi ng,on the nu of_.devi ces
to | eave%me,&’ ?%a{%ed& 3:1}% ?ﬁgﬂﬁ? Lﬁ’tg tg}?b%’n T &hesﬁra;feﬁﬁr}b%'erﬁ?ddi ed as
shown i i (b) rei r i { t top and

t he roo'[él r[:dr gg(ﬁgé a’I‘I}%‘%{a gbgﬁa ?‘,& %ﬁu?ié‘?%@déé: gllbgmgrgyllgglgh%goa?é&é% 3’ Jtcreges A,
B, and ar L.SPOS a CtiiV i d the r o A
further- 'O\A/greq:eg'@él %ﬁgt técge r?fg?)ré'es % ?eséq’g:ysl?%gtsg% E%]egfw%%% cs%;gerd%t;y ree C
In the oai eamimsn! bgetfdUtyi B DanDRCakd HIRINlN8YBT oAl on' L3S
reserved nodes 2950 so that another |ower-|evel category tree can be added

in the fqdwilce BY HaEA%f Rehd @eRiRE ROsked 350ThEOENE*$PRi6N ds LR /I Y tree
C2902 having a multilevel tree structure nmay be added by assigning the

reservekeyo®ab29n0the ¢tBE ndde Xle e pEema¢Vbé JheHs ¥méd &fs £019 Jwes.er ved
nodes are described in further detail belowwth reference to Fig. 31. A

cat egor \irt the pkdciikl hshag tsveES|, evitd exellagiie OR @etwBenCh® imdtialo on
managed by the category tree A ( 3011 ) , and al so has one reserved node
3021. Foralareaguice Ra Hes maiimerl aifed amet -Uhey aessdite ga \eriarygst edh\bybeehe
increased in such a manner that the reserved node 3021 is assigned to a

| ower - | DES epgryptipniunigouging ankeyuKahethéneley -dtasinioyg egorypteses F
and G may be connected to endpoint nodes of the |ower-level category tree
A (301Batarid .| oRbe- ex0bnsiveegBrhetweencll sand R 2)s walqwdsaded amd | east
one endpoi nt node 3022 so that another |ower-|level category tree A" (3013)
may be ddfcdesthE LpRNCT¥RASd byt Eh6RES Qe yPiiolp ua it walng ke keYone or

Tanner, AP BOEHALY U B PG 55 e St NEHHBTS e FHe cat egor y
trees TANSHES Dk Sp RekiAdh SRS SRR eeRadt s B3nd LB £Ba ThEaRHTDST ©f
and the result is encrypted by the DES encryption unit using the
key Kab thereby obtaining encrypted data E3. The obtained
encrypted data E1 to E3 (Token-AB) are transmitted.

If the device B receives the encrypted data, the device

B decrypts the received data using the key Kab (authentication



not limted to one, but a plurality of endpoints may be reserved. Each
category tree nmay produce an enabling key block ( EKB ) independently of
the other category trees, and key renewal and revocation may be perfornmed -
i ndependently of the other category trees. As shown in Fig. 31, enabling
key bl ocks (EKB s) are assigned to respective category trees A, A, and A".
These enabling key bl ocks (EKB s) may be nanaged by, for exanple, a device
manuf acturer that manages the category trees A/ A, and A ~~ [Registration
of a new category tree] Registration b a new category tree is described
bel ow. Fig. 32 shows a registration processing sequence. In the sequence
shown in Fig. 32, Anew (child) category tree (NNEn) to be added to the

tree strusturss thelgecketeWeedsetr ahi 66mhSHVEMot® specidPRial By eltHepar ent)
category tree (P-En). Each category tree has its own public key according

to the pdudyptkiedn ofyphePeived dama. i ¥y fidimaibwscid Ehowy . t IRRirstssues
the registration request, it transmts its public key to the - 78

upper - | entsd ematrgpaied taea EP-isdeddyptedasingnghé heatsenisicat iom kegquest ,
t he upper-1level category tree (P-En) transfers the received public key of
t he newKathital obtziredire taredon Walre )Ra 0 Thesrdaffieont eheutdnmrivpted CA )
to receive a public key of the new ( child ) category tree having a

si gnat urdatd# EBhelsCAlechyptarbves ingceirirauthepeidathen key nkklnal Rb is

aut hentication between the upper-|evel category tree (P-En) and the new
(chi | d) dtaigwd) hy emlowlEt) ing fexglusiiNe PR i kekwesn othe heegulbaaty tree
requesting for new registration is conpleted via the above process, the
upper - | drarypfiedsiata rand (B £nFigialdy pdhe eneiyried et distiSti on of
the new (child) category tree (N-En) and transmts a node key assigned to
the new YRbed S5 L e althRenhkC3elPn JFRY dfaRat 3 r §¥¢+ %W‘N—%ﬁ) . This

¢ ESZ ( e o e fégep%we”daé’ti%‘%ﬁﬂf f?rgé %ﬁii%fgiiéﬁfgfé%f €aey ol
" % .
E)r ans Higibio (R ng R:aé 7 ¢ A ABFat 8 SEEE LS R plofess
i1 95 Sl 88 PRIHE AN bl BIACINAEN GALRIA ] BEENFR bt o

the receive op no ree structure.

Fur Cher iPLs WKRYS, 4 RepRL: AndPOI SRR 110098 BR YERMPRoatlth A0

enabl i ng” key ed W e category tree 1s produced. An

gngglbi_ E%éie%éoéﬂﬁw EKRs 255 teAlied iWe! B detalRINLY LhEE tRe'&lwided tO as

is an authorized device.

Thereafter, the device B generates a session key (Kses)
which will be used after the authentication (the session key Kses
is generated using a random number). Rb, Ra, and Kses are
encrypted, in this order, using the authentication key Kab in
the CBC mode of the DES and transmitted to the device A.

Upon receiving the data, the device A decrypts the received
data using the authentication key Kab. The received data can
be decrypted in a similar manner to decryption performed by the
device B, and thus it is not described in further detail herein.
Thus, Rb, Ra and Kses are obtained, and Rb and Ra are compared

with the original data transmitted from the device A. If the



- 79 On the other hand, the upper-level category tree (P-En) produces a
sub- EKB associated with the upper-level category tree (P-En) such that an
endpoi nt node, which was nade active when the new ( child ) category tree
was connected thereto, is reflected in the sub-EKB. After the new (child)
category tree (N-En) produced the sub-EKB including the node keys and | eaf
keys within the new (child) category tree (N-En), the new (child) category
tree (NNEn) transmts the resultant sub-EKB to the upper-1level category
tree (P-En). Upon receiving the sub=EKB fromthe new (child) category tree
( NNEn ) , the upper-level category tree ( P-En ) transmts the received
sub- EKB together with the renewed sub-EKB of the upper-|level category tree
(P-En) tvenifieyatdict is@iidasssfriily paEBel, the tibeibed detbrmihekKBiat of all
category trees, the key distribution center ( KDC ) can produce an EKB in
var i ous tlendevice B-as aaxanpherized dédBican [m gommunidasiioh gerdfiormdd/ a
specified category tree or a specified device can decrypt the EKB . | f the
EKB pr odfdmtr sheamutmade aaithemddicat isn desy \geesd smccessyfadd ¥y qrhssmdagory
tree or device is provided to, for exanple, a content provider, and if the
cont ent Yo Eeffiamdigihikses cohtusrd Keg IRCUFR BReiseofeehe recei ved EKH
and supplies the encrypted content key via a network or supplies a storage
nmedi um on whi dft the AR yihexs kbe receivedfdata issdgtesRisefrsitgiag o

provi de a -, 80 caontent such that the content can be used only by the

speci fi édwd’év’idcg’%n The ARHe-dasethed rR T bhicAt R upt REMSFUL new cat egory
tr ot oS A AR T s TS i PriEaatea . bt 1oy st L at i on
Cay egory tren 1o Ut AREHSRIGHATIAN BTORSA% A ST AN eing 1t via
cat egor PUPEIRIERI0Me) (8% 15088003 B RORISH Sy T L AL Y

upper - | gvel pfakeggioh" Egg} ﬁ?ﬁeffrr{i’&ﬁsx{?ﬂ@é‘ﬁ"‘éé htﬂéfcgée%egﬁ Hlehng33- By

provi ding, as a top node e new category tree to one endpoi nt

node 32Ql dhd MR ed Si8led AEIH Vgdd Gfs 18y Ld}® ér?é(ﬁir'valgég{ O3t &ER" Y

tree, the lower-level category tree can be added as one o egory trees
that ar aged by the upper-level category tree. As will be described in
detail later, category trees managed by the upper-level category tree refer

EO those cat egpire spees filkal 1680 ke they @seshplle tSHowPREST Fijyell2cator@ory
e of devices A and B produces an enabling key block (EKB) such that
it can be decrypted by the other device, and said one of devices
further encrypts the authentication key Kab using the produced
enabling key block (KEB) and transmits the resultant encrypted
data to the other device. Alternatively, a third party may
produce an enabling key block (EKB) that can be used by both
devices A and B, and may transmit an authentication key Kab
encrypted using the produced enabling key block (EKB) to the
devices A and B.
Figs. 13 and 14 show examples of processes of transmitting

a common authentication key Kake to a plurality of devices by

means of the technique using an enabling key block (EKB). In




As shown in Fig. 33, if a new category tree is added to an upper-Ievel
category tree, the sane one node acts as one. endpoint node or |eaf 3201 of
t he upper-level category tree and also as the top node 3202 of the newy
added category tree. That is, one endpoint node serving as one |eaf of the
upper -1 evel node - 81 is set to be the sub-root of the newy added
category tree. By performng the setting in the above-descri bed nanner, the
new y added category tree beconmes one of active category trees constituting
the total tree structure. Fig. 34 sho®#8 an exanple of a renewed EKB that is
produced by an upper-level category tree when a new category tree is added.
That is, Fig. 34 shows an exanple of a sub-EKB that is produced by the
upper - | eahsd ensingd@ \showee whanigJ 3, =t watthentivathiorh Kdye Rgkeerthatyel
category tree has a tree structure including, as shown in Fig. 34 ( a ) ,
an acti vamrehdpbeatypiosd by dedicesDd ) 133D, amdd3 airs &chnsmitctedotatthesde (node
001) 3302, an endpoint node (node 100) 3303 thereof is provided to the new
cat egor Wewigmes .Th@nstheEgBampd eashownainshbgn 14, Bf.dSdiddey Q, That2,i s, the
sub-EKB is a list of a high-level node key encrypted using an active

endpoi nt3 . ndde Keyice Bi gherevekefl, nand arjawthenpicat ion key Hdapgan | evel
node key, ..., and finally a sub-root key. The sub-EKB |is produced according
t o thi s Hodearymad adie gy ydevieehdl: s dvks Bransmitked or m of encrypt ed
data incl udi n%, as with the sub-EKB shown in Fig. 34&5}%, a high-level node
key encrypt ed lisithe %%ﬁ%@@ﬁﬂbdi%ﬁ%del%eﬂg%al RE8Aucedyibiher - | evel

Sub- r 0ol ICTPEIS o BRChedricaiip Koy RekRenabhe byrineHedadRieY oo
2 dovi o8 G0 3, BEaRGnTFLedEPTOrRes Tt an e TI8aY kel otedh (WL The
s descmisabase s rhie tHRoRaraled ARABTREE K LE o el P St il Ty
(Eke) cay Beehdetind. ShE HEBLSHEY Aot et SRR 1 LRR' KEPE he® sSFkH 0T,
revoked e canegly el WAt 1319, 83 antaenARbin Grkh DTy | 0

t he exa . '374n , revocation Is perforne or a device

assi gned . 8r5PLGL 11, LAk hByLBE Fiff: HIHUP chEran€asa e ey
managenment 1s perforned on a category tree basis, revocation can be

perfor W&thmoaﬁpgﬁbééﬁs Eﬁlyeg@édr%ﬁeﬂng Red1ee ERBOahigthe® 1144 @MHeNg
figures, a revocation process perforned in a situation in i ch managenent
I's perf iuhbmicatddire ey Kdlee Basdectyipidians ritheehetyytedi g. 35 shows a
process of revoking a category tree at the lowest level in the tree

st ruct uramthenituidiatgiom Reyreda (K/( ©f 0€atKake)yus ipgthe hequiredcasde kigvi ces
bel onging to the revoked category tree are all revoked . Fig. 35 ( a)
shows aR{)0li.stribution tree structure nmanaged on the basis of category
trees. In this specific exanple, a root node is disposed at the top of the
tree, and cat &yeny iffr eae AFl the Athen deayigessdd &, 6ot @nd |sov@n bel ow
the root node. Category trees BOl1l to Hnk are disposed at a | ower |evel, and
cat egor yFeqedaesCrhey sgme enadilsigiss dieYa o 1o oku r(BEKE) /| d& dexiige cemn@fory

trees at the | owest |evel have endpoi nt nodes é Ieavesd) )
process the EKB using a node key or a leaf key held by the device

to acquire the renewed node key K(t)00. Thus, it is possible
to securely transmit the authentication key only to authorized
devices.

On the other hand, in the example shown in Fig. 14, in a
situation in which the device 3 in the group enclosed by the dotted

line in Fig. 3 has been revoked because of exposure of secrecy




- 83 assigned to respective devices such as a recording/pl ayi ng- back

appar atus and a pl ayback apparatus. Revocation is perforned individually by
the respective category trees . For exanple, the category trees Cl to Cn at
the | owest |evel can revoke a device at a leaf. Fig. 35(b) shows a tree
structure of a category tree Cn (3430) that is one of category trees at the
| onest |l evel . The category tree Cn ( 3430 ) has a top node 3431, and a
plurality of devices are assigned to respective | eaves at the endpoint
nodes. Wen, for exanple, a device 3438 assigned to a leaf at a certain
endpoi nt node should be revoked, the category tree Cn 3430 ) renews the
category tree Cn itself and produces an enabling key block ( sub-EKB )

consi st iof) afkeyodankenabdiithd &aly kayeki (EkBjedlsi prodecednsuell claegy tree
Cn. This enabling key bl ock cannot be encrypted by the revoked device 3432
but can drn e rdeateyptoed yorly deyithes aidsegmesinderd hef dtlergtagvesthak
manager of the category tree Cn produces such an enabling key block as a
renewed sup-thkBdenbcesspecl f iazal Ry, anddth«k pyrodaicedodrabld8y, k8 M oadnd 3435
in a path fromthe sub-root to the device 3432 to be revoked are renewed,
and a reffKid isubrax@nisted od e speegifhcatdym the emablingdkey\bliutka such
that the renewed node keys are reflected in the renewed sub- EKH t her eby
ensuri ng(B¥R SHRVT elievitld subt EBXB 2p Ble ddakg preliownl inbyigeats tovi ces

ot her than the revoked device 3432. This revocation process is, equival ent
to the rRARAUAS r?YpF@@&é’Qtéé’gcFlhl?eé%BS%lﬁPFHOPeF@Yeh’é%k?b ¥$HRg Eheind 4,

if the 8 root key is replaced wth the sub-root key that is a top
node keWQﬂ %?f"ey @'gbd/%/ ) 13ER, W%‘é‘b‘?@ nbo%t;/h%?ock ( sub-EKB ) renewed

via the revoc Oﬁlproc s perfor d cate re (3430
- e %Preae 1 BBovhrSErite S A ThAnd Aigie,. |
Lrgﬂsrebﬁgd ;teq & tr e BnE (3420% mhgch i ncl ud the
one of ¢ 3t T kaSh asy Ef o é&f 8r TEREE 30 aubee %re{leé%efﬁm X
EKB
hﬁlmcf‘h GRS K< 3&* e;‘%r?@**t#%%e%%g%é%)&“?@im RS RATL B0
rep ace}zofs«?o ‘i, Spon Chto% hgﬁé‘ gngPQL ¢ é“%gféi 4 3o gengil& "dhd I €€

Bnk ( 3 ing to t top nod of t egory ree Cnk
(3430) widvidde fnﬁe%\ée«itléey é&&ﬁ‘&%@dé‘a&%ﬁf@@ é‘5u53¥n@h855163%9’ed

fromthe | ower-|evel category tree Cn t e category tree Bnk

(3420) nenensdy terddy Fd@rﬁhgloxsqé:,)n ®¥§ dde tree structure of the
category tree Bnk ( 3420 . Inthe category tree Bnk ( 34 2 0 ) shown in

Fig . 3 5 ( CEven iff bfeneedatk deviergwinosle &e¥nd BodoRadh e Bt
sub-root 3421 to the endpoint node 3431 connected to the category tree

i ncl udi rErdups éhowre ifrp Figy & v etk ivdy & ispidaid idald W.EKE) | Sitheadrrbt 0
renew node keys assigned to nodes 3421, 2424, and 3425 in the path

connect edquiinehéheodenéwdd mbde Heeyc 4KdgQ0P )t nsiényghatldeds kieyansna nogke t he
renewed sub-EKB. After renewi ng the node keys corresponding to these nodes,
t he cat &g yelidedyBik .( 3The) revolied edevice r 2 reaw da lsidh IEKB asuiwisre dhe - 85

reflect the renewed node keys
renewed node key (K t)OO) using a leaf key or a node key held

by it. Thus, only the authorized devices can decrypt the
authentication key and can use it.

Thus, the above-described method of transmitting an
authentication key using an EKB makes it possible to securely
transmit an encrypted authentication key using a small amount
of data such that only authorized users can decrypt the encrypted

authentication key.



The renewed enabling key bl ock (sub-EKB) produced by the category tree Bnk
(3420) is transmtted to a further higherlevel category tree. In this
specific exanple, the further higher-level category tree is a category tree
Ann ( 3410 ) , which includes, as one of endpoint nodes, the top node 3421
of the category tree Bnk (3420). If the category tree Ann ( 3410 ) receives
the enabling key block ( sub-EKB ) fromthe |ower-level category tree Bnk (
3420 ) , the category tree Ann (3410) replaces the key assigned to the
endpoi nt node 3421 of the category tr&2 Ann ( 3410 ) corresponding to the
top node 3421 of the category tree Bnk (3420) with the renewed key incl uded
in the enabling key block received fromthe |ower-|level category tree Bnk (
3420 ) , and tlRdstatidbydripn ofe,a AunteSrlKey arsdury id pubinicsWeyEKB. Fi g.
35(d) shows the tree structure of the category tree Ann ( 3410 ) . In the
cat egor yvartd inatq adi En )enstohing rkay dplock 5(EKR) ) , it is needed to
renew node keys assigned to nodes 3411, 3414, and 3415 in a path fromthe
sub-root 3411Npw .t Acnethipdiof distiziByeingonmsuttehtt deyhes tngeypuplticee t hat
has transmtted the renewed sub-EKB. After renew ng the node keys

cor r espdiRYi FRF b b iprke andr enabd iagt ke byoekelEKhn i 3esmyr ifrastbebewi t s
renewed _sub-EKB so as to reflect the renewed node keys. The above-descri bed
process Fi1§sﬁer1aol"\?§§‘°ldor°ff Al Auphenticahiomiusgigliy 16&dsitunti|l the root

cat egor r.ee .shown - 86, 1in Fig. 30 Jhas been renewed. Via the
sequencélg‘flp%ﬁ?c'é:é?é(? FEYBLER O\Hi:‘,l Ve NS P HhPHHeL G AXe i s

re t1 natyptoBaRBle BEnRide he ASsChRRET e v idhiatqiange S Sdored
basi o of a1t oHelul EEE: LhoPnET0YEY A5 EhelBAPLE KT KRVBrAsceehy
cequonce oF eyt oot hEBbeRR MMt 10 RES IS A BYER SR MY o PReERac

sequenc Tce?héw;[){:cggfégléy e héind MeyF ﬁlggpﬁng foyrét S9Nt ggno(re[,)' %HS%( eat

the bottom o he tr structure “per renewal’ nee to'rev a
| eaf fr qeytéfezded e Jtr 1= odu .a-r enewed
BOLTRIRIEEEN o AB0CHREY . { AP Fil ?![s} %’z&m% §8Vi8e

sub- EKB(D) of the device nanagenent category tree e renewed

sub- EKBB[Jenerdtenant4 Lo dt trartidu Alifbelrauehneat LHLSNi ¢4 8% t&RPReEEEI Vi NG
t he renewed sub-EKB(D), the higher-level (parent) category tree (Pl-En)
renews Rhe Upoke keyeietngnrRY, t Ohé h@eeDEPOANenedet 8T €6R0BHENPahQokhhe t Op
node of the renewed sub-EKB ( D) and al so node keys assigned to nodes in
t he pat huibem Raaine rdpeinsomadmber Akesmabl épothamnd pdigie pugBeses. a
renewed sub-EKB(Pl) so as to reflect the renewed node keys. The

above- dBeentbA¥ prakexsGi $spealoniretiefobyfmulhiplhinhea- basel poshegoery
trees, and all renewed sub-EKB s that are finally obtained are stored in

t he keyPHi Bksi Butdmitaht 2igi&DOye ahdS hgnboredrRa heRebyandi §v 8% ahdwg an
exanpl e of a, renewed, enabling key bl ock - 87 (EKB) produced by a

hi gher - FROEA1RAERFYr /5 t then jgeneratad @nd kyeasindit tedotegether whthsaeci fic

exanpl e sgfo_wn in Fig. 37, in response to receiving a renewed sub-EKB from a
| over - | BY lﬁaﬁ"e‘@(‘?re&ttlrfe‘é’aﬁ?oﬂﬁ he reyicer @atoi the daHF S Bdeviiekein, be

of 't he BB 1% g1 Vet Jatl G (0 PR g EnEnBH, BBGI § GeoFRLEREes. |
cat ogor o hedt i & REBRER. pRUEF0 DRRE, A £ue, tRea R skt an it oredes i n
endpor nt® rigietAEedPab0f) cdtat albEoahcAlSariBhenec sub- EXB so as to
Fro. a7 (b) A ohri)ehe bl AR el CIENES S 18t Vi AP noa
node T e ouht o ARE TRTRLSTYAL IR R, B8 RSP AT e 01

tree ispRreaduciass me%sletxonbefé@avé@eff&mgw%' f]et,i&e.eA f&%dgggaigﬁo NOY%

revocation of a category tree is describe elow. Fig. 3 owWs an
exanpl eovign&BYvélied Iddibified 8L the device B. If the verification



structure managed on the basis of units of category trees. In this specific
exanpl e, a root node is disposed at the top of the tree, and category trees
A0l to Ann are disposed at a certain | evel below the root node. Category °
trees BO1l to Bnk are disposed at a |lower |evel, and category trees Cl1 to Cn
are di sposed at 88 _a further lower level. Category trees at the

| onest | evel have endpoi nt nodes (| eaves) assigned to respective devices
such as a recording/pl ayi ng-back apparatus and a pl ayback appar at us:

Herein, it is assuned that a category5@ree Cn ( 3730 ) should be revoked.
The category tree Cn ( 3730 ) at the bottomincludes a top node 3431 as
shown in Fig. 38(b), and a plurality of devices are assigned to respective
| eaves dindiloatesdphiatt ROASS egialr @vokiheg oidig ialleyalye,r eheCadigdtad), it
is possible to renove all devices belonging to the category tree Cn (3730)
from t he iignat uxter uatinrtemtin hes publtiicmkeyReeatdifiioatef ofheheadegdee tree
Cn ( 3730 ) is perfornmed by a category tree Bnk ( 3720 ) | ocated next to,

at a hi ghes Itdees vertie icat egpamg thhee pOb1(i37 By ofhecleategoryf tgaee Bnk (
3720 ) includes, as one of endpoint nodes, the top node 3731 of the

cat egor puthes ity ,( 3rg0)the publder keay o die tdeviaew -is\vesttoantebry tree
Cn ( 3730) , the category tree Bnk ( 3720 ) renews an endpoint node 373l of
t he cat &erpafitex pibhe Sé-g})tadorsrlgé@&r‘ic}ien@-tsd-gt He vex ifded gBindotthehe
category tree Cnk (3730 ) and further renews node keys in the path from

t he cat &FSTpctese pyPdda kaye dfeddiedavd-ad subroot of the category tree
Bnk (3720). The category tree Bnk (3020) then produces, an enabling key

mboe o Lot b L amihe Subronr. 2121 Shaumin ELo S8 Lo on . ©

ensoornfindlerstel e el oty nltetef et credys Piroth e

B ﬁgdlﬁfﬁ ﬁwﬁeaaﬁ%i%gce?é?iﬁgiﬁpéﬁﬂgﬁ k3 thomge %iéf%/E COr:ie .gg'ﬁ&ﬁéi]‘?%K}B 0
Slgperuie B0 W U B3 G0 e 0 S S N SE R

as tor her'e Keys. terna e ‘Category tree
Bnk (37 e . .
ree Bng P5750% and K Asiitec  FogRThET b beh ohub T £ el ber IR AEAEET Y e

top nodeg 3¢k efutile %aQQQQﬁ%BFﬁﬁﬁ_ Iy 3730, but the category tree Bnk

(3720) may renew only the other node keys in the path fromthe category

tree 3730 to bﬁthYQ&@QvHﬁgtEﬁeSEBbQQE.REth@rQQEQ&Q&é bfegnBnlhediée and
may produce an enabling key block serving as a renewed sub- EKB. The renewed

enabl i ng kely, Ragckv ( st EK8)d iy iadicsdghithibe Kagoteld Bpi ik dedide) is
transmtted to a higher-level category tree. In this specific exanple, the
further Ahvghefikswahetihér Ry telced@edsfaonatiog ey ided® Asrequall d the which

i ncl udes, as one of endpoint nodes, the top node 3721 of the category tree
Bnk (372@)iginfklt kalaat ggneyatedebpnbhé @siidce K ecdifvehet herdfidbbhgnkey
indicates that Ra is equal to the original value, the digital
signature written in the public key certificate of the device
B is then verified using the public key of the certificate
authority, and the public key of the device B is extracted.
Thereafter, the digital signature B.Sig is verified using the
extracted public key of the device B. If the verification of
the digital signature is successfully paséed, the device A

regards the device B as being an authorized device.

If the mutual authentication is successfully passed, the



bl ock ( sub-EKB) fromthe | ower-|level category tree Bnk ( 3720 ) , the
category tree Ann (3710) replaces the key assigned to the endpoi nt node
3721 of the category tree Ann ( 3710 ) corresponding to the top node 3721"
of the category tree Bnk (3720) with the renewed key included in the

enabl i ng key bl ock received fromthe | ower-|evel category tree Bnk ( 3 7 2
0 ) , and the category tree Ann (3710) renews its own sub-EKB. Fig. 38(d)
shows the tree - 90 structure of the category tree Ann ( 3710 ) . In the
category tree Ann (3710) shown in FH@g138(d), it is needed to renew node
keys assigned to nodes 3 711, 3 714 , and 3 715 in a path fromthe sub-root
3711 to the endpoint node 3721 connected to the category tree that has
transm deedcehs cabewbdteasbBIEKBAA(bgr mﬁ@ﬂ@gil dnghehaosleike sy e tagpondi ng
to these nodes, the category tree Ann ( 371 ? produces its renewed sub- EKB
SO0 as telddpledet cultoer bpeBkdwhidkr keys . .ratommhmndbedescraniedher deeigel S
performed for further higher-level category trees until the root category
tree shawnalaukages38ky Bwas hewerremelesds4\bats hef sdrpienceontiipatessses
descri bed above, revocation of the category tree is conpleted. The renewed
sub- EKBofs theodesud thntt pe indspeate usecatasger s assdemn day fdudimg | y
transmtted to the key distribution center ( KDC ) and stored therein. The
key di scempynisatdentper fxnmd phedgadseratintiberxdse yheret fe-lbils keysf all
renewed sub-EKB' s . Each renewed EKB has a form of an encrypted key bl ock
that caf®8t Useddasr Fymee ticakpyYde AiceONIdNG diond heo symmnetasisk &kecat egor y
tree. The sequence of category tree revocatjon processes is shown in Fig.
39. | n FR¥PELGHBREY )shohhei Bess gonskey ama¥t bgogpnerakednfizgBnEnt cat egory
tree (E-En ich wants to_ revoke_sone Ci ory tree, perforns key renewal

needed FB%Q&?‘EF?San thabsrdoh &R 10y 1Bg t@‘(ef KeBrArEr 4 -t BRBEYREr ee

Cat ogor §oLr B8 RARRYBAYnALER: B0 FPRLPYES E. EN) SoTREL, GRENLBISAE BRE(D) -

¢ encvecPEECRERES £ bRt e REFS S el by & g Epact Bl neus
node of eRcbecadiBl°to Bakd® pRRERE NRTRGTS, BRRRIRY My o hodes i n
Fenewed sub- KK FLS oz acneE R nEos i RLar iR ush ok (PRePERCUEGRa"

above- dgaehi hgdqBERERT ReliS aBEHEHEEG nkAN 1hU ,ritnh%'heh'a%%,re'-'d%‘é@ri%@degor Yy
trees, and all renewed sub-EKB~s that are finally obtained are stored in
the keyvdirstEithutiban efBt ALtGKPChudRentRBag¢ent RELEBY andhenkeyrdbaksi bution
center (KDC ) produces various EKB ~ s on the basis of all renewed

sub- EKBis. teamlinaeadawed EKH has a form of an encrypted key bl ock that
cannot be decrypted by any device belonging to the revoked category tree.
Fig. 40 ill usFiqtes6tbkrouwsr anspranipbecobedvipeocasseudkédistoibutlinygeh
category tree and a higher-level category tree that revoked the | ower-1evel
cat egorgontent keyewmsipng i pulleiSddy clentid inajie mndeaal enabddgogykeyee i s
renewed in response to revoking the category tree, and then the node keys
in the bheakf (BKB) he RBiuipbi mubhert Boation inecpeunbevwedobetweehi gher-| evel
category tree are renewed. Furthernore, a new sub-EKB is produced such that
t he renERRFEBE RARY IdRie apgya BGbydnears &f ths rukkig key ¢rgphodtarby of the
top node 3902 of the revoked | ower-level category tree and the node key of
the endpBFhRigBaddessrikad aRevRiH: IP@?éP“S&tfé@gﬂ-@-ﬂ%e FSoFRenEerter ent

fromeach .- 92 other. Because any EKB produced by the key distribution
cont er BLRBEIST YGRS o RREL NG GAN G GBATGONSH (g & PRUBCKER ( ho

iy devPEct CHTEIORdITHGt B & FIATVRFYs HERAGALH Bror EEPEORF,MERLER cannot
have theo T SRIRC, KSX,00d: ' RS §"08" pAELKREEIRE'® FHOPUEELPY LhE eV

r
di stributi OA cen
encrypted content key E(Kcon) produced by encrypting the content

key using a renewed node key and the enabling key block (EKB)



Al t hough in the exanpl e descri bed above, a category tree at the bottom

| evel that manages devices is revoked, a category tree that is |ocated at a
m ddl e | evel and that nanages a | ower-|level category tree may al so be '
revoked by a category tree |ocated next to, at a higher |level, the category
tree to be revoked in a simlar manner as descri bed above. By revoking an
entity managenent category tree at a mddle level, it is possible to

si mul t aneously revoke all | ower-|evel category trees and devi ces bel ongi ng
directly or indirectly to the revokedS2ategory tree. As described above,
revocation of a category tree nmakes it possible to performrevocation nore
easily than in the case where revocation is perforned in units of devices.

[ Managermre enfcryqytadel higingpfa csgiony Keye &sathgrddysedineiaitstie i but ed on
the basis of category trees, the capability of each entity nay be managed
and a cawtdrentima thondbstwicen thedepmipennpraovider amdabhki P, andleher i bed
below. Herein, the termcapability is used to represent or define what

ki nds ofressittemits datarigyrtaransmictiest toarthbe®#Cai t h. Exanpl es of
capabilities are a capability of deconpressing audio data - 93

conpr essed ac&bedPfgdesrypisecusingc Gier 6€5isdons Kieyne the copaleint tkeyof

audi o r%&{oduction according to a specific schene, and a capability of

deal i ng BA%APre eacnydiest ysidge theodengued pos§ &av ang the smekd iag

exanpl e of a cateqgory tree structure including capability defjnition
i nf or matieInP1ack JitKRodWhishdyere Hofhaene REPEeg Wiinhihre3L3H 528 kS on

troo ar &1 Syonsiits HhR aRGANt FRCIRERRS SACR R g P IPRRHR0L (o
defi ned havyi di | ayback capabilit di t f
audi o plPRPBIAEEC RER S SHOTRAE eI speci tcal |y, for example, when

i ¢ dat i i A B . Ci
i'stribut od.  SNF BeoyRach AR AT SHLEREFOo PS8 AT im dosilize the
I - I t 0 4 th
conpr esSon tait, R XebhCEy 88cLhBeERboORE nb) B ome bl e & AR Ry S o
Pl aybaclaPapidride, 8RN Rene( REoR Uk pehdiRaK: ANATES Rtiad G 2

category tree 4003 is defin aving a ybac Ity according

to one @bdaudiey RInAYRMEK cHAPANRY AN B1BcI@ (@HEPYOrY tree 4004 is defined
as having audi 0 pl ayback capability according to the audi o playback schene

B, and a categaryhisaretiiSld, i dald RUyaBE NAM Hth tBLH 191 g HRdercapabi ity
according to the audi o playback schene" C. On the other hand, a category

tree 402bntendepirootddas dmditige PovidesupteyHaakl ¢anadndd f \enrceondeng to any
one of schenes p, g, and r, a category tree 4022 is defined as having a

vi deo plkaybBckcerpandnypteatasidgnthd aeaewedneodé keghandstire andbdingnd a
category tree 4023 is defined as having a video playback capability
accordi kgytblohk EERRy®ne tHamsgdpded, therebygrensuvingfthaspadia ¢an
categor% trees
e securely transmitted only to an authorized device even in a
situation in which secrecy of a node key has been exposed.
[Distribution of a program code using an enabling key block
(EKB) ]
In the examples described above, data such as a content
key, an authentication key, or the like is encrypted using an
enabling key block (EKB) and resultant encrypted data is

transmitted. Various kinds of program codes may also be

transmitted in a similar manner using an enabling key block (EKB).




i s managed by the key distribution center (KDC). For exanple, when a
certain content provider wants to distribute nusic data conpressed by a
speci fic conpression programto various devices, the key distribution
center ( KDC ) produces an enabling key block (EKB) that can be decrypted
only by devi ces capabl e of playing back nusic data conpressed by that
specific conpression program on the basis of the capability information of
the respective category trees. The content provider encrypts a content key
usi ng the enabling key bl ock (EKB) pr®slueed in accordance with the
capability information and distributes the resultant encrypted content key.
The content provider also provides conpressed nusic data encrypted using
the contlentthdey daseje\d Grograhicodakies titaEitd® 49 s YaqxHvi de a
specific processing programonly to devices capabl e of processing the data.
In the emmypreshawing dni EKBL1, Thepphbbkieky isf desetriided Indehurteeérf or all
category trees. However, it is not necessarily needed to define capability
i nf or matdedra iflolbedbiv.cat egory trees. For exanple, as shown in Fig. 42
capability information is defined only for |owest-|evel category trees
directly rel aFdd.t d 7dehowes anaedampiabbolfi by protessabifotrahsodtitiag a
bel onging to - 95 the lowest-level category trees is nmanaged by the key
di st ri bprogragesogle petmeen deviads s fdase enarypsiponsid tusimgedimast from a
content provider, the key distribution center (KDC) produces an enabling
key bl o€XamPReR R teaevwesh npded&eyy gned udedy ipy aneenebd ingy key hlogkability
specified by the content provider, on the basis of the capability
i nf or mat{EER def AridVier T HE prpsiicesepal epabbiBgykey dekock { EXRY &hatpl e
shown in Fig. 42, capabilities are defined for category trees 4101 to 4105
whose eﬁaaogﬁtd%@é% e 15 %1% 8006 KeYieL 183d KRE RepAthy ia Aevise

di stribution center (KDC

e B Y S AL
scerreglg 2ying a, vi deo ac ﬁ,gpall.t ccor di ng _t'e eme r
ool Ao Th i Ao ehe intang B b tofR (ke ) 156
2;SaL$:iL¥u§% Ediﬂ i&9§0;% cgﬁ A 2 g h thg a v?ggo Igy?a Elcg :grlity
aﬁcording to %ﬁe s?%enené aF _re5§¥eé ?o)t%e capeggpﬁrypgg 47622 Brg. 43

i stri bFrbaResea, tp KA evipk THORIUREL) hEpL LTI O EE ERE: 1e

capabi | &bﬁe%am@nteytbabgﬁocéseahggﬁeyré&.eﬁvb&é 2Bnhdafid %{:ﬁﬁikaét

identifies a category'tre A capa ty I'itst I ndicates capa rties

defi nedther pro§PhR IV de WL Bel?Ybeangdt & j in

Fi g. 43(b),pthg capabili?ﬁ Iis?bcgﬁgﬁsﬁé fﬁ&giplur§F$¥§%g#QgF@§ugggﬁn

i ndi cat thg whquheedvaenewsdCcapdei kieli.es are available or not. For exanple,

if the audi o data playback capability according to - 96 schene (A) is

avai | abl e, t hencole esspampll eagslivwn i in Feilg.t 4 7,1'thebdeviibe b702i Sustheto "0"

if the capability is not available. Simlarly, for the audi o data playback

capabi | exgecatesriheaqdquigehte progrBm) code lend wetasnenthegrdsult sostheto ~~ 1

~~ if the capability is available, but the bit is set to ~~ 0 ~~ if the

capabi | feyire ho@l avdidpsridindonetheareshbt pethwdesficsedf0igpehEormpabi | ity

information is not limted to that descri bed above, but another nethod may

al so be2efiprbhes msorefg-as the nmethod can indicate the capabilities of the

devi ces nmanaged by the category trees. The capability managenment table

further incl idRdepaBIReD RO/ RY FRRNSTELEKBY An eaabldaeleyybleek. In a

case mhfrg sub-EKB's are stored separately in another database,.

i dent i f KEEB) oANFNROPRAEFBM 6PdeuBNEREPFEI(BELPEhAd FrRSIESd NeFet K&Ysub- EKB
ernpre, the c enent table al so includes_data

[ I f..F bi |
:;3?catfﬂ§£§aﬁdsbﬁr55? ﬁﬁﬁg g?aeg%% €E$380F§K??ee?tcﬂe?ﬂﬁe%ag?%sb?l?he
bi | ] t tabl t h i.stributi t KDC d
nabl | nECKERRBRBER. (EKE LA dpte VIHE SRS P s Oy Bieth COLYPRY fg a
bi | . playj.ng b Lfl t.ent . Ref i to Fig..44, th
bt bcess BEoSE 18 BHHTS 1 B6 ST PREL kEde BT or oS BaLR o SR h i 1ty
inforna%ﬁfg§&§ escribed below First, in step $S4301, the key distribution

center seleécts a category tree having a specified capability fromthe
capability managenment table. Mre specifically, for exanple,



_ 97 when a content provider wants to distribute audio data according to
the audi o data pl ayback schene A the key distribution center ( KDC)
searches the capability list shown in Fig . 43 ( a ) and selects category"
trees having a value of "1" in the bit indicating the audio data pl ayback
capability according to the schene A Then in step S4302, the key
distribution center (KDC) produces a list of ID s of selected category
trees . Thereafter, in step S4303, the key distribution center (KDC)

sel ects a path that should be includefi4in a tree forned by sel ected
category trees indicated by the IDs (that is, a path to be included in a
key distribution tree) . In step S4304, it is determ ned whether all paths
i ncl uded in tHAdHItdom of aat egbeygriitgechBtksvahue DEew) sed ectozthtdrft al |
pat hs have not been sel ected, selection of paths in step 4303 is perforned
until alto g Heransmittesh] sel ected. That is, in the case where a plurality
of category trees are selected, paths corresponding to the respective
category treed MeEhesquenmion [desswidededon preventdmsg a meintsed ifirathe

sel ected category tree | D s have been selected, the process proceeds to
step S4aR®ing fampeyedmith, dkdetermipipgtvptherdha coptens haghesimg only
the selected category trees i.s produced. Then in step S4306, node keys

i ncl uded3mPeasd Widdt &1 ddhiRapHRE AN | HQBHL Y ek V3 BHRWEECV ) her eby

Furt hernore, sub-EKB sof the sel ected category

{o;gceigc: %%ﬁ@%\fe{% tnﬁ%ge r Zi-qs”ctr‘?rﬁirte tree structure are extracted from
SUb~EKB-s  and IPRe Y ERENHY ROREH EG LB GREAE 19 coPs A8 A0 6 2 LEN a8 ng key
not udednetARBLE daY BRbaRiRee ek EuRBhAE CRENT HERREF e e ) *°°
Pavi ng T SphasTiRdeLapanr | C1g: "t harbrEele HEidh ol P e ot BaRtieRs) can

be decryphed anl ¥1b i)ﬁrﬁso ; ra%@é@ ; { '

encrypt ed u'siang tf11i éngﬁg I‘?ﬁ% ey ]f)r\l'éo%]k&? and"e%td ?Joln eﬁl‘-’t%cgﬁgl)r{:gg%ed by a
speci fi ¢eRrREiPdd N oMt Withedtidato adeYmmd, i f the resul tant
encr ypt edég{:ontent kely and (??rjl%tent are praovi ded to de&n ces, then only the

devi ces havi ngighe18petihberateabihiéxamsled Lt Prddea ke ghs%tihicw;! on
center (KDC ) can use the content. As described above, the key distribution

center @KDMpCPradueebyamne&nabbt NOES eyndrPskidn FKRAY dHwRin Gan rag.degrypt ed
only by devices having capability of playing back a specific content, on

the basiasmedsade twapaltirtdrismivted deedividdd dntbhpsrtsheiciacoawisktiagor y
tree is registered, it is needed to acquire capability information of the
new cat e§o8 pyttese (hereenagygest et vdidad pamtshofl thfe messhgeadreodeabtietde
capability in the new category tree registration process is described bel ow
wi th rebdr YheeM2 o. Fi g . MNIG. Fiigst45tbroescius ipebdR iketwess fancanitiadequence
performed when a new category tree is added to the key distribution tree
struct uvalue (I'bpand Mbiscalfylpyed swbgsejnttheresNlEniy represeatedd to
the tree structure issues a new registration request to an upper-|evel

(par ent ;Ycé?‘égor@h@?%f'ﬁrEnﬂ BarrRkeh iy & RRASTYRS iGN updls te key
accordi nﬂ to the_public key cryptography schepe. Wen the new category tree
i ssues EREXYRGi Ldr 4689 F‘eéﬁé{st(, L)t (wherehny Lhg engryptedkQptpyt He

upper - | I t ego tre P- ..._Upgn receivi the registration
request,gggﬁg(égpggr Eﬁ:ﬁéVel'Fhé enguglve 819 between Eg an Ms 1s then
calculated, and the result I2 is applied to the DES encryption
unit to encrypt it using a key K1 (wherein the resultant output
is denoted by E2). Thereafter, the above process is repeated

until the all parts of the message are encrypted. The final

output EN is employed as a message authentication code (MAC).



category tree (P-En) transfers the received public key of the new ( child )
category tree ( NNEn ) to a certificate authority ( CA) to receive a
public key of the new ( child ) category tree having a signature of the CA
The above procedure is perforned in nutual authentication between the
upper-1level category tree (P-En) and the new (child) category tree (N-En).
If the authentication of the category tree requesting for new registration
is conpleted via the above process, the upper-level category tree (P-En)

gi ves perm ssion of the registration B8 +he new (child) category tree
(N-En) and transmts a node key assigned to the new (child) category tree
to the new (child) category tree (N-En). This node key corresponds to one
of endpoi nt negesnebgkheyuppeck|wyrie qat®yoObY theecénfel® is prajdhcaldo
corresponds to the top node or a sub-root key of the new (child) category
tree (NUynappAftieng ahkashnphedt bon afo tthe MAgneailaei 60 the tduntwde apdy, t he
new ( child ) category tree ( NNEn ) builds a tree structure of the new
(chil d) et agwr gehegat(idnEkpyandThet 5CY hgeniecsted®bn thd Uhsiwilof able key at
the top node of the tree structure: Furthernore, keys are set at the

r espect icomtendess aotpacadosi tad ECV ¢hablhagbken grtashicddubeo ERampdsnci at ed
with the category tree is produced. On the other hand, the upper-Ievel

cat egor wheareghe poBtenptpisdgensratedbamiBhat ois gusrantded e waddd.| evel
category tree (P-En) such that an endpoi nt node, which was nade active when
t he newXf deothd valugsegaey idend igad ,c dive coad emierist detiernigigdedoedre n t he
sub-EKH. If, the production of the sub-EKB including the node keys and | eaf
keys of Viddwd wikihoyt) beinggsaprered vikben 3L jtthep piieddd fananthekhechi | d)
category tree (N-En) transmts the produced sub-EKH to the upper-|evel

cat egor P&y psedeterpingsd b havie PRy (et Ad ¢Eitdhory tree (N-En)

transmits the capabi.lity information of devices nmapaged by the categor
ree ro the ubDeBERabErioned o rnearian SRy e OF g ThESatacerBeahy T he
capabi l ity infqQroation from new (child) category tree (N-En), the
upper - | gﬁé“ecé?‘ﬁr Ve AP EAB] transfers the received sub- EKB and

capability info i g L.\ re - EKB of, .t he per -1 evel
cat egory treek( bggér?g)g' %’g t% %gﬁég‘\y%&q&%r Fab[ét%:p%%aﬁ‘%tnerlﬁ%(}k&)& 'Pnlfg al?ey

di stri byt K r.egi S el - iRl ty

i nfor m%o%%éﬁ%ﬁlghggﬁgg)grly%?r(?g%ir)n_tutcs)rlt e%glagagiglliiﬁg’ %?aggﬁé’?\‘?q?gﬁ’e
descri bgd aBQ¥e iWeliNbeebe! eNBRat Oid] Gitbn i &Y, UeAigainag a3l ohpstaled
capability management table. - 101 On the basi's of the renewed

capabi | kiyvraragpeeihtedftity dhedkeWadive Il ) Lit Hetit i®fatidtP&kdy cad
produce an EKH in various manners . For exanple, the EKB can be "produced
such t hatransiitedPag e Rt @Ry dnicagped wiay futrd gy ce can decrypt
t he EKB. [ Managenent of EKB using EKB type definition |ist] Wien an EKB i s
produced suchrtiigst 10 aad Re daowyppedilficoexamples’ ©fstlatticdd ©F egory
trees and the resultant EKB is provided such that it can be used in common
by devi teanbelittgngg ues inkge ancepabiliing kelyeblledkc 4EEB)r, y anr éasegaritgt hod of
using an EKB type definition |ist indicating which category tree can use or
decr ypt chieckEXBlile gemerabien ke wicv used to verify that the content

has not been tampered with, in a situation in which the same
content is transmitted to a plurality of device. In the example
shown in Fig. 19, an ICV generation key Kicv that can be decrypted
by devicés 0, 1, 2, and 3 is transmitted to these devices. 1In
the example shown in Fig. 20, of devices 0, 1, 2, 3, the device
3 is revoked, and an ICV generation key Kicv that can be decrypted

only by devices 0, 1, 2 is transmitted.



In the present enbodinment, if the key distribution center ( KDC ) receives
an EKB i ssue request froman EKB requester, such as a content provider, who
wants the key distribution center ( KDC ) to issue an EKB to be used by the
EKB requester, an EKB type identification nunber indicating the EKB type
described in an EKB type definition |ist included in the received EKB i ssue
request, such that the resultant EKB can be processed (decrypted) by one or
nore category trees. In the process of producing the EKB, in accordance
with top node identifiers of the respeét+ve category trees set in
correspondence with the EKB type identification nunber described in the EKB
type definition list, the key distribution center (KDC) requests the
top-level catggorneceikampde ShoWn) invAich avg RItOQD) PrRRIVGEDHE, to
produce their sub-EKB. It the - 102 sub-EKB s produced by the respective
TLCE s anenyptdineedn L0V femedastionbkéeyokcienteindg kKDQemswdd nexsid key
received sub-EKB's into an EKB that can be processed by the category trees.
In the Fr(eg@bt isnboansmittedhheodddthergudst en enahlangt ey dadant( EKBIvi der (
CP ) can select specific category trees on the basis of the EKB type

def i ni t ipmeduiced safthethabhet EBrenguedt rede ukey J6( t 10 cant diet optavingsk ( CP)
sel ected specific category trees on the basis of the EKB type definition
list, tkhy BEBryp§dagt therkgpaiskng mode keyissapdbleadnkeratheld knpCtheo i ssue
an EKB that can be processed by the selected specific category tree. In

r espons &etpechd viekdevdgess0, dhe2kedndi 3¢ r iLUShOVIE Ot &hq RRGht-B3Rest s t he
managenent_ _entity of the sel ected caliggry tree to issue a sub-EKB. The

managem&tdCeRfi ¥ 19 ofl eaCACRARYLEE THityMCAWITES FPETRREVER M9de K8¥t can
b |y by devij f that, t it ther th ked
dov! ces Kla 00, BienrdesThbns drooyit BNt REBEYOdHlen (45 KPR Sheer (
sub- EKBTEY; AETEEF HPOU R A ISY Be AV BT 1 IS Sh ey ¢ he

.sel B.r. i EKB
Co 200 L o8 SO PR (R P T o

center k%@g%o the EKB requester produces an encrypted key or encrypted
content "that can be decrypted only by using a key acquired by processing

the EKH and dESEhi byl ghe! BE tARULLARY BRGHMRLCD Key @, GONLEY sdidrbt,

various entities in the systemare describe 103”7 briefly. Key

di stribeeleiveantde c4Re) efabding ?kk-?ri Bablcgn (eRBHEr thEDEkviseueanarabl i ng
key bl ocks (EKB) and nanages an EKB fype definition |ist associated with

the i sspeecEkB the B @Vl 62h648ReEBY &Yl dat Wy Aell@Pby &t dewtiegory
entity (TLCE) is an entity which nanages a category tree, such as a format

hol der @b acyedeedithe deviewed nHadeh kEynajas) 0D .catrhgs!,y itcr €8. pose iblleE

manages the category tree, produces a sub-EKB that can be processed

(decryptedsebyrdeyi teansmihi thé hECY ajergarat ioreckeymmadad toy aulthoTli€ed and

provi des the resultant sub-EKB to the key distribution center (KDC)
devices.

On the other hand, in the example shown in Fig. 20, in a
situation in which the device 3 in the group enclosed by the dotted
line in Fig. 3 has been revoked because of exposure of secrecy
of a key, an enabling key block (EKB) is produced such that it
can be decrypted only by the other members of the group, that
is, the devices 0, 1, and 2, and the produced enabling key block

(EKB) is transmitted. More specifically, the enabling key block

(EKB) shown in Fig. 20(a) and the data, shown in Fig. 20(b),



EKB requester An EKB requester is, for exanple, an entity such as a content
provi der that provides, as electronic content distribution (ECD) service,
vari ous contents such as video data, audio data, or progranms . Another
exanpl e of an EKB requester is a format hol der of a storage nedium The
content provider provides an encrypted content, key, or nediumthat can be
decrypted using a key which can be acquired by processing an EKB which is

i ssued by the key distribution center ( KDC ) in response to a request

i ssued by the content provider. For-e%dnple, the content provider ( CP)
encrypts a content using a root key described in the EKB produced by the
key - 104 distribution center (KDC) and distributes the resultant

encr ypt asksdwdentby Bheryptinig &Qﬂe(jqcvofgeﬁéﬁéﬁﬁlén”k‘dj/akﬂiéir5 s g v a
after witing the EKB onto the storage nedia during the production thereof
so that mod®ritegnt (KcyoP) etirelst ransmivoéd keygethéhe EKB can be stored
thereon. (TLCE and category-based tree managenent) The category-based tree
managenment hagheedecalypeddn gescednee dboshowhieori the tiigglitellpdndnsihie

bet ween the top-level category entity (TLCE) and the category tree is
descri beaf \Hitgh 28f.erBack device.0 4d, Andd@sfirbtdaadpoirces ebod mateagaty is a
set of devices having simlar features. Mire specifically, an exanple of a
cat egor ynade gKeset (Koft ) clonp rivhk ceek ¢ived cenalpbimankéynch Lloek . bynot her
exanple is a set of devices that can deal with a specific encoding format.
In Fig. PREfoxmimg decxypthodensiagcatlaps keyr essa nafderkgy heldaby ddte tr ee
at the top has a tree structure having, for exanple, eight |evels ( eight
node | eVii%dige. TFHErRadéerof eaeh sieticracduéserthe d6Y gererRthOB&EYat t he
bottonlg{.thgﬁfoot ree. The cat%9%%¥ trees may be related to each other
such t hd*y & BEET AR CAPITHRE T HHRS Kt ) el than anot her category

el aied to caloR HErORRATEISTS REVOREB0hr y5 ¢ bk 59 S50 ohas ST -
cat ogor PHEE FRET I Fitredt i vk ot an deta (BB 3% ernnety | o
referr e%ctq%i% "EhEeOPéhSMSJi &@&gq&f}y (kr(%‘?oosmgsfﬂgegtlieta\@ key or a node
key held by it. The revoked device 3 can also not acquire the
renewed node key (K(t)00) using a leaf key or a node key held
by it. Thus, only the authorized devices can decrypt the ICV
generation key and can use it.
Thus, the above-described method of transmitting an ICV
generation key using an EKB makes it possible to securely transmit
the ICV generation key using a small amount of data such that
only authorized users can decrypt the encrypted ICV generation
key.
As described above, by using the integrity check value (ICV)
of the content, it is possible to prevent the EKB and the encrypted
content from being copied in an unauthorized manner. For example,
as shown in Fig. 21, in a case where a content Cl and a content

C2 are stored on a medium 1 together with an enabling key block



t hat manages a top-level category tree is referred to as a top-|evel
category entity (TLCE) . In the specific exanple shown in Fig. 46, category
trees A, B, and C are top-level categories, and entities that nange these
top-1evel categories are top-level category entities (TLCE~s). Each
top-level category entity ( TLCE ) is basically responsible for managi ng
all category trees including the top-level category tree itself and

| ower -1 evel category trees related to the top-level category tree. In the
speci fi ¢ exanpl e shown in Fig. 46, The8 TLCE that manages the category tree
C al so manages the category tree D. If there is another category tree at a
further lower level related to the category tree D, the TLCE that manages
t he cat d§&By tfrem @hdlcho coatsgds keys agsolrda tiedwerithe rdlec sloageng st Cde.
However, another category entity (sub category entity) nmay be established,
and t he angs§@nsaBi bet pcaid rede difgirheotdafand§e fdFecslyt KOPisde oNEPeR
category tree D may be delegated to that sub category entity. Each device
whi ch u8&eeiymedmt Eﬁ?,cgrewd gﬁkl’a art GeateRtseFABdRE| WRed farayudeviise
assigned by the top-level category entity ( TLCE ) to a |eaf of a certain
tree, andath&agePecEYRy dhes ‘of keys assigned to nodes in a path from
that leaf to the ro

as a devi ce noBle®RE %eﬁﬁngbegge$%%%ﬁé yZFggh%kg%%%ﬁgrg%é;igaL% ‘ f?éée?thg
e s AT T S AT
(koo SR8 T EckreRa e bf Aied 13 vty SaR e Bt onhd Jadt el o RhEL,
1] 4 S A R R
KB, | ThPRay SrsrY | RRTon dont Meh g ChRgy T il SR L B Eng Con

as 1op- b8yeentat9IQL¥hl tREE ICVNE K&¥h (KBEY| e | Wb £ENUS thiéDekathpid al so
manages an EKB type definition |ist that wi {1 be described later and

produceghb¥R~$n F1§. CEI {b|) A coHtard 1yah§Ahd o tent 65 akeSE8BakEHr € on
each EKB produced by the key distribution center (KDC) and issues a public
key corbasponddgmt D Bn SAeraAitheyized Weimlers, singhahe énitegwiityt eReckor use
in verification of the signature. An EKB requester 4520 requests the key
di stri butilae ¢eaVecCl( KOE) ) 4viddiced sauehenb&KBs dhet KR orarmasicdr apgy be a
content provider ( CP ) who provides a content-stored nedium such as a CD
or DVD thewhonheatcORt bstalsosstored thewedrnt Our dhiedertherCRandwhthe
distributes a digital content, or a storage systemlicensor who provides a
| i censecentgntolmaé dtoredton aydnediued sic@naguihpirigiedrmapngr ,Easd EKB
requester 4520 provides an EKB corresponding to a content, a nedium or a
| i censetherhRitequihy qhack viRdyien(EEEECTL h) IpeoBicedoncbhedmsis f &B&i um or
the |icense fornat grovided - 107 by EKB r%ggester can be extracted by

processFRPLERE Ekpls Eatse sREPTEd ot - byt A& L€e § 1uatiopyt tdndaEdt er

center (RKEy ”aéﬁ@?\?iﬁﬂi ﬁsa%fzﬁge;%%ﬁiﬁhéﬁﬁ%ﬁﬁmt Theockae; E‘t&aiézgg‘tefZSzo

[ EKB | | .
di stri bAtToh l&?f{%f‘l Hptshstaly Aevin gl od EFORRIGARY R bPRL IR e
or ovi de 24 MRHLr Gt Sh e BRE iy nCek T ExEORFRIE 4/ heBRER "L
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Thus, it turns out that the content has been tampered with or

a new content has been copied in an unauthorized manner. When
a device plays back a medium, if, before starting playback, the

device checks the ICV to determine whether the generated ICV and



In the present system the EKB ~ s may be produced in various fashions and
may be used in various manners. For exanple, an EKB may be produced such
that it can be processed in commopn by a plurality of category trees (two or
three category trees or a greater nunber of category trees ) , or may be
produced such that it can be processed only by one category tree. An EKB
type definition list is used to describe such various types of EKB ~ s in
the formof a list. The EKB type defipition list is nanaged by the key

di stribution center (KDC). The EKB T definition list will be described
in further detail later. The EKB requester 4520 can acquire the EKB type
definition Iist by issuing a request for the EKH type definition list to

t he key tdiese¥igimabddenterediancrhemediumanedident yrahsol ¢agh pdhegnewned,
updated data is transmtted to the EKB requesters 4520 fromthe key

di stri b@idokf Playhegk iemal perbeymed mhemiwgderluearaemnte 1densicap- | evel
categor¥$Fntities ( TLCE' s ) 4530 _are managenent entities qf category
trees ditPeCAOR O&hREct éf 1§ PRESAHIE trePreEsdlty AfpUnaRthorizegoFPP¥ntity

TLCE) 4530 f t d d I i st
ﬁepr e)seﬁ&i ﬁg%%g‘%'r E??Bb%@éﬁké%“%e%’%ﬂ% 32”32?% Sﬂﬁet h:afsdevi ce node
b scesst ng. ¢ hBoEE e Hes ShSERRE Sy oihe gubSeEEEY Rt bands 1o '
d i K . i i t
Panaged BeVorar &SRt hal Byt of (i betne b e Gl vl (e
: . H ) . . > .
(ko0 "a8 i g2 A eel She PRAEHE bR OE W dithe pheh thaitXcl Shabhtkufie, (00" ©
di stribubyaregent £ KD A5LY PLAdCetnancFR LR AEHQL thd . e EKB
request. For exanple, in d case where the &R request specit ies that the

EKB can jBej i Pafspesy Bgci WachPeind thel 1y §8UWRWIGAUEADS Y Tt B8 eqhhBelieY
distribution center (KDC) 4511 requests those two top-I|evel category

entiti eghGilEheSkotndert ¥aluedd BidreInEKB secudROmenRE|i.Vi Nng the sub- EKB
request, each top-level category entity (TLCE) 4530 produces a sub- EKB t hat
can be used bynad caiglehwhezedhsidniteg rittiyhcRetkerLiaieqary )tsee tonaeddi re the
root key and transmts the resultant sub-EKB to the key distribution center
(KDC) 4Bahnobnbéhetdpsd rothehsaneanadiumras shhtE® wisicleahievednteam t he

TLCE' s, the key distribution center - 109 (KDC) 4511 produces an EKB.
The prodesstofredrotihei ngtege iEKBcheckhwabasi $I6V )t bé the- EKBtenwni inhybe
described in detail later. The top-level category entities ( TLCE ~ s )

4530, abewsthredeoBKB meguiawt ciif £4320t lyaif rooqtilvee cond-eB t ype definition
list by sending a request for it to the key distribution center KDC )
For example, when a coptent is stored on a read-only medium
or a usual MO that does not have a copy protection capability,
if an integrity check value (ICV) is stored on the same medium,
the ICV can be rewritten by an unauthorized user, the security
of the ICV cannot be achieved. 1In such a case, the ICV is stored
on a secure medium on a host machine, and content copy. control
(such as check-in/chedk—out, move) is performed using the ICV,
thereby ensuring that the ICV is securely managed and making it
possible to check whether the content has been tampered with.

Fig. 22 shows a specific example of the process for the

above purpose. In this example shown in Fig. 22, contents are



4511. Each top-level category entity (TLCE) 4530 can al so request the key
distribution center (KDC) 4511 to delete EKB type definition data _
associated with the top-level category entity (TLCE) 4530 fromthe EKB type
definition list. For exanple, the delete request may specify that an EKB
type defined as can be shared by another category tree should be del eted
fromthe list. In a case where a tree nanaged by the a top-I|evel category
entity ( TLCE ) 4530 is renewed, the %ﬁp-level category entity ( TLCE)
4530 sends a renewal notification t© the key distribution center ( KDC )
4511. The detailed process thereof wll be described |later with reference
to a flow chart. The device manufactures 4550 can be classified into two
types. Bd@res eanaf aedinms2dplonsuel)pes & & TR iRed Hih Fadt Wsdalass]
whi ch produce devices in which both a device node key (DNK) set and an EKB
are st oféd. Whd@he dossh e haves HICaRYe RAMGCHIE RNk tdevigRd an

manuf act.ures 4552 whi ch produce devices i.n which only a device node key
(DNK) setiegrdity ehecl yalhe j(IQY9: AsseSiated Wéptfhor‘:#eéﬁ S£OREERLSi 4Fr am
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each entit'y I ncludés a cryptograph ¢ Unit responsible for genera

crypt ogrthl@ﬂe%neracleéﬁ]f 3 Buiyal %ﬁc iafsatth%n{]%mn@éwm@rc dd ¥pand in

data communi cat'i on. The cryptogr nit 1ncludes a control unit for

gener al Ipeye @t Gltlertd ne &t P1AR B KR SHARSY 3568 Pl v M i is
aut henti cati on, encryption, and decryption. An internal nenory of the

Crypt oghpapRiiblentd prekent dPushatfotazadsesdy 88 keyntehe oang thapeliel cation
data needed in various processed such as nutual authentication, encryption,

and deciopptiedt. fHom ibddmyg fPlegiddmadad.a i s used, for exanple, in nutual
aut hentication with another entity. An encryption/decryption unit perforns,
in data transqCasegbrigziatdokeyfdat histrarethicalt e eentstruaituremory,

In the above examples, encryption keys are produced into
the form of a hierarchical tree structure, such as that shown
in Fig. 3, including a root key, node keys, and leaf keys, and
data such as a content key, an authentication key, an ICV
generation key, or a program code is encrypted and transmitted
together with an enabling key block (EKB). The hierarchical tree
structure that defines the node keys or the 1ike may be categorized
according to the types of devices, and renewal of keys,
transmission of encryption keys, and transmission of data may
be performed in a more efficient manner as described below.

Fig. 23 shows an example of categorization of the

hierarchical tree structure. In this example shown in Fig. 23,

a root key Kroot 2301 is disposed at the top of the hierarchical



aut henti cati on, encryption, decryption, data verification, and random
nunber generation. As far the information processing apparatus serving as
the EKB requester, it may al so be configured such that a key is not - 111
generated by the EKB requester. In this case, conponents used to generate

t he key, such as a random nunber generator, are not necessary. Mre
specifically, in a case where the informati on processi ng apparatus serving
as the EKB requester generates a root _key to be included in an EKH and
requests the key distribution centeT 12 Jenerate the EKB so as to include
the root key, the information processing apparatus has to include neans for
generating the root key. However, in a case where the information

pr ocessit¥ge Fiauati ese Madey keya e KR rfo 4 shes ast dauddddde develsey to be
included in_the EKB, but requests the key distribution center ( KDC) to
produce &e 1eaét kRES 2303 fare Khispaspli@d the PRBtPMe| WERMRY deikidedaskey
produced by the key distribution center (KDC), the information processing
appar at &sS8bRE ksysnéBglugipace dRa L kryonEdite devicesitpelE andhtnie@tber
generator _used to praduce the key. .Because information_such as an

encr ypt 6 k@i gozg§ XF ST HSte %Pﬂ@rﬁgﬁ PRV AF B theelery pkey e unit,
the. internal nenory should be constructed such that an unauthorized access
to the Mo r>]/’*eiys' prevented. More specifically, the cryptographic unit is

fﬁQTi i‘ééeio“z'???ggﬁe@%?‘s%é@?%%ifi‘%”"%%asfﬁ%@e?%a*i’efaei%riicéﬂaﬁ%‘i&etesﬁ{%rf%‘np >
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i ntgrfa?g,onéndnggaj[%'ggg‘g H#ﬁgséiﬂlt?%dg%?rlaﬁv régéséél%]ggxg(?t@a,%%tiﬁg RAM (
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of the entity. T is used a main nmenory used by the U as a work area

in vari 1Ryeeeages. tdpenbed, i sndskciés SR Fedved AHd th eI AMBReCUt ed
by the CPU. The database or storage neans of each information processing.

appar at ys+aty@hed etraila aman g oY efvied se il pyuthobréamaltdng Frohe thay
distribution center (KDC), nmnagenent data associated with issued EKB s and
t he EKBtbpprodefanétdefinedttabe sheladednintsheaiathapery lasdilimeshtse of the
top-level category entity (TLCE), nmanagenent data associated wi th devices
bel ongi thet tophaodat.egory tree, such as data indicating correspondence

bet ween the devi ces nanaged by the TLCE and the device node key (DNK) sets,
is stored in Fhe ezamphee.ohe ndue KO T daquebeeMiht heveht b dsiay St23r s
managenment data indicating the correspondence between contents provided by
t he EKBePPag¥edetoadafine &gategerydf dmanary ghilahss (dradeamaglntnt dat a
i ndicating the devices to which the contents are provided. It js desirable
t hat thén%KBD‘i%@"d’eiﬁﬂV?Fcﬁ?‘*ﬁ%’tn%énsﬁi‘ﬁ‘é‘éi ori A dddek §rendthAeAeal so in

the information ocessi ng apparatuses serying as the EKH requester and the
t op- | evélrec‘%ﬁg)g‘bg‘é t@n??lrygﬁﬁgg)t." XlatréPﬂét‘i}{?/\é 28 U5 e YELLRKL i on
i st may be storeg a%ha wgg site that, is nan%%ﬁ% by, thg kgy.distrib%tion
cent er %R PIART ERat"EafF A EIREEe Sded M A He equesP8F” Afd £h&€
top-| evgk nodes including the node 2305 and associated lower-level nodes

and leaves is defined to belonging to the category of memory

sticks.

Furthermore, a level that is lower than the Mth level by
a proper number of levels may be employed as sub-category nodes
2306. For example, as shown in Fig. 23, a node that exists in

a path originating from the category node 2305 of "memory sticks"



- 113 category entity (TLCE). As described earlier, devices use a device
node key ( DNK ) set when processing (decrypting) an EKB. An exanple of a
devi ce node key (DNK) set stored in a device is described below with '
reference to Fig. 49. In Fig. 49, a tree nodes a category tree, in which

| eaves rel ated to devices are disposed at the bottom For exanple, the tree
may be a tree managed by a top-level category entity (TLCE). The category
tree is connected to a root tree (having an eight-Ilevel structure, for
exanmpl e) | ocated at a higher |evel.~E8h-device hol ds node keys assigned to
nodes in a path fromthe device to a higher level, as shown in Fig. 49.
These keys are held as a device node key ( DNK ) set in the device so that
an EKB ¢ bbagets ymaateditwy Lhvedevlewenddakshe cabRIPryanqddsiodal |y,
each device is assigned to one |eaf such that there is no overlap. However,
in an eXddeprpdaied@ma sub-wattegery nadeco b pdaabackudev ieePCincdgdadk are
related to | eaves, a version of software package may be assigned to all

| eaves. Thhéhes Safaaoy G daniqes (wsing eyl Pildke. TSERIlAFAY /i @ the
TLCE determ nes _whi ch device is assigned to which | eaf, and which node keys
are assiPi&d 289 'WhrdRVIEDRCBUDTRAtGRTY eRRfe il My itEy RARYRAFK feriresay be a
devi ce su Iiir %Hanufact reré. I n thié egfq, éhe top-1 evel category entity
( TCLE *n&EPsB¥FFYAT & ENP-FakegarycROGFt EPRGNESIRIV LRI HAYSEEy ( DNK)
set therein, That is,.it.is.possible.to. suppl - 11 sell). a.device
such as BElaTBASKE ARAb Lht YT ARG MR D R HE Phedarrh g H R TliASk REVARRER node
keys of pecliic..C r e_h r S evi G d ey
(i st S ERE-bEpclier Het e 4 2P -BRERoBNY, RBHBCr ah B a2 Lgor y
basis has.adr ' " ' : use by
a pIura%i?§£o?ggéggggpvg§§?éb?3%5eh?r?ﬁg?gﬁ?%“%%ﬁgﬁ%aggéﬁkggg&%ﬂggggsued

Chor oy SATHASESHE b detiins WSI 1 (IR, O SRl GRS
having music playback capability.

The categories and subcategories can be defined according
to not only the types of devices but also manufactures, content
providers, or clearance institutions, and those node may be
respectively managed by them. That is, the categories and
subcategories may be defined so as to have arbitrary scopes in
accordance with, for example, processing, management
organizations, or services provided (hereinafter, units in the
categories or sub-categories are generically referred to as
entities). For example, if one category node is set as a top
node for dedicated use of a game machine XYZ provided by a game
machine manufacturer, it becomes possible to sell game machines
XYZ in which node keys and leaf keys below the top node are stored.
After selling the game machines XYZ, encrypted contents or keys

may be supplied or keys may be renewed by supplying an enabling

key block (EKB) including the top node key and node keys and leaf



For exanple, let us assune herein that two different conpanies A and B have
a license of a format of a rewitable nedium (storage nediun) such as a
portable flash nmenory; a manufacturer having a |license of a nedium
(portable flash nenory) is an entity of a top | evel category; and category
trees managed by conpanies A and H, respectively, exist at a | evel bel ow
the top-level category. Let us further assune that, in order that devices
of conpanies A and B be conpatible with each other and can use various
contents in conmon, an EKB t hat can‘b@3p‘rocessed ( decrypted ) by devices
bel onging to any one of the category trees of conpanies A and B is produced
and distributed by the key distribution center (KDC). In such a situation,

i f secr&8ysobedomethectaporode\sq Ut pndyt deviese Helpwetle|tpinegie o a
category tree managed by the conpany A is broken, there is a possibility
that al ICaq) USKdLhe ®unpdied dtents, which can be used by devices of = -
115 both conpanies A ,and B by using that device node key (DNK) set, may be
used i n an un#§t A6Fr¥ihedaphere , Tehen Qrsmmosde A sudaveRodf 2 FAUs@cder | s
needed t.0 renew Ejﬂgég) B for evocation. However, in this case, because the

EKB has “7&&¥ 7 REAANT (Eroh Hhe (R 19 ARR i ine’k 35w
t i ate ith i d B, ) i .shauld b
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bot h categor i gﬁ agéoci tled w. th cong nigsrA angImE.al Asrdescri b%% %bo e, in

the cas dr SPSRERKENT AT <t PREPARISUERT chRANREACEN TR BE S CPRE o by

et or mEFoNartea PP Hahdddiane keI Br A€ cRERARY SF KRESTataaRIN g,
use in GMIDRSLRE EKBe?éﬁlinﬁeﬁH tbl&?lgp 5 P i&iﬁir&e'ﬁﬁ%%ﬁnﬁ%@gmy

tree other "than the category“tree nanage y’ conpany sul'ts in an

I NCr eas g jithot@MlaSiinlgy +&f t,f&mg@gfci‘]%?o 5&%6%%% tHe S'therd cheydrdes

fr
sol ving the above problemis sed below. That Is, the right of giving

perm ssisip-elatedpite andEiBsvsabltel thé FER yne sHdBPidd ey pidLRIOri €s
is granted to the respective category entities that nmanage thé categories.

| ssui ng (@kBaN toKld vilc e@0 BB dtForidi mRE Y HIRI tap abdNtdr i dowdien t he
entity can accept a risk of a problem which may occur in devices of a

cat egor Yl evlelafodds atri sdhgaf ras the tfp n6aEs | arEt Bilis Makivly Lopossdbdevi ce
bel ongi ng to anot her category. However, in a case where the entity cannot
accept thoerenew dlikey wishputthexent iny adgesn fibiepss ontdéevisees beloagial a
common EKB. In this method, various kinds of EKB's are produced and used.
For exaftpl ¢heapthie® wategorsiesh thatEK® modt bedonge 4o ddests dobbyndden. or
three category trees, or a greater number of category trees, but another
EKB may be sufRighrEkBtipat ofap keypusdagseadsdmpy ufijied £KEyl(d )dat egory
tree. An EKB type definition |list is used to describe such various types of
EKB's in the IBrEhertree isdiructuye dessrahedaparkinp|wldh nefexemasg e
definitiqgn list. The EKB type definition list is stored and nanaged by the
key di sElBbutiroWREBnRekey h ag 2 mantsife kit 145 SeGF Hos@ ppecific

device (leaf), an enabling key block (EKB) is produced such that
it can be decrypted by a leaf key or a node key held by the device
to which the key is to be sent, and the resultant enabling key
block (EKB) is provided to the device. For example, in the tree
structure shown in Fig. 24(a), when a key such as a content key
is transmitted to devices a, g, and j at corresponding leaves,
an enabling key block (EKB) that can be decrypted by those nodes

a, g, and j are produced and transmitted thereto.



provided to, or can be accessed by, EKH requesters or TLCE s, as required.
As shown in Fig. 50, the EKB type definition Iist includes fields of "EKB
type identification nunber”, "node", and "description" . The "EKB type
identification nunber" is a nunber identifying a specific one of various
EKB's listed in the EKB type definition list. If the identification nunber
is different, then the category tree or the conbination of category trees
that allowed to process the EKB beconE different. The "node" field is used
to describe the top-node |ID of catego 9 frees to which a specific EKB can
be applied. For exanple, for an EKB of an EKB type identification nunber of
1, the top-node ID of a category tree associated with an M5 ( Menory Stick)
i s assi gned. (H?It%épéﬁhéllcﬁ&&b{/ When aCeRBeBE key Sutoroanisgmanypted
identification nunber of 3, the top-node ID of the, - 117 category tree
associ at®rAd ehrenevRd TRehorY &(orromandnerapsmibhed  tpgethes Atiddory
associ ated with a PHS ,are assigneg.,The field of "descrigkion" is used to
store detERBrithe d§Vicesi dud 1 9pesi BRB CTYLER & (itn ToRd BRPHAFRSSIAYT ni ti on

list. Far, e le, t data ip the "description" field for_the EKH of the
Ek 1 ypa BRI LS Lab Ehe HehioRek and th BedCTym e Rty LBIEEF € FBhe. v
(Menory and the data in . the "descr,i field for t EKB of the

B Lyl TR e A S e e A TR B erdormiAteq | 1
et i 11RO LAY e R hed it e ey SR iR T on cont e
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encrypt ' %?Eb' ct [ el ects,
fromt h?ﬂ%%p%déyi %th%o I il??" CSE%\%% i ﬁ??%@qﬁkéié?%gﬁt KaBt% can be

processemhdwh Arcai)dony i8ChHdhnbedeyh CEScdLIANES i hie ORNtERY fokn@@ Ng toO
be supplied. The content provider then requests the key distribution center

(KDO) t tlegiycdieri avh kRS piaridd@t dihddariadt rreisporgli nthdEhds/ Rhe EKB
identification nunber. Wen various types of EKB' s are registered in the

EKB t ypemafided datal (encry@idkens ) andstags ¢obe epponditedtsvche ddiea.
approval of the top-level category entities (TLCE s) of the category trees
to be raég descedbedhenrlier wixdnpeferéhCe-to figt.he, ddBgQLY dnde igdftused
i ssue of an EKB shared by anot her

(R) component of each tag has a value of 0 or 1 depending on whether

data exits in L or R directions.

If a device receives the enabling key block (EKB), the
device sequentially decrypts the encrypted keys included in the
enabling key block (EKB) on the basis of the tags thereby
sequentially acquiring renewed keys from a level to a higher level.

As shown in Fig. 25, the data size of the enabling key block (EKB)
increases with the number of levels between the root and the leaves
(the number of levels is referred to as the depth). The depth
(number of levels) increases with the number of devices (leaves),
and thus the data size of the EKB becomes great when keys are

transmitted to a great number of devices.

A technique of reducing the data size of the enabling key



- 118 category, an EKB type that is shared by the category tree A and said
anot her category is not registered in the EKB type definition list. In a
case where all TLCE-A of the category tree A TLCE-B of the category tree
B, and TLCE-C of the category tree C, have approved issue of an EKB for
common use, an EKB type that can be processed in common by those three
category trees is registered in the EKB type definition list. Thereafter, a
content provider can specify the EKB type identification nunber assigned to
that EKB type and can request the kEyGéistribution center (KDC) to issue a
corresponding EKB. That is, in order to register a new EKB type and a
correspondi ng EKB type identification nunber in the EKB type definition
list, tHeldgt |(BKBIgigrdeessibedreglvwed Fiq. 26) showsTaGEexamphhieh amnage
categories relating to an EKB type having an EKB type identification nunber
to be r&paRlkng keyehdogh EEB) Hidnplif ked stepandiagent the dewices to
distribution center (KDC). (2) The key distribution center (KDC) confirns
that t h&'hEah (KR¥S A iransBHYe%Yuest s have been received fromall

top-level category entities ( TLCE ~ s ), of _categaory trees which will be
capabl e of pr @%e% i TR S¥amed & FheNB BKE i9,pé v ehtidst 84SPABRIMRYthadT ed.

After the. confirmation, the key distribution center (KDC) defines a new EKB
type i déht§] égf’?‘gﬂs nﬁrﬁ%{%?'& 31?%’e lI?KErfa?ﬁg‘l&’QT& Hﬂs&?Yl B8 the KB pe
definition,list. - 119 (3)..The k distrihutiaqn c er. (K sends an
BB 1ype Gt (SHETSFPATNG GRAYRS nofer FORMMoA Ty &L ZR(ER & % bF 8

request ti.f t he definition |i s be r.enewed.
The EKBes[t?;#ecq;d{el% rﬁs%/rp%rggﬁlf:sep Fsﬁggpéﬁgg %(E;rlrh%%u ?/sa rﬁﬁ'&sse o S5
request L sending Lt .to,.all TLCE S, EKB, [ egiiest or, tring it
at a Végkéﬁﬁéd%Tﬁﬁg,Q?kcékstgn%eE a?%%ﬁgg %Fssggn a%%d%%%”E f%%e

| nf or MtdtQR AT I$MRAi N 18 J1EWRYL EKE iRy | U it Iadli: pe
regi stration) A process perféfnggﬁby ?he ke?%ﬁ%ﬂrfﬁ&?&b#éﬁ#ﬁg&K? )

bef ore re@ieSERIFuBEuRNENOTKEBLA ¥AQ 1 D4k Bg . EKBn Ly Rt EirBint kPFot 1183 K4S
described below with reference to Fig. 51. First, the key distribution
center (UHeDe riecabvpatBnNbEXBchYRg feemSthatpoFh M LR Krdd®RaK 4L GRdt hat
wants to register a new EKB type ( S101 ) . The EKB type registration
request thusmtnie Pa@h icwl Miesepraasaridgy ivn afly thawihaiclof oal ener i es
that should be able to use in common the EKB to be registered. The key

di stri buttihexr banter t$ Ki¥jchl&ae o KgSf wde tkreyotss inany nweadédrtEWBanyhe

regi stration requests as the nunber of categories described in the request
have beat Kfcaov&d broKgTLCHus, (tIB02rde .cdri andammied iso a5 ranhakiéB t ype
registration requests as the nunber of categories described in the request
have bed&Wor &r@ngde@ss eemshosR <in tFig kb (di)st ri bution center (KDC) registers

the new EKB type in the EKB t(Pe definition list in accordance with the
request . s shown in Fig. (a), the resultant tree has a simplified

form including only one node KO. The enabling key block (EKB)
used to distribute renewed keys is produced on the basis of this
simplified tree. The tree shown in Fig. 26(a) can be produced
by reconstructing the original tree such that a binary tree is
first produced such that it includes only paths to endpoint nodes
or leaves that are allowed to decrypt the enabling key block (EKB)
and then unnecessary nodes are removed from the tree. The
enabling key block (EKB) used to distribute renewed keys is

produced on the basis of only keys corresponding to the nodes



- 120 The key distribution center (KDC) perforns a |list renewal process
and issues a list renewal notification (S103). The renewal notification is
sent to all TLCE s and EKB requesters. As descried above, the key "
distribution center (KDC) perforns registration of a new EKB type
identifier into the EKB type definition |ist only when approval of the
regi stration has been obtained fromall category entities which manage the
category trees specified as category trees which should be able to process
the EKB type to be registered. In t he®8bove process, nutual authentication
and encryption of transmi ssion data are perfornmed, as required, in

communi cation between the key distribution center (KDC) and TLCE's or EKB
r equest &% leayashdndraded ngr yghismrregonatiaicted shitprarqhicahgtoge.
signature, and data verification may also be performed. In a case where
aut hent i cat i ofFh§reralhbingkeynploek kR )cdesoriped phave wibh rafeyanse public

key crypt o%r,zazhi c technology, it is required that entities already have
their plf ifdSdeey. iPRAVEEH iadd SNCHYRNES KAYS ST ing jih madded HXOW evoke

all devices bel.onging to a certain, category, the _top-level category entit

( TLCE) irseﬁ%%ﬂ'vregdt?%é’tesf G v @ i brEDK ty&é’s%e%’é:&a%re& ; t% the Y
category, .to.t. K istribution center (K Fur t her nore, whe certain
servi ce sllglpd'dil}ﬁf‘fék%e lr“é’rlr‘r'#?act ERLY SRSEYRYRS kevs sag:né’oldge&sdﬁ’,cqtuﬁgd

t op-1 evel t egary .ent.it TLCE) .may.issue_a_r.equest, .for reyocatiqn of an

EKII% typgmf ﬁ"g)r% %r%‘é%&rlgé'eer% t(rreegel ‘s% P&t %’gﬁ’wtno i Fr lfglg%t(ll\)e? ’Kﬁé.c\ﬁT%é;'gpFﬁcess of

revocat ixahle it ARy Whis doTRL BRLARA AW LLLSREIGE G g char

shown in e ke i stribution cen )" recei ves an
EKB typ&y. [ t: fr. t Iy ok B type
KB ) P SR RO ! O ST bl 46 [0kt S5
revocat itgfe 5R@Bas! bitORAs he vilide di® beY1 dishéadihd Bh SAHeK KHere
confirms that the iIssuer of the request is the TL t hat manages the

cat egor ¥ saggeai gh achavr! 1kke ) EXBréyBeoh SRS Ak R ke be¥okes a Ahlifle
confirmation, the key distribution center (KDC) revokes, fromthe EKB type
defini tiogn ol o3t 1 Wepen@Bnigypa wihetheld Galdren iRUMREA GOr LePRNGirightg t he
EKB type specified by the EKB type revocati on request, and perforns renewal
of the BXRectdendef Thet fapsti bit Theueatt eb, inddckey @hethelkuthen EgaNt er
(KDC) issues a list renewal notification (S202). The renewal notification

i s sent inglatesThOEescaypt&fBrey @iether nodAscdesespbrdirgrto arhe tthe.key
distribution center (KDC) perforns revocation of an EKB type identifier

regi st eiben ant leacENPtegpkeyefiisniinicdmdeidst thief famétobliy iifs setetocdti on
request is received fromat |east one of category entities nanagi ng one or
nore caWlddey iftr d§s sed] &et &d ifs neatangapadkedert Ha g ustedr ocessed on the
basis of an EKB type requested to be revoked. In_this case, approval or the
ot her cat egor fheénflatpre§ize pét theegBabling: keyabdeeko8KBYs, Whdchalls

aut henti cati.on and encryption . . .
provided to devices (leaves) via a data communication network

or provided by supplying a storage medium on which the EKB is
stored, can be greatly reduced by employing the structure shown
in Fig. 26 (b) compared with the structure shown in Fig. 25. When
each device receives the enabling key block (EKB) shown in Fig.
26, the device sequentially decrypts only the data at locations
where the first bit of the corresponding tags is 1, thereby

obtaining all necessary decrypted keys. More specifically, the

device a decrypts encrypted data Enc(Ka, K(t)0) using a leaf key



- 122 of transm ssion data are perforned, as required, in comunication
between the key distribution center (KDC) and TLCE' s or EKB requesters. .
Furthernore, encryption of other nessages, witing of signature, and data
verification nay also be perfornmed. In a case where authentication or
cryptographic conmuni cation is perfornmed using the public key cryptographic
technology, it is required that entities already have their public keys.
(EKB type definition list renewal noti;ication) For exanple, in a case
where, in a certain category tree, ThB/TTCE managi ng that category tree has
performed sonme process resulting in a change in the state of the tree, such
as revocation of a device or a change in a device node key (DNK) set stored
in a cef@ithay@hyc @qgnig ifihiehdodeeave Kddd kapd dgacyptsetenay®tRdCE has
to notify the EKH requesters or TLCE s using EKBs associated with that

devi ce SREHEFAK (Tt Ko 1acets g el (it Vhehhers¥at i on of
a devi ce has, beeng&erforned, if a notification of the revocation is not

sent, a AEARIEINDKIRIFIO Y -CPPIndReuoEher Maddek i hien dgvairsil SesFydtsan
encrypted content.. The ol d _EKB be processed (., decrypted.). even by the
r evoked %Y@éﬁecgﬁj@tt%&g‘q(ﬁ(e}'e lf‘zt %‘g%i‘l:ﬁjr'?q Ya tﬁfﬁéﬁtﬁbr?l}%ﬁe%ﬁée of
the content ..s cogg%gued. In a case where a device node key (DNK) set has
been refSEHE % Y ﬁﬂﬂ%'replaced with the new one is usually discarded

o EKB 1 n whi O CReCraRtRkove 1 e AN R Bl e e
DNK . : _
To avor d HHE brsf Seioe £ uSh Mid M8 S e AaEecol £00L O,

e koY gl Lo G2nLE! KDELngNREy BP0k GRASHCP: 4RSI dagly

occurs. "™ A change 1n a tag part o KB perfornmed i n-response to

revocat id?ﬂapfl,e%fd@c‘éiy%e and® ndRN KRy idMYdeR An K iR iHiFEd ride at
| east one device, pérforned in resSponse to renewal of a device node key

(DNK) saihelhestiI€8n€ _ya¥A itRf kéy PAIX (ERB ) WRonidy SuaBL IigNdabdisGald,ng an
EKB type identification nunber to be changed in the EKB type definition
l'ist, il khusODt i Behemes Ths Nllee @ YragsaditatRd andibl ingtkdsKBllogke

i dentification nunber, and information indicating what has occurred, for
exanpl e,(BKB)i dat iahg efifdic reamoaednimer or DNK renewal has been perforned. The
process of EKB type definition |ist renewal

[Distribution of a key using a simplified EKB (2)]

A technique of further simplifying the enabling key block
(EKB) produced bn the basis of the simplified tree shown in Fig.

26, thereby further reducing the data size and thus making it
possible to perform processing in an efficient manner.

In the example described above with reference to Fig. 26,
the tree is produced by reconstructing the original tree such
that a binary tree is first produced such that it includes only
paths to endpoint nodes or leaves that are allowed to decrypt
the enabling key block (EKB) and then unnecessary nodes are
removed from the tree. The enabling key block (EKB) used to

distribute renewed keys is produced on the basis of only keys

corresponding to the nodes or leaves included in this



notification is described belowwith reference to a flow chart shown in
Fig. 53. First, the key distribution center (KDC) receives a tree change
notification froma TLCE (S301). Upon receiving the tree change
notification fromthe TLCE, the key distribution center (KDC) extracts an
EKB type identification nunber associated with the category fromthe EKB
type definition list, and sends an EKB type definition list renewal
notification to all TLCE~s and EKB re gesters to notify what kind of change
- 124 revocation or DNK repl acenent has occurred and whi ch EKB type
identification nunber is influenced by the change. In the above process,

mut ual aut hentication and encryption of transm ssion data are perforned, as
requi r edeconstamakhad dxlesipnehigadn ture key distribution center (KDC) and
TLCE' s or EKB requesters. Furthernore, encryption of other nessages,
witing of si§Rabhedamif afathevEprpnehriehedd)ierarchicapbring OWhn a
case where_authentication or cryptographi¢c conmrunication is_ performed using

the publifcFREy 26{®) o@Babl i ksYodyock: (EEB) ek®iRiRAutRd afhshowas
I dy .h t hej blic k . (EKB t finiti i st t) | d
o obt o Eifeitid haatBAtoroavas (ypl  cRrirl CRBrAPHEIT S X AR REOY
t j LCE . b- cat td t S t th th
TLoEoicedn Kl rhebucamtt . SR iY S ing e TP KR Ruest for
t he EKB finitign_ I, t . i i i t K o
r egponsé:t‘r%ég‘%f'ﬁgtlregju:a ?_a 11trﬁée Ht{ga)? e%%ﬁ%gﬂ{ﬁ%'e%é#l&%g?ﬁ%b r]rcga?]ﬁ?ﬁg)st)he "
" . CEKB A he e : ¢ ¢
Tovest  MEERROI Y G PRLITLIL YebhSlod RIS reRB NG KU, BB LVPe
hart : : : | o . . " , .
gnalrEKBst%yggelégfo%ﬁgﬂgg%Wli[&%r om aw gﬁéa?&g%ﬁlté% Y, )r ;ﬁCEIK\ées
request 1 +()$48t))is d(%&%)prtpeﬁq' VhBRelBE, Bilé 1¥RGeEe] hﬁatq ﬁ%&%' 4 £ibRe key

di stribution center extracts the newest version o type

defini t gerkipt! EARY Kal,aRIH)0S b EACRY, SRyt )Mot Bch@as reskyed ot Bad
request. - 125 1I'n the above process,” nutual authentication and

encr ypt ithenoded rBHs BneYKqt )89t B( 8f LodE ity TRE.rovt k€YK (t9kodt\ That
comuni cati on between the key distribution center (KDC) and TLCE-~s,

subcat edsr,y leavieki @s andr gEKR viee gide plearforn-w ther-sved proeyy ifioxr of ot her
nmessages, witing of signature, and data verification nmay al so be

per f or mdécriyptaonase where aut hentication or cryptographic conmunication is
performed using the public key cryptographic technology, it is required
that entitieslnl acadgehwherehthe podei BOkéunctibssuasoh anbEKBE ARdEKB i s

i ssued in response to an EKB request received froman EKB requester.

Speci f i #hakampnagesf loNerriquiedt beaves ca |and ey FdieoWierarchdsvdntrpeovi der
(CP) that provides a content-stored nmediumsuch as a CD or DVD, [b] Content
provi deFeFRBEtEREFRednEPetheoRiRPEbhied LA B35 HhqWh YTEEHT s@6vMa¥, [ c]

Hol der of a storage system for mat
ge usefui go cgnffrm that leaves a and b have acquired renewed

keys. However, if the node KO does not mange the lower-level
leaves, or if, although the node KO manages the lower-level leaves,
providing of a renewed key from a higher-level node is allowed,
then the reconstructed hierarchical tree shown in Fig. (2) may
be further simplified by removing the node K0, and an enabling
key block (EKB) may be produced on the basis of this further

simplified tree.

An example of such an enabling key block (EKB) is shown



the EKB requester is an entity that provides a service, a nmedium or a
device in which a content or a format can be used by acquiring a key by
decrypting an EKB. The storage system format hol ders described in [ ¢ ] can
be classified into two types as descri bed below. [cl] Format hol der that
provi des an acquired EKB to a manufacturer of a storage nmedium according to
a format in which - 126 the EKB is stored into the storage nmedi um when
it is produced. [c2] Format hol der thgt provi des an acquired EKB to a

manuf acturer of a recording device &ac 8rding to a format in which the EKB
is stored into the recording device when it is produced . The EKB issue
process s described below. (1) Production of a content key First, an EKB
request e §&8h 5. a ASohb dilte grampdershnwdbdtic. @6nt thtiskayse@smimeced in
conjunction with a content, a device, or a nediumthe EKB requester

provi desthdtord KeiAueh i35 thETHRN W% ishdnamnidhaditta davices jag
content provider t hat B&ovides a content-stored nmedi um such as a CD

( CP) . .
or DVD, %r 2PH]J 2 tcERTEREPRPGINGeteRYEE - pr A FBOWNel R & imAd (8dnt *firee
di stribution CD). service, .t rodyced content_ key is used to protect the
cont ent &t é’rréjgiE"cﬁf? i?élq\ffbdﬁl?rﬁ gﬁ‘%rrﬁoé'c Laa c‘m?ntdeﬁﬁg%lﬁ FPRE SR ES oni ¢
cont ent tﬁ’iestrisbuti on CD) seryvi ce. Ondthe ot her hand, when the EKB
request e |§ﬁ}ﬁﬁ02%% rietY $ol erdr R Fﬁbvides an acquired EKB to a

TR et el S IR B A, B T L P L

to prot ety G P c8hobEbiitaiféa B iYdloving the node KO from the
reconstructed hierarchical tree shown in Fig. 26(a). The
enabling key block (EKB) used to distribute renewed keys is
produced on the basis of this simplified tree. The tree shown
inFig. 27(a) is a hierarchical tree reconstructed so as to include
only paths that directly connect the root and leaves that are
allowed to decrypt the enabling key block (EKB). The enabling
key block (EKB) used to distribute renewed keys is produced on
the basis of only keys corresponding to the leaves included in
this reconstructed hierarchical tree.

In the specific example shown in Fig. 27(a), the endpoint
nodes are used as leaves. Also in a case where the highest-
level node distribute keys tomiddle-level and lower-level nodes,
the tree may be simplified by directly connecting the
highest-node to a middle-level or lower-level node, an enabling
key block (EKB) may be produced on the basis of the simplified
tree, and keys may be transmitted using the resultant enabling
key block (EKB). As described above, the reconstructed

hierarchical tree has a tree structure in which the top node



- 127 In the case where the EKB requester is [c2] a format hol der that
provi des an acquired EKB to a manufacturer of a recording device according
to a format in which the EKB is stored into the recording device when it is
produced, the content key is used to protect the content stored using the
recordi ng device. The nmechani sm such as an cryptographic al gorithm of
protecting the content using the content key may be determ ned arbitrarily
for each format. (2) Production of a rqot key The EKB requester produces a
root key that can be extracted by d6c79pring the EKB. Alternatively, the
root key may be acquired fromthe key distribution center (KDC) instead of
producing it. The root key is used to protect (encrypt) the content key.
The nec 2Rt sike fligeatd vk cpnnanteashite engpeiintnrnodespest beaves. t Hen
content key usin the root key may be determi ned arbitrarily for each

f or mat . f(lal)s R’ fiegy tregucthe rambsaofeath® bréjmra frondsheart ExH

i ssue re st, to the, key distribution center (KDC). The EKB i ssue request

i ncl udesn Fo-h-uph £ g ke theotoreRP dﬂqu@theﬁes%dﬁqISﬁ ng one
of EKB type |dent| ati ers re |ste in EKB .t e deflnltlon
list, (ﬁ%p tg%ﬁé:g%? c?b ’&‘?ﬁc%ftt%‘-*wrﬁ ntesey is
to be tr%ﬂﬁt tted usi ng the EKB. Cn the basis of the EKB - 128 type
definiti% 4%t ored in the storage nedi um of the EKB requester, or on

BZSIWBZ_E', ®the ; P LLRE KELb btk b ?8%#%%5@5%maa?ta:r%qife%%eﬁeegory
be. pr ovi Ged e EhE %@d%%s%&ﬁfée%&?e f"%ﬁﬁ%g%k'ﬂn&ft SLoROIE e e ¢
KDC SR SO

|den%|?ﬁ%at|oh nunﬁggg#%%#ggﬁﬁﬁgpgﬁgvgglg&t d Eﬁg ?egb ﬂ%§€tfs§he%§F¥éﬁg In

accor dans@mpitd shbnEXR Fn?i“eZé CAYfSlena® Q‘i.h\éeﬁefzrﬂi’%&i[@ﬁ%ﬁ@;n %%lggﬁe%rl t he

key distribution center produces an "EKB” suc ncl udes

t he roottHeey ddf tldtgrd @asﬂg%d d@hd NEaARd 4 n gt heude<B | s3iee R

However, if the EKB issue request does not i ncl ude t he oot key and if the

EKB i sswhareglbgta anal gfematheatmst kegl. pradisrids®f ihhehs elakahg t he
key distribution center (KDC) produces the root key and further produces an

EKB i nclkedi bijotke( EKBYwredheobas ke f tThe semplidnedBkBersrdh brsntrierd to

the EKB requester.
shown in Fig. 27(a), the key at the node K0 is removed, and thus,
as shown in Fig. 27(b), it has a further reduced data size.

The enabling key block (EKB) shown in Fig. 27(b), as in

the enabling key block (EKB) shown in Fig. 26(b), includes 3-bit
tags. The second and third bits are used in the same manner as
in the example shown in Fig. 26. That is, the second bit has
a value of 0 or 1 depending on whether there is data in the L
(left) direction, and the third bit has a value of 0 or 1 depending
on whether there is data in the R (right) direction. The first
bit is used to indicate whether the EKB includes an encrypted
key at the node corresponding to the tag. When an encrypted key

is included, the first bit is set to 1, while it is set to 0 if

no encrypted key is included.



The EKB produced by the key distribution center ( KDC ) can be of a type
that can be processed only by a single category tree or of a type that can
be processed by a plurality of category trees. On the basis of the EKB type
identification nunber specified in the EKB i ssue request, the key
distribute center (KDC) extracts a category associated with the EKB type
identification nunber, that is, extracts the node described in - 129 the
node field, corresponding to the EKB type identification nunber, of the EKB
type definition list. In the node ftelH,~the top node ID of the category is
described. The entity managi ng that category can be known fromthis node
ID. On the basis of the node ID, the key distribution center (KDC) sends a
sub- EKB i ssueUgdfdeshet enphd 1ngp Keyy dlock: d§&B) ehowny inTFdE). 2R )ranages
the category. The sub-EKB issue request includes informatjion indicating the
root key SRS HEE iLERViaRdR c S ARd JHRaR ACAYdLR the roed NerK (taasofes t he
sub- EKB. i ssue request fromthe key distribution,centerI%EEDC ) , the TLCE
pr oduce®YaPSHEOERBNG RBLY (Phe PEPCess PL ARrrERbiRy FNGf Ky tareritn
specified one or nore categories can finau%ﬁiextract the root key fromthe

sub- EKBEREHE I h & (FIEROM)a PmiBE (il Fdduttdtht) sub- EKB to the key

entity ( TLCE Raebling: key: BaEeh J50eh BB 6 BRAll e LSRR e ( i b
6 hat.the versi mber, .and i.nf i on f ificati
(ver 51 of “CRRBETyATA0, T8 Ao Mididass T APSIAENK B B Fiige A, "

hi gher - | .ned ' Jevel nod
ey desSHrERI T PREs 5. ERRPOr kel EH e thn lled o Wi syl 18 "%

ar bi tr agirbyudehebd 2ad bak g2k Bh@gngﬁm%%ake | %‘i%e%@%d&h%d ‘E%e%#ggg

sub- EKB. Thi's nakes it possible to oy a particular“securi‘ty sc

di T f er erbly nbaeMhaet RE NEAHOI AR Fodés B¥ Al v I RifeOR eBbaBErhbTeRRY be
- 130 deferm ned. For exanple, the triple-DES according to FIPS46-2 nay be

enpl oyedras,t A8 ggbaﬂlqne@qy,pbhgm”qlgorithn1such that the triple-DES _
algorithmis enployed if TLCE s do not object to it. In the case where each
TLCE ar bi t r ar By \oulel #ing Refek Eigici Hidd et el gorutbareriddiaidily bangt h,
when sub-EKB' s produced by different TLCE s are conbined together into a
si ngl e HéBicescho(whéclpardeénkBYing keywblde (BEXKP) diai aomvblehsapplied
predeterm ned | ength such as 16 bytes so that the resultant conbi ned EKB
can be asddblypandudéngctheaneaged ing key BLGEk BEKPHopeding dailgr kegsng t he
data format of the conbined EKB used in common in a plurality of category
trees, incBudedein pbesiddwltfant anppdaefied ireeany kegtsegbayedbaeleavesrrect |y
determ ne the location of the key data to be used. For exanple, if each key
dat a i na€hks M@ Fésﬁm%mﬁnagllagwkbiopm (BB ¢ desgy ke ahevel | y

extract the correct key data that can be processed by the device, and can

final | yvwAthureEexence 3& Fiay 2604 27 s the  resgditaatcenabl ing kesiRiackor nat
of the conbined EKH produced froma pluralify of sub-EKB's, a plyrality of
key dat AEEPd BEGPBES| SMAlkedD| LR 1B 1ER a ANEIHNS HlePECOMES RREALELE

bl i K bl ock b- ' havi di Atk | h d
(o"al {1 EPentestity ?&*fﬁ?%nagﬁfe\?nbﬁﬁﬁ%f%ﬁ SEE TR ik g d”ﬂ%ﬂiE%ﬁE?;L ity
. : EKB' i s
Cocat ione of The RonesoereehosEaranihey. Egop a8etekbra g8 dRRREL k" 1
cor T eot LY XLLICL MRGE RIS KEU il AyddIoAGRL 3198 U ezedser | bed

in the
wherein the category tree is one type of subtree as will be

descried below. The category tree is a set of nodes or leaves
selected from nodes or leaves of an original key distribution
tree. A category tree may be formed in various aspects. For

example, a category tree may be a set of nodes or leaves that



EKB . Such a conbined EKB may be distributed to users ( devices ) by neans
of transm ssion via a network or by providing a storage nmedi umon which the
EKB is stored. The key distribution center (KDC) assenbl es or conbines the
sub-EKB ~ s received from TLCE ~ s as required, and adds a version nunber
and verification information. The resultant conpleted EKB is transmtted to
the EKB requester. A digital signature using the public key cryptography
may be witten by a certificate authority (CA) other than the key

di stribution center (KDC). The procésg oT produci ng sub-EKB ~ s and
conbining theminto a single EKH is described with reference to Fig. 55.
Fig. 55 shows a sub-EKB-(A), which is produced by a TLCE of a cate ry tree
A (5100)Q%en qom@lmasbécwaﬁhqﬁ ddudaeprsansithiviidd fe deticaatyie u

conmon &%%POth category trees A ( 5100 ) and B ( 5200 ) The sub- EKB—(A)

i s prod#@¥d-csuE R e Toa iRl SAEEN RIF%’J&R%QCRS/ theLheqrane® ) can
extract the root, key. Al though in the previous exanples, the root tree 5300

has an gnNshidutdons” ofr iRt aF °r‘3‘3‘2°?eWechtarEé’mg‘PPugFBFErFs”és"s‘iFf%sd 9fh the
present exanple for the purpose of si icit n Fi ach i ned
S digi t Hﬁ?ﬁ%ﬁr[ quﬁlefﬁe BFoaStyiarh mEotlant os niticky cTRSRIMGH || "Th,

EKB . escri beg earlier denotes that there is

Gntn, oD che 8 eaply fFe fualtingd LS ﬁ&ea%%“aegarﬁfeaeno F3c Ao s
ot ondi ?85%?%391 A $lipp13iet frde i HIAd Bop! A0S | BubraS"
Cnt. Bt BT BE Eafeloff I i tHS SUlBISn RafinbE M ABEAREL L2
in the %E;o‘é%oA%nHrff aﬁx 1(%19% ﬁréc‘i‘ﬁ’&‘@d' uce% nglgagf &¢d ttnﬁttri%crt key,

t he sub shoul data pro y encrypting e root

using athede Kg¥nhaid r‘e’&ufl(?:rgﬁns@ﬁp@lilbaaé/r?&ollﬁ%ydﬁibéﬁ NE%B 4R keys
inits path in the device node key (DNK) region 51207of the category tree A

(5100) yeowBciPpted ofby biNgeeiees bélorddihd @0t akpores oENElieY BleA@ct®dny a
node key at the top inthée DNK regi on 5120, then the resultant EKB

sati sfi extidyrgoovees equiie@nhgenbns .ol bRe a8 06 f e category tivees A (
5100 ) produces the sub-EKB-(A) such that its tag part consists of 101,
010, O0@illlbe aedcklibedanich idetaidy lpetrdr consi sts of Enc ( KOLO, Kroot )
and Enc(KOL1l, Kroot). The TLCE of the category tree A (5100) transmts the
resul tant subTEERrRaY)ling kiey kbyckli(EKBi)may be seoted opkidC)infarmalt-iBkB- ( B)
produced by the category tree B (5200) is described belowwith reference to
Fig. 56 sthra@edmuedti@nqosuemCQSt Ao opbi€KB-dByksorha tDER . aForlexaowd e/l eaves)
in the category tree 5200) can extract the root key, the sub-EKB-(B)
shoul d |ar$clel§1@@ld@8ak;ﬁy HyEXEcripstlindinghe dafta AT usingludingle key
held in common by all | eaves . Each device has node keys jn its path in the
devi ce ﬁ@d’é‘yﬂ:”é?d%/ dad@ Anb2d-ag Ry dhdgiting rkRe€ar¥%»00) shown in

Fi 56,, Therefore, if ther
g: identification data 18 tl%¥lng the llocatn.ons of the encrypted

key data in a hierarchical tree structure may be stored together
with message data such as content data encrypted using a renewed
node key on an information storage medium, and the resultant
information storage medium may be provided to devices. Each
device can sequentially extract encrypted key data included in
the enabling key block (EKB) in accordance with the
identification data in the tag field, and can decrypt the

extracted encrypted key data thereby acquiring a key needed to



encrypted using a node key at the top in the DNK regi on 5220, then the
resul tant EKB satisfies the above requirenent. Thus, the TLCE of the
category tree B ( 5200 ) produces the sub-EKB-(B) such that its tag part
consists of 110, 010, 000, 111, and 111, and its key part cons fists of Enc
( K110 , Kroot ) and Enc(K1l1ll, Kroot). The TLCE of the category tree B
(5200) transmts the resultant sub-EKB-(B) to the key distribution center
(KDC). The key distribution center ( KDC ) produces a conbined EKB fromthe
sub- EKB- (A) and t he sub- EKB-(B) pr oduzéd"by the respective TLCE s. The
process of producing the conbined EKB is described below with reference to
Fig. 57. The conbi ned EKB i s produced such that all devices belonging to

t he cat clRFIEYRY ¢ ontaIpEnd sbhusius iy i the ¢enbertng Qb adrst dd®y tree
B ( 5200 ) can extract the root key fromthe EKB. Basically, the conbined
EKB can Ylrididey Blosk B Bigmaiebsctiaperit bedieia datreforheudtei ved
sub-EKB' s into a single sequence of key data such that the | ocations of key
dat a inatsné:hseequrﬁzre“%'rrespond to the locations in the tree fromtop to
bottomand fromleft to rigfht. Thus, the t%%ﬁart of the conbi ned EKB
becomes 100, d¥@nagenenio®t d8F ofia CRLLIONY tree Paghflhe key part
beconmes Enc(KQ O_ Kr oot ? EncSKOll Kr oot{)__, Enc(K110, Kroot), Enc(K111,
Kroot ) . If EalADRSF 8% BaPAILRG RRJeRPT 1€2VeHr R httP D LIS Wbeanyl e,

16 b d i bed,ab h h, devj in.

dot oct  tIRF MBERIRORSY o CYRETRUG TG, i siondance Wipdh = BhSRR R A&y "t he

devi ce, ‘ k mhj B, .l.n.th

above oXamioaes; o de8bldl HEckihka B bhe R e bh Y Mo B e

EKH, it s §§Hpﬁ§kt lolely t,. | K

devi c:a. J'I'I{';?léaapr ocess r{gﬁeps?gydrug%g S b-’%ﬁrésiqgc?ldﬁ_{% %g%gngﬁr’gg%(% gg‘scri bed

bel ow f la i 152%8 G, e R infed fr?%&efbxﬂaevé%cfé g. @OWC]H}SGS a
e a

process of produci ng a sub- EKB when the category tree A

revoked gle¥t6gor91dPde mkpBe Asdbt £88E8s 4N ca¥RsEKBat Sa P QMEARG
sub- EKB- (A" ) "that cannot be processed by the revoked device (01101) 5150

but can teyyephegesaetdirdditcdivieh iy deeicenc e, ehlecddvicé sepphied!,00). In
this specific exanple, the sub-EKB is produced by sel ecting key data al ong

the pat hhedewreitaththpdetididd nesr ithdidledrfancdUsnst Neutsidn Fkér (& )
produced by the TLCE of the category tree A (5100) includes a tag part
consi st iacgoafdan®k with,a 66Mmohifleatife iACdernid bf prwcdsd, mamadgemeayt par t
consi sting of Enc(KOLO, Kroot), Enc(KO111l, Kroot), and Enc(KO1100, Kroot).
The TLCRrofsemvdcest gymwidade A (5100) transnmits the resultant sub-EKB- (A
) to the key distribution center (KDC). The key distribution center (KDC)
produces a cofbenedtederyrbree may e BRBCcrAbpdahn fuxstherideta)l wdddi ved
fromthe TLCE of the category tree B ( 5200 ) ( Fig. 56 ) . The process of
pr oduci ﬁ@fﬁ?@%ﬁion@dgEKgai-s Btgcr?der) bEhrows v tianngecdhaanaginga 59.

The conbi ned EKB is produced such that all devices_bel ongi nsg to
tree structure in units of category trees. 1In Fig. 28(a), each -

category tree is represented by one triangle. Each category tree,
for example, that denoted by reference numeral 2701, includes
a plurality of nodes. Fig. 28(b) shows a node structure in one
category tree. Each category tree is constructed in the form
of a binary tree including one top node and a plurality of nodes
at lower levels. Herein, a top node, such as that denoted by
reference numeral 2702, of each category tree is referred to as

a sub-root.



- 135 the category tree A ( 5100 ) except for the revoked device ( 01101 )
5150 and all devices belonging to the category tree B (5200) w t hout
exception can extract the root key fromthe EKB. Basically, the conbined
EKB can be produced by conbining the sequences of key data of the received
sub-EKB' s into a single sequence of key data such that the |ocations of key
data in the sequence correspond to the locations in the tree fromtop to
bottomand fromleft to right. Thus, ihe tag part of the conbi ned EKB
consi st of 100, 010, 010, 000, 000,71 i,'OOO, 111, 111, 001, 111, and 111,
and the key part consists of Enc(KOLO, Kroot), Enc(K110, Kroot), Enc(K111,
Kroot), Enc(KOL1l, Kroot), and Enc(KO1100, Kroot). This conbi ned EKB al | ows
extraction of Ah&hpwBtik&jig-f o8 (@l thereasenkeairrs ndhad L1oe datiaasy tree
A (5100) except for the revoked device (0Q1101)_ 5150 and for _all devices
bel ong t&F LRWEZ#REB AL thectBee 523y ArPVAGE: Pekerd® itthonesyf GategonykB The
EKB progﬁged b he k distribution center_ ( KDC ) via the process
descr ] bet S PR LEF AHGINERRE (ko RESEKRE § 2 ARITHIT 30 SHANERES 308 ¢ he
case where .t he EKB requester iihg a ]l a,content provider ( CP ) that
provi ded flt"lﬁﬁ]eﬁtz K ;ﬁeeoa‘f’fe%i %?Rd?rh%lrég&?oqg‘b\ﬁfsbr [ b ] a content
key is encrypted us i ti% r.Qot ?ey t an extracted fromthe EKB,
and a content 551%5 & ptsee %hsqorr%n e * %( e cbaetegory trees mdve 3

hierarchical structure, as described below with reference to Fig.

29.

Fig. 29(a) illustrates an example of the hieratical

structure in a simplified fashion. In this specific example,

the hierarchical category tree structure includes category trees

AQ01 to Ann at a certain level below Kroot. At a level just below

the category trees Al to An, category trees BO1 to Bnk are disposed.

At a next lower level, category trees Cl to Cng are disposed.

As shown in Figs. 29(b) and (c), each category tree has a tree

structure in which nodes and leaves are disposed at a plurality |

of levels.

For example, the category tree Bnk has a tree structure

including, as shown in Fig. 28(b), a top node 2811 serving as

a sub-root, endpoint nodes 2812, and other nodes located between

the top node 2811 and the endpoint nodes 2812. The category tree

is assigned an identifier Bnk and manages the nodes within the

category tree Bnk independently for the category tree Bnk thereby

managing lower-level category trees each of which includes, as

its top node, one of endpoint nodes 2812. On the other hand,

the category tree Bnk is managed by a higher-level (parent)



content key and distributed. The resultant content can be used only by

aut hori zed devices which belong to the specific category and thus can
process the EKB. On the other hand, when the EKB requester is [cl] a formt
hol der that provides an acquired EKB to a nanufacturer of a storage nedi um
according to a format in which the EKH is stored into the storage nedi um
when it is produced, the produced EKB and the content key encrypted using
the root key are provided to the storage medi um manuf acturer, and storage
medi a on which the EKH and the cont &nt/ kEy encrypted using the root key are
stored are produced by the storage nmedi um manufacturer or the EKB requester
itself, and the produced storage nedia are distributed. In this case, only
t he deviXLLIPFY FreE by ong ¢ fensipadiint sodas &forlyof rdvieindstinsluded process
the EKB can perform encryption and decryption using the EKB stored on the
st or age 3fediifn SHPTFPH %&iohnrﬁ%%rﬁﬁﬁﬁg@éhrﬁﬁﬁéiﬂgkthe content. In the
case where the EKH requester is cz; a format hol der that provides an

acqui red EKB tA% ShAwufidbtir®r 4 () r & G PRV ERE SerdroRfIg2 tBree f or mat

in which the EKHis stored into the rec i ng deyice when it i s produced,
the prodilceif B RF RBHA SHRP 1 %n@égﬁpt FEULNFgAEhR FBBTrIR@Y are

i o+ e, HOER 0B SRR “%§&F%§e%§9ﬁ§%%&3k%%e€ﬁ§¥ 2 o1 ed
equbst aste il Wi ERle YT RRRC R R npPR paTRER e Eop ad ) 1
Lhus caxnd ey chiipolRk 688 630 PO il LAHNRAPEEEL! fo CBEMMda PP and

t hus can process t B can rmencry ecryption’using the

_can . ! . ! P! 1
EKB in tlhﬁemféf P aﬂ&%ﬂ%r% %é@%ﬁﬁ&%ég%um;ggea ove

process, nutual authenticatlon Ion o ransm sSsi on a are

per f or "yt o e U ¥keeaths i | i i td SURSLers,
t he key digﬁfﬁgﬁt?onqgénggse %g%%?egggg$iggﬁﬁsggﬁg?ﬁg;%5%%?5552{ypt|on of

ot her mMeEFRGfiNHg Wddvd ewiddf W, thdetdbSiverhddéat 295 Mg be
performed. In a case where authentication or cryptographic communication is

per f or mnextheat Maridhe thebkbatelgeyyCtypboghaphs ndkede@! 9ga Hilgher J1R1 ed
that entities already have their public keys. (Producing an EKH by sinply
conbi ni NpanentbK® aedoryt hereab @i denny idfe denatpeciass midey aducitigm igonbi ned
EKB from sub-EKB' s, a sequence of encrypted key data included in the

r espect iinelagisdsKas ¢ har subenoot2@Ed ,sim lthehaat ¢dery deael @m3. ofidmmindat a in
t he sequence correspond to the locations in the whole tree fromtop to

bott om the keMrmapegenept cfueand categbrycrexBefiers tpl yEoomxampls,
sub-EKB' s produced by TLCE's of category trees into a single EKB wthout

per f or mAeEewSdr o gerkaiit, revekdandg beF rheowike gasswiddoke sesexdhside of a
conmbi ned EKB 6000 produced by sinply conbining sub-EKB s produced by TLCE' s
of cat edd fatddds 1ah&F -a singl e EKB wit hout performing rearrangenent.

In each device corresponding to a leaf in a category tree
at the bottom, a leaf key of the category tree, to which that
device belongs, and node keys at respective nodes existing in
a path from the leaf to the top node serving as the sub-root node
of that category tree’are stored. For example, for a device at
an endpoint node 2852, keys corresponding to nodes in a path from
the endpoint node (leaf) 2852 to the sub-root node 2851 are stored.

The structure of the category tree is further described

with reference to Fig. 30. Each category tree can have a tree



- 138 In the process of issuing an EKB, the key distribution center ( KDC
) sends a sub-EKH production request to TLCE s which are entities managi ng
category trees corresponding to an EKB type identification nunber, in the
EKB type definition list, specified by an EKB requester. Sub-EKB s 6110,
6120 and so on received from T TLCE s are sinply conbined together into a
single EKB thereby producing a conbined EKB. In order that each device

bel onging to a specific category can select, fromthe conbined EKB, a-

sub- EKB whi ch corresponds to the specifit category the device bel ongs to
and thus which can be processed by the device, data (data length) 6111

i ndicating the data size of each sub-EKB and data (node I D) 6112 indicating
t he cat gy tawer daywdudiimy tao veaiiousud-ci<d s e Théddeépthhdnumbert o€ conbi ned
EKB includes, in addition to the selected sub-EKB's, the data indicating

t he dat &eVeA§uhmay hespgtcierending PrBthe arumhernpékowenteehdedilg)s,
serving as sub-EKB identification data, of the respective category trees
cor r espSAYEI Yo tineess gachkBor respankiNeh e endraing inndes Rk dhay t he
nunber of sub-EKB' s included _ in the conbined EKB is described in the
header G623GJO%Y; trepuPrhefRERELING QP ghhe MWD P T dPHRRRL &P LSpves .

certificate authority or the like) in ac¢cordance with _the whol e data of the
conbi ned EKB ﬁ‘nﬂaﬁﬁﬂéﬁyt hEFE: SETECEULS sg’ﬁﬁ’\ﬂs 10 Edoi dd BKBAY Rfuced in

t he manner cciies ri_bed, above with r%f rence to.Fig. 57. A*ﬁéub-EKB escri bed
- 139 SRR CGS- ERFFF?‘?PdT}%\%’Cﬁ S &Rt | §etrﬁ§nsaﬁeragtt " e Uk I?Ié ;@5)
t T t t i it X
FLZFFS?‘%%%%HZ?E% rom aédﬁ%ﬁ%?q?% EEPE MR R FR0B KeBy . o Rgurgaa 1T
111 j E K Ol11,
0ot o Tl RIS B A1 L LR
the suby 'é%@'e%@iv%r %ﬁg&%g.gt&y \ﬁt?*a%s.ﬂo@ft‘ﬁe R E Iy at ?ﬁ‘i‘tﬁeﬁ!‘ﬁ%ﬁv‘e ed above

W th refer nce to erein the tag part thereof consists of 110,

010, OOQevéilcaEEQo}%]tré’é‘% § Beq KeYo Rl b SINP itheS cat eEBEYKEAe dr o8y and
Enc(K111l, Kroot). FIg. 62 shows the data structure of "a Conbi ned EKB

pr OdUPe‘éhfer@éﬂ:ég@rF@ée c2how) bﬁe'ﬂﬁ%&ox@eﬁa o028t :!%@Qslf%ﬁ% E@sér%ie"duaffi on
in which there is a revoked device. A sub-EKH described in a sub-EKB field

6110 i sagXxpéseyvédnctiE 2950580 UHEE ahobher D6WEHCEEVEOY ddie teket he
category tree A described above with reference to Fig. 58, erein the tag
part theaaochbecaddedtihh ehelbutubéd by MHind the D88er®8d, nddd 2950l 1¥dbr and
the key part consists of Enc(K010, Kroot), Enc(KOl1l1l, Kroot), and

Enc( KOL e&ampKeoad ratagsuly- E@e 02902 hading aamalbiEeBellitatak 6k2Gctarexact | y
the sane as sub- EKB-(B) produced by the TLCE of the category tree B,

i ncl udi mgynbe raddsddydesisigningsthe beeserond node) 2080eas riche ttop-ngdese,
wherein the tag part thereof consists of 110, 0l 0, 000, 111, and 111, and
t he key9fathecdeyi sasegPr¥n&reeK110, Kroot ) and Enc(K111l, Kroot). The
conbi ned EKB descri bed above mekes it possible for each - 140 device
bel ongi ng to ARSpERFEr¥ed ARRF \axe degcibed iy furkhedy dedgdddbPRdoWo t hat

specific.c te% ry and %rocess r('?qecr pt% the selected s H-EKB This allows a
sUb- EKBVi6 P ESEREEAEEd SPoF 18ach teat BoBRECOTEPEFEES g (411N BRL el y

bi t t hi I ith I th. | th h TLCE
can det SPHERSLERE CPRSEaRFantIE=R Gor (rhrard 8 B8y TARASH ¥ AR bei ng
i nfl by _t he ot ' Th di i but.i d
ot necdatsurYacEdd 3 ARhT 7 AAE Bstien S R hRrr SRS YR,  BBEL Darts
; b- , . : , . ;
he " progsanbrE?cEhEaHuphal LR REGkr 1 bt ca i M B B o i Mgt 0

the pr eiﬁeﬁreaﬁléanﬁ ﬁﬂeﬁg &'ﬁ\‘éh?%rcéﬁ'aé@ecth"ecieéérx?éé‘rﬂﬁ% §9§&%°9E§;&/BE$HO a

category to icht evice el ongs, and can extract a root _
processiggat mswéseblﬁkg@ll eaﬁege&f}fa@ (WD )3 SRRCIFrE MO ARANIE 14R1Ar M ned

by a TLCE nmanagi ng the devic I's not needed to know the procedures

det er ni gadeg¥riynerdb £ andl Gthsy Bd @ondRicR@ t8Sendipoift Hsde@lf ggeded to

describe keys in a sub-EKB such that the keys have a fixed |ength, and,
t heor et lefkkylet’be kevehengttredyabe FEL2)0 ahe ablektaeyelabtdeegory



(Revocation (1)) A revocation process perforned in a case where an EKB
usable in common by a plurality of categories is described below. First, a
revocation process is described which may occur in a situation in which an
encrypted content is acquired fromthe outside via - 141 a network or a
medium a content key is decrypted using a key extracted from an EKB, and
finally the content is decrypted. Referring to Fig. 63, an EKB 7000 is
assunmed to be used in comon by-a cat egory tree A ( 7100 ) and a category
tree B ( 7200 ) . The EKB 7000 used~i h’comon by the category tree A (7100)
and the category tree B ( 7200 ) is assigned an EKB type identification
nunber #1 in the EKB type definition list. In such a situation, a content
provi dertife A 'dds® U Lomaghtresfiikstadd Leasty ane andoaindeynode 30 3ktsmork or
a nmedium, and devices belong to a category tree A ( 7100 ) and devi ces

bel ongi rfdtat apotdhedyderyer-devsy C?E@G°)‘-‘¥u¥ée?hé"cb 03 MY be rastdadhg a
root key frqmthe EKB_7000, acquiring the content key by performng

decr ypt i O EQF”%‘tlﬁé’etloSPtQSQFYaFHePi al (30 i MAY: FR§eLNe @Rergh e ont ent

using the content key. In this situation, if breakage of secrecy of key
data or °rfé’r€i" d’r?ﬂ?lshor PYefeSELV4NGr € Q\Hnéenﬁ?%e(s?f-z’b)thﬁel €y to the

category, tree.A { 7100 Ls detected, th evi ce Al % 71 ) 1S revoked. To
performqegf&'@ﬁqqf)ﬁ‘ﬁnpﬁé) 'TLEE TR Q:oaﬁse]éb];? Or dBCA® S?lége)n‘f’fi?es’f 9%ssues a
tree ch 19t fi-calio [ S to t i.stribution center (KDC).
In acco?l ancrgcivé‘{%l t aé: érbeoc(:ré}lz ved etsfé'}eanc erfgg“}(ngic%rcsca Jinor‘f,atteiwqé)ﬁé’e}ree

di stri by t.er. d tifd [ ' E!érB
requestg}rlﬁﬁau%ggel?%t%%ieéﬁ%i ?t‘l?llb%%t iog'ln(i?gr? er (ﬁéb%%oiﬁfei%gco if i'cat i on

i ncl udeg,anh Ymh REQT @ Hiadi [ (Rat ifdGRld on has
been - 142 mr _ecgi% ,n én%l _reaflg\%g?qcl)?'te?hoef %@?ﬁ&@??ﬁ???gﬁe{ i st 'i_s not
performed at glch 88t85oLY ﬁfé’@ma}hﬁréaﬁée%@%ﬁb’l@dg‘c keplp ok SEKeY 1 n
response to revocation may be sent only to entities of EKB requesters using
the EKB i e@@ér&qypcheﬁéeathértes_tégé@ﬂ%yeéé Seand W&y GhereIC AnidON
occurs, or further to category entities that nmanage ot hér category trees
usi ng t hreveasr idfBmay bégierEoindy indepeidegaly bEECEhé lotHE € katR\gaagt i on
occurs. In order to make it possible to performthe above process, the key
di st ri butriees .ceAsesh6KDCinhBlids 31l,i ehabll ingekeyoblakcksaqEXBIsyedrekB s, in
whi ch EKB requesters using specific EKB types and correspondi ng EKB type

i dent i f iasstigovedn tnob eres perck ivies taad.egbmyoritmds (r,0\A 'derandvi'th Mhesiedes a
content to devices in the category tree in which revocation has been

per f or megadid nghikely bdogkso (BKBEIEB mayudst anagedhiby ,sifiorateixemplesqaest s
the key distribution center §1 KDC ) to produce an EKB renewed such t hat
only dede¥dseompaniagiyrerethatoranadesi e caategoErsireer KR ' /| Andhi s
specific case, the content provider behaving as the EKB requester in such a
situati & *specifies the EKB type identification nunber #l indicating the
EKB type that |s usgd in COITEDI’I by the cat e%or tree A (7100) and the
category treelBeFLE5EALION P A DEW, CAtEQOINETSS] est er produces a new
root key and gends,it,to the KDC, or _alternativel t.he EKB r.equester
requests the EBElFSrﬂF&SBcg%aangﬁwr 88?eﬁ8§.y tred ¥s Gd8ckiBeBuTRs

Fig. 32 shows a registration processing sequence. In the
sequence shown in Fig. 32, A new (child) category tree (N-En)
to be added to the tree structure issues a new registration request
to an upper-level (parent) category tree (P-En). Each category
tree has its own public key according to the public key
cryptography scheme. When the new category tree issues the

registration request, it transmits its public key to the



In accordance with the specified EKB type identification - 143 nunber
#1, the key distribution center (KDC) searches the EKH type definition |ist
to detect nodes of relating category trees and requests TLCE s of category
trees A (7100) and B (7200) corresponding to the detected nodes to produce
a sub-EKB from whi ch authorized devices can extract a new root key. In
response to the request, each of TLCE s of the category trees A ( 7100 )
and B ( 7200 ) produces a sub-EKB. In_this specific case, in the category
tree A (7100), a sub-EKB-(A) is produZ@d‘such that only devices other than
t he revoked device Al (7120) can extract a new root key fromthe
sub-EKB-(A). In the category tree B ( 7200 ) , if there is no revoked

devi ce, WPRSHrIm¥el (c999KRy prkrRICERFEBRLHh that all devi ces belonging to the
category B ( 72 0 0 ) can extract a new root key fromthe sub-EKB- ( B)
and the resul VRN IEEEENANGRFhEsredaRtRRELien ¥RI@Rst kyheuRRe kS EH. cent er
(KDC). The key distribution center (KDC). produces a caonbined EKB fromthe
sub- EKB'CsaWGE%%WX/é’d:qer JREHY eQNEeRs thereceivehPHbble -k @f Hae

manner, and transnits the resultant EKH to the EKB requester (content
provi derew 1ABIARR RERRSFE L HeDANHD pE O GEFF LALSAtRLRR EEORLER @t usi ng

Speci 11 & Bpoeine meep Ll ofe oY 5§iﬁs tarﬁ%lbkit?bifa ?$5§%g$§§?ér¢%¥°aéf§rn%nt

oxt 1 a0t AeRyERERF SR Rfet ¢ ERb® Ando BRI Rl IR mli Rk anc
' i - /7100

and. the DoenIGATE R Reet phOpper T eved 23 FORR CIBE. A )

content e ey adH NGt : oyt EKB, extracting the content key
by perform ng dgcrﬁyl&q%)on%u%%r*ﬁ%ré%o{ﬁ kégg), and finally decrypting the

encrypted cont@nihdSiighdheicLLIER oK he EQVRYBLY P8 AVpkESk foyifch Al
(7120) in the category tree A (7100) cannot process the renewe KB and

thus cameei resf dtiAtGH 8 .cdnp It EXAD | thdadvdasrabeye, the key

di stribution center (KDC) does not renew the EKB type definition |ist at
t he poi ripp¥fr-tlievlatcadiigdryt Rerde e -HaNafi visl i déaridHTon Sof eglpé ved from

the TLCE. Alternatively, at the point of tinme at which the tree change
notifi catdgistiratriereiofedthd hewkepelilsiy iduttequrcentes (KD ) nayd renew t he
EKB and the EKB type definition list in accordance with the tree change
noti fi catdaovsmidrsd amapder kegnassigredebe vwelde By t (qiel tbY icdttegory itateet 0 t he
EKB requesters and TLCE s. (Revocation (2))

to the new (child) category tree (N-En). This node key

corresponds to one of endpoint nodes of the upper-level category

tree (P-En), and also corresponds to the top node or a sub-root

key of the new (child) category tree (N-En).

After the completion of the transmission of the node key,

the new (child) category tree (N-En) builds a tree structure of

the new (child) category tree (N-En) and sets the received

sub-root key at the top node of the tree structure. Furthermore,

keys are set at the respective nodes and leaves, and an enabling

key block (EKB) associated with the category tree is produced.

An enabling key block (EKB) associated with a category tree is

referred to as a sub~EKB.



A revocation process i s now described which may occur in a situation in

whi ch various contents are encrypted and stored by a user into a recording
device or a storage nediumin which an EKB is stored, wherein a root key
extracted fromthe EKB stored in the recording device or the storage nedi um
is used as a key needed in encryption and decryption. This type of
recordi ng device or storage nediumis said to be of a self-recording type.
Referring to Fig. 64, an EKB 7000 is assunmed to be used - 145 in conmon
by a category tree A ( 7100 ) and a'cé?egory tree B ( 7200 ) . That is, the
EKB for common use is stored in recording devices or the storage nedi a used
in common in the category tree A ( 8100 ) and the category tree B (8200),
and users recé&d thed oher Badnd a tuERennl eueln sajfegary yineen Puith )
decryption using the EKB. The EKB 8000 used in comon by the category tree
A (8100)PEaNqefeacikyEll assasiptegydth)the uppeirgdeyedncakegeypdree
identification nunber #1 in the EKB type definition list. In this

si tuati o ~B%) mucikdd@torrns &NARai: nade g it wahmade @adukvhan state

of a device Al (8120) belonging to the category. tree A ( 8100 IS
det ect ed:N§ AEW ]ééR)AFaFeQ%E reg WagLRRRECYed fharsta 25 defliested he
TLCE of

t he .,cat eqor ree A ( 8100 ) first issues a tree change
noti fi catl g‘&‘e( ﬁ“g’.'%%é-) to the key distribution center (KDC). In accordance

ith th [ t tyficati the k IStribugi t
KD ) Sentle. aASErT i FOY (GUHICE SHRaIYa BT REB) B (O cent er
KDC ' t Lo [ I nel I
 nf of o TR g, At RO B E T ket PR MY e,
' _ ¢ 17 ecchaige | Serirece ve:
of 11 o iR S IR A O e e AP PR R e P

revoked (@evnoe risRdi , .G t L - W revocati on
has occdrr\fégr g?&estsaﬁletr%;;redi st rﬁtut%lgon&géeﬂﬁ% yt(ﬁKéDqupé% E%ﬁ%bée an EKB
reneved cat@ydrijate reid Yy pdadd ces - 146 other than the revoked device can
process the EKB. In this situation, this TLCE behaves as an EKB requester.
In this speci ibenceeeeiviagTthE HeBaRKPUE 6m tiee HEY @AY etatRg@#gN a
situation specifies the ~KB type identification nunber #1 indicating the
EKB t ypereRai N-Enysethé npperaievs) idae et@irggetget (BeEA) (H{{bm iyl thize
category tree B (8200). Thereafter, the EKB requester produces a new root
key andregedyed sub-FHKB KbQetdremiwidrmattie/atgnevdte ikB-BRBjUeRttehe r equest s
the KDC to produce a new root key. In accordance with the specified EKB
type i dappeiri-d&viedn categoryl treee (PegEndi $ior iab kieiyod isemtidbu tiDCrentarches
the EKB type definition list to detect nodes of relating category trees and
request SKPCYE' s of category trees A (8100) and B (8200) corresponding to

t he detected nodes to produce a sub-EKB from whi ch aut horized devi ces can
extract a newPRobhekk§sis Of SWorERB1D dhaklefadagoradiress Ttde keyof the
cat egor .tree% A'%p8100 and B % 8200 ) 8roduces a sub-EKB. In this

speci fi G1845EdPUtIongeREEEGHIRE } FaR Rredyes)an EKB b0 Mk koS pangegduced
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di stribution center
category tree or device is provided to, for example, a content

provider, and if the content provider encrypts a content key on
the basis of the received EKB and supplies the encrypted content
key via a network or supplies a storage medium on which the

encrypted key is stored, it is becomes possible to provide a



The key distribution center ( KDC ) produces a conbined EKB - 147 from
the sub-EKB s received fromthe respective TLCE s in the above-descri bed
manner, and transmts the resultant EKB to the respective TLCE s (format
hol ders). Each TLCE ( format hol der) sends the new EKB received fromthe
key distribution center (KDC) to devices to update the EKH stored in the
devi ces. The devices belonging to the category tree A (8100) and the
devi ces belonging to the category tree B (8200) can record a new content
into the devices using; in the encrypﬁ)on/ decryption process, the root key
extracted fromthe updated EKB. The recorded content encrypted using the
new EKB can be decrypted only when the corresponding EKB is applied, and
t hus t h€ondgeditegugbvibatchi@oionient iIganc bet uged gaby preddie sipeedidftiedn has
been described in detail above with reference to particular enbodi ments. It
will bed®¥d&€ent to those skilled in the art that various nodifications and
substitution to those enbodi nents nmay be nade in the enbodi nent chosen for
i |l ustration ®PEHBRARNGERF tFSFHLS F oAk 1R Ay FEbaBEBseE e NEW CRESIRFENt i on.
That is, the enbodi nent,s have been descri bed above b V\]/g])r/ of exanple and

t
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bl ock (EKBLqbFyvPi@¥kded to a device, wherein issuing of EKB's is nmanaged on
t he basis 019 t%’e an EKB type definition |ist representing the

corr espondencenhBet¥peBspBnaKRckY Petivden! hhl ﬁbpé@dl%%loﬁaﬁ%ﬁ%ry tree
identification data identifying one or nore Category trees that can process

an EKB @hdaa EKRelr)peviededaitidgedybit rdee tagh tﬂ@&xévﬂ%ntdcfdeﬁ{ td hafeby making
it possible for an EKH requester, which issues an EKB production request,

t o easi hppee-deivedncadbgoeyytieeWhs cdeddwei kB Bel dw Wik RRifle@®nce to
Furthernore, in the information processing system and nmethod according to

t he pre®égt BAvernBy gprowidibhg f i asmtd aopinadie lehdhe mest aheegbry taeegory
tree capabl e of processing an EKB identified in the EKB type definition
list istoehe addedh, ane endpedintusedet B20 EKEE tthe slpperallieveli capegsicyl e to
use newest EKB type definition information in processing. - 149
tree to the lower-level category tree, the lower-level category
tree can be added as one of category trees that are managed by
the upper-level category tree. As will be described in detail
later, cateqgory trees managed by the upper-level category tree
refer to those category trees that can be revoked by the
upper-level category tree.
As shown in Fig. 33, if a new category tree is added to
an upper-level category tree, the same one node acts as one
endpoint node or leaf 3201 of the upper-level category tree and

also as the top node 3202 of the newly added category tree. That

is, one endpoint node serving as one leaf of the upper-level node



CLAIM5 1. An information processing systemin which a key tree is forned so
as to include | eaves, a root, and nodes existing in paths fromthe
respective | eaves to the root; a plurality of devices are assigned to
respective | eaves; keys are assigned to the root, the | eaves, and the
nodes, |located in paths fromthe root to | eaves; an enabling key bl ock
(EKH) is produced which includes data produced by selecting a path in the
key tree and encrypting an upper-|level key in the selected path using a

| oner -1 evel key in the selected path 8lch that the encrypted data can be
decrypted only by the device which can use a node key set corresponding to
the selected path; and the resultant enabling key block (EKB) is provided
to the dévised tahkecthe tsubkegot rafe tihechewdy addedrabategooy tuber edy
serving as category trees that are grouped in accordance wth categories
and man&fEfFRide E§6r ebhingi v theaboe-desesrdbedonapnetessheqenist em
includes a key distribution center ( KDC ) that produces and issues an EKB
capabl e aHASkiGR} QHOTY FIRRE iREANRH PG VhaGkivereategeynrireetes, wherein
the key distr.ibution center (KDC) has an EKH type definition |ist

r epr eseMANSS 110G G Ffdlc SRR VRISHSHIEHSB t ype i dentifier and one or
identifi ti dat i denti fyi { { hat
brocess. an EKBLF aA BT A AN PECR BPNSHECERRD, LRAt HoREoduGed ang
the key.distributiaon cente éKDC) sendﬁ a notification of : 150 change
i stat §Y0r0 HRBRS S P beYaRE I S IIEP A BEY S SFORKATRh® AAGSE 1 t ho
bei ng’ prsEdcdBa FE8 1A% s ap ERtnete B o1 ¥ phaBknLiiRe (4 sraiscRRl” ©
. . . . Qaiml wherei
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system according fo CTaimT, ange in'state in a categdry tree

i's a chargshbRnSLALLQ! i3 (W) [ l9Ma2tGRaneRapbiatkRYdst Cisde idb@ d8\viice
bel onging to the category tree. 4. An inforrmation processing system

accor di aadt anChaitive ewapodint nddecNhniode 00hi)CR3WIES anhendfBinthelodgdes an

entity serving
(node 100) 3303 thereof is provided to the new category tree.

The sub~EKB has a format shown in Fig. 34(b). That is, the

sub~EKB is a list of a high-level node key encrypted using an
active endpoint node key, a higher-level node key encrypted using
the upper-level node key,..., and finally a sub-root key. The
sub~EKB is produced according to this format. Each category tree
has its own EKB in the form of encrypted data including, as with
the sub-EKB shown in Fig. 34(b), a high~level node key encrypted
using an active endpoint node key or leaf key, a higher-level
node key encrypted using the high-level node key, ..., and finally
a sub-root. The EKB of each category tree is managed by that
category tree itself.

[Revocation under the management of a category tree]

Revocation of a device or a category tree performed in a



as an EKB requester that issues an EKB production request to the key
distribution center (KDC). 5. An information processing systemaccording to
Claim1, wherein the entity, which uses the EKB, includes an entity serving
as a category entity that manages a category tree capable of processing an
EKB defined in the EKB type definition list. 6. An information processing
system according to Caim1, - 151 wherein the key distribution center
(KDC) sends a notification of a changg in state to all entities serving as
an EKB requester that issues an EKB™p éduct i on request to the key
distribution center (KDC) or serving as a category entity that manages a
category tree. 7. An information processing systemaccording to Claiml,
wher ei n QI AEP i Wikah dhe direrdiskobyt e cires 13 dnanagedgen a
information indicating occurrence of a change in state of a category tree
from a CRAEFOTY EREPtRY (Gpfiephfeeeshrgigategaosrrihad bgleWucekn £he

notification _of the change,in state in accordance with the state change

i nf or matSXTRIES SPOYTY ABnT 68 - chtdbrly af PRPPlARG kerdlerk dHEHuded
i ch & ResyaeEs SHe s ke A (ol ket i ke s
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sel ect ed pat’h usin eve inft sel ecte at the
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set corresponding to the selecte resul tant enabling

key bl ogleriekBlre.S PhQYcE8E Wletd hatftchfon '8 B FESY &Y ofll & Laltldiyorqn

center (KDC), which produces and issues an EKB capabl e of being decrypted

i N comMmeieenb@BEsQ reVbeatabRdBhY beSSSrfSENES on PidddGaticora®legdrghange
in state of a category tree capable of processing an EKB identifired”in the

EKB typerdef.inition list, in which the correspondence between an EKB type
identifier and one or nore identification data identifying one or nore
category treeRe€epalihg Figar 36easidnFodn oA goff iggurieé) tay pevicddiidn ed by
the EKB type identifier is described, to at |least an entity that uses the
EKB cap@irocests perfigrpeddessaditivatiiven datwdyiorly menagementhi € petifermednge i n
state has occurred. 9. An information processing nethod according to Caim
8, wher @nnat kateganye tinees thdsd s risa demcagidred thedow.s &ighaldge showst at e
arising fromrevocation (of a device) in the categfry tree.

process of revoking a category tree at the lowest level in the

tree structure including a plurality of category trees. 1In this

case, devices belonging to the revoked category tree are all

revoked.

Fig. 35(a) shows a key distribution tree structure managed

on the basis of category trees. In this specific example, a root

node is disposed at the top of the tree, and category trees A0l

to Ann are disposed at a certain level below the root node.

Category trees B0l to Bnk are disposed at a lower level, and

category trees Cl to Cn are disposed at a further lower level.

Category trees at the lowest level have endpoint nodes (leaves)



10. An information processing nmethod according to Caim8, wherein the
change in state in a category tree is a change in state arising froma
change of a key stored in a device belonging to the category tree. 11. An
i nformation processing nethod according to Claim38, wherein the entity,

whi ch uses the EKB, includes an entity serving as an EKB requester that

i ssues an EKB production request - 153 to the key distribution center
(KDC). 12. An information processing ggt hod according to Claima8, wherein
the entity, which uses the EKB, inclul&s™an entity serving as a category
entity that nanages a category tree capable of processing an EKB defined in
the EKB type definition list. 13. An information processing nethod

accor di RFIPINGHLR BespREEdVe daeigesy sich pepatiestPrEmerPiatmgdeank a
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plurality of devices are assigned to respéctive | eaves; keys are assigned

to the nepedtisd eRffes aid the aieSint Atad&dl. in paths fromthe root to
| eaves; an enabling key block (EKB) is produced which includes data

produced by sehest,i foraeRaiplie) hhaekeyet 8282288s ega6HPEONY BeatiRRey | evel
key in the selected path using a |lower-level key in the selected path such
t hat t heertaiypteadipdaiinet qdd srrlid e temtked)y the cdedqarytirde @an use a
node key set corresponding to the selected path; and the resultant enabling
key bl odld4CEKBrenewsrtia datiegory r eke@n det s dlifeand pretderc g% agrevabddmgy | Si ng
the steps of: receiving state change information indicating occurrence of a
change ikeysbhoek dfsub-dtBgoensisbénfradimade deygoand detaft keybdinolmmizges sai d
category tree; and producing a notification of the change in state in

accor daddethprtrenewed categhah§eeent s melth ivh enabdiingdkey drml edle caamnedgor y
entity and sending the produced notifjication to at | east an entity that
uses t h@ERBRCE¥PEBALHhseragohed darsiae B4 32hkut fadybeyenerepted @Hlah t he
change in stat.e has occurred. .Al.A(.AAAL A . AAAAAA . A.As;.A .AA
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encrypted key data such that the renewed node keys are reflected

N )T

in the renewed sub-EKB thereby ensuring that the renewed sub-EKB
can be decrypted only by leaf devices other than the revoked device
3432. This revocation ‘process is equivalent to the revocation

process described above with reference to Figs. 3 and 4, if the
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reflect the renewed node keys.

The renewed enabling key block (sub-EKB) produced by the
category tree Bnk (3420) is transmitted to a further higher-
level category tree. In this specific example, the further
higher-level category tree is a category tree Ann (3410), which
includes, as one of endpoint nodes, the top node 3421 of the
category tree Bnk (3420).

If the category tree Ann (3410) receives the enabling key
block (sub~EKB) from the lower-level category tree Bnk (3420),
the category tree Ann (3410) replaces the key assigned to the
endpoint node 3421 of the category tree Ann (3410) corresponding
to the top node 3421 of the category tree Bnk (3420) with the
renewed key included in the enabling key block received from the
lower-level category tree Bnk (3420), and the category tree Ann
(3410) renews its own sub-EKB. Fig. 35(d) shows the tree
structure of the category tree Ann (3410). In the category tree
Ann (3410) shown in Fig. 35(d), it is needed to renew node keys
assigned to nodes 3411, 3414, and 3415 in a path from the sub-root
3411 to the endpoint node 3421 connected to the category tree
that has transmitted the renewed sub-EKB. After renewing the
node keys corresponding to these nodes, the category tree Ann
(3410) produces its renewed sub-EKB so as to reflect the renewed
node keys.

The above-described process is performed for further

higher-level category trees until the root category tree shown
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in Fig. 30(b) has been renewed. Via the sequence of processes
described above, revocation of the device is completed. The
renewed sub-EKB's produced by the respective category trees are
finally transmitted to the key distribution center (KDC) and
stored therein. The key distribution center (KDC) produces
various EKB's on the basis of all renewed sub-EKB's. Each renewed
EKB has a form of an encrypted key block that cannot be decrypted
by the revoked device.

The sequence of device revocation processes is shown in
Fig. 36. In the sequence shown in Fig. 36, a device management
category tree (D-En) at the bottom of the tree structure performs
key renewal needed to revoke a leaf from the device management
category tree (D-En) and produces a renewed sub-EKB(D) of the
device management category tree (D-En). The renewed sub-EKB(D)
is transmitted to a higher-level category tree. Upon receiving
the renewed sub-EKB(D), the higher-level (parent) category tree
(P1-En) renews the node key assigned to the endpoint node
corresponding to the top node of the renewed sub-EKB(D) and also
node keys assigned to nodes in the path from that endpoint node
to the sub-root, and then produces a renewed sub-EKB(Pl) so as
to reflect the renewed node keys. The above-described process
is performed for further higher-level category trees, and all
renewed sub-EKB's that are finally obtained are stored in the
key distribution center (KDC) and managed thereby.

Fig. 37 shows an example of a renewed enabling key block
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In the specific example shown in Fig. 37, in response to
receiving a renewed sub-EKB from a lower-level category tree
shown in Fig. 37(a) including a device to be revoked, a
higher-level category tree produces a renewed EKB. The top node
of the lower-level category tree including the device to be
revoked corresponds to an endpoint node (node 100) 3601 of the
higher-level category tree.

The higher-level category tree renews node keys at nodes
in the path froﬁ the sub-root of the higher-level category tree
to the endpoint node (node 100) 3601 and produces a renewed sub-EKB
so as to reflect the renewed node keys. The resultant renewed
sub-EKB is shown in Fig. 37(b). 1In Fig. 37(b), the renewed keys
are underlined and primed. As described above, the node keys
in the path from the renewed endpoint node to the subroot are
renewed, and the renewed sub-EKB of the category tree is produced
so as to reflect the renewal of the node keys.

Now, revocation of a category tree is described below.

Fig. 38(a) shows an example of a key distribution tree
structure managed on the basis of units of category trees. 1In
this specific example, a root node is disposed at the top of the
tree, and category trees A0l to Ann are disposed at a certain

level below the root node. Category trees B01 to Bnk are disposed

at a lower level, and category trees Cl to Cn are disposed at
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endpolnt nodes (leaves) assigned to respective devices such as

a recording/playing-back apparatus and a playback apparatus.

Herein, it is assumed that a category tree Cn (3730) should
be revoked. The category tree Cn (3730) at the bottom includes
a top node 3431 as shown in Fig. 38(b), and a plurality of devices
are assigned to respective leaves at the endpoint nodes.

By revoking the category tree Cn (3730), it is possible
to remove all devices belonging to the category tree Cn (3730)
from the tree structure at the same time. Revocation of the
category tree Cn (3730) is performed by a category tree Bnk (3720)
located next to, at a higher level, the category tree Cn (3730).
The category tree Bnk (3720) includes, as one of endpoint nodes,
the top node 3731 of the category tree Cn (3730).

In order to revoke the lower-level category tree Cn (3730),
the category tree Bnk (3720) renews an endpoint node 3731 of the
category tree Bnk (3720) corresponding to the top node 3731 of
the category tree Cnk (3730) and further renews node keys in the
path from the category tree 3730 to be revoked to the subroot
of the category tree Bnk (3720). The category tree Bnk (3020)
then produces an enabling key block serving as a renewed sub-EKB.
Herein, the node keys to be renewed are node keys in the path
from the subroot 3721 shown in Fig. 38(c) to an endpoint node
3731 that is also the top node of the category tree to be revoked.

More specifically, node keys assigned to nodes 3721, 3724, 3725,
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to these nodes, the category tree Bnk (3720) produces its renewed
sub-EKB so as to reflect the renewed node keys.

Alternatively, when the category tree Bnk (3720) revokes
the lower-level category tree Cn (3730), the category tree Bnk
(3720) may not renew its endpoint node 3731 corresponding to the
top node 3731 of the category tree Cnk 3730, but the category
tree Bnk (3720) may renew only the other node keys in the path
from the category tree 3730 to be revoked to the subroot of the
category tree Bnk 3720 and may produce an enabling key block
serving as a renewed sub-EKB.

The renewed enabling key block (sub-EKB) produced by the
category tree Bnk (3720) is transmitted to a higher-level
category tree. In this specific example, the further
higher-level category tree is a category tree Ann (3710), which
includes, as one of endpoint nodes, the top node 3721 of the
category tree Bnk (3720).

If the category tree Ann (3710) receives the enabling key
block (sub-EKB) from the lower-level category tree Bnk (3720),
the category tree Ann (3710) replaces the key assigned to the
endpoint node 3721 of the category tree Ann (3710) corresponding
to the top node 3721 of the category tree Bnk (3720) with the
renewed key included in the enabling key block received from the
lower-level category tree Bnk (3720), and the category tree Ann

(3710) renews its own sub-EKB. Fig. 38(d) shows the tree
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3711 to the endpoint node 3721 connected to the category tree
that has transmitted the renewed sub-EKB. After renewing the
node keys corresponding to these nodes, the category tree Ann
(3710) produces its renewed sub-EKB so as to reflect the renewed
node keys.

The above-described process is performed for further
higher-level category trees until the root category tree shown
in Fig. 30(b) has been renewed. Via the sequence of processes
described above, revocation of the category tree is completed.
The renewed sub-EKB's produced by the respective category trees
are finally transmitted to the key distribution center (KDC) and
stored therein. The key distribution center (KDC) produces
various EKB's on the basis of all renewed sub-EKB's. Each renewed
EKB has a form of an encrypted key block that cannot be decrypted
by any device belonging to the revoked category tree.

The sequence of category tree revocation processes is shown
in Fig. 39. In the sequence shown in Fig. 39, a category tree
management category tree (E-En), which wants to revoke some
category tree, performs key renewal needed to isolate an endpoint
node to be revoked from the category tree management category
tree (E-En) and produces a renewed sub-EKB(E) of the category

tree management category tree (E~En). The renewed sub-EKB(E)
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the renewed sub-EKB(E), the higher-level (parent) category tree
(P1-En) renews the node key assigned to the endpoint node
corresponding to the renewed top node of the renewed sub-EKB(E)
and also node keys assigned to nodes in the path from that endpoint
node to the sub-root, and then produces a renewed sub-EKB(P1)
so as to reflect the renewed node keys. The above-described
process is performed for further higher-level category trees,
and all renewed sub-EKB's that are finally obtained are stored
in the key distribution center (KDC) and managed thereby. The
key distribution center (KDC) produces various EKB's on the basis
of all renewed sub-EKB's. Each renewed EKB has a form of an
encrypted key block that cannot be decrypted by any device
belonging to the revoked category tree.

Fig. 40 illustrates the correspondence between a revoked
lower-level category tree and a higher-level category tree that
revoked the lower-level category tree. An endpoint node 3901
of the higher-level category tree is renewed in response to
revoking the category tree, and then the node keys in the path
from the endpoint node 3901 to the subroot of the higher-level
category tree are renewed. Furthermore, a new sub-EKB is
produced such that the renewal of the node keys is reflected.
As a result, the node key of the top node 3902 of the revoked
lower-level category tree and the node key of the endpoint node

3901 of the higher-level category tree become different from each
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other. Because any EKB produced by the key distribution center
(KDC) after the revocation of the category tree is based on the
key of the endpoint node 3901 renewed by the higher-level category
tree, any device corresponding to a leaf of the lower-level
category tree cannot have the renewed key and thus cannot decrypt
the EKB produced by the key distribution center (KDC).

Although in the example described above, a category tree
at the bottom level that manages devices is revoked, a category
tree that is located at a middle level and that manages a
lower-level category tree may also be revoked by a category tree
located next to, at a higher level, the category tree to be revoked
in a similar manner as described above. By revoking an entity
management category tree at a middle level, it is possible to
simultaneously revoke all lower-level category trees and devices
belonging directly or indirectly to the revoked category tree.

As described above, revocation of a category tree makes
it possible to perform revocation more easily than in the case
where revocation is performed in units of devices.

[Management of capability of category tree]

When keys are distributed on the basis of category trees,
the capability of each entity may be managed and a content may
be distributed depending in the capability as described below.
Herein, the term capability is used to represent or define what

kinds of contents or program a device can deal with. Examples

of capabilities are a capability of decompressing audio data
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capability of audio reproduction according to a specific scheme,
and a capability of dealing with a particular image processing
program.

Fig. 41 shows an example of a category tree structure
including capability definition information. A root node is
disposed at the top of the key distribution tree structure, and
a plurality of category trees in the form of a binary tree are
disposed at lower levels. For example, a category tree 4001 is
defined as having an audio playback capability according to any
one of audio playback schemes A, B, and C. More specifically,
for example, when music data compressed by an audio compression
programA, B, or C is distributed, any device belonging to category
trees belonging as lower-level category trees to the category
tree 4001 can decompress the compressed data.

Similarly, a category tree 4002 is defined as having audio
playback capability according to one of audio playback schemes
B and C, a category tree 4003 is defined as having audio playback
capability according to one of audio playback schemes A and B,

a category tree 4004 is defined as having audio playback
capability according to the audio playback scheme B, and a
category tree 4005 is defined as having audio playback capability
according to the audio playback scheme C.

On the other hand, a category tree 4021 is defined as having

a video playback capability according to any one of schemes p,
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d, and r, a category tree 4022 is defined as having a video playback
capability according to any one of schemes p and q, and a category
tree 4023 is defined as having a video playback capability
according to the scheme p.

The capability information of respective category trees
is managed by the key distribution center (KDC). For example,
when a certain content provider wants to distribute music data
compressed by a specific compression program to various devices,
the key distribution center (KDC) produces an enabling key block
(EKB) that can be decrypted only by devices capable of playing
back music data compressed by that specific compression program,
on the basis of the capability information of the respective
category trees. The content provider encrypts a content key
using the enabling key block (EKB) produced in accordance with
the capability information and distributes the resultant
encrypted content key. The content provider also provides
compressed music data encrypted using the content key to devices.
This makes it possible to securely provide a specific processing
program only to devices capable of processing the data.

In the example shown in Fig. 41, capability information
is defined for all category trees. However, it is not necessarily
needed to define capability information for all category trees.
For example, as shown in Fig. 42, capability information is
defined only for lowest-level category trees directly related

to devices, and capability information of devices belonging to
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the lowest-level category trees is managed by the key
distribution center (KDC). Inthis case, inresponse to a request
from a content provider, the key distribution center (KDC)
produces an enabling key block (EKB) that can be decrypted only
by devices having a capability specified by the content provider,
on the basis of the capability information defined for the
lowest-level category trees. In the example shown in Fig. 42,
capabilities are defined for category trees 4101 to 4105 whose
endpoint nodes are related to devices, and the capabilities of
respective category trees are managed by the key distribution
center (KDC). For example, devices having an audio playback
capability according to the scheme B and having a video playback
capability according to the scheme r are related to the category
tree 4101, devices having an audio playback capability according
to the scheme A and having a video playback capability according
to the scheme q are related to the category tree 4102.

Fig. 43 shows an example of a capability management table
managed by the key distribution center (KDC). Fig. 43(a) shows
the data format of the capability management table. A category
tree ID is an identifier that identifies a category tree. A
capability list indicates capabilities defined for a category
tree indicated by a category tree ID. As shown in Fig. 43(b),
the capability list consists of a plurality of bits each
indicating whether various capabilities are available or not.

For example, if the audio data playback capability according to
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scheme (A) is available, the corresponding bit is set to "1",
but the bit is set to "0" if the capability is not available.
Similarly, for the audio data playback capability according to
scheme (B), the corresponding bit is set to "1" if the capability
is available, but the bit is set to "0" if the capability is not
available. Note that the method of setting the capability

information is not limited to that described above, but another
method may also be employed as long as the method can indicate
the capabilities of the devices managed by the category trees.

The capability management table further includes data
representing the sub-EKB of each category tree. In a case where
sub-EKB's are stored separately in another database,
identification information of sub-EKB is described instead of
the sub-EKB itself. Furthermore, the capability management
table also includes data indicating the subroot node of each
category tree.

On the basis of the capability management table, the key
distribution center (KDC) produces an enabling key block (EKB)
that can be decrypted only by devices having a capability of
playing back a specific content. Referring to Fig. 44, the
process of producing the enabling key bldck on the basis of the
capability information is described below.

First, in step S4301, the key distribution center (KDC)
selects a category tree having a specified capability from the

capability management table. More specifically, for example,
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when a content provider wants to distribute audio data according
to the audio data playback scheme A, the key distribution center
(KDC) searches the capability list shown in Fig. 43(a) and selects
category trees having a value of "1" in the bit indicating the
audio data playback capability according to the scheme A.
Then in step S4302, the key distribution center (KDC)
produces a list of ID's of selected category trees. Thereafter,
in step S4303, the key distribution center (KDC) selects a path
that should be included in a tree formed by selected category
trees indicated by the ID's (that is, a path to be included in
a key distribution tree). Instep S4304, it is determined whether
all paths included in the selection category tree ID's have been
selected. If all paths have not been selected, selectionof paths
in step 4303 is performed until all paths have been selected.
That is, in the case where a plurality of category trees are
selected, paths corresponding to the respective category trees
are sequentially selected.
If all paths included in the selected category tree ID's
have been selected, the process proceeds to step S4305. 1In step
S4305, a key distribution tree structure including only the
selected category trees is produced.
Then in step S4306, node keys included in the tree structure
produced in step S4305 are renewed, thereby producing renewed

node keys. Furthermore, sub-EKB's of the selected category trees

included in the key distribute tree structure are extracted from
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the capability management table. On the basis of the extracted
sub-EKB's and the renewed node keys produced in step S4306, an
enabling key block (EKB) is produced such that it can be decrypted
only by the devices included in the selected category trees. The
enabling key block (EKB) produced in the above-described manner
can be used only by the devices having the specified capability,
that is, the enabling key block (EKB) can be decrypted only by
such devices. If, for example, a content key is encrypted using
this enabling key block (EKB) and a content compressed by a
specific program is encrypted using that content key, and if the
resultant encrypted content key and content are provided to
devices, then only the devices having the specific capability
selected by the key distribution center (KDC) can use the content.

As described above, the key distribution center (KDC)
produces an enabling key block (EKB) that can be decrypted only
by devices having capability of playing back a specific content,
on the basis of the capability management table. Thus, when a
new category tree is registered, it is needed to acquire
capability information of the new category tree to be registered.
The method of notification of the capability in the new category
tree registration process is described below with reference to
Fig. 45.
Fig. 45 shows a capability notification sequence performed

when a new category tree is added to the key distribution tree

structure.
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A new (child) category tree (N-En) to be added to the tree
structure issues a new registration request to an upper-level
(parent) category tree (P-En). Each category tree has its own
public key according to the public key cryptography scheme. When
the new category tree issues the registration request, it
transmits its public key to the upper-level category tree (P-En).
Upon receiving the registration request, the upper-level
category tree (P-En) transfers the received public key of the
new (child) category tree (N-En) to a certificate authority (CA)
to receive a public key of the new (child) category tree having
a signature of the CA. The above procedure is performed in mutual
authentication between the upper-level category tree (P-En) and
the new (child) category tree (N-En).
If the authentication of the category tree requesting for
new registration is completed via the above process, the
upper-~-level category tree (P-En) gives permission of the
registration of the new (child) category tree (N-En) and
transmits a node key assigned to the new (child) category tree
to the new (child) category tree (N-En). This node key
corresponds to one of endpoint nodes of the upper-level category
tree (P~En), and also corresponds to the top node or a sub-root
key of the new (child) category tree (N-En).
After the completion of the transmission of the node key,

the new (child) category tree (N-En) builds a tree structure of

the new (child) category tree (N-En) and sets the received
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sub-root key at the top node of the tree structure. Furthermore,
keys are set at the respective nodes and leaves, and an enabling
key block (sub-EKB) associated with the category tree is produced.
On the other hand, the upper-level category tree (P-En) produces
a sub-EKB associated with the upper-level category tree (P-En)
such that an endpoint node, which was made active when the new
(child) category tree was connected thereto, is reflected in the
sub~-EKB.

If the production of the sub-EKB including the node keys
and leaf keys of new (child) category tree (N-En) is completed,
the new (child) category tree (N-En) transmits the produced
sub-EKB to the upper-level category tree (P-En). Furthermore,
the new (child) category tree (N-En) transmits the capability
information of devices managed by the category tree to the
upper-level category tree.

Upon receiving the sub-EKB and the capability information
from the new (child) category tree (N-En), the upper-level
category tree (P-En) transfers the received sub-EKB and
capability information together with a renewed sub-EKB of the
upper-level category tree (P-En) to the key distribution center
(KDC) .

The key distribution center (KDC) registers the received
Sub-EKB and capability information of the category tree into the

capability management table described above with reference to

Fig. 43, thereby obtaining an updated capability management table.
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On the basis of the renewed capability management table, the key
distribution center (KDC) can produce an EKB in various manners.
For example, the EKB can be produced such that only a specified
category tree or a specified device can decrypt the EKB.
[Management of EKB using EKB type definition list]
When an EKB is produced such that it can be decrypted by
one or more selected category trees and the resultant EKB is
provided such that it can be used in common by devices belonging
to the respective selected category trees, a method of using an
EKB type definition list indicating which category tree can use
or decrypt the EKB is described below.
In the present embodiment, if the key distribution center
(KDC) receives an EKB issue request from an EKB requester, such
as a content provider, who wants the key distribution center (KDC)
to_issue an EKB to be used by the EKB requester, an EKB type
identification number indicating the EKB type described in an
EKB type definition list included in the received EKB issue
| request, such that the resultant EKB can be processed (decrypted)
by one or more category trees.
In the process of producing the EKB, in accordance with
top node identifiers of the respective category trees set in
correspondence with the EKB type identification number described
in the EKB type definition list, the key distribution center (KDC)

requests the top-level category entities (TLCE), which are

category tree mangers, to produce their sub-EKB. If the
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sub-EKB's produced by the respective TLCE's are received, the
key distribution center (KDC) combines the received sub-EKB's
into an EKB that can be processed by the category trees.

In the present embodiment, the EKB requester such as the
content provider (CP) can select specific category trees on the
basis of the EKB type definition list. After the EKB requester
such as the content provider (CP) selected specific category
trees on the basis of the EKB type definition list, the EKB
requester requests the key distribution center (KDC) to issue
an EKB that can be processed by the selected specific category
tree. Inresponse totheEKBrequest, the key distribution center
(KDC) requests the management entity of the selected category
tree to issue a sub-EKB. The management entity of each selected
category tree produces an EKB that can be processed only by devices
of that management entity other than revoked devices and
transmits the resultant EKB to the key distribution center (KDC).
The key distribution center (KDC) combines the one or more
sub-EKB's thereby produéing an EKB that can be processed only
by the category trees selected by the EKB requester and provides
the resultant EKB to the EKB requester. Upon receiving the EKB
from the key distribution center (KDC), the EKB requester
produces an encrypted key or encrypted content that can be
decrypted only by using a key acquired by processing the EKB and
distributes the resultant encrypted key or content.

First, various entities in the system are described
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briefly.

Key distribution center (KDC)

A key distribution center (KDC) issues enabling key blocks
(EXKB) and manages an EKB type definition list associated with
the issued EKB's. |

Top level category entity (TLCE)

A top level category entity (TLCE) is an entity which

' manages a category tree, such as a format holder of a recording

device, which manages a category tree. The TLCE manages the
category tree, produces a sub-EKB that can be processed
(decrypted) by devices within the category tree managed by the
TLCE, and provides the resultant sub-EKB to the key distribution
center (KDC).

EKB requester

An EKB requester is, for example, an entity such as a content
provider that provides, as electronic content distribution (ECD)
service, various contents such as video data, audio data, or
programs. Another example of an EKB requester is a format holder
of a storage medium. The content provider provides an encrypted
content, key, or medium that can be decrypted using a key which
can be acquired by processing an EKB which is issued by the key
distribution center (KDC) in response to a request issued by the
content provider.

For example, the content provider (CP) encrypts a content

using a root key described in the EKB produced by the key
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distribution center (KDC) and distributes the resultant
encrypted content. The format holder of storage media
distributes media after writing the EKB onto the storage media
during the production thereof so that a content encrypted using
a root key of the EKB can be stored thereon.

(TLCE and category-based tree management)

The category-based tree management has been already
described above. Herein,therélationshipbetweenthetop—level
‘category entity (TLCE) and the cétegory tree is described with
reference to Fig. 46.

As described above, each category is a set of devices having
similar features. More specifically, an example of a category
is a set of devices produced by the same manufacturer. Another
example is a set of devices that can deal with a specific encoding
format. In Fig. 46, A, B, C, and D denote category trees.

In Fig. 46, a root tree at the top has a tree structure
having, for example, eight levels (eight node levels). Top nodes
of respective category trees are disposed at the bottom of the
root tree. The category trees may be related to each other such
that a certain category tree is higher in level than another
category tree. 1Inthespecific example shown inFig. 46, category
trees C and D are related to each other wherein the category tree
C is a higher-level category tree related to the category tree
D at the lower level.

Each category tree directly connected to the root tree at
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the top is referred to as a top-level category tree, and an entity
that manages a top-level category tree is referred to as a
top-level category entity (TLCE). In the specific example shown
in Fig. 46, category trees A, B, and C are top-level categories,
and entities that mange these top-level categories are top-level
category entities (TLCE's). Each top-level category entity
(TLCE) is basically responsible for mahaging all category trees
including the top-level category tree itself and lower-level
category trees related to the top-level category tree. 1In the
specific example shown in Fig. 46, the TLCE that manages the
category tree C also manages the category tree D. If there is
another category tree at a further lower level related to the
category tree D, the TLCE that manages the category tree C also
manages the further lower-level category tree. However, another
category entity (sub category entity) may be established, and
the responsibility and the right of management of the lower-
level category tree D may be delegated to that sub category entity.
Each device which uses a content, such as a

recording/reproducing apparatus, is assigned by the top-level
category entity (TLCE) to a leaf of a certain tree, and the device
holds some of keys assigned to nodes in a path from that leaf
to the root. A set of node keys held by one device is referred
to as a device node key (DNK) set. The number of keys held by
each device (the number of keys included in a DNK set) is

determined by the top-level category entity (TLCE).
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Fig. 47 shows the outline of processes performed among
respective entities such as a key distribution center (KDC), a
top-level category entity (TLCE), and an EKB requester.

A key distribution center (KDC) 4511 is included in a
management entity 4510 of a tree-based EKB distribution system.
The management entity 4510 further includes a certificate
authority (CA) 4512 that writes a signature on each EKB.

The key diStribution center (KDC) 4511 manages keys of
subtrees such as top-level category trees. The key distribution
center (KDC) 4511 also manages an EKB type definition list that
will be described later and produces EKB's. The certificate
authority (CA) 4512 writes a signature on each EKB produced by
the key distribution center (KDC) and issues a public key
corresponding to a secret key on which a signature is written,
for use in verification of the signature.

An EKB requester 4520 requests the key distribution center
(KDC) 4511 to issue an EKB. The EKB requester may be a content
provider (CP) who provides a content-stored medium such as a CD
or DVD on which a content is stored, a content provider (CP) who
distributes a digital content, or a storage system licensor who
provides a license of a format of a storage system such as a flash
memory.

Each EKB requester 4520 provides an EKB corresponding to
a content, a medium, or a license format such that a key needed

in use of the content, the medium, or the license format provided
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by EKB requester can be extracted by processing the EKB. Each
EKB is produced by the key distribution center (KDC) 4511 in
response to an EKB request sent to the key distribution center
(KDC) 4511 from the EKB requester 4520.

If the EKB requester 4520 receives an EKB issued in response
to the EKB request sent to the key distribution center (KDC) 4511,
the EKB requester 4520 may provide the EKB to a media manufacturer
4540 and/or a device manufacturer 4550 and may provide a medium
or a device, in which the EKB is stored, to a user. Each EKB
is produced such that it can be processed by one or more category
trees.

In the present system, the EKB's may be produced in various
fashions and may be used in various manners. For example, an
EKB may be produced such that it can be processed in common by
a plurality of category trees (two or three category trees or
a greater numbér of category trees), or may be produced such that
it can be processed only by one category tree. An EKB type
definition list is used to describe such various types of EKB's
in the form of a list. The EKB type definition list is managed
by the key distribution center (KDC). The EKB type definition
list will be described in further detail later. The EKB requester
4520 can acquire the EKB type definition list by issuing a request
for the EKB type definition list to the key distribution center
(KDC) 4511. When data in the list is renewed, updated data is

transmitted to the EKB requesters 4520 from the key distribution
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center (KDC) 4511.

As described above, the top-level category entities
(TLCE's) 4530 are management entities of category trees directly
connected to the root tree. Each top-level category entity
(TLCE) 4530 manages keys of a subtree and a correspondence list
representing the correspondence between the device ID and the
device node key (DNK) set, which is a set of node keys stored
in each device for use in processing the EKB. The top-level
category entity (TLCE) 4530 also produces a device node key (DNK)
set to be stored in a device of a type managed by the top-level
category entity (TLCE) 4530 and provides it to a manufacturer
4550 that produces the device.

If the key distribution center (KDC) 4511 receives an EKB
request from the EKB requester 4520, the key distribution center
(KDC) 4511 produces an EKB in accordance with the EKB request.
For example, in a case where the EKB request specifies that the
EKB can be processed by two specific top-level category trees,
the key distribution center (KDC) 4511 requests those two
top-level category entities (TLCE's) 4530 to issue their
sub-EKB's. Upon receiving the sub-EKB request, each top-level
category entity (TLCE) 4530 produces a sub-EKB that can be used
by an authorized device within the category tree to acquire the
root key and transmits the resultant sub-EKB to the key
distribution center (KDC) 4511. On the basis of the one or more

sub-EKB's received from the TLCE's, the key distribution center
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(KDC) 4511 produces an EKB. The process of producing the EKB
on the basis of the sub-EKB's will be described in detail later.

The top-level category entities (TLCE's) 4530, as with the
EKB requesters 4520, can acquire the EKB type definition list
by sending a request fo; it to the key distribution center (KDC)
4511.

Eachtop-leVelcategoryentity(TLCE)453OCanalsorequest
the key distribution center (KDC) 4511 to delete EKB type
definition data associated with the top-level category entity
(TLCE) 4530 from the EKB type definition list. For example, the
delete request may specify that an EKB type defined as can be
shared by another category tree should be deleted from the list.
In a case where a tree managed by the a top-level category entity
(TLCE) 4530 is renewed, the top-level category entity (TLCE) 4530
sends a renewal notification to the key distribution center (KDC)
4511. The detailed process thereof will be described later with
reference to a flow chart.

The device manufactures 4550 can be classified into two
types. Device manufactures of one type are DNKE device
manufactures 4551 which produce devices in which both a device
node key (DNK) set and an EKB are stored. Device manufactures
of the other type are DNK device manufactures 4552 which produce
devices in which only a device node key (DNK) set is stored.

Fig. 48 illustrates, in the form of a bock diagram, examples

of configurations of the key distribution center (KDC), the EKB
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request, and the top-level category entity (TLCE) shown in Fig.
47. The key distribution center (KDC), the EKB requester, and
the top-level category entity (TLCE) are information processing
apparatuses having an encrypted-data communication capability,
which are constructed so as to serve as an EKBdistribute apparatus,
an EKB requesting apparatus, and a category tree management
apparatus.

The information processing apparatus of each entity
includes a cryptographic unit responsible for general
cryptographic process in mutual authentication with another
entity and in data communication. The cryptographic unit
includes a control unit for generally controlling the
cryptographic process associated with authentication,
encryption, and decryption. An internal memory of the
cryptographic unit serves to store data such as key data and
identification data needed in various processed such as mutual
authentication, encryption, and decryption. The identification
data ié used, for example, in mutual authentication with another
entity.

An encryption/decryption unit performs, in data
transmission using key data stored in the internal memory,
authentication, encryption, decryption, data verification, and
random number generation.

As for the information processing apparatus serving as the

EKB requester, it may also be configured such that a key is not
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generated by the EKB requester. In this case, components used
to generate the key, such as a random number generator, are not
necessary. More specifically, in a case where the information
processing apparatus serving as the EKB requester generates a
root key to be included in an EKB and requests the key distribution
center to generate the EKB so as to include the root key, the
information processing apparatus has to include means for
generating the root key. However, in a case where the information
processing apparatus serving as the EKB does not produce the root
key to be included in the EKB, but requests the key distribution
center (KDC) to produce the root key and further produce the EKB
including the root key produced by the key distribution center
(KDC), the information processing apparatus does not need to
include components such as the random number generator used to
produce the key.

Because information such as an encryption key is stored
in the internal memory of the cryptographic unit, the internal
memory should be constructed such that an unauthorized access
to the memory is prevented. Mofe specifically, the cryptographic
unit is configured using an anti-tamper memory formed of a
semiconductor chip or the like so as to be protected from an
external access.

Each entity includes, in addition to the cryptographic unit
described above, a CPU (Central Processing Unit), a RAM (Random

Access Memory), a ROM (Read Only Memory), an input unit, a display
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unit, a database interface, and a database.
The CPU (Central Processing Unit), the RAM (Random Access
Memory), and the ROM (Read Only Memory) form a control system

of the entity. The RAM is used a main memory used by the CPU

as a work area in various processes. The ROM is used to store

a starting program executed by the CPU.

The database or storage means of each information
processing apparatus stores data managed by the entity. For
example, in the key distribution center (KDC), management data
associated with issued EKB's and the EKB type definition list
are stored in its database. 1In the case of the top-level category
entity (TLCE), management data associated with devices belonging
to the category tree, such as data indicating correspondence
between the devices managed by the TLCE and the device node key
(DNK) sets, is stored in the database. In the EKB requester,
the database stores management data indicating the
correspondence between contents provided by the EKB requester
and the EKB's used for the contents and management data indicating
the devices to which the contents are provided. It is desirable
that the EKB type definition 1list be stored in an accessible manner
also in the information processing apparatuses serving as the
EKB requester and the top-level category entity (TLCE).
Alternatively, the EKB type definition list may be stored at a
Web site that is managed by the key distribution center (KDC)

and that can be accessed by the EKB requester and the top-level
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category entity (TLCE).

As described earlier, devices use a device node key (DNK)
set when processing (decrypting) an EKB. An example of a device
node key (DNK) set stored in a device is described below with
reference to Fig. 49. 1In Fig. 49, a tree nodes a category tree,
in which leaves related to devices are disposed at the bottom.
For example, the tree may be a tree managed by a top-level category
entity (TLCE). The category tree is connected to a root tree
(having an eight-level structure, for example) located at a
higher level. Each de&ice holds node keys assigned to nodes in
a path from the device to a higher level, as shown in Fig. 49.
These keys are held as a device node key (DNK) set in the device
so that an EKB can be decrypted using the device node key (DNK)
set. |

Basically, each device is assigned to one leaf such that
there is no overlap. However, in an exceptional case in which
software programs such as PC programs are related to leaves, a
version of software package may be assigned to all leaves. The
assignment of devices is determined by the TLCE. That is, the
TLCE determines which device is assigned to which leaf, and which
node keys are assigned to which device.

The top-level category entity (TLCE) may be a device
supplier (manufacturer). In this case, the top-level category
entity (TCLE) may supply (sell) a device after storing a device

node key (DNK) set therein. That is, it is possible to supply
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(sell) a device such as a recording/reproducing apparatus
including a memory in which node keys of a specific category tree
have been stored as a device node key (DNK) set.

(EKB type definition list)

Distribution of an EKB on a category basis has already been
described. 1In a case where an EKB for common use by a plurality
of categories is issued, that is, in a case where the issued EKB
can be processed by devices belonging to different category trees,
there is a possibility that some problems occur.

For example, let us assume herein that two different
companies A and B have a license of a format of a rewritable medium
(storage medium) such as a portable flash memory; a manufacturer
having a license of a medium (portable flash memory) is an entity
of a top level category; and category trees managed by companies
A and B, respectively, exist at a level below the top-level
category. Let us further assume that, in order that devices of
companies A and B be compatible with each other and can use various
contents in common, an EKB that can be processed (decrypted) by
devices belonging to any one of the category trees of companies
A and B is produced and distributed by the key distribution center
(KDC) .

In such a situation, if secrecy of a device node key (DNK)
set of one device belonging to a category tree managed by the
company A is broken, there is a possibility that all

already-distributed contents, which can be used by devices of
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both companies A and B by using that device node key (DNK) set,
may be used in an unauthérized manner. To prevent such
unauthorized use, it is needed to renew the EKB for evocation.
However, in this case, because the EKB has been produced such
that it can be used in common by the two category trees associated
with companies A and B, revocation should be performed not only
for the category tree associated with company A but for both
categories associated with companies A and B.

As described above, in the case where an EKB is distributed
such that it can be used in common by a plurality of category
trees, renewal of the EKB and revocation should be performed not
only for one category tree but for all category trees that use
in common the EKB. As a result, company B is influenced by a
category tree other than the category tree managed by company
B. This results in an increase in complexity of management
process.

Herein, a technique of solving the above problem is
disclosed below. That is, the right of giving permission of
issuing an EKB usable in common by a plurality of categories is
granted to the respective category entities that manage the
categories. Issuing of an EKB for common use is permitted by
an entity only when the entity can accept a risk of a problem
which may occur in devices of a category of an entity as a result
of occurrence of a problem in a device belonging to another

category. However, in a case where the entity cannot accept the
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risk, the entity does not permit issue or use of a common EKB.

In this method, various kinds of EKB's are produced and
used. For example, an EKB may be such an EKB that can be processed
by two or three category trees, or a greater number of category
trees, but another EKB may be such an EKB that can be processed
only by a single category tree. An EKB type definition list is
used to describe such various types of EKB's in the form of a
list. Fig. 50 shows an example of an EKB type definition list.
The EKB type définition list is stored and managed by the key
distribution center (KDC). The EKB type definition list is
provided to, or can be accessed by, EKB requesters or TLCE's,
as required.

As shown in Fig. 50, the EKB type definition list includes
fields of "EKB type identification number", "node", and
"descriptién" . The "EKB type identification number" is a number
identifying a specific one of various EKB's listed in the EKB
typedefinitionlist. If the identification number is different,
then the category tree or the combination of category trees that
allowed to process the EKB become different.

The "node" field is used to describe the top-node ID of
category trees to which a specific EKB can be applied. For
example, for an EKB of an EKB type identification number of 1,
the top-node ID of a category tree associated with an MS (Memory
Stick) is assigned. On the other hand, for an EKB of a row of

an EKB type identification number of 3, the top-node ID of the
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category tree associated with the MS (Memory Stick) and the
top-node ID of a category associated with a PHS are assigned.

The field of "description" is used to store descriptions
of various types EKB's listed in the EKB type definition list.
For example, the data in the "description" field for the EKB of
the EKB type identification number of 1 indicates that this EKB
is for the MS (Memory Stick), and the data in the "description"
field for the EKB of the EKB type identification number of 3
indicates that this EKB can be used in common by category trees
of the MS (Memory Stick) and the PHS.

The EKB type definition list shown in Fig. 50 is managed
by the key distribution center (KDC). An entity such as a content
provider, which is going to distribute encrypted data such as
an encrypted key or an encrypted content encrypted using a key
that can be extracted by processing the EKB, selects, from the
EKB type definition list shown in Fig. 50, an EKB type that can
be processed by a category including devices to which the content
is going to be supplied. The content provider then requests the
key distribution center (KDC) to produce an EKB specified by the
corresponding EKB type identification number.

When various types of EKB's are registered in the EKB type
definition list, registration should be performed with the
approval of the top-level category entities (TLCE's) of the
category trees to be registered. When, for example, TLCE-A of

the category tree refused issue of an EKB shared by another
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category, an EKB type that is shared by the category tree A and .
said another category is not registered in the EKB type definition
list.

In a case where all TLCE-A of the category tree A, TLCE-B
of the category tree B, and TLCE-C of the category tree C, have
approved issue of an EKB for common use, an EKB type that can
be processed in common by those three category trees is registered
in the EKB type definition list. Thereafter, a content provider
can specify the EKB type identification number assigned to that
EKB type and can request the key distribution center (KDC) to
issue a corresponding EKB.

That is, in order to register a new EKB type and a
corresponding EKB type identification number in the EKB type
definition list, the following process is required..

(1) All TLCE's, which manage categories relating to an EKB
type having an EKB type identification number to be registered,
send an EKB type registration request to the key distribution
center (KDC).

(2) The key distribution center (KDC) confirms that the
EKB type registration requests have been received from all
top-level category entities (TLCE's) of category trees whichwill
be capable of processing an EKB of the EKB type requested to be
registered. After the confirmation, the key distribution center
(KDC) defines a new EKB type identification number for the EKB

type and adds it to the EKB type definition list.
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(3) The key distribution center (KDC) sends an EKB type
definition list renewal notification to all TLCE's and EKB
requesters to notify that the EKB type definition list has been
renewed.

The EKB type definition list is opened for use by all TLCE's
and EKB requesters by sending it to all TLCE's and EKB requesters
or by putting it at a Web site. Thus, TLCE's and EKB requesters
can acquire EKB type information described in thé newest EKB type
definition list.

(EKB type registration)

A process performed by the key distribution center (KDC)
before registering a new EKB type in the EKB type definition list
is described below with reference to Fig. 51. First, the key
distribution center (KDC) receives an EKB type registration
request from an TLCE that wants to register a new EKB type (S101).
The EKB type registration request from the TLCE includes a
description of the number of categories that should be able to
use in common the EKB to be registered. The key distribution
center (KDC) determines whether as many similar EKB type
registration requests as the number of categories described in
the request have been received from TLCE's (S102). If and only
if as many EKB type registration requests as the number of
categories described in the request have been received from
TLCE's, the key distribution center (KDC) registers the new EKB

type in the EKB type definition 1ist in accordance with the request.
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The key distribution center (KDC) performs a list renewal process
and issues a list renewal notification (S103). The renewal
notification is sent to all TLCE's and EKB requesters.

As descried above, the key distribution center (KDC)
performs registration of a new EKB type identifier into the EKB
type definition list only when approval of the registration has
been obtained from all category entities which manage the
category trees specified as category trees which should be able
to process the EKB type to be registered.

In the above process, mutual authentication énd encryption
of transmission data are performed, as required, in communication
between the key distribution center (KDC) and TLCE's or EKB
requesters. Furthermore, encryption of other messages, writing
of signature, and data verification may also be performed. 1In
a case where authentication or cryptographic communication is
performed using the public key cryptographic technology, it is
required that entities already have their public keys.

(Revocation of an EKB type)

When it is needed to revoke all devices belonging to a
certain category, the top-level category entity (TLCE) issues
a request for revocation of EKB types associated with the category
to the key distribution center (KDC). Furthermore, when a
certain service is going to be terminated or when there is some
reason, the top~level category entity (TLCE) may issue a request

for revocation of an EKB type from the present registration to

1
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the KDC.

The process of revocation of an EKB type is described below
with reference to a flow chart shown in Fig. 52. First, the key
distribution center (KDC) receives an EKB type revocation request
from an TLCE that wants to revoke an EKB type (S201). If the
key distribution center (KDC) receives the EKB type revocation
request from the TLCE, the key distribution center (KDC) confirms
that the issuer of the request is the TLCE that manages the
category associated with the EKB type requested to be revoked.
After confirmation, the key distribution center (KDC) revokes,
from the EKB type definition list, the EKB type identification
number corresponding to the EKB type specified by the EKB type
revocation request, and performs renewal of the EKB type
definition list. Thereafter, the key distribution center (KDC)
issues a list renewal notification (S202). The renewal
notification is sent to all TLCE's and EKB requesters.

As described earlier, the key distribution center (KDC)
performs revocation of an EKB type identifier registered in the
EKB type definition list, if and only if a revocation request
is received from at least one of category entities managing one
or more category trees selected as category trees that can be
processed on the basis of an EKB type fequested to be revoked.
In this case, approval or the other category entities is not
needed.

In the above process, mutual authentication and encryption
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of transmission data are performed, as required, in communication
between the key distribution center (KDC) and TLCE's or EKB
requesters. Furthermore, encryption of other messages, writing
of signature, and data verification may also be performed. In
a case where authentication or cryptographic communication is
performed using the public key cryptographic technology, it is
required that entities already have their public keys.

(EKB type definition list renewal notification)

For example, in a case where, in a certain category tree,
the TLCE managing that category tree has performed some process
resulting in a change in the state of the tree, such as revocation
of a device or a change in a device node key (DNK) set stored
in a certain device into another device node key (DNK) set, the
TLCE has to notify the EKB requesters or TLCE's using EKBs
associated with that device of the fact that the process has been
performed.

When revocation of a device has been performed, if a
notification of the revocation is not sent, a content provider
(CP) may use an old EKB in transmission of an encrypted content.
The 0ld EKB can be processed (decrypted) even by the revoked device,
and thus there is a possibility that unauthorized use of the
content is continued. In a case where a device node key (DNK)
set has been renewed, the old DNK replaced with the new one is
usually discarded and a device has the new DNK. However, if a

content provider does not use an EKB in which the new DNK is
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reflected, a device having the new DNK cannot process (decrypt)
the EKB and thus cannot access the content.

To avoid such a problem, a TLCE has to send a tree change
notification to the key distribution center (KDC) when one of
changes described below occurs.

* A change in a tag part of a EKB performed in response
to revocation of a device

* A change in a value of a DNK set stored in at least one
device, performed in response to renewal of a device node key
(DNK) set

The tree change notification includes information
indicating an EKB type identification number to be changed in
the EKB type definition list, information indicating a category
associated with that EKB type identification number, and
information indicating what has occurred, for example,
indicating that revocation or DNK renewal has been performed.

The process of EKB type definition list renewal
notification is described below with reference to a flow chart
shown in Fig. 53. First, the key distribution center (KDC)
receives a tree change notification from a TLCE (S301). Upon
receiving the tree change notification from the TLCE, the key
distribution center (KDC) extracts an EKB type identification
number associated with the category from the EKB type definition
list, and sends an EKB type definition list renewal notification

to all TLCE's and EKB requesters to notify what kind of change
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(revocation or DNK replacement) has occurred and which EKB type
identification number is influenced by the change. 1In the above
process, mutual authentication and encryption of transmission
data are performed, as required, in communication between the
key distribution center (KDC) and TLCE's or EKB requesters.
Furthermore, encryption of other messages, writing of signature,
and data verification may also be performed. In a case where
authentication or cryptographic communication is performed using
the public key cryptographic technology, it is required that
entities already have their public keys.

(EKB type definition list request)

In order to obtain a newest version of EKB type definition
list, a top-level category entity (TLCE), a sub-category entity
(SCE) other than the TLCE, or an EKB requester such as a content
provider may send a request for the EKB type definition list to
the key distribution center (KDC). In response to the request,
the key distribution center (KDC) returns the newest version of
EKB type definition list to the requester.

The EKB type definition list request process is described
below with reference to a flow chart shown in Fig. 54. First,
the key distribution center (KDC) receives an EKB type definition
list froma TLCE, a sub-category entity, or an EKB requester (S401).
Upon receiving the EKB type definition list, the key distribution
center (KDC) extracts the newest version of EKB type definition

list and transmits it to the entity which has issued the request.
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transmission data are performed, as required, in communication
between the key distribution center (KDC) and TLCE's, sub-
category entities, or EKB requesters. Furthermore, encryption
of other messages, writing of signature, and data verification
may also be performed. In a case where authentication or
cryptographic communication is performed using the public key
cryptographic technology, it is required that entities already
have their public keys.

(Issue of an EKB)

An EKB is issued in response to an EKB request received
from an EKB requester. Specific examples of EKB requesters are
listed below.

[a] Content provider (CP) that provides a content-stored
medium such as a CD or DVD,

[b] Content provider that provides electronic content
distribution (ECD) service,

[c] Holder of a storage system format

the EKB requester is an entity that provides a service,
a medium, or a device in which a content or a format can be used
by acquiring a key by decrypting an EKB.

The storage system format holders described in [c] can be
classified into two types as described below.

[cl] Format holder that provides an acquired EKB to a

manufacturer of a storage medium according to a format in which
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the EKB is stored into the storage medium when it is produced.
[c2] Format holder that provides an acquired EKB to a
manufacturer of a recording device according to a format in which

the EKB is stored into the recording device when it is produced.

The EKB issue process is described below.

(1) Production of a content key

First, an EKB requester such as a content provider produces
a content key to be used in conjunction with a content, a device,
or -a medium the EKB requester provides.

For example, in the case where the EKB requester is

[a] a content provider (CP) that provides a content-stored
medium such as a CD or DVD,
or

[b] a content provider that provides electronic content
distribution (ECD) service,
the produced content key is used to protect the content stored
on the medium or protect the content during the electronic content
distribution (ECD) service.

On the other hand, when the EKB requester is

[cl] a format holder that provides an acquired EKB to a
manufacturer of a storage medium according to a format in which
the EKB is stored into the storage medium when it is produced,
the content key is used to protect the content stored on the

medium.
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In the case where the EKB requester is

[c2] a format holder that provides an acquired EKB to a
manufacturer of a recording device according to a format in which
the EKB is stored into the recording device when it is produced,
the content key is used to protect the content stored using the
recording device.

The mechanism, such as an cryptographic algorithm, of
protecting the content using the content key may be determined
arbitrarily for each format.

(2) Production of a root key

The EKB requester produces a root key that can be extracted
by decrypting the EKB. Alternatively, the root key may be
acquired from the key distribution center (KDC) instead of
producing it. The root key is used to protect (encrypt) the
content key. The mechanism, such as an cryptographic algorithm,
of protecting the content key using the root key may be determined
arbitrarily for each format.

(3) Request for issue of an EKB

The EKB requester sends an EKB issue request to the key
distribution center (KDC).

The EKB issue request includes information indicating the
root key and information specifying one of EKB type
identification numbers registered in the EKB type definition list,
to indicate a category including the device to which the root

key is to be transmitted using the EKB. On the basis of the EKB

10:
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type definition list stored in the storage medium of the EKB
requester, or on the basis of the EKB typedefinition list acquired
from a site on a network, the EKB requester selects an EKB type
associated with a category including the device to which service
such as providing of a content is to be provided. The EKB
requester then sends to the key distribution center (KDC) an EKB
issue request including information specifying the EKB type
identification number indicating the selected EKB type.

(4) Issue of EKB

In accordance with the EKB issue request received from the
EKB requester, the key distribution center (KDC) produces an EKB
such that the EKB includes the robt key if the root key is not
included in the EKB issue request. However, if the EKB issue
request does not include the root key and if the EKB issue request
includes a request for production of the root key, the key
distribution center (KDC) produces the root key and further
produces an EKB including the produced root key. The resultant
EKB is transmitted to the EKB requester.

The EKB produced by the key distribution center (KDC) can
be of a type that can be processed only by a single category tree
or of a type that can be processed by a pluraiity of category
trees. On the basis of the EKB type identification number
specified in the EKB issue request, the key distribute center
(KDC) extracts a category associated with the EKB type

identification number, that is, extracts the node described in
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the node field, corresponding to the EKB type identification
number, of the EKB type definition list. In the node field, the
top node ID of the category is described. The entity managing
that category can be known from this node ID. On the basis of
the node ID, the key distribution center (KDC) sends a sub-EKB
issue request to the top-level category entity (TLCE) that
manages the category. The sub-EKB issue request includes
information indicating the root key and information indicating
the category.

If the TLCE receives the sub-EKB issue request from the
key distribution center (KDC), the TLCE produces a sub-EKB such
that devices (non-revoked devices) within specified one or more
categories can finally extract the root key from the sub-EKB,
and the TLCE transmits the resultant sub-EKB to the key
distribution center (KDC).

The sub-EKB produced by the top-level category entity
(TLCE) has a data structure similar to that of a usual EKB (Fig.
6) except that the version number and other information for
verification (version check value) are not included. The
algorithm of encrypting a higher-level node key or a root key
using a leaf key or a lower-level node key described in the sub-EKB,
the key length, and the mode may be arbitrarily determined for
each TLCE (format holder) that produces the sub-EKB. This makes
it possible to employ a particular security scheme differently

from the other formats. A default encryption algorithm may be
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determined. For example, the triple-DES according to FIPS46-2
may be employed as the default encryption algorithm such that
the triple-DES algorithm is employed if TLCE's do not object to
it. In the case where each TLCE arbitrarily determines the
encryption algorithm or the key length, when sub-EKB's produced
by different TLCE's are combined together into a single EKB, each
(encrypted) key is rewritten into data with a predetermined
length such as 16 bytes so that the resultant combined EKB can
be used by any device managed by any TLCE. By properly
determining the data format of the combined EKB used in common
in a plurality of category trees, it becomes possible for any
device in any category tree to correctly determine the location
of the key data to be used. For example, if each key data in
the EKB is represented in 16 bytes, the device can sequentially
extract the correct key data that can be processed by the device,
and can finally acquire the root key.

That is, in accordance with the data format of the combined
EKB produced from a plurality of sub-EKB's, a plurality of key
data are stored in fixed-length data fields. Therefore, when
sub enabling key blocks (sub-EKB's) having different key data
lengths according to different algorithms are combined into a
single EKB, even if a plurality of encrypted key data of sub-EKB's
are rearranged in accordance with the locations of the nodes or
leaves in the key tree, it is possible to correctly extract

necessary key data in accordance with the tags described in the
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EKB. Such a combined EKB may be distributed to users (devices)
by means of transmission via a network or by providing a storage
medium on which the EKB is stored.

The key distribution center (KDC) assembles or combines
the sub-EKB's received from TLCE's as required, and adds a version
number and verification information. The resultant completed
EKB is transmitted to the EKB requester. A digital signature
using the public key cryptography may be written by a certificate
authority (CA) other than the key distribution center (KDC).

The process of producing sub-EKB's and combining them into
a single EKB is described with reference to Fig. 55. Fig. 55
shows a sub-EKB-(A), which is produced by a TLCE of a category
tree A (5100) in the process of producing a combined EKB that
can be used in common by both category trees A (5100) and B (5200).
The sub-EKB~(A) is produced such that each device in the category
tree A (5100) can extract the root key. Although in the previous
examples, the root tree 5300 has an 8-level tree structure, a
2-level tree structure is assumed in the present example for the
purpose of simplicity.

In Fig. 55, each underlined 3-digit. number [XXX] in the
tree structure denotes a tag (e, 1, r) in the EKB. As described
earlier (Figs. 26 and 27), e = 1 denotes that there is data, and
e = 0 denotes that there is no data. 1 = 1 denotes that there
is no branch extending to left, and 1 = 0 denotes that there is

a branch extending to left. r = 1 denotes that there is no branch
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extending to right, and r = 0 denotes that there is a branch
extending to right.

In order to produce the sub-EKB-(A) such that all devices
(leaves) in the category treeA (5100) shown in Fig. 55 can extract
the root key, the sub-EKB-(A) should include data produced by
encrypting the root key using a node key held in common by all
leaves. Each device has node keys in its path in the device node
key (DNK) region 5120 of the category tree A (5100) shown in Fig.
55. Therefore, if the root key is encrypted using a node key
at the top in the DNK region 5120, then the resultant EKB satisfies
the above requirement.

Thus, the TLCE of the category tree A (5100) produces the
sub-EKB-(A) such that its tag part consists of 101, 010, 000,
111, and 111, and its key part consists of Enc(K010, Kroot) and
Enc(K0l11l, Kroot). The TLCE of the category tree A (5100)
transmits the resultant sub-EKB-(A) to the key distribution
center (KDC).

A sub~EKB-(B) produced by the category tree B (5200) is
described below with reference to Fig. 56. In order to produce
the sub-EKB-(B) such that all devices (leaves) in the category
tree B (5200) can extract the root key, the sub-EKB-(B) should
include data produced by encrypting the root key using a node
key held in common by all leaves. Each device has node keys in
its path in the device node key (DNK) region 5220 of the category

tree B (5200) shown in Fig. 56, Therefore, if the root key is
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encrypted using a node key at the top in the DNK region 5220,
then the resultant EKB satisfies the above requirement.

Thus, the TLCE of the category tree B (5200) produces the
sub-EKB-(B) such that its tag part consists of 110, 010, 000,
111, and 111, and its key part consists of Enc(K110, Kroot) and
Enc(K1l1ll, Kroot). The TLCE of the category tree B (5200)
transmits the resultant sub-EKB-(B) to the key distribution
center (KDC).

The key distribution center (KDC) produces a combined EKB
from the sub—EKB;(A) and the sub-EKB-(B) produced by the
respective TLCE's. The process of producing the combined EKB
is described below with reference to Fig. 57. The combined EKB
is produced such that all devices belonging to the category tree
A (5100) and all devices belonging to the category tree B (5200)
can extract the root key from the EKB. Basically, the combined
EKB can be produced by combining the sequences of key data of
the received sub-EKB's into a single sequence of key data such
that the locations of key data in the sequence correspond to the
locations in the tree from top to bottom and from left to right.

Thus, the tag part of the combined EKB becomes 100, 010,
¢io0, 000, 0OO, 111, 111, 111, 111, and the key part becomes
Enc(K010, Kroot), Enc(K011, Kroot), Enc(K110, Kroot), Enc(K1l11,
Kroot). If each key data in the key part is represented by, for
example, 16 bytes, as described above, then each device in the

category trees can detect the locations of the key data that can
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be processed by the device, and thus can extract the root key
from the combined EKB.

In the above example of the process of producing the
sub-EKB's and the combined EKB, it is assumed that any category
tree does not include a revoked device. The process of producing
sub-EKB's and a combined EKB is described below for the case where
there is a revoked device.

Fig. 58 shows the process of producing a sub-EKB when the
category tree A (5100) includes a revoked device (01101) 5150.
In this case, the sub-EKB is produced as a sub-EKB-(A') that cannot
be processed by the revoked device (01101) 5150 but can be
processed by the other devices in the category tree A (5100).

In this specific example, the sub-EKB is produced by
selecting key data along the paths denoted by bold lines in Fig.
58. Thus, the sub-EKB-(A') produced by the TLCE of the category
tree A (5100) includes a tag part consisting of 101, 010, 000,
111, 000, 001, 111, and 111, and a key part consisting of Enc (K010,
Kroot), Enc(K0111, Kroot), and Enc(K01100, Kroot). The TLCE of
the category tree A (5100) transmits the resultant sub-EKB-(A')
to the key distribution center (KDC).

The key distribution center (KDC) produces a combined EKB
from the sub-EKB-(A') and a sub-EKB-(B) received from the TLCE
of the category tree B (5200) (Fig. 56). The process of producing
the combined EKB is described below with reference to Fig. 59.

The combined EKB is produced such that all devices belonging to
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the category tree A (5100) except for the revoked device (01101)
5150 and all devices belonging to the category tree B (5200)
without exception can extract the root key from the EKB.
Basically, the dombined EKB can be produced by combining the
sequences of key data of the received sub-EKB's into a single
sequence of key data such that the locations of key data in the
sequence corréspond to the locations in the tree from top to bottom
and from left to right.
Thus, the tag part of the combined EKB consist of 100, 010,
o010, 000, 00O, 111, 000, 111, 111, 001, 111, and 111, and the
‘ key part consists of Enc (K010, Kroot), Enc(K110, Kroot), Enc (K111,
% Kroot), Enc(K0111l, Kroot), and Enc(K01100, Kroot). This
| combined EKB allows extraction of the root key, for all devices
belonging to the category tree A (5100) except for the revoked
device (01101) 5150 and for all devices belong to the category
tree B (5200) without exception.
(5) Use of EKB
The EKB produced by the key distribution center (KDC) via
the process described above is transmitted to the EKB requester.
For example, in the case where the EKB requester is
[a] a content provider (CP) that provides a content-stored
medium such as a CD or DVD,
or
[b] a content key is encrypted using the root key that can

be extracted from the EKB, and a content is encrypted using the
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content key and distributed. The resultant content can be used
only by authorized devices which belong to the specific category
and thus can process the EKB.

On the other hand, when the EKB requester is

[cl] a format holder that provides an acquired EKB to a
manufacturer of a storage medium according to a format in which
the EKB is stored into the storage medium when it is produced,
the produced EKB and the content key encrypted using the root
key are provided to the storage medium manufacturer, and storage
media on which the EKB and the content key encrypted using the
root key are stored are produced by the storage medium
manufacturer or the EKB requester itself, and the produced
storage media are distributed. In this case, only the devices
which belong to the specific category tree and thus can process
the EKB can perform encryption and decryption using the EKB stored
on the storage medium in the operation recording/reproducing the
content.

In the case where the EKB requester is

[c2] a format holder that provides an acquired EKB to a
manufacturer of a recording device according to a format in which
the EKB is stored into the recording device when it is produced,
the produced EKB and the content key encrypted‘using the root
key are provided to the recording device manufacturer, and
recording devices in which the EKB and the content key encrypted

using the root key are stored are produced by the recording device
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manufacturer or the EKB requester itself, and the produced
recording devices are distributed. 1In this case, only the
devices which belong to the specific category tree and thus can
process the EKB can perform encryption and decryption using the
EKB in the operation of recording/reproducing the content.

In the above process, mutual authentication and encryption
of transmission data are performed, as required, in communication
between entitiés, EKB requesters, the key distribution center
(KDC), and TLCE's. Furthermore, encryption of other messages,
writing of signature, and data verificationmay also be performed.
In a case where authentication or cryptographic communication:
is performed using the public key cryptographic technology, it
is required that entities already have their public keys.

(Producing an EKB by simply combining sub-EKB's)

In the above-described process of producing a combined EKB
from sub-EKB's, a sequence of encrypted key data included in the
respective sub-EKB's are rearranged such that the locations of
key data in the sequence correspond to the locations in the whole
tree from top to bottom. A technique of producing a combined
EKB by simply combining sub-EKB's produced by TLCE's of category
trees into a single EKB without performing rearrangement is
described below.

Fig. 60 shows an example of a combined EKB 6000 produced
by simply combining sub-EKB's produced by TLCE's of category

trees into a single EKB without performing rearrangement.
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In the process of issuing an EKB, the key distribution
center (KDC) sends a sub-EKB production request to TLCE's which
are entities managing category trees corresponding to an EKB type
identification number, in the EKB type definition list, specified
by an EKB requester. Sub-EKB's 6110, 6120 and so on received
from TLCE's are simply combined together into a single EKB thereby
producing a combined EKB. In order that each device belonging
to aspecific category can select, from the combined EKB, a sub-EKB
which corresponds to the specific category the device belongs
to and thus which can be processed by the device, data (data
length) 6111 indicating the data size of each sub-EKB and data
(node ID) 6112 indicating the category corresponding to each
sub-EKB are added.

That is, the combined EKB includes, in addition to the
selected sub-EKB's, the data indicating the data length of
respective sub-EKB storage areas and the node ID's, serving as
sub-EKB identification data, of the respective category trees
corresponding to the sub-EKB's. Furthermore, information
indicating the number of sub-EKB's included in the combined EXKB
is described in the header 6200. Still furthermore, a signature
6300 is produced (by a certificate authority or the like) in
accordance with the whole data of the combined EKB and added
thereto.

Fig. 61 shows a combined EKB produced in the manner

described above with reference to Fig. 57. A sub-EKB described
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in a sub-EKB field 6110 is exactly the same as the sub-EKB-(A)
produced by the TLCE of the category tree A described above with
reference to Fig. 55, wherein the tag part thereof consists of
101, 010, 000, 111, and 111, and the key part consists of Enc (K010,
Kroot) and Enc(K011l, Kroot). A sub-EKB described in a sub-EKB
field 6120 is exactly the same as the sub-EKB-(B) produced by
the TLCE of the catégory tree B described above with reference
to Fig. 56, wherein the tag part thereof consists of 110, 010,
000, 111, and 111, and the key part consists of Enc(K110, Kroot)
and Enc(K1lll, Kroot).
Fig. 62 shows the data structure of a combined EKB produced .
from sub-EKB's, shown in Figs. 58 and 59, produced in a situation
in which there is a revoked device. A sub-EKB described in a
sub-EKB field 6110 is exactly the same as sub-EKB-(A') produced
by the TLCE of the category tree A described above with reference
| to Fig. 58, wherein the tag part thereof consists of 101, 010,
% 000, 111, 000, 001, 111, and 111, and the key part consists of
| Enc (K010, Kroot), Enc(K0111, Kroot), and Enc(K01100, Kroot). A
sub-EKB described in a sub-EKB field 6120 is exactly the same
as sub-EKB-(B) produced by the TLCE of the category tree B,
including no revoked device, described above with reference to
Fig. 56, wherein the tag part thereof consists of 110, 010, 000,
111, and 111, and the key part consists of Enc(K110, Kroot) and
Enc (K111, Kroot).

The combined EKB described above makes it possible for each
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device belonging to a specific category to select a sub-EKB
corresponding to that specific category and process (decrypt)
the selected sub-EKB. This allows a sub-EKB to be produced for
each category (TLCE) using an absolutely arbitrary cryptographic
algorithm or key length. In other words, each TLCE can determine
the cryptographic algorithm and the key length without being
influenced by the other categories.

The key distribution center (KDC) does not need to
disassemble and reassemble the tag parts and the key data parts
| of sub-EKB's received from respective TLCE's, and thus the
complexity of the process is eased.

When a device acquires an EKB produced according to the
present scheme, the device can detect an sub-EKB corresponding
to a category to which the device belongs, and can extract a root
key by processing the sub-EKB in accordance with a specific
procedure determined by a TLCE managing the device. It is not
needed to know the procedures determined by the TLCE's of the
other categories. It is also not needed to describe keys in a
sub~-EKB such that the keys have a fixed length, and, theoretically,
the key length may be set to any arbitrary value.

(Revocation (1))

A revocation process performed in a case where an EKB usable
in common by a plurality of categories is described below. First,
a revocation process is described which may occur in a situation

in which an encrypted content is acquired from the outside via
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a network or a medium, a content key is decrypted using a key
extracted frbm an EKB, and finally the content is decrypted.

Referring to Fig. 63, an EKB 7000 is assumed to be used
in common by a category tree A (7100) and a category tree B (7200).
The EKB 7000 used in common by the category tree A (7100) and
the category tree B (7200) is assigned an EKB type identification
number #1 in the EKB type definition list.

In such a situation, a content provider provides a content
encrypted using a content key via a network or a medium, and
devices belong to a category tree A (7100) and devices belonging
to a category tree B (7200) use the content by extracting a root
key from the EKB 7000, acquiring the content key by performing
decryption using the root key, and finally decrypting the
encrypted content using the content key.

In this situation, if breakage of secrecy of key data or
another unauthorized state of a device Al (7120) belonging to
the category tree A (7100) is detected, the device Al (7120) is
revoked.

To perform revocation, the TLCE of the category tree A
(7100) first issues a tree change notification (Fig. 53) to the
key distribution center (KDC). In accordance with the received
treechangenotification,thekeydistributioncenter(KDC)sends
a notification to TLCE's and EKB requesters managed by the key
distribution center (KDC). The notification includes only

information indicating that the tree change notification has been
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received, and renewal of the EKB type definition list is not
performed at this point of time.

The tree change notification issued in response to
revocation may be sent only to entities of EKB requesters using
the EKB that can be processed by the category tree in which
revocation occurs, or further to category entities that manage
other category trees using the same EKB as that used by the
category tree in which revocation occurs. In order to make it
possible to perform the above process, the key distribution
center (KDC) holds a list of users of already-issued EKB's, in
which EKB requesters using specific EKB types and corresponding
EKB type identification numbers are listed.

A content provider, which provides a content to devices
in the category tree in which revocation has been performed and
which is also an EKB requester in this situation, requests the
key distribution center (KDC) to produce an EKB renewed such that
only devices other than the revoked device can process the EKB.
In this specific case, the content provider behaving as the EKB
requester in such a situation specifies the EKB tyﬁe
identification number #1 indicating the EKB type that is used
in common by the category tree A (7100) and the category tree
B (7200). Thereafter, the EKB requester produces a new root key
and sends it to the KDC, or alternatively, the EKB requester
requests the KDC to produce a new root key.

In accordance with the specified EKB type identification
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number #1, the key distribution center (KDC) searches the EKB
type definition list to detect nodes of relating category trees
and requests TLCE's of category trees A (7100) and B (7200)
corresponding to the detected nodes to produce a sub-EKB from
which authorized devices can extract a new root key.

In response to the request, each of TLCE's of the category
trees A (7100) and B (7200) produces a sub-EKB. In this specific
case, in the category tree A (7100), a sub-EKB-(A) is produced
such that only devices other than the revoked device Al (7120)
can extract a new root key from the‘sub—EKB-(A).

In thecategory treeB (7200), if there is no revoked device,
a sub-EKB-(B) is produced such that all devices belonging to the
category B (7200) can extract a new root key from the sub~-EKB-(B)
and the resultant sub-EKB-(B) is transmitted to the key
distribution center (KDC).

The key distribution center (KDC) produces a combined EKB
from the sub-EKB's received from the respective TLCE's in the
above-described manner, and transmits the resultant EKB to the
EKB requester (content provider).

The EKB requester (content provider) distributes a content
using the new EKB received from the key distribution center (KDC).
More specifically, the EKB requester (content provider) encrypts
the content using a content key and encrypts the content key using
the root key extracted by decrypting the EKB, and distributes

the encrypted content and content key. The devices belonging
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to the category tree A (7100) and the devices belonging to the
category tree B (7200) can use the content by extracting the root
key from the EKB, extracting the content key by performing
decryption using the root key, and finally decrypting the
encrypted content using the content key. However, the revoked
device Al (7120) in the category tree A (7100) cannot process
the renewed EKB and thus cannot use the content.
In the example described above, the key distribution center
(KDC) does not renew the EKB type definition list at the point
of time at which the tree change notification is received from
the TLCE. Alternatively, at the point of time at which the tree
change notification is received, the key distribution center
(KDC) may renew the EKB and the EKB type definition list in
accordance with the tree change notification, and may transmit
the renewed EKB type definition list to the EKB requesters and
TLCE's.
(Revocation (2))
A revocation process is now described which may occur in
a situation in which various contents are encrypted and stored
by a user into a recording device or a storage medium in which
an EKB is stored, wherein a root key extracted from the EKB stored
in the recording device or the storage medium is used as a key
needed in encryption and decryption. This type of recording

device or storage medium is said to be of a self-recording type.

Referring to Fig. 64, an EKB 7000 is assumed to be used
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in common by a category tree A (7100) and a category tree B (7200).
That is, the EKB for common use is stored in recording devices
or the storage media used in common in the category tree A (8100)
and the category tree B (8200), and users record and play back
a content by means of encryption and decryption ﬁsing the EKB.
The EKB 8000 used in common by the category tree A (8100) and
the category tree B (8200) is assigned an EKB type identification
number #1 in the EKB type definition list.

In this situation, if breakage of secrecy of key data or
another unauthorized state of a device Al (8120) belonging to
the category tree A (8100) is detected, the device Al (8120) is
revoked. |

To perform revocation, the TLCE of the category tree A
(8100) first issues a tree change notification (Fig. 53) to the
key distribution center (KDC). In accordance with the received
tree change notification, the key distribution center (KDC) sends
a notification to TLCE's managed by the key distribution center
(KDC) and to associated EKB requesters. The notification
includes only information indicating that the tree change
notification has been received, and renewal of the EKB type
definition list is not performed at this point of time.

In order to prevent contents from being further used by
the revoked device Al (8120), the TLCE of the category tree in

which revocation has occurred requests the key distribution

center (KDC) to produce an EKB renewed such that only devices
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indicating the EKB type that is used in common by the category
tree A (8100) and the category tree B (8200). Thereafter, the
EKB requester produces a new root key and sends it to the KDC,
or alternatively, the EKB requester requests the KDC to produce
a new root key.

In accordance with the specified EKB type identification
number #1, the key distribution center (KDC) searches the EKB
type definition list to detect nodes of relating category trees
and requests TLCE's of category trees A (8100) and B (8200)
corresponding to the detected nodes to produce a sub-EKB from
which authorized devices can extract a new root key.

In response to the request, each of TLCE's of the category
trees A (8100) and B (8200) produces a sub-EKB. 1In this specific
case, in the category tree A (8100), a sub-EKB-(A) is produced
such that only devices other than the revoked device Al (8120)
can extract a new root key from the sub-EKB-(A). 1In the category
tree B (8200), if there is no revoked device, a sub-EKB-(B) is
produced such that all devices belonging to the category B (8200)

- can extract a new root key from the sub-EKB-(B), and the resultant
sub-EKB-(B) is transmitted to the key distribution center (KDC).

The key distribution center (KDC) produces a combined EKB
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from the sub-EKB's received from the respective TLCE's in the
above-described manner, and transmits the resultant EKB to the
respective TLCE's (format holders).

Each TLCE (format holder) sends the new EKB received from
the key distribution center (KDC) to devices to update the EKB
stored in the devices. The devices belonging to the category
tree A (8100) and the devices belonging to the category tree B
(8200) can record a new content into the devices using, in the
encryption/decryption process, the root key extracted from the
updated EKB. The recorded content encrypted using the new EKB
can be decrypted only when the corresponding EKB is applied, and
thus the revoked device cannot use the content.

The present invention has been described in detail above
with reference to particular embodiments. It will be apparent
to those skilled in the art that various modifications and
substitution to those embodiments may be made in the embodiment
chosen for illustration without departing from the spirit and
scope of the invention. That is, the embodiments have been
described above by way of example and not limitation. The scope
of the invention is to be determined solely by the appended claims.

Industrial Applicability

In the information processing system and method according
to the present invention, as described above, a key tree is
produced so as to include a plurality of subtrees serving as

category trees that are grouped in accordance with categories
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and managed by category entities, and an enabling key block (EKB)
is produced so as to include data produced by selecting a path
in the key tree and encrypting an upper-level key in the selected
pathusing a lower-level key in the selected path and the resultant
enabling key block (EKB) is provided to a device, wherein issuing
of EKB's is managed on the basis of the an EKB type definition
list representing the correspondence between an EKB type

identifier and one or more identification data identifying one
or more category trees that can process an EKB of an EKB type
identified by the EKB type identifier, thereby making it possible
for an EKB requester, which issues an EKB production request,
to easily select an category to which the EKB is to be applied.

Furthermore, in the information processing system and

method according to the present invention, a notification of a
change in state of a category tree capable of processing an EKB
identified in the EKB type definition list is sent to an entity
that uses the EKB thereby making it possible to use newest EKB

type definition information in processing.
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CLAIMS

1. An information processing system in which a key tree
is formed so as to include leaves, a root, and nodes existing
in paths from the respective leaves to the root; a plurality of
devices are assigned to respective leaves; keys are assigned to
the root, the leaves, and the nodes, located in paths from the
root to leaves; an enabling key block (EKB) is produced which
includes data produced by selecting a path in the key tree and
encrypting an upper-level key in the selected path using a
lower-level key in the selected path such that the encrypted data
~can be decrypted only by the device which can use a node key set
corresponding to the selected path; and the resultant enabling
key block (EKB) is provided to the device,

wherein the key tree includes a plurality of subtfees
serving as category trees that are grouped in accordance with
categories and managed by category entities; and

the information processing system includes a key
distribution center (KDC) that produces and issues an EKB capable
of being decrypted in common in one or more category trees, wherein
the key distribution center (KDC) has an EKB type definition list
representing the correspondence between an EKB type identifier
and one or more identification data identifying one or more
category trees that can process an EKB of an EKB type identified
by the EKB type identifier; and

the key distribution center (KDC) sends a notification of
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a change in state of a category tree capable of processing an
EKB identified in the EKB type definition list to at least an
entity that uses the EKB capable of being processed in the category

tree in which the change in state has occurred.

2. An information processing system according to Claim 1,
- wherein the change in state in a category tree is a change in

state arising from revocation (of a device) in the category tree.

3. An information processing system according to Claim 1,
wherein the change in state in a category tree is a change in
state arising from a change of a key stored in a device belonging

to the category tree.

4. An information processing system according to Claim1,
wherein the entity, which uses the EKB, includes an entity serving
as an EKB requester that issues an EKB production request to the

key distribution center (KDC).

5. An information processing system according to Claim 1,
wherein the entity, which uses the EKB, includes an entity serving
as a category entity that manages a category tree capable of

processing an EKB defined in the EKB type definition list.

6. An information processing system according to Claim1,
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wherein the key distribution center (KDC) sends a notification
of a change in state to all entities serving as an EKB requester
that issues an EKB production request to the key distribution
center (KDC) or serving as a category entity that manages a

category tree.

7. An information processing system according to Claim 1,
wherein the key distribution center (KDC) receives state change
information indicating occurrence of a change in state of a
category tree from a category entity that manages said category
tree, produces a notification of the change in state in accordance
with the state change information received from the category

entity, and sends the produced notification.

8. An information processing method for use in a system
in which a key tree is formed so as to include leaves, a root,
and nodes existing in paths from the respective leaves to the
root; a plurality of devices are assigned to respective leaves;
keys are assigned to the root, the leaves, and the nodes, located
in paths from the root to leaves; an enabling key block (EKB)
is produced which includes data produced by selecting a path in
the key tree and encrypting an upper-level key in the selected
path using a lower-level key in the selected path such that the
encrypted data can be decrypted only by the device which can use

a node key set corresponding to the selected path; and the
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resultant enabling key block (EKB) is provided to the device,
wherein a key distribution center (KDC), which produces
and issues an EKB capable of being decrypted in common in one
or more category trees, sends a notification of a change in state
of a category tree capable of processing an EKB identified in
the EKB type definition list, in which the correspondence between
an EKB type identifier and one or more identification data
identifying one or more category trees capable of processing an
EKB of an EKB type identified by the EKB type identifier is
described, to at least an entity that uses the EKB capable of
being processed in the category tree in which the change in state

has occurred.

9. An information processing method according to Claim 8,
wherein the change in state in a category tree is a change in

state arising from revocation (of a device) in the category tree.

10. An information processing method according to Claim
8, wherein the change in state in a category tree is a change
in state arising from a change of a key stored in a device belonging

to the category tree.

11. An information processing method according to Claim
8, wherein the entity, which uses the EKB, includes an entity

serving as an EKB requester that issues an EKB production request
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to the key distribution center (KDC).

12. An information processing method according to Claim
8, wherein the entity, which uses the EKB, includes an entity
serving as a category entity that manages a category tree capable

of processing an EKB defined in the EKB type definition list.

13.  An information processing method according to Claim
8, wherein the key distribution center (KDC) sends a notification
of a change in state to all entities serving as an EKB requester
that issues an EKB production request to the key distribution
center (KDC) or serving as a category entity that manages a

category tree.

14. An information processing method according to Claim
8, wherein the key distribution center (KDC) receives state
change information indicating occurrence of a change in state
of a category tree from a category entity that manages said
category tree, produces a notification of the change in state
in accordance with the state change information received from

the category entity, and sends the produced notification.

15. A program storage medium having a computer program
stored therein for causing a computer system to execute

information processing in an information processing system in
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which a key tree is formed so as to include leaves, a root, and
nodes existing in paths from the respective leaves to the root;
a plurality of devices are assigned to respective leaves; keys
are assigned to the root, the leaves, and the nodes, located in
paths from the root to leaves; an enabling key block (EKB) is
produced which includes data produced by selecting a path in the
key tree and encrypting an upper-level key in the selected path
using a lower-level key in the selected path such that the
encrypted data can be decrypted only by the device which can use
a node key set corresponding to the selected path; and the
resultant enabling key block (EKB) is provided to the device,
the computer program comprising the steps of:

receiving state change information indicating occurrence
of a change in state of a category tree from a category entity
that manages said category tree; and

producing a notification of the change in state in
accordance with the state change information received froh the
category entity and sending the produced notification to at least
an entity that uses the EKB capable of being processed in the

category tree in which the change in state has occurred.



