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Specification-

1. Title of the Invention: 

Data hiding ~ethod and data extracting method 

2 Detailed Description of the Invention: 

[0001] 

[Fieid of the invention] 

The present invention relates to a data hiding method for.hiding 

message data into media data and a data extracting method· for· 

- extracting hidden data. 

" [ 0002] 

[Background art] 

With the development of multimedia society, large quantities of 

digital video and audio information have been circ.ulated on 

internet systems or as CD-ROM software. For digital video and 

audio information, any individual ca~ easily create a perfect 

copy without degradation, so the illegal use and copyright 

protection are becoming problematic. In order to prevent a third 

party from illegally copying media data such as video and audio 

data, the technique of hiding additional information, such as the 

signature of an author, into original media data is becoming the 

focus of attention. When digital video data or other similar 

data is illegally copied, it could be known whether or not the 

copy is an illegal one by confinning the signature hidden in the 

copy and specifying the source. A hiding technique such as this 

is called data hiding. 
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(0003] 

.. 
As for the data hiding technique, a technique such as mentioned 

as follows is disclosed in "Nikkei Electronics 4-22 199 6," issued 

on April 22, 1996. Figure 1 is a block diagram for explaining 

a conventional dc:i-ta hiding and extracting method. In the process 

·of hiding an identification (ID) J.nforrnation, first, the 

frequency transform of media informat~on, such as original 

dynamic images r Still images 1 photographs f OX:.' audio I iS performed 

by discrete cosine transform (OCT) or high-speed discrete Fourier 

transform (DFT) to obtain its frequency spectrum~ Spectrum 

diffused and convoluted to this frequency spectrum of the.media 

information is ID information. The ID information is a random 

specified to each purchaser of a work. The random-number 

genera.ting algorithm employs a normal distribution, and the 

length is 1000. Then, the frequency spectrum of the media 

information to which the ID information was added is restored by 

inverse frequency transform to the original digital work having 

the hidden ID information. The digital work has the hidden ID 

information but is almost identical with the original work, so 

the purchaser cannot perceive the difference visually. 

[0004] 

Conversely, in the process of extracting the ID information, 

first, the frequency transform of the digital work, thought of 

as an illegal copy, is performed to obtain its frequency spectrum 

and the frequency spectrum of the original work is also obtained. 

Then, the difference between these spectra is taken and compared 

with the ID information issued by the author. With this 

comparison, the purchaser of the work can be specified, so it can 

be judged whether or not the copy is illegal. 
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[0005] 

One of the features of· the aforementioned technique is that 

frequency space is utilized for hiding data. That is, media 

information is transformed from real space to.frequency space, 

and the frequency component in the frequency spectrum is operated 

·based on ID information. Another feature is that a· frequency 

region to pe utilized is local. That .. is, the high-frequency 

component in the frequency spectrum pf media information is not 

utilized and spectrum diffusion is performed only for a low­

frequency region. The reason for this is that if ID information 

is diffused up to a high-frequency region, ID information is 

erased in compressing or decompressing the image. That is~ this 

conventional techn·ique spectrum..:diffuses ID information locally 

in the frequency space of media information and hides the ID 

information in the entire real space of the media information. 

[0006) 

[Problems to be solved by the invention) 

The aforementioned conventional technique, however, . has the 

disadvantage that message information (ID information) can be 

easily filtered out from media information by employing a 

frequency filter. For example, when media information with 

message information hidden therein is processed by employing a 

high-pass filter which filters out only a low-frequency 

component, the component of the high-frequency band remains 

unfilt_ered, but the component of the low-frequency barid in which 

~essage information has been hidden is completely filtered out. 

Therefore, it is no longer possible to extract ID information 

from the media information that was output from a high-pass 

filter, and it is possible to hide different additional ID 

information. 
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{0007] 

Accordingly, it is the objective of.the present invention to 

·provide a data hiding method which has high resistance to removal 

or change of media information embedded into message information. 

Particularly, in the present invention it becomes possible to 

continue to effectively maintain hidden message information even 

·when signal proc·essing is performed l::>Y employing a frequency 

filter. 

[OOOB] 

[Summary of the invention] 

To solve the aforementioned problems, a first invention provides · 

a data hiding method which embeds message information into media 

information. The data hiding method comprises the steps of: 

(a) obtaining a frequency spectrum which contains a 

plurality of frequency components with respect to the message 

informationi 

(b) extracting a base region from the frequency spectrum 

of the message information, the base region being defined as a 

region which contains feature frequency components that represent 

features of the message information in real space; 

(c) generating a plurality of copies of the base region and 

generating a frequency spectrum obtained by dispersedly arranging 

the respective copies in frequency space, as intermediate 

information; and 

(d) hiding the message information into the media 

information by operating the frequency spectrum of the message 

information, based on the intermediate information. 
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Also, a second invention provides a data hiding method which 
hides message information into media information. The data 
hiding method comprises the steps of: 

(a) obtaining a frequency spectrum which contains a 
plurality of frequency components· wi_th respect to the message 
informa:tion; 

(b) extracting a base region· from the frequency spectrum 
of the message information, the base region being defined as a 
region which contains feature frequency components that represent 
features of the message informati~n in real space; 

(c) generating a plurality of copies of the base region and 
generating a frequency spectrum obtained by dispersedly arranging 
the respective copies in frequency space, as intermediate 
information; and 

(d) hiding the message information into 
information by executing . an arithmetic based iOn 
intermediate information and the media information. 

[0010] 

the media 

both the 

Here, it is preferable that the base region contain a plurality 
of frequency components which represent external features of the 
message information in real space. Particularly when the media 
information is image information, it is preferable that the base 
regions be constituted by a plurality of low-frequency components 
which represent contour features of an image in real space; 

[ 0011] 

Also, in the step (b), a plurality of base regions may be 
extracted. In this case, for each of the base regions. 

\ 
' 
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[0012] 

The aforementioned copies each may have the same frequency 

component as the feature frequency component of the base region. 

Also, it is preferable that.among the frequency components of the 

.frequency spectrum as the intermediat_e information, frequency 

components other than positions at which·-the copies are arranged 

are zero. 

[0013] 

Furthermore, it is preferab],e that the arithmetic in the step (d) 

be a binomial arithmetic more specifically addition. Note that 

a step of performing inverse frequency transform. of a result 

obtained in the step (d) is executed when the arithmetic in the 

step ( d) is ex_ecuted in frequency space. 

[0014] 

A third invention provides a data extraction method which 

extracts message information from media informati~n with the 

message information hidden multiply in frequency space. The data 

extraction method comprises the steps of: 

(a) obtaining, as first intermediate information, a 

frequency spectrum which has a plurality of base regions by 

operating the media information with the message information 

hidden therein, each of the base regions containing feature 

frequency components which represent features of the message 

i~form~tion in real space; 

(b) specifying at least one of the base regions from the 

frequency spectrum obtained as the first intermediate 

information; 

(c) generating a frequency spectrum obtained by arranging 

the feature frequency components of the base region at 
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predetermined positions on frequency space, as second 
intermediate information; and 

(d) extracting the message information hidden into the 
media information by performing inverse frequency transform of 
the second intermediate information. 

[0015] 

A fourth invention provides a data extraction method which 
extracts message information from media i'fiforrnation with the 
message information hidden multiply in frequency space. The data 
extraction inethod comprises the steps of: 

(a) obtaining a frequency spectrum which has a plurality 
of frequency components with respect to first intermediate 
information obtained by an ·arithmetic based on both the media 
infoJ;"Ination with the message information hidden therein and the 
media information with no message information hidden therein; 

(b) specifying at least·one of the base regions from the 
frequency spectrum of the first intermediate information each of 
the base regions containing feature frequency components which 
represent features of said message information in real space; 

(c) generating a frequency spectrum obtained by arranging 
the feature frequency components of the base· region at 
predetermined positions on frequency space, as second 
intermediate information; and 

(d) extracting the message information hidden into the 
media information by performing inverse frequency transform of 
the second intermediate information. 

[0016) 

Here, it is preferable that the arithmetic in the aforementioned 
step {a} be a binomial arithmetic. More specifically, it is 
preferable that the arithmetic in the step· (a) be the difference 
between the media information with the message information hidden 

" ' 
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therein and the media information with no message information 

hidden therein 

[0017] 

Also, on the frequency spectrum of the first intermediate 

information, the base regions are dispersed and multiply 
arranged. 

[0018] 

In the aforementioned step (b),·the base region may be spe~ified 

by giving positional information which specifies a position of 

the base region in frequency space. 

[0019] 

Also, fn the aforementioned step (c), the base region may be 

arranged by giving an arranging rule which specifies a position 

of the base region in frequency space. 

[0020] 

Furthermore, it is preferable that among the frequency components 

of the frequency spectrum as the second intermediate information, 

frequency components other than positions at which the base 
regions are arranged are zero. 

[0021] 

[Operation} 

In such a structure, a pluralit~ of copies of the base region are 
dispersedly arranged ·in frequency . space. That is, the base 

region is copied multiply_ in various frequency bands. Therefore, 
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even in the case where the frequency component in a certaoin 

frequency band is filtered out by a frequency filter and where 
-

the copy arranged on that portion is lost, the contents of the 

base region can be specified from the copies existing in other 

bands. The respective copies have the same frequency component 

as the feature frequen~y- component of the base region. 

Therefore, if one copy can be specified_~. all feature frequency 
.. 

components can be extracted. Since t~~ feature frequency 

component represents the feature of the mes~age information in 

re~l space, ·the message information can be reconstructed by 

extraction of the feature frequency component. 

[0022] 

[Preferred embodiment] 

[Data Hiding] 

A data hiding method for hiding message information into media 

information will hereinafter be described based on Figures 2 and 

3. Figure 2 is a flowchart of the data embedding procedure in 

an embodiment of the present invention, and Figure 3 is a 

schematic diagram for explaining data embedding. 

Freguency Transform of Media Information M (step 21): 

First, media information (M) and message information (m) are 

prepared. The media information (M) is an object, in which data 

is hidden, and such information is either still image data, 

dynamic image data, voice data, or 1 etc. In the following 

description, still images such as those shown in Figure 3 are 

described as examples of a media image. Also, the message 

information (rn) is information which is hidden into media 

informat~on (M), and in the following description, a binary image 

"IBM" consisting of relatively low frequency components, such as 

the one shown in Figure 7(a), will be described as an example. 
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[0023] 

The frequency transform of a still image as media information (M) 

is performed.· The frequency transform can employ various known 

frequency tr.ansforms such as s~ne transform, Fourier transform, 

·discrete Fourier transform (OFT), .an~ wavelet transform. By 

employin9 frequency transforms suit~ble for the features of 

message information, conversion efficiency.~nd reliability can 

be enhanced. By· performing the frequency transform of media 

information (M), fp~.q~ency spectrum f 1 is obtained. The 

frequency spectrum f 1 contains a great number of frequency 

components {a) in the form of a matrix, as shown in Figure 3,.and 

the horizontal direction and vertical direction represent a one­

~imensional · direction and a two-dimensional direction, 

respectively. Note that the one-dimensional direction represents 

p. higher frequency component as it goes right and the two­

dimensional direction represents a higher frequency component as 

it goes down. 

(0024] 

Freguency Transform of Message Information Cm) (step 22): 

By performing the frequency transform of message information (m) 

used as a binary image, there is obtained frequency spectrum f 2 

where a great number of frequency components (b) are arrayed in 

the form of a matrix. 

[0025] 

Extraction of Base Region B (step 23): 

Base region B is extracted from the frequency spectrum f 2 of 

message information (m). This base region Bis constituted by 

a plurality of feature frequencies which represent the external 

feature of message info~ation (m) in real space. In a general 

image, ,a frequency component expressing the coritour feature.is 
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often part of the entire frequency space. For example, a large 

and simple figure pattern, which can be easily perceived· by 

humans, can be expressed ·only ·by relatively low-frequency 

components. 

[0026] 

Figure 7 depicts the halftoned image of digital ·message 

information displayed on a display devi~_e. The frequency 

spectrum of a binary image of Figure 7(a), constituted by 384 x 

256 pixels, is obtai,ned and a specific low-frequency band is made 

a base region. Here, as an example, each frequency component 

expressed by bij (where 1 _ i _ 50 (one-dimensional direction) 

and 1 _ j _ 50 (two-dimensional direction)) is specified as a 

base region. Then, the frequency components that are not 

contained in the base region are all made zero. Next, a new 

frequency spectrum obtained by this operation is returned to real 

space again, and consequently, an image such as that shown in 

Figure 7(b) is obtained. Although the picture quality has been 

degraded due to the dull edge of the image and fringe patterns, 

the picture quality has been maintained to the extent that 

requisite inforrna tion can be extracted. From this ~esul t it 

follows that the contour feature of a simple image can be roughly 

expressed only by the low-frequency components within the 

aforementioned base region. Therefore, each frequency component 

within this base. -region is referred to as a feature frequency 

component. 

[0027} 

The base region can be determined automatically by referring to 

the· value of each frequency component of a frequency spectrum. 

In general, it can be said that a frequency component with a 

larger value is an important bomponent to express the image. 

Therefore, by presetting a threshold value which·gives a criteria 
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for judging the importance of a frequency component, the 

frequency components of a frequency spectrum greater than 

threshold value are all extracted. Then, a place at which 

extracted frequency components are particularly concentrated (a 

place forming a region greater than a predetermined standard) is 

. specified as a base region. 

[0028] 

Figure 4 is a schematic view for explaining the state when base 

regions are multi ply arrayed in frequency space. In the 

frequency spectrum f 2 shown in the . figure, the frequency 

component in the upper right region indicated by oblique lines 

is the feature frequency component. Hence, a h.lock containing 

a low-frequency component representative of a bi·nary image 

feature is cut out as the base region. 

(0029] 

It is noted that the feature frequency component does not always 

have to be a low-frequency component. The reason is that, in an 

image with ·a complicated external feature such as a lattice 

pattern, a higher-frequency component becomes of importance and 

therefore the feature frequency component can be different 

depending upon images. Therefore, the base region in the present 

invention is defined as a region which contains a plurality of 

feature frequency components representative of external features 

of message information (m) in real space. Thus, the feature 

frequ~ncy component is not limited only to a region containing 

a low-frequency component. 
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Generation of Intermediate Information (step 24): 

The basis reference region B obtained in step 23 is repeatedly 

copied n times in frequency. space to generate intermediate 

information (frequency spectrum f 3 ) •. That is, n copies of the 

base region are generated · and the respective copies are 

dispersedly arranged in frequency space. 

[0031] 

In the frequency spectrum f 3 shown in Figure 4, n copies of the 

base region B extracted in step 23 are dispersedly arranged. 

Each frequency component of the.arranged respective copies has 

the same value as a feature frequency-component corresponding to 

the position of the base region. For example, each frequency 
i 

component of the uppermost row in a certain position at which the 

copy in the frequency spectrum f 3 is arranged is caused --to 

correspond to the frequency component of the uppermost row in the 

base region, so the frequency component becomes "bl!, b12, ..• , 

blm" from left. This operation is executed for all positions at 

which the copies of the base region B are arranged. Then, the 

frequency components other than the positions at which copies are 

arranged (the parts in the frequency spectrum f 3 of Figure 4 

indicated by oblique lines) are made equal to zerq. 

(0032] 

In step 23, positional information on where the position of the 

aforementioned n copes are arranged in frequency space is stored 

as a key K. This key K becomes necessary when message 

information is extracted. Also, information on the size of a 

base region is stored as the occasion may demand. The arranged 

positions may always be fixed positions regardless of an object 

to be embedded, but it is preferable to make the arranged 
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positions different for each object from the viewpoint of a 

countermeasure to change. In the case where the arranged 

positions are changed according to circumstances 1 a position 

series generation algorithm, such as that described for example 

in. Japanese Patent Application No. 8-159330, can be employed. 

When the algorithm is employed, the p9sitions are arranged so 

that they_ are put aside to a specific barid. within frequency band, 

in view of resistance to frequency filters: .. 

[0033] 

Addition of Frequency Spectra (st~p 25): 

The frequency spectrum f 3 of an intermediate information and the 

frequency spectrum f 1 of media information. (M) are· added. 

[0034] 

Inverse Frequency Transform (step 26): 

The inverse frequency transform of the frequency spectrum, 

obtained by the addition in step 25, is performed to obtain media 

information (M') in which message information was · hidden. 

Because this media information (M') has been given a process 

based on message information (m), it is different from the 

original media information (M) in the strict sense of the word. 

However, the difference is nearly unperceivable. 

[0035] 

The addition of frequency spectrum f 3 and media information can 

be performed in real space. In this case, it is desirable to 

multiply data to be embedded by a constant so that the inverse 

frequency transform of the frequ~ncy spectrum f 3 is performed to 

maximally suppress degradation of picture quality _which is caused 

due to addition, and it is desirable to shorten the value. Note 

that in the case where addition is performed. for each pixel in 
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real space in this way, it is a matter of course that step 26 

does not need to be executed. 

[0036] 

(Extraction '?.f Data] 

For a method of extracting message information from media 

informatio~ (M') with the message.information multiply hidden in 

frequency space by the aforementioned h~ding method, a 
-

description will next be described based on Figures 5 and 6. 

Figure 5 is a flowchart showing the procedure of extracting 

message information, and Figure 6 is a schematic diagram for 

explaining extraction of data. Basically, the following data are 

needed in order to extract message information. 

[0037] 

(1) Media information (M') in which message data was hidden 

(2) Original media information (M) 

(3) Key K as positional information 

[0038] 

Generation of Differential Information (I) (First Intermediate 

Information) (step 51): 

By taking in real space the difference between the media 

information (M') in which message information (m) was hidden and 

the original media information (M), differential information is 

obtained as first intermediate information. 

(0039] 

Frequency Transform of Differential Information (Il {step 52): 

By performing the frequency transform of the differential 

information (I), the frequency spectrum f 4 is obtained. Note 
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that the_ difference in step 51 may be calculated not only in real 

space but also in frequency space. In this case, the frequency 

spectra of the media information (M') and the original media 

information (M) are first obtained. Then, the difference between 

_these is taken in frequency space · 'to obtain the frequency 

sp~ctrum f 4 • In the frequency spectrum,f4 obtained in this w.ay, 

the base reg~ons are dispersed and multiply arranged; 

[0040] 

Extraction of Base Region B (step 53): 

At least -one base region B is extracted from the frequency 

spectrum f 4 • In order to specify the position of the base region 

B in frequency space, the key K is employed, and at least one 

reg.ion of the same size as the base region is taken out. On the 

premise that the base region was taken out, there is the need to 

inform an extractor of the size of the base region, for example, 

by containing it in th~ key information. If media information 

(M') is in an ideal state having no damages, the frequency 

spectrum fi, is identic_al with the aforementioned frequency 

spectrum f 3 • Therefore, since n base regions have been arranged 

in multiple, a maximum of n base regions can be taken out in the 

ideal state. However, when the media information (M' ) is damaged 

by a frequency filter or an analog copy, some of the base regions 
are lost. Therefore, there are cases where the n base regions 

cannot be all taken out. However, it is noted that, even in this 

case, if any one of the base regions can be extracted, the 

message information can be effectively extracted. 

[0041) 

Generation of Second Intermediate Information (I') (step 54): 

By arranging the base region B at a predetermined position on the 

frequency space, frequency spectrum f 5 is gener~ted as second 

intermediate information (I'). An arrangement rule about where 
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the position of the base region B is arranged in frequency spaee 

has previously been given, and the base region B is arranged 

according to this rule. In this embodiment, it is assumed that 

the base region B is arranged at the upper left portion which is 

the low-freq'?-ency region of the frequency spectrum f 5 (see Figure 

6) . The va_lue of each frequency component in the frequency 

spectrum £5 is the value of the· feature ... frequency component of 

the basic frequency region ·B for th~ portions where the base 
regions B were arranged, and the frequency components other than 

that are made z~ro. 

[0042] 

Inverse Frequency Transform (step 55): 

The inverse frequency transform of the frequency spectrum £5 is 

performed. With this, the message information (m) hidden into 

the media information (M') is extracted. 

[0043J 

Thus, in the aforementioned method, since the base regions 

representing the feature of the message information are 
dispersedly arranged in multiple in the frequency space of the 

media information, the embedded message information has high 
resistance to processing based on a frequency filter and to 

analog copying. The frequency filter is operated locally with 

respect to the frequency space, so there is a low possibility 

that all of the aforementioned copies are destroyed. Therefore, 

if any.of the copies is present without being damaged, the base 

region can be specified and therefore the message information can 

be interpreted. 
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[0044] 

An . embedded message information can not be taken out if the 

original media information (M) and the key K are not present. 

Therefore, the original media information and the key information 

fulfill the role of a .. key for cryptographing, so the forgery or 

change of data is very difficult. 

[0045) 

.Furthermore, the amount of data required f~r taking out embedded 

data is reduced and of practical use. The data required·for 

taking out are original media information· (M) and a key· K for 

specifying the copied position of the base region. 

[0046] 

i 
While the aforementioned embodiment has been described with 

reference to the case of a single base region, the present 

invention is applicable to even the case of a plurality of base 

regions. Figure 8 is a· conceptual diagram for explaining 

embedding of data in the case where a plurality of base regions 

have been set. By extracting 7 base regions (B1 through B7 ) from 

the frequency spectrum f 2 of message information and making 

multiple copies of all base regions, frequency spectrum £3 is 

generated as intermediate information. Note that Figure 8 

depicts the case of a multiple degree 2. 

[0047]. 

Also, although the aforementioned embodiment has been described 

with reference to the case where addition and subtraction are 

used for the embedding and extraction of data, the present 

invention is not limited to addition and subtraction. That is, 

the present invention can employ any algori"thm so long as 
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original data can be reconstructed from the result of an 

algorithm_ performed based on certain data when data is hidden. 

Therefore1 various algorithms, includ·ing a reversible binomial 

algorithm 1 are considered. 

[0048] 

The algo_rithm used here is a concept.ion including replacement of 

frequency components. Figure 9. is ·a· conceptual diagram for 

explaining the embedding of data in another embodiment, The 

·frequency transform of media information (M) is performed to 

obtain frequency spectrum f 1 and, at the same time, base region 

B is copied multiply in frequency space to obtain frequency 

spectrum f 3 as intermediate information. The· procedure up to 

here is the same as the description qf Figure 3. Next, as an 

algorithm, among the frequency components (a) of the frequency 

spectrum f 1 corresponding to the positions of the base regions, 

only the frequency components corresponding to the positions of 

the base regions B are replaced. That is, the respective 

frequency components (a) corresponding to the positions of the 

regions (i.e., copies of base regions) indicated by oblique lines 

in the frequency spectrum f 3 of Figure 9 are replaced with 

corresponding feature frequency components (b). 

[0049] 

In the aforementioned way, all frequency components (a) in the 

regions corresponding to the arranged positions of copies in 

frequency spectrum f 1 are replaced with the feature frequency 

components (b) of the base regions B. The information on the 

positions at which copies are arranged is stored as a key K. By 

performing the inverse frequency transform of the frequency 

spectrum given such an arithmetic of replacement, media 

information (M') embedded with message information is obtainable. 



-' 20 -
[0050] 

~ 

On the other hand, in the case where message information is 

extracted, the positions at which copies are arranged in the 

frequency space of the media information {M') are specified based 

.on the stored key ·K. Thereafter, by execu.ting a similar 

procedure as the aforementioned rnethod; ___ the message information 

can be extracted. 

[0051] 

In the embodiment of Figure 9, the feature frequency compdnents 

of the basic regions B are directly the frequency components of 

the media informatioll:~ so t~ere is no need to employ the original 

media information (M) when message information is extracted. 

That is, message information can be extracted only by media 

information (M') and key K. Therefore, there is the advantage 

that the amount of data to be stored can even be further reduced. 

[0052] 

In the embodiment of Figure 9, in order to suppress.degradation 

of picture quality of media information it is desirable to make 

copies at the positions of the frequency spectrum f 1 which are 

unlikely to have too-great of an influence on picture quality. 

Although the processing of an image depends upon the feature of 

message information, it is undesirable, in a simple image such 

as that shown in Figure 7, to operate a low-frequency band form 

the viewpoint of prevention of picture quality degradation. 

Nevertheless, even if a frequency band which is too high were 

operated, the copy of the base region would be easily lost if a 

third party processes data. Therefore, in such an image it is 

desirable to arrange copies at an intermediate frequency band. 
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[System] 

A description will be made of a system which realizes the 

aforementioned data hiding method. Figure 10 is a block diagram 

of a system which embeds. message information into media 

·information. On a storage device 11,_media information (M) and 

message ~nformation (m) are stored. Frequency transform means 

12 obtains the frequency spectra of media -~information (M) and 

message information (m). The obtained frequency spectra are 

stored on a predetermined address region of main memory 13. 

Base-region extraction means 14 extracts base region B from the 

frequency spectrum of the message information (m) stored on the 

main memory 13, and the base region B contains feature frequency 

components which represent the feature of the messa.ge information 

in real space. Intermediate-information generation means 15 

generates a plurality of copies of the base region B obtained by 

the base-region extraction means 14 and also generates a 

frequency spectrum as an intermediate information by dispersing 

and arranging the respective copies of the base region B in 

frequency region. The intermediate-information generation means 

15 further outputs a key K which is information on the arranged 

positions of the copies of the base region B. Ali;;forithm means 

16 hides message information {m) into media information (M) by 

operating the frequency spectrum of the media information stored 

on the main memory 13, based on the frequency spectrum as an 

intermediate information. The inverse frequency transform of the 

operated frequency spectrum is performed by inverse frequency 

transform means 17 / and media information M' embedded with 

.message information is output. 

[0054] 

A description will next be made of a system which realizes the 

aforementioned data extracting method. Figure 11 is a block 
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diagram of a system which extracts message information from the 

media information with the message information hidden multiply 

in frequency space. On a storage device 21, media information 

(M') is stored. First generation means obtains a frequency 

spectrum as first intermediate information by operating the media 

information (M'). The· first intermediate information has a 

plurality of base regions B includirig __ a feature frequency 

component representative of the feature of ~essage information 

in real space and is stored on a predetermined-address region o~ 

main memory 13. Specificatio_n _means 24 __ specifies at least one 

base region B from frequency spectrum of the first intermediate 

information stored on the main memory 23, based on an archived 

key K. Second generation means 25 generates a frequency spectrum 

as second intermediate infonnation by arranging the feature 

frequency component of the base region B at a predetermined 

position on frequency space. Then, extraction means 26 extracts 

and; outputs the message information (m) hidden in the media 

information (M') by performing the inverse frequency transform 

of the frequency spectrum of the second intermediate information. 

[0055] 

[Program storage medium] 

The program which realizes the aforementioned data embedding 

method is generally stored on a storage medium. Here, the 

storage medium is, for example, a floppy disk, a hard disk, CD­

ROM, MO, DVD, a semiconductor memory, and so on. This program 

has the following steps of: 

(a) obtaining a frequency spectrum which contains a 

plurality of frequency components with respect to said message 

information; 

(b) extracting a base region from said frequency spectrum 

of the message information, the base region being defined as a 

region which contains feature frequency components that represent 

features of said message informat~on in real spacei 
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(c) generating a plurality of copies of said _base region 

and generating a frequency - spectrum obtained by dispersedly 

arranging the respective copies in frequency space, as 

·intermediate information; and 

(d) hiding said message informa~ion into .said media 

information by operating said f~eguency spectrum of the message 

information, based on said intermediate.information. 

[0056] 

In addition, .the program which realizes the aforementioned.dat~ 

extraction method has the following steps of: 

{a) obtaining, as first intermediate information, a 

frequency spectrum which has a plurality of base regions by 

operating said media information with said message information 

hidden therein, each of the base regions containing feature 

frequency components which represent features of_ said message 

information in real space; 

(b) specifying at least one of the base regions from said 

frequency spectrum obtained as said first intermediate 

information; 

(c) generating a frequency spectrum obtained by arranging 

said feature frequency components of said base region at 

predetermined positions on frequency space, as second 

intermediate information; and 

(d) extracting said message information hidden into said 

media information by performing inverse frequency transform of 

said second intermediate information. 

[0057) 

[Advantage of the invention] 

The data hiding technique employing the present invention in the 

aforementioned way has high resistance to processing based on a 
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frequency filter and to analog copying, and consequently, the 

data hiding technique can e~fectively maintain arid extract hidden 

message information even when such processing is performed. 

· 3 . Brief Description of the Drawings: 

Figure 1 is a block diagram for. explain_ing data hiding and 

extraction in background art; 

Figure 2 is a flowchart of a procedure of embedding data; 

Figure 3 is a s~hematic diagram for exp~aining data embedding; 

Figure 4 is a schematic view for explaining the state when base 

regions are arrayed in multiple in frequency space; 

Figure 5 is a flowchart showing a procedure of extracting message 

information; 

Figure 6 is a schematic diagram for explaining da~a extraction; 

Figure 7 is a diagram showing the halftoned image of digital 

message information displayed on a display device; 

Figure 8 is a conceptual diagram for explaining the embedding of 

data in the case where a plurality of base regions have been set; 

Figur~ 9 is a conceptual diagram for explaining the e~bedding of 

another data; 

Figure 10 is a block diagram of a system which embeds message 

information into media information; and 
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Figure 11 is a block diagram of a system which extracts messa~e 

·information from the media information with the message 

information hidden multiply in frequency space. 
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4. Claims: 

{ 1) A data hiding method for embedding IJlessage information. into 

media information, comprising the steps of: 

(a) obtaining a frequency spectrum which contains a 

plurality of frequency components w~th re_spect to said 

message information; 

(b) extracting a base region from said frequency spectrum 

of the message information, the base region being defined 

as a region which contains feature frequency compone:nts 

that represent features of said message infonnatio~ in real· 

space; 

(c) generating a plurality of copies of .said base region 

and generating a frequen9y spectrum.obtained by'4ispersedly 

arranging the respective copies in frequency space, as 

intermediate information; and 
.. 

(d) hiding said message information into said media 

information by operating said frequency spectrum of . the 

message information, based on said intermediate 

information. 

(2) A data hiding method for hiding message information into 

media information, comprising the steps of: 

(a) obtaining a -frequency spectrum which .contains a 

plurality of frequency ·components with respect to said 

message information; 

-------
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(b) extracting a base region from said frequency spectrum 

of the message information, the base region being defined 

as a region which contains feature frequency components 

that rep~esent features of said message infonnation in real 

space; 

(c) generating a plurality of c9pies of said base region 

and generating a frequency spectrum-Qbtained by dispersedly 

arranging the respective copies_ in · frequency space, as 

intermediate information; and 

(d) hiding said. message information into said media 

information by executing an arithmetic based on both said 

intermediate information and said media information. 

( 3) The data hiding method as set forth in Claim 1 or 2, 

wherein said base region contains a plurality of frequency 

components which represent external features of said­

rnessage information in real space. 

( 4) The data hiding method as set forth in Claim 3, wherein 

said media information is image information and wherein 

said base region is constituted by a plurality of low­

frequency components which represent contour features of an 

image in real space. 

( 5) The data hiding method as set forth in Claim 1 or 2, 

wherein, in said step (b), a plurality of base regions are 

extracted. 

( 6) T.he data hiding method as set forth in Claim · 1 or 2, 

wherein said copies each have the same frequency component 

·as said feature frequency component of the base region. 

( 7) The data hiding method as set forth in Claim 6, wherein 

among the frequency components of said frequency spectrum 

as said intermediate. information, frequency components 

---------------
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other than positions at which said copies are arranged are 
zero. 

(8) The data hiding method as set forth in Claim 5, wherein 

said step (c) is executed for each of the base regions 

extracted by said step {b). 

( 9) The data hiding method as set forth in Claim 1 or 2, 
wherein the arithmetic in said step (d) is a binomial 
arithmetic. 

{10) The data hiding method as set forth in Claim 9, ·wherein 

the arithmetic in said step (d) is addition. 

( 11) The data hiding method as set forth in Claim 1 or 2, 
further comprising a step of performing in~erse frequency 

transform of a result obtained in said step (d) when the. 
arithmetic in said step (d) is executea in frequency 
space. 

(12). A data extraction method for extracting message 

information from media information with said message 
information hidden multiply in frequency space, comprising 
the steps of: 

(a) obtaining, as first intermediate information, a 

frequency spectrum which has a plurality of base regions 

by operating said media information with said message 

information hidden therein, each of the base regions 
containing feature frequency components which represent 
features of said message information in real space; 
(b) specifying at least one ·of the base regions from said 
frequency spectrum obtained as said first intermediate 
information; 

(c) generating a frequency spectrum obtained by arranging 

said feature frequency components of said base region at 

---------·--· 
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predetermined positions on frequency space, as second 

intermediate information; and 

(d) extracting said message information hidden into said 

media information by performing inverse frequency 

transform of said second intermediate information. 

(13) A data extraction ·method - __ for extracting message 

information from media information with said message 

inforrnation hidden multiply in frequency space, comprising 

the steps of: 

(a) obtaining a frequency spectrum which has a plurality 

of frequency components with respect to first intermediate 

information obtained by an arithmetic based on both said 

media information with said message information hidden 

therein and said media information with no message 

information hidden therein; 

(b) specifying at least one of the base regions from said 

frequency spectrum of the fi~st intermediate information 

each of the base regions containing feature frequency 

components which represent features of said message 

information in real space; 

(c) generating a frequency spectrum obtained by arranging 

said feature frequency components of said base region at 

predetermined positions on frequency space, as second 

intermediate information; and 

(d) extracting said message information hidden into said 

media information by performing inverse frequency 

transform of said second intermediate information. 

(14) The data extraction method as set forth in Claim 12 or 13, 

wherein the arithmetic in said step (a) is a binomial 

arithmetic. 

( 15) The data extraction method as set forth in Claim 14, 

wherein the arithmetic in said step (a) is the difference 
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between said media information with said message 

information hidden therein and said media information with 

no message information hidden therein 

(16) The data extraction method as set forth in Clai~ 12 or 13, 

wherein on said frequency spectrum of the first 

intermediate informatibn, said base region~ are dispersed 

and multiply arranged. 

(17) The data ,extraction method as set forth in Claim 12 or 13, 

wherein, in said step (b), said base region can be 

specified by giving positional information which spec:=ifies 

a position of said base region in frequency space. 

(18) The· data extraction method as set forth in Claim 12 or 13, 

wherein, in : said step (c), said base region can be 
i 

arranged by giving an arranging rule which specifies a 

position of said base region in frequency space. 

(19) The data extraction method as set forth in Claim 12 or 13, 

wherein among the frequency components of said frequency 

spectrum as said second intermediate information, 

frequency components other than positions at which said 

base regions are arranged are zero. 

( 20} A system for embedding message information into media 

information, comprising the steps of: 

(a) means for obtaining a frequency spectrum which 

.contains a plurality of frequency components with respect 

to said message.information; 

(b) an extractor for extracting a base region from said 

frequency spectrum of the message information, the base 

region being defined as a region which contains feature 

frequency components that represent ·features of said 

message information in real space; 

----
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(c) a generator for generating a plurality of copies o--f 

_said base region and generating a freque_ncy spectrum 

obtained by dispersedly arranging the respective copies in 

frequency space, as intermediate information; and 

(d) means for hiding said message information into said 

media information by operating said frequency spectrum of 

the message information,· based:_9n said intermediate 

information. 

( 21) A system for extracting message information from media 

information with said message information hidden multiply 

in frequency space, comprising the steps of: 

(a) means for obtaining, as first intermediate 

information, a frequency spectrum which has a plurality of 

base regions by operating said media information with said 

message information hidden therein, each of the base 

regions containing feature freqhency components which 

represent features of said message information in real 

space; 

(b) a specifier for specifying at least one of the base 

regions from said frequency spectrum obtained as said 

first intermediate information; 

(c) a generator for generating 

obtained by arranging said feature 

a frequency spectrum 

frequency components of 

said base region at predetermined positions on frequency 

space, as second intermediate information; and 

(d) an extractor for extracting said message information 

hidden into said media information by performing inverse 

.frequency transform of · said second intermediate 

information. 

(22) A program storage medium for executing a process of hiding 

message information into m.edia information by a computer, 

the medium comprising the steps of: 

----:. 
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(a) obtaining a frequency spectrum which contains a 

plurality of frequency compoz:ents with respect to said 

message information; 

(b) extracting a base region from said frequency spectrum 

of the message information, the base region being defi~ed 

as a region which contains .feature frequency components 

that represent features of said message information in 

real space; 

(c) gene~ating a plurality of copies of said base region 

and gene;-ating a frequency spectrum obtained by 

dispersedly arranging the respective copies in fr~quency 

space, as intermediate information; and 

(d) hiding said message information into said media 

information by operating said frequency spectrum of the 

message information, based on said intermediate 

information. 

( 2 3) A program storage medium for executing a process of 

extracting message information from media information with 

said message information hidden multiply in frequency 

·space by a computer, the medium comprising t~e steps of; 

(a) obtaining, as first intermediate information, a 

frequency spectrum which has a plurality of base regions 

by operating said media information with said message 

information hidden therein, each of the base regions 
containing feature frequency components which represent 

features of said message information in real space; 

(b) specifying at least one of the base regions from said 

.frequency spectrum obtained as said first intermediate 

information; 

(c) generating a frequency spectrum obtained by arranging 

said feature frequency components of said base region at 
predetermined positions ·on frequency space, as second 

intermediate information; and 

(d) extracting said message information hidden into said 

media information by performing inverse frequency 

transform of said second intermediate information. 


