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Specification-

1. Title of the Invention:

Data hiding method and data extracting method

2 - Detailed Description of the Invention:

{00017
[Field of the invention]

The present invention relates to a data hiding method for hiding
message data into media data and a data extracting method for’
- extracting hidden data.

"[0002]
{Background art)

With the development of multimedia society, large quantities of
digital video and audio information have been circulated on
internet systems or as CD-ROM software. For digital video and
audio information, any individual can easily create a perfect
copy without degradation, so the illegal use and copyright
protection are becoming problematic. In order to prevent a third
party from illegally copying media data such as video and audio
data, the technique of hiding additional information, such as the
signature of an author, into original media data is becoming the
focus of attention. When digital video data or other similar
.data is illegally copied, it could be known whether or not the
copy is an illegal one by confirming the signature hidden in the
copy and specifying the source. A hiding technique such as this
is called data hiding.



[0003] T2 _

As fof the data hiding technique, a tecfmique such as mentioned
as follows is disclosed in "Nikkei Electronics 4-22 1996, " issued
on April 22, 1996. Figure 1 is a block diagram for explaining
a conventional data hiding and extracting method. In the process

‘of hiding an identification (ID) Jinformation, first, the

frequency transform of media information, such as original
dynamic images, still images, photographs, or audio, is performed '
by discrete cosine transform (DCT) or high-speed discrete Fourier
transform (DFT) to obtain its frequency spectrum. Spectrum
diffused and convoluted to this 'frequency spectrum of the media
information is ID information. The ID information is a random
specified to each purchaser of a work. The random-number
generating algorithm employs a normal distribution, and the
length is 1000. Then, the frequency spectrum of the media
information to which the ID information was added is restored by
inverse frequency transform to the original digital work having
the hidden ID information. The digital work has the hidden ID
information but is almost identical with the original work, so
the purchaser cannot perceive the difference visually.

{0004]

Conversely, in the process of extfacting the ID information,
first, the frequency transform of the digital work, thought of
as an illegal copy, is performed to obtain its frequency spectrum
and the frequency spectrum of the original work is also obtained.
Then, the difference between these spectra is taken and compared
with the ID information issued by the author. With this
comparison, the purchaser of the work can be specified, so it can
be judged whether or not the copy is illegal.



{0005]

One of the features of the aforementioned technique is that
frequency space is utilized for hiding data. That is, media
information is transformed from real space to frequency space,
and the frequency component in the frequency spectrum is operated
.based on ID information. Another feature is that a frequency
region to be utilized is local. That. is, the high-frequency
componen{: in the frequency spectrum of media information is not
utilized and spectrum diffusion is perforﬁ{éd only for a low-~
frequency region. The reason for this is that if ID information
is diffused up to a high-frequency region, ID information is
erased in compressing or decompressing the image. That is, this
conventional technique spectrum-diffuses ID information locélly
in the frequency space of media information and hides the ID
information in the entire real space of the media information.

[(0006]
[Problems to be solved by the invention]

The aforementioned conventional technique, however, has the
disadvantage that message information (ID informat.ion) can be
easily filtered out from wmedia information by employing a
frequency filter. For example, when media information with
message information hidden therein is processed by employing a
high-pass <filter which filters out only a low-frequency
component, the component of the high-frequency band remains
unfiltered, but the component of the low-frequency band in which
message information has been hidden is -completely filtered out.
.Therefore, it is no longer possible to extract ID information
from the media information that was output from a high-pass
filter, and it is possible to hide different additional ID

information.



{0007]

-

Accordingly, it is the objective of the present invention to

‘provide a data hiding method which has high resistance to removal

or change of media information embedded into message information.
Particularly, in the present invention it becomes possible to
continue to effectively maintain hidden message information even

‘when signal processing is performed by employing a frequency

filter. . ' o

[0008]
[Summary of the invention]

To solve the aforementioned problems, a first invention provides -
a data hiding method which embeds message information into media
information. The data hiding method comprises the steps of: '

(a) obtaining a £frequency spectrum which contains a
plurality of frequency components with respect to the message
information;

(b) extracting a base region from the frequency spectrum
of the message information, the base region being defined as a
region which contains feature frequency components that represent
features of the message information in real space;

(c) generating a plurality of copies of the base region and
generating a frequency spectrum obtained by dispersedly arranging
the respective copies in frequency space, as intermediate
information; and

(d) hiding the message information into the media
information by operating the frequency spectrum of the message

information, based on the intermediate information.
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Also, a second invention provides a data hiding method which
hides message information into media information. The data
hiding method comprises the steps of:

(a) obtaining a frequency spectrum which contains a
plurality of frequency components-with respect to the message
information; ' '

(b) extracting a base region from the frequency spectrum _
of the message information, the base region being defined as a
region.which contains feature frequency components that represent
features of the message information in real space; '

(c) generating a plurality of copies of the base region and
generating a frequency spectrum obtained by dispersedly arranging
the respective copies in frequency space, as intermediate
information; and . ’

(d) hiding the message information into the media
information by executing an arithmetic based ion both the
intermediate information and the media information.

(0010]

Here, it is preferable that the base region contain a plurality
of frequency components which represent external features of the
message information in real space. Particularly when the media
information is image information, it is preferable that the base
regions be constituted by a plurality of low-frequency components
which represent contour features of an image in real space.

[oo11]

Also, in the step (b), a plurality of base regions may be

extracted. 1In this case, for each of the base regions.



[0012]

The aforementioned copies each may have the same frequency
component as the feature frequency component of the base region.
Also, it is preferable that among the frequency components of the
-frequency spectrum as the intermediate information, frequency
components other than positions at which-the copies are arranged
are zero. - '

[0013]

Furthermore, it is preferable that the arithmetic in the step (4)
be a binomial arithmetic more specifically addition. Note that
-a step of performing inverse £frequency transform of a result
obtained in the step (d) is executed when the arithmetic in the
step (d) is executed in frequency space. '

i

[0014] S

A third invention provides a data extraction method which
extracts message information from media information with the
message information hidden multiply in frequency space. The data
extraction method comprises the steps of: '

(a) obtaining, as first intermediate information, a
frequency spectrum which has a plurality of base regions by
operating the media information with the message information
hidden therein, each of the base regions containing feature
frequency components which represent features of the message
information in real space; o

. (b) specifying at least one of the base regions from the
frequency spectrum obtained as the first intermediate
information;

(c) generating a frequency'spectrum obtained by arranging
the feature frequency components of the base region at



predetermined positions on zrequency space, as second

intermediate information; and -
(d) extracting the message information hidden into the

media information by performing inverse frequency transform of

the second intermediate information.
‘[0015]

A fourth invention provides a data .éxt:;action method which
extracts message information from hedia ififormation with the
message information hidden multiply in frequency space. The data
extraction method comprises the.steps of: *

(a) obtaining a frequency spectrum which has a plurality
of freguency components with respect to first intermediate
information obtained by an ‘arithmetic based on both the media
information with the message infcrmation hidden therein and the
media information with no message information hidden therein;

(b) specifying at least -one of the base regions from the
frequehcy spectrum of the first intermediate information each of
the base regions containing feature frequency components which
represent features of said message information in real space;

(c) generating a frequency spectrum obtained by arranging
the feature frequency components of the base- région at
predetermined positions on frequency space, as second
intermediate information; and

(d) extracting the'message information hidden into the
media information by performing inverse frequency transform of
the second intermediate information.

[0016]

Here, it is preferable that the arithmetic in the aforementioned
step (a) be a binomial arithmetic. More specifically, it is
preferable that the arithmetic in the step (a) be the difference

between the media information with the message information hidden
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therein and the media information with no message information
hidden therein

[0017)

Also, on the frequency spectrum of the first intermediate
" information, the base regions are. dispersed and multiply

arranged.
[0018]

In the aforementioned step (b),-the base region may be specified
by giving positional information which specifies a position of
the base region in frequency space.

[0019]

Also, in the aforementioned step (c), the base region may be
arranged by giving an arranging rule which specifies a position
of the base region in frequency space.

[0020]

Furthermore, it is preferable that among the frequency components
of the frequency spectrum as the second intermediate information,
frequency components other than positions at which the base’

regions are arranged are zero.

[0021] .

[Operation}

In such a structure, a plurality of copies of the base region are

dispersedly arranged 'in frequency .space. That is, the base

region is copied multiply in various frequency'bénds. Therefore,
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even in the case where the fregquency component in a certain
frequency band is filtered out by a frequency filter and where
the copy arranged on that portion is lost, the contents of the
base region can be specified from the copies existing in other
bands. The respective copies have the same frequency component
as the feature frequency component of the base xregion.
Therefore, if one copy can be specified/ all feature frequency
componerits éaﬁ be extracted. Since lth feature fféquency
component represents the feature of the mesgage information in
real space, the message information can be reconstructed by
extraction of the feature frequency component.

10022)
{Preferred embodiment]

[Data Hiding]

A data hiding method for hiding message information into media
information will hereinafter be described based on Figures 2 and
3. PFigure 2 is a flowchart of the data embedding procedure in
an embodiment of the present invention, and Figure 3 is a

schematic diagram for explaining data embedding.

Frequency Transform of Media Information M (step 21):

First, media information (M) and message information (m) are
prepared. The media information (M) is an object, in which data
is hidden, and such information is either still image data,
dynamic image data, voice data, or, etc. In the following

description, still images such as those shown in Figure 3 are
described as examples of a media image. Also, the nessage
information (m) is information which is hidden into media
information (M), and in the following description, a binary image
"IBM" consisting of relatively low frequency components, such as
the one shown in Figure 7(a), will be described as an example.

——rua
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[(0023]

The frequency transform of a still image as media information (M)
is performed. The frequency transform can employ various known
frequency transforms such as sine transform, Fourier transform,
‘discrete Fourier transform (ﬁFT),-and wavelet transform. By
employing frequency transforms suitéﬁle for the features of
message information, conversion efficiency and reliability can
be enhanced. By performing the frequency transform of media
information (M), f;equendy spectrum f£; is obtained. The
frequeﬁcy spectrum f, contains a great number of frequency
components (a) in the form of a matrix, as shown in Figure'3,,and
the horizontal direction and vertical direction represent a one-
dimensional- direction and a two-dimensional direction,
iespectively. Note that the one-dimensional direction represents
a higher frequency component as it goes right and the two-
dimensional direction represents a higher frequency component as
it goes down.

[0024]

Frequency Transform of Message Information (m) (step 22):

By performing the frequency transform of message information (m)
used as a binary image, there is obtained frequency spectrum £,
where a great number of frequency components (b) are arrayed in
the form of a matrix.

[0025)

Extraction of Base Reqgion B (step 23):

Base region B is extracted from the frequency spectrum f, of
message information (m). This base region B is constituted by
a plurality of feature frequencies which represent the external
feature of message information (m) in real spacé. In a general

image, ,a frequency component expressing the contour feature is
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often part of the entire frequency space. For example, a large

and simple figure pattern, which can be easily perceived” by
humans, can be expressed -only by relatively low-frequency

components.
[0026)

Figure 7 depicts the halftoned image of digital ‘'message
information displayed on a display device. The frequency
spectrum of a binary image of Figure 7(a), constituted by 384 x
256 pixels, is obtained and a specific low-frequency band is made
a base region. Here, as an example, each frequency component
expressed by bij (where 1 _ i _ 50 (one-dimensional direction)
and 1 _ j _ 50 (two-dimensional direction)) is specified as a
base region. Then, the frequency components that are not
contained in the base region are all made zero. Next, a new
frequency spectrum obtained by this operation is returned to real
space again, and consequently, an image such as that shown in
Figure 7(b) is obtained. Although the picture quality has been
degraded due to the dull edge of the image and fringe patterns,
the picture quality has been maintained to the extent that
requisite information can be extracted. From this result it
follows that the contour feature of a simple image can be roughly
expressed only by the low-frequency components within the
aforementioned base region. Therefore, each frequency component
within this base. region is referred to as a feature frequency

component.
[0027)

The base region can be determined automatically by referring to
the value of each freguency component of a frequency spectrum.
In general, it can be said that a frequency component with a
larger value is an important component to express the image.

Therefore, by presetting a threshold value which'gives a criteria



-'12 -
for judging the importance of a frequency component, <the
frequency components of a frequency spectrum greater than
threshold wvalue are all extracted. Then, a place at which
extracted frequency components are particularly concentrated (a
place forming a region greater than a predetermined standard) is
_specified as a base region.

[0028]

Figure 4 is a schematic view for explaining the state when base
regions are multiply arrayed in frequency space. In the
frequency spectrum £, shown in the figure, the fregquency
component in the upper right region indicated by oblique lines
is the feature frequency component. Hence, a block containing
a low-frequency component representative of a bfnary image
feature is cut out as the base region.

[0029]

It is noted that the feature frequency component does not always
have to be a low-frequency component. The reason is that, in an
image with -a complicated external feature such as é lattice
pattern, a higher-frequency component becomes of importance and
therefore the feature frequency component can be different
depending upon images. Therefore, the base region in the present
invention is defined as a region which contains a plurality of
feature frequency components representative of external features
of message information (m) in real space. Thus, the feature
frequency component is not limited only to a region containing

a low-frequency component.
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Generation of Intermediate Information (step 24}:

The basis reference region B obtained in step 23 is repeatedly
copied n times in frequency space to generate intermediate
information (frequency spectrum f;). That is, n copies of the
base region are generated "and the Lnespective copies are
dispersedlf arranged in frequency space. '

[0031]

In the frequency spectrum f; shown in Figure 4, n copies of'the
base region B extracted in step 23 are dispersedly arranged.
Each frequency component of the. arranged respective copies has
the same value as a feature frequencytcomponent corresponding to
the position of the base region. For example, each frequency
component of the uppermost row in a certain position at which the
copy in the frequency spectrum f; is arranged is caused -'to
correspond to the frequency component of the uppermost row in the
base region, so the frequency component becomes "bll, bl2, ...,
blm" from left. This operation is executed for all positions at
which the copies of the base region B are arranged. .Then, the
frequency components other than the positions at which copies are
arranged (the parts in the frequency spectrum f, of Figure 4
indicated by obligque lines) are made equal to zero.

[0032]

In step 23, positional information on where the position of the
aforementioned n copes are arranged in frequency space is stored
as a key K. This key K becomes necessary when message
information is extracted. Also, information on the size of a
base region is stored as the occasion may demand. The arranged
positions may always be fixed positions regardless of an object
to be embedded, but it is preferable to make the arranged
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positions different for each object from the viewpoint of a
countermeasure to change. In the case where the arranged
positions are changed according to circumstances, a position
series generation algorithm, such as that described for example
in Japanese Patent Application No. 8-159330, can be employed.
When the algorithm is employed, the positions are arranged so
that they are put aside to a speéific band within frequency band,
in view of resistance to frequency filters. .. -

[0033)]

Addition of Frequency Spectra {step 25):

The frequency spectrum f; of an intermediate information and the
frequency spectrum f, of media informatiod.(M) are added.

[0034]

i

Inverse Frequency Transform (step 26):

The inverse frequency transform of the frequency spectrum,
obtained by the addition in step 25, is performed to obtain media
information (M‘) in which message information was hidden.
Because this media information (M’) has been given a process
based on message information (m), it is different from the
original media information (M) in the strict sense of the word.
However, the difference is nearly unperceivable.

[0035)

The addition of frequency spectrum f; and media information can
be performed in real space. 1In this case, it is desirable to
multiply data to be embedded by a constant so that the inverse
frequency transform of the frequency spectrum f; is performed to
maximally suppress degradation of picture quality which is caused
due to addition, and it is desirable to shorten the value. Note

that in the case where addition is performed for each pixel in
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real space in this way, it is a matter of course that step 26

does not need to be executed.
{0036]

[Extraction of Data] .

For a method of extracting message information from media
information (M) with the message information multiply hidden in
frequency space by the aforementioned hiding method, a
description will next be described based on figures 5 and 6.
Figure 5 is a flowchart showing the procedure of extracting
message information, and Figure 6 is a schematic diagram for
explaining extraction of data. Basically, the following data are
needed in order to extract message information. .

[0037)]

(1) Media information (M’) in which message data was hidden
(2) Original media information (M)
(3) Key K as positional information

[0038)]

Generation of Differential Information (I) (First Intermediate

Information) (step 51):
By taking in real space the difference between the media
information (M’) in which message information (m) was hidden and

the original media information (M), differential information is
obtained as first intermediate information. '

(0039]

Frequency Transform of Differential Information (I) (step 52):

By performing the frequency transform of the differential
information (I), the frequency spectrum £, is obtained. Note
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that the difference in step 51 may be calculated not only in real
space but also in frequency space. 1In this case, the frequency
spectra of the media information (M‘) and the original media
information (M) are first obtained. Then, the difference between
these is taken in frequency space to obtain the frequency
épgctrum.f4. In the frequency spectrum.f, obtained in this way,
the base régions are dispersed and multibly.arranged;

[0040]

Extraction of Base Reqion B (step 53):

At least .one base région B is extracted from the frequency
spectrum f,. In order to specify the position of the base region
B in frequency space, the key K is employed, and at least one
region of the same size as the base region is taken out. On the
premise that the base region was taken out, there is the need to
inform an extractor of the size of the base region, for example,
by containing it in thé key information. If media information
(M’) is in an ideal state having no damages, the frequency
spectrum f, is identical with the aforementioned frequency
spectrum f,. Therefore, since n base regions have been arranged
in multiple, a maximum of n base regions can be taken out in the
ideal state. However, when the media information (M’) is damaged
by a frequency filter or an analog copy, some of the base regions
are lost. Therefore, there are cases where the n base regions
cannot be all taken out. However, it is noted that, even in this
case, if any one of the base regions can be extracted, the
message information can be effectively extracted.

[0041]

Generation of Second Intermediate Information (I*) {(step 54):

By arranging the base region B at a predetermined position on the
frequency space, frequency spectrum f; is generated as second

intermediate information (I'). BAn arrangement rule about where



-17 -
the position of the base region B is arranged in frequency space
has previously been given, and the base region B is arranged
according to this rule. In this embodiment, it is assumed that
the base region B is arranged at the upper left portion which is
the low-frequency region of the frequency spectrum fs (see Figure
6). The value of each frequency component in the frequency
spectrum f; is the value of the featuré frequency component of
the basic'frequency region B for the portions where the base
regions B were arranged; and the frequency coﬁponents other than
that are made zero. ' '

[0042]

inverse Frequency Transform (step 55):

The inverse frequency transform of the frequency spectrum £5 is
performed. With this, the message information (m) hidden into
the media information (M’) is extracted.

{0043]

Thus, in the aforementioned method, since the base regions
representing the feature of the message information are
dispersedly arranged in multiple in the frequency space of the
media information, the embedded message information has high
resistance to processing based on a frequency filter and to
analog copying. The frequency filter is operated locally with
respect to the frequency space, so there is a low possibility
that all of the aforementioned copies are destroyed. Therefore,
if any. .of the copies is present without being damaged, the base
fegion can be specified and therefore the message information can

be interpreted.
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[0044]

An embedded message information can r;ot be taken out if the
original media information (M) and the key K are not present.
Therefore, the original media information and the key information
fulfill the role of a key for cryptographing, so the forgery or
. change of data is \zer‘y difficult.

[0045]

Furthermore, the amount of data required for taking out embedded °
data is reducéd and of practical use. The data required: for
taking out are original media information (M) and a key K for
specifying the cbpied position of the base region. '

[0046]

While the aforementioned embodiment has been desc;:ibed with
reference to the case of a single base region, the present
invention is'applicable to even the case of a plurality of base
regions. Figure 8 is a conceptual diagram for explaining
embedding of data in the case where a plurality of base regions
have been set. By extracting 7 base regions (B, through B;) from
the frequency spectrum £, of message information and making
multiple copies of all base regions, frequency spectrum f; is
generated as intermediate information. Note that Figure 8
depicts the case of a multiple degree 2.

[0047]

'Also, although the aforementioned embodiment has been described
with reference to the case where addition and subtraction are
used for the embedding and extraction of data, the present
invention is not limited to addition and subtraction. That is,

the present invention can employ any algorithm so long as
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original data can be reconstructed from the result of an
algorithm performed based on certain data when data is hidden.
Therefore, various algorithms, including a reversible binomial
algorithm, are considered.

[0048)
The algorithm used here is a conception iHCiuding replacement of

frequency components. - Figure 9.is'a'concéptual diagram for
explaining the embedding of data in another embodiment. The

‘frequency transform of media information (M) is performed to

obtain frequency spectrum fl-and, at the same time, base region
B is copied multiply in frequency space to obtain frequency
spectrum f; as intermediate information. The procedure up to
here is the same as the description of Figure 3. ©Next, as an
algorithm, among the frequency components (a) of the frequency
spectrum f, corresponding to the positions of the base regions,
only the frequency components corresponding to the positions of
the base regions B are replaéed. That is, the respective
frequency components (a) corresponding to the positions of the
regions (i.e., copies of base regions)'indicated by oblique lines
in the frequency spectrum f, of Figure 9 are replacéd with

corresponding feature frequency components (b).
(0049]

In the aforementioned way, all frequency components (a) in the
regions corresponding to the arranged positions of copies in
frequency spectrum £, are replaced with the feature frequency
components (b) of the base regions B. The information on the
positions at which copies are arranged is stored as a key K. By
performing the inverse frequency transform of the frequency
spectrum given such an arithmetic of replacement, media

information (M‘) embedded with.meésage information is obtainable.
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[0050] -

On the other hand, in the case where message information is
extracted, the positions at which copies are arranged in the
frequency space of the media information (M’) are specified based
on the stored key K. Theréafter; by executing a similar
procedure as the aforementioned metﬁod}nﬁhe message information
can be extracted.

[0051]

In the embodiment of Figure 9, the feature frequency components
of the basic regions B are.directly the frequency components of
the media information, so there is no need to employ the original
media information (ﬁj when message information is extracted.
That is, message information can be extracted only by media
information (M') and key K. Therefore, there is the advantaée
that the amount of data to be stored can even be further reduced.

[0052]

In the embodiment of Figure 9, in order to suppress‘deéradation
of picture quality of media information it is desirable to make
copies at the positions of the frequency spectrum f, which are
unlikely to have too-great of an influence on picture quality.
Although the processing of an image depends upon the feature of
message information, it is undesirablé, in a simple image such
as that shown in Figure 7, to operate a low-frequency band form
the viewpoint of prevention of picture quality degradation.
Nevertheless, even if a frequency band which is too high were
operated, the copy of the base region would be easily lost if a
third party processes data. Therefore, in such an image it 1is

desirable to arrange copies at an intermediate frequency band.
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[System]

A description will be made of a system which realizes the
aforementioned data hiding method. Figure 10 is a block diagram
of a system which embeds. message information into media
"information. On a storage device 11, media information (M) and
message information (m) are stored. frequency transform means
12 obtains the frequency spectra of media .information (M) and
message information (m). The obtained fféquency spectra are
stored on a predetermined address region of main memory 13.
Base-region extraction means 14 extracts base region B from the
frequency spectrum of the message information (m) stored on the
main memory 13, and the base region B contains feature frequency
components which represent the feature of the message information.
in real space. Intermediate-information generation means 15
generates a plurality of copies of the base region B obtained by
the base-region extraction means 14 and also generates a
frequency spectrum as an intermediate information by dispersing
and arranging the respective copies of the base region B in
freguency region. The intermediate-information generation means
15 further outputs a key K which is information on the arranged
positions of the copies of the base region B. Alforithm means
16 hides message information {(m) into media information (M) by
operating the frequency spectrum of the media information stored
on the main memory 13, based on the frequency spectrum as an
intermediate information. The inverse frequency transform of the
operated frequency spectrum is performed by inverse frequency
transform means 17, and media information M’ embedded with

.message information is output.
[0054]

A description will next be made of a system which realizes the

aforementioned data extracting method. Figure 11 is a block
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diagram of a system which extracts message information from the
media information with the message information hidden multiply
in frequency space. On a storage device 21, media information
(M’) is stored. First generation means obtains a frequency
spectrum as first intermediate information by operating the media
information (M‘). The first intermediate information has a
plurality of base regions B includiﬁg“ a feature frequency
componént representative of the feature of message information
in real space and is stored on a predefermined’address region of
main memory 13. Specification means 24 specifies at least one
base region B from frequency spectrum of"the first intermediate
information stored on the main ﬁemory 23, based on an archived
key K. Second generation means 25 generates a frequency spectrum
as second intermediate information by arranging the feature
frequency component of the base region B at a predetermined
position on frequency space. Then, extraction means 26 extracts
andsoutputs the message information (m) hidden in the media
information (M’) by performing the inverse fregquency transform
of the frequency spectrum of the second intermediate information.

[0055]

[Program storage medium]

The program which realizes the aforementioned data embedding
method is generally stored on a storage medium. Here, the
storage medium is, for example, a floppy disk, a hard disk, CD-
ROM, MO, DVD, a semiconductor memory, and so on. Thié program
has the following steps of:

(a) obtaining a frequency spectrum which contains a
piurality of frequency components with respect to said message
information; )

(b) extracting a base region from said frequency spectrum
of the message information, the base region being defined as a
region which contains feature frequency components that represent

features of said message information in real space;
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(¢) generating a plurality of copies of said base region
and generating a frequency- spectrum obtained by dispersedly
arranging the respective copies 1in frequency spéce, as
-intermediate information; and

(d) hiding said message information into .said media
information by operating said frequency spectrum of the message
information, based on said intermediate “information.

[0056]

In addition, the program which realizes the aforementioned. data
extraction method has the following steps of:

{(a) obtaining, as first intermediate information, a
frequency spectrum which has a plurality of base regions by
operating said media information with said message information
hidden therein, each of the base regions containing feature
_frequency components which frepresent features of. said message
information in real space; i

(b) specifying at least one of the base regions from said
frequency spectrum obtained as said first intermediate
information;

{(c) generating a frequency spectrum obtained by arranging
said feature frequency components of said base region at
predetermined positions on freguency space, as second
intermediate information; and

(d) extracting said message information hidden into said
media information by performing inverse frequency transform of

said second intermediate information.
[0057])
(Advantage of the invention]

The data hiding technique employing the present invention in the

aforementioned way has high resistance to processing based on a
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frequency filter and to analog copying, and consequently, the
data hiding technique can effectively maintain and extract hidden

message information even when such processing is performed.

3. Brief Description of the Drawings:
Figure 1 is a block diagram for-expiain_ing data hiding and
extraction in background art;

Figure 2 is a flowchart of a procedure of embedding data;
Figure 3 is a schematic diagram for explaining data embedding;

Figure 4 is a schematic view for explaining the state when base

regions are arrayed in multiple in frecguency space;

Figure 5 is a flowchart showing a procedure of extracting message

information;
Figure 6 is a schematic diagram for explaining data extraction;

Figure 7 is a diagram showing the halftoned image of digital

message information displayed on a display device;

Figure 8 is a conceptual diagram for explaining the embedding of

data in the case where a plurality of base regions have been set;

Figure 9 is a conceptual diagram for explaining the embedding of

" another data;

Figure 10 is a block diagram of a system which embeds message

information into media information; and
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Figure 11 is a block diagram of a system which extracts message

-information from the media information with the message

information hidden multiply in frequency space.



4.

(1)

(2)

Claims:

‘A data hiding method for embedding message information. into
media information, comprising the steps of: )

(a) obtaining a frequency spectrum which contains a
plurallty of frequency components with respect to said
message lnformatlon,

(b) extracting a base region from said frequency spectrum
of the message information, the base region being defined
as a region which contains feature frequency components
that represent features of said message information in real’
space; _ .

(c) generating a biurality of copies of .said base region
and generating a freguency spectrum obtained by dispersedly
arranging the respective copies in frequency space, as
intermediate information; and o

(d) hiding said message information into said media
information by operating said frequency spectrum of  the
message information, based on said intermediate

information.

A data hiding method for hiding message information into

media information, comprising the steps of:

(a) obtaining a -frequency spectrum which .<contains a
plurality of <frequency bomponents with'respect to said

message information;



(3)

(4)

(3)

(6)

(7)
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(b) extracting a base region from said frequency spectrum
of the message information, the base region being defined
as a .region which contains feature frequency components
that represent features of said message information in real
space; _

(c) generating a plurality of copies of said base region
and generating a freguency spectrum obtained by dispersedly

. arranging the respective copies in frequency space, as

intermediate information; and

(d) hiding said message information into said media
information by executing an arithmetic based on both said
intermediate information and said media information.

The data hiding method as set forth in Claim 1 or 2,
wherein said base region contains a plurality of frequency
components which represent external features of said:

message information in real space.

The data hiding method as set forth in Claim 3, wherein
said media information is image information and wherein
said base region is constituted by a plurality of low-
frequency components which represent contour features of an

image in real space.

The data hiding method as set forth in Claim 1 or 2,
wherein, in said step (b), a plurality of base regions are

extracted.

The data hiding method as set forth in Claim ‘1 or 2,

wherein said copies each have the same frequency component

‘as said feature frequency component of the base region.

The data hiding method as set forth in Claim 6, wherein
among the frequency components of said frequency spectrum

as said intermediate information, frequency components

—————
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(10)

(11)

i

(12)
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other than positions at which said copies are arranged are

zZero.

The data hiding method as set forth in Claim 5, wherein
said step (c) is executed for each of the base regions
extracted by said step (b).-

The data hiding method as set forth in Claim 1 or 2,
wherein the arithmetic in said step (d) is a binomial
arithmetic.

The data hiding method as. set forth in Claim 9, wherein
the arithmetic in said step (d) is addition.

The data hiding methéd as set forth in Claim 1 or 2,
further comprising a step of performing inverse frequency
transform of a result obtained in said step (d) when the
arithmetic in said step (d) is executed in frequency
space.

. A data extraction method for extracting message

information from media information with said message
information hidden multiply in,frequency space, comprising
the steps of:

(a) obtaining, as first intermediate information, a
frequency spectrum which has a plurality of base regions
by operating said media information with said message
information hidden therein, each of the base regions
containing feature frequency components which represent
features of said message information in real space;

(b) specifying at least one of the base regions from said
frequency spectrum obtained as said first intermediate
information;

(c) generating a frequency spectrum obtained by arranging

said feature frequency components of said base region at

\\\l\ll\ \\\l\\ l\l\\ \\l\l ! \Il\



(13)

(14)

(15)
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predetermined positions on frequency space, as second
intermediate information; and

(d) extracting said message information hidden into said
media information by performing inverse frequency

transform of said second intermediate information.

A data extraction -method * for extracting message
information from media information with said message
information hidden multiply in frequéncy space, comprising
the steps of:

(a) obtaining a frequency spectrum which has a plurality '
of frequency components with respect to first intermediate
information obtained by an arithmetic based on both said
media information with said message information hidden
therein and said media information with no message
information hidden therein;

(b) specifying at least one of the base regions from said
frequency spectrum of the first intermediate information
each of the base regions containing feature frequency
components which represent features of said message
information in real space;

(c) generating a frequency spectrum obtained by arranging
said feature frequency components of said base region at
predetermined positions on frequency space, as second
intermediate information; and

(d) extfaCting said message information hidden into said
media information by performing inverse frequency

transform of said second intermediate information.

The data extraction method as set forth in Claim 12 or 13,
wherein the arithmetic in said step (a) is a binomial

arithmetic.

The data extraction method as set forth in Claim 14,
wherein the arithmetic in said step (a) is the difference
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(16)

(17)

(18)

(19)

(20)
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between said media information with said message
information hidden therein and said media information with

no message information hidden therein

The data extraction method as set forth in Claim 12 or 13,
wherein on said frequency spectrum of the first
intermediate information, said base regions are dispersed
and multiply arranged. '

The data extraction method as set forth in Claim 12 or 13,
wherein, in said step (b), said basé fegion can be
specified by giving positional information which specifies

a position of said base region in frequency space.

The data extraction method as set forth in Claim 12 or 13,
wherein, in :said step (c), said base region can be
arranged by giving an arranging rule which sbecifies a
position of sSaid base region in frequency space.

The data extraction method as set forth in Claim 12 or 13,
wherein among the frequency components of said frequency
spectrum as said second intermediate- information,
frequency components other than positions at which said
base regions are arranged are zero.

A system for embedding message information into media
information, comprising the steps of:

(2) means for obtaining a frequency spectrum which
contains a plurality of frequency components with respect
to said message.information;

(b) an extractor for extracting a base region from said
frequency spectrum of the message information, the base
region being defined as a region which contains feature
frequency components that represent features of said

message information in real space;

LT
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(22)
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(c) a generator for generating a plurality of copies of
said base region and generating a frequency spectrum
obtained by dispersedly arranging the respective copies in
frequency space,.as intermediate information; and

(d) means for hiding said message information into said
media information by operating said frequency spectrum of
the message information,  based  on said intermediate

information.

A system for extracting message information from media
information with said message information hidden multlply
in frequency space, comprising the steps of:

(a) means for obtaining, as first intermediate
information, a frequency spectrum which has a plurality of
base regions by operating said media information with said
message information hidden therein, each of the base
regions containing feature freqhency components which
répresent features of said message information in real
space; _

(b) a specifier for specifying at least one of the base
regions from said frequency spectrum obtained as said
first intermediate information; )

(c) a generator for generating a frequency spectrum
obtained by arranging said feature frequency components of
said base region at predetermined positions on frequency
space; as second intermediate information; and

(d) an extractor for extracting said message information
hidden into said media information by performing inverse
frequency transform of ° said second intermediate

information.
A program storage medium for executing a process of hiding

message information into media information by a computer,

the medium comprising the steps of:

—
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(a) obtaining a frequency spectrum which contains a
plurality of frequency components with respect to said
message information; ’ '

(b) extracting a base region from said frequency spectrum
of the message infonnation, the base region being defined
as a region which contains feature frequency components
that represent features of 'said message information in
real space; o

(c) generating a plurality of copies of said base region
and generating a frequency spectrum obtained by
dispersedly afrranging the respective copies in frequency
space, as intermediate information; and _

(d) hiding said message information into said media
information by operating said frequency spectrum of the
message information, based on said intermediate
information.

A program storage medium for executing a process of
extracting message information from media information with
said message information hidden multiply in £frequency

-space by a computer, the medium comprising the steps of:

(a) obtaining, as first intermediate information, a
frequency spectrum which has a plurality of base regions
by operating said media information with said message
information hidden therein, each of the base regions
containing feature frequency components which represent
features of said message information in real space;

(b) specifying at least one of the base regions from said
frequency spectrum obtained as said first intermediate
information;

(c) generating a frequency spectrum obtained by arranging
said feature fregquency components of said base region at
predetermined positions on frequenéy space, as second
intermediate information; and ’

(d) extracting said message information hidden into said

media information by performing inverse frequency
transform of said second intermediate information.
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