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CUSTODIAN MANAGEMENT SYSTEM

CLAIM OF PRIORITY UNDER 35 U.S.C. §119
[0001] The present Application for Patent claims priority to Provisional Application No.
61/164,276 entitled “Electronic Discovery System” filed March 27, 2009, and assigned to the

assignee hereof and hereby expressly incorporated by reference herein.

FIELD
{0002] In general, embodiments of the invention relate to methods, systems and
computer program products for the management of custodians within an electronic discovery

system.

BACKGROUND
[0003] Electronic discovery, commonly referred to as e-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation, a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment.
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, while paper documents must be
scrutinized manually. Furthermore, it is difficult or impossible to completely destroy digital
data, particularly if the data is stored in a network environment. This is because the data appears
on multiple hard drives, and because digital files, even if deleted, generally can be undeleted. In
fact, the only reliable means of destroying digital data is to physically destroy any and all hard

drives where it is stored.



[ 0003] El ectroni c di scovery, commonly referred to as e-discovery, refers to
any process in which electronic data is sought, |ocated, secured and
searched with the intent of using it as evidence in a | egal proceeding, an
audit, a securities investigation, a forensics investigation or the like.
E-di scovery can be carried out offline on a particular conputer or it can
be acconplished in a network environnment. [0004] The nature of digital data
makes it extrenmely well-suited for investigation. In particular, digital
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rise to multiple issues, many of which have yet to be resolved. For example, identifying data
required to satisfy a given discovery request, locating the appropriate set of data that has been
identified, and retrieving the data once it has been identified and located all pose problems in and
of themselves. This is especially evident if the data that is being identified, located and retrieved
comes from an evolving or disparate enterprise, such as a corporation that has experienced
mergers, acquisitions, downsizing and the like. Mergers and acquisitions mean that the
technology infrastructure across the enterprise may vary, at least in the interim. However, e-
discovery must be able locate and retrieve data from these disparate technology infrastructure in
a timely fashion, sometimes within days of when the merger/acquisition occurs.

[0007] In addition to identifying, locating and retrieving digital data, the most critical
part of any electronic discovery is the preservation of data, which involves maintaining an
original source copy and storing it for preservation purposes or furthering processing. This too
becomes a daunting task for the enterprise system that encompasses a myriad of different
technology infrastructures and the like. Therefore, a need exists to improve the identification,

location, retrieval and preservation processes, especially in instances in which the enterprise

system includes disparate technology infrastructures and the like.



rise to nultiple issues, many of which have yet to be resol ved. For
exanple, identifying data required to satisfy a given discovery request,
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and 1 egligkd'Be $084Rd in a tangible format for further analysis or legal evidentiary purposes. The
produced documents must be properly identified and include necessary redactions and
confidentiality markings.
[0011] Until now, e-discovery management has been conducted on a case-by-case basis,
meaning all tasking and workflow related to the e-discovery is based at the case level. Such
management does not allow for finer granularity in the management of a case or for links to exist
between different cases for the purpose of leveraging the e-discovery related to one case to
another new or pre-existing case. Therefore, a need exists to improve the manner in which cases

are managed and, in particular, how tasking and workflow are managed depending on case

requirements and the like.



[ 0010] Lastly, once the digital data has been reviewed, data identified as
rel evant nay need to be produced in a tangible format for further analysis
or legal evidentiary purposes. The produced docunents nust be properly
identified and include necessary redactions and confidentiality markings.
[0011]Until now, e-discovery managenent has been conducted on a
case-by-case basis, neaning all tasking and workflow related to the
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di scovery. request identif cust qodi an
locg/.tmn e networ i assoc%;ter&qylth the custodian, and (2) accessing the custodian profile to

automatically collect data from the storage location via the network in response to an electronic
discovery request identifying the custodian.

[0013] According to some embodiments, the custodian directory comprises a plurality of
custodian profiles associated with a plurality of custodians, respectively. In some embodiments,
the custodian directory comprises at least two tables within the network. In some embodiments,
the tables are linked based on an identifier associated with the custodian. In some embodiments,
the tables reside in different locations within the network.

[0014] In some embodiments, the custodian profile comprises human resources data
associated with the custodian. In some embodiments, the custodian directory interfaces with a
human resources database residing on the network. In some embodiments, the custodian
directory comprises a human resources table residing on the network.

[0015] In some embodiments, the information relating to a storage location comprises an
IP address. According to some embodiments, the electronic discovery request does not identify

the storage location. In some embodiments, the custodian directory is configured to be updated



[ 0013] According to sonme enbodi ments, the custodian directory conprises a
plurality of custodian profiles associated with a plurality of custodi ans,
respectively. In some enbodi nents, the custodian directory conprises at
| east two tables within the network. In sone enbodi nents, the tables are
| i nked based on an identifier associated with the custodian. In sone
enbodi nents, the tables reside in different |ocations within the network.
[0014] I n sone enbodi nents, the custodian profile conprises human resources
data assqciated with the custodian. I n sope enbodi ments, the custodi an
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custodian profile.

[0016] In some embodiments, the method also includes linking the custodian profile to

an electronic discovery case record. In some embodiments, the method also includes accessing

the custodian profile in order to send a preservation notice to the custodian.

[0017] According to some embodiments of the present invention, a method for

maintaining a custodian directory for use in conducting electronic discovery within a network is

provided, wherein the method includes the following: (1) identifying a plurality of tables within

the network comprising information relating to custodians, (2) linking the tables based on

identifiers associated with the custodians, and (3) creating at least one custodian profile, wherein

the custodian profile is associated with a custodian and comprises the information in the tables

associated with the identifier associated with the custodian.

[0018] In some embodiments, the method also includes copying the tables into a

database. In some embodiments, the custodian profile comprises information relating to storage

locations in the network associated with the custodian. In some embodiments, the tables

comprise a human resources table. In some embodiments, the custodian profile comprises

human resources data relating to the custodian. In some embodiments, the tables comprise

network directory information. In some embodiments, the custodian profile comprises the

information for at least one related custodian.



continuously or periodically. In sone enbodi nents, the custodian profile
further conprises historical information relating to the custodian. In sone
enbodi ments, the custodian directory is searchable via a user interface. In
sonme enbodi nents, the electronic discovery request identifying the
custodi an conprises an input through a user interface of information stored
in the custodian profile. [0016]1In sone enbodi nents, the nmethod al so

i ncludes linking the custodian profile to an el ectronic discovery case
record, In sone nb i ments met hod al sp jncludes accessin
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enbodi ments, the nethod al so includes: recogni zi ng changes
custodian directory.

[0021] In some embodiments, the custodian directory comprises a plurality of tables
comprising data relating to the custodians. In some embodiments, the tables are linked based on
identifiers associated with the custodians. In some embodiments, the custodian profile of each
custodian in the custodian directory comprises the data in the tables associated with the identifier
of the custodian. In some embodiments, the electronic discovery management server is
configured to, in response to a user entering via the input device information about a custodian,
search the custodian directory and return the custodian profiles in the custodian directory that
include that information. In some embodiments, the custodian profiles comprise information
relating to storage locations in the network associated with the custodians,

[0022] In some embodiments, the electronic discovery management server is configured
to initialize tools on a periodic basis to obtain the information relating to storage locations. In
some embodiments, the electronic discovery management server is configured to send

preservation notices to custodians using the email addresses stored in the custodian directory. In



in the information in the tables over tine, and recording the changes to
create a historic record of the information relating to custodi ans.

[ 0020] According to sonme enbodi ments of the present invention a custodian
managenent system for use in conducting el ectronic discovery within a
network i s provided, wherein the systemincludes: a custodian directory
conprising a plurality of custodian profiles relating to custodians, and an
el ectroni c di scovery nanagenent server in comunication with the custodian
directory via the network,  copprising an input device and configured to
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provided, wherein the computer readable program instructions comprise: first instructions

configured for linking multiple tables within the network comprising information relating to
custodians based on identifiers associated with the custodians, and second instructions
configured for creating at least one custodian profile, wherein the custodian profile is associated
with a custodian and comprises the information in the tables associated with the identifier
associated with the custodian.

BRIEF DESCRIPTION OF THE DRAWINGS
[0024] Having thus described embodiments of the invention in general terms, reference
may now be made to the accompanying drawings:
[0025] Figure 1 illustrates a network environment in which the processes described
herein are implemented, according to one embodiment of the invention;
[0026] Figure 2 is a block diagram of an electronic discovery manager server, in

accordance with embodiment of the present invention;



sonme enbodi nents, the custodian directory interfaces with a human resources
dat abase. I n sone enbodi nents, the custodian directory conprises a human
resources database. In some enbodi nents, the el ectronic discovery
managenent server is configured to record within the custodian profiles the
changes that occur to the information in the custodian profiles over tine
such that the custodian profiles conprise historic information relating to
t he custodi ans. [0023] According to sone enbodi mnents of the present
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f0031] Figure 7 is block diagram illustrating electronic discovery management structure,
in accordance with an embodiment of the invention;
[0032] Figure 8 is a flow diagram of a method for initiating a case or matter including
creating search terms, creating and sending preservation notices, sending reminder notices and
creating and sending surveys to custodians, in accordance with embodiments of the present
invention;
[0033] Figure 9 is a flow diagram of a method for custodian management in an electronic
discovery system, in accordance with an embodiment of the present invention;
[0034] Figures 10 and 11 are flow diagrams of methods for harvesting different data
types in an electronic discovery system; in accordance with an embodiment of the present

invention;

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0035] Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,

embodiments of the invention are shown. Indeed, the invention may be embodied in many



[0026] Figure 2 is a block diagramof an el ectronic discovery manager
server, in accordance with enbodi nent of the present invention;

[0027] Figure 3 is a block diagram of a database sewer, in accordance with
an enbodi ment of the present invention; [0028]Figure 4 is a block diagram
of a collection sewer, in accordance with an enbodi nent of the present

I nvention; [0029]Figure 5 is a block diagram of a custodi an nanagenent
system in accordance

different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.

[0036] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the foregoing.
Accordingly, the present invention may take the form of an entirely software embodiment
(including firmware, resident software, micro-code, efc.) or an embodiment combining software
and hardware aspects that may generally be referred to herein as a “system.” Furthermore,
embodiments of the present invention may take the form of a computer program product on a
computer-readable medium having computer-usable program code embodied in the medium.
[0037] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.
More specific examples of the computer readable medium include, but are not limited to, the
following: an electrical connection having one or more wires; a tangible storage medium such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact
disc read-only memory (CD-ROM), or other optical or magnetic storage device; or transmission
media such as those supporting the Internet or an intranet. Note that the computer-readable
medium could even be paper or another suitable medium upon which the program is printed, as
the program can be electronically captured, via, for instance, optical scanning of the paper or
other medium, then compiled, interpreted, or otherwise processed in a suitable manner, if

necessary, and then stored in a computer memory.



wi th an enbodi nent of the invention; [0030]Figure 6 is a flow diagram of a
nmet hod for maintaining a custodi an database, in accordance with an

enbodi ment of the invention; [0031]Figure 7 is block diagramillustrating
el ectroni c di scovery managenent structure, in accordance with an enbodi nent
of the invention; [0032]Figure 8 is a flow diagram of a nmethod for
initiating a case or matter including creating search terns, creating and
sendi ng preservation notices, sending rem nder notices and creating and
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cust odi an managenent in an electronic, . . )
present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program code
for carrying out operations of embodiments of the present invention may also be written in
conventional procedural programming languages, such as the “C” programming language or
similar programming languages.
[0039] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.
[0040] These computer program instructions may also be stored in a computer-readable
memory that can direct a computer or other programmable data processing apparatus to function
in a particular manner, such that the instructions stored in the computer readable memory
produce an article of manufacture including instruction means which implement the function/act
specified in the flowchart and/or block diagram block(s).

[0041] The computer program instructions may also be loaded onto a computer or other

programmable data processing apparatus to cause a series of operational steps to be performed

10



di scovery system in accordance with an enbodi nent of the present

I nvention; [0034] Figures 10 and 11 are flow di agrans of nethods for

harvesting different data types in an el ectronic discovery systen in

accordance with an enbodi nent of the present invention; DETAI LED

DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTI ON [ 0035] Enbodi ments of the

present invention now nmay be described nore fully hereinafter with

reference to the acconpanyi ng drawi ngs, in which sone, but not all,

enbodi ma{s of the igvention e shown. |ndeed, the inver}tion rraly be
tited to

embodi 8 HeFOMBHIPT O tReT Y RETMPBPIGEPRATRS IRRIPYFCR SeoBBUEH HaR FigRied R
t he enbodi nents set forth herein; rather, these enbodi nents are provided so
t hat t #Hcl that dhe ipsiicionsayhichexcspty ondha saamites of agsr Pregiguipablesapparatusi ke
nunbers refer to |Iike elenents throughout.
provide steps for implementing the functions/acts specified in the flowchart and/or block
diagram block(s). Alternatively, computer program implemented steps or acts may be combined
with operator or human implemented steps or acts in order to carry out an embodiment of the
invention.
[0042] Embodiments of the present invention provide a unique custodian directory and
management system that enables an electronic discovery system to manage custodians separately
from the cases and data to which they relate. One of the key aspects of the present invention is
that it causes the processes implemented by and through the electronic discovery system to be
significantly more efficient and scalable than those of the prior art. The custodian management
system of the present invention will be discussed in detail below with reference made to Figures
5 and 6. First, the environment of the custodian management system, i.c. the enterprise
electronic discovery system, and the three major elements of the organizational structure of the
electronic discovery system (cases, custodians, and data) should be explained.
[0043] There are countless circumstances that may arise within an enterprise or business
that require the collection of electronic data from the employees and officers of the enterprise or
business. Such circumstances may arise out of ongoing litigation, investigations, regulatory
compliance issues, etc. Each time electronic data is required or is potentially required to be
collected, the subject matter of the reason for the collection is a “matter,” and, eventually, a
“case” within the electronic discovery system of the present invention. Within cach case, the

electronic data that is required will generally have been created by or associated with a particular

employee or officer, i.e. a “custodian.” Each member of the enterprise or business could be a
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[ 0036] As may be appreciated by one of skill in the art, the present

i nvention may be enbodi ed as a nethod, system conputer program product, or
a conbi nation of the foregoing. Accordingly, the present invention nay take
the formof an entirely software enbodi nent (including firmvare, resident
software, mcro-code, etc.) or an enbodi nent conbi ni ng software and

har dwar e aspects that may generally be referred to herein as a "system"™
Furt hernore, enbodi ments of the present invention nmay take the formof a

conput er program product qn C ut er - r eadabl e i um havin

conput Bstqiéam Fanallyoige ahﬁt%%g%%@g&s agrveste %C%lﬁ&ng% gﬁ’m[‘ﬁﬁg‘ﬁ %&%9%% ui t abl e
conput er -readabl e nedium may be utilized. The conputer- readabl e nedi um may
be, f oloceticaspredsiebe ailable ta bexgadily acapssed by thogmvio needdhler the cagptThual |

el ectromagnetic, infrared, or sem conductor system apparatus, device, or
pr opagtieiecane metéranased/Oriscls patbd ietereddopigethenss ‘ichess’tirponwsnienesadabl e nmedi um
i nclude, but are not limted to, the follow ng: an electrical connection
havi ngcustodians, aadrdatawvhieisall geeti ambe hileptifdd) esigidishel] mdmantghd asth ther t abl e
conput er di skette, a hard disk, a random access nenory (RAM, a read-only

MENDr yeleddMic disddveryagabhen Braegiocdstiipnite heRRf-coltitionpraresseé. EPROM or Fl ash
menory), a conpact disc read-only nenory (CD-ROM, or other optical or

magnet jgp4sf Or agegHawlooctBhic WIRBRN Qﬁbﬁﬁ%@?&e‘%&l%e&%sﬁ&%ﬁ@d SHPROGERNG the
Internet or an intranet. Note that” tthe conputer-réadabl e nedi um coul d even

be PePhocets aﬁ‘&‘ﬁtegegéfq%w Jeﬁ’ﬂhgto ?chfé@ﬁdf{ﬁ?@to 'a%na«iag%e;ara%%ﬁm#té oRfInted, as

t he program ca el'ectronrcal I'y captured, VI a, I'nstafice, optica
scanni ng of. the paper qgr other, nedium then conpiled,. iinterprete r
ot or whas HTbaabalny Yeadtn Ve FEe b RS RE LA SR IRl BiRen f B 1
a conmputer nmenpry. ., [0038] Conput.er program code for carrying Qui. operations
TR AL R et e aﬁ% B ol oo ﬁu%dn@md@e'ﬁ are
oriented, scripted or unscripted programing |anguage such as Java, Pert
Smal | t gsignediea coffectioneor thaqartiqulansgsss mattereliightiont lévesggwmawcfaa‘émﬂb the
carrying out operations of enbodinments of the present invention may al so be
wr i t t eeoliepti@omssaquitdaindallovatgembntacgtiesart pgrforaed baiessking thoonghshe he " C'
programm ng | anguage or simlar progranm ng | anguages. [0039] Enbodi nents of
t he preageaiizationyldii¢éaehy af thaveser Hbeevdogheunificd bustefier directory end management

system of the present invention enables an electronic discovery system to capitalize on the

separate storage of case records, custodian records, and collected data within an electronic

discovery system. This novel innovation, combined with strategic linkages between the

custodian management directory and those systems housing case records and collected data,

allows management of the e-discovery system to be implemented in a unique and extremely

efficient manner that is a significant improvement over existing systems.

[0045] Figure 1 illustrates an exemplary electronic discovery system 100 in which

embodiments of the custodian management system of the present invention may be

implemented. In some embodiments, the environment of the electronic discovery system 100 is

the information technology platform of an enterprise, for example a national or multi-national

corporation, and includes a multitude of servers, machines, and network storage devices in

12



flowchart illustrations and/or bl ock diagrans of nethods, apparatus
(systens), and conputer program products. It may be understood that each

bl ock of the flowhart illustrations and/or bl ock diagranms, and/or

conbi nati ons of blocks in the flowhart illustrations and/or bl ock

di agranms, can be inplenented by conputer programinstructions. These
conputer programinstructions may be provided to a processor of a general
pur pose conputer, special purpose conputer, or other programabl e data
processi ng apparatus to produce a machine, such that the instructions,

whi ch eaRyrisatiqnavifhenspngthes ey a gpmiBicatisiigtprko In pattisklap a8 gleskivhinl e dat a
processi ng apparatus, create nechanisns for inplenenting the functions/acts
speci f disebviery mhragemenicheyer | Khdy loast bhodatabiisasprean] B0 .codellogtions serker. 130,

[ 0040] These conputer programinstructions nay al so be stored in a

conput entenpeiscipdybenahemgruyers M, eotarpride filkcenarch@pincbdingrat Ghtiene pesgrahnmabl e
data processing apparatus to function in a particular manner, such that the
I NSt r uiétivorlSstoiage &da kil dthescarBliired névadasibe g BRn ahtepirad daRilaarvarstlico) £ of
manuf acture including instruction nmeans which inplenent the function/act
speci f i@l elsont RRidds Qe Bar, 2Qroterd Fﬁgﬂﬁg%ﬁg N 80Nkl 8 fdHeSbrm hARAM sthgge

conputer programinstructions may al so be | oaded onto a conputer or other

progr apumBLe é‘alﬁ’{zlo&%ﬁﬁ&xﬁ%ti%%%aéébﬁuﬁ&i i g‘rﬁeﬁvo%ﬂéfST fcofRlAdatign2

steps to be pertorned on the conputer or ot progranmabl e apparatus to
pr oduc oput er - i npl nte o} . h t instructd .ch
execut getgvﬁ Hﬁ ﬂ}g I%%’n%euﬁ%(%o g eﬁ"é@k’pl(rﬁg%?%%Er%%‘léengetﬁ’paalrgg%l lja{é% %f)l r {é\&/olrié gpls {r \é\%ést for
inplenentigg t he &yn%éiﬁgs/acts specified in the flowhart and/or bl ock

di agr afBIEEEK LY O™ aPt F (&% vel y, conmputer program inpl enented steps or acts
may be_ conbi ned with operator or. human_inpl enented steps or acts in order
to carFP46Lit an Andhsenis the tleck dazramad Sigusn2 thoalss PIPR AT INPRESHENt

present invention provide a unique custodian directory and
server 110 provides user interface management for a user via user interface 118. In some

embodiments, the electronic discovery management server 110 is a web server that can be
accessed via a web browser. In one particular embodiment, the electronic discovery
management server 110 is an intranet website server that may be accessed utilizing a web
browser on a machine within the enterprise. Through the electronic discovery management
server 110, the user interface 118 may be presented to a user for the purposes of managing the
electronic discovery process and all processes described herein that are inherent thereto. For
illustrative purposes, it may be assumed herein that the primary user interacting with the user
interface 118 is an employee or contractor of the company who serves an electronic discovery
management role, and hereafter is referred to as the “e-discovery manager.” As discussed in
greater detail below, the e-discovery manager may utilize the user interface 118 to manage cases,
custodians, collections, and collected data. It should be appreciated, however, that any

individual could use the user interface 118 to perform the manual functions herein attributed to
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managenent system that enables an el ectronic discovery systemto nmanage
custodi ans separately fromthe cases and data to which they relate. One of
the key aspects of the present invention is that it causes the processes

i npl enented by and through the electronic discovery systemto be
significantly nore efficient and scal able than those of the prior art. The
cust odi an nmanagenent system of the present invention will be discussed in
detail below with reference made to Figures 5 and 6. First, the environnent
of the custodi an managenent system i.e. the enterprise electronic

di scovieg-dscovemmagagcr 3. indedle thiphpbrutenalhs prosessconld edprm Hosafunstinns
structure of the electronic discovery system (cases, custodi ans, and data)
shoul daseelbxpl ai ned. [0043] There are countless circunstances that may arise
within an enterprise or business that require the collection of electronic
dat a f A7k he enpifeymegsigando bighieck tls: déctivhie distbesrp masegenrenbsesvand$8 is iBuch
circunstances may arise out of ongoing litigation, investigations,

r egul a¢emintugioatvni vitlcihe d5abtas sereércl20kad theldolfectidhesdrv@niBo vitlahe is required or
is potentially required to be collected, the subject natter of the reason

for thgmeahhi€fiondRtwdrk 302 NMBhd @tabasPddBver 8Y8 Nk YR in tRe bIoaIS Glagithi dTi Figdrbe
el ectronic discovery systemof the present invention. Wthin each case, the

el ectrenj t i i.red,: W : y or
assoct Jube R I Blode Lo Bhlich r BEOEI A aaN ey IERRGRERMGR Y. OL o1
menber -1 he:. rpri j S i Einally, the
cust od} ShisIETIEERE RGP ERAAGR G SRHR AfoRe 2AMREL Pk 080

| ocat i ons. needs,. t e available tq be r i1y accessed by. those o.need it
for o renng £ riidial Sisdiiing e Fasb RuRock 2L PERRG P iR RS il
toget her as "cases" for, conveni ence), .custodi apns, and data which all need
to be §adentnd prggingsollsgiions database A20: whvictyasludesdataretate & @ilestinms bei@escover y
systemin order to conplete the data collection processes. [0044]Existing
el ect roedalgindydheegllesjasspmeniife Eeohad thq fpragemg dgtabeses withn thodathhase every
process and piece of data relating to a collection is stored and managed
accor dsemgr t120 esrbscgesed imdeigl belgan ltzhould balinderstded thasmuliplsiatabpsrserversl ar
litigation or a particular collection. In other words, individuals

i dent i dduitibd @nplogdd iasttddoot aatngleddiatase ddhecr daidacefntent2indle Gamtaee erver

i ndi vidual s are assigned to a collection or the particular case, matter,

LT ti gafsifeiludtFavies ki ddnk &fencB pbrpob@loni K ekdifple ahé Balfic@DivRtory e2édued, and
al | managenent activities are perforned by working through the

or gani gk 888 odd BIBRRINARE, ke BSse TGN be biRd hkdduRfl afiiskedi an
directory and nanagenment system of the present 1nvention enables an

el ectrgni ;SCOVEry s italize t.he .separa st orage of case
Fecor oV TR HoERHES R T8 Rl Bt 1P So ARPRSEN RIS,

di scov system This novel innovatjon, conbined w,th.strategic |inkages
betmeéﬁb¥ﬁe cust %?ﬁmﬂﬁﬁﬁéﬁQH@ﬁP“H??EB?EﬁﬁnﬁﬁHF? %@@’%ﬁ??éﬁﬁmﬁﬁﬁsing case
records and col |l ected data, allows managenent of the e-di scovery systemto
be i mptrebadinens phihg el?ﬁ'mm“edla‘ffa’e@w&ém@ thgtidata relating ie st digngand; datey
significant inprovenent over existing systens. [0045]Figure 1 illustrates

an exeigjaling {o easescharsinred inthe defolasy sayatlgmindependenihp such that custodians and

cases may be managed separately. While custodian data in the Unified Directory 122 and case
data in the case database 124 may be linked or correlated within the database server 120, by
allowing the data to be stored and managed separately in the database server 120, embodiments
of the present invention advantageously foster greater efficiency in the management processes of

an enterprise electronic discovery environment. For example, in an environment where
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enbodi nents of the custodi an managenment system of the present invention may
be inplenmented. In sonme enbodi nents, the environnment of the electronic

di scovery system 100 is the information technol ogy platform of an
enterprise, for exanple a national or multi-national corporation, and
includes a nmultitude of servers, nmachines, and network storage devices in
comuni cation with one another over a communi cation network. In particular,
an el ectroni c discovery managenent server 110, at |east one dat abase server

120, a collections server 130, enterpri personal conputers 14

ent er pFYsidians pisy B€ vancy %t,nuﬁ]p&q %%Bwé‘?f%ﬁ@a%opwﬁémﬁbﬁhg Gﬂliqc’“ﬂ%f’géﬂ‘?( st or age
area and at |east one shared network storage area, enterprise email servers
160, afresrpapdipens geelly rdycaldgspuse g dagp r§|@gng 1o the gusiedigy heforkee lasati®@y, and a
| ong-term network storage network 190 are all in comrunication over a
comundaganpioreed &1 boogdoerf@, onpheasebymansibesis poreprodieadrik eddXaparectrd and wi de ar ea
network, including the Internet, a local area network or intranet, a

Wi r el elszame} iveokie simatiohg dafakoeay qridPéSEAzcet onte firom tipartichiae kusthdbagr taimuedd
Figure 2, the electronic discovery nmanagenment sewer 110 provi des user

i nt er fiageulfiple@aesent for a user via user interface 118. In sone

enbodi nents, the electronic discovery nmanagenent sewer 110 is a web server
that cgpsPe acceghgfla ¥isdifintRhzdr MWaRWstodidn AR to G @e @3@&@& fRnt, the

el ectroni ¢ di scovery managenent sewer 110 is an’intranet website server
Chat SadE ' . 1 hin Lhe
enterE?%g%. rg%%ﬁﬂ?ﬁéii%%%%?gﬁfc ?ﬁ%%@%ﬁ%ﬂﬁgﬁﬁggﬁg?%£@é§%%g?§ , the user
interface 118 may be.presented to a user .for the pu ses ,of nagi ng the
el ect rERPETRFRCEYER )t Hiedtaent thvertiar eV O pBE P QRO Phat ar o

i nherent theretqg. For illustrative purposes, it e.assuyned herein that
t he pr‘?‘ﬁ‘ﬁ?‘? 1 CRting, AN TESOfoeR I grangd qther H%%ée ing 1o gatg §I05386)| oyee or
contractor of the conmpany who, serves an el ectronic di scovery nmanagenent

rol e, lapationdtehe readily and ateipaticglly accassed i theel getropis Wiscq vary ApRgemenias

di scussed in greater detail below, the e-discovery manager nmay utilize the
user isener fl Htenditirked ¢ thapagiculensass recoukin gl ens direstarly d24.irathsr, thamoanwllyect ed
data. It should be appreciated, however, that any individual could use the
user iinpardyahee-dik8oveoy mendger imd the casmn Tals it acvotiptisiedhioeginthatelecirnit ed t o

t he e-di scovery manager, and, indeed, that an automated process could

per f ordivdohersendnd perhdr@ B&véarsl 10ehtkrfadifOdth Bef 1ekifitdDirdgahyl 22Gn HeQlataBask, t he

el ectroni c di scovery managenent server 110 is in

server 120. Thus, in the event the same custodian will be the subject of an electronic discovery
request in multiple cases, and therefore will be assigned to multiple cases, by having the data
relating to that custodian stored in a separate storage location, i.¢. the Unified Directory 122, and
linked to the multiple case records in the case directory 124, the e-discovery manager avoids
having to re-generate and re-enter identical information about the same custodian into multiple
case records.

[0050] Furthermore, in addition to allowing for management of custodians apart from
cases, embodiments of the present invention also provide for management of collected data.
Referring to Figure 4, the coliections server 130 is configured to operate a number of tools,

including the local collection tool 132, the file server collection tool 134, and the active email
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comuni cation with the database sewer 120 and the col |l ections server 130
via the communi cati on network 102. The dat abase server 120, as shown in the
bl ock diagram of Figure 3, is configured to provi de database services for
the el ectronic di scovery managenent sewer 110, including housing the
Unified Directory/custodi an database 122, which includes data relating to
i ndi vi dual custodi ans, the case database 124, which includes data relating
to particular cases, and ongoi ng coll ections database 126, which includes
data rel ating to collections bejng undertaken by the coll ections server
130. E%féﬁf%?n 'ORk1 Y001 8FT Irodsttabiersnt typesiof fatp HQX Haeayels data gy that ey data

di scussed in detail below It should be understood that nultiple database
sewer sy BF Mhapeged epirbiren dapest dmthiviegardsinsgrian gmbadimsatssbadata calertedef er ence
to a single database server is for illustrative and conveni ence purposes
only. Ffom agpestmulaz custbdiar isisfaretisephnatelyt Wom bodthe custallidranfinoppieh dmd 2ope

dat abase sewer, the case database 124 could be stored in another database
sewer , refgventtdage infigmiatigh @e iseassedidowahacdlRoted dalads hiered iloag-térth sta@laganot her
dat abase server. [0048] Regardl ess of the nunber of database servers

enpl oygda nétlvotiS198Y), HPisdke®@fo LERRMIAMERhRN K intthd IRkEFI BRIk nfbrSERYELr Y System
100 that data relating to custodians and data relating to cases be stored

int h%ﬁ@ﬁ%ﬁa&%ﬁ?ﬁe&%& ih ReeRe ‘dﬂa&‘éﬁﬂo&i&?fﬁ ggéfgf,ﬁe?ﬁg gﬁgiﬁ@eldseés es my

be managed separately. Wiile custodian data in rectory 122

and ca | . [ Of 1. e ithin
The dagp S8l hohl o S AR ATHAR S Pk Mo Bt b RERT SR TRt 1Y,
separately in,the dataha erver. 120, ..enbadi nent f.the present inhvention
v ant igebeb i PGeiRES BRdfeRR R o oM RS ety ih e st Res dBeo an
enterprise. electronic discovery environnent. For exanple, in an environnment
wher e FOEEIISATGPRLY ¥ S¥amm %%qféﬁ%aﬂ%ta&?ﬂ P a@a&é&?het%@usﬁmr%%ci at ed
with the collection of data fromcustodians is greatly reduced because the
dat a resnt Wyentipn; indeed, thesgpaiation ofcaresgarsiodiaas astesllased datesuchded they be
generated on a case-by-case basis or reproduced in each case record and

- becausmay balisiedgogsititen et roamgediseparatedy gealyinipeo s theeffiddnagyndeotutlzrs a
particul ar custodian but used in multiple cases. [0049] When a case i s

initi aprozesesandiA tethsopeiation bfanad&itgniedidcovirh eysian evithbethaesdrdnirencefsihodi an
was identified as a subject for electronic discovery within that case), the

cust odérﬁapﬂwt&gﬁyemirmhemt@fnuuﬁme é}lsﬁﬁi@ih%_ahdlﬁﬁﬂfﬂl@éhs@?am es information
for that custodi an such as network identifications, human resources

e con. iy ; - b
I ntor ”@bg ﬂg aa”dnf?;%hﬁé sHaha 8fd’cle%%éd£}giyéo§’tﬂgﬁéﬁsé éittﬁé @E&rcg{?&&’ﬂs&c%@ns kP e

readily utomatli cal Iy accesse roni c discover nagenent

sewer ! | cul ar I rectory
120 - SRR AR cABed R bl G Rlen & R EEN A BB AREAL LE° 0T
This i s _acconplish t ugh the el ectr.gni.c,  di scover. nagenent server 110
"t or 18 TR Aihoeh iR rasTay L PeniFeR At YHPu GLBTCET B, 120
Thus, in the event the same custodjan will be the subject of an electronic
di sc ov%ﬁpd}aeqe%@feteql fata) forsirprmaline A9l progess 2pf SRR GRFl FaspgecqikiSgned to

mul tiple cases, by having the data relating to that custodian stored in a
separ atoapdeter Aeepdroeidarinsecesies end eqrapaygnts ithad npyy be éncorppratedinteerabadimedsl ¢ o
the multiple case records in the case directory 124, the e-discovery
managest thepicsimt naentrg widl noe- peluBy explainediwitbindht emtdxd efithe patticilaf wrinedt | on
about the sane custodian into nultiple case records. [0050] Furthernore, in
addi t i worktvaittad whivhnieyf imdarin &4k wbetheoi iscusiodiah andagidaht, chdeafianagement, or

data management.
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cases, enbodi nents of the present invention also provide for managenent of
collected data. Referring to Figure 4, the collections server 130 is
configured to operate a nunber of tools, including the |Iocal collection
tool 132, the file server collection tool 134, and the active enui
collection tool 136 in order to collect different types of data and store
such data such that the data may be managed apart fromcases. In this
regard, in certain enbodinments, the data collected froma particul ar
custodian is stored separately fromboth the custodian informati on and any
rel evant case information (as discussed below, the collected data is stored
in long-termstorage area network 190), but is linked to a custodian, which
is in [00p2 | i nkedUSTOBKENMANNGEMENAS. This i s advant ageous because in the
event a particular custodian is assigned to nultiple cases, data collected
from t[9@58just odi With nepardiie caktadien manadenicne refehmp noade Figurd & askvrdingttdne
custodi an i s assigned, which reduces the |ikelihood of the inefficiencies

associ inetenddin@MEsF tEOplegsit irBatiobl @ chNsEFOmaghgementaNbiymt 120 iepatabes of the
advant ages brought about by the unique structure of the present invention;

i ndeedas iRySRRREAE 53R sGhe EABERmeRSHE didtfiaPRdnEehbRGYfEmdas dospakst hat
they nmay be |inked together yet nanaged separately greatly inproves the

ST 1 Ol @0k 0lniE GO RSRPEBRERSES of | HE N Udificd Bﬁea&grl%i(ﬁ&m% wiinghgct r oni ¢

di scovery system w e envi ronnent of an enterprise or any environnent

wth | tiple cu di a nd nmultiple case 0} Thus he, vari Qus
bt oce b it T af{ Be Beph B SRS Ta7 sROBp UGPSR
pri marj categori.zed within one of case managenent, custodi an nanagenent,
or datgkﬁﬁﬁgb@ﬁﬁﬂ?$“although there are necessarily |inks between the
vari ous datastores (case, custodian, collected data) tq streamine each
proces908Hd ensdpeomp smbediprnistbe Ungicglirgetory/spgtodipedatahgee b hquees ar
processes and conponents that may be i ncorporated into enbodi nents of the
pr eseninfirnaden felatingitd 41l peiontiaé cistedignsewiplimihesdtepirish and thedoabonsesheraf t he
particular unit of work within which they primarily fall, whether it is
cust odihase custodpenstote, dataa She imfoageivaiopsedrin det nifredBgecternyt 122 nj058hEUSTODI AN
MANAGEMENT

for a particular custodian, for example, the custodian’s name, position, human resources

identifier (a unique number for each employee of the enterprise), employment location, domain,
email addresses, network user identification, personal computer(s) name, paths of network
storage devices used by the custodian, including Shared Drives and HomeSpaces, work history,
related persons (such as managers, tcam members or subordinates), and any other iﬁformation
that may be relevant to the discovery process, including a historical record of the foregoing.
Since the human resources identifier (perhaps a social security number) is always unique for
each custodian, in some embodiments, the Unified Directory 122 may be organized around the
human resources identifier. According to some embodiments, the Unified Directory 122 is
generated through a multi-step process that utilizes multiple tools and methods of identifying
relevant information relating to custodians and the locations in which they store data. In some

embodiments, the Unified Directory 122 is a dynamic directory that interfaces with various data
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[ 0053] Wth regard to custodi an managenent, referring now to Figure 5,
according to sone enbodi nents of the present invention, a custodian
managenent system 125 is provided. As shown in Figure 5, in sone

enbodi ments, the custodi an nanagenent system 125 conprises the el ectronic
di scovery managenment server 110, the Unified Directory 122 (housed within
t he dat abase server 120), and the human resources systens 127 and

i nformation technology syst ens 129 of the enterprise [ 0054] I n sone

enbodi nent s, fi.ed Directo /custodla 122 houses

i or BT P e GHOPEn A FHOrSHA ROSHEOIARS IR HAHIT 0337 e and
the | ocations where_ those custodi ans store data. The information housed in
the UnfiPragg i sush eppgdiments g clepfronigidis¢ayeryanpnagementsav e LOse Bh, f or
exanpl e, the custodian’'s nane, position, human resources identifier (a

uni quecm@d tp gperalgand m@pﬂ@yd@ WOﬂh@tefwéﬁtprfh%E)llﬁeélﬁ)tegtpmem2 | ocat i on,
domai n, enmail addresses, network user identification, personal conputer(s)
nane, ﬁhﬁﬁb of rﬁm$mnekm$bdm&gs,ﬂEﬁhﬁﬁaiDBeﬂmbﬁZﬁhﬁamMEmﬂuﬁﬂmhbddnﬂ udi ng
Shared Drives and HoneSpaces, work history, related persons (such as
managedstabaseahatigdiiited tedetion el sigadit@arowintle aiyodMnathumdf @éddcson t hat may
be relevant to the discovery process, including a historical record of the

f or egojdagtific?l fpeR SdeBrifyHiRibef, @5 eﬂueceﬁqaéiea{ﬂﬁek efn sube étﬂﬁ&ﬁm@n’é QGé BhifpacuUri ty
number) is al ways uni que for each custodian, in some enbodi nents, the

& A Y 8L BN AL e TRR CRCT
gone! ok b MEFP o OBk b, SRR R B oMb LieA RS P BbEi BRL  on

met hods o yi ng re evan of et on re fis and the

Iocat| in whi or.e dat ne e nts, th Uni.fie

D1 oct BRI 332 g R Bp g e NI P S0 St LpTBSR Bt a
sources such that custodlan data i.s constantly or perlodlcally fed to the
Uni fi etPstidians opp jrblecontagring paticije humangerorespidermaiiag.s Refesangagain tooni ¢

di scovery nmanagenent server 110 may be configured to operate and maintain
t he vaFignies, thetasodian datedabi¢sel 28nackprignelio sewe empodipmnts[agiEbles of dagare

enbodi ments, the Unified Directory 122 is a network of tables or databases
t hat aregandingithelcustmiénk rat arecbberingarirane slarius sourcesh whethat cogied fiwm the R
resources identifier, social security nunber, or other unique identifier.
In s uceymﬁmmsmmmésn JybtembN 29 begknblatarictaih yboliﬁhtia&d@tth@elad:tmh@dl&@wa@as e
that houses all of the data that relates to the custodian, but rather a

net wor ja@foemeitkRflel 211, €Bhe ARORICRLHvdrd RlaBadi¥ent QM Ri100 %eiohﬁgﬁe@%ﬂake

relating to t he custodi an, such as a table Ccontaining networ

d bl

bort ) b EAkAR0Be@th GERY cepdiele sou"F"%%‘i’%.rsﬁ?&Fﬁn%%%? B A0 ﬁ%e%élggﬁsﬁa o

F

ool Sseprady at%ﬁééﬁiﬁéa%s 0"@%&. kil pAGRREELRE MR o RO, 2" ©

sour ces t her copi.ed fronLthe HR S 125 or the IT systens 129 or
gener oSt ek Foh S5PL S0M) 1<EHPLE By e TeE (o B LHOTVES i SEORBTgFRUBAERE. Sever
110. The el ectronj¢ di scovery. managenent server 110 is_configured to nake
the |i%sipedables aueampting fem @@w&% %ﬁuerey ok tables genaprd Homdistiget ¢aga fegdt odi ans'
unique identifiers. Separately storing the tables and providing |inkages
advant wijeio i gnterprseduayt bramerged ifdhe oumspnesrinditatd thatloshef datrain unlélealyy, tforf r om
attenpting to nmerge tables. However, in sonme instances, certain preexisting
t abl esexamipty, iahé figld$ oftthe thblt match. sources or tables generated from distinct
data feeds within the enterprise may be nerged if the circunstances

i ncbl: ca[loesa]ﬂat | oRfus Gh sehab ambsdithhiskigb glectrétic axedRhEmandzeinb@ stivet o @f t he

t abl e match.

the database server 120 is configured to interface with a number of different data sources that

contain information relating to the custodians and generate an integrated directory by linking the
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[ 0056] Thus, in some enbodi nents, the electronic discovery nmanagenent server
110 or the database server 120 is configured to interface with a nunber of
different data sources that contain information relating to the custodi ans
and generate an integrated directory by linking the tables resulting from
such sources, i.e. the data tables 123, and associating the data provided
therein with uni que custodian identifiers Each custodian's "entry" in the
Unified Directory 122 nay be generated by accessing the data in each table
within the Unified Directory 122 associated with such custodi an's uni que

i dent i fables resltingdrami suchgownes, datthe data bleail A3,and esspriating thedaeprofidedl | dat a
relating to the custodian. In sone enbodi nents, a primary source of data
wi | | béhctdiewitb npisgue cugdatiabidsmifiond. Kdoh chatodian’s émmtyf’ cetheddnfied Biredyytidds 125
of the enterprise. The tables and/or data fromthe tables nay be sinply
copi ednfay BB stieatbd BRACCESHRUAE Efia (Hadash &bbSwithih 0hd URifidd Direttdb} B2 dhddiandd t he
Unified Directory 122 and periodically updated, or, in sone enbodi nents,

the t ablgsud\chstRlaRARERucentifier AHATRMPIIBHAHE 888 (SN a&oﬁa RtdRYort BSdlEAd be
accessed by the electronic discovery nmanagenent server such that a

dynam g, i85 {a6 $hd Sisfo aeat ﬁgs&mmﬁﬁb%nﬂaﬁ@g@%%&ﬁmf\m wiigehRugh

rena|n|ng wthin the unan resour ces syste are now wthin the scope

f th f
NG S e S e
25 f Di d bl 3
ot mar griiais e pore e P e e rp?féq%ﬁ%qé Ty 5 etun Bl R o
di scovery nanaaenent server. 110 naé establish a Qﬁﬁlc |nterface bet ween

the Unfiftp &plasilPd of theynibed Risertenyd 24 andperiodically upiaicd, Qhm soras gfipedimenty st ens

125 such that when changes are nade to the databases of the human resources
syst enthetates andslatabings geibhie hpman rasevraes wafemy 125 gyge dnstqad bh ecagpseflib¥dheDi r ect ory
122 as well. [0057] 1 n sone enbodi nents, the electronic discovery managenent
ser ver eltdifoniagisenvietyi management serwsioliilcesh thabd dgaandintiafasb ssesataldnditkat | ng

fromthe human resources systens 125 as a primary feed of data that can be

| i nkeddshbResahbaseliadigsugiorhidihhgithiatthe i refdi@ces ygstand HI5S arbioai ned from
different sources. The hunman resources databases may be particularly useful

as theyimaNth®s@pk 8Lthe M RfidBbir&ior§ U0 arks cdiRMRred 306t He daRAMIES 230URBEN, hunman
resources identifier, prlnary emai | address, work address, hone address,

enpl OVEEQ{] entbitdSnts Jtl?é)de&é 131%? %‘bxﬁ‘i’ﬁe l'n{}ﬁ [ B Q0 5 s]téﬁgsaf%slhf?)rt}{e etc. In

sum t uman resagurces or an an ogous my prOV|de

h {. th dat
o bl L Ll DSSH S B et o ey e
enbodi pent s oni ¢ di scovery nanagenent, serve
nterf L8 twaﬁ W%%SWFW WESPRPG SHRET b ‘P@é?ﬁ‘?g# S s 129
of the entergrlse in order to obtain databases and directories relating to

t he cult®Hrce gtweﬁtgf}\%_}qgﬁ?q Riegtery 133 anqlgggig‘gabases of the human resources systems

125 such that when changes are made to the databases of the human resources systems 125, such
changes are automatically logged in the Unified Directory 122 as well.

[0057] In some embodiments, the electronic discovery management server 110 may
utilize human resources tables and databases originating from the human resources systems 125
as a primary feed of data that can be linked with other tables containing data about the custodians
obtained from different sources. The human resources databases may be particularly useful as

they can provide information such as name, social security number, human resources identifier,
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[ 0058] The manner in which the data fromthe IT systens 129 is integrated
into the Unified Directory 122, may vary in the same way as descri bed above
with regard to the human resources data. Thus the information technol ogy
tabl es may be copi ed, accessed, or copied and then updated through
continuous or periodic access. Al of these functions may be perforned by
the el ectronic discovery nmanagenent server 110. In sone enbodi nents, the

el ectroni c di scovery managenent server 110 may reach out to network
directories and other databases within the |IT systens 129, such as W ndows
Act i vePHmAR ik addicss, sk address phampggddress sl Qmacn; dptys.deb Hide, suparyisen ar
custodi ans, including email accounts and file servers. The data fromthe HR
syst entfapsitigmdol historst etoy o ewip, the bumaiheestuaees databasepfarainyanalogassistibade) ough a
dynami c interface by the electronic discovery managenent sewer 110 or

copi edmiappoovideemiyhi dfitixdbaBicrisforoatjonkdBAcdyying e abktodiano nAcfodiofeodata yources
managenent server results in a nunber of distinct tables containing various
dat a ageo®kpbedtiidet o foie the/ThiTikd Difecwly 12X e fin®y it cdénentd) ¢hd ARJu@Gicar e

| i nked together and organi zed around the human resources identifier such

that eagfyveHshtpeReRRENYr | D ASPASE M@ aihONSwWHITRN WiflSRE FSSndidgnt i fi er
and contains all the data throughout the data tables 123 that is associ ated

Wi th t{%@ﬂmﬂ?gé?sgrst@ﬁ§ 996 6€He LRERHsE ifrder CIL Q)Qéﬂ{)d%ﬁ’b \rellfé@ﬁﬁecté)r&s?ggéi jgn to

retrieving rmation 1 n the manners descri bed abo I n sone entodi nent s,

inforgﬁ%%egogﬁﬁiggw%@%&%§%ag%§9§%ggy 122 is generated through tools

initi el ectroni c di scovery nmanagenent server
110. | ticular, in sone .enhodi ts shown_in. Figure 2, profile
scanni&@ggtol 11 FIaﬂﬂmﬁmggﬂggﬁﬁ‘%%@ﬂ”&Eﬁﬁiﬁégﬁpﬁ%#gﬁ&ﬁ%FﬁﬁéﬂF?ﬁg profile
scanning. toal 112 may be depl oyed by the el ectronic di scovery nmanagenent
ser ver Uiiigd Rliggciogy &%%maqa%’dntf%‘: Es i an asslescsibad AvavatithTepsd R hvman scan
each of the enterprise personal conputers 140, and transmt to the database
ser ver resagegsalate iTihys tg infefrostiont teamology tablesandy heepigt.aaccessed: lor eppicbandut er
nane and | P address, and a list of all profiles, including denographics

i nf or néen opdatgdahrongh wontinuossrr pededit atdesat Alb n thassfonstmhe thawibt perdarated by
conputer. According to different enbodinments, the profile scanning tool 112
may bethe lec@onit BRc@lcttinatipementi ssoey €1 IABOmE efbodintaethe tkOrodibdisédlehyect i on
sewer 130, or another server in the comunication network 102. In sone

enbodi pRMesmebth@rRf P My RGENHINE nb9Rkk ditcttdries hild SHAEF datMRlds WG hE T
identify and transmt to the database server 120 the nobst recent date and

time an%yst@msqag auPRhd WetkRls ALRE idifecea@;s, 1 f&g@} R résta&cgﬁ%iyakétaﬁo Vhen

information relating to a particular CGonpu I'S recelve e dat abase

server Q,..th abase.server 120 uses-the profdl e jnforpmation, which my
Cnel u d%a:}gcu’lar cu ogll%rtls ln%gledﬁl'{% mai z%c.counts iR ﬁlf: servgrts The da{a, OI]iIErBC I—%Ig ﬁ%sﬁ?nésr to

several USér i Ications; to I'ink " the particu

the cusjodians in the Unified Directory 122 associated with those user
| dont | FCTBNE, PG00 17 AU g PG HESSRS G TR & AN IPECSF BEPH: ned by
the praofil e scanni ng tool o . .

electronic discovery management server 110 or copied into the Unified Directory 122 by the

electronic discovery management server results in a number of distinct tables containing various

data associated with the custodians of the enterprise. The tables are linked together and

organized around the human resources identifier such that each custodian entry is associated with

one human resources identifier and contains all the data throughout the data tables 123 that is

associated with that human resources identifier.
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112 is stored as one or nore tables in the data tables 123 of the Unified
Directory 122. The el ectronic di scovery managenent sewer 110 or the

dat abase server 120 is configured to review the data transmtted by the
profile scanning tool 112, which may conprise conputer nanmes, |IP
addresses, and network user identifications, and conpare the data received
with the data in the other data tables 123, for exanple, the tables

obtai ned fromthe human resources systens 125 and informati on technol ogy
syste in o r to ide natches | ik chi.n the user
tent | FIOSET on) “Bifenite: afiiphe Batme ERBan S nsheaivet | | cavee
the addition of the profile scanning data to the custodi an entrles

Ther ef 8RS igpoRg ﬁﬁl&?&ﬁ?@n&m@fqr%vey b Eniied Dirsgtorn 822 gerarated Bugnghng t ool
112 with the other tables of the Unified Directory 122, the data obtained
by t hetogisgnitiaizesaadier deplexsdlby the dectronic disnoperny eranagaesnt savder| IR0aditr esses
associated with particul ar custodi ans, may be added to the custodi an

ent ri eparticulathe sgnicfendedDienés boshpwhaR Figﬁh@Z,cacprpﬁﬂEecammgﬂsolarlﬁ, dnd aaddr esses
may be used for future reference in collections. [0062] The dat abase server
120 namappisgtook Lt gteiprovédkdh custodian's entry in the Unified Directory 122
the last tine the conputer was accessed by the custodian, according to the

prof i | pobef or Mat Tiyprbfiie Redhntre@Eo1M 2 s HerRpioy&d HEMe @le@ﬂoﬁ@ﬁisc@v%%r I'n ot her
enbodi nent's, the list obtained by the profilé scanning tool 112 ‘may be

stored ﬁﬂ@%ﬁl@ﬁ@e}@ef § AMddnE oo gg[ul'éﬁg o Pk S, B n8GR ?éf@d «Rldcyfen a

particular collection is beln ertaken. us, the profi scanni ng tooI

112 Ul b TRl BERSEFL SRR 190, B JBELSONRN. SATRUL ShecDBUegaEn

custodlan o popu custo

the Unjfjed D rec 122 be a separ at g _di r.ector e utlllzed at
the ¢ BRI B oty SwRistBnG SRR iR el S

readily CeSSI |l e to the e-discovery nmanager when a col|ection of a

cust odPra es, ipgfpding dempgraeiiey infogmation, i(of) 4%&1( uger 1dgniifgationy asspcigfed #ith pel ow.
[0063]In accordance wi th sone enbodi nents of the invention, the mapping

t ool 1gash cempuar i Aserting to differant ethedinamnin thequefile seanaingdedd 118 2ayrhe rexam ne
the enterprise file servers 150 residing on the conmunication network 102

t o | ocat the gledirprde discdveryt inanggambntcrvany1 () ¢resotiedtionatwer 130s boamger segrea on
each server. As used herein, a personal network storage area is a
in the communication network 102. In some embodiments, the profile scanning tool 112 is
further configured to identify and transmit to the database server 120 the most recent date and
tume at which a particular profile was logged on to the machine. When information relating to a
particular computer is received by the database server 120, the database server 120 uses the
profile information, which may include several user identifications, to link the particular
computer to the custodians in the Unified Directory 122 associated with those user
identifications.
[0061] According to some embodiments, the data obtained by the profile scanning tool
112 is stored as one or more tables in the data tables 123 of the Unified Directory 122. The

electronic discovery management server 110 or the database server 120 is configured to review

the data transmitted by the profile scanning tool 112, which may comprise computer names, IP
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network storage area associated wth a single user who reads data from or
wites data to it. Personal network storage areas may be in the form of

net wor k storage devices or folders or other resources within a network
storage device and may be referred to hereafter for clarity purposes as
"HonmeSpaces." According to different enbodi nents, the mapping tool 114 may
be run on the electronic discovery managenent server 110, the collection
sewer 130, or another sewer in the conmmunication network 102. In sone
enbodi ments, the mapping tool_ 114 is a Wndows service_ that is scheduled to
execut ey Q‘Hl hwousHideiilisatmns eand| compriedhe doftg recpivediih Fh?giaﬁfb‘él €114
craw s the communi cation network 102, it is configured to exam ne each file
sewer ether datztables 123, dorterematet tib sablessbtajmad fiamy thelwmaa resopfcesisyptemst A6 k
storage area within the plurality of servers 134 that it positively

i dent i fndasfematorHecheShayeystéms 2 ceddydolidestifysmatties (meg pikaly tyoodtcidgl i s
configured to explore the enterprise file servers 150 by obtaining and

r evi ewihe@sérii¢entdific &tind kB altslikasds tevesarthamablese V20, waiidhnwill dagseaaé hdligdn each
network storage area therein, including folders and other storage devices

and r esOHE pRTile daREAE With Bb the ﬁﬁé’t&ilérpeﬂhqc%n tiHeMRe, By Mﬁahﬁ%ﬂﬁrtaﬁ]@st wor k
storage area as a HoneSpace, according to sone erbodi nen t he mappi ng

tool 1J4elaedifthi Pf’bpﬁ?@scraﬁn %{Olfbgﬁt xgﬁﬁ‘ e Ie? Qﬁ*%e"l@mﬁ@&b QBES1220fhe Pat NS

in the”comuni‘cat fon networ [ fose pat ne wor kst or age

ar eas. gif Bfho LG, GO ELALLR LS Sel c%m;b%{%r @%ﬁ% AT YiA0 Ladligar o

based on convent onar ng tec artTcurar storage

areas associ.at.ed th those p sse and .u onl user,
and ar Wb RETCHEF e%mﬁ%ye@ R o dhep BER  E iarmpReed28 T he

i nvention, each user of the comunication network 102 is a55|gned to at

| east BRecorgateringmas 13d Paaddrsascs mpy DR gee ies Biurcditenss ingellentionar e t he

i ndicators that the mapping tool 114 atte s to locate within paths when
i dent i 9PHg HoneBpatatabasesarver ) wap aldo r@n{&n epeh qustodisa’scphy énthiednifiesht t he
pat hs of HomeSpaces on the conmuni cati on network 102 include the wuser's
user | Deeadtorfyi 122 thalast titee thé eoropiier wisaardgssqbibshihe ofistediar, ectonditgver the ptodilage
areas do not include user identifications. Therefore, the nmapping tool 114
may exipf@amatibheadidiwel rthe srofile @aading &ioV €12.Wid fthér dnft@diphentg klietlist of servers,
eval uate each path in turn, and nake a determ nation as to whether or not

t he pagdiaih& bR Hra¥ilé S@bmihHesHl 112 faY be Btordd se Férat'eﬁz festh e UMY Ditadtodyne path
i ncl udes the ‘designated indicator, tor exanple, a user identification, the

mappi n I I i \ ul ar

net wor Elzts@grag%%%gr erf @géednzgﬁr& QJA&Q:OHt %’Ej 1%%%1 glg%gt%efn Tg‘ggéﬁ)@gl%ﬁfet ransmt to
t he dat abas r the rtic user identification a0 Ihe pat h of
the HoneSRaeedr Y ““‘{“ﬁ ) S B b P B P e B o RS Ve

120, t abase 120 S the,user |de |f| atLon to link the

part cwﬁﬁgﬁﬁdﬂeébea i[%r-?@“@%ﬁ%aﬁl%w%ﬂt“ﬁe e e PREbS: 205ty
associated with that user identification. [0Q065]1n sone enbodi nents, the
data dPtaicRegtesiireeiony tedspitiliged & e tinp of eolleptione ar may be gorsd elsWhceads| es i n
the tables 123 of the Unified Directory 122. The el ectronic discovery
managelopgas ¥ évrgedilylatessibletth shepradiagnysey wanager wherts ¢odleetgmfafgunsiddiaw'sr evi ew
the data obtained by the mapping tool 114, i.e. the HonmeSpace paths
associla‘cfdahammms})tsrinikialideérasuﬁmussiedémﬂétaiibébivon" and conpare such data with
the data in the other data tables 123, for exanple, the tables obtained

f rom tgeec3junan rigsciord@se S1E lse® cthBbdigfRfisioftiarifivdntion, thesapstho gl sybsisens 125
in order to identify matches (nost |ikely by matching the user

i dent i fonGighle@®) cxﬁﬁﬁth%Kﬁniuhf&Eﬁ’&?ﬁetﬁ@ﬁmrhnﬁ Rearh@B It}%%naegﬁise‘m& Sdivadd 140 cause

the additiron of the profile scanning data to the custodian entries.

Ther ef,akam, Q%ltﬁéé’ﬂﬁ%ﬁﬁrﬂgaﬁfoﬁ?xfe&&gﬂc &6 QﬁB@Jté‘ErﬁﬂdQﬁhfg S Cﬂuégrp&dﬁg HEI%QIII 1114 w th

t he ot her e Uni Directory 122 entries in the
Unifie 2 w4in o |on | hfornation. This
b P SRR OO A B B PETBSRAR BB ORI O
belng automatical ly accessed by the electronic dlscovery nanagenent server
110 during collection of a particular custodian. In other enbodi nents, the

HomeSpace )




directory generated by the mapping tool 114 may be stored separately and
only utilized or accessed when a particular collection is undertaken. In
yet other enbodinments, it could be linked to the Unified Directory 122.

[ 0066] I n sone enbodi nents, the mapping tool 114 is also configured to
recogni ze and transmt, and the database server 120 is configured to house,
an indication of the last tinme the HonmeSpace was accessed by the particular
user, for exanple, the last tinme any data was read fromand/or witten to

t he HoneSpace. Additionally, .in sonme enbodi nents, .the mapping tqol 114 is
conf i gUFTWATR SOTRECBEMISI AR thdistigt wepwhe cadsgpts Gompns vakssd rk storage
area. The collection server 130 conpares paths for the same user to

det er nPereonal netwprk terpgs/arcasinay kesindlyd form of petyorkusienasadmites oy foldrabprasher

avoi dance of nultiple collections of the sane data. Thus, the profile
scanni regouress|withia nétwionattelage devierad esaydel refstred fo IMoendiSp for ebritismopdmgs each
custodian, and this list nmay be presented to the e-di scovery manager when a
col | ects ‘GlonfSpaces Ishcmirding & difforeipanteslihents, the appizewol Bt Maseasaed i n
detail below. [0067]1n addition to storing a |ist of personal conputers and

Hone Spie @Recti&i@dl dRYov@rPditdgembsebidf | I HRtol o RetviS1 3, BEARIRE RVatigd by
the profile scanning tool 112 and the mapping tool 114 respectively, in

accor daReEmuhit atH Fer8SRADL "B i Odmib MBS 36 Pidis a%éé&ﬁbase

: LY LR
server 120 is also configured to store a |i'st o?hgn sLared net wor k storage

ar eas éé?ﬁ&'e :E;thi% Ohefiiel RALRRte ﬁﬁo%‘hg%e BFML&WS%C%P%&PT&EF %gﬁ? @%ﬁ)rh%teaar ea

IS a networ orage area assocl wth multiple users from

and/ or jte data to it. .Shared net K .St or.age .areas .nma |.so be in the
For m opehs s Bl PrponicIPR BB 1B 67 SR 50 PO B el tYnae
networ k storage deyi ces an? n&y be referred to hereafter for clariH%

pur posEAISE! to ag53eEs 120 s pathod any pereprkatirage e withigihs plyredly ¢

receive a path of a Shared Drive input by the e-discovery manager and store
t he patervernl 34batifpasitglydiierdifics pya Homeppace o Immsdmrenphpdinents tharpapping

custodi ans' human resources identifier(s). Mre particularly, in sone
enbodi teeht 4, is cordguredga cxplow the cnigrprisadfile sérwens d Afnbpcb@iningandetviewing 12 i s
chosen for the collection process, the e-discovery nmanager may undertake to
i dent i diyectolies paedchGutvar asihankatinethepatis b£soh hewrk ftafagt bk thepgh,vi dual is
usi ng, and eventually, the paths associated with those shared network

I esourig@iading fblderdBid bBedtsragPlidvidRednd RkQER. conversations with the .
particular 1ndividual, by utilizing data returned fromthe | ocal collection

tool I13geaxecut aghiRReaRl tb@&énirgnng?%{ia@%&&@&qt%r% a%‘gbgasgi{ @&hesgja@@r am of

Figure 4) "deployed to the part’icu s machi scussed’i n det ai
bel e 1 : | ect .
di scouse{aias sitc Uhbldily e sbup iR Rusod & BEEELARRNRRE T Core

enbodi nrra?n%g teglgmage% fi rrpea%hesq;[l tﬂenc\é%rllﬁllln?c%’tio}l plgtvs}colrll '13033 troq enltirt])gth%geollaaths of

network storage areas within the enterprise file servers 150 that include an indicator, based on
the conventional naming techniques, that the particular storage areas associated with those paths
are accessed and used by only one user, and are therefore HomeSpaces. In accordance with
some embodiments of the invention, each user of the communication network 102 is assigned to
at least one user identification and those user identifications are the indicators that the mapping
tool 114 attempts to locate within paths when identifying HomeSpaces. In such embodiments, it

is the convention that the paths of HomeSpaces on the communication network 102 include the
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116 is configured to be utilized by the e-discovery manager through the
user interface 118. The file browsing tool 116 gives the e-discovery
manager el evated authority within the conmmunication network 102 to access,
inalimted manner, the enterprise file servers 150 within the

conmmuni cation network 102. Wile the file browsing tool 116 may not all ow
access to the actual files stored on certain file servers, it allows the
e-di scovery nmanager to browse through the directories of the file servers
150, locate files that have been accessed by the custodian, and determ ne

t he sivssropsy fidenfifipation. On the eberhand cpaflisiod sbspdnawodditerag acasidenoé- di scovery
manager may initially have a general idea of a particular file sewer within
t he eninelude ixsee identifications r'Ehefef0ret thamaphmgdedd tldd iy ehploratbedireqtoridsel pacht . For
exanpl e, the custodian nay conmuni cate to the e-di scovery nanager a

parti csdreet withirdihe phaatity ahskiars, dvalusie pasepatninwivincindhedlehaldmamimtion edtof i | es.
Additionally, in sonme enbodi nents, the e-discovery manager nay have already

under t ak@Rerdr hOCHBE psllihddedes @ MsdHi@hEiEiSativh. TieisCdesdrRdied tha tieBsakl eludywher ei n
the local collection tool 132 returned a list of the network resources that

the usgg qefigldhalin®esbl 16 Ranplse ther (dRnlifidkiof B mappi %too?'lm RCBNBI¥BNAgET
may be aware of the particular drive referenced by the user. The

. TR Rt SRS Bl Pes S Ao it g 1
o P TR L DT AR SRR, e 2o
il bR SEhnb il

G AT TERE AL A RS St o

Drives may then be added, either manually or automatically, to the Unified
Di r ect b¥\usepthejupertidentifigationde kink figgrarticpir DIcEHe the cystodian psthe Unifigd
profile scanning tool 112, the nmapping tool 114, and the file browsing tool
116, tBDaedimiyfli2ddsdeatedtvaththatagemidentdisiiadmn dat a regar di ng t he persona

conput ers, HoneSpaces, and Shared Drives associated with the custodi ans of
t he enité6§)r i se. IhRoie embodineotsgihnidztatobaimed byttieembiping todl Cidriestooadyas bA@, t he
data generated by the various tools nay be stored in separate tables within
t he daganérebdds id 2@ taliled 113 donhd UsllicDDiRelony 1221 2bhe dlddtrbaic idiseoNeay , | nasnmuch
as the paths of the Shared Drives may be manual |y added by the e-discovery

manag ex'hanarggﬁéﬁ ER¥r PR & tRERRAIALEsdral| 120 ion kiRl eV R thd Bath obRide8y Uni fi ed
Directory through the user 1nterface 118. In sonme enbodi nents, the

el ectr oo : . : t as 23 and

e R
the network user jidentification.in order to t the user identifi.cation
back t%l\ﬁ?cﬁglpﬁ'f% S&ﬁ%gﬁﬁ% tﬁee@%%’rncth% Oﬁ?’ e(%t? ﬁaﬁlgﬁ Tlfif,?ort %a?p%a%ﬁé?‘qﬁesaocb % ng to
sonme epbodi nents, the Unified Directory 122 nay, store in cannection with
one ¢ ufggreal?%lm%asquwea arsteul 23@5 Jnipafafion JrPhaglogk &ystars K BAHEL 18, man
resources identifier) a list of the personal conputers, HomeSpaces, and
Shar edidentify atches aesh likely hiy mntehia the ugqr@éﬁnaﬁm@ggwwawwég%&@wearéh,e is a
potential source of data stored by the custodi an, and once an investigation
or col fables i 2% whichavidimsbsedhaaddigon ofithe priobit, scatnang datatol the custodior ensitigson st or ed
inthe Unified Directory 122 may be accessed to determ ne the particul ar

St or agEhdrefont by oempdring the@blet gereeatadlsly ths seppiahgtoolid 14 wdth the other tables of

i nvestigation/collection. [0070] Therefore, according to sone enbodi nents,
the | oGaUntiedIbiedchee 1201t Emtddem dn@ics@n the Unified Directory 122 will now include

HomeSpace location information. This information may be used for future reference in
collections, including by being automatically accessed by the electronic discovery management

server 110 during collection of a particular custodian. In other embodiments, the HomeSpace -

24



particul ar custodian is generated and stored either in the custodian's
entry in the Unified Directory 122 or in another |ocation where it is
linked to the entry or otherw se readily accessi bl e when accessing the
custodi an entry. Once the custodian is assigned to a particular case, the
information may be automatically accessed through the Unified Directory 122
(as the custodian entry in the Unified Directory 122 is linked to the case
record 124) and used to initiate collection of the custodian's files. This
i s advantageous and extrenely efficient as it allows a conpletely automated
i nvest Hieptory seesutpdby thermappitsdeel 114 anayde stavethsopanatelngpdornly Weized @f scovery
manager to manually input the targeted nachines and file sewers at the tine
of col heessedwhei 00Ftibular ailloctiah ibandertakeh. tThaet ether eorbioflineatsDitceuliddeylink@Pl may
be regularly or continuously updated as new i nformati on is gathered using

t he t onl the Uafxdilhedtdned2i.n. More particularly, the electronic discovery
managenent sewer 110 nay be configured to automatically retrieve data from

t he humaeT esour Eesmdahdbbaintntsathd nfipping@oddi1N8 6 Hiycoafigui Yo Rbb@fizd fllevant
sources, such as information technology directories or lists, as well as

depl oy b gD b ihk QaS6RA0 NS 1209 cdntZuratdo hBGscMRPRIR S thlihé indd theegul ar 'y
schedul ed intervals. Alternatively, rather than periodically retrieving

data f i d c . bases,
he sy EPBebEs YAk ARk MANNGRE U R BRurkilE L IBR e ML RaLEhA 2
continpously,interfacing wth th ta sources such.that the Unifje

b rect B9y Epdisr M BB oM eSPadey AR 5% BB pA e BaitbaloBhur ces
change.. | n either instance, .each of the feeds of information into the

Uni f i e&14jSF s tpyecagaize ahisn BuiyPle Baths wap fodhe fsty ‘éet‘t"gg‘ts“trﬂ%e et allien t he
Unified Directory 122 is current. [0072]1n sone _enbodi nents, the database
ser ver colleotionssegysy fl B @ coreppres paths fagthe same pies toodqtermrinegh duplicalivg snirgestegish
custodian is stored in relation to that custodian's human resources

i dent i Thisrdyantaghensiynérfableslaliidance of pultpk collaciions whtde sthe ditacdhuspfhe
information into the Unified Directory 122 are updated, in the event data
rel at i pgfilecschiiéngtost bii wtimhialy ghdnantged,list bt aatSphasaisebbwerch tRfodisn, and
configured to store in the Unified Directory 122 the new data and any

r el evaihiis 188 bg Bk presérited t6dthogdistevere eEwhth € chliddBorsith elatcdisaafs t he change,
as well as maintain a record of the old data so that it is still a part of

the cupbadkaResishtiakiles, dstidchge ddigfbdbyect ory 122. For exanple, in the
event the profile scanning tool 114 identifies a new personal conputer

associ W th st odi . . ci ated
wth tﬁjggghst odilgr?ﬁgl?%g?doﬁs 2?151&%21) ?%%%aggorﬁélet%???‘# gﬁ&%ﬁ%@%g%egg,gge server
120 is_configured. to store in the Unifi D rectory 122 e i,nformation for
cach cRpTHET SRl Jyeh i ke atferafty by goRRkSihe ol PR T ¢ o
i dentifi g and when the old co ter was no longer identified. In this way,
the cueh fAARSRSFBYSLY-dn fFcOFlaRCe WD enpe Faho %agﬁlemeﬁs&@ﬁ%m a history
of the personal conputers used by the custodian. Such information nmay be

r el evaditabese sarecrtl2qs abso qopfiganed fnstpisr list ocastyishared aeiwerk stpiase asesoued Y

[0073] One feed of information into the Unified Directory 122 which is
parti clieanstgdian. As used herein, a shared network storage area is a network storage area associated

with multiple users who read data from and/or write data to it. Shared network storage areas
may also be in the form of network storage devices or folders or other resources within network
storage devices and may be referred to hereafter for clarity purposes as “Shared Drives.” The
user interface 118 is configured to receive a path of a Shared Drive input by the e-discovery

manager and store the path in the Unified Directory 122 in relation to one or more custodians’
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rel evant to electronic discovery is enploynent status. According to sone
enbodi nents, when the feed of information fromthe human resources

dat abases to the Unified Directory 122 includes a change as to enpl oynent
status of a particular custodian, the electronic discovery nmanagenent
server 110 is configured to recogni ze the change and possibly perform
particul ar functions in response. Mre specifically, in the event it is
recorded in the Unified Directory 122 that the enpl oynent status of a
parti CEI ar custodi an _§gr?nges fromactive to term.nated, the electronicg

di scovBiansacnyestadantiders)e Morg partisulagnip §orpe Bmpesiphsttarahcna Patistiaehser alb
custodian is assigned to any case or matter, and, if so, to transmt to
t he deBicgampuicstiemepyod]02anehnsen fos the qellediipndrenessythetesdiseayen neanageni c
comuni cation notifying the manager of the term nated status and inquiring
as to mapuhdartakét identdy the pagidubir Bhdred ndteotkarestunas Sut thasindvidual is udag.a
collected. In the event the nmanager responds in the affirmative, the

el ect r ani evediusity vier patlisesag eugintitls thoseshadkliGetveork essbinges. €thid ma@bié omati cal |y
initiate the various collection processes of the present invention.

Ther ef @icBmplifiRd etdhglioaRerSatibnt Fithae pPetiafManiReausy Yiloid @8 Reirfdd or to
any destruction or unavailability that could be caused by the term nation.

Al ter nghinted Mcall BIIALHDR tod? THE B TR Bn cbil&(iBh @&'%rq@bgslf#w%qg Yifel BlodiBIARAIE Nt
server 110 nay not communicate with the manager and may autonatically

initiaten: I I i.21 ' 2 t

[ 0074] VT RRe ] SO R0 RRARD e W AR AR Qe TRUMTR Db F Bl

enbodi nent of intainjing. the Unifie i rect.ory 122 is provided

Fopr esbrant bR elstPt i ed o et Sigbed immisrarorb Si{kee 8w o1t ens
125 of . the enterprise and stored in the data tables 123. As discussed

previ o’l&‘sﬁ‘%‘}reahere may al so be an interface whereby the data is not copied
and stored, but rather nerely accessed. According to Block 602, data is

al so o08%hed f rovrordves torspaepabodimaniscafils prgsensipgention, the dilobroppiagéler pri se
and stored in the data tables 123. Next, as shown in Block 603, the paths
and adbirteis sesfigutedtotbemtilizdd bnfbe odisaovesy orangger thooughithengset mderbwe 11®dTley t he
profile scanning tool 112 and the mapping tool 114 and/or |ocated through

t he usgilediowdisg fool Bldiomahdgdiscdleriianager elesdtal aghdrity dindht a t abl es 123.
As shown in Block 604, data stored in the data tables 123 may al so incl ude

I nf or N@dnhi@initAiM tneldork 62 B RL&S.0M QNimiPRINALRES, tHeQint BN aRTHICseri?el SPlwikhinv e
path i nformation. According to Block 605, the electronic discovery

mManagefke Rbmifh¥SHonddws&ans Neenif the 8fe M@sﬂgm § PGy ndtZfolyoRkisE e her field

matches that i1 ndicate that data in different tables should be associ at ed

Focat o s S Bl AP R0 e K RERH el LR LR B0

managerent . seryer..110 w rgani,ze. al.l of the |inked, dat nder. a
o ocEtrigd R F s syl s e ot o Peracdeqseod e isfodh S
custodian identifief is. unique wthin the enterprise and thus this
or gani ST MEe Sizf acihg Sgdhatcardaacs with seragemd e@ﬁitﬁ%%d@a%‘feaamawga ofiles
that contain all the data across the data tables 123 that relates to the
r es pecipy Butellythgue agenerdl gdvpof Apadisnlanfileseniepwitbinole enterprigpifilg serypisdgCar e
updat ed when the data being fed to the

that the custodian has used in the past. For example, the custodian may communicate to the e-

discovery manager a particular folder name and/or drive name on which he/she has stored files.
Additionally, in some embodiments, the e-discovery manager may have already undertaken a
local collection process on the custodian’s machine, wherein the local collection tool 132

returned a list of the network resources that the user of that machine has used. In that event, the
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tabl es changes. The el ectroni c di scovery nmanagenent server 110 maintains an
active interface between the data tables 123 and the various data sources,
i.e. the human resources systens 125, the information technol ogy systens
127, and the profile scanning tool 112 and mapping tool 114, such that

t hose data sources are periodically or continuously feeding data to the
data tables. Wien the data in those data feeds changes from what was
previously recorded in the data tables 123, the data tables 123 are
updat ed.,. Li kewi se, and as represented by Bl ock 608, when such a change
occur s¢disRRVeEY BRRRZSHINAY g? avevof Shermapicylangrive wderpased by the uselor '€ & he change,
including the previous data, and netadata regarding the change, such that a
hi st or flisedvereaanageonay then garkpyithe filkdravatieg oabl ésto brovpeogtiotbelparfiodae] CASE
MANAGEMENT [0077]Wth regard to case managenent processes, according to
sone edivodnesivnsd, seancthe &ldmy fdpeny filddrabvingd nbye rédsembling theoneameygivariager
utilizing the user interface 118. In this regard, the e-discovery manager
may enthetusérpidentifgany paticulat fled aesied BB awdol RtebsedBrotheater odetaddie thésize of
particular matter or case, such as a case nanme and/or nunber, a short

descr i gich @lesPhnd ld@icB iHealtCiF2y fAddrg8eShar&EDild)iifiudib@atPBEIbAGEHE B the
requester (i.e., who asked for the case to be opened), managers or contacts

for thgefBtkElettdve®pathd Sdhy Sl %ﬁg&\éﬁéyﬁgn bBaddeg, e‘iﬂﬁ@f&éﬁ'{ﬁﬁygﬁ the matter

rat her than the process, liket I Sscovery nmanager cust odi ans, etc.

The el &BgﬂhﬁyﬁhE%gmﬁh&%gﬁgﬁgggﬁ%gﬁﬁﬁﬁ%%ﬁg&%%n%§%ﬁpnfigured to store this

information 1n case atabase server 120. The case

dat ab 24 i s gonf.iqured house this infqr i on_suc a

0t or nRDSTn 1 el alTPUERES gt et e aRaedrol g ks BpSHE Bk B it i 1 ¢ e
case dat abase 124 and a user,can use the user interface 118 to view a

prof i | Bledrowsias feqt flé’ ths UnaBedbDirpdprydi24 dnay qbtaip datp peegrdieg the Rerspisd 78] once t he
matter and/or case has been initialized, the e-discovery manager may add
cust od¢camsiters HomeeSpagascqndothared Jurivies aspooiasehvdt the pusjodipms b dgientegprise.
collected. In sonme enbodi nents, the electronic discovery managenent server
110 i steponéi qygamazhtivn ofithd Unifest RDinsctayd £2.dhadata genegatsd ygthe vamdusdoolomagase at
one tinme. In this regard, the e-discovery manager may use the user

i nt er ficgordd & deparatettaled withid eled data/iabigs 120 of the Unifieddbitddtory h22. ClaafiituRAS. The
identifying information for each custodi an does not have to be of the sane

type. ihemenaseatii ST AESHARY I8y 8 MBS HRAndREIPIRIeE lu? HROH-dBcovary rﬁé}ﬁigér,
address for another, a network user identification for another, and a hunman

resourggs haatd dehSibteltille gc?%fﬂﬂﬁatiomﬁpxﬂ %&‘?xfe UM e d Bﬁ&t&r}%ﬁ%ﬁ@@ figured to

receive the“identifying information 1'n different Input”areas dependi ng upon

the type Rk { 4N is&%% @&bb&l&%&%ﬂ%& %c@cﬁli@gis&g’% . %glgage%gﬁ Sgllvglg t 1 | NLS es

di scovery managenent sewer s contrgure 0 US e rnpu MTSERAt i on
to searc h nified Directory.122 in the database server 120 tp. determ ne
wni on 26 Bl Znehd pEReT R R ER SR e SRTOIRREFOHPOH Hue Rt Siec of
a human resources jdentifier being entered, .only one custodian in the
Uni f i eRptpikasedfsntfisationgip ogder fp age the user idepiicting packdn dhe ydueiwn@gse of a
nanme being entered, nultiple custodians may be a match.

resources identifier. In this manner, according to some embodiments, the Unified Directory 122

may store in connection with one custodian (and in particular in relation to the custodian’s

human resources identifier) a list of the personal computers, HomeSpaces, and Shared Drives

associated with that custodian. Each of these locations is a potential source of data stored by the

custodian, and once an investigation or collection of a custodian is initiated, the location

27



[ 0079] The el ectroni c di scovery managenent server 110, after searching the
Unified Directory 122 with the input identifying information, is configured
to present through the user interface 118 a list of all custodians natching
the input identifying information. In the event only one match was returned
for a particular set of input identifying information, the electronic

di scovery nmanagenent server 110 is configured to automatically select the
custodian to be added to the case or matter. On the other hand, in the
event nore than one match was | ocated for a particular set of input

i dent i Iformgtipm storeddr thed nifiekRire¢ieryhdP mgy he ageaseqdds detgymipe themagticgtas d

together to the e-discovery manager through the user interface 118 and

mar kedsteage lomatians ¢hat nekidsto be eddressad dgmng the stvestgatiowicallestionu| ti pl e cust odi an
profiles associated with the matches to determ ne the correct custodian

t hat sfpoudd be adbsedotepadchelimpsaomne embbdiatents) the taiatign goragt dorerados Gmaer y
manager may consider the other information in the profiles, such as

Cor por gdrculariduStod 4R iKeehe@fkdiaaf stobkicbiedih ek didng! sty iethe. Undiied
information can informthe e-di scovery nmanager as to whether the |ocated

cust Odbﬁ@ct&% B Aokt RRAESh wil € it8s FhSAY Bleden B@%énﬂ?é’re&&i%c&?skﬁfé t he
correct custodian for addition to the case or matiter and confi'rmthat al

t od] : . d : . J di t
cone. onEacREs e AR 0 Bflod e LR BAPR Gl & barac APRERAO A, 10,1 0
t he cust.odi

e S e
1 i i , : ust odi .
ot | BN 15 HUORIRIE O 2arTiap He BRCEeorgNPal mie b et len

section of the relevant case record within the case database 124 an

i dent i ¢fitbacystadiasy's filse Thisisndvaniagonpand exgremgt Sleiant as itpllaws 2ap@Plstaly nk to
the custodian's profile in the Unified Directory. According to other

enbodi aernated investigatiegchlgotion poedfss, Irathenthar rehtinpen the erdiscovery ethnaged te opi ed
into the case record by the electronic discovery managenent sewer 110. In
ei t her mhmsallg et thehiggetad anthieet dndrfilé sarvars piathe timeloficoltgsdndi an is initi ated
in a particular case by the e-discovery nanager, the electronic discovery
managejpent] ser velt shdild bk hbte@ ta0 iR UM ALd Dirét6:9992 i beusdudaiyadr profile for
the custodian and determ ne the particular data storage | ocations that

apply {fiihfislycdpaibed adRew flionatids isalerdPustehe fftics e hdleln, RGbRW. 10

situations 1 n"which the custodian has already been added to the case and
For coprhfufy HARRURE dRAART bR Ay S 116 ey bR oA oopRliEnRy o
i or ratFeds g rigpt e BopRE St aS Y aAvEDHrdow B abSrE e B e y

e TR T E R T A

systens of the Prior art. ) .
scanning tool 112 and the mapping tool 114, at regularly scheduled intervals. Alternatively,

rather than periodically retrieving data from the various data sources such as the human
resources databases, the system 100 may be configured such that the database server 120 is
continuously interfacing with the data sources such that the Unified Directory 122 is updated in
real-time as the data within the data sources change. In either instance, each of the feeds of
information into the Unified Directory 122 is regularly updated to ensure that the data in the

Unified Directory 122 is current.
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[ 0081] According to some enbodi ments, upon addi ng custodians to a matter,
the el ectronic discovery nmanagenent server 110 is configured to initiate
the transm ssion of preservation notices and surveys to the custodians In
this regard, preservation notices and surveys relevant to the particul ar
case or matter are stored in or linked to the case profile in the case

dat abase 124. Transm ssion of the preservation notices and surveys to
cust odi ans added to the case nmay be automated, for exanple, there may be
preset instructions within the case profile that cause the electronic

di scové¥y2Zlranagdsamne sehediments, the data éﬁ%ﬁ??md28a$FF@§W§ﬂSH#@@@ﬁMation noti ce
and survey at a particular date or time or upon a particular triggering
event , histoukal datagelaiing todi castodiah ixpterdd uretation kethatastodign’sthinman refousever y
manager may nanual |y cause the preservation notices and surveys to be

t r ans nidettéfibr id the $ifbedddipatibryd A2.sThishehed the tfeadn bfindoramtive inyo thernagieaknt

server 110 is configured to transmt the preservation notices and surveys
vi a a Biranearad2 arfigdafct]iAchd ®ont dakerchitiny &ythe BRyfodign hds@adged|the dpawser vat i on
notices such that they are transmtted to custodi ans together, and one

Sur veyseiRy 18@istdoRgired fldicre IfBR (ifedDRSLSY A0 AHE MM dafLand WG ReidvmbiSt 0di an
responds to a survey, the survey response is received by the electronic

cust oct otaTRHENEY foSalple, Ak hatl Ay Mable 3 40 ol Dol b RCOUAT |
el ect rt%e fa cgalt OQ{%G%’ Iamgg%%P h‘lf: sto %IH%]ppoﬁIth %nﬁ%ﬁf]jlge {o?f #fﬁ?{% ore all

or a por |on ecelve urve fied

Director cust adi an' s il e Accor di sone

erbodi Satele TelE pv deanp B8 F‘Eﬁ’i‘“’é‘ﬁq‘é‘ﬁ &#ééfbepbﬁfﬁ %#%B?fﬁ%’@r%w“éﬂ@wwae& a

cust odi an, and each correspondi ng response, . is tracked in the relevant case
prof i | With A cysiedianand ongoh Bisdsrsppal compuler assqeiaiedl Witk ths cystedion previoyeiint

server 110 may al so be configured to transmt rem nder notices if responses
to t henglang@y@naﬁed e databess seecer U9 is configped theftorn dniths dmilbedl Bireatoriyd 22 The

el ectroni c di scovery managenent server 110 may al so be configured to
scheduthe infemmatide forreath casputer, meweba indioattuns ko th winm thonge comnplitealasfinstef r esh

t he custodians' nmenory of their duty to preserve files/docunents pertaining
t o t heidemmifledland Whes e odiaslitEBidsSo 1002 idnPfi&s an it wap, thetustrlidvgsofieen

sent to a custodian, the electronic discovery nmanagenent server 110 may

under t @ifin kiR DRIEYE DataBi 108 nfERIha18dOS ik GShé p&s@fal ddigtdts LRAIFThS
personal conputer(s) by transmtting an alert of the preservation notice to

the entSioRlzhsSush fIBLABE hAD vt RANAA! S9N HREBSATERE MM RoILROAGEIH! On. the
survey responses recelved trom custodians serve t0 informthe collection
process. For exanpl e, one survey nmay inquire as to what network storage
devi ce€' Eﬁe cust odi an uses when storing data. The answer that the custodlan

ghgfzdbﬁﬁﬁpro??ﬁé“%ﬁgﬁﬁglEﬁgéﬁﬁbge %g%§%%§§%%FﬁgiﬁﬁﬁyDﬁlves it er in

collection. [0083] According to sone enbodi nents of the present |nvent|on
the e-Tglexasieelsctinmitadissovims grployment sasus; shscordingiorsame e@Ps imenige ihen
attachnents, notes, tasks, and search terns to a case or matter. In some
enbodi the fited of infermpgion ﬁt@msmnhwaglere:somws databasee toviy Uniflsesl Ricesdary 12he case
profile in the case database 124 using a web browser and may add

at t achinelndes,a dchahgesas td ampbymanicstaesefchparsruls chigodien, shoeledronfvadisionery Thus, t he
e-di scovery nmanager may not be the only entity with access to the case and
case naaagenBiisetveol 19 i0torfliarel te eédoghize thdichapeiy poRitag fEfdtin Reti @i

functions in response. More specifically, in the event it is recorded in the Unified Directory 122
that the employment status of a particular custodian changes from active to terminated, the

electronic discovery management server 110 is configured to determine whether the custodian is
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110. The subject matter of the attachnents, notes and tasks could be
anything relevant to the case or matter. In sone enbodi nents, the tasks are
tasks that particul ar custodi ans nust conplete and the el ectronic discovery
managenent sewer 110 is configured to transmt a notice to the custodians
that that the task needs to be conpl eted, perhaps using standard emai
functions. Wth regard to attachnents, the e-di scovery manager, or the

cont act/ manager of the case, may upload relevant files to be attached to
the case profile. [0084]Wth regard to the search terns, the e-discovery
managefss 63 Freany£8ee apftigha8d.gf Sonde Hppsrdt iedle desienated manpger ef santachiormee case
profile to be applied when searching the collected data to |ocate data

r espon$§#¢er platterandalestpnic sompuinipatien natifiiggithesmanagerofitheternigated Statsiand t he
search terns within the case profile is advantageous as it creates a record
of t heimspainghis tgwhéther themanageewoniddike dhicctarmingthd cwstplal's daa tdiecddt b thad ai ds
in organi zation of the data, as discussed further bel ow. [0085] According to
sone eawmdibemmdnag@fredpbrdsin eseaffirmaive)the eRctroMiediscovdBansiagames semeel ohat it
is tinme to collect fromcertain custodians in a matter, the e-discovery

nmanagefs oﬁﬁ'ﬁﬁﬁlﬁé@tot duBorbBRANY MiteHd ME FarddiB doRedtRh PRATEssEHSE 18 piadit ARRnfidiPM t he
matter to the underlying case. This release triggers the commencenent of

col I ectrqurfl HdQsolhAHANRay 9@4@@@%@99}; bts%éee@egﬁ{&g Eﬁ %ﬁlscﬁst?ﬁcﬁ%ﬂ Gy System

and the data storage 1| nformt’ion hous entries in the
Unifie ] ex ol I -he. ca . . E ror as
discusggﬁk@%@ggﬁ§uéégegggﬁga?ﬁﬁggﬁngﬂ %ﬁbaﬁwﬁggﬁggé&éﬁg%e%%&ﬁﬁgﬁgdg?odians
(i.e. e%ecti&n of those cust odi 1 in tge matter, ta_be rel eased to the
case bt SoY e IS SEYs 11D e ALEOPENDSHY Vi Re BEngET SHLIBYI | ect ed
data, the B[O ess.naxwgﬁ,entirely automated. | n sonme enbodi nents, the

el ect r FHPE agléféﬂ}‘%‘i‘t?c HOR IR reeenizdhe 4 alpngs insslo e atus: al | ow al |

custodi ans_assigned to the matter to be rel eased to the case at the sane
time. [0974ldi ti oWithireferenes nave tosFighetea flnw diagiam dibvwlaingenssghodiment of

maintaining the Unified Directory 122 is provided. As represented by Block 601, data is
obtained from the human resources systems 125 of the enterprise and stored in the data tables
123. As discussed previously, there may also be an interface whereby the data is not copied and
stored, but rather merely accessed. According to Block 602, data is also obtained from the
information technology systems 129 of the enterprise and stored in the data tables 123. Next, as
shown in Block 603, the paths and addresses of potential custodian storage locations transmitted
by the profile scanning tool 112 and the mapping tool 114 and/or located through the use of the
file browsing tool 116, are stored in the data tables 123. As shown in Block 604, data stored in
the data tables 123 may also include information input by the e-discovery manager, for example,
Shared Drive path information. According to Block 6035, the electronic discovery management
server 110 searches all of the data tables 123 looking for field matches that indicate that data in
different tables should be associated with the same custodian, and provides linkages where such

matches are located. Also, as represented by Block 606, the electronic discovery management
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has previously created groups of custodians within the case, the electronic
di scovery nmanagenent server 110 is configured to allow a group of
custodians to be released froma nmatter to a case at the sane tine.

[ 0086] DATA MANAGEMENT [0087] Once a custodi an has been identified for

col l ection, whether manually by the e- discovery manager or by being

rel eased froma matter to a case, the electronic discovery system 100 is
configured to automatically collect the custodian's data using the |ocation
information stored in the Unified Directory 122. Therefore, the electronic
di scovesryernid Aagh weganizs all wEthe 1ihBedda @ udes achgodiars ideutiifzan witho# hitle theflinkérk
custodian to be collected in the Unified Directory 122 and determ nes, from
t he i nfigte iedsbavintad. OFtRGubtbdiag identifilids dhifhewithin thoantrpissanditheahia st or age for
the particul ar custodian that nust be collected. There are many different

| ocat i gRgniznal HficRYS @RIl ndididuAdal SaRue bikeddis ROfiRS RPEGMaif BN er S,

emai | accounts, and network storage areas, including HomeSpaces and Shared

Dri vesgl?% ggl%?s] thf: Sﬂ% gahagétsqgk alut RAEd dofnd xfeefselcav&afsﬁda%@.n rel eased for

col |l ec I nc east one personal conmputer(s) associated with the

inder t SB35) o' col PARIHHE R e INSRRI-LRRBABIE (T o By Mo e o1
dont] POl GERRRor R 9 SHOAE ity Bipmagen e TR BEe: FEE M oy

initialize deploynment of a local, collection togl 132 running on cqllections
ser ver batggen §§ dgﬁ%a@me% I¢3pnd thegranipus Jaspadirersd o BedMm@s reserCPoYSEBsI 2232 i s
configured to be deployed fromthe collections server 130 or another server
wi t hi nthefieforrastiorikchnolpgy sysigms Y7, endkthe pradilpsdasring taod  apndopsmingetos] hido.
Therefore, for a particular custodian, the |ocal collection tool 132 is
conf i gswchdhat dhast idith zeurcdsarepaividivally deemitiyously feediog data icothe datppabilesd by t he
el ectroni c di scovery nmanagenent server 110

When the data in those data feeds changes from what was previously recorded in the data tables

123, the data tables 123 are updated. Likewise, and as represented by Block 608, when such a
change occurs, the electronic discovery management server 110 records the change, including
the previous data, and metadata regarding the change, such that a historical record of the data in
the data tables is preserved.

[0076] CASE MANAGEMENT

[0077] With regard to case management processes, according to some embodiments, a
case may be initialized by the e-discovery manager utilizing the user interface 118. In this
regard, the e-discovery manager may enter into the user interface 118 certain information about a
particular matter or case, such as a case name and/or number, a short description of the
matter/case, a legal identifier, the particular requester (i.e., who asked for the case to be opened),
managers or contacts for the matter (i.e., individuals involved in the substance of the matter
rather than the process, like the e-discovery manager), custodians, efc. The electronic discovery

management server 110 is configured to store this information in the case database 124 in the
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to be deployed to the identified custodian conputer. According to one
enbodi nent, the local collection tool 132 is configured to be automatically
installed on the target custodian's perseonal conputer. The | ocal collection
tool 132 is further configured to generate a snapshot of the data residing
on the local storage of the personal conputer 140, for exanple, by using a
comercially avail able tool such as the Vol une Shadow Copy Service, store
the snapshot in a storage area on the personal computer, and transmt
copies_ of the fil included jn the. snapshot to the, collections server 130.
By 1 1 2R PRUTIAD dHE 5P BAbISR 24 rapERered o e tin BrosTgh aLpueh tiahdl har d
drive of the personal conputer, the |local collection tool 132

advant Bdesusipy relating s a padicelgs maideran cass igwlatedhwishin sha pose dadabape b and ani t hout
substantial interference fromthe |ocal collection tool 132 and even

i Nt er awser vant Esetireusdainterdtot Bdtoomew h prdfde of the materay cedvanelndipg hibtheof t he data
is being transmtted to the collections server 130. [0090]In addition to

t he fuim€érimatisn.descri bed above, the local collection tool 132 may al so be
configured to transmt to the database server 120 a catalog of the files

i ncl udpd78n t he oR@REOSLiErAnBRr 64s0hBdbden ilkiHSiRAGAE BAieHdr flahARS nfd@t abase.
This catalog may be referenced by the collections sewer 130 in order to

det er M. iWoaleto OhaREIreRsd ffork ¥MBhElE ARHbE RqhS eicaﬁ&wdmﬁg&ne .
collections at the point of interruption. Additionally, i n accordance with

sone e I: C I I ] I npil e
and tr SHRaUEERS She 408 REAe0R R sRithbdbd STt SRl AR S RTY o
net wor k sources t.he user is ysin i ncl.udi n or exanpl e, network

ool | coele T I A pb R el oS 4 b ine! Sk e o8B RY BlonBF IR s 1 o
of resources nay be ored in the database server 120 in_the_custodian's
prof i | weithe ‘t‘sﬁémtﬂPaF? ii}g ﬁfing'éflb}dﬁntﬂg’?gl ' ati‘%‘éf’ﬂt eeystosdiang; I8¢ on of t he
files thensel ves, apcording to one enbodi nent of the invention, the |ocal
col | ectdpgyinganfonmationdoreash cutipdian dass aphlsve ssbe efdbe samgigpe pFudample. 4 i | es
included in the snapshot to the collections server 130. [0091]In sone
enbodi maam may bhentered &arroon cestelliat ar emyil padragpdiremotlspraretwark@seray  utilize a
conput er watching tool 117 to determ ne when to attenpt a collection froma

cust odidaumtifiatize for asotheéihandooingmineksovates dentjfierdfol anktheri Theadef imgerfzed 11Dis
nonitor the network 102 and determ ne which of the enterprise personal

conput @m$iglitd téfeLei0s {Hefi@entiﬂhﬁ%ﬁlff&ﬁﬁtioh th difercBv@pht &8 depdnTing upes tiRdI an
whose | ocal machi ne needs to be collected, the conputer watching tool 117

is cor 'ayfﬁendfg)mg%fs&mﬁ b\éﬂg%éema TRE @iee@?ﬂiggigfmfgﬁ@n@%?m&& s%g%r {ig e

when it appears’t6 the conputér watching too ormt

o ot Qi SEANEL TSR R IELchiG Lk SHRA S MBS 1S,
cust Odsielav%r r[% %afe?gmﬁr%rwﬁ% Icues c}dia%rs] )arei arégcl)clila Swith &e‘?ﬁ‘ﬁa@ Jnformation. In the case

of a human resources identifier being entered, only one custodian in the Unified Directory 122

may be a match. On the other hand, in the case of a name being entered, multiple custodians

may be a match.

[0079] The electronic discovery management server 110, after searching the Unified

Directory 122 with the input identifying information, is configured to present through the user

interface 118 a list of all custodians matching the input identifying information. In the event

only one match was returned for a particular set of input identifying information, the electronic
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for HoneSpaces or Shared Drives, then the el ectronic discovery nanagenent
server 110 may undertake to collect the files fromthese file sewers by
initializing the file sewer collection tool 134 running on collection sewer
130 (as shown in Figure 4). The file server collection tool 134 is
configured to access the file server |located at the given path, whether the
file server is a HoneSpace or a Shared Drive, copy the data residing on the
file sewer, and conpress, hash, and transmt the copied data to the

col l ectjons server 130. The file sewer collection tool 134 may

pr ogr afSERYSH Mapageag seivast 10Uue spdieairadiia putampticaliviseleet the, F%ﬁtf@é?ésﬁoﬁ’F pdded
neeting certain criteria, for exanple, files that have certain file

ext ensiodhecaspbr matier iCmethy otheheandy imghaenentimpreshaneneinaaich was/lopated toita the fil e
sewer collection tool 134 fromcopying files having certain file extensions
or ot hpartiatl4rrsebeftismit identiféug infortator, teenghe myltipe mavhastragdesedehtetihe

e-di scovery manager is not interested in copying executable files or source
code, {fopethertanid €distdvesonBnagairebugk teSusert iRrthtd El 3smdBiiarked doakdtitye-t ool 134
is also configured to generate a size estinmate of the files residing on the

target @igccfvalyeméﬁgéfﬁﬁust Vi e @RNRHIE BBAbdiat B fildsafosBiMaFiteAat hﬁ%k% t ool
134 may autonatlca |y begin the collection process (copylng and

trans arsth iy a ed
t hres hn%‘{téd : @}Et:c:t Ié‘hstt&?n s%%@?rbg%?%gﬁ??@&%e fi %}4 sIenE(g/er céF eégt ion
tool 1 éco'vglfy nf ' g'ul{l e)gcon%dgrethg Hﬂ'e 1 (ff)rm% ur)]r(la fn tfll% gx%f tle':scéﬁkefas I:c? | gr% ¢ tit ?: It is

col |l ec |ng PRV PR ;> 58 nearl i ne
files, in the event that the es include.such nearline files,
choose? qﬂ‘éﬁtmﬁﬁsi‘%&te GEtpdanp. &L s%“ gé“%%“ ’\98|°6“ g %‘SGNJ;&SOY% magpeRer .
Therefore according to different enbodi nents, the file server collection

t ool 1340 shsthesthg |1<P°ab°+i cgstpdipn isdhe ene iptraded: | e erdisqonrmignanager may e er ver

| ocated at the path given in the rel eased custodian's profile and transmits
t hem t wlachthe cotreat custedian ke pddition RGhe ¢ 98nRtterand gonidn tat Pl obiadiang f or a
custodi an rel eased for collection) includes an email address for an enuil
accoundelestediniay terdddedioi thecaspai inagar ver 160, then the el ectronic di scovery
managenent server 110 nay undertake to collect the files fromthe

ent er plonse enai | AGerdigy tokofheRnbodinidnasl 'atidig” lkastaditm 1ea &R mawdrl ecti on

tool 136 running on collections server 130 (as shown in Figure 4). In sone

enbodi ARALEs 1i tRe Eﬁé(&iiﬁgbhleqﬁ ki eQ0Ai O Dire@bryl B9 th theC Al dr3HtRe i Beaccess
the particul ar crosoft change server withi'n the enterprlse emai | server

160 o c hpged on the
|nforgﬁg?gﬁgfﬁgﬁﬁﬁggbﬁﬁbt fi ﬁ’?8%gﬁﬁﬁﬁgggg§?§V€%§£$%%g§£al emai | | ocated
t here, cIu enall eleted. b t to..a edete m. ned
bor 1 o BF |rre S Spepbirged ewétg? B RS B ofRauPa byl R OUE
the co Iect and t t the copi.ed. e s t he IIe ns ser.ver
150,  Tp ool BF Fleyantait: BOG LT e o P S 2 KRCRi e | s
belng coll ected, or the rticular t pe of data being coIIected t he

col | ecthp gwstodiagy verthqeetchancwega%a ipk tasthe pestedian sipiof g in thg Urifid | e t he
collection is still ongoing) in the short-termstaging drive 180 until the
part i cidirentoryolAceerdingrto ptherempodiments.ghe enstrdianbaprotléanfoometing is eatrioeddad a

resulting fromthe particular collection, and then copy the data set to the
| ong- t@ipinddttortbyesareeardintthe electiditc diswoquzrmamgaheﬂtsmvagem. IIn egloare
enbodi ments, the barcode is generated at the tine the collection is
i ni ti ah@enddywhen a collection for a particular custodian is initiated in a particular case by the e-
discovery manager, the electronic discovery management server 110 will automatically access

the custodian profile for the custodian and determine the particular data storage locations that

apply to that custodian. Thus, as will be discussed in detail below, in situations in which the
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the el ectronic discovery managenent server 110 and acts as a folder within
which all files obtained through the collection process are placed. Thus,
the barcode is stored with the collected data in the |long-term storage area
network 190 and is used to identify and access the data collected data at a
| ater time. The log file of the barcode could include the tinme and date of
the collection, the nanme of the requester, the particular file extension
types requested, or any other information that would be useful in
identifying aor referring to the collection. [0095]1n some enbodi nents, the
col | ectHs lreagty o5 2o e CaeviER el Gis T dIONEY BRREEABS. ARy | on
to the electronic discovery managenent sewer 110 to be stored in the

dat abassdecs theparticalap custastiandion pgdlcstion, gnd Hhe remainvgicalectiop pricessevillibet he Uni fi ed
Dat abase 122, in relation to the stored information about the particular

col | ectitomatedibetivee thetUnied Rirkaioryl 122 alrbaiythoonses all vt detrileeant ifotmatioh teect i on,

a file server collection, etc. In other enbodi nents, the barcode

i nf or madcksnhe arstoaimndodatednd the¥ledttoniddisdoresatkmapemérh gervanig OtiecdnfighRdage ar ea
network 190, is stored within the case record 124 and/or the custodi an

prof i | gutbMatidaBy _l-iﬂ%lfain@&c th¥ VRIS EdllctBon Bbolst NBissis aBidhlyRivkAdsedube barcode is
generated. In either instance, the barcode can be used for reference by the

e- di SCRYREVeTBRPEES thdWstkinS W 8 ptilleasase record 124 or the custodian
profil@%ﬁag t he caség%%y be, a? a later date to determ ne what collections

have aldogady OCCHIKGH 1 LS B3GR hord AERALLLGHAA, Higlodhan. This i's

particul arly advantagéous Inh an enterprise environment or any environnment

in which nultipl e cases nust be aged .and .cust odi ans can he signed to
it 11 et oS F e e st P RECceag e S i R BpfittentSh 8251 Pl ocat e
and access data that s collected previously froma custodian, perhaps for
2 di f feFERYatien datices ap pureesHe thecusiotians Harbis Bieogh Bressreriengietipesswd or to
informthe collection process. [0096] After the data has been copied to the
| ong- t BEYAYS fdevagttodheparieilgirane arguatter A skaspd acarilisked todhe/ease pafileisribar es t he
hashing of the data in permanent storage to the original data in the

st agi nepseldatatmsed 8. aFrdnsnpifsiothef thapiesergatiom riotiesstand alirveysuo gegodiles addedtof r om
the staging drive 180. Once the data has entered the |ong-term storage area
net wor tke £88 mdytbeiantonoited) Gresample) Yereardybe preset Bwingtions witkiadhe tdse pofild kel y
that the data may need to be processed before it is searchable and suitable

for remhundthé B¥QEdiOAQVEryaishadtheritRENEr 11600 tAXAMNPA Bartibhl8r fredePsutioRY be
encrypted in the formin which they are collected and sent to the long-term

St or ag&,idk & ﬂﬁ&éé’ga‘t Ité‘l S&I%Qula;r BRL 6f B5E or B ﬁr@&le&‘ﬁi%ﬁg g%,%@i%gas , the

data may be copi the conversion services server ere a series of
dat o | oA NEnR yARERb AR, Rl k. ES ML B AERA R bR fer m st or age
o007 rERled Bt i 08 TG srnred, Ipsind SoRaTRame ke BRIRG ot
] UStéigoggrytnrl]a%agement server 110 is configured to transmit the preservation notices and surveys

via a standard email function. The surveys may be tied to the preservation notices such that they

are transmitted to custodians together, and one survey may be tied to more than one preservation

notice. When a custodian responds to a survey, the survey response is received by the electronic

discovery management server 110 and stored in relation to the relevant custodian in the case

profile in the case database 124. Furthermore, the electronic discovery management server 110
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el ectroni c di scovery managenent structure of the present invention,
according to sone enbodi nents. As illustrated in Figure 7, certain
processes described herein nmay be categorized within one of case
managenent, as represented by Bl ock 200, custodi an managenent, as
represented by Block 220, or data managenent, as represented by Bl ock 240.
As descri bed above, the electronic discovery system 100 is arranged such

t hat cases, custodi ans and data nay be nanaged i ndependent of one anot her.
However, there is still an elenment of the categorization of processes

wi t hi nmaybe eqfiegendite storaalk orjagpogtinpeeiifhe data regpiged in By BuYeY 158p0BsIEARE ood t hat
certain processes may be correctly assigned to nore than one category.
Ther ef YUnified Whiectory K iattdusiodianiserofilet he syst em 100 al | ows separate
managenment of custodi ans, cases, and data, certain processes of the present
i nvent j0082Jmay afA@otdimpiosomeambodmanfs, tdvh tfaosmigHomgf a pro§oSftidbh @ofica @il
process that falls within the case managenent category is creation of a
mat t er seveya a@ustsdian, faha eﬁsm&eép@hdih% réspaiideOR tiSLHHAGH theaslelatit thse Hrofds iS hown
in Block 202. As described above, the e-discovery manager may enter into

the Us@E chddidatabaeq 24 18h6 BedtRin: dibddvery Bl 8nal sth edl 103y 44 @Jcoﬁﬁ%ﬁﬂé& or
case, such as a case nane and/or nunber, a short description of the

AL t er ,GAREmit ?exﬁigﬁé}'noitigﬁgﬁ kE;%@"ses b e RN dyk Gl o rercggér:k?ﬁtgi% ﬁéjtret:(gerﬁnﬁmg asked

for the case to be opene nagers or contacts

i ndi vi dual,s ~i.nvo i,n _the substance of the t1er rather t.han.the

br o oot BAEiMED ThE ek B OB AR R 08 DRy AR B Cspind e

custodi an, information is stored separately fromth e infornmation

al | owi SHCHH remiRdes apees fRbegbip croRans ipeEotiabireleghille prsipiaRsmpBPs, he
el ectronjc discovery systemof the present invention to have scalability,
wher etRf thair d dprgssevscliley/deruironts neHainigde dis Batcrain WECrotWdiments, PRGEHA o

cases. [00100] The el ectronic discovery managenment server 110 stores this
i nf or ripresesyation nptige has been sent to a custodian, the electronic discovery management server 110

may undertake to prevent any reimaging or refreshing of the custodian’s personal computer(s) by
transmitting an alert of the preservation notice to the enterprise’s information technology
management group. In addition, the survey responses received from custodians serve to inform
the collection process. For example, one survey may inquire as to what network storage devices
the custodian uses when storing data. The answer that the custodian gives to the survey may
inform the addition of Shared Drives to the custodian profile in the Unified Database 122 that
may be used later in collection,

[0083] According to some embodiments of the present invention, the e-discovery
manager may utilize the user interface 118 to add attachments, notes, tasks, and search terms to a
case or matter. In some embodiments, the contacts/managers for a case may also access the case
profile in the case database 124 using a web browser and may add attachments, notes, tasks, and
search terms to be stored therein. Thus, the e-discovery manager may not be the only entity with

access to the case and case management tools of the electronic discovery management server
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case dat abase 124 in the database sewer 120. The case dat abase 124 houses
this information such that all information relating to a particular matter
or case is related within the case database 124 and a user, such as a
manager or contact, can use the user interface 118 to view and edit a
profile of the matter or case. [00101] The next process within case
managenent is the creation of preservation notices and surveys specific to
the matter, as shown in Block 204. In this regard, the e-discovery manager
may, through the user interface 118, either generate a new preservation
not | ceblGorThsubiesisnatisr ebiingtiabmens, fnie a6 i1sks code be B1YUHRE IIFVeREIolke s of ed
in the case profile in the case database 124 or, alternatively, link a

pr eser saat bomattet it sonoy esbirdineynts [thetasks ase @slsdhatpattiveladaiskvbans nest ver 120 to
the case profile of the specific case or matter at issue. Also wthin case
manageskinglete and the ciocaiic discofers managenicar Bvep et 0 isnenfigired folteansrak @ notice
represented by Bl ock 206. As descri bed above, the e-discovery nmanager or a

cont acfy thE culBdHRS thak Biat the Qask ASQIsTEWe BSBpIERE, pbilfag)s uihesthased dA81t o i nput
i ndi vi dual search ternms or search termsets to be applied to the data

har vesgggidm, t\’f}ﬁn‘é ard to ht:&cﬁﬁgﬁs,ecHPQ-ﬁis@@v%? mahilr, 37 Me&dntBiBndgBYofdRe | | M ted

to be used wt particul ar custodians and/or Wwth particul ar "harvested

dat a té’a@g%ay-rugag%a%]er@fé%htItﬁ?Jesgg?%‘ﬁl{t}ﬁch@cﬁos[ﬁ‘é’@a%giafbfﬁpe case dat abase 124 so that

t hey may "be-r 'y appli arvested a and used in connection with
storin e res ing resppnsive data., [00102] The processes of enfering

rel eva@pg&tach%ﬁ%@%&%&‘)g ewﬁﬁmt@g[ef‘gscgv #?ﬂng%ﬁirgfa’&f&%e C(S’PF t¥er al so
falls within the case managenent category, as.d nstrated by Bl ocks 208
and 210202gREs 1BAYAAL CERIPJErmE A cassprailiesd be slied Bpren e FCﬂl&ft%se the
user interface 118 to upload docunments and enter notes and other rel evant
dat a, datetodesatgdapaapasivand relemnhigdheundegying isshes i8 dhq ¢pse. hetodag theseaseh | e of
the case in the case database 124. Once these attachnents, notes and

updat esmay witbiddlecicast il pdiratagedusras nicarchtesrangenrd of thesarching thasisttihibe case
profile through the user interface 118. The cost estimati on nodul es of the
pr eseniindefidlesntwithrespcet @l thoddd ankdides drfmizatioe of tht dgar dsadbduasd Gatder
managenent processes, as shown in Block 212. In this regard, the electronic
di scovigdiyw managenent sewer 110 utilizes a cost estimation tool to determ ne
the cost of harvesting and review ng data, based on a nunber of factors

i ncl ud(/o@QS] for '%&m&iﬁ ty%uma%hlbeﬁinféﬁ%t&%@ﬁ%senambmon%ha@g yeNiGrisdat a,

data types, etc. Fina case nanagenent ‘al so i ncludes a nunber of tasking

and wopKE) N PLISEARS AL BhnRlanSALESRNL 8L B ! BEl ikl verd ARG MaYT N0 oW

to cus Ian managemnent, N processes

use the user interface 118 to release the custodians from the matter to the underlying case. This
release triggers the commencement of collection of the custodians’ data using the various tools
of the system and the data storage information housed in the custodians’ entries in the Unified
Directory 122 and linked to the case record 124. Furthermore, as discussed briefly above and in
detail below, from release of the custodians (i.e. selection of those custodians in the matter to be
released to the case by the e~-discovery manager) to collection and storage of the collected data,
the process may be entirely automated. In some embodiments, the electronic discovery
management server 110 is configured to allow all custodians assigned to the matter to be

released to the case at the same time. In addition, in instances where the e-discovery manager
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category of custodi an managenent are shown in Block 220. Wiile the
processes involving generation of the Unified Directory 122 certainly could
be categorized as custodi an managenent, the processes shown in Figure 7

i ncl ude those processes involving managenent of custodians within the scope
of a case or matter. In that regard, the first process of custodian
managenent included in Figure 7 is the addition of custodians to a case or
matter, as shown in Block 222. As descri bed above, the e-di scovery manager
may use the user interface 118 to link a custodian's profile fromthe

Uni f i eBasgirpaenshy greatod sroyps plccusigdiang within theyeaseghoelpsteoniqdipioneiyase dat abase
124. Thus, the custodian profile and case profile are correl ated. The next
proces gesageittcht sereud 10 o configmpditpeationta group h’gcustoémﬁicslm releassil fromes gratient | on
notices and surveys to custodi ans, as shown in Block 224, and the

pr esentad ¢asa atothe sdnge Smeveys to custodi ans, as shown in Block 226. The

el ectroni c di scovery managenent sewer 110 uses the contact information in
the cufiogd] an' s pagiA MANAGERENTNI fied Directory 122 to transmt the
preservation notice(s) and survey(s) stored in the case profile to the

cust od[@m] | N s OoRcEINRMIIERMHS becd i8dAREATS BIBdtlon! WAGhdr HhnullH$efe eSO t hat
the onfy informati on needed fromthe Unified Directory 122 is the

cust odiAg. 5P iBlidge g R EHBHAb ANaGD IR NiBhic BBl ery LiGerp Ur vy

wil | appear as a nessagg ﬁhereln wnen she épens that nessa

surve ed 1 o, her onf h that
ohon® o tsiepP i BNk A e *Fescuasu s PR peie G et Pt 1o ¢ e
dat abase or stor case prof.ile and the custod

CorTI Sorean s %Ber?tPﬁyd&ag%Pﬁef?r%&%"t %ﬁt@ﬁ%mwﬂmsen%éﬂwﬁﬁss of

relea5|ng custodians frgma matter to a case, as shown in Bl ock 228. The

e- di scakresys thesuyediaygrofile ofdheeustodiantte be sellectedgn the Uiifird Pirecterysi2dd@ndn’ s
profile so that the custodian is now activated for collection of data. This
may ocdeiernwneshfromitheinferyatida statvd skerdipthe diftasent haratenstad datastosagerfof thee i s

| i nked thereto. Once the custodian is rel eased/ marked, the electronic

di scovparticulamagediantha ewst belcbllected, Horess nidng cﬁ:ﬁﬁa’emdb(atibns thaiche fysteand
initialize collection based on the various data storage |ocations

i dent i {0shniaddiebs; inthafind SersohbledoRipvtets, effail beguaseaidabtbork Blopsde afs3@, t he

el ectroni c discovery managenent server 110 may autonatically determne the

dat a tMﬁﬁﬁuéqﬂnhgﬁﬁhﬁgﬁaSﬁgﬁgﬁﬂﬁegO be harvested by accessing the
custodian's profile in the Unified Directory 122. Alternatively, the

e-di SP&Q‘S% MNaGa ey m?Ex%‘ﬁi’é @( a[@dé{%'gia'ﬁ‘? [RENeR f&%ﬁé@oﬂ%&:ﬁﬂe@éﬁ IASEGRS! N9

and vh t he cust inar Iy,fas mnt casg nanﬁfenent
t
b ocosRaPPRAPAERE 8%9%%%% Jaﬂﬁ S 35 R i ey ARl i s

data nmana n sent ock 240. rocesses

Wt hi o BT @ﬁ@ﬁ? L?éé?%‘é?e %P?%T?Wf?rﬁethﬁs S ng of
data, as shown in Bl ock 242 These processes include the collection of data
f r om afliscqveey wafeRenescyeol yaanretiye die rgleyartmaching ideati Sirginfarmation| udi ng
the custodian's | ocal storage on her personal conputer(s), the custodian's
net wor Richas demeinanasass 1P addeessuaie. odidamaysingiabizs depderdnent pf olohalrcolleation fodds ar e
descri bed herein. Al of the data in the various storage areas is copied
and t r BPsmmhing dncolléchionceitee 480 O showet indfigdiB@). as described in detail for
each particular collection tool or process. Upon reaching the collections
server[ob89} dat aTkeased] tbiM@tibh ¥l 3PRICbhGlréd todeldeplolédRomshd MRetdsi | Y
stored in the short-termstaging drive 180 until the collection is

conpl efyverao WPiddihd? Qé&&r Withih heeBVGH 100 14 AF dFINDedtGhM SRR olpafrIet WOT K
190 in association with a specific identifyi'ng barcode. The foregoing

D 00eSPal HERRRASRN bbb e EOE Lo LEXULE ARG B0 O
S RSB e P BB et weaw iy

server 170 for analy5|s and conversion as necessary, as shown in Bl ock 246.
Once the data is converted, it is returned to the long-term storage area
network 190 to be used in review 37




[ 00106] Al so falling within data managenent is the association of particular
data sets with particular sets of search terns stored in the case profile
of the case database 124. In this regard, certain search terns stored in
the case profile are stored with the intention of being applied to certain
types of data and/or certain custodian's data. Alternatively, certain
search terns nmay be applied to all data collected for a specific case. In
ei ther instance, the electronic discovery managenent server 110 accesses
the case profile, deternmnes the search terns_to be applied, and associ ates
the selrbafieployediafhe iephidedrasiodun compyise Asording foms e&@pﬁmse@t dhglgcalong-t er m
storage. Thus, the search terns will be applied to that data and the

r esul t eoligetion el Hane penfisyresid bp pefomatieadlytiestalled jon ks tergebeustodianissessonsl nal | vy,
as with the other managenent categories, data managenent al so includes a
nunber cafiputers Kiha dpcahabllacikda thot 3@ rinfiethsiesontigered & genemper 2smpshedt obthe Batack 250.
[00107]Wth reference to Figure 8, an exenplary process for nanagi hg a case
i s prowssidat on the REAILEHAFCS thé pdiscnnEcopiputstilne for efaniphe bpueiag Alcommieasidliyon. As
represented by Block 302, a case or matter is created by the e-discovery

nManagesvaaisic o &M ds thd VSluf Shadlii @Bﬁ Serl 4, stdig e snapshbOdiadftag Redided to

the case, as shomn in Block 304, by nklng the custodian profiles of the

Uni fi f"ﬁl 'B\e{sgﬁ% aﬁd)trarﬁﬁuf:&g%s B¥ 9{] el 16 inRdd in AR srnggh%ﬂ%%@c%lf&tgﬁ ock

306, cov ry ‘manager an e case contact or nmnager adds search

terns ée?v%?qB@pEEl 'tr%gsrﬁlamgq{lf dsﬂg ﬁ%ﬁﬁhg %ll’ Mot ‘E)P %e t?i%totrc!:(fl Crl tfﬁg 'heu% 8% H‘l%t I ons

as to apply I Cu es OI’

Bl ock 310 r he, det er m nat.i t hat mu to mhether
Cher e PsoparEiEercfhe qet o %&031 b2 ﬂ&@iﬂ%ﬂg@p@alﬁaﬁr@ fndligzda Continie
preservatlon notlces are not required, for exa for an audit, then the
pr oces® Wi Pfr HeRRRest g bstaptial h@elifﬁwqea&% ﬁﬁl‘efﬁl Bqlleaﬁ@ratoebﬁ@éﬁea?p On the
other hand, if there is matter, rather than just a case, then the creation
of pr et iGihedaia geredios ﬂiifE]Efl!ﬁl degk asghe ghpsiot phtheidateks Being rEGOi0R]The
preservation notice, as shown in Block 314 is transmtted to the custodi ans
the collections server 130.

[0090] In addition to the functions described above, the local collection tool 132 may
also be configured to transmit to the database server 120 a catalog of the files included in the
snapshot to be stored in the ongoing collections database. This catalog may be referenced by the
collections server 130 in order to determine whether collection is complete and to resume
interrupted collections at the point of interruption. Additionally, in accordance with some
embodiments, the local collection tool 132 is configured to compile and transmit to the electronic
discovery management server 110 a list of network resources the user is using, including, for
example, network applications and file servers that the user has used or accessed. This list of
resources may be stored in the database server 120 in the custodian’s profile in the Unified
Directory 122. With regard to transmission of the files themselves, according to one
embodiment of the invention, the local collection tool 132 is configured to compress, hash, and

upload the files included in the snapshot to the collections server 130.
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added to the matter, perhaps using email. As shown in Block 316, a rem nder
noti ce nodul e may be enpl oyed. As shown in Block 318, the rem nder notice
nodul e transmits periodic rem nder notices to custodi ans. The notices may
be sent over email and may rem nd custodi ans about the preservation notice
and/or rem nd custodians to fill out surveys. Wth regard to surveys, in
the event a survey is required or desired, according to Block 320, a survey
is created. The survey may be saved in the case profile in the case

dat abase 124. As shown in_Block 322, it is possible to enable the survey to
be attHYREH to aMdomesmbadlincats. teclscirpric giseavsrxmanagsmawiseres ! 10 men109] Next |
as shown in Block 324, the e-discovery nanager nay rel ease custodians from
t he navtilige acompnter watehingipel dA 7 itileteraling wherclolaktempi aeplisttiarhizorsast odi an' s
data. As shown in Block 326, the e-discovery manager or the electronic

di scoveusyodiarmmashere ThercompuitP R awbing ssd d 17 becoofigired icanompton fiid refwal&t1€2 mi nes
the data types and location to be collected, and initializes the applicable
col | eciridadetdrmirieswiich gthe ehtegeibe pdisondbéamnpu@dis @40 e odiicd ThEcfbeem thol | ect ed
and a uni que barcode has been assigned to each dataset based on the

parti celeaf thetesé @ dhstdtliANFhsie WRADM A de@Eto BeQBNME fhel donfPutediwaRtheil todlS
shown in Block 328, the search terns previously stored in the case profile

may bejgssi ; 0n: t: i i stk LCk4, QN r.di ng
B
resul t 4 ) for analysis. [00110]\Wth
refer e%lg 2&%‘1@\5{3} ‘gﬁt?@ng?"%ﬁ%%% 3#“?/}1{5 re\([)%é@rsucg or gvn@g%}@é%?%n%ngﬁ??{%m%n i's
provi ded,.. i.n accordance w t h one enmbodi,ment .of the present invention.

First ,t%g t?@ﬂ)@e@ﬁﬁﬁéﬁ&ﬁl cé‘t??&]ﬁ(’tﬂ%?o aﬂgd@ﬂ?&}a ‘is added to a matter or
case. ﬁpaéhis regard, t he custodian's profile in the Unified Directory 122
is |inlf8k o t hdTpeyeiedisn prefledfosa qygtodiap released fog collsstign)jasiudes anypathe t he
custodian's profile, a custodian search nodul e may be enpl oyed, as shown in
Bl ock ﬂPoHPmFEB%Céai o gharediarivesgthee theelsyiramin disspvamaipapsgemenigsyver d Ehmayyi ng

i nformation about the custodian, whether it is the custodi an's nane,

net wor kndggake tp delbdci fhieddes foom thesmfile sadersdysinitistizing Hedile sistadbiectisr aoat h
nodule will take the input information and search the Unified Directory 122
for a Imtrohning bn oalicetibhseiver @0 (@tstbwh $n Pilgtuei4)e Thetfhesdired fcolldttion et 3418

will present all matches and allow the e-di scovery manager to browse the

associ jgterkighk@f tolabest Be GBS Q4var Mt atedtt iﬂatgmﬂ?f_aﬂﬁ Whk@er B8 fild Rrdebiss Way, the
correct custodian is identified and the profile of that custodian is |inked

to t heyaReERRE bt ShkabBrids, cgg,% {n€'data é&&%ﬁ%&ﬁ& fIERL P EDnipresD REK 2496, the

el ectroni c di scovery manage t server 1

transmit the copied data to the collections server 130. The file server collection tool 134 may be
programmed with preset instructions that allow it to only copy files meeting certain criteria, for
example, files that have certain file extensions. Alternatively, the programmed instructions may
prevent the file server collection tool 134 from copying files having certain file extensions or
other attributes. Either of the foregoing is advantageous if the e-discovery manager is not
interested in copying executable files or source code, for example. In some embodiments, the
file server collection tool 134 is also configured to generate a size estimate of the files residing
on the targeted file server. In one embodiment, the file server collection tool 134 may

automatically begin the collection process (copying and transmitting data) if the size estimate
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may determ ne whether the particul ar custodi an added is a nenber of the
enterprise "do-not-call list.” Inthis regard, there may be an indication
in the custodian's profile in the Unified Directory 122 that the particul ar
cust odi an shoul d not be contacted regarding collections, and an alternative
contact should be used, such as an adm nistrative assistant of the
custodian. Alternatively, there may be a separate do-not-call |ist stored
in the database server 120 that nust be accessed and searched to determ ne
whet her,_or not the custaodjan appears_on that list. In either instance, a
det er mfANAPFIGH 3 Rredrigimingg thigshghbt Merddifions gt sompeenebodindiin thedie s¢t¥eme direct !y
contacted, and in the event the custodian should not be directly contacted,
t he coealiggtion tepblifes perdiguend te Heternise odicthar sparteulanialder thakit stoelectiogand- i n)
shoul d be obtained. This information will be used later for transmtting

pr eser frami aoffle saveced udgsdnare thag ypsokdnGidclRf Mencarling filascal; thethe event that Beock

408, a determnation is made by the el ectronic discovery managenent server
110 asfdiderdbetineludd sueh auslindfilen dhassehe aot @egdudiofilas sedstte bvaid oterddoading | f it
is a case, then the custodian is verified, as shown in Block 424,

suppl efreREmtr, dRtepeftiYachrdaias diffderit RMbEYIRIARI BB filf bVdr SolldtibfolMi4 | ed
Directory 122 as required, as shown in Block 426, and then the various

] . I Lo . . _ ¢

cover T I PRI AR A Ik BReh LR sEVEALERS! A SROUSLYWEPRIBR. o

the ot Bkod@furplile ahlt tafridTRED 86 e DAL BEEGAYq5H 0N Noti ces are required.
as 0 ock , a pr I

Ther ef or e, wn I'n eéservation " notice is sent via enmui

to the odi an.or cust odi t and- i n. sh i | ock 412, the,

cust ol B hay |+ HER R HERET U TrotiarReBHL Prselertiod inp BiS e B leason,
dat a does n%% need.to be collected fromthe custodian. In the fitture, when
[t conmBline fRY STl iareaEt o W R REPTiSE SPB sefier toRether fiestrchpnigidiscosey
reactivated, as shown in Block 422. [00113]After a preservation notice is
sent, HWaRREEWLeHs ssater bH) may wideetaks toraelied thechiled fipw this vapBsscmegendfd server
110 as to whether a survey is required, as shown in Block 414. It should be
not ed bhmitialigingltheeactiae emeairba bicientos! 1 Iferudeiog sh oollsstiomtretvee i 30 (s skowh ia
survey nmay be nade prior to sending the preservation notice. In such

al t er nRiereaiybddisomatmbodifnehaths Betive\enmial coleption @&shl 186 israyufipeedacaess ¢igponent
of the preservation notice and, thus, accessed sinultaneously by the

cust odpziculdrfMRrésbft BR¥hdnge E@dsH Wil tHelentePprisk@nmiTiskdy 8 d0bnGPRLRet i ON With a
preservation notice, and the answers are collected by the electronic

di scoy, R r i . : 20, as
Shonn ¢ e L L e R RSP Ul
sur veys; ) CUS I_an o) i.n Bl qck 420.
et . Direy 22 By Al G Ibd B8, Lo Bt A M ol 85 f ¢ e
matter_to the se, ;as..shown in Block.41 and the varjous.col |.ection tools
ore t oprEeT o AP BEP e dietidh boy b SR B B0 1 or
collection of the custodian's data, as shown in Block 428. In this process,
the cuiseronard wansmy the popigdamaijsite therobestions siryerids9. i s accessed in order
to determ ne the various |ocations where the custodian may have stored
data. [PPPHI |y, diegadinsmof the Blomer ravorcetopation Fomavizeh datysthgingsoledtedor ed.
[00114] Referring to Figures 10 and 11, flow diagrans are presented of a

met hodth& partitdar tiype vibdata bangcdlieotmlvhe cdisstiomtsarveo ld(tie sonfiguralctostadathee wi t h
enbodi mrents of the present invention. At Event 502, the collection of data
ensuesdatfirst Gihik\tkndollaOdbon it bl bygeng)fin thetsBort-$Serindkeing drbd. 1 8Dahal Bk ock 506
signifies active email that is collected froman exchange system or the

li ke, Pitidayerbil&e8n i @niitsmharh Babddeao aidel oftcditd RN A Uhe padticular

i npl emented to collect email fromidentified email address. As previously

100 A0 B el RS T i |2

custodi an profi ( ection es an

emai | SHALESR sHAE ABoRRhLs, AE BB Rehdifiel U G Bl e G don i€ nfEhed 4P0)

then t
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el ectroni c di scovery managenent sewer (110) may undertake to collect the
files fromthe enterprise email server (160) by initializing the active
emai |l collection tool (136) running on collections server (130). In sone
enbodi nents, the active email collection tool (136) is configured to access
the particular Mcrosoft Exchange sewer within the enterprise email server
160 on which the custodian's account resides (which is known based on the
information included in the Unified Directory 122), copy all enmil |ocated

there, jngludinoenails del et t i i iod, f
examp &1 SURRAIETRL iyt 31 6 sl Moel s Ao T vhEhel s o0 e <
to the collecti (130). Th il_col]ection tool is al b
of 1 I SRR i S 18 5Pt PEeass Ry ol T hrremiis Somd B iahelicada

basis, such as daily. The email collection tool is additionally capable of
bei ng i‘fﬂﬂ 18 R ongipra i argsrareanahyerk 19Aand sqused tesiderdify apd/ascessdesdatd i ers or

the like to collect the active email. In this regard, the email collection
t ool ( FeBycleddaaal atlater baec Ehelog dilé ofthe bakodd @DLB}lAde the ¢inte 2nd @ateaf kiar codi ng
tool is inplenmented at a staging |ocation, such as short- term staging
drive (ceBgtionchansmehf the bauesdaetht pattivalas fite eafensioR itypes Rgutstddnar {nyihdrhe
particul ar collection. The barcoded data is then copied and communicated to

t he | orgfotreationghavaghl b wafuhat Mﬂ{tifyiﬁl% 0 refbing REMBEROERE0R L OF age.
Furthernore, the collections server (130) transmits the barcode information

to the [@d9BGt r ONi Cn EHnSCAMRIYm R ALEIBL RS 546Lr 1GHEIn it het NE
dat abase sgrver (120), for exanple, inlthe cdétodiaﬁhgxgggﬁgﬁégﬁwk?ﬁ%

Uni fi eq,08laR@Saatidie i Akl r ' i on .ahout the
particul ar collegfioﬁ%h%ﬁggg éégggﬁﬁéqgégggﬁéﬁg%%mkgbﬁéggg?%gl?gﬁ%rence at
a later erm e agrigin.of,the.data. After the data. has been
copi ed da %gésﬁggﬁggﬂgtot %’?&Q%?ﬁolgéa ea"g'gtgdlﬁnéts\%? e(’i@‘ﬁ@ﬁ%@%&fﬂﬁ% b 8hs server
(130) ¢ ares, t he hashing of, the data |[n rmanent storage to the original
Gate, | FOURE Gt Bivtites ol rcrargoplar (rho g hes (e AUP@AI | pur gos

t he datqqfnon1the,staglng drive él80). As such, barcoding is perforned

wi t houfoHgBoOmABACHYs @uadkqllectionea Blersebar pejlecton. etsn I pthexernbodimentarther and,
as such no human intervention is needed in the barcode process. In

accor dhfeedsjnfaimatiers ar areantual bink tchibe pansedmin thnlpegtérorstoragrearkanatodek 198y be
assi gned per custodi an, per data type and per event (i.e., case, matter,
etc.) [sGOxedithinEhertse 5rard tHendbk ecuaddanpidfilednt the UnificdDirsaeeizt ad with
a specific search termset or sets. Wen the search terns are applied, a

|i sti ntheahmt hienefthdtelse eunebdd dcgmented. i eithudiimghnkE ABEhdreddeRak bdEseqgEar ch term
hit list") are presented to the reviewer and also stored in the database

ser ver refdréfle by thee dRYMRYRhaRBYr BY Pkl t?_;?_ 8%3@ %@ﬁlﬁbﬁ% é@io%a&ng)r%ﬁlg, as

el ectroni c di scovery nanagenent ‘server en

IdleL glr %@%ﬁ%cce}ﬂ?ﬁe i%gtnéga% Fiatg ?&H&&%ﬁe %&t@oﬂe&tﬁﬁs ﬁzgl%raﬁjéa yeorcE:nurrl]fi:& inltfneséasg cr>re fror e
for the particular custodian. This is particularly advantageous in an enterprise environment or
any environment in which multiple cases must be managed and custodians can be assigned to
multiple cases, because it allows the e-discovery manager to readily locate and access data that
was collected previously from a custodian, perhaps for a different case, and use the data, either
for discovery purposes or to inform the collection process.

[0096] After the data has been copied to the long-term storage area network 190, the

collections server 130 compares the hashing of the data in permanent storage to the original data
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[00117] At Event 514, the collected and barcoded active enmail data is copied
to a processing drive for subsequent analysis. It should be noted that the
nature of enmil data obviates the need to perform conversion and/or
decryption on the data set. At Event 516, the active enail data set is

| oaded into the anal ysis tool and, at Event 518, the data set is exported
to the requestor/reviewer for analysis. [00118] Data Bl ock 520 signifies

ot her non-exchange server based email, such as email accessed through a
client-server, collaborative application, such as Lotus Notes(r) or the

li ke. mthestaging Soive 19Qsmds iftheshaghing inidentisal pangpethe dafa dromsthe stagig drige t h

non- exchange server based enmail is manually harvested from an

ent er pi$G& eBupedbiedambasl enteegdtbe Idugriemystorizé alsa netwiovie 1 Ya gabndtinecessarilguch as a
Lotus Dom no server or the like. [00119] At Event 522, a barcoding tool is

I mpl enradetbratview.sineed) i ib hkdy tianthe saamaysnest oy be proesssadsicfge itgs dri ve (180)
to attach a barcode to the set of non-exchange server email resulting from
t he pagdathbbiahnd QlilaBRbORviek S iBRds6eA6d adab@orhsyst %ﬁemgﬂ@@l@ﬁl@s may be
comuni cated to the long- termstorage area network (190) for pernmanent

St Or aggcried ARTRER in WARhGRYY £ELAHIRREAS8E Y& td thd Wngl AN SIS afe BetiRiiE OTE
information to the electroni ¢ di scovery nmanagenent sewer (I110) to be stored

int hel&?b?te’lj{% resgcrcX%Er%té)%&)ne eltngé ia ﬂ{gpﬁlggalia%agrm% cgg%& ?(ﬂf.fhg%ﬁvepsri&{ ile in

t he Uni abase nr I oh e“stor rmati on about the
particul ar collection. Therefare, the barcode can b sed for reference at
R TS g B R S R e T AR el
copied to the long-term storage area network (190),. the collections sewer
(130) Eor&é‘i‘é‘%ﬁ‘f Sﬁsgwtﬁéa%cf Sinardiapdat i opERTHR logg-frmGtoress &'¥fe ori gi nal
data in the staging drive (180) and, if _the_ hashing is identical, purges

t he dakeiwprkolROtand maygemalg there {adbeapgesped for review purposes.

[0097] With reference now to Figure 7, a block diagram is provided that illustrates the
electronic discovery management structure of the present invention, according to some
embodiments. As illustrated in Figure 7, certain processes described herein may be categorized
within one of case management, as represented by Block 200, custodian management, as
represented by Block 220, or data management, as represented by Block 240. As described
above, the electronic discovery system 100 is arranged such that cases, custodians and data may
be managed independent of one another. However, there is still an element of the categorization
of processes within the categories that is conceptual, and it should be understood that certain
processes may be correctly assigned to more than one category. Therefore, while the
architecture of the system 100 allows separate management of custodians, cases, and data,
certain processes of the present invention may affect more than one of the foregoing.

[0098] The first process that falls within the case management category is creation of a
matter or case as a framework for litigation support activities, as shown in Block 202. As

described above, the e-discovery manager may enter into the user interface 118 certain
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[ 00120] At Event 526, the coll ected non-exchange server enmail data nmay be
associated with a specific search termset or sets. Wen the search terns
are applied, a listing of the files and docunents including those terns
(the "search termhit list") are presented to the reviewer and al so stored
I n the database sewer (120). The reviewer nmay provide an indication of this
to the electronic discovery managenent sewer 110, which may then nake a
determ nation that other docunents within the search termhit |ist are nore
likely to be responsive. [00121] At Event 528, the NSF files or any ot her
file tiesnatien abquepartigilehmatier aseseasiigh as agese nges epd/eneymberithofay be
encrypted is decrypted using a decryption tool, in accordance with

enmbodi desatigtiaf oftthempitessese alopabidentdrer, titpardewarypquester Gfe., NS abkdddor thecur s at
the user level and, therefore only the user has the password necessary for
decr yptasoto beltpenddcmypigessrorcontheta Fdrahwsmhiber (e angipiduels iinfoltedan BSF fi |l e-t ype
data wi thout the know edge of the user/encrypter. The decryption tool finds

| D fil ambstahéd ofekd mbttetymehen ihe pidiesselikehp eldifo8dts htiihgeey @at es a dat abase
of the IDfiles, associates the database with the user/encrypter and

subsequmod] ¥ deck Wiched B Aabaian iiBRABhA 168 BipaRRdly binBeRzexchange

server emal|l data set is |oaded into the analysi's tool and, at Event 532,

the d . . ) i . . i .
{00125 TuFEtinh SUFHBR AT, ki ARonBHAT AL GULE . ROLOBIA IR et 1 ce

data Sﬁgéo%%ry system of the present invention to have scalability, whereby evidence associated with

one custodian may be used in multiple cases.

[00100] The ¢lectronic discovery management server 110 stores this information in the
case database 124 in the database server 120. The case database 124 houses this information
such that all information relating to a particular matter or case is related within the case database
124 and a user, such as a manager or contact, can use the user interface 118 to view and edit a
profile of the matter or case.

[00101] The next process within case management is the creation of preservation notices
and surveys specific to the matter, as shown in Block 204. In this regard, the e-discovery
manager may, through the user interface 118, either generate a new preservation notices or
surveys relevant to the particular case or matter to be stored in the case profile in the case
database 124 or, alternatively, link a preservation notice or survey already stored in the database
server 120 to the case profile of the specific case or matter at issue. Also within case
management is the creation of search terms pertinent to the case, as represented by Block 206.
As described above, the e-discovery manager or a contact or manager for the case may use the
user interface 118 to input individual search terms or search term sets to be applied to the data

harvested in the case. In some embodiments, the search terms may be limited to be used with
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on a repository for the purpose of regulation, conpliance to regul ating
bodi es, such as the Securities and Exchange Conm ssion (SEC) or the liKke.
At Event 536, criteria is extracted frominput system and nanually entered
in a designated third party systemfor data retrieval. [00124] At Event
538, the barcoding tool is inplenented at a staging |ocation, such as
short-term staging drive (180) to attach a barcode to the set ofjournal ed
data resulting fromthe particular collection. The barcoded data is then
copi ed and communj cated to the Ion%éggrn1storage area network (190) for

per mane#ticlargugigdiangandiay ayith puticular harvesied dete bpeanbhargnich danms vall bp 506 dat a
may be associated with a specific search termset or sets. [00125] At Event
542 soirthecase dprbrsed 24 sthaistheyig bre readdy applicd suhasvestedtdataandiveesio files are
properly formatted in a standardized format. In this regard, according to
one entmeetimntwits stdrire thowsulting rgspbisdealata. | es are exam ned for rel evancy
and, if relevant, stored in a proper data format, such as a PST file or the

l'i ke. [Doeoatet adaria ek of eftetid Rldvie afedimsdna) daedintasdhiet &% paticugiral ned
and remains with the reformatted data files. Source to processing file

CONVer §jsoBSmARdt A0S tHIRAVHIIR thedsdNhndoBMmeR daRPory, heFemdHSEPbyBIdRI2(d | €s and
the like. [00126] At Event 544, the jouniale ata set is |oaded into the
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requestor/reviewer tor-analysis. I gure ata bl ock

548 sl gnulpidaﬁsdo @nt"u%tg andl Bnfkr |r18 eglancF (?tilgrc}glaelvant data, including updates and reminders, to

be stored in the case profile of the case in the case database 124. Once these attachments, notes
and updates are added, they may be referenced whenever a user views the case profile through
the user interface 118. The cost estimation modules of the present invention are also processes
that ave categorized as case management processes, as shown in Block 212. In this regard, the
electronic discovery management server 110 utilizes a cost estimation tool to determine the cost
of harvesting and reviewing data, based on a number of factors including, for example, number
of custodians, amount of harvested data, data types, etc. Finally, case management also includes
a number of tasking and workflow processes that are represented by block 214.

[00103] Moving now to custodian management, certain processes falling within the
category of custodian management are shown in Block 220, While the processes involving
generation of the Unified Directory 122 certainly could be categorized as custodian management,
the processes shown in Figure 7 include those processes involving management of custodians
within the scope of a case or matter. In that regard, the first process of custodian management
included in Figure 7 is the addition of custodians to a case or matter, as shown in Block 222. As
described above, the e-discovery manager may use the user interface 118 to link a custodian’s

profile from the Unified Directory 122 to the particular case profile in the case database 124.
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Computer (PC), such as enterprise PC (140). At Event 550, the | ocal
collection tool (132) is inplenented to collect data from desi gnated PCs by
taking a "snapshot” of the device's hard drive. According to one enbodi nment
of the invention, the local collection tool may be autodepl oyed thus,
obviating the need for any manual entry by the e-di scovery manager or the
like. I'n other enbodi nents of the invention, the local collection tool
(132) may be enployed to collect data fromnetwork storage. [00128] At Event
552, the barcoding toqgl is inplepented at a staging | ocatign, such_ as

shor t - TBysyihscugipdign mrofilreand rgen prefile sp¢ eprrplatedy ahhegiest Rracessrs vafhin gpstqdizma)  pC
data resulting fromthe particular collection. The barcoded data is then
copi edmaragcaIshiis Hicdmnamission pheresesyaiion aphvestand agueyirte gushediansy # hewo)n f or

per manent storage. At Event 554, the collected and barcoded | ocal PC data
may beBhsk 324,and thepredentatigpeitthé swvewmdo chstédany ssshoen isBlask 2PQ0TIR9] At Event
556 source-to-processing is inplenented to insure that any |oose files are
pr oper élyctfomicdisdogeryintanag&heiin et el 14 0 disésathéradntact infbriiabion gk dustadigos di ng to
one enbodi ment of the invention, |oose files are exam ned for rel evancy

and, i profiR! if IR Wnified Direetoiy 22 1h randkit ShdtpResbRbli® notRBENaRSsudvch @] stotddgn or t he
i ke. he net adata associated with the non-standardi zed fileS is retai ned
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that nmay bé encryp are decry

address. When the custodian checks her email, the survey will appear as a message therein, and
when she opens that message, the survey will be presented to her. The survey may be configured
such that when she fills it out, the survey is automatically transmitted back to the database server
120 for storage in the case profile and the custodian’s profile.

[00104] Also falling within custodian management is the process of releasing custodians
from a matter to a case, as shown in Block 228. The e-discovery manager uses the user interface
118 to mark the custodian’s profile so that the custodian is now activated for collection of data.
This may occur within the case database 124 since the custodian’s profile is linked thereto. Once
the custodian is released/marked, the electronic discovery management server 110 may access
the custodian’s profile and initialize collection based on the various data storage locations
identified in the profile. Therefore, as represented by Block 230, the electronic discovery
management server 110 may automatically determine the data types and locations of data to be
harvested by accessing the custodian’s profile in the Unified Directory 122. Alternatively, the e-
discovery manager may manually make the same determination by accessing and viewing the
custodian’s profile. Finally, as with case management, custodian management also includes a

number of tasking and workflow processes that are represented by Block 232.
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tion tool, in accordance with enbodi nents of the present invention.

cryption tool allows for decryption of the PC files data w thout the

dge of the user/encrypter. The decryption tool finds ID files that

anywhere in the enterprise system creates a database of the ID

associ ates the database with the user/encrypter and subsequently
ts the data. [00131] At Event 560, the |ocal PC data set is | oaded

he anal ysis tool and, at Event 562, the |local PC data set is exported

requestor/reviewer for analysis. [00132] Data_bl ock 564 signifies
EQ%gﬂet wor kheslagcalgaory 43 data panagentsah Epreseniod by BlagsRd&p Qae majer sety ent

he file server collection tool (134) is inplenented to autonatically

of praccesdsrvithin Hein saneemestara thi/ pyecesksvedptingdo tidvovafimgof dato ne

ment of the invention, the file server collection tool (134) may be

somnaid Blbaks? 420 Ahesetfiroggsdeh incheledhd arleativn ofeiatadtone all the differeiatorage

overy manager or the like. [00133] At Event 568, the barcoding tool

| mpl enmeebsast aqjartecutdr 3gdtadtiad, dechidigdtthe SUbiass local storage on her personal

computer(s), the custodian’s network storage areas, the custodian’s email, and any other areas, as
are described herein. All of the data in the various storage areas is copied and transmitted to the
collections server 130, as described in detail for each particular collection tool or process. Upon
reaching the collections server 130, data resulting from a particular collection is temporarily
stored in the short-term staging drive 180 until the collection is complete, at which point it is
stored in the long-term storage area network 190 in association with a specific identifying
barcode. The foregoing process is represented by Block 244. The data may require decryption
or standardization functions to be applied to it in order for it to be searchable and/or otherwise
usable, so the next process that falls within data management is the copying of the data to the
conversion services server 170 for analysis and conversion as necessary, as shown in Block 246.
Once the data is converted, it is returned to the long-term storage area network 190 to be used in
review.

[00106] Also falling within data management is the association of particular data sets with
particular sets of search terms stored in the case profile of the case database 124, In this regard,
certain search terms stored in the case profile are stored with the intention of being applied to
certain types of data and/or certain custodian’s data. Alternatively, certain search terms may be
applied to all data collected for a specific case. In either instance, the electronic discovery
management server 110 accesses the case profile, determines the search terms to be applied, and

associates the search terms with the barcode of the appropriate data sets in long-term storage.

46

S



short-termstaging drive (180) to attach a barcode to the set of network
storage data resulting fromthe particular collection. The barcoded data is
t hen copied and communicated to the | ongterm storage area network (190) for
per manent storage. At Event 570, the collected and barcoded network storage
data may be associated with a specific search termset or sets. [00134] At
Event 572 source-to-processing is inplenented to insure that any | oose
files are properly formatted in a standardized format. In this regard,
according to one enbodi nent of the invention, | oose files are exam ned for
r el evahys. ggearch tepras wilhbr appbiedtodhatdataangd thnrepulig yeill be genmsated augkprosegted pST
file or the Iike. The netadata associated wth the non-standardi zed files

i s r et wirmddwens dorasakypiss Finally as wathrthd othermmansgendent sateporiss, daSomagagement
processing file conversions may be required on EM. formatted files, MG

f or mat 4lsdinfiudess nirktier bbHtarkdahg entl #otkfiowgmocetdee that ke regro®@ a8 pAxtBieoked0. 574, t he
network storage files that nay be encrypted are decrypted using a

decr yppooo@7]t ool , With réfeRfckd Rgury8 | 4h exeplinpiotsss 6ir thdagippasatisi nventi on.
The decryption tool allows for decryption of the network storage data
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discovery manager and/or the case contact or manager adds search terms to be applied to data

harvested for the case, including instructions as to applying the search terms to particular data

types or custodians. Block 310 represents the determination that must be made as to whether

there is a matter or just a case. If there is no matter because preservation notices are not

required, for example, for an audit, then the process will move straight to the initialization of

data collection. On the other hand, if there is matter, rather than just a case, then the creation of

preservation notices is required, as shown in Block 312.

{00108] The preservation notice, as shown in Block 314 is fransmitted to the custodians

added to the matter, perhaps using email. As shown in Block 316, a reminder notice module

may be employed. As shown in Block 318, the reminder notice module transmits periodic

reminder notices to custodians. The notices may be sent over email and may remind custodians

about the preservation notice and/or remind custodians to fill out surveys. With regard to

surveys, in the event a survey is required or desired, according to Block 320, a survey is created.

The survey may be saved in the case profile in the case database 124. As shown in Block 322, it

is possible to enable the survey to be attached to and transmitted with the preservation notices.
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coll ector tool, such as EnCasee nmay be executed on the devices of interest
to collect data. According to one enbodi nent of the invention, the
forensic collector tool may be automatically depl oyed on the device of
interest without the know edge of the device user. In accordance with

anot her enbodi nent of the invention, a conputer watcher tool may be

i npl emented (not shown in Figure 11) that watches the network to determ ne
the addition or subtraction of conputers to the network based on ID s/IP
addresses returned fromthe network. [00Q138] At Event 584, the barcoding
tool i DUAY enenties asshaws imBlosk 324t §-giscovsnrmanageshay releass sHsiadisggsng dri ve
(180) to attach a barcode to the set of forensic data resulting fromthe
par t i cliparthewiatterde therpasermdidpanitietend calectionof theenstedipn’'e datandssbowmii cated to
the long-term storage area network (190) for pernmanent storage. At Event
586, tBickGR6.abe edisemarbapggeed theelerisinic diatcveryaparagerasg ceivet BX2 askdshesa
specific search termset or sets. [00139] At Event 588 source-to-processing
i s i nptherestbdian pfild) detegnihbethe dity tped amd lobdtRa tabe cgllcore) dnd ihdinhRksted in a
standardi zed format. In this regard, according to one enbodinent of the

i nvent yilical@ 8k chibd ®81sab 8o 8RR e dafaO Onte HR\RRMAs BEG collbetéEhRMAMiquest or ed
in a proper data format, such as a PST file or the like. The netadata
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[00140 ven orenS|c e enc are ecrypted
using a

profile may be assigned to the dataset based on the input instructions regarding the search terms,
These search terms may be applied to the dataset and the results saved to be presented to
reviewers for analysis.

[00110] With reference to Figure 9, an exemplary process for managing a custodian is
provided, in accordance with one embodiment of the present invention. First, as represented by
Block 402, a custodian is added to a matter or case. In this regard, the custodian’s profile in the
Unified Directory 122 is linked to the relevant case or matter profile. In order to locate the
custodian’s profile, a custodian search module may be employed, as shown in Block 404.
Therefore, the e-discovery manager may enter any identifying information about the custodian,
whether it is the custodian’s name, network user identification, email address, etc. The custodian
search module will take the input information and search the Unified Directory 122 for a match.
If more than one match is obtained, the user interface 118 will present all matches and allow the
e-discovery manager to browse the associated profiles to determine the intended custodian, In
this way, the correct custodian is identified and the profile of that custodian is linked to the

appropriate case or matter.
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decryption tool, in accordance with enbodi ments of the present invention.
The decryption tool allows for decryption of the network storage data

wi t hout the know edge of the user/encrypter. The decryption tool finds ID
files that exist anywhere in the enterprise system creates a database of
the ID files, associates the database wth the user/encrypter and
subsequently decrypts the data. [00141] At Event 592, the forensic data set
is |loaded into the analysis tool and, at Event 594, the network storage
data set is_exported to the requestor/reviewer for analysis. [00142] Data

bl ock 58 14] gni f AsserEeentsd by BlocketO§alha clegigernic discaygryamanaseemgener Hidscovery
sites, for exanple LiveLink(ré'or the like. At Event 598, a discovery site
col | ectusy detsoninegyhethenthe patticyiat pystqdijn aided satroembayof theeptaywiseXdonvedhllon t he
devices of interest to collect data. According to one enbodi nent of the

i nvent s, I thés egadcher mayitean dalitaionon thercestedines patfilé inaké Uaiffed Ditedtorpf t he
di scovery site database in the e-discovery database, including all files
and al 122 eiat the @asicalar &ldedian! sBsuld nbt b dohtdcRFEghrdih) CollbeSSRY idVanSliefative
col l ector tool queries against the database to define what files need to be
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Met adata pertaining to the files is retained in the case nanagenent system
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di scovery site collector too ects ocunent's a
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t hen copied and communicated to the Iong-tern1storage area network {190)

for pefYrhBcugpdipngouldgot by diectyrpntactsd, the ponteat enformatiop Sprabeleustadiancover y

site data may be associated with a specific search termset or sets.
assistant (or other stand-in) should be obtained. This information will be used later for

transmitting preservation notices and surveys.

[00112] Next, in accordance with Block 408, a determination is made by the electronic
discovery management server 110 as to whether the custodian has been added to a matter or a
case. Ifit is a case, then the custodian is veriﬁed’, as shown in Block 424, supplemental data may
be added to the custodian profile in the Unified Directory 122 as required, as shown in Block
426, and then the various collection tools are initialized by the electronic discovery management
server 110 for collection of the custodian’s data, as shown in Block 428. On the other hand, if it
1s a matter, then preservation notices are required. Therefore, as shown in Block 410, a
preservation notice is sent via email to the custodian or custodian stand-in. As shown in Block
412, the custodian may then be inactivated from the case because, for some reason, data does not
need to be collected from the custodian. In the future, when it comes time to collect from the

custodian, the custodian will be reactivated, as shown in Block 422,
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[ 00144] At Event 604 source-to-processing is inplenented to insure that any
| oose files are properly formatted in a standardized format. In this
regard, according to one enbodi nent of the invention, |oose files are
exam ned for relevancy and, if relevant, stored in a proper data format,
such as a PST file or the like. The netadata associated wth the
non-standardi zed files is retained and remains with the reformatted data
files. Source to processing nay be required on EML fornmatted files, MG
formatted files, IPD formatted files and the |ike, [00145]At Event 606,
the di K0dEry sipBerpaprascsation gotis s acnt.adctermination i Wadedyttbpeledrmic at Event
608, the discovery site data set is exported to the requestor/reviewer for
anal ys{liscovenomasieTinent scyyeeblévs ie whobenesirgeyhie rasjuired)ias shhoverid Blody4 Ideltf or

i nprovenents in electronic discovery. Enbodi nents herein disclosed provide
f or anshentdqurdteithaideltanadt smbodimenssylsd disidnadn ywiather te senfi arsudey malybebe
identified, |ocated, retrieved, preserved, searched, reviewed and produced

in an ghild pli@d s@idthgaBs prefdiri /bhindHcd ARG AfhRESerhtRlifait, ifthe BhREPisi Se
system In addition, by structuring nanagenment of e-discovery based on
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further ‘efficiencies are realized in terns of identifying, |ocating and
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descri Il))rgger\?a%%nsng 1}:’\4? au'ui.l thte rz}.r(:i‘swers are collected by the electronic discovery management server
110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
preservation notices and surveys may also be transmitted to the custodian, as shown in Block
420. Next, once it is time to collect data, the custodian is released from the matter to the case, as
shown in Block 418, and the various collection tools are initialized by the electronic discovery
management server 110 for collection of the custodian’s data, as shown in Block 428. In this
process, the custodian’s profile in the Unified Directory 122 is accessed in order to determine the
various locations where the custodian may have stored data. Finally, as shown in Block 430, the
custodian’s data is collected.
[00114] Referring to Figures 10 and 11, flow diagrams are presented of a method 500 for
harvest data from various data sources, in accordance with embodiments of the present
invention. At Event 502, the collection of data ensues and, at Event 504, the type of data is
identified. Data Block 506 signifies active email that is collected from an exchange system or
the like. At Event 508 the automated active email collection tool is implemented to collect email
from identified email address. As previously noted, and in accordance with present

embodiments of the invention, if a custodian profile (for a custodian released for collection)

includes an email address for an email account on the enterprise email server {160), then the
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acconpanying drawings, it is to be understood that such enbodi nents are
merely illustrative of and not restrictive on the broad invention, and that
this invention not be limted to the specific constructions and
arrangenents shown and descri bed, since various other changes,

conmbi nati ons, om ssions, nodifications and substitutions, in addition to
those set forth in the above paragraphs, are possible. [00148] Those skilled
in the art nay appreciate that various adaptations and nodifications of the

just described. enbodi nents can be nfigured w thoyt departjing fromthe
ope. SREgs fistovgr PHBerRGE ArTEr( T Hartdat b oo SrRpacs AIBA ood 1 hat
wi thin the scope of the appended clains, the_invention nmay be practiced

ot her EHSIRrigscBybsryS LD @yem%lw%e@e AePvsicmail collgtinr taol Al 36 ruseEneras,
generating and maintaining a custodian directory for use in conducting

el ect r epllestiensseawetlyOni thsomeenhoadivaerits, themepive emaibeollection topddaéliityi ng a
plurality of tables or databases within the network conprising informtion
r el at i egpfigoredis hontssihs paibdmeMicrosodt Exabhbres servedwithin dlesitérndseletenilaerdepast
one enmail| account table or database and at | east one human resources

i nf or Nh60 emwhizhlile: @ktodahakasamardideh@rnaiinis khewe baded ¢h ansinfrRaticiOinyiuden! S

within an entity who created or are associated with electronic data

requi r gthé UnlRdQBitdcREY 220)] SopIANRnREbRdGhete SIGOMEhY MRl &dlsted up to a
designated prior period, for example, seven days prior to the collection, and transmit the copied
emails to the collections server (130). The email collection tool is also capable of implementing
bulk requests and for collecting email on a scheduled basis, such as daily. The email collection
tool is additionally capable of being implementing enterprise wide and requires no server
identifiers or the like to collect the active email. In this regard, the email collection tool (136)
serves to reduce security risk.
[00115] At Event 510, a barcoding tool is implemented at a staging location, such as short-
term staging drive (180) to attach a barcode to the sct of email resulting from the particular
collection. The barcoded data is then copied and communicated to the long-term storage area
network (190) for permanent storage. Furthermore, the collections server (130) transmits the
barcode information to the electronic discovery management server (110) to be stored in the
database server (120), for example, in the custodian’s profile in the Unified Database (122), in
relation to the stored information about the particular collection. Therefore, the barcode can be
used for reference at a later date to determine the origin of the data. After the data has been
copied to the long-term storage area network (190), the collections server (130) compares the
hashing of the data in permanent storage to the original data in the staging drive (180) and, if the

hashing is identical, purges the data from the staging drive (180). As such, barcoding is
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craw i ng the communi cation network to scan each of personal conputing

devi ce and each of file server in the network to (1) retrieve, fromthe
personal conputing devices, identifying information conprising a conputer
nane, an | P address and a |ist of conputer-user profiles including first
user identification and (2) retrieve, fromthe file servers, paths to
personal network storage areas in the network, wherein the paths include a
second user identification; and generating, by a conputing device
processor, the custodian directory that stores a plurality of custodian
profil B%If"%g vafbAughe Reqg e prcule thd barerslinaioalonan sohangs seeh e, 23Meh B9 n
generating each custodi an profile includes: linking

cust odhwRakisEEyantien gareedasia thsfbarende patseess La aerortrnebuith smbedimisats ofitheodi an
profiles based on identifiers associated with the custodi ans,

mat chi prgsemh sventionp pre befrcadsengydtetrssiguedgper asstwiiing perabipdypasrelpenietdut (ileg
custodi an profile based on the second user identification included in the
pat h bedsagnaigsaet at ed with the custodi an, mat chi ng one or nore of the
personal conputing devices to the custodi an associated with the custodi an

profil pobasied onAtBeent 512 thetpibctbdl@niil 84t€ Alai; BB aésdciaRR@ wath d $Ppecifie TRUMIET - user
profiles retrieved fromthe personal conputing device being associated with

the CughRdiaf sedNWhen the seRbRTRY atd bpBREN aqgﬁﬁggﬂ't iR Qhd B&ufrbhist he mat ched
paths to personal network storage areas and ( t he personal conputing
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conput i ng dévi ce. erelin ‘generating each
et OO B 501y R SR S T LR By € e
discovery management server 110, which may then make a determination that other documents
within the search term hit list are more likely to be responsive.
[00117] At Event 514, the collected and barcoded active email data is copied to a
processing drive for subsequent analysis. It should be noted that the nature of email data obviates
the need to perform conversion and/or decryption on the data set. At Event 516, the active email
data set is loaded into the analysis tool and, at Event 518, the data set is exported to the
requestor/reviewer for analysis.
(00118} Data Block 520 signifies other non-exchange server based email, such as email
accessed through a client-server, collaborative application, such as Lotus Notes® or the like. At
Event 522, NSF files or any other file types associated with non-exchange server based email is
manually harvested from an enterprise-grade email server having collaborative capabilities, such
as a Lotus Domino server or the like.
[00119] At Event 522, a barcoding tool is implemented at a staging location, such as short-

term staging drive (180) to attach a barcode to the set of non-exchange server email resulting

from the particular collection. The barcoded data is then copied and communicated to the long-
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3. The method of claim1l1l, wherein identifying the tables further conprises
I dentifying the tables or databases, wherein the tables or databases
conprise network directory information. 4. The method of claiml
wherei n generating each custodian profile further conprises storing, in
each custodian profile, information for at |east one rel ated custodi an t hat
Is related to the custodi an associated with the custodi an profile. 5.
The nethod of claiml, further conprising: nonitoring, by a conmputing

the. i niBPagE e ppre P de o asge: Furtiennor do FARRBOMSI omput | ng

devi ce processqr,. in the custodian profiles, the changes to create a

hi st or (B0) Bragsputs $he hageode infarmation o theglestprig dissoveans mamggmsnt server (110) ®, A

system for maintaining a custodian directory for use in conducting

el ect r basterediin Batehasgisetven(130) &areaarkpleciorthe ¢ustadipn’s profile in the Unified
Database (122), in relation to the stored information about the particular collection. Therefore,
the barcode can be used for reference at a later date to determine the origin of the data. After the
data has been copied to the long-term storage area network (190), the collections server (130)
compares the hashing of the data in permanent storage to the original data in the staging drive
(180) and, if the hashing is identical, purges the data from the staging drive (180).
[00120] At Event 526, the collected non-exchange server email data may be associated
with a specific search term set or sets. When the search terms are applied, a listing of the files
and documents including those terms (the “search term hit list”) are presented to the reviewer
and also stored in the database server (120). The reviewer may provide an indication of this to
the electronic discovery management server 110, which may then make a determination that
other documents within the search term hit list are more likely to be responsive.
[00121] At Event 528, the NSF files or any other file types associated with non-exchange
server based email that may be encrypted is decrypted using a decryption tool, in accordance |
with embodiments of the present invention. The encryption of NSF files occurs at the user level
and, therefore only the user has the password necessary for decryption. The decryption tool
allows for decryption of the NSF file-type data without the knowledge of the user/encrypter. The
decryption tool finds ID files that exist anywhere in the enterprise system, creates a database of
the ID files, associates the database with the user/encrypter and subsequently decrypts the data,

[00122] At Event 530, the non-exchange server email data set is loaded into the analysis

tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
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at | east one conputing device, each device having a nenory and a processor
wherein the processors are configured to: identify a plurality of
tabl es or databases within the network conprising information relating to
cust odi ans, wherein the tables or databases include at | east one enui
account table or database and at | east one human resources information
tabl e or database and wherein the custodians are individuals within an
entity who created or are associated with electronic data required to be
collected in an electronic discovery matter; crawl the comunication

net wor 0033k can BaaBlenk 334 sigaifias iewshaled daly sueascdecinpic sqmmere datastore@r | n

the network to (1) retrieve, fromthe personal conputing devices,

i dent i Py higpopitdry fordhe pmp@ﬁ@mé regslabign.scopwhipuiedp regatabing dadips sacdchséls and a
list of conmputer-user profiles including first user identification and (2)
r et r i eSequriticomd Erehfingeongmissien §SE@arr s like. pat Eomb b3 etitwon ks sttmactad oar eas
In the network, wherein the paths include a second user identification and,
gener ainput HigtemitaidackinanllWenteed ar yddsimbted tidfdparsy sptemdbr daya fefrievtist odi an
profiles, wherein each profile is associated with a custodi an, wherein

gener afgongaeach Avsindss) tRrmakdodtgl t06ll s #8Slemented at d dtdphdg¥Bcation, such as
cust odi an-specific portlons of the tables and databases to the custodian

profi | g§3,-0R5E dafitg dACOEISD) R oS 5 BbadRd thY dehof BEmEE UAY 18R RingHADHL]
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 540, the coliected and barcoded
journaled data may be associated with a specific search term set or sets.
[00125] At Event 542 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing file conversions may
be required on EML formatted files, MSG formatted files and the like.
[00126] At Event 544, the journaled data set is loaded into the analysis tool and, at Event
546, the journaled data set is exported to the requestor/reviewer for analysis.
[00127] Referring to Figure 11, data block 548 signifies data from a local Personal
Computer (PC), such as enterprise PC (140). At Event 550, the local collection tool (132) is
implemented to collect data from designated PCs by taking a “snapshot” of the device’s hard
drive. According to one embodiment of the invention, the local collection tool may be

autodeployed thus, obviating the need for any manual entry by the e-discovery manager or the
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mat ching one or nore of the paths to a custodi an associated with the
custodi an profile based on the second user identification included in the
pat h bei ng associated with the custodi an, mat chi ng one or nore of the
personal conputing devices to the custodi an associated with the custodian
profile based on the first user identification in one of the conputer-user
profiles retrieved fromthe personal conputing device being associated with
t he custodi an, and storing in each custodian profile (1) the matched
paths to personal network storage areas and (2) the personal conputing

devi celikeje Bt pthei eiepadimenthefitheinvantivnethsdes! alleptionieokdd Diaey hrosmpinyad to
conputi ng devi ce. 7. The system of claim6, wherein the processors
ar e f ucelket datoirbingyivank sloragener at e t he custodi an profiles including storing
in each of the custodian profiles human resources data relating to the

cust od[Cax28] At BvenT %2, slyedaeeundaofg toblds imiemedted st astighe: jpcamasswohas ar e
further configured to identify the plurality of tables or databases,

wher ei ghoitteh 8@bing ldeiveo{1800® dtablh £Bare6detad DR 851064 PR dasS@sdtinefrvfrtke
directory information. 9. The system of claim®6, wherein the

pr ocessgfisula @libédnh Ghe 620bHQAWLMs Eﬁ%n%?i_%ﬂ hEcdMBubibRtPH ROIREA es
I ncludi ng storing in each custodian profile information for at | east one
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cust odi an“pro

local PC data may be associated with a specific search term set or sets.

[00129] At Event 556 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing file conversions may
be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
[00130] At Event 558, the local PC files that may be encrypted are decrypted using a
decryption tool, in accordance with embodiments of the present invention. The decryption tool
allows for decryption of the PC files data without the knowledge of the user/encrypter. The
decryption tool finds ID files that exist anywhere in the enterprise system, creates a database of
the ID files, associates the database with the uset/encrypter and subsequently decrypts the data.
[00131] At Event 560, the local PC data set is loaded into the analysis tool and, at Event
562, the local PC data set is exported to the requestor/reviewer for analysis.

[00132] Data block 564 signifies data from network storage, such as a shared drive or
HomeSpace. At Event 566, the file server collection tool (134) is implemented to automatically

collect data from shared drives and/or HomeSpace. According to one embodiment of the
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10. The system of claim 6, wherein the processors are further configured to:
nonitor the |inked tables and databases to determ ne changes in the
information in the tables or databases; and record, in the custodi an
profiles, the changes to create a historic record of the information
relating to custodi ans.

invention, the file server collection tool (134) may be autodeployed thus, obviating the need for
any manual entry by the e-discovery manager or the like.

[00133] At Event 568, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of network storage data resulting
from the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. At Event 570, the collected and
barcoded network storage data may be associated with a specific search term set or sets.

[00134] At Event 572 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing file conversions may
be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
[00135] At Event 574, the network storage files that may be encrypted are decrypted using
a decryption tool, in accordance with embodiments of the present invention. The decryption
tool allows for decryption of the network storage data without the knowledge of the
uscr/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise system,
creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.

[00136] At Event 576, the network storage data set is loaded into the analysis tool and, at
Event 578, the network storage data set is exported to the requestor/reviewer for analysis.
[00137} Data block 580 signifies electronic data for forensics. At Event 582, a forensic

collector tool, such as EnCase® may be executed on the devices of interest to collect data.
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According to one embodiment of the invention, the forensic collector tool may be automatically
deployed on the device of interest without the knowledge of the device user. In accordance with
another embodiment of the invention, a computer watcher tool may be implemented (not shown
in Figure 11) that watches the network to determine the addition or subtraction of computers to
the network based on ID’s/IP addresses returned from the network.

[00138] At Event 584, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 586, the collected and barcoded
forensic data may be associated with a specific search term set or sets.

[00139] At Event 588 source-to-processing is implemented to insure that any loose files
arc properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like.

[00140] At Event 590, the forensic files that may be encrypted are decrypted using a
decryption tool, in accordance with embodiments of the present invention. The decryption tool
allows for decryption of the network storage data without the knowledge of the user/encrypter.
The decryption tool finds ID files that exist anywhere in the enterprise system, creates a database
of the ID files, associates the database with the user/encrypter and subsequently decrypts the

data.
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[00141] At Event 592, the forensic data set is loaded into the analysis tool and, at Event
594, the network storage data set is exported to the requestor/reviewer for analysis.

[00142] Data block 596 signifies collaborative data, such as data residing at discovery
sites, for example LiveLink® or the like. At Event 598, a discovery site collector tool, such as a
LiveLink® collector tool may be executed on the devices of interest to collect data. According to
one embodiment of the invention, the discovery site collector preserves at least a portion of the
discovery site database in the e-discovery database, including all files and all revisions of the
files. In this regard, the discovery site collector tool queries against the database to define what
files need to be retrieved, then copies those files based on the result of the query. Metadata
pertaining to the files is retained in the case management system tables. In accordance with
another embodiment of the invention, the discovery site collector tool collects the documents and
the related metadata and uses the metadata to automatically rename the files.

[00143] At Event 600, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of discovery site data resulting from
the particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 602, the collected and barcoded
discovery site data may be associated with a specific scarch term set or sets.

[00144] At Event 604 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing may be required on

EML formatted files, MSG formatted files, IPD formatted files and the like.

58



[00145] At Event 606, the discovery site data set is loaded into the analysis tool and, at
Event 608, the discovery site data set is exported to the requestor/reviewer for analysis.

[00146] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide e-discovery
system that provides for data to be identified, located, retrieved, preserved, searched, reviewed
and produced in an efficient and cost-effective manner across the entire enterprise system. In
addition, by structuring management of e-discovery based on case/matter, custodian and data and
providing for linkage between the same, further efficiencies are realized in terms of identifying,
locating and retrieving data and leveraging results of previous e-discoveries with current
requests.

[00147] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of
and not restrictive on the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other changes, combinations,
omissions, modifications and substitutions, in addition to those set forth in the above paragraphs,
are possible.

[00148] Those skilled in the art may appreciate that various adaptations and modifications
of the just described embodiments can be configured without departing from the scope and spirit
of the invention. Therefore, it is to be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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CLAIMS:

1. A method for generating and maintaining a custodian directory for use in
conducting electronic discovery within an enterprise-based communication network, comprising:
identifying a plurality of tables and databases within the network comprising information
relating to custodians, wherein the tables or databases include at least one email account table or
database and at least one human resources information table or database and wherein the
custodians are individuals within an entity who created or are associated with electronic data
required to be collected in an electronic discovery matter, wherein the electronic discovery
matter is a matter in which electronic date is sought, located, secured and searched with the
intent of using it as evidence in a legal proceeding, an audit, a securities investigation, or a
forensics investigation;
crawling, by a computing device processor, the communication network to scan each
personal computing device in the network and each file server in the network to (1) retrieve,
from the personal computing devices, identifying information comprising a computer name, an
IP address and a list of computer-user profiles including first user identification and (2) retrieve,
from the file servers, paths to personal network storage areas in the network, wherein the paths
include a second user identification;
generating, by a computing device processor, the custodian directory that stores a
plurality of custodian profiles, wherein each profile is associated with a custodian, wherein
generating each custodian profile includes automatically:
linking custodian-specific portions of the tables and databases to the custodian
profiles based on identifiers associated with the custodians,
matching one or more of the paths to a custodian associated with the custodian
profile based on the second user identification included in the path being associated with
the custodian,
matching one or more of the personal computing devices to the custodian
associated with the custodian profile based on the first user identification in one of the
computer-user profiles retrieved from the personal computing device being associated

with the custodian, and
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storing in each corresponding custodian profile (1) the matched paths to the
personal network storage areas, and (2) the personal computing device identifying
information associated with the matched personal computing device, and

in response to generating the custodian directory, automatically recording, by a
computing device processor, in the custodian profiles, information related to updates to
the linked tables and databases that are associated with a corresponding custodian to
create a historic record, wherein the information comprises metadata associated with an
update including time and date of the update and a record of previous data stored in the

table or database prior to the update.

2. The method of claim 1, wherein generating each custodian profile further

comprises storing in each custodian profile human resources data relating to the custodian.

3. The method of claim 1, wherein identifying the tables further comprises
identifying the tables or databases, wherein the tables or databases comprise network directory

information.

4. The method of claim 1, wherein generating each custodian profile further
comprises storing, in each custodian profile, information for at least one related custodian that is

related to the custodian associated with the custodian profile.

5. A system for generating and maintaining a custodian directory for use in
conducting electronic discovery within an enterprise-based communication network, comprising:

at least one computing device, each device having a memory and a processor, wherein the
processors are configured to:

identify a plurality of tables and databases within the network comprising

information relating to custodians, wherein the tables or databases include at least one

email account table or database and at least one human resources information table or

database and wherein the custodians are individuals within an entity who created or are

associated with electronic data required to be collected in an electronic discovery matter,
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wherein the electronic discovery matter is a matter in which electronic date is sought,
located, secured and searched with the intent of using it as evidence in a legal proceeding,
an audit, a securities investigation, or a forensics investigation;
crawl the communication network to scan each personal computing device in the
network and each file server in the network to (1) retrieve, from the personal computing
devices, identifying information comprising a computer name, an IP address and a list of
computer-user profiles including first user identification and (2) retrieve, from the file
servers, paths to personal network storage areas in the network, wherein the paths include
a second user identification;
generate the custodian directory that stores a plurality of custodian profiles,
wherein each profile is associated with a custodian, wherein generating each custodian
profile includes automatically:
linking custodian-specific portions of the tables and databases to the
custodian profiles based on identifiers associated with the custodians,
matching one or more of the paths to a custodian associated with the
custodian profile based on the second user identification included in the path
being associated with the custodian,
matching one or more of the personal computing devices to the custodian
associated with the custodian profile based on the first user identification in one
of the computer-user profiles retrieved from the personal computing device being
associated with the custodian, and
storing in each corresponding custodian profile (1) the matched paths to
personal network storage areas and (2) the personal computing device identifying
information associated with the matched personal computing device; and
in response to generating the custodian directory, automatically record, in the
custodian profiles, information related to updates to the linked tables and
databases that are associated with a corresponding custodian to create a historic
record, wherein the information comprises metadata associated with an update
including time and date of the update and a record of previous data stored in the

table or database prior to the update.
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6. The system of claim 5, wherein the processors are further configured to generate
the custodian profiles including storing in each of the custodian profiles human resources data

relating to the custodian.

7. The system of claim 5, wherein the processors are further configured to identify
the plurality of tables or databases, wherein at least one of the tables or databases comprises a

network directory information.

8. The system of claim 5, wherein the processors are further configured to generate
the custodian profiles including storing in each custodian profile information for at least one

related custodian that is related to the custodian associated with the custodian profile.
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