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and (2) t hRndpalenat ModeHRedd t 86 tepFe¥enttd i1théiile Glstern independent portion of the system, it is
represented by a vnode. The essential elements in this structure are the following:
85 a) a pointer to the vfs which contains the vnode (e.g., the arrow from block 22 to block 21);

b) a pointer to the vis which is mounted over this vnode (e.g., the arrow from block 24 to block 25; but

note however that not all vnodes are the mount point for a virtual file system, i.e., a null pointer indicates

that this vnode is not a mount point); '



the device's file tree is to be nounted. This directory nust already be
part of the node's file tree; i.e &27 be a directory in the root
file system or it nust be a dlrectoﬁy e system whi ch has al ready
been added (via a nount operation) to the node s file tree. After the nount

has been acconglaipsiiFio eRtidh & Surbdté Modsrh Fhalihddb (6., theVarol ¢ bIRECAEAB bloblEs2); and
“nount ed over " q)di goltek BladhobidahIE iy fithio w o dah-aulcRly tWhn e Bib isiaBiFigte @E). t Ne mount ed
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node nunber eéintertie the ivask ab d fildiacaoss sugture distdndo(p) infornatikenfiomdhendiskeinods, theristailnei which
devi ce. 25 are ngtreleyanttheref ol | owi ng in the node's aggregate file tree
consi sts of (a)The dilel aapsagirudiise freeds informatige gboub which podps bave i filp opane aehekent they
an node whif cmofRssrepd eMly ApiaRd_otite) piihese gpensThera s asiapargte; file aprgssostrustiya fq5 agh node
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structure.

St u Th '"%Hh "gns:r ! gdme' ree not recorded on
IS € ' St2 9‘ e o i hr 'al&ﬂn Ehle systom.
machine is povng éimy i tu b 10 caTu. 6
pr ece ing di 50”(%5'095} f1s Whic 9‘% ar@ﬂ@l’é "Bgass'Wﬁt @&Fatlb’rﬁe or

MOURL § of entyjnr @pdr! IrdreS 28 lsVeRal i D dpk, Gt fRe Bhdsewh'icﬁ QRSImBEHAN Y thid@bdSsion a?e described
foll owed ip palef a file tree. SOch an inplenentation is restricted t

nmounting the entn_n®okube system which resi des on a device. The Inventlon
descri bed her eiimnthesn bpsi@p opstatian, e éssenas ievative sRPIOKNGWIRG alpath it @ fileapstend fs telocate
virtual fil etheyamenta pith compahdnbing dirbdtorptilersnd nsp the pesodiatedirinadd nurissr fid beatestis hedn
whi ch 35 r edirattery inthe zhaite Thecrselsip cadel fantheng_tidokuproperation isgisted. below:ect ori es i n
addition t® all ow ng nounting of devices, (2) nounting either renote or

| ocal directories over directories which are already part of the file tree,
and (3) nounting of files (renote or local) over files which are already
part of the file tree. In the virtual file system the operations which are
perkaormed on a particular device file systemare clearly separated from

t hose operf4tions which deal with constructing and using the node's
aggregate file 40 tree. A node's virtual file systemallows access to both
| ocal and renote files. The managenent of |local files is a sinpler problem
t han nanagenent of renote files. For this reason, the discussion of the
virtual figle systemis broken into two parts. The first part describes only
local_gperations. This part provides a base fromwhich to discuss renote
operations. The same data structures and operations are used for both
renmote and | ocal operations. The discussion on |ocal operations describes
45 those aspects of the data and procedures which are relevant to

st andal onas operati ons. The discussion on renote operations adds information
pertinent to renote operations w thout, however, reiterati ng what was

di scussed in the |ocal operations section. Figure 4 shows the relationship
that exists anong the data structures of the virtual file system Every
mount operation creates a new virtual file system (vfs) data structure. The
essential ¥l ements in this 50 structure are (a) a pointer to the root
vnode (virtual node) of this virtual file system (e.g., the arrow from

bl ock 21 to block 23), and (b) a pointer to the vnode which was nounted
over when this virtual file systemwas created (e.g., the arrow from bl ock
25 to block 24). Whenever an inode needs to be represented inthe file
systen1|n5ependent portion of the system it is represented by a vnode. The
essential elenments in this structure are the follow ng: 55 a) a pointer
to the vfs which contains the vnode (e.g., the arrow from bl ock 22 to bl ock
21); b) a pointer to the vfs which is nounted over this vnode (e.g., the
arrow frogg bl ock 24 to block 25; but note however that not all vnodes are
the nount point for a virtual file system i.e., a null pointer indicates
that this vnode is not a nount point); EP 0 278 313 Bl c) a pointer to
either a surrogate inode or a real inode (e.g., the arrow fromblock 26 to
bl ock 32); and d) a pointer to a node table entry (this is a non-null only
when the file is a renmote file). The Al X gperating system in comon with
ot her UNI X operating systens, keeps a nenory resident



t abl & whi ch contains information about each inode that is being used by the
system For instance, when a 5 fdd&a Qﬁned, its inode is read fromthe
di sk and a subset of this inode information, together with sone additional
information, is stored in the inode table. The essential elenents of an
inode table entry are (a) a pointer to the head of a file access structure
list and (b) infofusdtdonflooktpe di sk i node, the details of which are not
rel evant here. Th ile tr e.re ds information about which
nodes have the fif¥§%$éﬁsfg§§§3§%u?g%#é gélﬁﬁ%ﬁés (read only or readwite)
of these opens. There isnamecparbecléokedavpetn diractary for each node
whi ch has the filg,ape0: JhbdeSpaiRtbpl 6RANER £028B)&3Lhe server to know
g tﬂ S ??Ie.nﬁﬁg ?if V83x

how each client is usin e server ] e system supports a set of
operati ons whi ch me§OB¥epEr fragtopy; yRode BPHRESS nteracts with a file

system by perform ng a tbl &ansyabae peeheétpn as follows: 15 1. The user
cal | s™ne of the operations providin % ecth gs§ﬁso i nput raneters. 2.
The file system | ogic perfﬁ?n%s?hgrbgﬁ gtéﬁﬁ, }EHEHBQ aVPg ®t he internal
data state of the floeksdirectoBy'Shinddée systemlogic returns to the
calling user, perh rel upni n . ;The operations

whi ch,can be perfo?%%& @% g?#i?eﬁgggtéﬁégég ?g?gggégaﬁolgs "vn _operations”
or "vnops". There are seve@&re@ho®Ps) but the ones which are inportant to
tRip discussion are desghifeR d9refebLY iNOBEKUP In the vn__I ookup
operation, the essential jterative step in foflomﬁng a path in afile
systemis to locate theFRERERPTEOPALh conponent in a directory file and
use the associ at ed se@gieh ndiibectdpy! font gakwée next directory in the chain.
The pseudo code for.%ge vnkaotup operation is |listed below 25 30 35 40 45
50 55 7 EP 0 278" Sf%ﬂ unction | ookup input: directory vnode pointer,
5 nane ¢rveate| fbkedhandie fieresawey out put: vnode pointer
to naned file/dir. converi dikge i . to an

i node?poi nter; -- use privé?%%dg%gaéo?ﬁﬁgg g? e%gégéngkeaffgétory's i node;
if( we don't have searc#ehbeP@iBtesntenvagde for file handlegjrectory )

unl ock directory inode;uhBbdkNdere8tor¢Oinode; search directory for
name; if( found ) create file han -- use

d#e f£r nang'.ZS
\aode found in director§2ERFRyPOYBECHOFRL EPCEB? vnode for file handl e;
unlocﬁ’directory i nelige +etnot Pounder to vnode; :

. unlock directory inode:

return error;
35
= VN_OPEN

The function vn__open creatss a file access structure (or modifies an existing one) to record what open
40 modes (READ/WRITE or READ__ONLY) to open a file. The pseudo code for the vn__open operation is
listed below:

50

55



30 = el se -- not found unlock directory inode; return error; 35
VNOPEN The function vnopen createqﬁg Eﬁé§1 ess structure (or nodifies an
exi sting one) to record what open 240 nndeéfé EAD/ VRI TE or READ ONLY) to
open a file. The pseudo code for the vn__open operation is listed bel ow 45
50 55 EP 0 278 313 B1 function vn-open inputs: vnode pointer for file to
be opened 5 function vn open open flags (e.g., read-only,

read/ wite) create, node -- fil Lt $Alf e€k AL LNHLO q return code
i ndi cati ng success‘%?ugﬁflﬁ?gdgeggggFg#e?o#ofgﬁﬁe&g ?ﬁo %Qh%gh1vnode; 15

| ock isode; if( not pernioped &tegss (B-gnloERARNOBAY 20

return( error ); get the filerggg?§§i§5Pucture for this client; 25

-- if there is no file access structure a Lgcate oneg.i.f (.couldn't allocate
file access structure ) 30create mode -~ file mode &ﬁﬁo&%oinode; return(
error )# update file access strggedtingead-only, 35

read/ wite, and text counts; .if( truncate. S ryncate file: 40
unl ock the inode: PBERBEANTREUT °°$ﬁe1P§ E%%SH965§§%¥%§%OPQ the function
which follows paths. Its input ifaidurath (e.g., "/dirl/dir2/file"), and its
return is a pointer the. i neprs ot viidae; Lookuppn calls
vn | oo)éup to read ohgtdggé\éﬁq'%%;twggﬁﬁ %Oéﬁleag%ts%to see if the vnode
returned by vnl ookuplbgk Baedetounted over. |If the vnode is not nounted
oyer, then | ookuppn Gal( go¢n ted taleesy™ file system [f the vnode
haS been nounted over, then [Qoku follows the pointer fromthe nounted
quer vnode (e.g., block ZE#Q?ﬁﬁﬁﬂaaé74) to the vfs 50 of the nounted file
systemge.g., block 25 i peftupii{c ebrodrngmthe vis, it follows the pointer

to the root vnode (e#'}, ;ﬂeﬁﬁ‘xfﬁ?c#ebﬂsgtﬁ[ ey dosuasig new vn__| ookup

giving as input the and e nane Ich constitutes the
next element in the pat heclilemygseudo code for the | ookuppn function is
listed bel ow 55 -~ if there is no file access structure

25
allocate oOne

if{ couldn't allocate file access
U : structure )
» unlock inode;
'return( error );
update file access structure read-only,
; 35 read/write, and text counts;
it if( truncate mode is set )
truncate file:
unlock the inode;

LOOKUPPN

45 The lookuppn operation is the function which follows paths. lts input is a path (e.g., "/dir1/dir2file"), and
its return is a pointer to the vnode which represents the file. Lookuppn calls vn__lookup to read one
directory, then it checks to see if the vnode returned by vn__lookup has been mounted over. If the vnode is
not mounted over, then lookuppn calls vn__lookup in the same file system. If the vnode has been mounted
over, then lookuppn follows the pointer from the mounted over vnode (e.g., block 24 in Figure 4) to the vis

so of the mounted file system {e.g., block 25 in Figure 4). From the vis, it follows the pointer to the root vnode
(e.g.. block 26 in Figure 4) and issues a new vn__lookup giving as input the vfs's root vnode and the name
which constitutes the next element in the path. The pseudo code for the lookuppn function is listed below:

55



. EP Q 278 313 Bl function | ookuppn input: pathname 5 out put :
pointer to vnode for naned file Jjf I ISlacharacter of path is '/' )
current vnode for search is uselﬁps(‘?;(#o{ﬁ(ﬁ‘rectory vnode; 10 el se
current vnode for search is user's current directory vnode; 15
repeat if( next conponent of pathis ".." ) while( current vnode is root of
a 20 functiont bebkipps system ) current vnode becones the vnode
that the virtual jfjilg. sy Ls_nounted over; 25 if( there
is not nounted oV &€h0d§5§ﬁbé§ﬁrn( error ); -- ".." past root of file
syst gm 30 outputiscponnteskbtp vnofeoforpnpmed &3dgonent in current
vnode; if( vn 'OOKEP(fEEPQtCBHHEQEEEr)b S?a Hr 4gnt yyngde becones the vnode
up; 40 mﬁi eg

returned by vn_| oo . current vnode is nounted over
) follow current vno@BrEepsi vpede; §oyr searehcig BSLKIS XO®tesents the
mounted virtual file sggsiedtogyr ¢ABBeynode beconmes root vnode of the
nountsed vfs; else -z vn | ookup couldn't file conponent return( error ); --
search failed unti?%s?here are no additional path conponents ); 55
return( current vnodeurref@ vnode foz78edat8hBisTheesperation will be
illustrated by describii j ,lowing a path to a file and
nmounting a directory. rgggeiﬁg?gﬁﬁg&?ngggagéth_to a file, suppose an
appl iation procestepedties a systemcall (e.g., open) for file
"/ u/dept 54/ status”. fRiiSneReUeshpbheatCa¥Ppathedsby Livejoperating systemin
tye€ fol | owi ng manner mjﬁg rzference to Fi%une 4 g%Perations whi ch are
Rgfically unchanged fr¥Rtifd GREX®BEVEPPRgLS, ZP8H 25 not expl ai ned

e In any de-tail). Theitehadwfh3easystem ¢ns are made: First, the vfs

20 . . . .
represented by block 21 r i i S ond, the file
"/u" is represented by vh§5%2§F0§§B§§ é%gahﬁ%d§ﬁ§|é§%%§iﬁ§ﬁ%rd, a previous
mount operation has nount ethe gdvtuvslsfileesypteamisnmoumteddirectory /u".

This mount created the vfs g@ggesented by block 25. Fourth, all of the

direcjsories and files inyo?ve are on the sane
if{ there is not mounted over wvnode )

return{ error ); -- ".." past root
of file system .
~ 30 use vn_lookup to look up path component

in current vnode;
if( vn_lookup found component );

35

current vnode becomes the vnode
: returned by vn_lookup;
“0 while{ current vnode is mounted over )
follow current vnode's pointer to vfs
structure that represents the
mounted virtual file system;

° current vnode becomes root vnode of
the mounted vfs;
else -- vn_lookup couldn't file component
” return( error ); -- search failed
until{ there are no additional path
components };
55 return( current vnode };
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device. Fifth, the followng directory entries exist in the indicated

directories: 10 DI RECTORY | NODE NU'EB%B:H:«! B1 NANVE | NODE
NUMBER 2 nun 15 15
45 "dept 54" 71 71 "status”

12 20 The codee vgeratién wilhpé ilmsratbds by descriding therscanardias ot talldwing lagatk wip file B hauntig\a

t he path. diectypfrat, hifcllotisg apath tea filep euppasea @al epplitatiagiocd$)issoés & dystem ol (e.g4 ofen)al
file syst efor {ib|"obkptRisiatush dThisabquest iacorkplighet! dy | teeodpeatingt dystom dmibe ‘falldwingnmariner

di rect ory Wit referengsrte Signne ddlopeyationsi which atschasicaiiyn undhangkd;fsont tha AND{ epertaling systere @teor vy
t hat theé neatexplaired here incany se-tail) Zhecfoliowing rssimpliges are made: Firghdhe visi reprepente fy Riggk
nust ret ur # Bthedeahviyal file systepy, Sepands e fle; A Ederipspried hyotede bipck 3hand dnode,black;s.
first brinfud %UEI‘@"iS‘WWPB”P‘WE hPsn'B%teF étﬂ%"e stiiipysiem qaipdba direptgry Siue. This mqyak o
is alr eadycraat‘?f’n'ﬁ "P%Y %‘ gecioris aad filgs Breqived s5e gfhe same
poi nt er todetﬁ%Fﬁg’rtB?l?“‘i‘/”‘f"g)d'?cﬁﬂ“’?"m°§° 5‘&%“"‘?' PePEe there is. Vn | ookup
then fidls the vnode (b%”g% éll in the root vfs (block 21) and returns a
poi nter to the vnode. o %% ‘6i scovers that the returned vnode is nounted
over in the parent VviENODE WGMBERs t he "NBMAt ed 3TVNOBBeNUMBERNt er fromthe
vnode (block 24) to the nmougpted vfs (bl ock,25). Lookuppg follows the "root
vnode" ppinter to the root vnode (bl ock 26;riof t he new vfs (bl ock 25).
Lookuppn now cal | s vnl ookuf agal n, thi SAePRB4| nputti ng pointer to the
ragt; vnode (bl ock 26) and name dept 54" . As before, vn_|l ookup reads the
directory, finds the inode associ ated with the name, finds or creates a
vQode for this inode in thejparent vfswgphpgkn25) and jeturns a pointer to
this vnede. Lookuppn calls vn__| ookup once nore i nputting the vnode for 35
the just found directory and the nanme "status". Vnl ookup reads the

di rectory, f iThelsodewbich ircnkeneats dtecsyater calpaiih loph'epmarfdlo‘(l Heonath. Babkupph stadisat dhre
creat es a feloriede((Riock@R) of $ip réa virtuah file systemciblotk21) and cplisrvanlookpp & 100k updhe @Oj land
returns a ipdhenditectoryoiile Fepresentaddy. thiviyeodso M logiue findsnip thendiseetary tthas thoyrameut i |
now per for #gooated W“E &Féﬁl b'e aYﬂ.d??kW“*Esh@tufﬂ#@'mesﬁ?pﬁp‘Gg@ asenriated Hith inpde s.
appl i cat oTP Bisdit M"em‘@d qheﬁkstwamth%@ alﬂ?*‘F"éEt"&?F in

/ul PRy sy é' 1“ %"Pd'?' Geinterig
hO\I/Jv ?ﬁlrs r'éag;p ‘f°t?l3t'ﬁ : p v &P‘ﬂ; )l‘sfbﬂ'o §’r :{Hg( g\ﬁqu ?fertﬁ dFons
Wh aLby p%?ﬁl or;tm\e vno£§m$ ){nd‘ §?¢é¥bl ollows ?fed

mou

in any aoet §0t§ L' Hidek 28)%% Ho how Vs’ (b rﬁsﬁmi n,&h Al
condi ti onsﬁmea]ﬂ ; oﬁt;Eto?:{(dE' oﬁn&fs&ﬁlﬁ&ﬁgfﬁs\%ﬁﬁe "y ; ;QEE. §ook ©
?

f ol |.owi g 9 S ino AJS%. 4 Mn FRSF B iR uie*b%reﬁt%t
virtual )§dé|5r B a thl i§ ﬁph&mp%%c@.ﬂste inb iy thd VABdevt6d
are on Lehethé ﬁ:@ﬁoﬂﬂ\&r&ﬁw fta th narﬁmafugi wvwomp fadold SiFattofNirab B idus Bdsodidted NE
i ndicat ed winRChdatol (BI5ck 349, Midle bER¥at&la vnode (block 28) for this liddedin thd fdRRRs (block 25) and

NAME returns lal\sdiater MWBERbA3. The code which implements the 'system call now performs the requddted?
"etc" operation on the file. 83 15 "gor p" 92 83
"foo" Suppose now that #bapplication process issues a "mount™ dystbe Iciil to mount the directory “/u/gor3O

EP 0 27% 3&8r Bb dikeiorg dddoolh iTieen followigesremtris eigblainsnimwnthissrgquesinis aadomplished by e
the f ol | owbpegtingoeystami (agsi, opersBinspyi¥ehiar basichlly dineranded| flowviNIXi @pquaing systert Are not
di rectory emiieed ingnndstallle npunted over - "/etc/foo". At the conpletion of
thi s oper at i GPS Seepasiorrefers to,figurq | whick rapr 3’%%%%%"‘%{‘3\/?965@"19&5 which-teprpgegisthe -

(bl ock 44) *"\ﬂ?rﬁ%wmﬁ%d"t%l é?"ﬂ\t"eqa%" Rtigns: Figh rg pRetied byjkiqek 44 ip theyjoptvirjualifils 5
i node t &bl ?’s@'ﬁtﬁ k) |°ﬂ?)(§‘|§s 7’8°"’q90?5 bﬂ?? Fagecdavice ghirdy the, folloyipga
path 5 t oMeHEY§My cetxﬁfr'(} !’:"Ffe drecigiaSe nounted -- “/etc/gorp’. At the

corrpl etion of this operation, the root vfs (block 41) contains a vnode for
"/etc/gorp” (block 49)DERECRORYs a pointer to the root .vfs (block 41) and a

poi nter o an inode {REhe ROlE R(bl ock 4§ r inoggops NiMEERe nount

| ogic creates the new virtual |Ie syste y, first creatlng a new vfs
(bl ock 46) and then creatl%g a root vnode Por this vfs (BI ock 47) with a
poi nter back 2 "etc" 83
o5 15 "gorp"” 92
83 "foo" 75

75 "filel” 89
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to its parent vfs (block 46) and a p0| nter to the root inode (inode 92,

bl ock 48) of the vfs. A "nounted g, §57§ ointer is installed in the
covered vnode (block 44) in the roo S (% ock 41), and a pointer to the
vnode upon which it is nmounted (block 44) is installed in the new vfs. The
f or egoi ng itheLtodd ahkiGs infplmentaittid Mbunt! Sfstdmecall Porfdiing HBAbIRWRAG @P&Etdhd. QBokuppn is

Ref er enc ealied torfolldw tiecpathito the idiettoty whidhtis lbe SMvomed cveth S/bitAdot tAE the Sytiledion &fithis | ar
to that spepation,ite motyts Blodk 41)1camaing la vidde f@[Matcato” iislock We)t vehith\vas & poigerppthe radt t he
present Ms\ibdork 4Orandh paintéydean inotip tablemntneilockl4s) fot inode(T8. Lbgkupmnis ceflectte Satiow ppation,

t he t es mtd'thedireetoty which isde be mounied e "¢ett/gerp(” Hd thedmpletion picthis oferdtion, the reeevisrtoiveint | vy
st ored, d#hdontkies a wnode for [/pleigerp” (block Sk Whichohamapaintantp the: raetvis{blekk 4ikand @gpointer
proc esse@ andpqsls dablecpninh tiogk #8) for inodg 82. Now the monpidogist eestes thegrw yisipal file(sygiers he

t er m " sefipbgroatioy gow it (bi?é'&#’) andiben ereatiagja et eqe fa"s“"?‘ Hfat(b"t"!é AMWith apaiater hesk some
| ocal ar éﬁ'srPé'[eﬂbﬁ'ﬁdb ik F’PH@' HltE%'P?tWF%H‘%% P2y plogks48) of thearfs. Anmaiiadioverh e

1P o Rointer t" 'T“bﬁ‘t’*e‘ﬁs ek e% aod 3 Rginter o h%l"%f’?j

'Vzrfzzfm pﬁf%mue%’s S et

st ey %%"8“‘% vt i ; -3 SRR e AR "
u ,

di strlbu gpo&yt R:‘éﬂi

Cor’rpoqgmin gr &lﬂ@ S rﬂ;hovﬁ ate r‘éé |§ uﬁﬁ% %BQ&Q tﬂemoﬁé thf§ fi%ﬁs thr I\:enthw th

ref.er encgpled, dnll thdkidim cueﬁt" y'&m{r riaﬁhe 6. t 3% t 6! de

I ar erraﬁa%rs&ea WelevBIOM&: th s@rv& h&@hot%hﬁ@ d&fcﬁt%é %Maﬁhﬁ%rM% usdd isbks DY

MOUNt i NQ 16241 @reR hoth&He s 4 EThe YisEibie deRich £ §ystotnh ikidh thd ihvdRtion RARBlembridY i @ﬁrﬁy

S{ r MCt Ur @istributeipdy@iom RippdRing & wids Witey ofBypiéatishe @dnning BINJifeRINDRIIEs ih el E16R whitieat ed

by™ nouht imag actedsaimaliocted ariywherdin tHagydiém.| owi ng ways: Just as in the | ocal

case, a r ermbb alaEaTsradture e ahee SistAbuid Ssystam tshéwnCin i Figute N @dilusfrated) in, Fillr® @K arftldthe

Just as icomgohent batsal thatdats structere @fe showin ih Eigunes BA 1ol 9 With rffarénes ®\fSguens, attlianh

cont ai ns nedenmaychavé laeresscioditesonhich residede agbmeie servar nods. tSheh T kliesingainsdees . g. |

bl ock 57 pervei’adles by mpyntinghane [obthe lservasls directolies. Iprtidieiont npdec the deta lstastures goetad by t O

a i node eagmale wpunt gpefationycomppyie de tho®Freatetipy mokwline a dagk|eatity: int tha,folldwingewars: Justioes

not cont aF In theylecal Gisgea (efPierMANDY Q5eeter 120Ms In ke glientwede (p.p4 block ). Jyst 49 B logzh e

i node t a5 Wsp ok fie i vitualiile;syetam mbigh sentaing srmote fjgs, creatos a veRga sleichiyp ia dheslionh d's

1;@/ or F@é%%e‘ﬂ?"é S7) ﬁsé‘}ﬂi? locq! Fﬂﬁ&é’“’ W“PF%%‘[B“%PQ?&WHBH@ a '@g‘;rg;ﬁ &f“g}e‘e -
uct ur §Eltvb i on

about *h om ‘%@é"ﬂqg&g %%"%‘2‘1‘%5‘1"?%;% g8 "'sl\?B’f‘@a‘gb'Q T‘?"8§F°r >9’ rORERNSSBY ver

he s&ryer node; some da S allow th (o) n

has a "dif l“ (1839 0l &3;,9 LAYed wI& ,9*900 ORGn DY

remote cli@h kS el 1Bl ﬁfigml éﬁ ] dﬁ aggora{o@ y

21 LIRS i Blorl Nﬁ&h&?@n i I?In Aoy o i m

SEr Verg S oldnlty ali fdhote u&fts fediddlin tﬁuéﬁs"tﬂéﬁ rhyvi® 86t rt%f {hﬁ El"r‘ '

a {node §i§ which .stupacisy fbinote'holid) ShedGE ¥ Ghods (L BBk Y4) T mﬁmré Hurﬁm s@acﬂ fiie OPEN

by @ I emhigh B@sh 6 retei nBaSIRbs a3 HloBe RBIB lobtryl iR tHo HBrver@TiNGRE tablel (516 Klock BBY. This

(e. 9., Dbinogdatidontry T ths sdnids @nat widHCoxRIE bbdbudeSa Ibdabprécassat the sarbamas/mualspeﬁmost S

because axampid Ablodhr8ac witich ialin thb GabBGetise btaSremotb iohdh, RgRae sdnRl strBot@eas BlockdspCk

84, Wb clvhictsis inthd lalle betabse ohancparsiibnaf thaisen@not € open, has the sane structure

as bl ock 83hed@ cligohprshseiver ¢ommuhicatd atiolitca dseechils thep heira wayde iibitiyntha file.t This is

server. Wnervith adile handle. When asliaptrequesteaused thatserveriio teply avith @ designation |oba parfiraiar need

a way tofipdenis f Oteh!eokﬂn reguestyithes filp ds identitisd\tiytanfiley handie. cWhesirrritlient regvest capries 4 ent

request é%ﬂi@@?" pasiiquigtite {eg-racigmgte Rpanryequeeth dledie-s idgriified biya filg hendiey Therfilg | e

(e ah?"é‘ﬁﬁﬁ'éa"rsdhﬂéa' Wi"@&?l@sﬁ vice yabey, jinode quinbprejangtinode genergionumbere hand| e

V\hen a cli eTH? nged 'Pé 968%1" fplle vr"&fcw"%symﬁ %@P’ér’"ahsaé és;]qp

r enot e o AI? haf‘ %'“f °'i5°'8f thfl "g_ Pﬁ ‘?; 45
% 8% © SEL TR on ° cF reauas
sgh?’n T"gle agd PPTOTRS 1% PREEPURY, °'{ he

Pﬁgglee ¢ :5319:; usin dl rver requ?
foll OW' “9 ‘5: SRBYSftn ﬁmﬁe(?qHI ?htoaé) an or or&?t S a
file hang] &slhﬂ fﬁ‘a nythe b@ﬂk@e Qéle@zp e lt Z&; lf Sone
acti Vi tya@qudsh &nv%@%é’ﬂenﬁﬂ%% IptoRentdp b@rQ\ rJuHQ %r

reused T @ oG0S Hoad, Ishther B8 i heh |W§§\9@ﬂd’ﬂ%h‘l§§'t|s AR 18 %w&ee-y%&w the
st or eg@s f péneralicaidinBor. 6y HE tiNGnt, A Herefuedt RAejbdidac hand| e and performs the
operati on avhehQ dil waRtd tb iopeh. a Tilei vhichQbdidds PR atwembltd 38MED It ABdsCa ARRErRtradPort Ti S
flaw i s peehassn ecbstaplishi g eormbetibheith the shivet) SuisbqishtAiansactisherbgarditychis e ¢ay., read,
gener at i eriteetrdifiow on shiss¢oonestibnoEach nade carttaias 4 noglb thblenA héte usesthmtriedNhdia ndbdedalter ver
deletes a file, it increnents the inode generation nunber. If a request
arrives at a server, the file handle s broken apart, the device nunber and
I node nunber are used to locate the inode, and then the file handl e i node
generation nunber is conpared to the inode's inode 55 generation numnber.
~If they are different, then the request is rejected. Wen a client wants to
open a file which resides on a renote server, it uses a network transport



EP 0 278 313 Bl (e.g., block 70) to record information about existing
connections to renote nodes. Thereegrda 1t rg'1t ed nunber of operations that
one node in the network can request another node to performon its behalf.
These operations are called dfsops. Wien a node nakes a request of another
node, the {e@l, bt 1WYtoRERIdaATbrNASTon ABSUY Sxistiiy dofifectiondI® rémddIAsIbs. Ny Node sends a
message wWhi cltha@pari 4 insied Winibdh ob opeelitions Al bfd nadld inl the hetivrly cire q@st adthabde to
carries t hperioanw enrité behalf.dfhpseogpbtaiidng ateocdlidtnbfs I epgLUWhén a hedet makbde reqpest iof/ arother
node recei nels, thé follovdnpuerstations cheque rfirsty the rédoestisg awie fspreld aopessage ivwbich spacified Which
the recei vifagonestion iscbring twaunsted ane oaiies hecrarametsss aipropriae Ity thah regnest. chiest, the
appropr i at teceiving nopkeregdives theaequest and petpras thej specified ppesation: inally| the tepsivigaodisends he
vn_ops t hat mayseas whigheariey theieply parpmeters appiiiate tor e gisLepesfian. em and t he df s_ops
that are i ssUb¥® Mﬁbﬁ’tekf@"ﬂ@PQ\B?‘R“"Ah% E%Fha'o%%lsﬁief‘ oithie A logalmagdgtoca flo P!@tefﬂs
as fol | ows® F‘ﬁ'er%f? -opg thphare ISS‘@HIW?E@PH‘@W rorgte ﬂf@rﬁ)ﬁfﬂ ‘"W'fléit
the filéd bl&?ﬂ‘. W% f&‘? be"ge‘t?ﬁfﬂ d °g 'srf8'§°‘P %°°""
tl t
ars woul

resi des i n®%®r ‘F "9
ORepg "w‘}”

cor r espondf tre”?
file had be pg h éar EE, andtheg h?ve encg
return mﬁ% qd nfems T g}%ﬁv
conpl et e bl Shrank {3 § d cﬁe r&o%és%ﬁ‘é"f& |§4ro.%€‘er%;;ﬁp“
regyest ang db EHCShs thd sl @ tufn' Rstrdct th® SotliAT Hr ré @8 ltifeS BiHal N9
vn operath,nopg'm relidbk.N pararreters fromth| S vh_op are used to construct
tQe, return Pahesgi@snswil 63 ilisiRedbbdstRibing &idfsbdharice REMEMENERSBINGIE IR IVEGADMES
t he df s20 OfirettE | ayid foliewingt d1EatSB IaVIRL IR st3Beharits Bsppésd ehatl rb appiationGirdessd in a client
par amet er Sndde is3063S4 "ucuntt $yStelhedalll 1td) mpant aNsdiver Rode's dirbidory "iugorp A lover theOPE alishDN
request . TdiectonrelifoadNThaifbllowibg sdehdriu Skplarischdw lthis daueetris acorgplisiied. Thiscstenatio Sty
nount i ng atorfigwst 1, whicherwprosets dhednitiah conditieris, 4h0 to Bigwre ¢, avhigh sopasdnts! theofinahepnditiopat h
to a fil e.witnthe Hellowing stsumptionsiThe vissraprpassted thi dlocka 81 dgihk irechtvirtoal fifer svstemsofitie a
C| I ent n@d%er\fess file dreg, andsl the' seyyrs«i-@mr@alahd t-les invaivad aee ancthey samerdsice. SThelifallewingor y
"/ ul gorp" W ersidn helpdisated diredidriedii rect ory "/etc/foo". The fol | owi ng
scenari o explains howthis request is acconplished. Thi S scenario refers to
Fi gure 10, which reprmg-’ tNade nitial conditions, and to Figure 11, which
riepresents the final C HYHE .fhgh yWth the follow ng assunptions: The vfs
represeﬁ"ted by block 51 1st root virtual file systemof the 25 server's
file tree, and all tH&VORE MMBER oct or i SAMEd fi | ENOPRVNPMBBRare on the

sanme device. The followi ng entries exist #ymthe indicaggd directories:

Server Node 30 15 DI RECT,{J?Y I,NODE NUI\/B g% NANVE
| NODE NWMVBER 2 s
" gRLp" 92 IR 92 “file2""fil e2" 6'7 67

- Client Node DI RECTORY A0 one Node | NODE NUMBER NAVE
| NODE NUMBER 45 2 "etc"
83 83 "FIRECTORY 75 The code which inplenments the
nount systemcalls | omgﬁg)rkmﬁ@l | ow t hgappat h tog ﬂaﬁEdyﬁﬁﬁﬁﬁry whi ch 50
is to be nounted over - "/etc/foo". At the corrpletlono I S operation,

the root vfs (block 51) contains a vnode for "/etc/foo" (block 53) which
has a pointer to the root vfs (block 51) and a pointer to an inode table
entry (block 61) for inode ZS. Since the,directory bei ns nmounted resides in
a renot & node, a dfs__nount “request is isgﬁﬁd to the s8Bver node, passi ng
" the path "/u/gorp" as the path to the obfeed"to be nnurzged Upon recei ving
the df smount request, the server node calls Iookuppn to follow the path to

the director ¥’h 5? lcl?h ?ne;[ttgth%em gte calls lool O{on At tal?rqo &grgpec%t | OfenCf
s, ogkug tqoegh e%nav %@Wﬁ{ mE 'fﬁqf( 'STE?FQ o&‘i% ﬁe ﬂ(;s:;c %%

- for %ﬁﬁrﬁéﬁfas Rod

tabl e ent rin ok o Bk it s o B ey re&cm@ Iyrl o o 6

- (device 0, ohfagd€is to ih@ sﬁﬁé}%éélﬁissiﬁg b lpBth Rsfbg € ad Pb phtl %o thb bBject 1d'6bunted
The ser verygoRtrebonifig didfs_frduft rBquBSt] e bdver RSHer @I IVoknsbn 16 BIEH HEBAA to :ﬁ@%@ﬁﬁy
- and t hegs r@lichas @velmounted - "lu/gorp™. At the completion of this lookup operation, the server's root vis (block
71) contains a vnods for "/u/gorp™ which has a pointer to the root vfs and pointer fo an inode table eniry for

inode 92. The server uses the information in the inode (dsvice 0, inode 92) to construct a file handle for the
file "/u/gorp™. The server returns this file handle in the reply to the dfs__mount request and then releases

unt
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EP 0:278 313 Bl the vnode and inode. Finally, the client receives the file
handle in the reply to the dfs ?ff and perforns the operations
necessary to create the new virtual e systemas follows: a) Create a new
vis (block 54). b) Create a root vnode for this vis (block 55) wth a

poi nt er @cAodeand inddep &ihallg] they Elint( radeivesdthd #ip handiih im the @éphf 16 theTdfs__mdufik rbduestrand t

| node of pérfoems/the ofelakions ned®23ary tSredte the new videt file systm asfiolitwst s vis is a renote
di rect ory, a)tCneste ayeeroisfdecktsddd to fromthe root vnode is a surrogate inode.
Thi s sur r ogjdirests moternedorfordhisgs (bloek $5) Wwith & painiér dagkde iter paeart Vis/(bloticb4% and\aanointen
response t 19 fhenotdndde ef the visi(Bieas L. Sines)the seot inede of i s is aremete dirrctery. the dnode

poi nt er i nPairieg teciiasr &e reetomeds( 'Blaoﬂkmm inpqe. Thia surengete \jfode corttainsitheg file hapdle

| nstal | i nreured H%WW’Y?"(‘UP%P&’P@" °§'°'H6| “'I!tdﬁeq;" vnode upon which it is

nount ed (b‘F’d’l?E‘"Sé °““§?6°"°’ ol ‘f"ﬁ‘é&(b'a‘f 53 '“éﬂ?é?ﬂﬁt"? FF@' rermte
mount desc Whichyif é}?’t‘" F
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-1 f the cl ose "b NBG ‘PPGFF“'PQSSVP‘H'@ W’%E??se% c¥lackdivte; manges within files g ihat jofheeprpeesses °&ync

mode. 1f aM® sp{: aﬁ ran éﬂfoe'%avefﬁep@"?@degt?qu&e
open opera‘PF'ﬁ é fle Jock 5*"?’1”“? @98 ??"19 ‘T(so‘ia"‘?dé‘ad
Hayever 8? V; P’Ecbsf' '8f° ﬁgd?ﬁ

el I T G °r: z::s,
the sync npdg ssrrz%v%n a

resides i SRR :{:

i's FULLSYNgy l?bﬂy aII Eﬁ%&r :acksﬁ?s nBP?a‘h&J 'vﬂﬁb |oé cL S‘nl;F eOa?a?ndd%o i %eicﬁ&&rs apse
of the &4 fave ;,&arogedegwmpw,ﬁyw for the fil le 1s still open
at {ope or nNDIFResHAAR Sithef ih Shifor8enfenPH&tie QP %t%iénﬂfbem&ﬁ-vﬁob@ IL6ckb &n Ao ﬁ&imraemeﬁthe

- sync node. mbde dle tdilbe advsorp ek Ah laivisory 16ckldbse Y prondicabidifie pidtctioh ®dr @ fileSor adtaidner
open for t huveter, iEdoed prevdi® aprcbsdcrovihr@éidingt di Gwrifirigl the lockdd @idSor irstoraPAIVRGYy Idclkesry | S
No sync noafecichamnggelts dffcallsl t dockie) o GR2)0 Pdyarhusd be @fedt Bycprbdebses thah ers ccobparaing) S
an open 44 othrougra thevwse tad Ik o6 featl(2)t focqueyntbé etatue @ Jociesnch tha cshizbd diles shak dhiep |are
devi ce wheaagessihg The |advantagr ofcadvigosy lacks isl that theyERORT 884 3B be intrengatedhiy they opsratimgd e

i s changedsystemAMaC dyringdesadinpq or wdling Feppygtideg. A1 gafreadds ock; jlike |an ragvigong loci fafedtsy nc
nmode i s cheihepaeent calis, tfx lpciegy paed foi) i pdiiptgash eed2) writeil operitikcregiel ifdigar2),
devi ce V\heV'é"“Pﬁ@) £1q Pmaia) ""Hé’é"ei tQ '"ﬁ‘{S‘E thé‘p)'@ ﬁead étth"? [oeked PP'ED"l %"’G fileris heing changes
only acé%s%" ine 122,

8 sy re ! o i
Egﬁeg'soﬁﬁdéﬁ %Fvﬁw o orL Py Paquﬁ@%%g L%? ke g

on |ine 1 QRS i) B Q%E%h%e%ﬁ% %grﬁe%{ 1ol %hL e?”?fdthg' ‘?ock notatF granted
~resol Vega ar?&&s\é&[&&qmre &Séﬁ tﬁfgg‘d en
file when exgey BESREALSY by {I(2)F@¥g ernpqﬁ Ioc gnnﬁ?tgevﬁ'ﬁntéu SO
perforns t bi2afh ah Blst ROFEACTHH QY &R ahd ' nS dalfiblk P beScalH!
Opens Or ChRS e chitk whill @aéhlmfs anamsmsbgnecw .@ peaviy; %%ﬂnaa&u SPinEREHRS 1J Edianhish Ghe
- file may bRqglested @ek @ﬁseafcﬁmd 18Pank @fidioringdocks/ AGroEBsQouié wilOibrevs. AlthiRgie SSaBIERS el e,
the ser yerinhedalydile 16¢ka B Q& sigldthot@aiR be IdelBEIbS,; dpddREIRHIE @ Maridle 116 loaks ont Mtiple
clients w hdded &un obdur. A mEm@Es cobitiinever deatiiotic but St coyle @dock dtie folRerietiigSibekt FoRariotishe
client thatlesopimgetbraely set.l e is infornmed of the node of the file. If the
node is either ASYNC or READONLY, the client can start using the client
cache for reads, and also for wites if the node is ASYNC, as shown in
- Figure 13. The client does not have to ygead or wite over the
- communi cations link to the server. If the node is FULLSYNC as shown in
Figure 15, the client 15 cache is not used, and the client nust send the
read or wite over the communications link 3 to the server. The server A
in Figure 15, always sets the node 151 of the file 5. The nopde .o&fthe fi




every-node that has the file open. The server A also knows which nodes have
the file open, and whet her the opgp%ﬁ??égﬁ reads or wites. The server A
does not have to know whi ch processes 1 to 13N, 231 to 23N within a node
have a file open. The server keeps all the above information in a file
access stuodcTantee |i st 150, 20 as shown in Figure 15. Each el enent of the
file access structure list 150 contains a node which has the file open 152,
t he nunber bickopeassofizied withager B, smit tsmeturalotd dgepderk infdnpationiwilicthe pforngiemaboiitor
wri t e 154anjoper files intheliile’s bde)stridtyre Locki ng 25 In a UNI X operating system

pr ocesgesThednedé gukiuigyha a fixadpize indhe HN‘K op¢riting system $9:ihe logkiefermption hadtode stored not

have acceBgnatier stipisturegwityaie inqdgoply cantqining ancadgress wherey thanlgek guctyrs resides. The joglksk
over the #hkeptip adinked figt ayp s%i"f?"F"és 1"5‘&?&'8 "?’P&‘:d?‘? ptavctym gal ﬂPchb@b'Eal I ed a f| | e
| ock. A | ocikheoyfiiX %Pﬁ'asngbfw parigfor @ distribpiad; file gy

| ock, but>YFgP ?f f"e e e pbpé?r&fnl 5 "Y?E?) &a

|OCkS éﬂl els aO)l ﬂ%

\rll\?" 0 Ie l

syst emf IST( l%g %g&%eé | htn f atu 1} arc |tectu r .pro s s gﬁa
range o &{eb egir&fe%rg §Is %'o eofpe rS?&g
The ot her fafu é%C éme@ﬁ&k tothe
over | al%p'ésﬂerr & 3o é? ?hecéhiheél nManQs |§EQ Ie dkf Sver h‘t?o t

exi sting fﬁéa%lrdp%éﬁtg%ﬁ ik s&t nrlﬁf& tfoﬂ Stifyiry-th ei‘a g ij(th‘a her
\MQ; I O%ofﬁ b oF Wi}, mu,vt,ﬁr f% Rl ocks all other 1ocks or a gi ven
range. Wit SomheD§b@hifist meyheb&taaqw&wwh Bﬁpnﬂdtédﬁ)ymﬁd_é figQh the 1deR bt Incibating
been openadthiei drinos ipfoCess GE R&iting dni the2Bntigts Bock THR ) 6§ anothe (ibad! of GrildMktioN AAEisOr
not™ i Nzcerdottaioeini rthe- amabimplodhtation rof theflodkesenariries. Firailf, AeClodkesat entifed Chill prbisably

cal | ed achentsioray pbinterkfield Asedativiink cantries belengthgets thetsape dilei Wdgetteh SWb Lile study the

pr ot ect i dmplpmentatiorf detals by takisgrdatailedhioolcat ¢he followinglopeeatigns dor enanipdatipg the elemerits gm
readi ng crlogkrspt i ng the | ocked file or record. Advisory |locks only affect

t he resul t 9) dwaceflitprating dhrough K (azks in thefsetp of Igcky asscuinted with 8 pariculagiseds. by

proces¥es tzhéf“"%e“%%?ﬁﬁ'ﬂﬂﬁ‘eéﬁqhﬁ@f A" e use of | ockf(2) or fcntl (2)

to query t M%ﬁmg‘ﬁd{’m‘l’%&k@'@ﬁ?’ﬂﬁ%sﬁﬁﬁ?@ﬂw?'1'E%det hat th%/ are accessi ng.
The advaBt a gg ?§$¥ [epee |°s' b tps l?c'ﬁ'@ aP?]fhérW”B?jat ed
by th

feihe o %Wa

oo J % e fimb&%ﬁ 8%%'” %:t;.,. e
wite Io?gﬂam%cgﬂ '5 sé Qi ng chang edpe4§géué no vvrlte

fclear( 2)

| ocked portion o l e 1s belng accessed. Three di fferent UNI X
oper at §gng system co of cntl (2} systemcall are related to

Iocsig ng: F__CGETLK F%ﬁaﬁ%‘ fi ggoéxi sting lock that would prevent the | ock
descri bed by fcntl (2$'rnve'rguneaEGf_Lmsrbe'segmgnanlmd to the caller. F_SETLK
- Grant the | ock described be fcgt s argunment to the caller. If the |ock
cannot be granted 50 because am exXi Eti ng lock interferes with the request,
returnst he descriptiBRTof thi sSPeRLbAGsng Fda@. fprSEEsKdngr ant the | ock
described by fcntl (2¢grar gumept segri he gahtae. o!ff kBRelsack cannot be
granted because an existing | ocR_int erferes W, t Re request, check for
deadl ock and if no deB®Rock wiFLP BE'causEHmHAFE'tHSgcagP-SP wait. Each tine
an interfering | ock ¢BARI ear edp rhgnkernnésméhtagama gt:},gapt to establish

t he reﬁuested | ock archi any erfering | ocks. A process could
wait forever. At houég{ﬁﬁgeadl ocks ?ﬁat SSbPh @FGS ©only file locks on a

"~ single node will be mkcted BecBICBeks due to nmultiple file |l ocks on

mul ti pl e nodes can A prpcgfﬁ coulﬂegfv3§ geiglock but it could
live-1gck due to inter er|n for various Flles being alternately set.
17 P 0 278 313 HISHORT Tab?_esUUat;ks Bffegtivei User ¥dth open files, so

it is natural to keep lock information with the information about an open
file, in the file's inode structure. 5 The inode structure has a fixed
size in the UNI X operating systemso the lock information had to be stored
i n anogsher structure with the inode only containing an address where the

| ock structure resides. The | ocks are kept in alinked |list as a set of
entries fromthe kernel data structure called the |lock table. The UN X
operating systemdid not provide support for a distributed file system In
a distributed
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system there nay be several nodes using the sane file. The lock table for
a fileis always located in a lo sgmghegsesigs If the file i's in ASYNCH
node, the lock table (along with the active node information) is kept at

t he single node where the file is open. Wien the file is in READONLY or
FULLSYNCH node, the lock table is kept at the server. There are two
inportant inplications of this architecture. First, processes may have to
use renote procedure calls ERPRYs t o RPGRBr t eBtodesskSrolhemad@2Cs will run

on the file's server. Secondyoween th;epibnch € pRobbse rdanges, the

file's leck table may have nmov ien server or
vi ce-versa. The entries of éﬁof%ﬁode §4P%é§'talt}fe% égpoﬂ%h?acfel Mcks over
segnents of the inode's fil &NGo repPd®ARia |RXdcess RGdRes®t entry nust

contain information identifgudgrt he rparaeeef byiﬁs dfoqhedima‘fe type of | ock
(read or wite), the owner %&gﬁ@‘? quEﬁRSQge r&gt kernel data
e Io

structur® is elimnated by "§toring a agr enxtlry i ndi cating
whether or not a process is waiting on the entry? s Ubd@Rk FoF sthiisag is

anot her piece of information that is 20 contai ned iprocleesact ual

i npl ementation of the | ock entri cuﬁFgeLIy, the | ock set entrles wil |
probably, contain a pointer field used-to ink entrjes _belon |ng to the sane
file togdther. Ve will study™Fhe i np/BfEfiati on Eknals Bending ng a

detiai,| ed | ook at the foll owMIN® oper atB_®ISMASK; nars8iygnait Magkt he el enents of
a | ock set: 1) A way of itergiping thrp@&:&ﬁgﬂo%ﬂﬂstggﬁéts of Il ocks
asU| ated with a particul ar 1 node. 2) AT unctlog that™ adds a lock to
the“set af |ocks for an inode. 3) A functlon t hkat? es a lock fromthe
set of locks for an inode. ANTentry iB)SIGCABRE: alfignedsr tocPatelm | ock with
a mnimum of the byte range ghgcked arg greRcoyOfs jiﬁequrrai;yga,for t he | ock.
Operations that return the follow ng attributes, E y.\% be needed: 1)
The range of the segnent | ocked 2) The type of 'the ? ad, wite or
tenporar$) 3) The | ock ownetnign A. probl em occurs when an owner is
associ at ed with a lock. The owner of cavprch pscamlentified by a pointer to
the owner's proc table. The proc tab|ﬁuj § pl | ection of managenent
information concerning each active process’l n"the system The data
stkucture source code for the proc tabl e is Be®¥Wided bel ow with information

describi fy each fi el d S pur pose: STRUCT PROC
STRUCT SEG lg¢ Poi te to the |NT

P_FLAG Fl ag for testl ng’Cn‘ﬁf&E&‘kJGJ c@‘l’ o r us of process CHAR
P PRI ; Priority, Neg. H gh CHAR RB’% éht tinme
Sched. 4g; CHAR PCPU, CPU Usage ﬂmcess is wajtimgCE;, USHORT
P ULD; Real User 1d. 50 PSUI D;

_Effectlve User 7831 PPGRP; Process Group

Leader PPI@E&&%mP éPr ocmg% PPPI D; Process 1d.
of Par ent LO\IG PADDR, SPRBEBss ARKTIB_TEKTE: Poipgprzrto teditye of the
i mge 1040 STRUCT USER * PUPTR, ; lgasakkapeof ; Ubl ock for

this ; process CHAR PCUZskGer  PRroc *P_LINK ; Linked list of
Running Processes

~y

INT P CLKTIM ; Alarm Clock Signal
N INT P_SMBEG ; Beg. of Shared Mem.
INT P_SMEND ; End of Shared Mem.
CADDR T P_FREQ : Null or Regset
50 LONG P_PFLT ; _ of Page Faults
INT P_EPID ; Locking id process

55
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16 r I NT P SIG Signal s Pending I NT

PSI GVASK; Si gnal Mask | NT Bp9Y 478 G¥9, Signal s being 20

i gnored 20 I NT PSI GCATCH, Signals to Catch INT PSI GACTI ON;

|-Bell style, ; 0=4.2 style 25 Uni on CADDR T PCAD; | NT

PINT;, - P_UNW 30 *DEEI PCAR,.. Po r to he ; Lock Tabl e

that a process is wai t it h“gEon %'\#@I%PA ﬁ%mtﬂﬁ TEXT

*P- TEXTP; Poi nt er to text 40 { process }', End of the ;

structure SLE *PLINK ; Linked list of ; Running Processes |INT
arm ek Si gnal 45 I NT

PCLKTI M PSIVBEG ; Beg of Shared Mem
| NT P SNEND . End of Shared Mem

CADDR
R t 50 The proc tabie isa usefulL o identify fhe ompey of a lock ojsmeps.
oy AT P e
&E%STh infor mtlor;mﬁg uuéd e ST IR & The
Rlu

proc ta%le

deadl ock de; o %{jﬁo r% 'erﬁ Ifethg ne%%&thle%ﬁro&)é@%d In
a distribut ,§ e ovvner m ght not be a | ocal process en an owner
is a renot %)%%Eﬁﬁon tﬁeheetﬁ}\’i@% rlofid o 6FBthd BtheP EREkS JpBralidat lubkifeid RferdhRélewitnih f OF

10t hes Nodgudulied to bEHRIMPWE RidicktSPégdRfionsN. The i nformation that IS required
is: 1) An operation that returns the address of the owner's proc table. 2)

An {oper at weitingt oAl L6skNpar es two owners and returns TRUE if the owners are
the sane process and FALSE ot herwi se. 3) An operation that returns the node
of the ownstandaldnie@perating aystn @ pibcass thaff tries] tal estafligh clackasay\tiate to waif for an existing

st ruct er elgckt to closrikshrBsforeneaiting dgoing tiesleappibe priocass swst\dhack ithedodk sets 4f dlldiskinddas of

st andal onte systemeto insgre thatnocdeadiocs willoees if fithiges waiti Awailing peesesslbbs itstprer thidecyise ey
have to WHLICHAN field of theprog fabletoxgint fo dhollock table|eatry thatjtisswaltin@ed-or e wai ting (goi ng
to sl eep) tKe2 BFdHmeilag igmaetasErtye kherhare twocways o waiton achiqckipgylack: hlodedly on atiepel
syst em t oloFknsel eainv gt 2) fnstirerdly @n @cﬁ@"’ﬁﬁ P?k %éﬂff’! PF°°F waitingos. iqggficel to Aheglandal

) proce n
: NI D of ode? gm
t,gx«?, d Sgn *of a lock el ement because

proces h¥ailing descy 98(?"?"313'? s “6%"@“1"”@ & at"??é‘ F?PE“’? !S‘B?"é "’c‘b’ i nt
to the | of :t"d L “(9%/: ‘7‘7‘%‘1" 'gck\/}%;':t'f’ ﬂ"b'i"?s'd?sd WS“% of e as
easy. The ﬁ é? ls gie n a remate node (server) wa:rsfgooa lack u:ﬁ“ cﬁ I is md ectwaluigg |socal

K/ done by a RPC that invokes a transaction program in the server and waits on the lock. In a stand-alone
30 UNIX operating system, a process never enters the SLEEP state if a lock can be granted or if waiting could
create a deadlock. In a distributed system, a process performing a lock request that does not reside in the
same node as the lock table always enters the SLEEP state, at least briefly. it must do so while it is waiting
for the RPC fo return. In order to avoid unnecessary network communication, a process that is waiting for
the lock RPC will not know if it is waiting because the RPC transaction program is in turn waiting for a
. 35 blocking lock or if it is waiting because the transaction program has not finished running in the server where
-S.,;" no blocking lock was found. In a distributed system, deadlocks can span several nodes; therefore, to allow a
process to wait only if there are no deadlocks is not practical using a similar architecture to the standalone
environment due to the overhead and checking that must be done. Qur invention is a method for providing
such capabilities without the associated overhead and complexity associated with a distributed version of

40 the standalone deadlock prevention.

Deadlocks

A deadlock exists when there are a chain of processes executing and they are vying for resources that

45 are already busy. For example, if process one is waiting for a resource that process two controls, process

two is waiting for a resource that process three controls and so on until the last process is waiting for a

resource that process one has control of. A standalone UNIX operating system prevents deadlocks involving

file and record locking from occurring. In the past the UNIX operating system has not supported distributed

systems and has not been able to prevent such deadlocks from occurring. The circular chain of processes

s0 forming a deadiock that we want to prevent are linked by two kinds of links: 1) processes pointing to locks

through the process W__CHAN fields of the process pro table and 2) locks pointing to processes through

the owner fields of the locks. By following these links, a search for circularity can be petformed to

determine if a deadlock will occur. Because an UNIX operating system process can only wait on one thing

(a single w__chan) and a lock is owned by only one process, the searching of the chains is not hard. The

56 only complication is the possibility of indirect waiting. Indirect waiting occurs when a process is waiting for a

response from a RPC that has been sent to another node. To handle indirect waiting, applications are
required {o set a timer before executing a RPC to ensure an awakening if a deadlock does occur.



| ock set entry and 2) indirectly on a server |lock set entry. Direct waiting
is identical to the standal one 25 v § bfafdascri bed above. It is used
anytinme that a process nust wait for a lock that occurs locally in a | ock
table. It is inportant to renenber that a lock table for a file resides in
only one noideibutéd FilelSeppoetiLbdkrOynip ocess is not in the same node then the | ock
table is in the server. A process that attenpts to lock a region of a file
that has its Thedile acaéss eallsge at GNIX joperating systane emisehmefilsmakpeusy ofraidete stsvrturd eallpdc k
i ndi r ect | y FLOGK. 3he steietie of FLQSKHS prepentad bRiswe by a RPC t hat i nvokes a
transact¥on programin the server and waits on the lock. In a stand-al one
30 UNI X operating system a process never enters the SLEEP state if a | ock
can be granted or if waiting (ﬂﬁ@%rm‘é‘(aiedeadl ock. In a distributed
system a process performng a | ock rsgpRet thetypeps not reside in the
sanme node as the |ock table always %lﬁﬁ t he w tate, at |east -
briefly."’lt must do so while it is Efo]?—- Cto return. In order
to avoid unnecessary network conmmuni cON®n, aLpSTAEREBs that is waiting for
the lock RPC will not knowif it is v%('?ﬁéng bec g the RPC transaction
programis in turn waiting for a 35 ocking +ock'or if it is waiting
because jthe transaction program has r@HORT ni sheBIRPunning in the server
where no bl ocking | ock was found. In gugikstripuies; system deadl ocks can
span; several nodes; therefore,,to allow a procgss to wait only if there are
no deadl ocks is not practical %sing a similar architecture to the

st@dal one environnent due to the overhead and checking that nust be done.
Qur~ i nvent i onAnotherdmpertatitcattudtiuge fop intpleneinting distriblited: Biip alppbrt (DFS)Is et fileoastess lateucture.
associ at ed Toa sautve @ddecipitthe tilpataess styctars dsoprovided telow with somdi descriptive infimatien i shew of
40 the st atiwalebiied ladisadl ock preventi on. Deadl ocks A deadl ock exists when
there are a chain of processes executing and they are vying for resources
that 45 are already busy. For exanple, if process one is waiting for a
resource®that process two controls, process two is waiting for a resource
that process three controls and so on until the last process is waiting for
a resource that process one has control of. A standal one UNI X operati ng
system prevents deadl ocks involving file and record | ocking from occurring.
| A_he past the UNI X operating system has not supported distributed systens
and has not been able to prevent such deadl ocks from occurring. The
circular chain of processes 50 form ng a deadl ock that we want to prevent
are linked by two kinds of links: 1) processes pointing tolocks through
the process WCHAN fields of the process pro table and 2) |ocks pointing to
~progessegg through the owner fields of the |locks. By follow ng these |inks,
a gearch for circularity can be perforned to determine if a deadlock will
.occur. Because an UNI X operating system process can only wait on one thing
(a single wchan) and a |l ock is owed by only one process, the searching of
the chains is not hard. The 55 only conplication. is the possibility of
indirect9owaiting. Indirect waiting occurs when a process is waiting for a
response froma RPC that has been sent to another node. To handl e indirect
wai ting, applications are required to set a tinmer before executing a RPC to
ensure an awakening if a deadl ock does occur. 20 EP0278313B1 Distri buted
File Support Lock Control The file access calls in a UNI X operating system
envi ronrient nmeke use of a data structure called FLOCK. The structure of
FLOCK is presented below 5 STRUCT FLOCK { SHORT L TYPE;, 10

SHORT L WHENCE; LONG LSTART; LONG L LEN, 15

- SHORT L PID, SHORT L NID;, 20 Anot her inportant structure for
~inmplemenging distributed file support (DFS) is the file access structure.
The source code for the file access structure is provided bel ow with sone
~descriptive information to show the detailed |ogic: 25 -

b5

21



30 35:40 45 50 55 21 EP 0 278 313 Bl STRUCT FI LE ACCESS File Access
Structure Pointer STRUCT FILE gpQ@=a8 31881NEXT; File Access Structure

Fl ag SHORT PA FLAG /* File Access Structure Total Users 15

*[  SHORT PA COUNT; /* File Access Structure Read/ Only Count 20 SHORT
FA OROCNT; /* File Str, & IWite Count */ 25 SHORT
FA ORWCNT; /* File Access Structore ecuting Processes *1 30

SHORT FA TXT /™ File Access Structure Node Structure Ptr. */ STRUCT
NCDE *FA NID; /* BQi@égcﬁ%s%‘gur Piederd D | NT FAND /* 40
File Adcess Structure S | NODE Poi nter *I STRUCT I *PA SIP; ]; 45 The

DFS provides a | ock control subroutine to coordinate tHe | ocking of files
in a distributed es@RUOMENt PIUE AOCESS HMEAMEXT;Nter f ace soywce code is

provi ded bel ow to %ﬁ%eﬂc%r%%r@gt?ﬁe %q_ C, 50 55 22 EP 0 278 313 B1

STRUCT FLOCK | SHORT L
WHENCE® LONG LSTART LONG L LEN, */
SHORT FA_FLAG; /[*
File Access Structure Total Users
15 */
i SHORT FA_COUNT; /*
File Access Structure Read/Only Count
) w0 */
SHORT FA_OROCNT; /*
File Access Structure Read/wWrite Count
*/
% SHORT FA_ORWCNT; /*
' File Access Structure Executing Processes
*/
N SHORT  FA_TXTCNT; /*
File Access Structure Node Structure Ptr.
*/
e STRUCT NODE *FA_NID; /*
&J. File Access Structure Node ID
*/
INT FA_NID; /* '
0 File Access Structure S_INODE Pointer
*/
STRUCT  INODE *FA_SIP; J;
45
The DFS provides a lock control subroutine to coordinate the locking of files in a distributed environment.
The sub-routine’s interface source cods is provided below to present the detailed logic.
50

55



SHORT: L PID; 10 SHORT L ND 15
DFS LOCK CONTROL (FH, LOCK_ | NFO, Cpg276815B84G FILE HANDLE_ T FH, STRUCT
FLOCK *LOCK | NFO, 20 SHORT CMD, FAS FLAG RETURN( ERRNO, MODE,
START, LENGTH, NID, PID) 25 The DFSLOCKCONTROL subroutine has paraneters
FH (the handle of t | NFO (a pointer (address) of the FLOCK
structure, CMD (prd@gééé*eiggégrfrled out) and FAS_FLAG (file access
structure flag). The file 8B5Q8BTe i B_TB¥EBBssary to uniquely identify the file
that the command is to be gai §1s .LOCKI NFO i s necessary to
i dentify®t he FLOCK structu?gaégd t Ethﬁ?gntlnfornatlon on the file
contained within. The CvD L@NGet tE5_8EPBT¢he renvte process wait until any
bl ocki ng | ocks are renovedrgfRgand t,hesNprocess the specified CVD. The CMS
field can be set to carry gﬂéag chr§?5 test, set or test&set conmand. The
Il en andolstart fields in L Gcture are used to specify the | ock
range fof’ the command to apHORTt 0. LTNEDFASFLAG i s set to tell the server to
check the S MODE in,the file access structure lock to see if it is in
FULLSYNC SMODE. | f 3he file is in FULL__SYNC SMODE then the server proceeds
with the command; however, If it is not, then an error is returned. If the
file accgss structub§s3§oEkagongbgngetLpthemﬂ@mgsnnnuﬂprxELnﬁn acquire
and check the file acce&ss_structu | ock before proceeding with execution.
Thi{s ,check al | ows aRXPRgHM Lﬁe?o%é processing and avoids the possibility
of eadl ocks. File ggnbcmgrﬁobxoamonx AMFO; The LOCKF subroutine is the
i pal interface ap s to lock or unlock files for wite

J\T/uswaa pr|V|Iege§§8$& Eﬁﬁf Ehgeg&ggﬁrce code of the subroutine is
presented bel ow to dennnstrate Its usage: *include <SYS/LOCKF. H> 45
int lockf (fildes, pg bg&g ﬂ%bzl@mﬂ-rlcm«s-nﬁumwmﬂmng si ze; 50
Locks may be set or release y "UNI'X operatlng system FCNTL(2) in a S|ntlar
manner to LOCKFE. The external |nterface bet ween %ﬁgllcat ons and

a

F
and FCNTi’Ei s@ﬁr'?f@u'-ﬁ ?'f] ﬁ‘gg‘“f?a @ﬂ‘lﬂ" ggg\gleng’#?@% g%’ﬁ@éss

e bor et o "‘3‘“‘3 diss o s R Bt e R
t t :
Cenore Fergr'g mtm ;@g;p iy i o fibelch o

558 : ] o km

server ”Od ﬁ‘dp eﬁ; ‘?”Qérﬁﬂa'ius iPth ‘%Eééx&ﬁ‘: ro 4 @EJ g%%' g& %?
request. T*l%mh%ﬁﬂlﬁ T?dl FAS h haliPset i ﬂxe%br@&'t@cﬁe@f?%‘% mJé‘é&éE’s S
or the Whol dgydurb fock SGF 18H Eﬁttersvh@ d_ MOBEE 1Ghd R8'ts th FUBVTERR $YMOBE ol the @
si gnal Wi | @rvbifoceéds With thd dbrhm&hal RwbvaR Hit id fot, Wdh bh &rebr [sQbturled. # BloYileTat6583 $tfi6ture
DFSLOCKQiNTigiks rioPéat, tHeR @heCdeiveidoos At bquli® aridltBeck @A dcbids SfuciuRBodk ®eéreRidesmg ds

n eknow ey exeestion ! Mistchétk BRWE bRinGuiry befbre plodessig indavoidRbpoSbikty16F destlideks. abl e
after receiving the acknow edgenment fromthe client surrogate inode. If the
server doesFilebdckiogBdtroutnel0 the recepti on of DFSLOCKCONTRCL' s
acknow edgenent, then DFSLOCKCONTROL renoves the | ock fromthe | ock table.
File Acce®ss STheudGKF csubrowike B3he principy dntdriapecusad dp applicationscto unck ot erddek filgs for wike k
is used to exgvrMarryyileges. Thrcinigdace pureeheodp b the subrpuding isr presgated beleyp thedemonstigtadige)
for open fiYe¥® in a distributed file system (DFS). The synchroni zation is
ge;;g;gegr;olggﬁgg'a deaQngglgaguggkgpLﬁgkg?Hgan occur if an inode and the
“® int lockf(fildes, function, size);

int fildes, function;
‘long size; '

le co rthm

50

Locks may be set or released by UNIX operating system FCNTL(2) in a similar manner to LOCKF. The

external intorface between applications and the LOCKF and FCNTL subroutines is unchanged between

UNIX operating system and this invention; however, the internals have been modified to support a
distributed environment.
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In a standal one Al X operating system execution of systemcalls that
require access to a file F are sergpg b7eshsyy | ocking the inode for F during
the entire execution time of any systemcall for that file. In DFS, 20 if
file Fis open at a renote node C. a s inode is created at node Cto

repr esent IntardabDdteils Thus, two resources are involved: the inode for the
specific file at the server node where the file resides, and the sinode at
the client rbaeemdiefile it krebd jocked; the AN opeTaling systewrl LOCKFsgndlt RUNTE ssiystem sallscae | ng
at cli ent ingreepigd and 9o JPCGF BFS_{LQGK_[ICONIROIp dsk exgcutask iThe) senvs node cagpivasnthe irereotd or
each caf | Propess gall andcqaniss py thenlackstepupgly Thesreq 'éd’"% lockingqa single ersrrd.of seiat a
not avai | £5P'ds prthe prole filecFhe seryerthen ‘P‘ffeﬂ‘?wﬁ’lﬁét aken Py sending a-5ggy whil: the lienp 5
Locki ng t AWrop#g inede &WW“Pé“Fa Ry fﬂ’@‘ g‘éerér—- 'a_F%TPsOL o Jae clignt F‘?“F"é‘slih? n

the clien {’QS‘P" pitge l?ﬁ'f F'?d C%%ﬂ‘ 'Bﬁlef’qe W&P’P’e"dﬁﬂm $5:1% logk,
dead| ock PP BN °'E°H'es to i

ng'zle af)\%&yﬁggﬁece uon?r P{A"‘I n "%?rg ?ﬁ‘%"é’ edgef")? {g?b (‘E?%&Tﬁfgé%"sesn%rg\cked
first and't e sefver is accessed via a renote procedure call (RPC) and

t he '”0deFi|§AJcé§§|§S guedidMevVer, there are sone exceptions to the above order.
Under certain conditions, the server may | ock the inode and then send a 30

RPC 0 s he Cinb fidtacidds GluchRAidi 88 ibdkas usdakih BhcRtbnide e Sse b 1 IRodes ahte Aogitd<
can 0CCU inbdbs8YinQRRE 1oP lopdnesf iR lal distinl@d Silet dydtbr QDS). TheVéyhdhkbnikilien RPSHEHvIe8 R

ar §_gur r eaNoldya de¥@6ck sitaonQrhicA 8h ddcur ifaR indbuA tHe'd_lirioBes aledockedier e 02 is a read
operation, ame siiddldie X Gybeling) P3left bOitioR bl idtomScaRXBALIbGuTY atdesstoCd file Flare
nog% 02 baieked bihieckingitiedikele Son & dulirigaise dntire|eRelstion Hithe ioheid @ystain dall ®r ST fieIn ORIl a
re oper Hfilbdris of®b at a reinpte Bddei G as) imodet is Orgatedat hite Gsie tapessent BIa F| Thok dwd desouicande
and i niti aedwolgedRIRCINDYp foithe gherifiatiile atdibosetver rogewhese the file residdscanehiigsca) tinada atdhe t he
RPC r equestient nede prhere the dilatis epsdlcTosaiialize system Ivells oxecuting@bcliett €. dels_jinode Beflafise

bot h oper lephed uring the exgaution timegoraaeh qalb diifinracceshie thenevertigwsayited dmeeckasbleah@f dede h
have acquPdtétpileiipdn fiaglient eachgsihe inedp farfile s alse leged) ocked resource, a deadl ock
si t uat i2bn i doskngdheripode fas fila F-inha servpr ngking 5, aede for diled i etcliank for the getirpeRcUbeL Ur s
during th8me Pbeashisysioncal Fro 'Pﬁﬂd°far W'PWeS"E%’P‘?/ér"‘et Yaeri@ which ghettwo 1aspurses R o

40 the sef %'fed i} "?' °‘]"‘ﬁ"}szf" %Fﬁ‘e i cally, thay "‘1"8 ig lgeked f'g'ba“g the]"rf?l’de
This is t “é"‘*’ﬁ"&&éﬁ'f’ g-

e S5 ,;’é""%?é 5 §§§ m;f T{g iy f ""B‘P’éégeg‘ﬁ e

occurrlng ;O%BI%Q&R Qu%ﬁeRE I,
l'ock the éxeb&lﬂ B1 ‘éﬁbé :?iﬂtﬁg bé‘ﬂar 5} H&%tjﬂﬁ- %noy” of
the open o ro%.é a@ca% ode162 BORVR P i \se{he, o&eﬁa
t he sync 2 .ange rranagerrent for open7Til es sl nce nor e t han one open
and/ or sgl osg (ﬁﬁééﬂédggf AR BoRECOT lodds tiie1Rods Ghd/ifiliatés h melﬂeez!uem hdde 1B peft & #f3.

I ntwduce arnelelgltion RPT AJuestin e clight fodg WIS oA the s| holid BubcRt17 file F at 10

i's open in /A padepkiorsrtry expbing) BRICIEGUre ithd Sainb @Wd reBsdetes ndlesdh hal@ acqlined
oper at i Onénedand arenwaitihg gi &8 Dthedlocked BRounfaeE Bdadiock dittiation i€-plosént. I Gkamiihg @id RSN
oper at i onnaé¢ théithd deadibdkeocaasteuring the ekecation|ofiihe IRPE Grofnrtizenssavaiot e cliert. Thainode éh at
| abel 49. thgiservaylipiocked fiest artdi aprettmpsris Gadb tatock teas_irGe. \ihis lis the cdversdof reost caseke
(whi ch hawhese hea__ivederis IOGNBd!’lf)stmﬁ@esmd%aapcwflgtlﬂvs@de RPC at | abel 50 50 to
t he server dp Preypn IWWOVGTM@'QFPW @pruring, i thanservereauid-uplogt the ingdd bele gugingtingza

"df s openRPW‘é‘tﬂ'q f.bipgde g the sliant; binlacking dhe inpde dyisg tthe wecutio;of theppengppriatios avilh ¢
t he ser vefo aﬁ*a? bovecRiPhiam: B@‘M‘P’e“ Fampliostps dhe 9{!1‘%%"3 W Hpnagepet for gpen fijleg since] gt

| abel ﬁ 28 I‘?B‘?j‘épef' 819" eiose qperagonﬁ "d'Pﬁy(ﬂ,sR @"PW@@ Petee

and sends :3 h e © 17 F!g“'?%H o F o boo'é °p%'d" 1A8Y 1 at ne g@cess in e
t

Cfqueir'rf‘% L e e

(]

Next, 1 b Sﬁ b :?u %
i node Or tofthé é é}tlabka ethislitbd sri QL a %?:fé/ﬁ‘né "d ?‘en tlabel
“oper at i ONgEH&E BL1ES 18b1 doNPheSE NGB iGN rﬂ.s p@ffﬁé sfa ndsS

-sent to Cudls ahngd ARl nidde” MPET 1503F80 18 GSICA 25828 koqublithg bt f.heabahab&%%rchafas&
C-1 at | aReFULRSYNGE ) Endds ETHEORIT wift Aribd 16t 1 i BbE20 SndORR 1 WY Bhas RbeSunideidal he
use cowAt Naxt,uRd tis_iclosd™eRRG att Ikl 50 a6 @t 1he séredr.csies dheAthodd dor file IERObGB T0Lid Rt

‘| abel 100lockBlt iatsthé SmveE Sherttbss operatichoexbutes ahife SYVOE aritfnCiRifsC lemsg Gack "(RATCat ap@llsb@d t o
i n G 1 insdnfitoet-1 20label 28 OMehitien"dfsD_clobe_Sack’r BIRG etnfabieb 90 arrivea\ab Ctihat lzbyi 120, the de
change pr owetdwrtes $ nicede ridscretnanted gnd sincaithe ussf cotite valiienie dero, i £ ) igodeds relessgd oin
it. However, this approach raises nore managenent headaches for the file
managenent system since at this tinme §jle Fis not open at CG1 and its
's_inode is not FULLSYNC. A5 better approach is to introduce a new | ock,
-the file access structure lock (fas_lock) to serialize operations which
accesses or changes the access list to a fil e Use of the faslock wll
elimnate the inode from being



.a critical resource. The two critical resources will be the s_inode in the
client node and the faslock at th e qTo prevent a deadl ock, any
operation executing at a client nﬁfz‘?ﬁﬂi‘i‘? 1equi res holding the fas_ | ock
shoul d unl ock the sinode before a RPCis sent to the server. 10

Qper at i 0ngpd) g, THEWES REE Ahéueddt tRRFEimd haiBlchdrGe BB6 4hlied B it &1 §¥h1 SB/St acquire
the fasl ock Aogluséreroitilis Sbbidrh & 16 K86 o' YL tbtiol g8 Bo¥éiure ifeXeMERY tha ugdlcount of the
situati ong_inbuebdidl ¥alfRLErPil MiBkeveY,Sthis rsfﬁsaiﬁ Qised o Haktighebk hStdadhis IR e file
envi r onne wanagbfent BREA, Qink¥ ACRIE WMe fileal IsSnof BR)at CliSand its s° MAISisQIRERULLSYNG. A
* DFS GREbdter dppldath Slidihlroduce a new lock, the file accels SfuGiuletiokk fdsl Hock) tols&rialide bpévatioht
* DFS LOOhieh dccésess drichdingds hdCachésbist to Sijie.tUzaniGhd fas_Ibekoniil elitsinatediie irtide tred deisg 20
* OPEN  acritical resource. The two criticaPresGlrGiSEwilk beQRIES\ Tinode in the client node and the fas_ ldck SiTAd 25
*  FULLSTA@erver. To prevent a deadlock, any op@iefidd[Oxecutiny|aila dilaet nadeowhich duiresipidingithe feg_foglst em

and Al X ophewidiuiipgk thess tieade befere atfiPGrisssentde theserveid to the fol l owi ng 30 vnops: *
vn_opere Operations that may generate an RRG feqm the seryey to gliepis anust acquire the fas__lock before it

*vnget at t staripsexecuting in the server. Examples of situgtigns ig g(URYIX pperating system and/or an AIX opaggiing

| ookup AnS¥sieasYipngent gre; Remofafroceds. Gl }PD's di scussed bel ow and shown in
Fig. 19. The operation (an open) is executed at a client node and | ocks the
sinode as ustabFsforEN | ocal proeepgsngreampecessary. If one of 40 the
above |I'f st ed, Plgf:? éﬂé{é%’open) is*segt‘to the server, then the sinode is

upl ocked before Y+ is sent. | RFPLEETAFETR the RPC request will |ock

t e fasl ock brDR3| SETNATTRI f it #sDBP8syooKlgn it will lock the inode for a

file F. If id& ¢ r ~Op Lon e ecutiing process wll

aequi rg,t he falgﬁ?‘g% g'nagyﬁﬁeﬁs{:%c kgg’%;ezéﬁlbggiglsf %oﬁéeﬁ%ggY%Wqﬁs‘a
DFSGETATTR RPC is sent froma server to a client, then the inode is

unl ocked beforgpeendi ng the RPC »Thyiggpt he server can accept read and wite
45 operationg the RPC is sent. \Wen the response nessages from all
the clients ar ei ved, the sefv8FATocks the inode to finish any

remai nizeilg | CtAUIILSTABSi ng. | f twecEpepation was initiated at a client

node, an acknhgugglgenent is sent to that client. The inode is then unl ocked
and the faslock I's released. The fas__|ock provides the neans to
synchroni ze the inode use and avoi d deadl ock operations. The faslock
synchr oni Fess above UNDE eeesating sysiem fnd AlXaereeating systeny: prerations; eofrespand 9 the ({gjlowing

i At or met | ¥h-WBout the nodes 50 that have the file open. The fas lock is

| ocked when a process opens or closes a file, or when the file access
structure list is being¥ MRORRAt ed. The fastoek_treateo | ocked during an
operation which can chamgerd herdsd e si ze or Imc&nlééi +fHch as a wite

oper at is%:)n, when the fileg isTn FUt LSYNC ITDde.*ThG"I node | ock synchroni zes
agcess 10 the data in the P+ Hhe server.* THR_19@KRPI ock is | ocked

du¥Fing a read or wite operation to the file in the server. The inode |ock

i's unl ocked fehQhie bikunS She Slocili6d Ristussod UelBWRhEsHIW? HEGY! 16 THE bberdtitn lah %pein(
client, ifsdlifiteli NP LIRNIHORE SdUSRs ]ha k! inb@bs! Us&P if Bnyl 186KprBdsdidYas RackRAYET bl &K -
The si npdehel86/% niswd aREHORIsZ Bfer) Resoht! th thedBESHonb 81 Modb i§ LhiGIREd HAGIE the HPE is

Si node i Ssénfak @@ seiverfithe (RPEIraduef Iwilblock e fak | lo6i\dr walt oA @GEI6 BibDgy, tHer itfwill Bck thére
si node i sinudd fock fitel Fi if it isheclocap &enadt bpratiad, the ldRectting @ricess avijlLact@® theOfes( | louls ahdnthen

f asl ock. Tbhiethe iriote dfca DES_UCHNE: kKSYNCh MQREcor a DRSTIGET AT U BEC iscseotafidm a serge i a
fromt he clentetien the indde iQ BnlockedEpbi@e 24t@ing 11® RPC. Jbwsy the seivér daptapcephead aml wiiteck
and t hes i pratRtionsaithr the BPG is sht.dWVhenlihe rpsponrse mesgafesi f@mlﬁ_ﬂ [thecdlients dve fageived; theesessr ver
ori gi nat elecks thainedecto fipigftanypraaining Ipcat pyoqepsinge f thepporatipp awvas witipled sty el adee ot al |
t hen can P¥eqviedgement is gy to that glient Thedaodg jsdhenyiniggkpéand;thp fas, dogkds saleasad-sequence

that they b &8, fas_Jask pryjdescthgnegnsto s'ynchronize the inode. use anfi -avofd deadl_ock operations. The
fas__lock synchronizes the access to the file access structure list containing information about the nodes

so that have the file open. The fas__lock is locked when a process opens or closes a file, or when the file
access structure list is being interrogated. The fas__lock is also locked during an operation which can
change the file size or lock list, such as a write operation, when the file is in FULLSYNGC mode.
The inode lock synchronizes access to the data in the filo at the server. The inode lock is locked during
a read or write operation to the file in the server. The inode lock is unlocked before the server sends a
ss remote procedure call to the client, if the remote procedure call requires a ltock on the s__inode lock.
The s__inode lock synchronizes the file access within a client node. The s__jnode is locked if an
operation at the client is accessing the file. The s__inode is unlocked if the operation at the client requires
locking the fas__lock. The s__inode is unlocked before a remote procedure call is sent from the client to the
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1. A distributed data processing systemhaving data in a file residing at a
server data processing system tHeP 0RF&@31®Bhg accessible by a plurality of
processes in a plurality of client data processing systens, the 10

di stributed system conprising: a first |ock neans, in t he server data

processﬁ?@’esty @m for s%.gt rom cc(%g% to d tlgoe
R
e P i e

“cache i n°TREHOET '"da?averr oc ss h tbgcm cotresponding to data in the
file 5y BlLpsesses at the cI lent 15 data processing system a third | ock

nmeans, in e server data processing system for synchronising access to a

file access, &é«tdaret: Whs ptdcatsmgepé@t RiviRg dSt8 54 11D tdsRRG a0f sdndFlista %&@in‘f‘gdsygt\{mt he

first |ock yfd EQLSbI R G Srodeadbs SV bibitty 81 tiler &4 Srobdas fhs, thee
third,g ock:,tsg:b{,tg@gihﬁ; : .zng%é‘ce'ﬁs)s gtéructsurebl [ s¥ [ net he grgrve?dj?s@ °

processi ng 20a first Iocﬂcyﬁefaﬁs’nn th 1 BP¥atE e EHing By Sterh Q6rkey SdnFouikih PRSI Vateisittstfieng
on the fir s plodedsed R BRSSeRBBatalpocEMgB¥btenahd means during a renote procedure
call. 2. The s&ygadosdriook mehra| M alchelitatata processingtdysterd, foosichanising aByuss o demd ines
access wheradwdn thé cihant detppraceasing systod corraspaeing $o ddtopdis fildiby frodeeses 26th8 clieihe
system of ckwipmcdssingeyssm the third | ock means synchroni zes access when one
of - }sal d pl ur at thirg logk mpanscia $weervensiatacprachesing isystem, Jor synebroniging acgessfto & filgjagaess

ei n t hetryuatire dst|conthining: desstintionscefriesks gwerted by, dhosfirgitienk of e sefver daty ProgpssingD
processes KWysmi@@urrent access to the file is interrogated. 5. The system
);Scl ai m 1 wh@pass fortusiag thei thige foeicie 1ok Ahrsfile peress Fiuptyredistip thessorvar, fatsprocesyig t e
to the fil SRRy Fpifias pdodks "?"8?"%%*15@9&&‘65% frst InckfaraRs emhihe 8pRRnbPKsai d
processi ng 878} 93595"“96"”?% tem of claim1 wherein the first |ock
(r:rFZPrSn ?.ygt/n hllrho ni% n%]ga afﬂ? %Swhgrgljhl g&grﬁn n ?yggl'lar%nézseg ?%8%5;%“%‘3 one of salg pméﬁt%%lm of

pr e he

operatj on t'o ile at the server processing system 40 8 The
syst em Of G, e-%etn rﬁh %5.*35. tfd .}51..% n?tm&nmasoﬁgs&@wh%ﬁsn@&% Pty b9 2
wite operq,;dcgége Speh @efgi,@ ailnt | e at the server processing system 9.
The systemof claim1l wherein the first lock nmeans synchroni zes access

UI)II Ng a4 ORersgétbr Nof Qolairh e whérbif tHDthird lock Yhéans ByricBidRikzes ces OcHsh ahe Bdtl of ithe
sent P t heratbdsedhaving oGrRnGAcoEss thé MEsliménsbdtéd)g in a | ock on said second

| ock neans. 10. The systemof claim1l wherein the first |ock neans is

unl ockeds.atThe agstepresiwizim b ehasie the thdrd Sek medns Gynchioniadsesceas tieing & oriltotbe flewberc al |
to the cli dimtfile i§Opdnlfor Writtpacsgss remore thae brwi afrsdd peeassingsystkms.second | ock means:
synchroni zes access at said client processing systemduring an operation at
theckd ehit The srstem phejaimyls vearain the st fogly maens syachropizeshascess [duringrant deeratinaropdie -
pree}esm ng fleystem 55 12. The system of claim1 wherein the second | ock
nmeans synchrom zes access at said client processing system an operation at
the clieht THp sstassefipiping § shergip u"}?c{g‘ [orkReans syshropizps g@ %/1"1"&9 a fead Areraligp {pdhe
proceSS| ng ﬁt"]ff'ef‘tﬁ'ée aF HPTeaT e ff?ﬂ"res a lock on said third | ock neans. 26
FP 0 %78 3]1%9 Is31st Se m 1 wLerQi r’the fIr gansl Onl%Kror‘l?l zr]ag ag&gs tjlurr}g dg w ltgggergior? to the
ocked, % rﬁ) gm e Server orl gq ate

pr ocedure ca the c e rem)te procedure call then can Iock the

s_i node. g Thee tﬁféﬁﬁofaﬁaﬁn ¥ %a@.k% et 1okl RednS ViiHcRrBnises GLREE Suribd 18 opblafoh dAQIAIIE
| ockegs 5 yntil a remote procedurs call is sent to the client processing system resulting in a lock on said second
lock means.

10. The system of claim 1 wherein the first lock means is unlocked at the server before the server
originates a remote procedure call to the client.
50
11. The system of claim 1 wherein the second lock means synchronizes access at said client processing
'system during an operation at the client processing system requiring access to the file at the server
—  processing system.

55 12. The system of claim 1 wherein the second lock means synchronizes access at said client processing

system an operation at the client processing system requiring access to the file at the server
processing until the operation requires a lock on said third lock means.
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Clains 1. A distributed data processing systemhaving data in a file
residing at a server data processp@zfd/gisay the file being accessible by a
plurality of processes in a plurality of client data processing systemns,

the 10 di stributed systemconprising: a first |lock nmeans, in the server
data proeaesi ng system for synchronising access to data in the file by
processes dt batthéhesfes \lenk atdttie jpedsclesisare dockeds theninodariebkds vnjeakert] bédfere [thensamves, | n
a cl i ent odgirtates prreredts prosegurs walt te the client. Thatembie pracedurecrath thereean lack the st inoie The
cache i niocksearciriocked infthe rovesseptoaunéartat Y9y became bPkedspondi ng to data in the

file by processes at the client 15 data processing system a third |ock
means, i @@&M® server data processing system for synchronr sing access to a
file access structure list containin descrr ns of ocks ranted by the

; Fl i in in
thi rd :gch %rﬁu %egﬁtaat;gg?e tti% "Tr ;‘?r'r?"tk p?&?i?éf Mkl
pr ocesSi ng i s,n S data R s% R SyneAroRik é%@c%géjt‘gd fthetis N9
on the f|r urin renot e procedure
call . S%’ I%%e %f CE:E Eﬁgab; E#Q:Jnﬁ fér%&hégﬁ aco¥da G4 GAR hZ£'S

I

access V‘her\:a%‘%n cﬁé‘\tg;ﬁ) o@rFeQSo% data @5 RS f sSes of thetieht'
syst ey, of cdag,ldpgcgs)‘\{geyﬁgnp t he th| rd | ock rreans synchroni zes access when one
del

of said pl urabigii idek mBaMRCR #dR8rvé U8R probétSing bysm, fr syhéifonfelng aEudsstb aGilectictdsd
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10. The system of claim 1 wherein the first lock means is unlocked at the server before the server
originates a remote procedure call to the client.
50
11. The system of claim 1 wherein the second lock means synchronizes access at said client processing
system during an operation at the client processing system requiring access to the file at the server
processing system.

86 12. The system of claim 1 wherein the second lock means synchronizes access at said client processing

system an operation at the client processing system requiring access to the file at the server
processing until the operation requires a lock on said third lock means.
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1111111 11111 EhIvetddehtdnhdshdtdm*ir véDeilte [Daten Hnit D&en i einer Datei, die sich in einem Server-

Datenverarbeitungssystem befindet, wobei zahlreiche Prozesse in zahireichen Client-Datenverarbei-
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13. Das System nach Anspruch 1, bei dem das zweite Sperrmittel den Zugriff in der Client-Verarbeitung
wihrend einer Operation im Client-Verarbeitungssystem synchronisiert, wobei die Operation den Zugriff
auf die Datei anfordert, bis ein Prozedurfernaufruf vom Client-Verarbeitungssystem zum Server-
Verarbeitungssystom gesendet wird.
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14. Das System nach Anspruch 1, bei dem das zweite Sperrmittel entriegeit wird, bevor ein Prozeduriern-

aufruf zum Server von einem der zahireichen Client-Verarbeitungssysteme gesendet wird.
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aufruf zum Server von ei nem der zahireichen Cient-Verarbeitungssystene
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