;e3ek"k ( 6 T"_e MITI-REQUESTER DETECTI ON OF POTENTI AL LOd CAL UNI'T
THRASHI NG AND PREEMPTI VE APPLI CATI ON OF PREVENTI VE OR A SURES
Field of the Invention The present invention relates towﬁmwmml"mmuw
nul ti-requester conputer systenms, and nofe particularly to cagy dination
~between 1/ O requesters for detecting potential Iogical unit thr ashing and

preenptively wptwmgumnemmmexw ORNRITENTBIL LEGITRE SUNTE STHRASE Iy amd of

the Invention |belReWel a%?ﬂ’éqllﬁ& P CodevEl Rl oE&%H{dﬂgxw e to have

controller systens or con resour ces, conpu er syst ens,
such controllers are provided in pairs that can be smntched either as a

means of bahancing pvecdssing | oad, or in order to provide sone |evel of
redundancy in the event of a controller failure. In most such systens

resources are RLessOLed LA Lo ot anpLl Akl enagand systamseliare Tn a

| ogi cal , rather sl ca resentation. rage
control | eFLBRES* CBRERH - §¥%r“¥9§‘é RATSkIIPE I H IS F?"(frﬁllﬂ%ﬁl&“rkéeﬁr"’ég‘érﬁ/f)ng what a

user seesremiegtéysedpt dhtektitg petenfiisloiegsedt teitedhfaphimprentiheresnrfiordés of

several dhgksinpaihapstive @ptamBl Zrathe weeswekst he di sk surfaces or perhaps
to optimze the time taken to seek the data. To the user, this scattering

isinvisible, as the representation to user prograns is as a |ogical unit
consistinéﬂﬁﬂﬁﬁﬂ@h§%ﬁﬂﬂ§¥ﬂ€%%hple the user's own "C-drive" on a typi cal

personal conputer. One exanple of such a resource controller systemis a
system conpri sifdiAwPal kn®fn Shofia0e: EQNLE AldnBhsidghdt JahesANto sk Storage

to 1/0 reg%etsr ?iér FQF egn% 29{ rgogi.ﬁlQEﬁ?%leSMCte?l a?:[i JI.‘nUhEn I\c/%xsntutF\é'?:‘l Q stems

(Redundant Arr enden controllers operate I h pairs each
present i n§*%h cP?rﬁ‘ij’él‘c’)’fs taﬁé REgifedee t 0PI RAl ﬁaér‘faa{yge(%“ﬁtb%erdt'l £ of 2RAID
arrays) nmelnsopf teflastimuageccsliaied 1byd bot hircondeith errovidea sphe levehtafal ity
of one RAL&uG@BAEPlihethd Bvéhe opad lcohtddllBg falieuRAl Dby Sudh esystebrhd,

accessi bl g, o%rggg%%atgfe%ex & ttt;e?h%t R&d« sgghtlrcgufo%r gﬂp RXQ%%CE BLE Fsinng

single point o |"'ure errent ations o ontrollers can
be split FAT'EwdCaEeddrres phg LR THEF O er EC P& 18 sE P TAES

"Act i ve- Aectitrellarrdmay | qewtselimskezaveodisskacte st onhéatsaner RAMDY igpr ehatvie a
ei ther contdolskes dsnatheapaidisW ddivBoidkond lskiddrid o el adatdeRatds of

per for rrangg\mr% h(?lskBAI r(ﬁg é r (3| J:Etrlﬁul% Q:hgl &%S‘DE t%g @1'Ssk" é&].léa\ég @Sﬁé%%ps and

al | ow onl y one contr ol 0 _access particu D arra or sometines a
partiti on Bf°RHBLIIRAICES a‘i'lF‘ﬁySakﬁP 4 tSFﬁ% th%o‘?f‘éa" A(',Ttol Vée EEISY \7 5 SSAETHIPEr s
requi re aipamviieillsr sedbencwreoferdelihends tserberdissnedst & ehargjeanhinglt
control | econsisachd \6&, a Wiske thetarpoa} reak| @es ' Wdwh “c-drive” on a typical

personal computer. One example of such a resource controller system is a
system comprising a pair of storage controllers that present disk storage

to I/0 requesters in the form of logical units, or LUNs.

Most RAID (Redundant Array of Independent Disks) controllers operate
in pairs each presenting an image of the same set of RAID arrays (or
partitioﬁs of RAID arrays) made out of storage shared by both controllers.

In the eventuality of one RAID controller in the pair failing the RAID
arrays are still accessible to requesters via the other controller and thus
there is no single point of failure. The implementations of such RAID
controllers can be split into two categories. Some RAID controllers are
classed as "Active-Active" and allow simultaneous access to the same RAID
array via either controller in the pair with no or virtually no degradation
in performance. Other RAID controllers are classified as "Active-Passive"
and allow only one controller to access a particular RAID array (or
sometimes a partition of the RAID array) at a time. Some "Active-Passive"
controllers require a particular sequence of commands to be issued to

change which controller is active, while other controllers will

R
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2 automatically attenpt to swap which controller is active depending on

whi ch controller receives 1/0 requests. Allowing a single requester system

to access storage presented by an "Active-Passive" pair of controllers is

relatively straightforward. There are nanry inplenentations of software that

~ can be used in the requester systemthat detect that there is an active and
a passi Vea&%fa”tpéall% Q&Tenpprt%s% RE: Ao SR 1 St QL A0S 180 hRERSERYL of KBS EN
controll ers .as a sin ff eyice, or LUN, to the requester. This

sof tware S ECSTT 68 %ers?isb o? F&tecting when there is a problemin
conpleting 1/0 requests via the active controller and performng the
necessary tasksilaringke sihgleotrb@rescontsyskércoasddede storagd emrasdmzatiny an

failing ovglreite- éé%%ﬁé‘e pQEPE‘Jf Sﬁmr%@lér%r 1¥“xfeh9wve@€t§«l§la£%tff€k&dﬂ&9 afhek b0
request back he re%uest er

Cyatem FBLBUEPY VIRCHRTEI Toof SRMetts Loy ahD st 18 B PAET | <
pr esent edswe&ntwqﬂ‘«c?ﬁwt%’s%ﬁ \‘Fberepalsrafbﬁc‘é?d'i?t F’éﬂ laepas tifereenitso g ralltint i onal
probl em - praw@Aelyy thbadamaldtdrige raRaqUEsisens tiesSé @geaalehs Gz eodiinpod |l er i s

active and. st &&QEQ' Qﬁt EU:W“‘?:Q 4R QQ@J%Q@eJ heragd 'sMFtvféQQtIsO hes. If
requesters_do no condi tion sog%ab mes referred to as "LUN

e R R R K e S
a di f f er eneausshs rofal ere tehdivec cpyierod bex raelﬂlléerrfelfmltnﬁetfﬁailﬁceS’FHéY rests tto s
t hat the neote taé @tk ventostle@! deive epeatedlayicsamapsrandngasvehetd nse the swap

the activg.cOntrolleied Siitodial Lé’tu%@?rélﬁnd’@g”i/fouggqueQQQ:?arcktQs’ﬂlr{ot DEyrk e
to proces drop in the rate at

which t heﬁ?:veﬂ‘fr8858%2”?&%‘?%%&% °Fy E)he fﬁ?%esttg’élﬂyf%% LUN t hrashi ng can
present a serious performance problem especially in |arge and conpl ex,
enterprise-| evabyevetroraga sylSipns requkdtedSs\Stenagaats adoNafewerdes icher eaf t er

referred Epesté%w@ dyNEn aﬂ@e&%-@ggmeu %Nr)of lélarquollisp@%!eye ils tarhad%dmtongﬁen
necessary for. multiple requesters access Cé‘r ﬁiﬁ?e and

t hus the BF%%eEmh%m‘ﬁlé't BEh apt ef\;‘leoﬁ%q‘ﬁ?sﬁ%f&r 8‘%%%8“?30\%%/ coré%r di’r ect
access shareigef phd myystaesdinpgehviey thehpBM Shoraggeveaaakyrolébust éfed

st or age appdicd3ners doSheth dastHiBM A4S doldaticht e6mdends et deaats @ Engi ne)

and ot her. %9@&8%&5{4 ug), 1. 2ati QR asPldi, | OGS PECOTBL I Er £ AMMDIL: £DGnake
reqw renent fOI‘ r@ﬂ#%’fn gr access to sto nt O exi st ence.

One way t8 Wére Elertthﬁc’ F IUN'E h°r°£§ﬁ?]r%§ra‘?§68%tﬂ?éf sTIh I=¥pFeifent an
"Acti ve- AtRivéhe RRIID %%ri‘tcitb‘{’q éPnt%méftePeﬂﬁdéyl%Vaﬁﬁ)raé’ddi‘# ftlhedllltmet harswap
produci ngtaa dchctd venPassevels aomingl éeterandt abgdtdeesongér ahbowndANmsased

virtuali Z%I;%cépé %I %S rk&mr kuw ws@fa St ngrmattwedreasg \ge RALD At
controller thrashing in

ng
systens al’ FJOW mge rﬁ?l“#fopll &' 7 ec%e%f cregstIcfloacc%‘éfs S’(‘)Jlkflz:iger]['g |9[§N tgraﬂm\% ohHly one
request er PERSHRive Hriees PEEETEINED PAORE™ | ‘%:flﬂeﬁFaJEMNl’brlame Bréredpland to
forward atdtddpdisequest s skeoageobPafems cGest & Std:agehmtear Refli@sk€r (heTdH B el S
ef fectivelyshat network tflglagabwgagqgn si4gh-as NFS do. However, there is a
significant performance penalty in forwardi ng the 1/0 requests from ot her
requesters to that single requester. Agal n, this does not help in SAN based
virtual i zati onU8Yst &RgSNTAYY MY B2 eSi PRam f’?ceiséa’fib far I'BWtime Regygsters to
control | edsrédiepseicees the samd sobragei it cbowd rtok | wobivn habencacbéare and whi ch

control | e -y¢iloshe araa§§as\é@ mﬁe%sagy%ma@ﬁe@t ddokss i smkmni@tsygeexﬁss t hat
if both | D.contr.ol h grs..are nctlo all r e uesters

communi cat'&W R Bt APRATO ?%’T)I e? e(rz%chssgoro?ge a‘ffr Peth 4F¢ 858%%

| evel , thélédrfotal ISéPanmylﬁ‘aiéélﬁréowwn@e@PélQﬁ’i‘easSP{NobWﬂdch controller
shoul d bevaetiauezafidnt diitioid Bt Aosd RGh@NPOtHH roduiframént €orlt 1S

t her ef or e (esj r@meestw .ﬂ%\é@s & TetIAde BRPALAL YRc QARG cQIERUt er program t hat
provi des neans, I'n a ti-requester storage system having Active/ Passive
pai red storage -cont roI I ers for detecting potential LUN thrashing and
preenptively _aﬁp?yﬁaﬁgtfar?éflo%rtéltei peebdemsfr 89N tespEdirgl dhFopethEbuis et |imited
t o) SAN basplerehorageavtiviedadtizat i RNIDSySitesBler SN Y Ofththe sl muenti on The
present i pyeptd,Qn @ﬁ%%@d@glﬁg QBO'\@lcqi_§§e pals Brefri St rBPRECLNAR186 RickE At
component ai_eagh of.at, l,east, Lue,| LG raquester s, operable. toparticipate in
arbitrati 8nt'o WAT 25 HEYUe- passive paitr of "Pesour ce
control | era§t’r‘se‘P®SE’dé’ed%%1iDgﬁ%ﬂ"é@lh%rsan active resource controller; wherein
responsive to detecting that each of said at least two 1/0 requesters has
usabl e access to both of said active-passive pair of resource controllers,
said arbitrator conponent at each of at least two I/0 requesters is
operabl e to sel ect one of said active-passive pair of resource controllers
to be designated as an active resource controller; responsive to detecting
t hat one of sal d at Ieast two I/O requesters has usabl e access to only one
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to performat |east one of: enabling I/O requests fromonly that one of
said at least two |I/0 requesters that has usable access to said one of said
active-passive pair of resource controllers designated as an active
resource controller; and enabling requestds to swap a passive to an active
~one of said active-passive pair of resource controllers fromonly that one

of said at |east fllr\MBeJ:/ver SHURSE @Iy thalrbeenUsAlll AGGEesS) Qnsﬁ)‘s(EI.erQ@e of
sal d actiyerPARS ¥8 cBRld 9, LR3I GCSOLI Ol0.8LS desl dnalec,as an active
resource CONtro fefably, said active-passive pairt: of T e¥Surce

cont r ol | eFSIESHPT ' 9eb2ER G BYFE é6‘1‘ﬁs|soF‘P & gartpeafar &HNy"r EATR] 2aERy wedpiessi ve

pai r of résoardeaklont @ oldaeestsc 6npr iosksr skQuagersont tidtd epgudsies. SANLs is

Pr ef er abl )éff&:ﬁ::ldeI@ﬁhhéf@'ﬂ@@iﬁk\églwbﬁls@;msr SO "aQQ\]ElcS()@& I OhL@JV%rCOmEE S§ a
storage c | as storage vi.rtugli i_on envi ronme

Pr ef er abl 3?&{& %?r( leo%m§ 3] \?gnaelgcl Yr offargesoddr e%co;[lﬁ PS> coiipr f’% s
storage cORTYSIFPES stol hhaéF S%’éﬂlégéeql“&ﬁke%ysf*‘éﬁfﬁn Prhdfefegs Pot gLy in

act i ve- pasaivespaivirphaliggoinmceysenst ol | ers conpri ses RAID storage
controllers. Preferably, said active-passive pair of resource controllers
controls plura I5C L and wherein re sive tqQ detecti t hat each
of said at Ieaé‘tjdrflgr ?7sc?lpehu sters %lsowugé %g(igc@@g’éoﬁtgr %F'&T rﬁ19’(‘3§||fcf’al
units at EBIEW%fWWdC%{EFP%ﬂpHéJS]I Ve Friive omdr Wil E‘éntéeh%errolﬂﬁélr $e said

ar bi tr at opagoiyponeine dssadpertaigeeot ahseligptenpneatfonsas dhactifveoflaRaive pair

of resour genGeNi & hes sfumetma@am@nag ed135 R0 8GL ¥6, LESANEELLE Yl BT

for each 9£ i ral i cal unlts based n ad ba anci ng algorithm
The present Dlsﬁvgﬁ Qllgﬁrs becgu s o1 i PAORECoRd tgs %Acht? W |JF‘H Nolains:) gi &5 may

processi n§%y SHenm=©s ﬁcs%Fh‘d‘ &f teasich \ﬁﬁ“‘f’i’oél%cfﬁ}ég%‘blbﬁ acdﬁvac?mdvéhtﬁas& ve
pair of résoupdgee continwle ppmtoperiadlerd.o present resources as logical units
to said I/0 requesters, a detector conponent at each of said at |east two

| /0 requesters opger e to detect us bIe Lace to one o sai
resource control | er ggé?fgée d%r?lf:aa |oﬁ Comp onen?hadt ae%Dcaﬁa%Lfs aB&d“ﬁ‘P“Teéast
two I/0 rBEESReFRE topEYERPe %%orﬁ‘?uﬁﬂ&’ét%‘%ﬁ%%*@és%t@taa?eﬁlftséefathal"efaESt one

ot her of 8atidedPadsdastpdined |FtOragguesteiseranfar beteatiay warponant.umt efach
of said aknlfashgtahe M&mﬁeﬁl&%t£ﬂp§ym§e%ﬁbil%rﬁelvga&sas%lrgét%sb&l%@ tyation
to determ ALY \ﬁ/n ch. 9f.sai, ? agtlye:passive source contr olTers is

to be desi gnate as an active resource con lrtfl?ﬂzat\l/\% PP Pesponsi ve to
5 detecting that each of said at least two I/0 requesters has usabl e access

to bot h ofummgird @tttheelnyagsione pair of resource controllers, said

arbitrator conponent at each of said at least two I/0 requesters is
operable to selgct ape .of cltive:passi |r of r rce controllers
to be designat eg Sfr an’ aé??vgq?lgsa()cﬁ?]é%mggﬁtprglvl{) Y %Iésapohrssll{ve léfo(%d%’? ecting
that one BF°dEAPHCACOTRASP t1df0 °RFD ofetfdst et §Wﬁa§°u§aflﬂeét%ﬁtﬁcessratbéeo¢ﬂ y one
of said apértvigipassiveagpatratdbnresdatemiconthioh |« s Rakide-pubsiveaboir of

conponent rado @86t RkrsAieds als keasd dE%naéQd ragqy@%tcgiﬁa 'rgs&}}%ga@n%rgﬂ %el ect
said only one .of _said act;;veeQasm %Facql o€ cf‘ :drce controllers to be

desi gnat ed as “an" Act| ve or e3Siree - @8nt e3hdfRgT v & P ot ‘Fet ect i ng
t hat each®®¥ eSAFTF &FS|¥a8Le tagse+y GOrJ%Qﬁﬁegfe?aédha&sth%mlsél\aec@ésg obnly to

di ff erent resmegcofconardl l@et i weipasdiveatpai tonpbnéesaureencontatoldLrstwsar o
ar bi tr at oreQRRERONELNAL @ier@ﬁw +of sSld He l)@as%tldté/@n{ré%asgméeﬁgﬁr Sl S

operabl e to. sgl gc(;ongpgzll()efr sl gea etsllvgaI ); SSI ve I r rgg&urce rccigt rollers
to be designat ed a5 an active Fesoures coht ol T&r an o PBY “1 east

one of : ehaHTAY’Y [fO FEGGEES P b8y St HAR tokRPS6f t"S%ulélo aHeqP@%FﬁStfm? 1/ 0
r equest er ssitiat atr@ssusabhty aneess skod saitdvoipesofvespaik acttaseupassi ve pair

of resoureentaeNi&Ql,| 85 d%itqee&e@oa&réﬂta&t kY& 1@SPUnEgsCeRLrold er; and
enabl i ng pegquest s tQ svvanfl Rassive . to a}Lctl ve one of said active- assi ve

pair of resburce contTolfers tromonly t RATTORES §F Sdear e RGP o
request er 8T t1FEPUIREs ORI e e o2 fosiampledbre o ashlk aesquree presskeidepair
of resoureed gespomliver® designag etha8Seadh AL ishVe@ ateS@HtCewdc and rddqguesterkn a

third aspggd 1usE1ht)1fe QE@%ntani{“f@néiﬁ@r&(@%hg@%fasmt QQQVQQ}SaésQIIQrp@pc@’]

rocessin risin rtici at|n in ar rat|on
8et erm negvﬁ'n gﬁ n§%°1al€tr| v saegs rﬁ)\}'épap&rrc o?%%oﬂFce@ 0?1{ Al Jreéts% ?Véo £6° be
desi gnat ede%Séﬁrsaéﬁl%rﬁé%%l&?c%e%éht?n@l PErsaigirntéverragsienshie of o
det ect i ngr¢dmatrceavhtoflleas dkoabe | @asindtaa dd Anr aeHiest RIsSuhAS cuisabl Ce AGERSS
to both of said active-passive pair of resource controllers, selecting one
of said active-passive pair of resource controllers to be designated as an
active resource controller; responsive to detecting that one of said at
least two I/0 requesters has usable access to only one of said
actlve paSS|ve palr of resource controllers selectlng sald onIy one of

o Y L g, o o v o,



6 pair of resource controllers fromonly that one of said at least two I/0
requesters that has usabl e access to said one of said active-passive pair
of resource controllers designated as an active resource controller. In a
fourth aspect, the present invention provides a nethod for information
processi ng conprising the steps of: providing at |least two 1/0O requesters;
present i ngo NRSOUICQS BSastoGi alr: Whab5idg0 18@iI@qhd sl LU SEBF Shatl®n@Csd Ng, at
each of S@Lgd %tt J.eeaas%t tvs\’\g/&/r%qﬁg%%gtﬁ'{asc P%\JSS%QL&eaggceeSs% % s%ri] o%re 0 rs%igf
an active-passive p resource cont ing an access
state to é’ftll"r?ag‘tssdﬁé RitiRe?t gESeHE %‘tntlrééjsscrst\?\ﬁllgﬁetﬁdeaﬁeﬁt afkive

parti ci paresgprica @nbbro¥l@ri omd enddtieg meqgeesws ¢h okpsairdsattd ve-gasstiwve pair
of resourgge ANLLQ] LEESre-padAvhepeShHNALEG RS r83Eid M rf &S ORI L ®hat one
control ler . whereinresponsi ertaoecg tlecthn1rg JLhat a%:itch of S |d at, I | east. two
1/0: requesfe has "usa %I e acce 50 bot hof Sai o actives passi ve palt of
resource Edift raGFt‘eGr §ass4éﬂee6ttrn@fowe%brcesa?latreétr%dw%iatei 38i " GFtHesour ce
control | erssduwrcbecagsefrrat ed as an active resource controller; responsive
to detecting that one of said at least two 1/0 requesters has usabl e access
to only one of rRéiddAc) | (e PAREL YR pgétwe ba {2 80UEE, FANLLAL I & SEI €61 T Ng
said only one of sai tIve-passive of resource controlTéers to be
desi gnat eﬂo%&rléﬁs aCOFIE F@%Eﬁ?rl&%rst:ont roI I er; and responsive to detecting
that each of said at least two I/0 requesters has usabl e access only to

di fferent onespelrssably achiy GrR8ssShYSs RA tsaqu of 6RQUHEL EOMARLLES S,

- sel ecting gnqerlgt;s S, |O(l;la aeCtCIOI\]/grOR§SSI ve ‘_Pa%AF] resource controllers to be
desi gnat ed’d@s ‘an° acti ve resource controlfer and perform ng at | east one of:
enabling 1/O requests fromonly that one of said at least two I/O

request ers thafréagesausablseidecesse-ossiaiedpaire obfresancteachntrelpassi ve pair
of resour eem®QRLE Adorige d6SEGNAL LY 18Sa AN JeMEsHREGHVGBLEANLEOIner ; and
enabling regguests,£0 swap a passive to an active one of said active-passive
pair of resource controllers fromonly that one of said at least two 1/0
requesters that has usable access to said one of said active-passive pair
of resource coltreirtkets desd il edrassias pein vé regsorneceoconiiald er. In a
fifth aspe6tpritBe fHoes@NohfM@NEIHANPL GbERR RaQORPHEAS. Program product
tangi bly enbodi ed in a conputer-readabl e storage nmedi um conpri sing

conput er program code nmeans to, when | oaded into a conputer system and
execut ed t her eBReETARSE SAFY 3CEHIRIPEFS HFsPRH £H %PFW?’I‘]‘EOJ% of :

parti ci pacprgriisas APt s@trron dootddilersi ne whi ch of an active-passive pair

of resource controllers is to be designated as an active resource

control ler; Wh%&@te'}a[)? pegﬁva%tt&e_ggﬁe%' Bgltbe e%es,bc toétagogléés cgr@t ofttWO

/0 requesters has, usa access sal d active- passive p

resource EOMTOLPEE! WEITEcHIhy thfe™ of e 88T VAt \Fétf)%%ﬁvg’aﬁaF?Chonrsésaurce
control | ers iagsbetwbediQrratecstass dresaetdbhie ravsesrtertonrtlr bddierl yrdsportsi ve
to detect bbgh tiaka@neacefvespidbiat Jarasés rePoddcd cRQUESILES a3 usAbleraccess
7 to onl ycgrﬁ[,?ongftt 1%' gp@x%tbflgetop éféc\{:eorpealoc‘. ledr §§&%C§afs%90é ; (2\ !:ec[ts re ourlcFer s

selecting said_ o one sal d active-passive pair resource con

to be desi @?\%‘Peﬂie AP CEF VAR AR Gidr B2 ACERYS SPFRTECe atfi trakisonEn g2l of

det ecti ngsehdtrleach lofiwdi dnigts bawsit ot wo 1pdD-briaprdst erlgohashmusabl e access
only to different ones of said active-passive pair of resource controllers,

selecting one ghe SALdeACLLYEARBR UG, P8 1 10T e g%e%entar ol rmatt)onbe

desi gnat ed as an active resource control'l er an n east one of:
enabl i ng PFO°FEHIRSYELTT SATOMISY™Y fdt *oitd &Y° §éPdre§t‘et"€é§t atr\/vac‘f‘/"ﬁ passive
request er 2th®f heugsalsiceteridess dreradiedtomaepénts apshuaces \ve- pasichVeanpasr
of resouree €aatrol lregsesdess gRatetkcasr admpéidnteat @RSOMIGEsE£NkLE 0ldagt ; twand
enabling fpaURshss{dds SYARa/ LAIANR L B AGLLYE, Q8% o Adte6E 15Yeq Passi ve

pair of resource controllers froman at one sal d two 1/0
request er SEEHHEE N Lo RS’ a?:c‘f@@’su“tlﬁag’éindc?ﬁ?@mé‘?t 8%i ?Pcé?ct’f \Fé‘lﬁaastsrl%%“pal r
of resour ¢eo CloRt resiuestersdepénphae e aemamiozts we goesourstetedot sblleest chke
probl em addr@ssedsdiy bhaeapbagihbnent se@festbes paeseeetttﬁ\éentaneenér& thadacaf

al | ow ng wl ;A B' gt rl%gg\esctdr ”E/oh?&%] es(:QEs %EQ?gbléyég %n?tltc1§£tl q.l té 1%ratlon
requests) to share storage or ot resource ]ia

"Acti ve- Pégs‘?%mﬁbﬁ f"hbcfh eénitaridl ‘P%trls'evb'fﬁsFe‘”‘dé’tae’fztoifnﬁesr?(b‘tr‘é?tt‘i%Fr‘Ll@RFs is
t hr ashi ng tankk deempted @lsyamppEityvageppasar e trol previgrsretr @apdrisdrate t he
LUN thrashing. Brief Description of the Drawings A preferred enbodi nent of

the present invention wll now be described by way of exanple only, with
reference to the acconpanying drawi ngs, in which: Figure 1 is a block
diagramillustrating an arrangenent of apparatus in accordance with a

pref erred enbodl rrent of the present |nventi on. Fr gure 2 shows a row
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8 seen in Figure 1 all the avail able access paths are shown such that
requesters 102 and 104 are able to access either of LUNs 108, 110. This is
| not always the case, as will be described below. LUNs 108, 110 are
presented to the software 106 for onwardspresentation to the requesters
102, 104 by controllers 112, 114, which forman active-passive pair to
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storage, but, not to Influence t decision as to cont er is
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with the other requester or, in a system conprising nore just two
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as the active controller.

enabling I/0 requests from only that one of said at least two I/O
requesters that has usable access to said one of said active-passive pair
of resource controllers designated as an active resource controller; and

enabling requests to swap a passive to an active one of said active-passive



Again the sinplest solution is to deny access to the storage by that
requester. However, in an alternative inplenentation, it nay al so be
possible to permt the requester to use the storage but not to influence
whi ch controller is active. Turning now to Figure 2, there is shown a
met hod for detecting and preenptively aneliorating potential |ogical unit
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the acti véc‘ﬁé@si’wlfjalﬁaléf“r ééﬁm’rr@é edirpblarer sselecbimaderd ghatad as t he
active resotiveerooite aldierof Irbsowtcest@prali@rseacbeodesiheadedOas eguestiees has

usabl e ac¢essured! dbnteodickf ezre%pgnﬁ%st&fdeu%ecﬁ&tﬂh\é% PAsSSEVE Ral{ 1Qfs¢ ggQurce
controll ers, . the 1./0 rhe(guestbqrs sel ect at . st

active-passi Ve pai T of resourcecontrol ks OP zfzsﬁjéc{;aﬁﬁla‘ieeaa%s”ﬁnp%&t PYe
resource EBIUFEP | CPTEND CAF sFepRIFIBENTAC PRlgsPrOE 8Fid RetiverpPowkiing Palr At
step 222, cenabbung béfkmetuests Her aasianbyed hatad A0tivquestREe tdtatréiasr;
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controlle and st 224 ng re ests assi.ve to an
active resourué’%bgceoré\1 19 8?1 r%Srﬁlofrr%Fre”[th ?/8¥re ue%'ft rvet‘%‘its aL3EaHl e
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YGQLH res ﬁﬁt%ﬁ?SE?ﬁSﬁy?(ﬁ?lﬁe? resource controllers de51gnated as an actlve
resource controller; and enabling requests to swap a passive to an active

one of said active-passive pair of resource controllers from only that one
of said at least two I/O requesters that has usable access to said one of
said active-passive pair of resource controllers designated as an active

resource controller.

In a fifth aspect, the present invention provides a computer program
product tangibly embodied in a computer-readable storage medium, comprising
computer program code means to, when loaded into a computer system and
executed thereon, cause said computer system to perform the steps of:
participating in arbitration to determine which of an active-passive pair
of resource controllers is to be designated as an active resource
controller; wherein responsive to detecting that each of said at least
two I/0O requesters has usable access to both of said active-passive pair of
resource controllers, selecting one of said active-passive pair of resource
controllers to be designated as an active resource controller; responsive

to detecting that one of said at least two I/0 requesters has usable access



The nessage passi ng between requesters that is necessary to the preferred
enbodi nent of the present invention is inplenented using one of the known
net wor ki ng or clustering techniques of the art to allow the requesters to
comuni cate with each other. It will be €¢lear to one of ordinary skill in
the art that such clustering techniques are suitable for 11 this purpose,
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optical, tHf rareehingl mcrowave. It is contenplated that such a conputer
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printed or el ectronl C docurrent at| on, for exanple, shrink-wapped software,
pr e- | oadeBrigit Reserappaqr SNEHr exanpl e, on a system ROM or fi xed
di sk, or distri buted from a server or electronic bulletin board over a

net V\Dl‘k for ex%mlfgrretdhgmﬂd&tlﬁér&egfOtfhevpfeléinwgﬁveMn Ll;.ll\Mnl)JJ I:Qedescrlbed
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w il be ap’f)aren? erscyh 01’ ordinary s e rto “re2e &LA]“I\/B 1.
An ar bi t r d¢igh: conponent at each of at | east two I/O requesters operable to
participate in arbitration to determ ne which of an active-passive pair of
resource contreldges: i Eoollzekdﬁ%bgmtle@u&&aemgaehia&eaﬁe&ewecef GgpddeLber;
wherein 1 e3nonsiye. L0, 45! £6LLRg, LNl SAER.Qf 0Pl AleLERSLLYOL I/ O
requesters has usabl e access bot i of ~sal d actl ve- paSSI ve pair of
resource controllers, said arbitrator conponent at each of at least two I1/0
requesters is chm’rabia ehbwes selféct ddnagraof ishisdratcingyetqpassi wempidiod of
resource god¥laRhdLLsth Q PredesiPnabefindat AT akd iptesdRSONGRiGONt IOl | er;
responsive to detecting that one of said at |least two 1/0O requesters has
usabl e access to onIy one of sal d actlve ]_Passwe pair of resource

gtaid By SAEGF PIEHNSRE at | east two 1/ 0O
reqguesters |s operable to select sald only one of said active-passive pair
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the present invention is shown in Figure 1.

In Figure 1 are shown a pair of requesters 102, 104, connected to
software 106 that is operable to present LUNs 108, 110 representing the
same storage across access paths 118. It should be noted that LUNs have no
independent existence but are'merely representations of storage, in this

case, the same storage, presented by controllers to requesters. -As can be



responsive to detecting that each of said at least two I1/0 requesters has
usabl e access only to different ones of said active-passive pair of
resource controllers, said arbitrator conponent at each of at least two I1/0
requesters is operable to select one of s@id active-passive pair of
resource controllers to be designated as an active resource controller and

to performedh l£astune ofi tgOaRkLE ng 1L/ QcJe%Q%%Scké roman ¥u<§}hQLapne of

sai d, at | east tvvo I re ters at has usab access to _sald one of said
actiye- passive pParr {0% r%;igzr te 8%%rol?cecresss S’ﬁactf 4% 18F défi vahis is
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sai d active-passive pai resourc lers. d d as an active
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active- paspglrygtjgal be of REBSQUEGE controllers conprises storage controllers
in a SAN 13 4. An arbitrator conponent as claimed in claim1, wherein

sai d active-passive pair of resource controllers conprises s;orage
control | ers i n "@eSAH5a5%H cBbuHiaget Wi thralPresiriton entisomreniresstheAn
ar bi t r at orreqosperento2asied avnedth nfy teahsnth, omhenel ysaimt aspdpie- pASSi ve
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The requesters 102, 104 can then make a collective decision based on the

information gathered from all the requesters as follows:

If both the requesters 102, 104 that are using the pair of RAID
controllers can communicate with both controllers 112, 114 , the requesters
can collectively decide which controller will be the active controller and
all requesters can issue I/0O requests to that controller. An additional
advantageous feature that may be preferred is that, if a pair of RAID

! controllers presents multiple RAID arrays or LUNs, the requesters can
collectively decide to make one controller active for some of the LUNs and
the other controller active for the other LUNs and hence balance the I/0

workload between the controllers.

If one or both of the requesters 102, 104 cannot communicate with one
of the controllers 112, 114 or one or both of the controllers is unable to
service I/0 requests for some other reason, the requesters can collectively

make the decision not to attempt to use that controller.

If one of the requesters 102, 104 cannot communicate with one of the
RAID controllers 112, 114 and the other requester cannot communicate with
the.other RAID controller, the requesters cannot use a particular RAID
array or LUN without causing LUN thrashing. 1In this case the simplest
solution is to deny access to one requester, although an alternative could
be implemented that would allow both requesters to use the storage while

keeping LUN thrashing to an acceptable minimum. For example, one requester



access to plural logical units at both of said resource controllers, said
arbitrator conponent is of said active-passive pair of resource controllers
active resource controller for each of said plural a | oad-bal anci ng
algorithm 8. An information processing systemconprising at least two I/0
requesters; an active-passive pair of resource controllers operable to
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conmuni cat e anlécbessg Sipatetioo atRAIRashtovideot tier, Df4 Faits atr f@Aasbmd WO |/ 0
requester Sthe%nra&s{ﬂnt aagéa[nef@m@dmte,n&patiseg&{meztosagglu@g/!tae@eahe;wmﬁb/ .
request er [ ryi ate in arbitration to ermne which o
said acti \B/ae]?‘%ggg%)ﬁlgoé%dr%%?' r%égortfrq‘é'és Cont ol PEIET éh&tto%% I§88FHriafed as an
active resdtcB2toMPIdl IFeRtratfer dicnviespbhdisyvémogterst ébetngftérar eewvtitof
sai d at | efsthet weevialQatriequest aesidias issabde tacoapswiizhbeddtreilaaiid

active-pagsiMR, PRI 106 H§SOHCEo GRRL I Qhk Bl S er SR A AiLE A0 CYRIPENL at
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usabl e acpessivto @l yhwnevafdssaIN tacdshieg peeontingl derisg a dhaddRbteat or
conponent patiggach requesters is operable to select said only one of
resource controllers to be designated as an and at |least two |I/0 requesters
assive pair of resource of said at least two |I/0 of said active-passive
pair active reSturl@eltoif rdlearesteasHBissE dt tridepreringte Wath dath RIDsai d
at | east towtrblDewseguiesizesstlyaspropable bacaassoDnrbye tserdidd aeeidn)ones of
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If a requester 102, 104 cannot communicate with the other requester
or, in a system comprising more than just two requesters, with a majority
of the other requesters which are sharing a pair of RAID controllers, it
cannot know which controller has been chosen as the active controller.

Again the simplest solution is to deny access to the storage by that
requester. Howéver, in an alternative implementation, it may also be
possible to permit the requester to use the storage but not to influence

which controller is active.

Turning now to Figure 2, there is shown a method for detecting and
preemptively ameliorating potential logical unit thrashing in a system

having at least two I/0 requesters,

The process begins at START step 200, which is either at system
initialization or at a reinitialization caused by, for example, a change in

the status of a requester or a controller.

At step 202, the controllers 112, 114, present resources as logical
units to the I/0 requesters 102, 104.

At step 204, each of the I/0 requesters detects whether it has usable

access to one or more of the resource controllers.



enabling 1/0 requests fromonly that one of said at least two I/0
requesters that has usabl e access to said one of said active-passive pair
of resource controllers designated as an active resource controller; and
enabling requests to swap a passive to ahdactive one of said active-passive
pair of resource controllers fromonly that one of said at |least two I/0
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controllers fromonly that one of said at |least two I/0 requesters that has

usabl e access to said one of said active-passive pair of resource
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1. At step 222, enabling I/0 requests from only that I/0 requester
that has usable access to that resource controller designated as an active

resource controller; and

2. At step 224, enabling requests to swap a passive to an active
resource controller from only the I/O requester that has usable access to

the resource controller designated as an active resource controller.

Processing continues at step 228, which may be continued normal
processing after the arbitration and selection steps described above, or
may be error processing i1f the arbitration and selection steps produced no
usable outcome. Such error processing is well known in the art, and

requires no description here.

The message passing between requesters that is necessary to the
' preferred embodiment of the present invention is implemented using one of
the known networking or clustering techniques of the art to allow the
requesters to communicate with each other. It will be clear to one of

ordinary skill in the art that such clustering techniques are suitable for



two /O requesters; participating in arbitration to determ ne which of said
active-passive pair of resource controllers is to be designated as an
active resource controller; wherein responsive to detecting that each of
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Those skilled in the art will appreciate that such computer readable
instructions can be written in a number of programming languages for use
with many computer architectures or operating systems. Further, such
instructions may be stored using any memory technology, present or future,
including but not limited to, semiconductor, magnetic, or optical, or
transmitted using any communications technology, present or future,
including but not limited to optical, infrared, or microwave. It is
contemplated that such a computer program product may be distributed as a
removable medium with accompanying printed or electronic documentation, for
example, shrink-wrapped software, pre-loaded with a computer system, for
example, on a system ROM or fixed disk, or distributed from a server or
electronic bulletin board over a network, for example, the Internet or
World Wide Web.

It will be appreciated that various modifications to the embodiment

described above will be apparent to a person of ordinary skill in the art.



responsive to detecting that each of said at least two I1/0 requesters has
usabl e access only to different ones of said active-passive pair of
resource controllers, selecting one of said active-passive pair of resource
controllers to be designated as an active resource controller and
perform ng at |east one of: enabling 1/0 requests fromonly that one of
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responsive to detecting that each of said at least two I/0 requesters
has usable access only to different ones of said active-passive pair of
resource controllers, said arbitrator component at each of at least two I/0
requesters is operable to select one of said active-passive pair of
resource controllers to be designated as an active resource controller and

to perform at least one of:

enabling I/O requests from only that one of said at least two I/O
requesters that has usable access to said one of said active-passive pair

of resource controllers designated as an active resource controller; and

enabling requests to swap a passive to an active one of said
active-passive pair of resource controllers from only that one of said at
least two I/0 requesters that has usable access to said one of said
active-passive pair of resource controllers designated as an active

resource controller.

2. An arbitrator component as claimed in claim 1, wherein said

active-passive pair of resource controllers comprises storage controllers.

3. An arbitrator component as claimed in claim 1, wherein said
active-passive pair of resource controllers comprises storage controllers
in a SAN.
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4. An arbitrator component as claimed in claim 1, wherein said
active-passive pair of resource controllers comprises storage controllers

in a SAN-based storage virtualization environment.

5. An arbitrator component as claimed in claim 1, wherein said
active-passive pair of resource controllers comprises storage controllers

in a Storage Tank system.

6. An arbitrator component as claimed in claim 1, wherein said
active-passive pair of resource controllers comprises RAID storage

controllers.

7. An arbitrator component as claimed in claim 1, wherein said
active-passive pair of resource controllers controls plural logical units
and wherein responsive to detecting that each of said at least two I/O
requesters has usable access to plural logical units at both of said
active-passive pair of resource controllers, said arbitrator component is
operable to select one of saild active-passive pair of resource controllers
to be designated as an active resource controller for each of said plural

‘logical units based on a load-balancing algorithm.
8. An information processing system comprising
at least two I/0 requesters;

an active-passive pair of resource controllers operable to present

resources as logical units to said I/0O requesters,

a detector component at each of said at least two I/O requesters
operable to detect usable access to one or more of said resocurce

controllers;

a communication component at each of said at least two I/0 requesters
operable to communicate an access state to at least one other of said at

least two I/0 requesters;

an arbitrator component at each of said at least two I/0 reqguesters
operable to participate in arbitration to determine which of said
active-passive pair of resource controllers is to be designated as an

active resource controller; wherein

responsive to detecting that each of said at least two I/O requesters
has usable access to both of said active-passive pair of resource

controllers, said arbitrator component at each of said at least two I/O
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rable to sg¥%ct said only one of said active-passive pair
of resource controllers to be designated as an active resource controller;

and

responsive to detecting that each of said at least two I/0 requesters
has usable access only to different ones of said active-passive pair of
resource controllers, said arbitrator component at each of said at least
two I/0 requesters is operable to select one of said active-passive pair of
resource controllers to be designated as an active resource controller and

to perform at least one of:

enabling I/0 requests from only that one of said at least two I/0
requesters that has usable access to said one of said active-passive pair

of resource controllers designated as an active resource controller: and

enabling requests to swap a passive to an active one of said
active-passive pair of resource controllers from only that one of said at
least two I/0 requesters that has usable access to said one of said
active-passive pair of resource controllers designated as an active

resource controller.
9. A method for information processing comprising the steps of:

participating in arbitration to determine which of an active-passive
pair of resource controllers is to be designated as an active resource

controller; wherein

responsive to detecting that each of said at least two I/0 requesters
‘has usable access to both of said active-passive pair of resource
controllers, selecting one of sald active-passive pair of resource

controllers to be designated as an active resource controller;

responsive to detecting that one of at least two I/0 requesters has
usable access to only one of said active-passive pair of resource
controllers, selecting said only one of said active-passive pair of

resource controllers to be designated as an active resource controller; and
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requesters that has usable access to said one of said active-passive pair

of resource controllers designated as an active resource controller; and

enabling requests to swap a passive to an active one of said
active-passive pair of resource controllers from only that one of said at
least two I/O requesters that has usable access to said one of said

active-passive pair of resource controllers designated as an active

resource controller.

10. A method for information processing comprising the steps of:
providing at least two I/0 requesters;
presenting resources as logical units to said I/0 requesters,

detecting, at each of said at least two I/0 requesters, usable access

to one or more of an active-passive pair of resource controllers;

communicating an access state to at least one other of said at least

two I/0O requesters;

participating in arbitration to determine which of said
active-passive pair of resource controllers is to be designated as an

active resource controller; wherein

responsive to detecting that each of said at least two I/0 requesters
has usable access to both of said active-passive pair of resource
controllers, selecting one of said active-passive pair of resource

controllers to be designated as an active resource controller;

responsive to detecting that one of said at least two I/O requesters
has usable access to only one of saild active-passive pair of resource
controllers, selecting said only one of said active-passive pair of

resource controllers to be designated as an active resource controller; and

responsive to detecting that each of said at least two I/0 requesters

has usable access only to different ones of saild active-passive pair of
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active-passive pair of resource controllers from only that one of said at
least two I/0O requesters that has usable access to said one of said
active-passive pair of resource controllers designated as an active

resource controller.

11. A computer program product tangibly embodied in a computer-readable
storage medium, comprising computer program code means to, when loaded into
a computer system and executed thereon, cause said computer system to

perform the steps of:

participating in arbitration to determine which of an active-passive
pair of resource controllers is to be designated as an active resource

controller; wherein

responsive to detecting that each of at least two I/O requesters has
usable access to both of said active-passive pair of resource controllers,
selecting one of said active-passive pair of resource controllers to be

designated as an active resource controller;

responsive to detecting that one of said at least two I/O requesters
has usable access to only one of said active-passive pair of resource
controllers, selecting said only one of said active-passive pair of

resource controllers to be designated as an active resource controller; and

responsive to detecting that each of said at least two I/0 requesters
has usable access only to different ones of said active-passive pair of
resource controllers, selecting one of said active-passive pair of resource
controllers to be designated as an active resource controller and

performing at least one of:

enabling I/0 requests from only that one of said at least two I/O
requesters that has usable access to said one of said active-passive pair

of resource controllers designated as an active resource controller; and
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