Tc CARD, MOBILE ELECTRONIC DEVICE AND DATA PROCESSING METHOD IN IC CARD FU
Embodiments described herein relate generally to 5an IC card, a mobile electronic device and a data
processing method in the IC card. BACKGROUND A contactless IC card (smart card) includes a
communication module for making communication with an 10external device by contactiess
communication, a nonvolatile memory in which data can be written or rewritten and a conrirol element.
The contactless IC card performs a process in response to a command given from the external
device. The process that can be 15performed by the contactless IC card is defined by ISO/IEC14443,
for example. In ISO/1C14443) aniniializatiort and@nti<obisiarcpracess oA TrakirghcapamNtcation with
one contactless IC card selected from .a plurality of contactiess IC cards with which the 20external
device can communidaieiaid atohvmané process by use of a block transfer protocol FE = CL)
successively performed after the above process are de;i%EQDBRIEF DESCRIPTION OF THE
DRAWINGS 25FIG. 1 is a block diagram schematically showing an

Embodiments described herein relate generally to
5 an IC card, a mobile electronic device and a data
processing method in the IC card.
BACKGROUND
A contactless IC card (smart card) includes a
communication module for making communication with an
10 external device by contactless communication, a
nonvolatile memory in which data can be written or
rewritten and a control element. The contactless IC
card performs a process in response to a command given
from the external device. The process that can be
15 performed by the contactless IC card is defined by
ISO/IEC14443, for example. 1In ISO/IEC14443, an
initialization and anti-collision process of making
communication with one contactless IC card selected
from a plurality of contactless IC cards with which the
20 external device can communicate and a command pProcess
by use of a block transfer protocol (T = CL)
successively performed after the above process are
defined.
BRIEF DESCRIPTION OF THE DRAWINGS
25 FIG. 1 is a block diagram schematically showing an
example of the configuration of an IC card (smart card)

and IC card processing apparatus.



example of the configuration of an IC card (smart card) and IC card processing apparatus. -2 -
FIG. 2 is a block diagram schematically showing an example of the hardware configuration of the IC

card. FTC. 3 shows an example of the configuration of an ATTRIB command. 5FIG. 4 shows an
example of a command stored in a data portion of the command. FIG. 5 shows an example of the
configuration of a. response with respect to the ATTRIB command. FIG. 6 is a. flowchart for
illustrating an example 100f the process for the ATTRIB command. FI-fl. 7A shows an example of
Higher Layer Response in the response for the ATTRIB command. FIG 78 shows an example of

Higher Layer Response in theaesporise forithe AR TRIB ¢ommand <16 Ge 7 Cl shaws an example of
Higher layer Response in the response for the =RIB command.
example of the hardware configuration of the IC card.
FIG. 3 shows an example of the configuration of an
ATTRIB command.
5 FIG. 4 shows an example of a command stored in a
data portion of the command.
FIG. 5 shows an example of the configuration of a
response with respect to the ATTRIB command.
PIG. 6 is a flowchart for illustrating an example
10 of the process for the ATTRIB command.
FIG. 7A shows an example of Higher Layer Response
in the response for the ATTRIB command.
FIG. 7B shows an example of Higher Layer Response
in the response for the ATTRIB command.
15 FIG. 7C shows an example of Higher Layer Response
in the response for the ATTRIB command.
FIG. 8 shows a state in which three applications
are stored in a data memory of the contactless IC card.
FIG. 9 shows an example of a SELECT command.
20 FIG. 10 shows the configuration of a response for
the SELECT command.
FIG. 11 is a flowchart for illustrating an example
of the process with respect to the SELECT command.
FIG. 12 shows an example of a RATS command.
25 FIG. 13 shows the configuration of a response for
the RATS command.

FIG. 14 is a flowchart for i1llustrating an example



FIG. 8 shows a state in which three applications are stored in a data memory of the contactless IC
card. FIG. 9 shows an example of a SELECT command. 20FIG. 10 shows the configuration. of a
response for the SELECT command. FIG. 11 is a flowchart for illustrating an example of the process
with respect to the SELECT command. FIG. 12 shows an example of a RATS command. 25FIG. 13
shows the configuration of a response for the RATS command. FIG. 14 is a flowchart for illustrating an
example of the process with respect to the RATS command. DETAILED DESCRIPTION In
general, according to one embodiment, an IC card includes a communication module, a first command

processing module, 3 determiningduedule; aisecongcommand peocessingdvedileda response
processing module. The first command processing module performs a process corresponding to a first
command received from the external device DEié déteemiting modulé’tetermines 10whether a second

command is contained in a data portion _ ,
In general, according to one embodiment, an IC

card includes a communication module, a first command
5 processing module, a determining module, a second
command processing module, a response processing
module. The first command processing module performs a
process corresponding to a first command received from
the external device. The determining module determines
10 whether a second command is contained in a data portion
of the first command. The second command processing
module performs a process corresponding to the second
command 1f the determining module determines that the
second command 1s contained in the data portion of the
15 first command. The response processing module sets a
processing result of the second command executed by the
second command processing module in the data portion of
the response indicating a processing result of the
first command executed by the first command processing
20 module and transmit the same to the external device.
There will now be described embodiments with
reference to the drawings.
FIG. 1 is a block diagram schematically showing an
example of the configuration of an IC card (mobile
25 electronic device, smart card) 2 according to the
present embodiment and an IC card processing apparatus

1 used as an external apparatus having a function of



of the first command. The second command proccssing module performs a process corresponding to
the second command if the determining module determines that the second command is contained in
the data portion of the 15first command. The response processing module sets a processing result of
the second command executed by the second command processing module in the data portion of the
response indicating a processing result of the first command executed by the first command
processing 20module and transmit the same to the external device. There will now be described
embodiments with reference to the drawings. FIG. 1 is a block diagram schematically showing an
example of the configumation of anil€ncard {mobile 25electroniccdevice, smart card) 2 according to the

present embodiment and an IC card processing apparatus 1 used as an external apparatus having a
function of communication Withethe 1€ Garg 22 £ 1 9Rirstt i corfiguratiort of thied Coeare Hrdeéssing

apparatus 1 is explainedéAéstsho n inSFlg. 1 ;heng%card processing Sapparatus 1 includes a terminal
device 11, card readeriwriter 12, keyboar(ffé, d’lsplay 14, printer 15 and the like. The terminal

device 11 controls the operation of thewhole-pertion of the 1 card progessingsapparatus

5 apparatus 1 includes a terminal device 11, card
reader/writer 12, keyboard 13, display 14, printer 15
and the like.

The terminal device 11 controls the operation of
the whole portion of the IC card processing apparatus
10 1. The terminal device 11 includes a CPU, various
memories and various interfaces. For example, the
terminal device 11 1is configured by a personal computer
(PC).
The terminal device 11 has a function of
15 transmitting a command to the IC card 2 via the card
reader/writer 12, a function of performing various
processes based on data received from the IC card 2 and
the like. For example, the terminal device 11 performs
a control operation to write data in a nonvolatile
20 memory in the IC card 2 by transmitting a data write
command to the IC card 2 via the card reader/writer 12.
Further, the terminal device 11 performs a control
operation to read data from the IC card 2 by
transmitting a data read command to the IC card 2.
25 The card reader/writer 12 1is an interface device
that communicates with the IC card 2. The card

reader/writer 12 is configured by an interface



101. The terminal device 11 includes a CPU, various memories and various interfaces. For example,
the terminal device 11 is configured by a personal computer (PC). The terminal device 11 has a
function of 15transmitting a command to the IC card 2 via the card reader/writer 12, a function of
performing various processes based on data received from the IC card 2 and the like. For example,
the terminal device 11 performs a control operation 70 wrie data in a nonvolatile 20memory in the IC
card 2 by transmitting - data write command to the IC card 2 via the card reader/writer 12. Further, the
terminal device 11 performs a control operation to read data from the IC card 2 by transmitting a data
read command to the & :caseh @n d i nfhe cardcheeadenmuiterck isoan ngerface edvice thatC
communicates with the IC card 2. The card reader/writer 12 is configured by an interface

corresponding to the“€gtfmunicafion system of the Ic! card 2. Whefthe € cafd 21§ acorftathess IC

card, the card reader/writer 12 includﬁs an antenna.and.communication coQtroI module used for
Sl e PRIk,

) : 1 : :
performing radio comrrelur?l%é:tciionr\?vﬁ card 2 fn the card réaderiwriter RE?S&Ep y of electric

power, supply of a clockyreset centsel and,datairegeptipnitransmission with- respect to theylG card 2
are performed. With the above configuration, the card reader/writer 12 10activates (starts) the IC card

2, transmits various commandsand receives & hespohseawith tespettitotthe transmitted command
under control of the terminal device 11, for example.
reader/writer 12, supply of electric power, supply of a
clock, reset control and data reception/transmission
with respect to the IC card 2 are performed. With the
above configuration, the card reader/writer 12
10 activates (starts) the IC card 2, transmits various
commands and receives a response with respect to the
transmitted command under control of the terminal
device 11, for example.
The keyboard 13 functions as an operation module
15 operated by an operator of the IC card processing
apparatus 1 and various operation instructions and data
items are input thereto by the operator. The display
14 is a display device that displays various
information items under control of the terminal device
20 . 11. The printer 15 prints and outputs various data
items such as processing results.
Next, the hardWare configuration of the IC card 2
is explained.
When receiving power or the like from a host
25 device such as the IC card processing apparatus 1, the

IC card 2 is activated (set in an operative state).

The IC card 2 is a contactless IC card that is



The keyboard 13 functions as an operation module 15o0perated by an operator of the IC card
processing apparatus 1 and various operation instructions and data items are input thereto by the
operator. The display 14 is a display device that displays various information items under control of
the terminal device 2011. The printer 15 prints and outputs various data items such as processing
results. Next, the hardware configuration of the IC _cargd 2 is explained. When receiving power or
the like from a host 25device such as the IC card processing apparatus 1, the IC card 2 is activated
(set in an operative state). The IC card 2 is a contactiess IC card that is -6 connected to the IC card

processing apparatus based ©athecontactiess commyrisatien systeal Jhakis, the kG eard2 used as
the contactless IC card receives waves from the IC card processing apparatus 1 via an antenna and
modulation/demodulatien cireditused as accommunicationtinterfaterand dérerates art operdtion clock
and operation electric power by means of a power source module (not shown) based on the waves.

FIG. 2 is a block diagfaht schétigfically, sHowifig Ah f0exanple of tHeHartiiare E6figliration of the IC
card 2 of this embodjment. ., . The Igaqﬁgdgr%cgggigﬁ%o gjsMgltggagngfggta%org'&gyé%%gmin body

B. Module M is integrally formed with one or a plurality of IC chips C in a state in
5 and modulation/demodulation circuit used as a
communication interface, and generates an operation
clock and operation electric power by means of a power
source module (not shown) based on the waves.

FIG. 2 is a block diagram schematically showing an

10 example of the hardware configuration of the IC card 2
of this embodiment.

The IC card 2 contains module M in a casing that
configures main body B. Module M is integrally formed
with one or a plurality of IC chips C in a state in

15 which an external interface (communication interface)
for communication is connected thereto and embedded in
main body B of the IC card 2. Further, as shown in
FIG. 2, module M of the IC card 2 includes a control

~element 21, data memory 22, working memory 23, program

20 memory 24, communication module 25 and the like.

The control element 21 controls the whole portion
of the IC card 2. The control element 21 is operated
based on a control program and control data stored in
the program memory 24 or data memory 22 to realize

25 various functions. For example, the control element 21
executes a program of the operating system to perform

the basic operation control of the IC card 2. Further,



15which an external interface (communication interface) for communication is connected thereto and
embedded in main body B of the IC card 2. Further, as shown in FIG. 2, module M of the IC card 2
includes a control element 21, data memory 22, working memory 23, program 20memory 24,
communication module 25 and the like. The control element 21 controls the whole pon.lon of the
IC card 2. The control element 21 is operated based Or a gontrol program control data stored in the
program memory 24 or data memory 22 to realize 25various functions. For example, the control
element 21 executes a program of the operating system to perform the basic operation control of the

IC card 2. Further, the,contrel-element 2} executesan-applicatian progiam-carrespaonging-torthe
application object of the IC card 2 to perform various operation controls corresponding to the

application states of theriG: eareh2.15The datalraemopy 2244 configrired by eodatalprogrammaile or
reprogrammable nonvolatile memory such as an EEPPOM (Electrically Erasable Programmable

Read-Only Memory) or fidsh RO for éXample. MAREHats mémary 2. Saridas 9abeitéms%nd control
programs 10(applicatign tp}g%grm.lcggrt%ggngigggg the operationapplications of the IC card 2 are ‘

written. In the data memory 22, various files corresponding to the standard of the IC card 2 are defined
and various data items are wrigendn thenfites 15 Phe weorking memer2dis a valatile memory such as
a- RAM. Further, the working memory 23 has a function of a buffer that temporarily stores data now
being processed by theasomrolaiemept2 Leprogrammable nonvolatile memory such

as an EEPROM (Electrically Erasable Programmable
Read-Only Memory) or flash ROM, for example. In the
data memory 22, various data items and control programs

iO (application programs) corresponding to the operation
applications of the IC card 2 are written. In the data
memory 22, various files corresponding to the standard
of the IC card 2 are defined and various data items are
written in the files.

15 The working memory 23 is a volatile memory such as
a- RAM. Further, the working memory 23 has a function
of a buffer that temporarily stores data now being
processed by the control element 21.

The program memory 24 previously stores control

20 programs and control data. The program memory 24 is a
nonvolatile memory such as a mask ROM, for example.

The program memory 24 in which control programs or
control data items are stored in the IC card
manufacturing stage 1is incorporated in the IC card 2.

25 That is, the control programs or control data items

stored in the program memory 24 are used to control the

basic operation of the IC card and are previously



The program memory 24 previously stores control 20programs and control data. The program memory
24 is a nonvolatile memory such as a mask ROM, for example. The program memory 24 in which
control programs or control dat:is are stored in the IC carp manufacturing stage is incorporated in the
IC card 2. 25That is, the control programs or control data items stored in the program memory 24 are
used to control the basic operation of the IC card and_aregreviously - 8 incorporated according to the
specification of the IC card. The communication module 23 is an interface used for communication
with the card reader/writer 12 of the IC card processing apparatus 1. The communication module 25
includes a communication-eantsalanodide suchas a modultatiopidentodidatiom ciscuitthat ntakes radio
communication with the card reader/writer 12 of the IC card processing apparatus 1 and an antenna
for 10receiving and tFasmitting waves. Next, the communication process between the IC card

processing apparatuslan;}%rée !:%r%r%&dn%cl:sa%)i%lgmxggdule 25 1s an interface used

for communication with the card reader/writer 12 of the
5 IC card processing apparatus 1. The communication
module 25 includes a communication control module such
as a modulation/demodulation circuit that makes radio
communication with the card reader/writer 12 of the IC
card processing apparatus 1 and an antenna for
10 receiving and transmitting waves.

Next, the communication process between the IC
card processing apparatus 1 and the IC card 2 is
explained.

The IC card processing apparatus 1 and IC card 2

15 make communications based on contactless communication.
The IC card processing apparatus 1 can be set in a
state in which contactless communication can be made
with a plurality of IC cards 2. 1In order to make
communication between the IC card processing apparatus

20 and a specified contactless IC card without fail, an
initialization and anti-collision process becomes
necessary. For example, in IS014443 Type B, an ATTRIB
command is defined as a command used in the
initialization and anti-collision process to set up

25 communication between the IC card processing apparatus
1 and one contactless IC card 2.

FIG. 3 shows an example of the configuration of an



The IC card processing apparatus 1 and IC card 2 15make communications based on contactless
communication. The IC card processing apparatus 1 can be set in a state in which contactless
communication can be made with a plurality of IC cards 2. In order to make communication between
the IC card processing apparatus 20and a specified contactless IC card without fail, an initialization
and anti-collision process becomes necessary. For example, in 1IS014443 Type B, an ATTRIB
command is defined as a command used in the initialization and anti-collision process to set up
25communication between the IC card processing apparatus 1 and one contactless IC card 2. FIG. 3
shows an example of thercenfigurationdof amrr:AZTRIB Rosunasnd The AREREZ gapIpand issone
example of a command used in the initialization and anti-collision process. In the example shown in
FIG. 3, the ATTRIE comifvand imeidesa eommandtidlentficdtionportion 301 icardlidéntification

portion 302, parametergortlon 303, data portion 304 and check code ort t(?l In the command
identification portion'30 S Rfentification inforiatioR indicafig' that tt% % anATTRIB

command is stored. In.FIG. 3, '%Q%&@%@“Q%@QHW'Q@&'&HMQ%%Q% gemmand igentifier (ID)
indicating that the command is an
5 card identification portion 302, parameter portion 303,

data portion 304 and check code portion 305.

In the command identification portion 301,
identification information indicating that the command
is an ATTRIB command is stored. In FIG. 3, in the

10 command identification portion 301, a command
identifier (ID) indicating that the command 1is an
ATTRIB command 1s stored. As shown in FIG. 3, a
command identifier of the ATTRIB command 1s defined as
“ID” in 15014443 Type B. 1In the card identification

15 portion 302, identification information used for
specifying a transmission destination of the command is
stored. In the example shown in FIG. 3, identification
information (identifier) of the contactless IC card 2
used for specifying one of the contactless IC cards 2

20 as a communication partner of contactless communication
is stored in the card identification portion 302. The
parameter portion 303 is an area in which parameters in
contactless communication are stored. In the example
shown in FIG. 3, four parameters can be stored in the

25 parameter portion 303.

The data portion 304 is an area that can store

data. The data portion 304 of the ATTRIB command 1s



ATTRIB command is stored. As shown in FIG. 3, a command identifier of the ATTRIB command is
defined as "ID" in 13014443 Type B. In the card identification portion 302, identification information
used for specifying a transmission destination of the command is stored. In the example shown in FIG.
3, identification information (identifier) of the contactless IC card 2 used for specifying one of the
contactiess IC cards 2 20as a communication partner of clq_ptac_tless communication is stored in the
card identification portion 302. The parameter portion 303 is an area in which parameters in
contactless communication are stored. In the example shown in FIG. 3, four parameters can be stored

in the 25parameter peion-303:: oh Jherdata.portign 304 is,an areathat cansteredata. The data
portion 304 of the AITRIB command is - 10 - called Higher Layer :NF (INFormation). Generally, in a

process performed oplycfoe setting wipccormmurmidationchetweeh the |@ cardbprocessing iapparatus 1 and
the contactless IC card 2, Higher Layer INF as the data portion 304 is set in an unused state (vacant

state) in many casespﬁthﬁﬁm%Bﬁinjlgnt?%%rﬁ’éﬁﬁfm%f B4n PRREKeRhtEd By fHeedritactless IC card
2 are stored In the datg.portion 804, T e date,porion 202, £06,0F aflurelly ehcommends can be

stored. Each command 10stored in the data portion 304 is command APDU (application protocol data
unit). Furtheg, code ipfermation Hiat checks the entire data ©f theseemmand(AdR1Brearamand) is

stored in the data portion 304. Data of a preset format can be stored in the data 15portion 304. That is,
in the data portion 304 Tonecarse plurality of tbmrakdsiof s preset farmt dantbestofed! For example,

in the data portion 304, the respective. commands are stored as dagi \Qlith aTLV strugture (ttkat is
haekmﬂeraborekﬁé&ﬁ?BE E@zthe contactless IC car are stored 1n ‘the

data portion 304. In the data portion 304, one or a
plurality of commands can be stored. Each command
10 stored in the data portion 304 is command APDU
(application protocol data unit). Further, code
information that checks the entire data of the command
(ATTRIB command) 1s stored in the data portion 304.
Data of a preset format can be stored in the data
15 portion 304. That is, in the data portion 304, one or
a plurality of commands of a preset format can be
stored. For example, in the data portion 304, the
respective commands are stored as data with a TLV
structure (that i1s hereinafter also referred to as TLV
20 data). The data with the TLV structure is a data
string having Tag data, Length data and Value data
sequentially arranged. Tag indicates identification
information of the data string. Length indicates the
length of Value data following immediately after the
25 above data. Value data is an actual data value.
FIG. 4 shows an example of a command stored as

data in the data portion of the command.



20data). The data with the TIN structure is a data string having Tag data, Length data and Value data
sequentially arranged. Tag indicates identification information of the data string. Length indicates the
length of Value data following immediately after the 25above data. Value data is an actual data value.
FIG. 4 shows an example of a command stored as data in the data portion of the command. 11

As shown in FIG. 4, each command APDU is stored in th%data_ port on 304 as Value in TLV data.
When a plurality of commands (second commands) are stored in the data portion 304 of the command
(first COM 5plurality of TLV data items each using command APDU as Value are stored in succession

in the data portion 304. Further,dhe L\ datardsing cosvmand-ARRO, as Mahue issselte svalue
(information) indicating that the value of TAG is a command. 10As shown in FIG. 4, each command
APDO includes a CPApodiohal i; fNSqportiod 482, 5& poetion4(3;\P2Zporion 404 1caportion 405,
Data portion 406 and Le portion 407. In the CPA portion 401 and INS portion 402, information

indicating the conterkt bFtHe' ddMinfah P58 Ststad. RSP FERIBAYOB arid P2 DoMiG 404, a
parameter of the commang is §t°;589t Ipome}Océlp%rgoQ.hAéO, Agm;}goq ﬁd}gagingo%gg th of data is

stored_ Data used for a process of the command is stored in the Data portion 406. 20FiG.'5 shows an
example of the configurationof@ of TLV data items each using command APDU as
Value are stored in succession in the data portion 304.
Further, the TLV data using command APDU as Value is
set to a value (information) indicating that the value
of TAG is a command.

10 As shown in FIG. 4, each command APDU includes a
CLA portion 401, INS portion 402, Pl portion 403, P2
portion 404, Lc portion 405, Data portion 406 and Le
portion 407. In the CLA portion 401 and INS portion
402, information indicating the content of the command

15 is stored. In the Pl portion 403 and P2 portion 404, a
parameter of the command is stored. In the Lc portion
405, information indicating the length of data is
stored. Data used for a process of the command is
stored in the Data portion 406.

20 FIG. 5 shows an example of the configuration of a
response with respect to the ATTRIB command shown in
FIG. 3.

In the configuration example shown in FIG. 5, a
response to the ATTRIB command includes an

25 identification portion 501, data portion 502 and check
code portion 503. In the identification portion 501,

identification information of the response such as MBLI



response with respect to the ATTRIB command shown in FIG. 3. In the configuration example
shown in FIG. 5, a response to the ATTRI3 command includes an 25identification portion 501, data
portion 502 and check code portion 503. In the identification portion 501, identification information of
the response such as MEIJI 12 and CID is stored. The data portion 502 is an area in which data can
be stored. The data portion 502 of a response to the ATTRIB command is called Higher Layer
Response. 5in the present embodiment, response data indi.cating the processing result with respect
70 each command that is stored in the data portion 304 of the ATTRIB command is stored in the data
portion 502. Responsg,datarwith sespect to1eact semmang issteredrin 40a presetdatadarmat (for
example, one or a plurality of TIN structures) in the data portion 502. In the check code portion 503,
code information to chietkingctidta of #ite whoktiespdnse Bhstored: a2 portiqexd U protess for the

ATTRIS command in the 15contactless IC card is explained. = FIG. 6.is a flowchart for illustrating an
example of the procdssTBPIREATTRIB Command in fREEYAtactds§ i¢ tafg fHaher baver
Response.
5 In the present embodiment, response data

indicating the processing result with respect to each
command that is stored in the data portion 304 of the
ATTRIB command 1is stored in the data portion 502.
Response data with respect to each command is stored in

10 a preset data format (for example, one or a plurality
of TLV structures) in the data portion 502. 1In the
check code portion 503, code information for checking
data of the whole response is stored.

Next, a process for the ATTRIB command in the

15 contactless IC card is explained.

FIG. 6 is a flowchart for illustrating an example
of the process for the ATTRIB command in the
contactless IC card.

When entering a range of communication with the IC

20 card processing apparatus 1, the contactless IC card 2
receives waves from the IC card processing apparatus 1
by means of the antenna of the communication module 25
(step S601). The contactless IC card 2 is activated by
electric power of the power source generated from the

25 received waves (step S602). The control element 21 of
the contactless IC card 2 supplied with electric power

of the power source transmits card identification



When entering a range of communication with the IC 20 card processing apparatus I, the contactless
IC card 2 receives waves from the 1-fl card processing apparatus 1 by means of the antenna of the
communication module 23 (step 5601). The contactiess IC card 2 is activated by electric power of the
power source generated from the 25 received waves (step 5602). The control element 21 of the
contactless IC card 2 supplied with electric power of_the pgwer source transmits card identification -
13 - information used for identifying (specifying) the contactless IC card 2 to the IC card processing
apparatus 1 (step 3603). The card identification information may be a fixed value previously stored in

the data memory 22ierfarogeam snemerd24 or aivadue dyramically feraandomly) generated. After
transmitting the card identification information, the contactless IC card 2 is set into a waiting state to
wait for a command 3ot 56 IC eéird. f05roEessing Appafatts 1°The 18&FE prdcessing apparatus 1

determines one of the contactless, IC cards mmLfnication estgla};ign Pa g o&the contactless
IC card (communica‘:tl:}f(-f\J %5ﬁt%%ﬁeils I&Ig %g%)a%sr%%n? hich tkh% ccaarégfldelnti?icaﬁohlF:lgoﬁmation is acquired.

The 15IC card processing apparatus.} speeifies card ideptificationiaformation of the santagtiess I1C
card set as a communication destination in the command. The IC card processing apparatus 1
transmits arb ATTRIBlcomimand tiratdrag specifiedocard identificatiory 24 or a value
dynamically (or randomly) generated.
After transmitting the card identification
information, the contactless IC card 2 is set into a
waiting state to wait for a command from the IC card
10 processing apparatus 1. The IC card processing
apparatus 1 determines one of the contactless IC cards
as a communication destination based on the contactless
IC card (communicable contactless IC card) from which
the card identification information is acquired. The
15 IC card processing apparatus 1 specifies card
identification information of the contactless IC card
set as a communication destination in the command.
The IC card processing apparatus 1 transmits an
ATTRIB command that has specified card identification
20 information of the contactless IC card of the
communication destination to perform an initialization
and anti-collision process. The IC card processing
apparatus 1 can store one or a plurality of command
APDU in the data portion (Higher Layer INF) of the
25 ATTRIB command. For example, the IC card processing
apparatus 1 stores a command that becomes necessary

following after the ATTRIB command in Higher Layer INF.



20information of the contactless IC card of the communication destination to perform an initialization
and anti-collision process. The IC card processing apparatus | can store one or a plurality of command
APOU in the data portion (Higher Layer INS) of the 25ATTRIB command. For example, the IC card
processing apparatus 1 stores a command that becomes necessary following after the ATTRIB
command in Higher Layer INF. -14 - As the command that;becomes necessary following after the
ATIRIB command, for example, a command that requests outputting of an application list that supports
contactless communication may be provided. 5After transmitting card identi ficatibn information, the

contactless IC card 2:that makesregmmunicationavitinibe |Ccard preacessing apparatustt seceives an
ATTRIB command from the IC card processing apparatus 1 (step 3604). When receiving the ATTICS
10command, the coritfot eldREAE2 L et contactiessXEMare 2 detefiFRSWHEREr or not
identification information stored in tr%e cggﬁd. identitﬁication aporﬂon 392 of the Ag'T IB.command
coincides with the card Tdentificafion information of fhe contactiess 1€ card 2 (s%ef?1 5603). Ifitis

determined that the card identificatign information. iiems do-neticaincide (NO ip.sten $695), the control
element 21 is set into a state to wait for reception of a command. If it is determined that the card

identificatiorb20information #témsrcaimeider(Y ESiinstem 8605i¢he i fication

information, the contactless IC card 2 that makes
communication with the IC card processing apparatus 1
receives an ATTRIB command from the IC card processing
apparatus 1 (step S604). When receiving the ATTRIB

10 command, the control element 21 of the contactless IC
card 2 determines whether or not identification
information stored in the card identification portion
302 of the ATTRIB command coincides with the card
identification information of the contactless IC card 2

15 (step S605). If it is determined that the card
identification information items do not coincide (NO in
step $605), the control element 21 is set into a state
to wait for reception of a command.

If it 1s determined that the card identification

20 information ltems coincide (YES in step 5605), the
control element 21 determines whether or not the value
of a parameter stored in the parameter portion 303 of
the received ATTRIB command 1is adequate (step S$S606).
If it is determined that the value of the parameter of

25 the received ATTRIB command 1s not adequate (NO in step
S606), the control element 21 transmits a response to

the effect that the value of the parameter i1s an error



control element 21 determines whether or not the Value of a parameter stored in the parameter portion
303 of the received ATTRIB command is adequate (step 3606). If it is determined that the value of the
parameter of 25the received ATTRT2 command is not adequate (NO in step S606), the control
element 21 transmits a response to the effect that the value of the parameter is an error - 15 - (step
S607) and is set into a state to wait for command receptigrs, - Further, if it is determined that the
value of the parameter of the received ATTRIB command is adequate 5 (YES in step S606), the
control element 21 determines whether or not data is present in the data portion 303 of the received
ATTRIB command (step &609%.07 it is:determimed: that dataa(HigherLayerdNE) isfinot presentia the
received ATTRIB command (NO in step 8609), the 10control element 21 transmits a response to the
effect that the proces<tisotrettly terminated as the processing result of the ATTRIB command to the

IC card processing apparatys :rLt(gte%p 3@#5)iacndi%s &) ttig a grtﬁtg dtotvr\{gi% fQCI’hCeOFT\l,%‘I%qg rg%epct'q_p. 15If it
is determined that data is present in the data portion 304 o{‘nt e received ATTRIB command (YES in

step S609), the contrgd elemenrt 2L sequentially acquies. fextraets) data items«(ferexample, data items
of the data string unit with the TLV structure) present 20in the data portion 304 of the received ATTRIB
command (Step S610) B¥hém aggjairingche datal thecsontrod élerments2it determineswhether the data

is a command X . . .
whether or not data is present in the data portion 303

of the received ATTRIB command (step S609). If it is
determined that data (Higher Layer INF) 1is not present
in the received ATTRIB command (NO in step S609), the

10 control element 21 transmits a response to the effect
that the process is correctly terminated as the
processing result of the ATTRIB command to the IC card
processing apparatus 1 (step S$615) and is set in a
state to wait for command reception.

15 If it is determined that data is present in the
data portion 304 of the received ATTRIB command (YES in
step $609), the control element 21 sequentially
acguires (extracts) data items (for example, data items
of the data string unit with the TLV structure) present

20 in the data portion 304 of the received ATTRIB command
(step S610). When acquiring one data, the control
element 21 determines whether the data is a command
{second command) or not (step 5611). For example, the
control element 21 determines whether each data

25 contained in the data portion 304 is a command or not
based on identification information of the data. If

data stored in the data portion 304 is TLV data,



(second command) or(step 861For example, the control element 21 determines whether each data
25contained in the data portion 304 is a command or not based on identification information of the
data. If data stored in the data portion 104 is TLV data, whether each TIN data is a command or not
may be determined by Tag of each TLV data. In this case, the control element 21 can determine
whether each data is a command or not based on the valug of Tag of each data. 5If it is determined
that data extracted from the data portion 304 of the ATTRIB command is not a command (NO in step
S611), the control element 21 determines whether next data is present in the data portion 304 or not
(step S613). If next data i preseatin thewdata 10 pertion34(HS rstepS6d3), the control element
21 returns the process to step 5610 and performs a process of steps 5610 to 6613 for the next data
present in the data pefiohB0aCH itiE deterntined et dBtd extacted from Bhe $5datagportidr 304 of

the ATTRIB command is a c%mn‘iand %(tE% 'in scteg SGJtlg,rth.e contécg j%()ement Zlhpccajn‘t%rénsi a command

.contnol eleme de ne w, er eac S a
process corresponding to tive c6mman (seconﬁ1 commancri‘}](step ~Eor exampiae, a command

that requires outputtingf an-application list-supportedy 20the ~tactless JCcard can bestored in the
data portion 304. When such a command is attached to the data portion 304, the control element 21
performs an@application list 5élect piccess tegetheewithzeprodess obtherATTRIB Commanic:
25Further, the contactiess IC card 2 outputs the
data portion 304 of the ATTRIB command is not a command
(NO in step 3611), the control element 21 determines
whether next data is present in the data portion 304 or
not (step $613). 1If next data is present in the data
10 portion 304 (YES in step S613), the control element 21
returns the process to step 5610 and performs a process
of steps 35610 to S613 for the next data present in the
data portion 304.
If it i1s determined that data extracted ffom the
15 data portion 304 of the ATTRIB command is a command
(YES in step S611), the control element 21 performs a
command process corresponding to the command (second
command) (step S612). For example, a command that
requires outputting of an application list supported by
20 the contactless IC card can be stored in the data
portion 304. When such a command is attached to the
data portion 304, the control element 21 performs an
application list select process together with a process
of the ATTRIB command.
25 Further, the contactless IC card 2 outputs the

result of the command process corresponding to a

command (second command) contained in the data portion



result of the command process corresponding to a command (second command) contained in the data
portion - 17 - 304 as a response of the ATTRIB command to the IC card processing apparatus 1. For
this purpose, he control element 21 stores information indicating the result of the command process
corres onding to the second command in a memory such as the working memory 23. When there
iS N0 more next data in the data portion 304, that is, when $he process of steps 3610 to 3612 is
performed for all of the data items in the data portion 304 (NO in step 3613), the control element 21
10sets the result of a process performed in response to a second command in the data portion 502 in

a response (ATTRIB3@s$pense) with respeet tofthehn=RIBrecemmand:(stepiS614): litds sQppased that the
processing result with respect to the second command is data (for 15example, data with the Thy
structure) to which iderftifiegtioi inferrmatiohset td correSpord e BeH &eetnd ebfriiand Aftached to

the ATTRIB commanqis attached. If an =RIB r Sponse .havingnthecnrgcessingg1 result 2(1 ith respect to
emen stores 1r$$rm. ﬁPH d F 1q% Lhe resu\%jo
the second command sét in the data portion is formed, the control element 21 transmits the thus

formed ATTRIR respansedothe 4G card pracessing-apparatus b (step 8615k fusther dbpe semmand
is present in the data portion 304 of the ATIRI3 command 25NO in step S609), the control element 21

transmits anbATTRIB responsedn whichrtheadatalportion 502 ds vrittedsto’the IC card processing

apparatus 1 (ste
PP ( P When there is no more next data in the data

portion 304, that is, when the process of steps 5610 to
S612 is performed for all of the data items in the data
portion 304 (NO in step S613), the control element 21
10 sets the result of a process performed in response to a
second command in the data portion 502 in a response
(ATTRIB response) with respect to the ATTRIB command
(step S614). It is supposed that the processing result
with respect to the second command i1is data (for
15 example, data with the TLV structure) to which
identification information set to correspond to each
second command attached to the ATTRIB command is
attached.
If an ATTRIB response having the processing result
20 with respect to the second command set in the data
portion is formed, the control element 21 transmits the
thus formed ATTRIB response to the IC card processing
apparatus 1 (step S$615). Further, if no command 1is
present in the data portion 304 of the ATTRIB command
25 (NO in step S609), the contrcl element 21 transmits an
ATTRIB response in which the data portion 502 is

omitted to the IC card processing apparatus 1 (step



:8- 5615). FIGS. 7A, 78 and VC show examples of data (Higher Layer Response) output as the
data portion 502 in the response with respect to the ATTRJB command. FIGS. 7A, 76 and 70 show
examples in each of which PPSE (Proximity Payment System Environment) that is a SELECT
command as command APDU stored in the data portion 304 of the ATIRID command and outputs an
application list supported by the contactless IC card is selected. 10FIG. 8 shows a state in which three
applications 1, 2, 3 are stored in the data memory 22 of the contactless IC card 2. The three
appricanions 1, 2, 3 are applications supported by the contactless IC card. FIGS. 7A, 78 and 10 show
examples of Higher E&yeér) L5Response with respect to the ATTRIB command containing a command
that requests an application list to the contactless IC card 2 having the data memory 22 as shown in

FIG. 8. FIG. 7A schem&fi&aily sHows' the?€6hfiffurationofHigher Edy &t RESIhsé IftheTexample
shown in FIG. 74, Fli%kferrLagggggﬁgg@s%&%g@t%gtri@geof the TLY structyrethat js, alsp eferred to
p

as TLV data). Fu her, in the example shown in FIG. 7A, YIN data has the nesting structure to output a
plurality of 25applicatiosdists; Each:TIN-datacipdicates-the meaming of Matie accordingo the value of

Tag. FIG. 78 is a diagram showing a concrete example of
5 7B and 7C show examples in each of which PPSE
(Proximity Payment System Environment) that is a SELECT
command as command APDU stored in the data portion 304
of the ATTRIB command and outputs an application list
supported by the contactless IC card is selected.

10 FIG. 8 shows a state in which three applications
1, 2, 3 are stored in the data memory 22 of the
contactless IC card 2. The three applications 1, 2, 3
are applications supported by the contactless IC card.
FIGS. 72, 7B and 7C show examples of Higher Layer

15 Response with respect to the ATTRIB command containing
a command that requests an application list to the
contactless IC card 2 having the data memory 22 as
shown in FIG. 8.

FIG. 7A schematically shows the configuration of

20 Higher Layer Response. In the example shown in
FIG. 7A, Higher Layer Response 1s a data string of the
TLV structure (that i1s also referred to as TLV data).
Further, in the example shown in FIG. 7A, TLV data has
the nesting structure to output a plurality of

25 application lists. BEach TLV data indicates the meaning
of Value according to the value of Tag.

FIG. 7B is a diagram showing a concrete example of



Higher Layer Response. In the example shown in FIG. 73, the entire portion of Higher Layer
Response is defined as a data string of Tag "6F". Higher Layer Response in which Tag shown in FIG.
73 is "67" is data of FCI (File Control information) Template. FCI Template includes a data string with
Tag of "84" and a data string with Tag of "A5". Further, the data string with Tag of "AS" includes data
with Tag of "BFOC". In the example shown in FIG. 73, data with Tag of "BFOC" 10is FCI Issuer
Discretionary Data. FCI Issuer Discretionary Data is data shown in FIG. 7C. In FIG. 7C, two
applications are indicated by TLV data as FCI Issuer Discretionary Data with Tag of "BFOC". If a
command that requéstsyar apphcatioris ibattached tor(ok bentakreding thendata portion (Higher Layer
INF) of the ATTRIB command, an application list that is provided in the contactless IC card can be

provided by Higher Lay/ér REpoh&é ashotin MFIB! 7%in tHe fespinse st ifé ATIRIPESHmand.
o e e 18 AT o et s ol rocess an
example of a SELEGE spammand useth 231 ToQ14443wkyperArIc A SELECT eemmandishewn in
FIG. 9 is one example of a command used in the in.ltialization and anti-collision
5 of FCI (File Control Information) Template. FCI

Template includes a data string with Tag of “84” and a

data string with Tag of “AL”. Further, the data string

with Tag of “A5”.includes data with Tag of “BFOC”. 1In

the example shown in FIG. 7B, data with Tag of “BFOC”

10 1s FCI Issuer Discretionary Data. FCI Issuer
Discretionary Data is data shown in FIG. 7C. In
FIG. 7C, two applications are indicated by TLV data as
FCI Issuer Discretionary Data with Tag of “BFOC”.

If a command that reguests an application list is

15 attached to {(or contained in) the data portion (Higher
Layer INF) of the ATTRIB command, an application list
that is provided in the contactless IC card can be
provided by Higher Layer Response as shown in FIG. 7 in
the response of the ATTRIB command.

20 Next, another example of a command that is used in
the initialization and anti-collision process and to
which one or a plurality of commands can be attached is
explained.

FIG. 9 shows an example of a SELECT command used
25 in IS014443 Type A.
A SELECT command shown in FIG. 9 is one example of

a command used 1n the initialization and anti-collision



- 20 - process. In the example shown in FIG. 9, the SELECT command includes a definition portion
901, parameter por ion 902, identification porci.on 903, data portion 904 and check code portion 905.
However, in the present 13014443 Type A, the data portion of the SELECT command is not defined.
That is, the SELECT command of FIG. 9 has the structure having a data portion attached to the
SELECT command defined in the present 15014443 Type A. 10The definition portion 901 indicates
Cascade Level (CL). In the example shown in FIG. 9, Cascade Level is "SEL" and indicates that the
command is a SELECT command. In 1IS014443 Type A, it is defined that "SEL" indicates a SELECT
command. The parameterspartion B02cIsindigates INumbewaf alid'Bit (NVB) tTke pataitiéter portion
903 indicates Unique Identification (UID) of Cascade Level n (CLn). That is, the identification portion
903 indicates unique“idBREficatiorinfstiation{ODY 2bThHe ditd pbriion’ 864 iLar aFss Mrwhich data

can be stored. In the exatmgle nin FIGt. 9, the gatanportion 904 igé@e SgLECT command is called
. p d T , . T
Higher Layer INF (Il\ﬁgorfmla fcl)n;. %urtﬁer?{helc ec code p?o?ﬁor% 905 ‘stores C%EI% information (CRCA)

used for 25checkinggiata of the-gatine poytien b theicommand (SELEGE epmmand)eIn the present
embodiment, data of a preset format - 21 -
5 present 15014443 Type A, the data portion of the SELECT
command is not defined. That is, the SELECT command of
FIG. 9 has the structure having a data portion attached
to the SELECT command defined in the present 15014443
Type A.

10 The definition portion 901 indicates Cascade Level
(CL). In the example shown in FIG. 9, Cascade Level 1is
“SEL” and indicates that the command is a SELECT
command. In IS014443 Type A, it is defined that “SEL”
indicates a SELECT command. The parameter portion 902

15 indicates Number of Valid Bit (NVB). The parameter
portion 903 indicates Unique Identification (UID) of
Cascade Level n (CLn). That is, the identification
portion 903 indicates unique identification information
(UID) .

20 The data portion 904 is an area in which data can
be stored. 1In the example shown in FIG. 9, the data
portion 904 in the SELECT command is called Higher
Layer INF (INFormation). Further, the check code
portion 905 stores code information (CRC A) used for

25 checking data of the entire portion of the command
(SELECT command) .

In the present embodiment, data of a preset format



can be stored in the data portion 904. In the data portion 904, one or a Plurality of commands
(command AFFP) of a preset format can be stored. For example, each command is stored as TLV
data in the daportion 904. In each TLV data stored in the data portion 904, whether or not data of
Value is a command is determined based on the value of Tag. SIC. 10 shows the configuration of
a response with respect to the SELECT command shown in FIG. 9. 10In the configuration example
shown in FIG. 10, the response with respect to the SELECT command includes an identification
portion 1001, data portion 1002 and check code portion 1003. In the identification portion 1001,

information indicating apracess far-aicammand ig steredo inctherexample shawarie Rigt 40,
information (SAK: Select AcKknowL d ) Indicating that a process for the SELECT command is
terminated is stored pin18024443 Type ¢ itds defined tieat'SAKY is therespdasd ot SELECT

command. 20The data g})ortion 1002 is an areawhich data can be stored. The data portion 1002 is a
response (Higher LayeP RespbnéeFddirespohdintfto MigheP Eayerikedof thg<§EI§I§épf'pc]0?‘nmand

shown in FIG. 9. That js the data pertion 1002 containsa response with fespect to oneor 2oa plurality

of commands attached to the data portion (higher Layer INF) 904 of the received command. Further,

response data with respect toreachccommandads o 22 o:staredrwitha paeset data farmat ¢fot example,
with th TLV structure) in the data portion 1002. The check code portion 1003 stores code information
for checking data of e Wiole fesponse BNextOa pfocess fof tife SENETTcorfintamiet ithesd

contactiess IC card %A%géplghne&e value of Tag.

FIG. 10 shows the configuration of a response with
respect to the SELECT command shown in FIG. 9.

10 In the configuration example shown in FIG. 10, the
response with respect to the SELECT command includes an
identification portion 1001, data portion 1002 and
check code portion 1003. In the identification portion
1001, information indicating a process for a command 1s

15 stored. In the example shown in FIG. 10, information
(SAK: Select AcKnowledge) indicating that a process for
the SELECT command 1s terminated is stored. 1In
158014443 Type A, 1t 1s defined that “SAK” is the
response of the SELECT command.

20 The data portion 1002 is an area in which data can
be stored. The data portion 1002 is a response (Higher
Layer Response) corresponding to Higher Layer INF of
the SELECT command shown in FIG. 9. That is, the data
portion 1002 contains a response with respect to one or

25 a plurality of commands attached to the data portion
{(Higher Layer INF) 904 of the received command.

Further, response data with respect to each command is



PIG. 11 is a flowchart for illustrating an example of the process for the SELECT command in the
contactless IC card 2. 10In this example, first, it is supposed that the contactiess IC card 2 has
received a SELECT command from the 1C card processing apparatus | (step S1101). The control
element 21 of the contactless :C card 2 recognizes that the received command is the SELECT
15command shown in FIG. 9 based on information of "EEL)' stared in the definition portion 901 of the
received command. For example, as shown in FIG. 9, the SELECT command has a data portion as
Higher Layer INF. In Higher Layer INF, one Of a plurality of commands 20(second commands) can be

stored.  When receiving the; SELEC Toeempiandg; the eontrel element 2k efthe-goniacetiessHe card 2
collates USD contained in the received SELECT command (step 51102). If collation. of 319 fails, the
control element 21 séisV25the ¢ohtactiess IC Eafd 24it a stateto waitlfod feceplion oflzeséxt command.

If collation of USD is succeeded (YES in step 51102), the control element 21 - 23 - determines
whether or not data (FigheFCaye (fl{]F){rlbsaére%ﬁtr fthe taCeived SELECT Romtfarid (3tep 87103).

If it is determined that.no.dafa is present in.thereceiyed SELECT command (NO in step S1103), the
control element 21 transmits response data to the effect that the process is normally terminated as the

processing résult of the SENEET ,commandde thef ¢C carceproEessing @pparatus 1r(step=S1109) and is
set into a state to wait for command reception. 10If it is determined that data is present in the
contactless IC card 2 is explained.

FIG. 11 is a flowchart for illustrating an example
of the process for the SELECT command in the
contactless IC card 2.

10 In this example, first, it is supposed that the
contactless IC card 2 has received a SELECT command
from the IC card processing apparatus 1 (step S1101).
The control element 21 of the contactless IC card 2
recognizes that the received command i1s the SELECT

15 command shown in FIG. 9 based on information of “SEL”
stored in the definition portion 901 of the received
command. For example, as shown in FIG. 9, the SELECT
command has a data portion as Higher Layer INF. In
Higher Layer INF, one or a plurality of commands

20 (second commands) can be stored.

When receiving the SELECT command, the control
element 21 of the contactless IC card 2 collates UID
contained in the received SELECT command (step S51102).
If collation of UID fails, the control element 21 sets

25 the contactless IC card 2 in a state to wait for
reception of a next command. If collation of UID is

succeeded (YES in step S$1102), the control element 21



data portion 904 of the received SELECT command (YES in step 31103), the control element 21
sequentially acquires (extracts) data items (for example, data items in the data string unit of the TLV
structure) present 15in the data portion 904 of the SELECT command (step S1104). When acquiring
one data from the data portion 904 of the SELECT command, the control element 21 determines
whether or not the data is a command (second command) ¢step S1105). For example, the control.
20element 21 determines whether or not each data contained in the data portion 904 is a command
based on identification information of the data. When data with the TLV structure is stored in the data

portion 904, whethergach data issa gpathanrd oF nabmay be-deternined .25kasediarrTag o©f each
data. In this case, the control element 21 can d’etermine whether each data is a corr]mand or not
according to the value@sf Sragtofieachidatac c@4ved  SERES Hetermiined thia okita extracted from the

data portion 904 of the SELECT.command is not a c(%m and IE(}NC in step S1105), the contrc%l element
21 determines whether or notnext data ijseﬁree%%ﬁfll% h&'¢ata port %@O&(Sstéjﬁgﬁﬁif’). Jrfnnexrf%ata IS

present in the data portjon; 94 (V&S in-step a4703), theontrokelement 21 returps the.pracess to step
31104 and performs a process of steps 31104 to 31107 for next data present in the data portion 904.
5 element 21 transmits response data to the effect that

the process is normally terminated as the processing
result of the SELECT command to the IC card processing
apparatus 1 (step 51109} and is set intc a state to
walt for command reception.

IO ~ If it is determined that data is present in the
data portion 904 of the received SELECT command (YES in
step S$1103), the control element 21 sequentially
acquires (extracts) data items (for example, data items
in the data string unit of the TLV structure) present

15 in the data portion 904 of the SELECT command (step
$1104). When acguiring one data from the data portion
904 of the SELECT command, the control element 21
determines whether or not the data is a command (second
command) (step $1105). For example, the control

20 element 21 determines whether or not each data
contained in the data portion 904 is a command based on
identification information of the data. When data with
the TLV structure 1s stored in the data portion 904,
whether each data is a command or not may be determined

25 based on Tag of each data. In this case, the control
element 21 can determine whether each data is a command

or not according to the value of Tag of each data.



Further, if it is determined that data extracted from the data portion 904 of the SELECT command is a
command (YES in step S1105), the control element 21 - performs a command process corresponding
to the command (second command) (step S1106). The control element 21 15incorporates the
processing result corresponding to the command (second command) attached to the data portion 904
into a response (SAN) of the SELECT command and outpyts the same to the IC card processing
apparatus 1. For this purpose, the control element 21 stores 20information indicating the processing
result performed according to the second command in a memory such as the working memory 23.

li there is no more next datagin the data pertion904-ef the SELECT commandydhatis;whes a
process of 25 steps 51105 to 31107 is performed for ail of the data items in the data portion 904 (NO

in step S1107), the coatrel element21Sets inforpationtindicatingthe: r@5i-sresalt of aprocess?
performed according to the second command in the date%}%c[)rtion 1002 of a response with respect 70

the SELECT commant (step 51608) it i adsuntéd tHal e froceS§MG tesait with r8<HEdt &6 each
5second command ig,data,(for example, data.-wih the TLV sfructyre) to.which identificgtion jnformation

set to correspond to each second command attached to the SELECT command is attached. When a
response having the @ata perion inMiflich . If next data is present in the data

portion 904 (YES in step $1105), the control element 21
returns the process to step S1104 and performs a
process of steps S1104 to S1107 for next data present
in the data portion 904.

10 Further, if it is determined that data extracted
from the data portion 904 of the SELECT command is a
command (YES in step $1105), the control element 21
performs a command process corresponding to the command
(second command) (step S1106). The control element 21

15 incorporates the processing result corresponding to the
command (second command) attached to the data portion
904 into a response (SAK) of the SELECT command and
outputs the same to the IC card processing apparatus 1.
For this purpose, the control element 21 stores

20 information indicating the processing result performed
according to the second command in a memory such as the
working memory 23.

If there is no more next data in the data portion
904 of the SELECT command, that is, when a process of

25 steps 51105 to 81107 is performed for all of the data

items in the data portion 904 (NO in step S1107), the

control element 21 sets information indicating the



10the processing result with resoect to the second command is set is formed, the control element 21
transmits the thus formed response to the IC card processing apparatus 1 (step 51109). Further, no
command is present in the data portion 904 of the 15SELECT command, the control element 21 may
transmit a response having the data portion 1002 omitted to the 10 card processing apparatus 1. FIG.
12 shows an example of a RATS (Request for Answer To,§elect) command used in 15014443 Type A.
20The RATS command shown in FIG. 12 is one example Jr a command used in the inntiaiization and
anti-collision process. In the example shown in FIG. 12, the RATS command includes .a definition

portion 1201, Parametes portionr 1202, data portion-T203hand according to the second
command in the data portion 1002 of a response with
respect to the SELECT command (step S1008). It is
assumed that the processing result with respect to each
5 second command is data (for example, data with the TLV
structure) to which identification information set to
correspond to each second command attached to the
SELECT command is attached.
When a response having the data portion in which

10 the processing result with respect to the second
command is set 1s formed, the control element 21
transmits the thus formed response to the IC card
processing apparatus 1 (step 51109). Further, 1if no
command is present in the data portion 904 of the

15 SELECT command, the control element 21 may transmit a
response having the data portion 1002 omitted to the IC
card processing apparatus 1.

FIG. 12 shows an example of a RATS (Request for
Answer To Select) command used in 15014443 Type A.

20 The RATS command shown in FIG. 12 is one example
of a command used in the initialization and
anti-collision process. In the example shown in
FIG. 12, the RATS command includes a definition portion
1201, parameter portion 1202, data portion 1203 and

25 check code portion 1204. In the present IS014443 Type
A, the data portion is not defined in the RATS command.

Therefore, the RATS command shown in FIG. 12 has the



25check code portion 1204. In the present 15014443 Type A, the data portion is not defined in the
RATS command. Therefore, the RATS command shown in FIG. 12 has the - 26 - structure obtained
by attaching the data portion to t; e RATS command defined by the present 1IS014443 Type A. The
definition portion 1201 indicates Start Byte. In the example shown in PIG. 12, Start Byte is set to "50".
The parameter portion 1202 indicates a to-be-set parametgr (Parameter). The data portion 1203 is an
area in which data can be stored. In the example shown in FIG. 12, the data portion 1203 in the RATS
command is called Higher Layer INF (INFormation). Further, the 10check code portion 1204 stores

- code information (CRE A)usedfor shecking data af-theavhole pertionsefihe gommand {RATSe
command). In this embodiment, data of a preset format can be stored in the data portion 1203. In
the data portion 151263 Sorecora plurdkity ofedmiands(confragnd APYIDY dadbe ststed with a

preset format. For example, in the data portion 1203, each command.is stored as data with the TLV
structure. Data with the TL\?gﬁugtﬁéfé% Hath §rihg Y Q\/h]rélg%ﬁag1 agfa?i‘é%athgggtgtan%ygglm 20data

are sequentially arrapged;, Lag indicates idenification-informationgf the data string. Lengthdndicates
the length of Value data following immediately after the above data. Value data is an actual data value.
Whether TLY data stated in thehdataarameter portion 1202 indicates a to-be-set
parameter (Parameter). The data portion 1203 is an
area in which data can be stored. In the example shown
in FIG. 12, the data portion 1203 in the RATS command
is called Higher Layer INF (INFormation). Further, the
10 check code portion 1204 stores code information (CRC A)
used for checking data of the whole portion of the
command (RATS command) .
In this embodiment, data of a preset format can be
stored in the data portion 1203. 1In the data portion
15 1203, one or a plurality of commands (command APUD) can
be stored with a preset format. For example, in the
data portion 1203, each command is stored as data with
the TLV structure. Data with the TLV structure is a
data string in which Tag data, Length data and Value
20 data are sequentially arranged. Tag indicates
identification information of the data string. Length
indicates the length of Value data following
immediately after the above data. Value data 1is an
actual data value. Whether TLV data stored in the data
25 portion 1203 is a command or not 1is determined based on
Tag.

FIG. 13 shows the configuration of a response with



25portion 1203 is a command or not is determined based on Tag. - 27 - respect to the RATS
command. shown in FIG. 12. In the configuration example shown in FIG. 12, a response (A1S) with
respect to the PATS command includes TL 1301, TO 1302, TAM 1303, TB(1) 1304, TC(1) 1303, Ti
1306, ..., Tk 1307.TAM 1303 to TC(1) 1305 following after TO 1302 are interface bytes (Interface
Bytes). Ti 1306 to TR 1307 ar historical bytes (Historical Bytes). The data portion 1308 is an area in
which data can 10be stored. The data portion 1308 is a response (Higher Layer Response)
corresponding to Higher Layer INF of the RATS command shown. in FIG. 12. That is, the data portion

1308 contains a respense der-one,orapluratity of semmands.attached toithe data portion (Higher
Layer 15INT) 1203 of the received command. Further, in the data portion 1308, information indicating
the processing result for eadhn coimenarehis istoredtwitina presat dats formrat {for example’ w th the TLV
structure). The check code portion 1309 stores code 20information. used for checklng data of the

WhOb[XHUOﬂOfﬂMEﬁ%ﬁBﬁgée (ATS) with respect to the RATS command
includes TL 1301, TO 1302, TA(1l) 1303, TB{(1l) 1304,

5 TC(1) 1305, T1 1306, .., Tk 1307. TA(1l) 1303 to TC(1)
1305 following after TO 1302 are interface bytes
(Interface Bytes). T1 1306 to Tk 1307 are historical
bytes (Historical Bytes).

The data portion 1308 is an area in which data can
10 be stored. The data portion 1308 is a response (Higher
Layer Response) corresponding to Higher Layer INE of
the RATS command shown in FIG. 12. That is, the data
portion 1308 contains a response for one or a plurality
of commands attached to the data portion (Higher Layer
15 INF) 1203 of the received command. Further, in the
data portion 1308, information indicating the
processing result for each command is stored with a
preset data format (for example, with the TLV
structure). The check code portion 1309 stores code
20 information used for checking data of the whole portion
of the response.
Next, a process for the RATS command in the
contactless IC card 2 1is explained.
FIG. 14 is a flowchart for illustrating an example
25 of the process for the RATS command in the contactless

IC card 2.

In this example, first, it i1s assumed that the



Next, a process for the RATS command in the contactlesscard 2 is explained. FTG.1l4isa
flowchart for illusxrat ng an example 25of the processthe RATS command in the contactiess IC card 2.
In this example, first, it is assumed that the - 28 - contactless IC card 2 has received a RATS
command from the IC card processing apparatus 1 (step S1401). For example, as shown in FIG. 12, in
the RATS command, the data portion 1203 can be attachgg as Higher Layer INF. 5In Higher Layer
INF, one or a plurality of commands (second commands) can be stored. When receiving the
RATS command, the control element 21 of the contactless IC card 2 sets a parameter contained in the

parameter portion 12&hefkkthe seceived RAT S cammang(siep:81402n VWhen apanametermspecified
by the parameter portion 1202 is set, the control element 21 determines whether or not data (Higher
Laver INF) is present fitthereeéivediRATS TohitHand (5tép 51203). 51EPisSdéterminedihat no data

is present in the received TS command (NO| p 51403), the co ro Iement21 tran mits
’%%g gt

response data to the Ceffect that & proce%‘é”l)s AOrmally tefrina ed as Ef“he processmg result o the RATS

command to the IC card pracgssing apparat s 201{step31409) andds set,into-asstate to pait for
5 In Higher Layer INF, one or a plurality of commands
(second commands) can be stored.

When receiving the RATS command, the control
element 21 of the contactless IC card 2 sets a
parameter contained in the parameter portion 1202 of

10 the received RATS command (step S1402). When a
parameter specified by the parameter portion 1202 is
set, the control element 21 determines whether or not
data (Higher Layer INF) 1is present in the received RATS
command (step S$1403).

15 If it is determined that no data is present in the
received RATS command (NO in step S1403), the control
element 21 transmits response data to the effect that a
process 1is normally terminated as the processing result
of the RATS command to the IC card processing apparatus

20 1 (step S1409) and is set into a state to wait for
command reception.

If it 1s determined that data is present in the
received RATS command (YES in step S$S1403), the control
element 21 sequentially acquires (extracts) data items

25 (for example, data items in the data string unit of the
TLV structure) present in the data portion 1203 of the

RATS command (step 351404). When acquiring one data



command reception. If it is determined that data is present in the received RATS command (YES
in step S1403), the control element 21 sequentially acquires (extracts) data items 25(for example, data
items in the data string unit of the TLV structure) present in the data portion 1203 of the RATS
command (step 31404). When acquiring one data - 29 - from the data portion 1203 of the RATS
command, the control element 21 determines whether ornpt the data is a command (second
command) (step 51405). For example, the control element 21 determines whether or not each data
contained in the data portion 1203 is a command based on identification information of the data. When
data with the TEV strtietreds stareddn the-daterpartion 1203 -whether sachgataadcoramand or not
may be determined based on Tag of each data. In 10 this case, the control element 21 can determine
whether each data isc@ebifrand erABtaccording s the valushot Tejofdachdath e Aditds
determined that data, extracted from thf datzrp rtion 1203 of thetRAT?104o mand ELs not a command
(NO in step S1405), the 808’[?8]%8[&%6 £21de er?n?ﬁnénsa%ﬁéthe? ornot next cfa‘ta IS Brresent in the data

portion 1203 (step S1497), {tnextdata.ispresentindhe data porion-L20B(YES, inster S1405), the
control element 21 returns the process to step S1404 and performs a 20process of steps 31404 to
51407 for next data preseat inrthezdata portioni 1208. Furthes, ifld is:determined that datasextracted
from the data portion 1203 of the RATS command is a command (YES in step 31405), the control
element 21 command based on identification information of the
data. When data with the TLV structure is stored in
the data portion 1203, whether each data is a command
or not may be determined based oﬁ Tag of each data. In
10 this case, the control element 21 can determine whether
each data is a command or not according to the value of
Tag of each data.
If it i1s determined that data extracted from the
data portion 1203 of the RATS command is not a command
15 (NO in step $51405), the control element 21 determines
whether or not next data is present in the data portion
1203 (step S1407). If next data 1s present in the data
portion 1203 (YES in step S51405), the control element
21 returns the process to step 51404 and performs a
20 process of steps 51404 to S1407 for next data present
in the data portion 1203.
Further, 1f it 1s determined that data extracted
from the data portion 1203 of the RATS command is a
command (YES in step S$1405), the control element 21
25 performs a command process corresponding to the command

(second command) (step S$1406). The control element 21

incorporates the processing result corresponding to the



23performs a command process corresponding to the command (second command) (step S1406).

The control element 21 incorporates the processing result corresponding to the - 30 - command
(second command) attached to the data portion 1203 into a response (ATS) of the RATS command
and outputs the same to the IC card processing apparatus 1. For this purpose, the control element 21
stores Sinformation indicati g the result of the process. petfprmed according to the second command in
a memory such as the working memory 23. If there is no more next data in the data portion 1203 of
the RATS command, that is, when a process of 10steps 31405 no 31407 is performed for all of the

data items in the data periomn1203NQdN stepS1407) the eoritpl etemeant 2k setsdnformation
indicating the result of the process performed according to the second command in the data portion
1308 of a response With 35¢¢specetoth8RATS coimand {step 31868) |dgmmand and

outputs the same to the IC card processing apparatus 1.
For this purpose, the control element 21 stores
5 information indicating the result of the process
performed according to the second command in a memory
such as the working memory 23.
If there is no more next data in the data portion

1203 of the RATS command, that is, when a process of

10 steps S1405 to S1407 is performed for all of the data
items in the data portion 1203 (NO in step S$1407), the
control element 21 sets information indicating the
result of the process performed according to the second
command in the data portion 1308 of a response with

15 respect to the RATS command (step S1408). It is
assumed that the processing result with respect to each
second command 1s data ({for example, data with the TLV
structure) to which identification information set to
correspond to each second command attached to the RATS

20 command 1is attached.

When a response (ATS) having the data portion 1308

in which the processing result with respect to the
second command is set is formed, the control element 21
ftransmits the thus formed response to the IC card

25 processing apparatus 1 (step $1409). Further, if no
command is present in the data portion 1203 of the RATS

command, the control element 21 may transmit a response



assumed that the processing result with respect to each second command is data (for example, data
with the TLV structure) to which identification information set to correspond to each second command
attached to the RATS 20command is attached. When a responsehaving the data portion 1308 in which
the processing result with respect to the second command is set is formed, the control element 21
transmits the thus formed response to the IC card 259roc§§smg apparatus 1 (step S1409). Further, if
no command is present in the data portion 1203 of the RATS command, the control element 21 may
transmit a response - 31 - having the data portion 1308 omitted to the IC card processing apparatus 1.

As described above, whenthewoontactless 46.card of thisembadiment regeives arfirsteammand from
the external device, the IC card performs a process corresponding to the first command and

determines whether orotarneiorda plupality 'of se¢ond commands are contained in the first command.
When the second commands are contained in the first command, the 10contactiess IC card performs

a. process corresponding to’sach SEcohaCbrmmana; THE EBntalfieS R 24rd 618 ifforMiati
indicating the procesgipg,rgsult for,the second command.in th%]d]?é? partion.of the respanse with

respect to the first command and transmits the same to the external device. According to this
embodimentsthe nursberefcommenications between-theccomtactiess dCcard anddbe contactless :C

card processing apparatus can be reduced and a command process by contabtless communication
can be efficiently perfotimiggsponding to the first command and determines
whether or not one or a plurality of second commands
are contained in the first command. When the second
commands are contained in the first command, the

10 contactless IC card performs a process corresponding to
each second command. The contactless IC card sets
information indicating the processing result for the
second command in the data portion of the responsé with
respect to the first command and transmits the same to

15 the external device. According to this embodiment, the
number of communications between the contactless IC
card and the contactless IC card processing apparatus
can be reduced and a command process by contactless
communication can be efficiently performed.

20 Further, a command for the initialization and
anti-collision process can be applied as the first
command and a command to be executed after
communication is set up by the initialization and
anti-collision process can be applied as the second

25 command. As a result, a command to be executed after
communication is set up by the initialization and

anti-collision process can be transmitted by use of a



20Further, a command for the initialization and anti-coll'elon process can be applied as the first
command and a command to be executed after communication is set up by the initialization and
anti-collision process can be applied as the second command. As a result, a command to be executed
after communication is set up by the initialization and anti-collision process can be transmitted by use
of a command for the initialization and anti-collision process. Further, in the initialization and
anti-collision process and in a process after the initialization and anti-collision process, the number of
communications between the contactiess IC card and the contactless IC card processing apparatus

can be reduced and a gommand process by.gantagtiess,commuynigation cap beefficiently performed.
While certain embodiments have been described, 10these embodiments have been presented by way

of example only, andraredwot intended to: imijt the scope dhtheliaventans>indeed the novel
embodiments described herein may be embodied in a variety of other forms; furthermore, various
omissions, substitutiGis-and 25eRarges IRTAE $61 df thelémPoBiRmsrits Bledéritied Rérin may be

made without departllng from ltq% asgllrlt of thedlnvegtlonsg gpfs%cgomrr,%)ﬁ%ggm claltni]ls aplgl }n%%"

. . 1la n, an ancl-. n . r ..
equivalents are intended t6 Covér such forms of modifications as all within the scope and spirit

200f the inventions. MCSLLRunications between the contactless IC card and
the contactless IC card processing apparatus can be
reduced and a command process by contactless
communication can be efficiently performed.
While certain embodiments have been described,

10 these embodiments have been presented by way of example
only, and are not intended to limit the scope of the
inventions. Indeed, the novel embodiments described
herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions and

15 changes in the form of the embodiments described herein
may be made without departing from the spirit of the
inventions. The accompanying claims and their
equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit

20 of the inventions.



- 33 - WHAT IS CLAIMED IS: 1. A mobile electronic device comprising: a communication
module configured to make contactiess data communication with an external device, 5a first command
processing module configured to perform a process corresponding to a first comm@@q(glﬂat comprises
formats containing a command identifier portion and a data portion received from the external device,
a determining module configured to determine whether g 10 second command is contained in the data
portion of the first command, a second command p?ogce“ssing module configured to perform a
process corresponding to the second command if the %eter ' ing gqodule determines that the second
S

command 15 is contained in the data portio"rlanﬁ‘rtheI irsSt domian , and a response processing module

configured to set a progessing resiitof the secend, cemmand-execited by the;second command
processing module in a data portion of a response indicating a processing result of the first 20

command executed bydhe dirst.conamand processing moddliesand: ttahsmit e samettothe external
device. 2. The mobile electronic device according to claim 1, wherein the first command is a

command used $6rt@n SRETEBISIOR HroBesE With e R E&Fd &dedfidd 88 a 25 communication

destination ﬁnd the secaontd:.tc‘::osq‘]m(z:a(glttjmihs_j1 ggagk%%dcgostshlendgat% gg&ti%n g%l}l;lgifi(g%trceoymgnd.
perform a process corresponding to a first command that
comprises formats containing a command identifier portion
and a data portion received from the external device,

a determining module configured to determine whether a

10 second command is contained in the data portion of the
first command,

a second command processing module configured to
perform a process corresponding to the second command if
the determining module determines that the second command

15 1s contained in the data portion of the first command, and

a response processing module configured to set a
processing result of the second command executed by the
second command processing module in a data portion of a
response 1indicating a processing result of the first

20 command executed by the first command processing module and
transmit the same to the external device.

2. The mobile electronic device according to claim 1,
wherein the first command is a command used for an anti-
collision process with the IC card specified as a

25 communication destination and the second command is
attached to the data portion of the first command.

3. The mobile electronic device according to one of



3. The mobile electronic device according to one of MCSUP - 34 - claims 1 and 2, wherein the first
command is a command used for setting a communication parameter and the second command is
attached to the data portion of the first command. 54. The mobile electronic de\NtCeSéé@ording to one of
claims 1, 2 and 3, further comprising: a module that includes the communication module, the first
command processing module, the determining module, the second command processing module, and
the response 10 processing module, and a main body ?fﬁ:lu“ding the module. 5. The mobile
electronic device according to one of claims 1, 2, 3 and 4, wherein the mabile electronic device js an

IC card. 156. A ‘E]éféiﬁ%césﬁﬁa methdd oF &hIc 'daTd tHdthhaked esMtactess Hats EoRiHuMEsfion with
an external devigg, cqpiising: performing 2Peess carrespanding.foa first command

command 1s attached to the data portion of the first
command.

5 4. The mobile electronic device according to one of
claims 1, 2 and 3, further comprising:

a module that includes the communication module, the
first command processing module, the determining module,
the second command processing module, and the response

10 processing module, and

a main body including the module.

5. The mobile electronic device according to one of
claims 1, 2, 3 and 4, wherein the mobile electronic device
is an IC card.

15 6. A data processing method of an IC card that makes
contactless data communication with an external device,
comprising:

performing a process corresponding to a first command
that comprises formats containing a command identifier

20 portion and a data portion received from the external
device,

determining whether a second command 1s contained in
the data portion of the first command,

performing a process corresponding to the second

25 command when it is determined by the determining that the

second command 1s contained in the data portion of the



that comprises formats containing a command identifier 20 portion and a data portion received from
the external device, determining whether a second command is contained in the data portion of the
first command, performing a process corresponding to the second 25 commandy&iten it is determined
by the determining that the second command is contained in the data portion of the MCSUP - 35_- first
command, and setting a processing result with rgsgrgct to the second command in a data portion of
a response indicating a processing result of the first command and transmitting the 5 same to the

external device.firsg. gge dgl}%progrelasing method of the IC card according to claim 6, wherein the
first command is & comrmand used for an anti-collision process with the IC card specified as a

communication destination ang the sacondstd semmand is ajtached to the-datapartien of the, first
command. 8. The data processing method of the IC card according to one of claims 6 and 7,
wherein the firsteomanahdlis sacoraimandasetfor sétting zecgmmeaicationcating a

processing result of the first command and transmitting the
5 same to the external device.

7. The data processing method of the IC card
according to claim 6, wherein the first command is a
command used for an anti-collision process with the IC card
specified as a communication destination and the second

10 command is attached to the data portion of the first
command.

8. The data processing method of the IC card
according to one of claims 6 and 7, wherein the first
command is a command used for setting a communication

15 parameter and the second command is attached to the data
portion of the first command.

9. A device comprising:

a communication module configured to make contactless
data communication with an IC card;

20 a command processing module configured to generate a
first command containing a command identifier portion and a
data portion that set a second command, and to transmit the
first command to the IC card; and

a response processing module configured to receive a

25 response indicating a processing result of the first

command executed by the IC card, and to set a processing



15 parameter and the second command is attached to the data portion of the first command. 9.A
device comprising: a communication module configured to make contactless data communication
with an IC card; 20a command processing module configured to generate At ddmmand containing
a command identifier portion and a data portion that set a second command, and to transmit the first
command to the IC card; and a response proc§s§i g module configured to receive a 25
response indicating a processing result of the first command executed by the IC card, and to set a
processing MGSLER, £ 38 ¢ rsult ofhe seeand command in 2, data portion of the respanse.

response.



