WO 03/ 005178 PCT/ JP02/ 06630 DESCRI PTI ON Recordi ng Apparatus, Medium
Met hod, and related Conputer Program TECHNI CAL FI ELD 5 The present
i nventi onwoaiBabassto a recording apparatus, a recordi ng mPediJRm/06a30

recording nethod, and a related ogram the recordi ng apparatus
writing secure data such as encryéﬁggahﬁéygalrlghts managemnent

information, and billing information into 10 an SD nenory card or simlar

recor di N &8 i nBACKIRPEIND: ATs A sReld fufdi,gi dd thIA, "eANY CPEd d fed@
recording nediumused to record contents, secure data and the 15 |ike

d'Str'b“gﬁ%mQXr€e99U§§% rQiStribution service. Not only that, but the SD

nmenory c an store Stributed secure data with a hi gh IeveI of
confidentiality, and for this reason SD nenory cards are quickly gaining
t he confidence of contents 20 distribution service providers. Let ne now
describe _in le terns_the structure of the SD nenory card capabl e of
provi di n&'qﬁ?“éqﬂgéﬁ' | EdHLBf confidentiality. An SD nenory card incl udes
(i) a user data area in which content is recorded in encrypted 1 WO
03/ 005178 PCT/ IJP02/ 06683 ent invention relates to a recording

apparatus, a recording medium, a recording method, and
a related computer program, the recording apparatus
writing secure data such as encryption keys, rights
management information, and billing information into

10 an SD memory card or similar recording medium.

BACKGROUND ART
A secure digital (SD) memory card is a recording
medium used to record contents, secure data, and the
15 like distributed by a contents distribution service.
Not only that, but the SD memory card can store
distributed secure data with a high level of
confidentiality, and for this reason SD memory cards
are quickly gaining the <confidence of <contents
20 distribution service providers. Let me now describe
in simple terms the structure of the SD memory card
capable of providing this high level of
confidentiality. An SD memory card includes (i) a user

data area in which content is recorded in encrypted



form and (ii) a protected area in which secure data corresponding to the
content is recorded. The user data area can be freely accessed by an
appar at uswoaes/outireh the SD nenory card is connected. |n ceariRer66® t he
protected area can only be accessed if there is nutual authentication
between the SD nenory card and the apparatus. Thus, an apparatus provided
with a license by the contents distribution service provider to nanage

the distriButed aoeqts wikl phe, abler ba 10relearn th%l”@hu%leéﬁtrf@na' Ccaz%]i on
process, while access by an unaut hori zed apparatus will be denied at

nutual autBent L catd oR 51808 o | BT Sy dihe conlsegtal by pheseguis,

data is maintain nmut ual authentication is require aCcess

t he proteé d area thelf gtec% agea i S mana n3%§5|n a flle system

like any Of The?dther 24t eBE oh™ & SeMi Condact of ?Ep%@o 'ﬂ?ngtcfo a
conventlonla}l file aIIocatlontabIe(FAT file sgstem a single file is
managed i %Nd Ui & hGow® FReFOEVuSIRFE DY SRUPE Waks - aFPtha%ﬁthll'@ﬁlty
confidential, tends to be of small |6-byte or 64-byte size, which is |ess
than Sonet Rgnd? EQHTE Efiee & 2 of &anngirel ¥l Ust e C Besaise idf thisr parige

difference in size, storage space is very inefficiently used when one
pi ece of Ise(tu:eldazttathenﬁiwa63/00®511é&@€¥m]|20}2/306680nemory card and

the apparatus. Thus, an apparatus provided with a

license by the contents distribution service provider

to manage the distributed contents will be able to

10 clear the mutual authentication process, while access

by an unauthorized apparatus will be denied at the

mutual authentication stage. In this way the
confidentiality of secure data is maintained.

While mutual authentication 1is required to

15 access the protected area, the protected area 1is

managed using a file system, like any of the other

areas on a semiconductor memory card. According to a

conventional file allocation table (FAT) file system,

a single file is managed in a unit known as a “cluster”.

20 Secure data, although highly confidential, tends to

be of small 16-byte or 64-byte size, which is less than

one-hundredth the size of a single cluster. Because

of this large difference in size, storage space is very

inefficiently used when one piece of secure data is



stored in a single file. This problemcan be overcone by storing plural

pi eces of secure data together in a single file. However, the storage of
pl ural piwoas/afi7secure data 5 in single file eventually resuPtBIcksw t he
probl emof "fragnmentation” (i.e. unused areas |lying scattered between
used areas). Wien an SD nenory card is used over a long period of tine to
record distributed contents, a |large anount 10 of secure data accumnul ates
on the Shygensy Cakda Toe pyirberr ofi files on the SD nenory card can be
increased to neet storage needs . On the other hand, secure data 1is

del eted when Cofﬁﬁ%pgﬁg'o@l g{‘tg% bhegonEse r%gérglee%? o ata CO§ Z}Pr%% N

space of an SD nenory card is often I|mt secu spon
to new content ShO\lRJed pr ef erably be recor an_unused. ar.ea

froma defefiOn® HowevEdr® ‘bﬁ@augé Uhused? g&sr beddbne' sCat PEred ?%Jr zﬁgﬁout

a plurality of files _when plural pieces of ecure data are stored in a 20
single filf éweavgéar chhies sr%alflar‘éﬂ O Rt &3 he PhE € S 9 Fes HaveE indidded
areas available to wite secure data. |In addition, nutual authentication
is refuireld Sbeb@den fHel SDefRBiy Ak aﬁeqthétaﬁpparlattdseu P opEdremt @ £
access a file in the protected area, and this nutual 3 WD 03/005178

PCT/ JP02/066830ymentation” {(i.e. unused areas lying scattered

between used areas).
When an SD memory card is used over a long period
of time to record distributed contents, a large amount
10 of secure data accumulates on the SD memory card. The
number of files on the SD memory card can be increased
to meet storage needs. On the other hand, secure data
is deleted when corresponding content becomes
obsolete. Since the storage space of an SD memory card
15 is often limited, secure data corresponding to new
content should preferably be recorded in an unused
area arising from a deletion. However, because unused
areas become scattered throughout a plurality of files
when plural pieces of secure data are stored in a
20 single file, a search is required to determine which
files have unused areas available towrite secure data.
In addition, mutual authentication 1is required
between the SD memory card and the apparatus in order

to access a file in the protected area, and this mutual



aut henti cati on process becones an overhead that extends the tine required
to conplete a file access. Since this overhead is incurred in opening eac
file, mwboBiona78 s wasted searching for a file havi ng anPETURWE@E3MGr €,
and as a result a long period of tine is required to conplete the witing
of data. DI SCLOSURE OF THE | NVENTI ON The scattering of unused areas

t hroughout a 10 plurality of files can be avoided by performng "garbage

col l ecti @ni't RlGLEST NP iidh Or gelo ¢ 8 sl I8elcohBe UNUsedcareas d Hget hata+
However, garbage collection requires nmuch reading and witing of files.

senm condyGl O nEREDEY, £3f § ritHChRT; 8P 3P FBMRIYm Bard 45 4 el ydes; acfdash
menory, and the nunber of tinmes that the flash nenory can be rewitten is

limted . <h - ti. f '
garbage ST So 1'ah Booa s 3r* dnd or s hnaded TSt Sho Barchrpate
lif f the SD d. ,If b 20 |l ectipn.i t f d,
then UnUBGH Br dab™ Sochet &f 64 {PPoruROut TRE Bl bRl | fy of 19 1 B8 Hh8E ben
selected for witing. An object of the present invention is to provide a
recordi ng Tapp&htUE Sapab e of Swhi Hihyudded el @t % P& Wippd3/vbsaige is

PCT/ JP02/ 06630 at a hi gh-speed into unused areas scattered throughout
required to complete the writing of data.

DISCLOSURE OF THE INVENTION
The scattering of unused areas throughout a
10 plurality of files can be avoided by performing
“garbage collection” processing in order to collect
the unused areas together. However, garbage
collection requires much reading andwritingof files.
A semiconductor memory card such as an SD memory card
15 1includes a flash memory, and the number of times that
the flash memory can be rewritten is limited to several
hundreds of thousands of times. Thus, performing
garbage collection because of one or two unused areas
shortens the lifespan of the SDmemory card. If garbage
20 collection 1is not performed, then unused areas
scattered throughout the plurality of files must be
selected for writing.
An object of the present invention is to provide

a recording apparatus capable of writing secure data

h

A



a plurality of files. The above objective is achieved by a recording
apparatus for a recording nediumthat has a plurality 5 of files recorded
t her eon, weaoh/bilre having a plurality of entry areas. ThePCaaBoxkicas)
apparatus includes a reading unit operable to read condition information
fromthe recording nmedium the condition information showing for each file
whet her the file is 10 in a first condition in which one or nore entry

areas ar£t oty Gnusep e di Pnd SGPRE PR LN sida WRicChedl b n £ HE L%
areas are in use; a witing unit operable to specify a file in aTirst

condi tion, by ,r Il the,read condition information, and to wite
data 15 ?ht%léﬁiggﬁggg é%?rfﬁh%gggbf the specified file; and an updating
unit operable updq%e t he ondi%Lon Lnfornq%ion S s to shOM/th.
specified file as®h&img"Y S n°PHE S&cdohd dondPGioniIT A P% nd &fify &t tiS in
the specified file beconme in use as a result of the witing 20 of_ the
data by tHRPRT NS UhPE. 2ASCHF ATy 0P thE € 1P ukhdrle, P @Sndi Piloprality

information is provided that shows which of a plurality of files contain
unuse® e fy driehss Thugco ed&r wheh @ he Uhuse§ &F Bas faf bescat adrggg  a
t hroughout 5 WD 03/005178 PCT/JP02/ 06630 the plurality of files, a file
havi ng arp Unusedidreaof entry areas. The recording apparatus

includes a reading unit operable to read condition
information from the recording medium, the condition
information showing for each file whether the file is
10 in a first condition in which one or more entry areas
are not in use, or in a second condition in which all
the entfy areas are in use; a writing unit operable
to specify a file in a first condition by referring
to the read condition information, and to write data
15 into an unused entry area of the specified file; and
an updating unit operable to update the condition
information so as to show the specified file as being
in the second condition if all the entry areas in the
specified file become in use as a result of the writing

20 of the data by the writing unit.
According to this structure, condition
information is provided that shows which of a
plurality of files contain unused entry areas. Thus,

even when the unused areas are scattered throughout



can be quickly determ ned by referring to the condition information. Since
a total of two file access operations are required (i.e. once to open the
5 condi t iwo osbzarsmat i on, and once again to open the file PoauPoxoeasy unused
area), the recording apparatus does not have to search through and open a
plurality files to find a file having an unused area, and as a result the
time required to wite new content can be 10 shortened. Here, the

recordi ng REPaah ¥S MY fyf W therj 1 £RC| udera 1c& eabiviOnYnidn openabLe torereate
afilethat i1s in the first condition if all of the files on the

h
recordi ng; pdi yya ar grf?gmr%]?elr&% 0 rtnhfgn% g“gﬁyw. cond £ 19, %’gg?é} he, pgad

condition I nformati red to by t iting unit. A ing to
this structure,, a newfile is_created _hy the recordi ng apparatus ter all
the unused 2Rty T 4t eds” £F &Rt A i Pes” ﬁgveabegﬁ&v\? igttgﬁ, gﬁ’aotﬁ{é?fo
new files are not created unnecessarily. Because the nunber of files is

ni ni ni zed® C A5t r 8BS R G 1N T F et 619 By Sfbdl UmSanP BE ®fiPcP@fifythe
organi zed over the long term |f the recording nediumis an SD nenory

card, 5 tfeopAoteétoa jan éQ 1adft en a 3doRpaRats vl § 1dndlQ apea tdiendile
03/ 005178 PCT/ JP02/ 06630 of the total area of the SD nmenory card. To be
specific,having an unused area), the recording apparatus does

not have to search through and open a plurality files

to find a file having an unused area, and as a result

the time required to write new content can be
10 shortened.

Here, the recording apparatus may further
include a creating unit operable to create a file that
is in the first condition if all of the files on the
recording medium are shown to be in the second

15 condition when the read condition information 1is
referred to by the writing unit.

According to this structure, anew file is created
by the recording apparatus after all the unused entry
areas in existing files have been written, and thus

20 new files are not created unnecessarily. Because the
number of files is minimized, data recorded on the
recording medium can be efficiently organized over the
long term. If the recording medium is an SD memory card,

the protected area is often a comparatively small area



1% of the total area of the SD nenory card is allocated to the protected
area. As such, the nunber of files in the protected area is restricted.
However, wemawsx7$ the recordi ng apparatus descri bed abovecrIrozicass t he
nunber of files, the protected area can be used very effectively. BRIEF
DESCRI PTI ON OF THE DRAWNGS 10 Fig. | A shows an external view of an SD
menory card 100 according to an enbodinent 1 of the present invention;

Fig. 1B showg 1sérustw ala tawebs itth S mmﬁgréam@; T65I8e 465HOUS @,
physical layer in SD nenory card 100; 15 Fig.2 shows files and directories

in a userda p t K ry,card; ; FLg. ows
an internél gﬁgﬂéﬁgrng §énéggﬁéxgg'EE@?E??HEEH§E5§EH§H%%B§%h%1JJBQa%n§Q
correspondence, between a plurality_ of | 20 Key&Rul e Entr reas | h

pr ot ect edqaor e]ghaendp ré’ncp? ﬁ&aﬁ?tfro%/amrﬁféntssu%/ﬁ’t htéhﬁser?xﬁlgﬁ%raroeg; %I*i £8
shows an exenplary bitmap in an EPUBxxx. KEY file; Fb%@ 6 shows in detai
bit map set'th %ée énr%tﬁl%%ﬁi fFea Wp 65005178 PET JPRY/VBBI0 kygcause

EPUBxxx. KEY files; Fig.7 shows in detail a bitmap setting for an
) he recording apparatus described above minimizes the

number of files, the protected area can be used very

effectively.

BRIEF DESCRIPTION OF THE DRAWINGS
10 Fig.lA shows an external view of an SD memory card 100
according to an embodiment 1 of the present
invention;
Fig.1B shows structural layers in SD memory card 100;
Fig.1C shows a physical layer in SD memory card 100;
15 Fig.2 shows files and directories in a user data area
and a protected area of an SD memory card;
Fig.3 shows an internal structure of an EPUBxxx.KEY
file;
Fig.4 shows the correspondence between a plurality of
20 Key&Rule Entry areas in the protected area and
a plurality of contents in the user data area;
Fig.5 shows an exemplary bitmap in an EPUBxxx.KEY
file;

Fig.6 shows in detail bitmap settings for a plurality



EPUB0O05. KEY file when the Key&Rule Entry areas in EPUB0OOS5.KEY are set as
in Fig.6; 5 Fig.8 shows a bitmap in an SD EPUB. MG file; Fig. 9 shows in
detai |l a wotosmpsisetting in SD EPUB. MG when t he Key&Rul e PETUIPY2/@68as i n
the EPUBxxx. KEY files are set as in Fig.6; Fig. 10 shows the setting of a
conversion table storage 10 file when Key&Rul e Entry#3 i n EPUB0O0S5. KEY
corresponds to Content001; Fig.11A shows SD EPUB. MG and

EPUB0O01. KEY- EPUBO©5.H4EY pasx aE beimgifeay ped from a single cluster
according to an enbodinent 15 2 of the present invention; Fig.11B shows a

rel ationshi g betwegn, a8 ergsabhe bl pgk And, R, Op My &t ¢liusher §o Fi 9531C
shows an erasabl e bl ock-cluster relationship whenh x=1; 20 Fig.11D shows an

erasabl e bl ock: of poled o b8l AELONSN R JRER XTHE! kD, Rft Shows Aydelal bed

structure of the protected area according to an
present invention; 03[0 8 PCT/JPO%/ 0663Q Fig.12B shows an exanpl e
of y nunber of c}ﬂst%ﬁ\gﬁqgécg{’%g D" §t ot @ vo‘ﬂ%m&r}mhgg%ngnt

5 Fig.8 shows a bitmap in an SD_EPUB.MMG file;

Fig.9 shows in detail a bitmap setting in SD _EPUB.MMG
when the Key&Rule Entry areas in the EPUBxxx.KEY
files are set as in Fig.6;

Fig.10 shows the setting of a conversion table storage

10 file when Key&Rule Entry#3 in EPUBOOS.KEY
corresponds to Content001;

Fig.11A shows SD_EPUB.MMG and
EPUBOO1.KEY~EPUBOOS.KEY as each being formed
froma single cluster according to an embodiment

15 2 of the present invention;

Fig.11B shows a relationship between an erasable block
and one or more clusters;

Fig.11C shows an erasable block-cluster relationship
when x=1;

20 Fig.11D shows an erasable block-cluster relationship
when x=16;

Fig.1l2A shows a detailed structure of the protected
area according to an embodiment 3 of the present

invention;



information, the y nunber of clusters being part of a total of s nunber of
clusters included in 5 s nunber of erasable blocks; Fig.12C shows an

al | ocat i owomB/oedlost ers to store vol ume managenent i nf or NRCITAR2M%63D X=1;
Fig. 12D shows an allocation of cluster to store volune nmanagenent

i nformati on when x=16; 10 Fig. 13 shows a detailed | ayout of the protected
area after size adjustnent; Fig.14A shows a recordi ng apparatus as a piece

of gener@f gpurpases audl 9 eqHi PR R ?E'eg @Bﬁhg\@mgerrec%rfjl r&QléQFtaéi‘tsus
as a conput er or 15 sinilar pi ece of informafion equipment; Fig.15 shows

an internal strugciyre th eadI‘ECOEgI ng % E%t us 4?5?‘{1%5'9 to,an aeg‘%%dé ment 4

of the present | AVent | on: Fig i's a ovvchar a Wite processing
operation; 20 Fig. 17 is . a flo art of produ t| ocessin operation
ohd Fi o 18 i 5 a HTSRHBAC bP e qot &6 T BEBSE, 0h gkt heion.D 8 LA 87 665178
PCT/ JP02/ 06630 BEST MODE FOR CARRYI NG QUT THE | NVENTI ON Enbodi nent 1 A
recordi ng medi ur hc@ortd? hg ¥ oCéntfodi wdey ff clusters included in

5 s number of erasable blocks;
Fig.12C shows an allocation of clusters to store
volume management information when x=1;
Fig.12D shows an allocation of cluster to store volume
management information when x=16;
10 Fig.13 shows a detailed layout of the protected area
after size adjustment:;
Fig.14A shows a recording apparatus as a piece of
general-purpose audio equipment;
Fig.14B shows a recording apparatus as a computer or
15 similar piece of information equipment;
Fig.15 shows an internal structure of a recording
apparatus according to an embodiment 4 of the
present invention;
Fig.16 is a flowchart of a write processing operation;
20 Fig.17 1is a flowchart of reproduction processing
operation; and
Fig.18 1is a flowchart of a delete processing

operation.



the present invention is described wth reference to 5 the draw ngs. The
recordi ng medi um described is an SD nenory card. An SD nenory card is ideal
for descrwbioagosivhe characteristics of the present inventipan/Jpexwaxe of
the high level of confidentiality with which secure data can be stored. 10
Fig. 1A shows an external view of an SD nenory card 100. SD nmenory card
100 has a length of 32. Omm a width of 24.0nm and a thickness of 2.1 mm

Thi's post@gg 15t oD E SiFAER Ald ORR YSENEE®UY opne 1OQviEnBe cawsi |y handl ed.
Ni ne connectors are provided on SD nenory card 100 to 15 facilitate contact

W th an aﬂg@r@&ﬁleﬁgd ©on the side of SD nmenory card 100 is provided a
protection swtch 1 that allows a user to nanually determ ne V\/net her or

not stored content can_he rewiit Fl B WS e st ural ayers. of
SD nemory 20 clgr%lefdbrg,&s %hO\Nﬂél n gﬁ%’ %ﬂ)%n%rmrlgy ecné%) OH c%(ué’efs

i) a physjcal layer in,which content securel st.ored to ether wth an
((anz:rypltol gthhﬁetp rdﬁé/erﬂt'gﬁtnsv frRrtagRRentS i %F(?rchﬁtllbo% cBrlrte%pBﬁcﬁg?tﬁ SC Ehé ©

content, (ii) a file systemlayer which is accessed 10 WD 03/005178
PCT/ JP02/B630 * dHddtIsn & 1 ¢l é%f@ééialt‘i‘@nmt%b’re‘"( TS CIrSP PELC 19908 SD t he

smal | est accessible unit being a cluster, and (iii) an application |ayer
i n whi ch reagyoypyedacont eAn SD memory card is ideal for describing

the characteristics of the present invention because
of the high level of confidentiality with which secure
data can be stored.

10 Fig.1lA shows an external view of an SD memory card
100. SD memory card 100 has a length of 32.0mm, a width
of 24.0mm, and a thickness of 2.1mm. This postage stamp
size allows SD memory card 100 to be easily handled.
Nine connectors are provided on SD memory card 100 to

15 facilitate contact with an apparatus, and on the side
of SD memory card 100 is provided a protection switch
101 that allows a user to manually determine whether
or not stored content can be rewritten.

Fig.1B shows the structural layers of SD memory

20 card 100. As shown in Fig.1B, SD memory card 100
includes (i) a physical layer in which content is
securely stored together with an encryption key and
rights management information corresponding to the

content, (ii) a file system layer which is accessed

10



conprising a copyrighted work is stored together with 5 secure data.
Fig.1C shows a structure of the physical |ayer of SD nenory card 100. As
shown i n Wo@3/005378 t he physical |ayer includes a system area/iJpy2/@esn dden
area 2, a protected area 3, an AKE processing unit 4, an AKE 10 processing
unit 5, a Ks decryption unit 6, a Ks encryption unit 7, and a user data
area 8. Systemarea 1 is a read-only area storing a nedia key bl ock (MB)

,_and a ngdigde §Do NGl teher coh be‘cha@%nb@abqwglgfm Af's@p/pﬁﬁ%“észﬁ@ JWhi ch
SD nenory card 100 15 i's connected is able to obtain an encryption key Knu

by readi ngthe d he, d r.r.ec I erfor
predetern?ned Sggga F%n£u5|§gg%%31$%g§ '&ﬁé anc&i)e’yllaB %ch%ﬂqyﬁ%ldatﬁéﬁi
with a de i.Ce, eg Kd b l%ﬁgk to . the ap araﬁ 20 H dden area 2 stores
the valid ériLch fofi By * i th Yn"sr Rk G Bt F&Fﬁé@%ﬁ?a?r?éﬁtsw‘ihe
apparatus if the apparatus correctly perforns the predeterm ned operation
usi ng t heCPERIT MRB' BAd arEd RY D @Rd @4 Yedi't it 2E@F Eetieeye ke 11W WO h
03/ 005178 PCT/JP02/ 06630 Protected area 3 is part of a non-volatile nenory
(e.g. SEEPREMUre Shai@ory card 100, and stores secure data such as
encryption keys, rights nmanagenent

Fig.1C shows a structure of the physical layer

of SDmemory card 100. As shown in Fig.1C, the physical
layer includes a system area 1, a hidden area 2, a
protected area 3, an AKE processing unit 4, an AKE

100 processing unit 5, a Ks decryption unit 6, a Ks
encryption unit 7, and a user data area 8.

System area 1 is a read-only area storing a media
key block (MKB), and a media ID, neither of which can
be rewritten. An apparatus to which SD memory card 100

15 is connected is able to obtain an encryption key Kmu
by reading the MKB and the media ID and correctly
performing a predetermined operation using the read
MKB and media ID in combination with a device key Kd
belonging to the apparatus.

20 Hidden area 2 stores the valid encryption key Kmu,
which is the encryption key obtained by the apparatus
if the apparatus correctly performs the predetermined
operation using the read MKB and media ID and a

legitimate device key Kd.

11



information, and the like. 5 Authentication & key exchange (AKE) units 4
and 5 conduct a "chall enge response” formof mutual authentication

bet ween twe oapppsarsaat us and SD nenory card 100 i n order t oPamtred/d6g30

aut henticate SD nenory card 100 and the apparatus. |f mnutual

aut hentication 10 is not successful, processing is termnated, and if

mut ual aut hentication is successful, an encryption key (i.e. session key

Ks) is shared hetyeenc 8l dempey 3card pl0P+aBd he FPPIAL HS-1 TRememory
aut henti cati on conducted by the apparatus 15 consists of three phases: a

first chaj Lenge phaseymd ihi % L EARANGECBNAPS: 0BNd o fi L3l VEL! Liccalion
phase. In the first c Iﬁenge phase, the apparatus generates a random
nunber, epcrypts the generated random nunher using,the obtained encryption
key K, Giii%berth the 20 oRdrybl B¢ 1 afdo Hhfter 1 bISD renbA) t4AT 106 as
a challenge value A. In the first response phase, SD nenory card 100 uses
the encryptEGE REy KAk rst 8Pt FRe hiddeh-area 2 to decrypt chal |l enge val ue
A, and sends the obtained result to the apparatus as a response 12 WO

03/ 008178 PCT/ FRo2hGes80 c alien B& ke Yy he xfdhan ger (ARl i om phasel & hal
apparatus decrypts challenge value A using its encryption key Kmu, and
conpares 3 hecdecdyptedaresuthallenge response” form of mutual

authentication between the apparatus and SD memory

card 100 in order to mutually authenticate SD memory

card 100 and the apparatus. If mutual authentication

10 is not successful, processing is terminated, and if

mutual authentication is successful, an encryption

key (i.e. session key Ks) is shared between SD memory
card 100 and the apparatus.

The authentication conducted by the apparatus

15 consists of three phases: a first challenge phase, a

first response phase, and a first verification phase.

In the first challenge phase, the apparatus generates

a random number, encrypts the generated random number

using the obtained encryption key Kmu, and sends the

20 encrypted random number to SD memory card 100 as a

challenge value A. In the first response phase, SD

memory card 100 uses the encryption key Kmu stored in

hidden area 2 to decrypt challenge value A, and sends

the obtained result to the apparatus as a response

12



wi th response value B sent from SD nenory card 100. 5 The authentication
conducted by SD nenory card 100 al so consists of three phases: a second
chal | engewoph@sd;8 a second response phase, and a second PETJPIX@EHI0ON
phase. In the second chall enge phase, SD nenory card 100 generates a
random nunber, encrypts 10 the generated random nunber using the encryption
key Knu stored in hidden area 2, and sends the encrypted random nunber to

the apparatusa@s & .chathengehval uei ret | nvichei §acoad irespopsea pRase, tthhe
apparatus uses its encryption key Knu to decrypt chall enge value C, 15 and

sends t he, gbtal ped; s esdldc +Q pSDs ey y 1088 5100 v ag \fe r egponsgival ue;P.g In
the second verification phaSse, SD nenory card 100 decrypts chal lenge val ue

Lhe secon at | |t wirth
esponse VAT brabnr FeAm e e L OEPREN T hE H R R LB i

i nval i d tion key _ Knmu in the mutual authenticati ot
charl ongeh VAot CRH it NALERCL Rbi b oPkpocid 0o > cpaIREd 88 TR 1 ne

nmut ual, aut henti cati on rocess will be terninated as a result. On the other
13 W0°03/ 005178 bew%%%%éwaﬁérm!} o Rt fat QuthBntSik aledho vy card
confirmed, AKEunits 4 and 5 perform an exclusive OR (XOR) operation using
chal | engel 08 @dss A g €1 sdhd edcritypretche@ hesd 2 :ugi Bgcond challenge

phase, a second response phase, and a second
verification phase. In the second challenge phase, SD
memory card 100 gener&tes a random number, encrypts
10 the generated random number using the encryption key
Kmu stored in hidden area 2, and sends the encrypted
random number to the apparatus as a challenge value
C. In the second response phase, the apparatus uses
its encryption key Kmu to decrypt challenge value C,
15 and sends the obtained result to SD memory card 100
as a response value D. In the second verification phase,
SD memory card 100 decrypts challenge value C using
its encryption key Kmu, and compares the decrypted
result with response value D sent from the apparatus.
20 If the apparatus uses an invalid encryption key
Kmu in the mutual authentication process, the
challenge values will not match their respective
response values, and the mutual authentication

process will be terminated as a result. On the other

13



encryption key Knmu to obtain session key Ks. 5 If encrypted data is sent to
SD nmenory card 100 from an apparatus to which SD nenory card 100 is
connect edwols/oaices ypti on unit 6 assunmes that the encrypt edTdROBOGKER Secur e
data encrypted using session key Ks, and uses session key Ks to decrypt
the 10 encrypted data. Ks decryption unit 6 then assunes the secure data
obtained as a result of decryption process to be legitimte, and wites

the decrypsad sectineudata1 4 0t & e o ateecs gdi ar 8a.n e &dCopmang, 4 9 cread
secure data is outputted 15 to SD nenory card 100 from an apparatus to

whi ch SD 4 neary %5}%]9 £x00r %ncoé‘i?%cltl?giﬁn@ﬁcr(% ﬂz?t”g‘g‘%% ak P8G5 u SERY ON

key Ks to encrypt e secure data store the pro area, and

outputs th rypt ed secure .data, to the apparatus, that issued,the .
command. %@a&rﬁ?%&? 2’ arde 8 fsng kée)’ pt 8fie§tne%ré’rpe% %ﬁepﬁretsugft thetn9
non-vol atil e nenory %e.}g. EEPROV) . However,, unlike protected area 3,

mutual alf RERYRLH OB %S Hoth™Peduf r &FP ¥ 8 anS&ppar&us S abdess user data
area 8. Encrypted contents are stored in user data area 8. If 14 WO

03/ 008178 PCT/ JFD2£ 0668 Pdne enct §pei ons ke Tt ead I rokh prootedtedcareh 30iG
legitimate, it can be used to decrypt the encrypted content stored in user
data areaf 8orSi age @mwparatus to which SD memory card 100 1is

connected, Ks decryption unit 6 assumes that the
encrypted data is secure data encrypted using session
key Ks, and uses session key Ks to decrypt the

10 encrypted data. Ks decryption unit 6 then assumes the
secure data obtained as a result of decryption process
to be legitimate, and writes the decrypted secure data
into the protected area.

When a command to read secure data is outputted

15 to SD memory card 100 from an apparatus to which SD
memory card 100 is connected, Ks encryptionunit 7 uses
session key Ks to encrypt the secure data stored in
the protected area, and outputs the encrypted secure
data to the apparatus that issued the command.

20 User data area 8 is, like protected area 3, part
of the non-volatile memory (e.g. EEPROM). However,
unlike protected area 3, mutual authentication is not
required for an apparatus to access user data area 8.

Encrypted contents are stored in user data area 8. If

14



reading/witing of data in protected area 3 depends 5 on the encryption by
Ks encryption unit 7 and decryption by Ks decryption unit 6, protected
area 3 ocapmnbs7be accessed legitimately if an appar at us pca/Jpuwdnessn SD
menory card 100 is connected conducts the AKE processing correctly. 10
Next, the structuring of files and directories in the SD nenory card
according to enbodi nent 1 is described. Fig.2 shows files and directories

in the usgh détnacr@f;e@l@rm Prokacd edr aigd §f r bhe SPJBMY ¥ eGar d  The
15 SD nmenory card O nbodi ne %, 1 is used to record content distributed by

a content s dj striputicon ;ger ﬁebénufsfb?%g't nd%gg% g}% déﬁ%#g)agtte%%t

cont ent IS an eI ectronic pu Ication

t he cont ent to b recgrded on .t he SD nenory 20 "card is an eI ctronlc

publ i cati oR." tl'%g | e Pont e publi B&tS on f%é“y Pe adafly news%éﬁ‘eci or tde
weekl y g ith el ect ron;éje&ubl ications such as these,_ new content
is distrib lé‘lgt Br dat iy or Fg, bRhdP ﬁ?\E?qihe@or?p’éfalaso% f& R ANt

such as nusic, this type 15 WO 03/005178 PCT/JP02/ 06630 of content becones
obsol éte @xatrénl%ﬁy QUi eknP t igr eoker, K9 deste T Bltel @pubknédti oh, &hed

publication is encrypted per article, per section, per
decryption by Ks decryption unit 6, protected area 3

can only be accessed legitimately if an apparatus to
which SD memory card 100 is connected conducts the AKE
processing correctly.

10 Next, the structuring of files and directories
in the SD memory card according to embodiment 1 is
described.

Fig.2 shows files and directories in the user data
area and the protected area of the SD memory card. The

15 SD memory card of embodiment 1 1s used to record
content distributed by a contents distribution
service. In the given example, the distributed content
is an electronic publication. The “SD_EPUB” in Fig.2
shows that the content to be recorded on the SD memory

20 card is an electronic publication. The electronic
publication may be a daily newspaper or a weekly
magazine. With electronicpublicationssuch as these,
new content is distributed either daily or weekly, and

thus in comparison to content such as music, this type

15



par agr aph, or per page using different encryption keys, 5 and each of these
encrypted parts are often treated as separate encrypted contents. If each
article, weaswdzamg paragraph, or page is treated as a sepa&Catieo2/@esn ent ,

t he nunber of contents distributed at one tine could be anywhere from
thirty to forty. This neans 10 that the nunber of contents that the SD
menory card 1is required to store will be very large. As such, the

del eting of olsoheteth coNtLnt candlst heo wEidtl 88 0f BeW r et EPt igutike BD.
menory card of enbodinent 1 will be conducted very frequently. 15 Nekxt,

the strugiyce ofehi)es and diggatopiasail the profeghed: ghea, and usep data

area is described in detail. As shown on the rig hal f of Fig.2, t

directories,in the praotect area .are structure ith_ _a root . directory on
top, and paglbé%_‘LEﬁsBl Ac;ilgr g%t %rglyC f)g%Ot%N% 82{3earn§" 5 tnl?hl\é\éIe st BPUB it Fé&t ot ypleé

pl aced a naster nagenent file "SD EPUB.(&/I\/E;', and a plurality of  secure
data st oraQE &9 TEL ™ EPUBIMET REVE S Y ERPUSHER! W?nt'ﬁgtﬁéwtké’w,keysr
"EPUB0O04. KEY", and "EPUB0O05. KEY". The structure of directories in the
user ®lat & Afle€ 3 §hsHdln t MSS RO DBLOVER 1& PCPAFPDS/ G680 ht Bie ¥ &2 hald of
Fig.2. Aplurality of encrypted content storage files "ContentOd ",

" Cont ent G02" , s e'PConedrg 0631 ¢ rgnd t'e@bntenn@0A tiss. pllatede et hea SDiEPUB,

section, paragraph, or page is treated as a separate
content, the number of contents distributed at one
time could be anywhere fromthirty to forty. This means

10 that the number of contents that the SD memory card
is required to store will be very large. As such, the
deleting of obsolete content and the writing of new
content in the SD memory card of embodiment 1 will be
conducted very frequently.

15 Next, the structure of files and directories in
the protected area and user data area is described in
detail. As shown on the right half of Fig.2, the
directories in the protected area are structured with
a root directory on top, and an SD_EPUB directory below,

20 and in the SD_EPUB directory 1s placed a master
management file “SD EPUB.MMG”, and a plurality of
secure data storage files “EPUBOO1.KEY”, “EPUBOO2.KEY”,
“EPUBOO03.KEY”, “EPUB004.KEY”, and “EPUBOO05.KEY”. The

structure of directories in the user data area is shown

16



directory in the user data area, and a plurality of 5 encrypted content
storage files "Content005", "Content006", and "Content007" is placed in

t he subdwoasaslys bel ow the SD EPUB directory. The secur e Pdatirozicosinage
files will now be described. The fil enanmes of the secure data storage 10
files are "EPUBOO1 . KEY", "EPUB0O02 . KEY", "EPUB0O03 . KEY", "EPUB004 .
KEY", and "EPUB0O5. KEY". The serial nunmbers "001", "002", "003", etc. ,

in the fidenames akerf £i he 1 surber g itgab .cleaphy rdant tiy eackdd kg dneldhe
protected area. 15 In the follow ng description, "EPUBxxx.KEY" is wused to

refer to C t agst ge «fi i i4f ed il g BubeEr
" XXX EIS'fJOng%eﬂKtEY f%?ccg&% c‘?%entf?flloée% byE dhrgtﬁrgga?ulnbers%8téqgtfek'p00%@

"003", ) rekerr »g. t he .f s .20 "

KEY", "EP%%H%gegﬁﬁdﬁé" 6538 kéeﬁgﬂéﬁ 4solon8]j%%§?§g hgl ﬁFB néers
i ncl uded reln Flg nt rnaI ructur f EP XXX, KE

shown i nof'—l? %ISLYBX %E@ i nc? ucfesgn nurr% &ﬁul Eﬁtarg za{r)éa € *and
a bitmap conS|st|ng of n 17 WO 03/005178 PCT/JP02/06630 nunber of bits.
The pPur &7 € Y LREYSRUFETENE PV areB§0Had%e . HAle sy #30ndse ngfi08g /on)

are aIIot‘ted one-to-one to t he .
“Content006”, and “Content007 is placed in the

subdirectory below the SD_EPUB directory.
The secure data storage files will now be
described. The filenames of the secure data storage

10 files are “EPUBOO1.KEY”, “EPUBO0O02.KEY”, “EPUBOO03.KEY”,
“EPUB0O04.KEY”, and “EPUBOO0S5.KEY”. The serial numbers
“001”, “002”, “003”, etc., in the filenames are file
numbers that clearly identify each file 1in the
protected area.

15 In the following description, “EPUBxXxxx.KEY” 1is
used to refer to a generic secure data storage file
identified by the file number “xxx”. EPUBxxx.KEY files
identified by the file numbers “001”, “002”, “003",
and so on, will be referred to using the filenames

20 “EPUBO0O01.KEY”, “EPUBOO0O2.KEY”, “EPUBOO3.KEY”, and so on,
having the file numbers included therein.

Fig.3 shows an internal structure of EPUBxxx.KEY.
As shown in Fig.3, EPUBxxx.KEY includes n number of

Key&Rule Entry areas and a bitmap consisting of n
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plurality of encrypted contents recorded in the user 5 data area, and are
areas of a constant length that are witten wth secure data such as
encrypti owolegssiasnd rights managenent information, each pcageowdsesthi ch
relates to a corresponding content. Rights managenent information is also
referred to as usage conditions. 10 For exanple, rights managenent
information is used in managing the copyright relating to content by
showi ng Jhgpeepditd ops 0f use of the content. Since the exenplary content
according to errboé)i ment 1 is an electronic publication, "usage" here

i ncludes the 1§_r{gpéqdlyg%ilolnt§n% ogéén@Rgf%%Eﬁn&grbgi %artég%du@{;d'eencg ption

key is information tised to decryp con e repr I n" order
to effect,yel mapage the copyright of contents,  encryption keys and
gt s ngeet FAFortat) 6 AT Be St orad Wi 056 hE G TEGer Gfthe
confidentiality, and for this reason they are recorded in encrypted form
in the KéykRialde! it rgfardedr YRo: £&cidq B &t E Fe Teh€ Pyif £ 6n ipt oeBSs,u s gach
conbi nati on of an encryption key and a piece of rights managenent
i nf or¥rat idbhtRuStr e ,ofa mdcamst @t € ak8 D ®3¢ 005178 NRCTY S PARY D66BG: t | &ngt h
(e.g. 16-bytes, 32-bytes, 64-bytes), which is determ ned by the encryption
met hod usedi tBeeausel t hi $ e come néd tleengtile H sa sorstanty,p t he rl engtyls o nelach
rights management information, each piece of which
relates to a corresponding content. Rights management
information is also referred to as usage conditions.
10 For example, rights management information is used in
managing the copyright relating to content by showing
the conditions of use of the content. Since the
exemplary content according to embodiment 1 is an
electronic publication, “usage” here includes the
15 reproduction and copying of the publication. An
encryption key 1is information used to decrypt the
content to be reproduced. In order to effectively
manage the copyright of contents, encryption keys and
rights management information must be stored with a
20 high level of confidentiality, and for this reason
they are recorded in encrypted form in the Key&Rule
Entry areas. To facilitate the encryption process,

each combination of an encryption key and a piece of

rights management information must be of a constant
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Key&Rul e Entry area nust also be constant. 5 The nunbers (i.e. #1, #2, #3,
and so on) in Fig.3 are the local nunbers of the Key&Rule Entry areas in
EPUBXxxX. KE®.03/603378) shows t he correspondence between the plcariabi/deg3oof
Key&Rul e Entry areas and a plurality of contents in the user data area. In
Fig.4, arrows 10 Akl to Ak7 show which content corresponds to which

Key&Rul e Entry area. In other words, the arrows show Content00l1l as

correspondieRgyte sacupe dagapstoeed N2 -Koy&RY e é@uﬁ'ike(@rr,ow%bh is
Content 002 as* corresponding to secure data stored in Key&Rule 15 Entry#2

Ak2)., ts 0 i t i A I
bt rvia (SEtSPRIGE B AR O PRI AN o 2R S ORIE. HOEEhLE LA
enmbodi nent 1. s _used o record.distributed gl ectronic epublicati

d
thus cont 887 8"l et 8T ¥R gfdat 0" Friedléncy. P S a gt & QLSR%F%%

Entry areas corresponding to the contents constantl o from"in wuse" to
"not in ubEY&KRE fi- Bt bt b Sich BPUBXxx L KEY iRei r?f%?%éﬁ Bh - that
facilitates the managenent of the Key&Rule Entry 19 WO 03/005178

PCT/ JB02/ 06630 Theeasimbed ohdi-sts 8fl n Hhdnbd3 ofa ddpisto fPAgs itthafiyg. 3
correspond one-to-one with the n nunber of Key&Rule Entry areas. Fig. 5
shows an axenptbhey lbdtedp nnmbers of the Key&Rule Entry areas in

EPUBxxx.KEY. Fig.4 shows the correspondence between
the plurality of Key&Rule Entry areas and a plurality
of contents in the user data area. In Fig.4, arrows

10 Akl to Ak7 show which content corresponds to which
Key&Rule Entry area. In other words, the arrows show
Content00l1 as corresponding to secure data stored in
Key&Rule Entry#1l (arrow Akl), Content002 as
corresponding to secure data stored 1in Key&Rule

15 Entry#2 (arrow Ak2), Content003 as corresponding to
secure data stored in Key&Rule Entry#3 (arrow Ak3),
and so on. As mentioned above, the SD memory card of
embodiment 1 is used to record distributed electronic
publications, and thus content is deleted with great

20 frequency. As a result, Key&Rule Entry areas
corresponding to the contents constantly go from “in
use” to “not in use”.

The n-bit bitmap in EPUBxxx.KEY is information

that facilitates the management of the Key&Rule Entry

19



EPUBxxx. KEY. In Fig. 5, the flag (1cv:n) of the wwth 5 bit fromthe head in
the n-bit bitmap shows the condition of the with Key&Rule Entry area in
EPUBXxxx. WBY3/0035ihe with Key&Rul e Entry area is identifi edPoy/Jpxockscal
nunber "v", and is referred to as Key&Rule Entry#v. |If the with bit flag
is "1", this shows that Key&Rule 10 Entry#v is witten with secure data,
and is "in use". |If the with bit flag is "0", this shows that Key&Rul e

Entry#v isrBats Wiad@ncd b isPedr @ faha fumde £i blfery -gata yataye behat
witten or data deleted) , and is "not in use"” or "enpty". ThusS by

det ect [ ng. 8302 s LA NeAl 5t dSctfle fead Of ridienehi £l § 18R, desiednat g

this flag as t h bit, and witing secure data 1nto Key& try#v,

the witi f sec data.is condugted in nner that fill.s the enpty
ar eas sca?’?g%@ﬁ a[%%%usghoa}fit%h'e %I ur%gllol‘f’f/ o?%f inEé{sefI%E(} AnYex rlrps)tlné?? sétting
of the n-bit bitmap in EPUBxxx.KEYi snowdescri bedi nd tai<l . This exenpl ary
bi t map set EPREx -hbn i hiFifgi96. 9m the &had el 1 Ve #1164 (the v
EPUBOOL. KEY to EPUBOOS5. KEY) are stored in the protected area. The hatched
space8 i Fitg. e omr kt h20 We @9/ 005178 'PCT/ 3 Pb2/ 663D tiMReP Ke§ RRU @ Ehbrey
areas currently in use, and the blank spaces mark the Key&Rul e Entry areas
currentlyconetitn ase £ Ashsewhi"ikeFisRub e &lrt riyeakey&RuheE Bt yxx . KEY .

The v'" Key&Rule Entry area is identified by the local
number “v”, and is referred to as Key&Rule Entry#v.
If the v' bit flag is “1”, this shows that Key&Rule
10 Entry#v is written with secure data, and is “in use”.
If the v bit flag is “0”, this shows that Key&Rule

Entry#v i1s not written with secure data (i.e. either

113

data yet to be written or data deleted), and is "not
in use” or “empty”. Thus by detecting a “0” flag nearest

15 the head of the n-bit bitmap, designating this flag
as the v'™ bit, and writing secure data into Key&Rule
Entry#v, the writing of secure data is conducted in
a manner that fills the empty areas scattered
throughout the plurality of files.

20 An exemplary setting of the n-bit bitmap in
EPUBxxXx.KEY is now described in detail. This exemplary
bitmap setting is shown in Fig.6. In the example, five

files (i.e. EPUBOO1.KEY to EPUBOOS5.KEY) are stored in

the protected area. The hatched spaces in Fig.6 mark

20



areas in EPUB0O01. KEY to EPUB004. KEY are in use. I n 5 EPUBO005. KEY, al
Key&Rul e Entry areas except for the third and fifth (i.e. Key&Rule Entry#3
and #5) awe osfosiose. Fig.7 shows the setting of the bitmapCraPoZERBeRBO05. KEY
when the Key&Rule Entry areas in 10 EPUBOOS5.KEY are as in Fig.6. Since
Key&Rul e Entry#3 and Key&Rul e Entry#5 in EPUBOO5. KEY are currently not in
use, the flag of the 3rd and 5th bits in the n-bit bitmap of EPUB005. KEY

are boththe" k¥henRga@!I e et § i $rie@ He M i kgt iRt 01 A5 EPUBO0S nE Y hayi ng
the bitmap shown in Fig.7, the search for a "0" flag nearest the head of

the bitmap) W k! syl dst e Bhd BiE k2 DR DI LTRR . ﬁpdatﬂ"@a§e%?r_edﬁ£§ﬁ)"’i H
thus be witten into Key&Rule Entry#3 - corresponding to the 3rd bit. This

concl udesyble 20 Seser! el g SBR: KDY g, 05,50, FEUR 0,

fileis d%spri_ i nmest er "nahager e and has
cor T eSporiE St (et BUA BAGHbeRFot T51 (04D G058 T FP03R06BSG - 1n
EPUBXxxX. KEY files stored in the protected area. Fig.8 shows the bitmap in
SD EPBB. MVBUR Q05 KB Y it helfll dge Y&R ¥ he dMtBivt & F6m 3 hexiseapltoff @ het biet map
i s hat ched.
third and fifth (i.e. Key&Rule Entry#3 and #5) are in
use.
Fig.7 shows the setting of the bitmap 1in
EPUBOOS.KEY when the Key&Rule Entry areas in
10 EPUBOOS5.KEY are as in Fig.6.
Since Key&Rule Entry#3 and Key&Rule Entry#5 in
EPUBOOS5.KEY are currently not in use, the flag of the
3 and 5'"" bits in the n-bit bitmap of EPUBOO05.KEY are
both “0”. When secure data 1is to be written into
15 EPUBOOS.KEY having the bitmap shown in Fig.7, the
search for a “0” flag nearest the head of the bitmap
will yield the 3% bit in the bitmap, and the secure
data will thus be written into Key&Rule Entry#3
corresponding to the 3'® bit. This concludes the
20 description of the EPUBxxXxx.KEY files. The SD_EPUB.MMG
file is described next.
SD _EPUB.MMG is a master manager file and has a

bitmap consisting of m number of 1-bit flags. The m

number of bits corresponds to the total number of
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The flag (1:_5 u< m of the uth bit shows the condition 5 of the uth file
fromanong the plurality of EPUBXxxx.KEY files. The uth file is the
EPUBXxxx. KE® 0Biobza7¢ dentified by the file nunber "u", that PCTIPERGRIL. KEY.
The two arrows, tyl and ty2, in Fig.8 showthe two possible values (i . e
. "0" or "1") of the flag of the uth bit . 10 If the uth bit flag in the
mbit bitmap of SD EPUB. MM is "1" (arrow tyl), this shows that all the

Key&Rul e £ BB ¥ x&r e@8 vi ¥ EPUBHW KEY el €1 sUE hentd yoikk ¢ise.d Qr éhe rof hers
hand, if the uth bit flag in the mbit bitmap of SD EPUB. MG is "0" (arrow

ty2), thishshpystih@tpliondy, the EVBELKEY MMbe has @l feast ope Ufly%
Key&Rule Entry area, or (||) t he EPUB#u KEY file itself does not exis

Thus, by a th I ead f
bltrrap, dczgl lrgSna ﬁ%g ?‘Fn s f ag;nagt% %E t ?blgmgpt |ln%g[:1)_rgge)gt?rﬂvg/§ata
i nto EPUB#U. KEY. corresponding to the uth t,. the unused areas in the
EPUBXXX. E? 189 w Isoble~f 1 &f i hhgn ‘hésjdcetl’ﬁl fng BrYesr the arrfijeion
nunmbers. As nentiqned above, if the uth bit flag in the 22 WO 03/005178
PCT/ JP02/ 96680 € SO EPUR RMEISIT rAfpOing togh e PM%#\MYo% B8P B pEssi BE
(1) EPUB#u. KEY has at | east one unused Key&Rule Entry area, or (ii)
EPU&AIKEWHM%%IfT@ﬁSJh file is the EPUBxxx.KEY file 1dent1fled

by the file number “u”, that is, EPUB#u.KEY. The two
arrows, tyl and ty2, in Fig.8 show the two possible
values (i.e. “0” or ”1”) of the flag of the u'® bit.
10 If the u'" bit flag in the m-bit bitmap of SD _EPUB.MMG
is “1” (arrow tyl), this shows that all the Key&Rule
Entry areas in EPUB#u.KEY are currently in use. On the
other hand, if the u'" bit flag in the m-bit bitmap
of SD EPUB.MMG is “0” (arrow ty2), this shows that (i)
15 the EPUB#u.KEY file has at least one unused Key&Rule
Entry area, or (ii) the EPUB#u.KEY file itself does
not exist.
Thus, by searching for a "0” flag nearest the head
of the SD EPUB.MMG bitmap, designating this flag as
20 the u'" bit, and writing secure data into EPUB#u.KEY
corresponding to the u'® bit, the unused areas in the
EPUBxxx.KEY files will be filled in an ascending order
of the file numbers.

As mentioned above, if the u'® bit flag in the
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not exist. However, how do we determ ne which of these 5 two conditions
applies? This problemis easily solved by referring to the directory entry
of the diweaBwmos178 n whi ch EPUB#u. KEY is placed. |If EPUB#®RCKHPIROG3X S, oOne
woul d naturally expect to find a fil enane "EPUB#u. KEY" identified by 10
the file nunber "u" in the directory entry. If this filenane does exists,
the "0"flag of the uth bit shows that EPUB#u. KEY has at | east one unused

Key&Rul e &pt iyp @ Bdmcl N EAUAGSE, ifs theg»Til engge ison08ikn dhe
directory emry, the " 0"f§ag o?%t he Sth blét’ShOWS t hat O15 lEPUB#u. KEY i tsel f

does not exLSl; phik | i B; Y g digghyiog cRossible gondiLians shgwn by § be

"0"fl ag the uth bit ~can be clearly distinguished nerely by searc |r%ig
the diregtory.entry.faor _the filenane "EPU Ve A enpl ar etting of
t he bitrr:%eg'nsy%bglfmﬁn%l\@ 30 §8 'noW désct ?ﬁ?ﬁ§#d%t glqe\; 'T’tlifes %igsrrpcﬁg
setting is . the sanme as that in Fig.6. Fi%.g shows the setting of the

bi t map i M 3D EPUBS VG MBS EPOROGL KEYCt BE ESUBBES 1 "REY Pt €Rad § H RGeS 6

. Since there are five files stored in the protected area, the flag of

bi ts Ri ghlev© 23°oW0 D8ATDE$78 PR/ UPEZ 06630 in the bitmap than the fifth
bit (i.e. 6th bit, 7th bit, 8th bit, ...) are all "0", which shows that
the files corrkEspengimgbtiemnheseeckigsslyi seol ERUBMIOH. KEY eanding to the

directory entry of the directory in which EPUB#u.KEY
is placed. If EPUB#u.KEY exists, one would naturally
expect to find a filename “EPUB#u.KEY” identified by
10 the file number “u” in the directory entry. If this

filename does exists, the “0°flag of the u'™ bit shows

that EPUB#u.KEY has at least one unused Key&Rule Entry

area. In contrast, if this filename is not in the

directory entry, the “0”flag of the u*" bit shows that

15 EPUB#u.KEY itself does not exist. In this way, the two

possible conditions shown by the “0”flag of the u*" bit

can be clearly distinguished merely by searching the
directory entry for the filename “EPUB#u.KEY”.

An exemplary setting of the bitmap in SD_EPUB.MMG

20 is now described in detail. The exemplary setting is

the same as that in Fig.6. Fig.9 shows the setting of

the bitmap in SD_EPUB.MMG when EPUBOO1.KEY to

EPUBOOS5.KEY are as in Fig.6. Since there are five files

stored in the protected area, the flag of bits higher
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above) do not exist. Furthernore, since all the 5 Key&Rule Entry areas

i ncluded in EPUBOOL1l. KEY to EPUB0OO4. KEY are currently in use, the first to
fourth bwoo3sjoosithe bitmap in SD EPUB. MG are all "1". Aspchgproddessod and
fifth Key&Rule Entry areas (i.e. Key&Rule Entry#3 and #5) in EPUBOO5. KEY
are currently not in 10 use, the 5th bit in the SD _EPUB. MMG bit map
correspondi ng to EPUBO05. KEY is "0". In the exenplary directory entry

setting shawpnd ¥ herlpyef hhal fe 9 £Rio: R, bfiid esi ERUBQYXR KEYE 0 EPWBOQS. KEY

are provided. This directory entry contains the filenanes and 15

ext ensi ongtmf PI%\IID\}L]JBOOL KEg(rteoaglfthOO@n KEY, 25 C\g{el %h%t St er}ggspceﬁg Ve, lfeis[ os

dates/tines o én"s'écured awas Wwitteninto ese files. Since

EPUBO006. KEY .a above do not exjst, filepames.corre ' to,t.hese
files ar eE%g#‘% gm%g:énlrf%entd?r etct’(()ers’ye enbtlrg.S Tﬁ&s‘,ebysgg%;ﬂeé]gér'i Iﬂg Yteoal?oq h
the directory entry and the SD EPUB. MMG bitmap it is possible to quickly
det er mi ne?jgt%"é‘? YEPOSDO REY RS &f 1 edst Tkt K re SEntFF arehlthif§ s
currently not in use. By searching for a "0" flag nearest the head of 24

WO 03P0054 28 FRWIPO2EDBEE3Y t A& SOSEPUB MVB IR Enap .t ddsF R PAg KhiYs ftlag

as the wuth bit, and openi ng EPUB#u. KEY corresponding to the wuth bit,
only a siRgIUsB @desKEdf ahe proteetrgdl siréa use, the first to fourth

bits in the bitmap in SD_EPUB.MMG are all “1”. As the
third and fifth Key&Rule Entry areas (i.e. Key&Rule
Entry#3 and #5) in EPUBOOS5.KEY are currently not in

10 use, the 5* bit in the SD _EPUB.MMG bitmap
corresponding to EPUBOOS.KEY is “0”. In the exemplary
directory entry setting shown in the lower half of
Fig.9, files EPUBOO1.KEY to EPUBOOS.KEY are provided.
This directory entry contains the filenames and

15 extensions of EPUBOO1.KEY to EPUBOOS.KEY as well as
the respective dates/times of when secure data was
written into these files. Since files EPUBOO06.KEY and
above do not éxist, filenames corresponding to these
files are not shown in the directory entry. Thus, by

20 referring to both the directory entry and the
SD_EPUB.MMG bitmap it is possible to quickly
determined that EPUBOO0O5.KEY has at least one Key&Rule
Entry area that is currently not in use.

By searching for a “0” flag nearest the head of
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is required to open EPUBOO5. KEY having at |east one 5 unused Key&Rul e
Entry area. However, one question renmains unanswered: If the SD EPUB. MMG
bi t map MWD iBwoiipslat ed after each witing of new secure aatrgpoxwesn't this
i ncrease the nunber of times that the sem conductor nenory card is 10
rewitten, and thereby shorten the lifespan of the SD nenory card? It is
certainly true that the nunber of possible rewitings with respect to an

SD nmenoryticard D i EPIUBI MG tpisavepsl desdreds tof nghausasds 04 gt ianest h eand
that updating the SD EPUB. MG bit map subsequent 15 to new secure data being

r ecor ded does, { ducen ke p £ i G HRE! Kafy POSSI DL S ikl §03 o Sonkeet

us then investigate the actual "nunber of tinmes that the D E

bitmap r ir updating. I f_t e f. Ke Entry s ,n ea 20
EPUBXXX. ﬁgl\j(i fk??g’ ‘i s81 elz%g for® %E‘;{%gg@%ﬁ% ot hgﬁéﬁt’{lﬁne %’ é’tg%)%%ﬁjé_ I\?l\fG8g

bit map need nerely be i ntai ned " Q' lye, irrespective of whether
Chere ard fi RE S Baded KsyeRBIS ERTIYE Aehs K EPORAIREV: br L § torfen &
unused Key&Rul e Entry area in EPUB#u.KEY. In other 25 WD 03/005178

PCT/ JP02/0883E d whrads & Rthkebil il ¥ n2S$ EPUB. MG Wi | | not require updating

until all ten of the Key&Rule Entry areas have been witten. Thus, only
one update of Hew Sp EPLBoMMS guestion remains unanswered: If the

SD_EPUB.MMG bitmap must be updated after each writing

of new secure data, doesn’t this increase the number

of times that the semiconductor memory card is

10 rewritten, and thereby shorten the lifespan of the SD

memory card? It is certainly true that the number of

possible rewritings with respect to an SD memory card

is limited to several hundreds of thousands of times,

and that updating the SD _EPUB.MMG bitmap subsequent

15 to new secure data being recorded does reduce the

remaining number of possible rewritings. So let us

then investigate the actual number of times that the
SD_EPUB.MMG bitmap requires updating.

If the number of Key&Rule Entry areas in each

20 EPUBxxx.KEY file is ten, for example, the u'®™ bit in

the SD_EPUB.MMG bitmap need merely be maintained at

a “0” value, irrespective of whether there are nine

unused Key&Rule Entry areas in EPUB#u.KEY or only one

unused Key&Rule Entry area in EPUB#u.KEY. In other
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bitmap is required for every ten or nore updates of 5 the bitmap in

EPUB#u. KEY. Likewise, if there are one hundred Key&Rul eEntry areas in each
EPUBXxxx. KE® 0Biobaa78 t hen only one update of the SD _EPUB. MMBChITPoE®6305
required for every hundred or nore updates of the bitmap in EPUB#u. KEY,
and if two hundred Key&Rule 10 Entry areas, then one mbit bitmap update
for every two hundred or nore n-bit bitmap updates . As a result, the

lifespan @b rtdg,aread npwhi gl pSD; EPUB.OVMSpitss pased w 4 $1n0h ondileyguire
shortened. The conversion table storage file in the user data 15 area is

now descrj e P rsi t ge fi [
cont ent C%P?gé%gﬁl RﬁgkﬁﬁiEﬁlE%Q%ER%Fg@EH??yggézg?i%rEﬁﬁ%£9s%23¥%Fg£FﬁG? it
shows the agne-to-qne correspondence between the id er . of ent
(o g 0015°805 1 Ei 8 afia TTRSbar obY nahter RAPG 5t b 1o SEachERE <Mk

Entry area. The global nunber "s" of a Key&Rule Entry area is _ cal cul ated
usi ng t hePESM BRI Ng® et P e GherRT" @V EEY theNf it e Hfber WrdeHees of

EPUBxxx. KEY file, "v" is the local nunber of the Key&Rule Entry area, and
"n" i § 26h@0Brovsr 78 rPdTP YR0LREEE3Y - tlhekauhbee rofi Kef&Rure Bt eyoareas

i n EPUBxxx. KEY. Equation 1: s = n- (u-1) + v 5 Fig.10 shows the setting of
t he convehginohreabKey&Rule Entry areas in each EPUBxxx.KEY file,

then only one update of the SD EPUB.MMG bitmap 1is
required for every hundred or more updates of the
bitmap in EPUB#u.KEY, and if two hundred Key&Rule
10 Entry areas, then one m-bit bitmap update for every
two hundred or more n-bit bitmap updates. As a result,
the lifespan of the area in which SD_EPUB.MMG is placed

is not unduly shortened.
The conversion table storage file in the user data
15 area is now described in detail. The conversion table
storage file shows which content corresponds to which
Key&Rule Entry area, or more specifically, it shows
the one-to-one correspondence between the id number
of each content (e.g. 001, 002, etc) and a global
20 number calculated for each Key&Rule Entry area. The
global number “s” of a Key&Rule Entry area 1is
calculated using the following equation, where “u” is
the file number of the EPUBxxx.KEY file, “v” is the

41 »

local number of the Key&Rule Entry area, and "'n  1is
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storage file when Key&Rul eEntry#3 i nEPUB0O0O5. KEY (see Fig.6) corresponds to
Content 001. Since there are ten Key&Rule Entry areas in each of
EPUBO01. KE® i30051EPUB00S5. KEY (i.e. n=10), n- (u-1) beconesPi@/poy®@ed) 10 =
40 (as shown by note X1 in Fig. 10). Furthernore, since secure data is to
be witten into Key&Rule Entry#3 in EPUB0O05. KEY, the |ocal nunber #v is
"3" (i.e. v=3). Thus, equation 1 is 10 (5-1)+3 = 43. That is, 15 the

gl obal nugpher #&mdfe KeydRulke: FRRY#3 iSneal guhateds tonbe PE8'x x 2i.NCeY .
Cont ent 001 corresponds to Key&Rule Entry#3 in the exanple, the conversion
table storage file in the directory storing Content00l1 is set to show id
nunber "001" of Content001 as corresponding to 20 global nunber "43" of
Key&Rul e Entry#3. Th y&Rul Ent r y#3 |n EPUBO Kl Y cap be quickly
traced fromthe id Eﬁﬁ%3§? 681310f Cont ent 001, rods E% fg Vy4 in Fig.
10 show the process by which a Key&Rul e Entry area in an EPUBxxx.KEY file
is specified fron1a content id 27 WO 03/005178 PCT/JP02/ 06630 nunber. As

shown _in note X 2 in Fig, 10, gl obal nunper "43" (arrow vy2) leads to file

numbeP "5" (ar rowdvys) SR P oL RIe musbdri M g ofart iy 93?4)"ee¥rﬁ1|l 89 F3kddt

Key&Rul e Entry#3 in EPUBOO5. KEY is accessed. 5 I n enbodi ment 1 as descri bed
above, thetebrge file when Key&Rule Entry#3 in EPUBOO5.KEY (see

Fig.6) corresponds to Content001l. Since there are ten
Key&Rule Entry areas 1in each of EPUBOO1.KEY to
EPUBOOS5.KEY (i.e. n=10), n-+* (u-1) becomes 10+« (5-1)

10 = 40 (as shown by note X1 in Fig.10). Furthermore,
since secure data 1is to be written into Key&Rule
Entry#3 in EPUBOOS5.KEY, the local number #v is “3” (i.e.
v=3).

Thus, equation 1 is 10+ (5-1)+3

i

43. That 1is,

15 the global number #s of Key&Rule Entry#3 is calculated
to be “43”. Since Content00l1 corresponds to Key&Rule
Entry#3 in the example, the conversion table storage
file in the directory storing Content001 is set to show
id number “001” of Content001 as corresponding to

20 global number “43” of Key&Rule Entry#3. Thus, Key&Rule
Entry#3 in EPUBOOS5.KEY can be quickly traced from the
id number “001” of Content001l. Arrows vyl to vy4 in
Fig.10 show the process by which a Key&Rule Entry area

in an EPUBxxx.KEY file is specified from a content id
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bitmap in SD EPUB. MMG shows which of a plurality of EPUBxxx.KEY files has
Key&Rul e' Entry areas that are not in use. Thus by referring to the bitmap

in SD EPWB.0BMBAE178 i | es havi ng "enpty" areas can be qui ckl yCIOPep®e6sd i ed,
even if the unused areas |lie scattered throughout the plurality files.
Furthernore, since only two file access operations are required to

speci fy EPUB#u. KEY having an unused Key&Rule Entry area (i.e. once to open
SD EPUB. MVsm 98¢ .0CE 383 win 19 nt & ©pen KPUBHH. KEYY . 1the GRRAS AlUs ARBRSSI NY

the SD nenory card does not have to open a plurality of  EPUBxxx.KEY fi

| es

i n order €p38pacif y FPUBGY KEYe sand 185 @iyl by tige reauieed o ite

new content can be shortened. 20 Enbodi nent 2 I n enbodi ment 2, t

f ) i i ingle file is_d i .
o YRR ENL a8 SRRt Do P10V R0 A2 RIS L8 ISedl e pe
PCT/ JP02/ 06630 b f &Rul i.e. "n"
R BN B BRI S 2B 0EP0)

val ues t hat ¥4 e iZzZe"~"i's the size

an Ke%&RuIe Entrx area, and "Sc" _is the size of a cluster. 5 )
I embodiment 1 as described above, the m-bit

bitmap in SD EPUB.MMG shows which of a plurality of
EPUBxxx.KEY files has Key&Rule Entry areas that are
not in use. Thus by referring to the bitmap in
SD EPUB.MMG, files having “empty” areas can be quickly
10 specified, even 1if the unused areas lie scattered
throughout the plurality files. Furthermore, since
only two file access operations are required to
specify EPUB#u.KEY having an unused Key&Rule Entry
area (i.e. once to open SD EPUB.MMG, and once again
15 to open EPUB#u.KEY), the apparatus accessing the SD
memory card does not have to open a plurality of
EPUBxxx.KEY files in order to specify EPUB#u.KEY, and
as a result the time required to write new content can
be shortened.
20
Embodiment 2
In embodiment 2, the number of Key&Rule Entry
areas to be provided in a single file is determined.

{3

The number of EPUBxxx.KEY files (i.e. “m”) and the
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Equation 2 SCn x size + n Equation 3 SC mlIn equation 2, "nXsize" is the
size occupied in 10 EPUBxxx. KEY by the n nunber of Key&Rule Entry areas,
and "n" iwotoh@odrgze occupi ed i n EPUBXxxx. KEY by the bitmpcTike/doast t hat
the sum of these two values nust be less than or equal to the size of a
cluster shows that EPUBxxx. KEY is structured as a file forned from15 a
single cluster. In equation 3, the "m' value is the size of the bitmap in

SD_EPUB. JOe At cbalaulle BUS ched eo8 dhan o eanal LprLhe opzgof a

cluster shows that SD EPUB. o structured as a file orne rom a

singl e clyst 2 "d 0" S saf.l : ab
equat i ons\?gé%{'%ﬁ)u%.m ;gn%ggﬂsef gl l}?gagi ??%?%@Pbg%xxgﬁw%lll}oggsdeg}érr??tl;eed in
enbodi ment 1 can .eac be structured files formed froma single ¢lusier.
Fl g, 11A SHohd S0 EPUBMME BiE (b BRuRE V£ 01 39 WBYod bBs178 R d - SC
PCT/ JP02/ 06630 EPUBxxx.KEY files as each being files formed froma single
cluster. 18 Rilye11M 2§ xO & ust Erl§E8F © Custer00l to O uster006) are
shown. O these six clusters, SD EPUB. MMG i s recorded in Cl uster001, and 5
EPUB081. KEY t 0o EPUB005. KEY are recorded in Cluster002 to C uster006,
respectively. In other words, each

Equation 2 SC 2 nXsize + n

Equation 3 SC 2 m

In equation 2, “nXsize” is the size occupied in

10 EPUBxxx.KEY by the n number of Key&Rule Entry areas,
and “Y'n” is the size occupied in EPUBxxx.KEY by the
bitmap. The fact that the sum of these two values must
be less than or equal to the size of a cluster shows
that EPUBxxx.KEY is structured as a file formed from

15 a single cluster. In equation 3, the “"m” value is the
size of the bitmap in SD_EPUB.MMG. The fact that “m”
must be less than or equal to the size of a cluster
shows that SD_EPUB.MMG is also structured as a file
formed from a single cluster.

20 If “m” and “n” are set so as to satisfy the above
equations, SD _EPUB.MMG and the plurality of
EPUBxxx.KEY files described in embodiment 1 can each
be structured as files formed from a single cluster.

Fig.11A shows SD _EPUB.MMG and the plurality of
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cluster is allotted a single file. How then does one determ ne the val ue at
which to set the size of a cluster? A cluster is a unit of 10 managenent
area in tweoiob"a7system | ayer, and a single cluster is alwaygrex@ep ed by a
single file. The smallest witable unit in the physical |ayer of an SD
menory card is often predetermned. This mninumunit is known as an
"erasable block”. In the follow ng 15 description, an erasabl e bl ock

conposed PP UK SRCIVEY {16 JDYbes)ebhsUived rig a1 B¥8M 8rndddt ke SR a
menory card is structured to include erasable bl ocks, each erasable block

to be widien must e, setarned £ aFlQ% ank B! at g jef qutpg't%grg‘“ ttf”
such, the 20 rel ati onship between clusters and erasable bl ocks is

| mpor t ant eqnsi derd o b determniqgeg! uster  <§iggy G yen thisct (st e

size of a single cluster accordlng i's set at 17 % th%islze
of 30 WO 03/005178 JP 2/06630 sin Ie erasabl| e bl ock .. 11B shows
the rel a??Br?s%?ﬁso'eté:vé T%gzﬂ)llesbfgcﬁ(oﬁﬂc? ne"o Eln‘b?éerc é'ter%nd

Cluster size is determ ned to be | /x of the 16Kbytes é . I /x of the 32
sect obs) HPUB GPAGIREY §0addbV B Of) 5eKE ¥ y7 £1€ ashidws] @ Aus feFd whés K&0.2

Fi g. 11D shows clusters when x=16.
to Cluster006, respectively. In other words, each

cluster is allotted a single file.
How then does one determine the value at which
to set the size of a cluster? A cluster is a unit of
10 management area in the file system layer, and a single
cluster is always occupied by a single file. The
smallest writable unit in the physical layer of an SD
memory card is often predetermined. This minimum unit
is known as an “erasable block”. In the following
15 description, an erasable block composed of 32 sectors
(16 Kbytes) is given as an example. If the SD memory
card is structured to include erasable blocks, each
erasable block to be written must be returned to a
blank state before being written. As such, the
20 relationship between clusters and erasable blocks is
an important consideration in determining cluster
size.
Given this fact, the size of a single cluster

according to embodiment 2 is set at 1/x the size of
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I n enbodi nent 2 as described above, the size of a cluster is determned to
be I/x the size of an erasable block, and the nunber of Key&Rule Entry
areas 10 womsposamgl t he nunber of EPUBxxx.KEY files ("ni') PET/Jeet/@63n ned
such that each file (i.e. SD EPUB. MMG or EPUBxxx.KEY) is contained within
a single cluster. Thus, when an EPUBxxx.KEY file or SD EPtJB. NMG requires
updating, the nunber of erasable blocks that need to 15 be rewitten is

m ninm zeda anditiglld f espaa sdblike asasabke bl gcks. 1S mot sAdBMY the
shortened. Enbodinent 3 Disclosed in enbodinent 3 is a technique for 20

avoi di ng aesi 18li& ¢kusterp beiWe ROSir icaned 2991 £0p 19 ¢ RAFhe) thee boungdarye
bet ween two erasabl e bl ocks when there is a change in vol ume managenent

[ nf or mat [ 90 FL 8120 shaye . forgRiding gl dOELOLECtEY BEed. o] e

protected area is nanaged using a fil

PCT/ JP0O2/ 0. an area for vol ume nagenent, i nformation i s_provided _at

t he start9gﬁ%ﬁgep?ot€]ct &d aﬁ!g’f é’p% gq}?l %rgaecgg’rp?gvi?igd 3 o159 oWng t he
vol une managenent. information. The_vol unme nmanagenent information 5

conf oPns 8 ASBPIEE 9268Cknd Fd Folddd Vs nestest b6t Wdord &1 -

partition table sector, a partition boot sector, duplicate file allocation
tabl es (FBRT®.1ddd shows clusters when x=16.

In embodiment 2 as described above, the size of

a cluster is determined to be 1/x the size of an
erasable block, and the number of Key&Rule Entry areas

10 (“n”) and the number of EPUBxxx.KEY files (“m”) 1is
determined such that each file (i.e. SD_EPUB.MMG or
EPUBxxx.KEY) is contained within a single cluster.
Thus, when an EPUBxxx.KEY file or SD_EPUB.MMG requires
updating, the number of erasable blocks that need to

15 be rewritten is minimized, and the lifespan of the

erasable blocks is not unduly shortened.

Embodiment 3
Disclosed in embodiment 3 1is a technique for
20 avoiding a single cluster being positioned so to
straddle the boundary between two erasable blocks when
there is a change in volume management information.
Fig.12A shows a formatting of the protected area.

Since the protected area is managed usinga file system,

31



a root directory entry. The duplicate FATs correspond to the plurality of
clusters included in the protected 10 area, and show the |ink between

i ndi vi duawoaBweiies s. As nentioned above, the file area i CplirRERW630

i medi ately after the vol ume managenent information. SD EPUB. MG and the
plurality of EPUBxxx.KEY files described in enbodinent 1 are provided in
this file 15 area. As shown in Fig. 12A, the plurality of clusters in
Fig. 11A gin eer ebusteer sv0Q0imB802a 003 ement dtrof bngna 80 &RPUBsMMBovided
EPUBOA . KEY, EPUB002. KEY, EPUBO03.KEY, ...) are stored in the file area.

Since thg tduphiecas € ahATS oaf et hke sauvsee ok &dchargg, 20nkn 4 heiviod UBB ¢ 4
managenent information, they will now be described in detail. The

dupl i cat AT | §t of FATs, . gach whi ¢ for I I

9293. Eagﬁq': Ly R )L f%%la@glslur} |it§q{ﬁ FAT%elﬁ‘?@ieesn?%%?a(‘f%nreg]sc%ond

one-to-one wth tge cl usteéé. Each FAT 32 WD 03/005178 PC‘I;{gPOZ/O 630
redpo or

entry shows RA&ther 4 cor ndi’igt B Fst e G785 God- Rot™f i LB .
I[f "in use" the FAT ent rgl shows the _cluster nunber of clusters |linked to
the A usCEMFRTHEt AL S R4 ER d<e? 3 7t RS EATSeAFYMEtbisE 8™ B WABGE 5

Next, the cause of a change in the volume nmanagenent information is
descri be®OoThrf 8§ A e &ppadelss tdfo Bt bringe daes i artvh@ preot béttedoar b othere

sector, duplicate file allocation tables (FATs), and
a root directory entry. The duplicate FATs correspond
to the plurality of clusters included in the protected
10 area, and show the 1link between individual clusters.
As mentioned above, the file area is placed
immediately after the volume management information.
SD_EPUB.MMG and the plurality of EPUBxxx.KEY files
described in embodiment 1 are provided in this file
15 area. As shown in Fig.12A, the plurality of clusters
in Fig.11A (i.e. clusters 001, 002, 003, .., storing
SD_EPUB.MMG, EPUBOO1.KEY, EPUBOOZ2.KEY, EPUBOO3.KEY,

..} are stored in the file area.
Since the duplicate FATs are the cause of a change
20 in the volume management information, they will now
be described in detail. The duplicate FATs consist of
two FATs, each of which conforms to ISO/IEC 9293. Each
FAT is formed from a plurality of FAT entries that

correspond one-to-one with the clusters. Each FAT
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are many opportunities for a user or a recording apparatus to determ ne
the data size of the protected 10 area. If the size of the protected area

i s changedoioa/oogiesponse to a user request, the nunber of elcagPex®e3n ncl uded
in the protected area increases or decreases accordingly. If the nunber of
clusters increases or decreases, the size of the FAT forned from FAT
entries 15 corresponding to these clusters al so increases or decreases,

which re I Nk ecr i i f, | @ »
managene M5B aReE Life 08 o3 LB A% Y LAk 0% YO TR s

nmanagenent i«glfoo.{ ngtni olrllscehangf% & .hg Starh %‘?ﬂ{ ess fe erfi Iseh 2(% sargﬁ
fol |l ow ng the "Vor uneé managenent information Wil ™ "also ¢ ane. Sicet {'e
start address of the file are hanges in.,r.esponse to change in the size
of the pTobected dF 8P Theod af f 'utFass &f T harL dtal " €1 GatePd § hokdted
inthe file area will, of coursg, 33 WO 03/005178 PCT/JP02/ 06630 also
change i M $8spohfe PO ta ERabdfeet hetdieel BT teet rpt ot Beted arefl. VR lhe -
start _address of a cluster changes in response to a change the size of the
protebted areaNeBtit ishgossidbPéa had fthe claRgag & | L nbe thtacedt ssbuae to
straddl e the boundary between two erasable bl ocks, or that the end section
of the vohams ganagetentinformation is described. During the

process of storing data in the protected area, there
are many opportunities for a user or a recording
apparatﬁs to determine the data size of the protected
10 area. If the size of the protected area is changed in
response to a user request, the number of clusters
includedjjltheprotected area increases or decreases
accordingly. If the number of clusters increases or
decreases, the size of the FAT formed from FAT entries
15 corresponding to these clusters also increases or
decreases, which results in increases or decreases in
the size of the volume management information that
includes the FAT. If the size of the volume management
information changes, the start address of the file
20 area following the volume management information will
also change. Since the start address of the file area
changes in response to a change in the size of the
protected area, the start address of individual

clusters included in the file area will, of course,
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information and a cluster positioned at the start of the file area wll be
pl aced in the sane erasable 10 block. In order to avoid the occurrence of
such undweimsabdies ef fects, an anmeliorative neasure i s pr®@oaget/i6630

enbodi mrent 3 that conplenents the aneliorative neasure nentioned in

enbodi nent 2. 15 In this second aneliorative neasure, an area equival ent
to y nunber of clusters is allotted to the storage of volune nanagenent

i nf or mat izopsion ¢ han Peotiect ed Apea s & §.0128 shows gtdher aqui yalant oaf yhe

nunber out of a total of s- x nunber of clusters in 20 s nunber of erasable
bl ocks beingiallolipdsta. fhe storage of volune management information. By
allotting the equivalent of y nunber of clusters to the storage of vol une

t inf i,on, t f t it f
namber of 34 WO 0300576 ACT) 3P Geba0 © Br ahalf = Bllabke S b5 Soctlpi ed
b I t, inf tion, ile,th i, ni - / t f
Che' i nt oo PATRAGW? Do T DGR lids The S 196 THeA ™S B ot tl Ad The

size of the volunme managenent infornation to an area equivalent toy
numbe? ofl t ch§stR? § s ¥ hé &vof DRt naR&gesheht S fiF oMiat Lok Ganllgced so’as

to straddle the boundary between two erasable blocks,
or that the end section of the volume management
information and a cluster positioned at the start of
the file area will be placed in the same erasable

10 block.

In order to avoid the occurrence of such
undesirable effects, an ameliorative measure 1is
proposed in embodiment 3 that complements the
ameliorative measure mentioned in embodiment 2.

15 In this second ameliorative measure, an area
equivalent to y number of clusters is allotted to the
storage of volume management information in the
protected area. Fig.12B shows the equivalent of y
number out of a total of s* x number of clusters in

20 s number of erasable blocks being allotted to the
storage of volume management information. By
allotting the equivalent of y number of clusters to
the storage of volume management information, y/x

parts of the total internal area of the s number of
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X - y nunber of clusters are fitted within s nunber of erasable bl ocks,
and clusters will not be placed 10 so as to straddl e the boundary between
two erasawbas/obiiceks. Fig. 12C shows the all ot nent of cl ustP€raPoxoscsIe
storage of volunme managenent information when x=1, and Fig. 12D shows the
allotnment of clusters to the storage 15 of vol ume managenent infornmation
when x=16. As shown in Figs. 12C and 12D, one or nore clusters are fitted

W thin eachaerapald & bbeaks byiset th 8go then yolade y mabagenentn d b gramé nan,
and as a result none of the <clusters are placed so as to straddle the

boundary ; 2¢ behueenoihwo ghasag! %ypéogkérﬁaﬁirg%géﬁ fQOM@ a_d e)a} %ﬁ%é. gx%lit

of the protected area when adjustnents have o the si 3,

Labl 6 sect br ¢ A80 The CoyRiam Ares 4 Wb 05 089178 BT Srobroasas &t bres

t he partigi%n boot sector, the duplicate FATs, and the root directory
entry. In ﬁlé{'l3, "NOM' is the size of the partition managenent area,

"RSC' is the size of the partition boot sector, "Sizel x 2" is the 5 size
of th& duplicattY FATSE U RDE" FEG hésTSe of thBE r¥6tl YeechGriye 8/t TS

is the aggregate size of the sectors, and "SC' is the nunber of sectors
included information to an area equivalent to y number of

clusters, the volume management information and s -

X - y number of clusters are fitted within s number
of erasable blocks, and clusters will not be placed

10 SO0 as to straddle the boundary between two erasable
blocks.

Fig.12C shows the allotment of clusters to the
storage of volume management information when x=1, and
Fig.12D shows the allotment of clusters to the storage

15 of volume management information when x=16. As shown
in Figs.12C and 12D, one or more clusters are fitted
within each erasable block by setting the volume
management information, and as a result none of the
clusters are placed so as to straddle the boundary

20 between two erasable blocks.

Fig.13 shows a detailed layout of the protected
area when adjustments have been to the size. In Fig.13,
the partition management area stores the master boot

record & partition table sector, and the system area
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in asingle cluster. In Fig.13, Sizel of a FAT included in the 10
duplicate FATs depends on the value of TS. Sizel is calculated using the
fol | owi ngwbasmugias 11. Formul a 11 FAT12: Sizel =((((TS- ( RSCPRDEP)Z/EB6I0+2) X

15 12/8)+511)/512 FAT16: Sizel =((((TS-(RSC+RDE))/SC)+2) x 16/8)+511)/512 A
FAT12 is a FAT in which each FAT entry is 20 allotted a size of 12 bytes,
and a FAT16 is a FAT in which each FAT entry is allotted a size of 16

bytes. |Instermekathle fd ot RECHRDE poSC d sctther puaber dwh 1al ates scaequj red
for storage of the file area. The byte length of the FAT is cal cul ated by

ddi 0 1 i ndi.c fq " 2% { TS:
?RSICEQRDE)na ?%?séc/:l?enﬂf?% éﬁng%t]g?ﬁéc%@t%g}f iazg!tnhq{oj?ééqﬁ\‘r eﬁtb?’ly( (ll .Se.t hf‘z or

16), d iv] di "8" . _Finpall h f t « i r.ed
sbre a sTade AT Phecapaaelsd ¥ Min AT LR R s3F 500 HiFle WA 52 %o
th |t .of TS- (RSC+RDE) ) /. SC) + 12/ 8), d diyidi by the 512-byt
segt I)?S:Jeﬁé?zl‘ﬁ %&( paf fi &F Af %%)ﬁé) n%?@f(cgt fz??ggtrh'el ykléﬁng%gae S Shit&re iyse

the size of the partition nanagenent area. . .
5 size of the duplicate FATs, “RDE” is the size of the

root directory entry, “TS” is the aggregate size of
the sectors, and “SC” is the number of sectors included
in a single cluster.
In Fig.13, Sizel of a FAT 1included 1in the
10 duplicate FATs depends on the value of TS. Sizel is

calculated using the following formula 11.

Formula 11

FAT12: Sizel=({(((TS-(RSC+RDE))/SC)+2) X

15 12/8)+511) /512

FAT16: Sizel=((((TS-(RSC+RDE))/SC)+2) X

16/8)+511) /512

A FAT12 is a FAT in which each FAT entry 1is

20 allotted a size of 12 bytes, and a FAT16 is a FAT in
which each FAT entry is allotted a size of 16 bytes.

In formula 11, (TS-(RSC+RDE))/SC is the number

of clusters required for storage of the file area. The

byte length of the FAT is calculated by adding an
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10 NOMis set at a value of "SC+a" to ensure that the partition managenent
area and the systemarea are stored in different clusters. The " a " val ue
in "SC+ awO 380528 by dividing (RSC + RDE + Sizel X 2) bpCEQPeiEH630
subtracting the result from 15 SC. This ensures that the sum of RSC,

Sizel x2, and RDE is an integer nmultiple of SC. As such, NOMis calcul ated
using formula 12. Forrmula 12 20 NOW (SC (RSC+RDE+Si zel x 2) /SC) +SC By
det er m niingdtihea @ omalaie ¥ 0"t kics Viag -~ (S CHRDEI) p8 Opmagerenp 1ar A gapg, t he
file area are contained neatly within a plurality of erasable bl ocks. 37

WO 03/ 005118 RGTLEPORLARESA JIMbrgoveht thethgundarye betyyeeg (t heggyst gmpr ea

and the file area coincides with a boundary "between two erasable bl ocks,

and as acgg\?mﬁiii%%g tggsandagi,,es Eb@n"éefT a,II tsklr'gseﬂlﬁl% q usotgrss\é/%%o%:gso

coi nci de ndary between t erasabl e bl ocks. I'n Fig.

EPUB. MMG,_  EPUBOQ1. KEY, and _ EPUB002. KEY r.ecorded i uster 001, .

C ust erOOrZ?qua]hﬁeéEs? et Sgﬁe%p%ipi#g?y]fa;\%i ice Cx%i Causfﬁgn? oRdd dHbog
clusters 001 to Q03 correspond to erasable 10 bl ocks el to eS3,

respetti Vel ¢. | P iSp BRUBE MV &S € EPUBDE L KBY hiWi ng tdhe unub 8 ke F&RuPd

Entry are read,
(((TS-(RSC+RDE) ) /SC)+2) X12/8), and dividing by the

512~-byte sector length.
Of particular note in Fig.13 is the “NOM” value,
which is the size of the partition management area.
10 NOM is set at a value of “SC+a ” to ensure that the
partition management area and the system area are
stored in different clusters.
The “a ” value in “SC+a ” is set by dividing (RSC
+ RDE + Sizel X2) by SC and subtracting the result from
15 SC. This ensures that the sum of RSC, Sizel X2, and
RDE is an integer multiple of SC. As such, NOM is

calculated using formula 12.

Formula 12

20 NOM= (SC- (RSC+RDE+Sizel X2)/SC)+SC
By determining the a value in this way, the
partition management area and the file area are

contained neatly withina plurality of erasable blocks.
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only the two erasable blocks el and e2 containing the two files need be
read. Likewi se, if SD EPUB. MMG and EPUBOO1 . KEY havi ng an unused Key&Rul e
Entry arewbDm3besii® rewitten, only the two erasabl e bl ockecaliPeacbes2
containing the two files need be rewitten. Since the nunber of erasable
bl ocks that require reading or witing (i.e. two) is mnimzed, the
|ifespan of the non-volatile nenory is not unduly shortened. 20 In

enbodi menk o3 @6 vaes¢r t hed raboviel a Eyepkoundarny t het wgent ehustres s sar ke, set
to coincide with the boundary between erasable bl ocks, even if there is a

change inftihe. size of theivpt Yok Janggenent, iNEQIIRLIQN, ROd ASed et
the rewiting of clusters 38 WD 03/005178 PCT/JP02/ 06630 can be conpl eted

in a shor er i f g Moreover, . it is possjible to reduce.the
number of&tr%rr‘géé%t %t kg%n%e%)fggablangl ock reaquir?éeé%elrgsijﬁg.e Shiio Sdfljarrﬁﬁteﬁ
Enbodi nen rel ates to an apparatus for conducting. recordi ng proocessjng
amjrmwogégw8ﬁnpﬁﬁ%sﬁ%@gﬁQ%eﬁ%pﬁ&u?6%&Ssﬁh%%N?EEQWP8§nClde
di scl osed in enmbodinents 1 to 3. For conveni ence, the 10 apparatus that
perfoPns YHdsR prvked wpdoperath ohye anl It Be reFarsal lto Rédrxakser as a

"recording apparatus". The recordi ng apparatus may, for exanple,
In Fig.13, SD _EPUB.MMG, EPUBOO1.KEY, and

EPUBOO2.KEY are recorded in Cluster001l, Cluster002,
and Cluster003 respectively. Since x=1 as mentioned
above, clusters 001 to 003 correspond to erasable

10 blocks el to e3, respectively. If SD EPUB.MMG and
EPUBOO1.KEY having an unused Key&Rule Entry are read,
only the two erasable blocks el and e2 containing the
two files need be read. Likewise, if SD EPUB.MMG and
EPUBOO1.KEY having an unused Key&Rule Entry are to be

15 rewritten, only the two erasable blocks el and e?2
containing the two files need be rewritten. Since the
number of erasable blocks that require reading or
writing (i.e. two) is minimized, the lifespan of the
non-volatile memory is not unduly shortened.

20 In embodiment 3 as described above, the boundary
between clusters can be set to coincide with the
boundary between erasable blocks, even if there is a

vchange in the size of the volume management

information, and as a result the rewriting of clusters
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be a piece of general - purpose audi o equi pnent as showmn in Fig. 14A, or a
pi ece of information equipnment such 15 as a conputer as shown in Fig.14B.
The recorwDrgooappar at us of enbodi nent 4 functions to wi tPe€TaReYspI0ed
contents and secure data relating to the encrypted contents into the SD
menory card. Reproduction of the encrypted contents is limted to a
predeterm ned 20 nunber of tinmes, and included in the secure data is an

encrypti ogakeyp é ocbenpised & ar ided YPhok the r ievar piFt adi gent anbs.e 3vd r,
permtted reproduction nunber information showing the permtted nunber of

times the;tcond enf § g1y H8 iNGPEORUL e g Ak & N RENRluRBEUCTIF e Ohne S9: WA+
03/ 005178 PCT/JP02/ 06630 a recordi ng apparatus that functions to read/wite

t he encrgplti%pgkse%bg%d Blieoggr .éﬁ%dif‘é%ro g%té'i)g unber information wll
ed.” Fig e

now be descri .15 shows t i'nternal “structure of the recording
apparatus 5 according to enbodi nent 4. The recordi ng apparatus shown in
Fig.15 includes an internal nenory 10, a browser unit 11, a secure
processingpgyit,lZ, a gecryption unit 13, a reproduction unit 14, and a
contrd u A8imYNEhi%rnal nenory 10 is dynam ¢ random access menmory

(DRAM or synchronous dynam c random access nenory (SDRAM that stores the
SD EPUB. MWWG andfgpodiment 4 relates to an apparatus for

conducting recording processing and reproduction
processing with respect to an SD memory card as
disclosed in embodiments 1 to 3. For convenience, the
10 apparatus that performs these processing operations
will be 1referred to hereafter as a “recording
apparatus”. The recording apparatus may, for example,
be a piece of general-purpose audio equipment as shown
in Fig.14A, or a piece of information equipment such
15 as a computer as shown in Fig.1]4B. The recording
apparatus of embodiment 4 functions towrite encrypted
contents and secure data relating to the encrypted
contents into the SD memory card. Reproduction of the
encrypted contents 1s limited to a predetermined
20 number of times, and included in the secure data 1is
an encryption key to be used for decrypting the
encrypted contents, and permitted reproduction number
information showing the permitted number of times the

contents may be reproduced. An internal structure of
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EPUB#u. KEY read fromthe protected area of the SD nenory card. If a
Key&Rul e Entry area in EPUB#U.KEY 1 5 is rewitten or the setting of the

bi t map i r'wBREB#178 KEY 1 s updated, EPUB#u.KEY is read in ipargproeaéosoenory 10
and the rewiting or setting change conducted, after which the updated
EPUB#uU.KEY is witten frominternal nenory 10 back into the protected area
of the SD nenory 20 card. Simlarly, if the bitmap setting in SD EPUB. MG

is to beahangedd SRIERWE MVG t & sr eadh £ 1t b Atcey Naln s s ya b vapd t&ec h e
setting change conducted, after which the updated SD

EPUB. MVGesrv\ewv%efir&m ma.«;; Nahd FRIONY e 10, Pagk & nke Jhe dhf Ot € 80 Ahfide L ThE
rewiting 40 03/ 005178 PCT/ JP02/ 06630 of EPUB#uU. KEY and SD EPUB. MG i s

conduct eq | oi)x}[‘:ﬁ%% n ng%;t\y 940 d .hg ersecg?riqj dg appapatis hecayse ffig

access spee M'I S consi derably greater™ “than the access
speed of .mepory in the SD nenory card, 5 king it far.nmore efficient to
updat e tﬁenglgl eréairin tgﬁirsugfzs}W%t he?%t haﬁ%?ﬁ regﬁf/olfp({ihf‘igng ERL B elisr y
card._The groce s of reading{the EPUB#u. KEY and SD EgyB.NNG files fromthe
SD metor P ©EPF Gnd Dl 5O n§TRAREMT T Enter ndi D Frerfot §OEA LS ¢ ef &R 8 AoV Ss
"file open 10 processing". If the EPUB#u. KEY and SD EPUB. MMG files do not

exi st, tfP¥dbrdithgFdphatat ud cohdE@s fate iREEH R B pREEREYNglPo cReate

these files in internal
browser unit 11, a secure processing unit 12, a

decryption unit 13, a reproduction unit 14, and a
control unit 15.

10 Internal memory 10 1is dynamic random access
memory (DRAM) or synchronous dynamic random access
memory (SDRAM) that stores the SD EPUB.MMG and/or
EPUB#u.KEY read from the protected area of the SD
memory card. If a Key&Rule Entry area in EPUB#u.KEY

15 is rewritten or the setting of the bitmap in EPUB#u.KEY
is updated, EPUB#u.KEY is read in internal memory 10
and the rewriting or setting change conducted, after
which the updated EPUB#u.KEY is written from internal
memory 10 back into the protected area of the SD memory

20 card. Similarly, if the bitmap setting in SD_EPUB.MMG
is to be changed, SD _EPUB.MMG is read in internal
memory 10 and the setting change conducted, after
which the updated SD_EPUB.MMG is written frominternal

memory 10 back into the protected area. The rewriting
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menory 10. Browser unit 11, in addition to displaying the 15 contents
stored in the file area of the SD nenory card, functions to receive an

i nstruct iwo oBoostrea user relating to a target content to PeTHnem@dsced or
del eted. Reception of the user instruction is conducted by detecting an
operation by a user of a 20 button, key, touch panel, or simlar pointing
device included as part of the recordi ng apparatus. Secure processing
unit 12 conRIPUS #Hut uat Yaahkiestd CRPIUm. pME Essid@naid &t AKE ipt does i mgauni t
4, AKE processing unit 5, Ks decryption unit 6, and Ks 41 WD 03/005178

PCT/ JPO2/106R30- yeNcoYPLiroNt W t /e LR A A€ nSP NEIPEY £8LE PHOE atlds @MYt he
reading or witing of data with respect to the protected area. |f nutual

authent! cat Lk Sa0ptle Beo Vel Abedy 14 kY08 g% 2 LALLM L NS

data 5 by the reco ng apparatus is I me

requi renen that, 4 he fecording, apparatis, and the L0 repopy card mutugl !y

aut henti cat e eac ef ore” “secur e dat tore e prote t &¢ ar'da of
the SD nenpry card can be read or itten allows for the 10 , ,
cont | Bentl ARIYS of | hocdedhPe Sabd & bCHE i it RE 2 Lhnet 0F1 1 hg o 41
readi ng of data based on the precondition of nutual authentication by
secure this way rather than directly updating the SD memory
card. The process of reading the EPUB#u.KEY and
SD_EPUB.MMG files from the SD memory card and placing
them in internal memory 10 is referred to as “file open
10 processing”. If the EPUB#u.KEY and SD_EPUB.MMG files
do not exist, the recording apparatus conducts file
creation processing to create these files in internal
memory 10.
Browser unit 11, in addition to displaying the
15 contents stored in the file area of the SD memory card,
functions to receive an instruction from a user
relating to a target content to be reproduced or
deleted. Reception of the user instruction 1is
conducted by detecting an operation by a user of a
20 button, key, touch panel, or similar pointing device
included as part of the recording apparatus.
Secure processing unit 12 conducts mutual

authentication processing with AKE processing unit 4,

AKE processing unit 5, Ks decryption unit 6, and Ks
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processing unit 12 is referred to respectively as "secure witing" and
"secure reading". 15 Decryption unit 13 uses an encryption key provided in
t he Rul e&Key3Modiry area read frominternal menory 10 to @exnpmochie
encrypted content targeted for reproduction. Reproduction unit 14
reproduces the decrypted 20 content. Reproduction unit 14 al so nmeasures
the time since the start of the reproduction, and notifies control unit
15 i f thenrepyudtdonuniine éxdeedsha HP edetrer mivneda rier gshdladr Tle any
threshold equals the mninmumtinme period considered necessary for a single
42 WO 03/1005&E FCTHIPOZ O6630n gr eprioduts t@en of i the conseric tBytrotidf yeng
control unit 15 that this tine period has been exceeded, reproduction

unit 14 progpleceert ral it 1P it decr eaRt h By D€ athe oRer Blald £d thupher
of 5 reproductions. Control unit 15 includes a processor (CPU) and a ROM

storing g Qpfog A U1f%?%%?@fhﬁor ttHﬁ“reHH@B%ﬁ?g%%?ﬁ%“%? wiie

processi ng, reproddction . €. read) processing, el et e "processi ng

with 10 respect to the SD nenory card. These.pr Sj peration w Ll now
e delor FBA T (ret S b BrtRPa L +Eg 16 Po i BT T Eachare DICThe Shdrati ons

i nvol ved i.n ) :
The requirement that the recording apparatus and the

SDmemory card mutually authenticate each other before
secure data stored in the protected area of the SD
memory card can be read or written allows for the

10 confidentiality of the secure data to be maintained.
The writing or reading of data based on the
precondition of mutual authentication by secure
processing unit 12 is referred to respectively as
“secure writing” and “secure reading”.

15 Decryption unit 13 uses an encryption key
provided in the Rule&Key Entry area read from internal
memory 10 to decrypt the encrypted content targeted
for reproduction.

Reproduction unit 14 reproduces the decrypted

20 content. Reproduction unit 14 also measures the time
since the start of the reproduction, and notifies
control unit 15 if the reproduction time exceeds a
predetermined threshold. The threshold equals the

minimum time period considered necessary for a single
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the wite processing. The wite processing is conducted by the CPU in
control unit 15 executing a 15 programfornmed fromthe processi ng operation
shown i n wole/0bi1gs 16 fl owchart. Steps S1 to S4 in the fl earhaozoscsel at ed
to the witing of new content. In step S1, control unit 15 selects a
directory in the user data area to provide the new content. In step S2,

control 20 unit 15 determ nes the ID nunber of the content as "#t". In
step S3, wOPIOl u 1 odSoapense tdhentid ethagiyng s#i fying tvdtheymmmn i . e
Content#t) . In step S4, control unit 15 encrypts the content and wites

the encrypd ed ¢ ggRt eng yiNLo t{lﬁm%oen?%lc@%ent Hadll & 83 V\DeQ?éQQ%lJ?,
PCT/ JP02/ 06630 Steps S5 to S20 relate to the witing of secure data (e.g.

' , it : t] nmb | af i .Q t
contont [ BT OFRR oA FE0 1% 1 8he CHOPEIRL St G, (1B 1ot

determ ni 5 which of the plurality, of EPUBxxx.KEY files in the protected
area is toggﬁéetr&?é‘gt ed %’é’r th8Writi i Df et Yecut & Yat a WP Effep SBE

control unit 15 secure reads SD EPUB . MG fromthe protected area of the
SD nenoriRR&RL PRttol PRtSernal menory 10 of the recording 10 apparatus. In
step S6, control unit 15 judges whether all the bits in the mbit bitmp
of SD EPUB. WGCstotadd Li mri hterlhal imepbryp €l® ar eptd'cebfsdyed"GCPUNemnd
contr ol
a ROM storing a program in executable format, and
functions to execute write processing, reproduction
(i.e. read) processing, and delete processing with
10 respect to the SD memory card. These processing
operation will now be described in the stated order.
Fig.16 is a flowchart of the operations involved in
the write processing. The write processing 1is
conducted by the CPU in control unit 15 executing a
15 program formed from the processing operation shown in
the Fig.16 flowchart. Steps S1 to S4 in the flowchart
related to the writing of new content. In step S1,
control unit 15 selects a directory in the user data
area to provide the new content. In step S2, control
20 unit 15 determines the ID number of the content as “#t”.
In step S3, control unit 15 opens the file having “#t”
in its filename (i.e. Content#t). In step S4, control

unit 15 encrypts the content and writes the encrypted

content into the opened Content#t file.
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unit 1 5 termnates the wite processing. | f "no" (i . e . at |east one
"0" flag), then step S7. 15 In step S7, control unit 15 detects the "0" bit
nearest twe ohmexi7®©f the bitmap in SD EPUB. MMG as the ut hPhiTtJPo2/o0s63x ep S8,
control unit 15 judges whether there exists a EPUB#u.KEY file
corresponding to the wuth bit. If "no" then step S9, and if "yes" then step
20 S10. In step S9, control unit 15 creates a EPUB#u. KEY file in internal
menory 10, andsprepeedss5t @ step0oSkle 1 althe step 516, weontrioh gunift 48 csegdre
reads EPUB#u.KEY fromthe protected area into internal nenory 10 in the

recordi ng ppgar@t ug,, ¥y @ﬁt&eﬁg% 18nstepy 21be At iR 03/ Q031 F8 duction
PCT/ JP02/ 06630 In Step Sli, control unit 5 judges whether all bits of the

e T N P e e

judgment in step S I saf eguard again

possi bility of erfrar_in icht uth hiit_ in the SD EPUB, MG bitmap is
" Q" despiat%ef‘ﬁe?gf béh?gs fo® Lﬁﬁgéd%lté@K v &Ent By & Sa?_ol #J%E@%}IQEWBI n
step S11, "yes" then step S12, and if _"no" then step S13. In, step S12,

i f
contrdl Wit Chs et ehe the Sididdubn® * 0F OB K% - KE ¥ hd iSbP epUBR WG ©

bitmap as the uth bit, and returns to step S8. If required, steps S10 to
S12 are PRepE&teHe¢ht? F e EPSBAUOKEE fLhe hadiad 4Dt ity weH ting of

the secure data. In step S5, control unit 15 secure
reads SD_EPUB.MMG from the protected area of the SD
memory card into internal memory 10 of the recording

10 apparatus. In step S6, control unit 15 judges whether
all the bits in the m-bit bitmap of SD EPUB.MMG stored
in internal memory 10 are “1”. If “yes”, then control
unit 15 terminates the write processing. If “no” (i.e.
at least one “0” flag), then step S7.

15 In step S7, control unit 15 detects the “0” bit
nearest the head of the bitmap in SD_EPUB.MMG as the
ut? bit. In step S8, control unit 15 judges whether
there exists a EPUB#u.KEY file corresponding to the
ut™ bit. If “no” then step S9, and if “yes” then step

20 S10. In step S9, control unit 15 creates a EPUB#u.KEY
file in internal memory 10, and proceeds to step S11.
In step S10, control unit 15 secure reads EPUB#u.KEY
from the protected area into internal memory 10 in the

recording apparatus, and proceeds to step S11.
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a "0" flag is detected, after which control unit 15 proceeds to step S13.
15 Steps S13 to S16 relate to the witing of secure data into an unused
Rul e&Key ®otsypozrea. | n step S13, control unit 15 detect ca/gpr@oshioag
nearest the head of the bitmap in the EPUB#u. KEY file stored in internal
menory 10 as the with bit. In step S14, control unit 20 15 wites an
encryption key and a permtted reproduction nunber relating to the new
content into the Rulkegkey IEnt ¢y ratt £a 1i nu ERWBHUS KEYY & gersesphredi hg r to1the
with bit (i.e. Rule&Key Entry#v). In step S15, control unit 15 sets the

Wi th bit yntkheoEPUBHL KEY- p4% W D81Q05178 PGTE 3IR0RL 06630 Doyt 04 nl”.
In step S16, control unit 15 secure wites the updated EPUB#u. KEY file

f i nt f Ne'l i nt tk
romin qrrp@lerﬂ@ﬁvwexwrfc}( %fae 4 £EORdi Mg %@p@rgpe@?ﬁ@rpt he, spf.e%g%oﬂt e

area of the SD nenory ca Here, it is possi at the setti

vt h bit, to "1" in step S15 may result in all_the bits ] t he EPUB#U. KEY
bi t map belcson‘icnén'dlu(.:%\ﬁhc?l ea?heachsaﬁgéasgugfr (flhiasg %?Len S_L)I:( nJE %)e orungfézieer,y it

remains a possibility, and so in step,S17, .contraol unit. 15 judges 10
whet hér g?ﬁibbﬁtlstg;n Otﬁeal*—fPlBﬁlfoRE‘% ] ?’ﬁ)a]pcbr & REwY " 1P A Pedinhen

step S18, and if "no" then step S20. In step S18, control unit 15 sets the
uth bit SfP_EPUB.MMG bitmap 1is 0” despite there being no

unused Rule&Key Entry areas in EPUB#u.KEY. In step S11,
if “yes” then step S12, and if “no” then step S13. In
step S12, control unit 15 detects the subsequent “0”

10 flag in the SD _EPUB.MMG bitmap as the u'™ bit, and
returns to step S8. If required, steps S10 to S12 are
repeated until a EPUB#u.KEY file having a bitmap with
a “0” flag is detected, after which control unit 15
proceeds to step S13.

15 Steps S13 to S16 relate to the writing of secure
data into an unused Rule&Key Entry area. In step S13,
control unit 15 detects a “0” flag nearest the head
of the bitmap in the EPUB#u.KEY file stored in internal
memory 10 as the v'" bit. In step S14, control unit

20 15 writes an encryption key and a permitted
reproduction number relating to the new content into
the Rule&Key Entry area in EPUB#u.KEY corresponding
to the v'" bit (i.e. Rule&Key Entry#v). In step S15,

control unit 15 sets the v' bit in the EPUB#u.KEY
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the bitmap in SD EPUB. MG stored in internal menory 10 to "1". In step

S19, control unit 15 secure wites 15 the updated SD EPUB. MG file from
i nternal wemnys1i® into the protected area. In step S20, eomtypaocdsut 15
cal cul ates the gl obal nunber#s of the Key&Rule Entry area into which the
secure data was witten by applying file nunber#u and | ocal nunber#v as
determ ned 20 according to the above operations to the equation #s=(n-1)

#utiv. | stefaS2hocontr ol URIi ts lépWgles Ebfor FBtl 04 niint Whi £hseanh et
nunber #t corresponds to gl obal nunber#s into the conversion table storage

file i h Lre Y i t c nt be 46 | 178
PCT/ J POZ/%%%%OQé r egg(r%{jecﬁ ﬂdr\#l]ds&?ong?é{%ﬁvutﬁgt?w i tfi(;,ia%r3 ocggsoi rrﬁg l(\;\@t(n%fa‘s]éwlqQ‘51

f
col octi o bt dii8ed © kegdrul Bhent 1y ok o i an s st eptei ey PG s

sel ection Of ‘unuse e Entry areas’in”an sting

for the witin f new secure_data, EPUBxxx.KEY files such as EPUB00O1. KEY
and EPUBGDEF’IEE‘%C%M ng 1 of fq’fetkh‘fmg ™ P THe Partd cul arly target ed,
thereby resulting in a shortening of the |ifespan of erasable bl ocks ,
corre8pondi ng tHe EResel £i Hes. P Pi§isi Bddest Pabl et 26 e¥¢ E&ti vdn W BRE cone in
the followng way. A table can be stored in the SD nenory card in which a
| ogi cal Tatltirdss Cor'f esporafsero $hé phygi cisaddress @l dtttdre bits in

the EPUB#u.KEY bitmap becoming “1”. While the chances

of this are 1/(n-1) or greater, it remains a
possibility, and so in step S17, control unit 15 judges

10 whether all the bits in the EPUB#u.KEY bitmap are now
“1”. In “yes” then step S18, and if “"no” then step S20.

In step S18, control unit 15 sets the u'® bit of

the bitmap in SD EPUB.MMG stored in internal memory

10 to “1”. In step S19, control unit 15 secure writes

15 the updated SD_EPUB.MMG file from internal memory 10
into the protected area. In step 520, control unit 15
calculates the global number#s of the Key&Rule Entry
area into which the secure data was written by applying
file number#u and local number#v as determined

20 according to the above operations to the equation
#s=(n-1) » #u+#v. In step S21, control unit 15 writes
information in which content number#t corresponds to
global number#s into the conversion table storage file

in the directory in which the new content has been
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in advance to each erasable block, and a targeting of EPUBxxx.KEY files
for witing can be managed by way 15 of this |ogical address. This frees up
t he al | ot WOMB/00078 er asabl e bl ocks with respect to fil es sRCH/IRE2/06630
EPUB0O0O1. KEY and EPUB002. KEY having low file nunbers. That is, by rewiting
the table the allotnent of erasable blocks can be varied, thus avoiding
the 20 lifespan of any one erasabl e bl ock being unnecessarily shortened,
even wherr ¢ he nd eide. pF boesse agip Se teoncehter at ed tan frioese sscdngsof new
EPUBOO1. KEY and EPUB002. KEY having low file nunbers. Having described the

witing prosesshag of thew ey este, tBe wWiescrs pt inm o4y VO 084005178
PCT/ JP02/ 06630 now noves on to the reproduction processing of stored

content. Fig.1gH&naph 4 0&9@19{% Pk BH%QBOE%S%'HEQ &Qﬁr@ét%n'é‘i’oh‘ﬁ%éﬁ the
reproducti on of content stored In the 5 user data area of an nennry

card. Th%wpggy%t'@ﬂtqfnﬁcg LDt 115, aghi eved s, p o oy Pl | opera’%‘. b3

control execut’i Conputer program-conpri sing
descrPbod B E6SUBOS T s dt SOpE I I AL BroUGEP HUHF £ -H1E i et} &t ng
t he reproduction of content provided in_ one of the directories in the user
data are®Ufh stepEPUBOO1.KEY and EPUB 002 KEY having low file
numbers will Dbe particularly targeted, thereby
resulting in a shortening of the lifespan of erasable
blocks corresponding to these files. This undesirable
10 effect can be overcome in the following way. A table
can be stored in the SD memory card in which a logical
address corresponds to the physical address allotted
in advance to each erasable block, and a targeting of
EPUBxxx.KEY files for writing can be managed by way
15 of this logical address. This frees up the allotment
of erasable blocks with respect to files such as
EPUBOO1.KEY and EPUBOO2.KEY having low file numbers.
That 1is, by rewriting the table the allotment of
erasable blocks can be varied, thus avoiding the
20 lifespan of any one erasable block being unnecessarily
shortened, even when the write processing is
concentrated on files such as EPUBOO1.KEY and

EPUBOO2.KEY having low file numbers. Having described

the writing processing of new content, the description
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S31, control unit 15 obtains the global nunber#s of the Key&Rule Entry
area corresponding to the content 15 to be reproduced fromthe conversion
tabl e st owe@s/00fir$ e of the directory in which the content PCF/Ipozsaosded. [|n
step S32, control unit 15 obtains the file nunber#u and |ocal nunber#v of
t he EPUBxxx. KEY and Key&Rule Entry area, respectively, that satisfy the
equation 20 #s=(n-1) #u+#v. In step S33, control unit 15 secure reads
EPUB#U. KinYo fir aiv ¢ 88 protiest € eaneapirid @uicti bnalp r sery ¥y ikl 40 stepr §3¢4,
control unit 15 judges whether the Vth bit of the bitmp in EPUB#u. KEY
stored i LohRhterpal nmenmory 10 is ""1". Here, although the 48 WO 03/005178
PCT/ JP02/ 06630 conversion table storage file clearly shows whet her

Key&Rul e Entry#v, corresp, i the btols | ot., S34 is
conducted as a%\sfla é&u'g?ldé);%aﬂlqggt tééﬁg]urfﬁ ktelll‘%‘/é %%sésj;égisﬁg}%o%pa‘%%&rlogni n
whi ch Key&Rul e 5 t.ry#v. is currently not in use. |If step,S34 is."no" (i
e Cui th ot D TER T CUREr ST RAO 46 et B et S50 PRE F eproited it Ehe
processing. If step S34 is "yes" éi.e. with bit ="1") , then step S35.
St eps® 35 49eFodatat @res Pe aktva MIPP ST # 617 of T Pife TDHRESHR U Clol PR
step S35, control unit 15 obtains the encryption key from Key&Rul e
Entry#v, @hdeormmentes s botthideegpr bng 1 @6 ehtrgpt ed ecERéntnusdng ¢ he
read

unit 15 executing a computer program comprising the

operations shown in the Fig.17 flowchart. The
reproduction processing will be described by
10 supposing a user operation via browser unit 11
instructing the reproduction of content provided in
one of the directories in the user data area. In step
S31, control unit 15 obtains the global number#slof
the Key&Rule Entry area corresponding to the content
15 to be reproduced from the conversion table storage
file of thedirectory inwhich the content is provided.
In step S32, control unit 15 obtains the file number#u
and local number#v of the EPUBxxx.KEY and Key&Rule
Entry area, respectively, that satisfy the equation
20 #s=(n-1) * #u+#v. In step S33, control unit 15 secure
reads EPUB#u.KEY from the protected area into internal
memory 10. In step S34, control unit 15 judges whether
the v'" bit of the bitmap in EPUB#u.KEY stored in

internal memory 10 is “1”. Here, although the
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encryption key and reproducing the decrypted content. |In step S37, control
unit 15 waits for a predetermned 15 tinme period to pass, and proceeds to
step S38 wban/oodies predeterm ned tinme period has passed. POTIPENEHIB,
control unit 15 decrenents by one the permtted reproduction nunber in
Key&Rul e Entry#v. In step S39, control unit 15 secure wites the updated
EPUB#u. KEY 20 file into the protected area. Thus conpletes the description

of the repsaeuct 5Aro Pr 6CASBENG t dhres g desTr i Bt icONe BGW YDVWESo A3 twhkhen del et e
processing. Fig.18 is a flowchart of t he processing operation involved in

the del etx@g&qiu@%nt@ﬂkﬁ@bed:wrte@pgwln@ P03/ 005178 PCJ/JF’O%EQQ%O

data area o menory card. The delete processing is conducted

h h
oper af 2%2%#??“%% T i S e T e LT P

descri bed b g the de]etion of content provided in one of the

di rector |tet§ E"rﬂeﬁﬁ RIAFS 1 Bidal bY PHe adD Sty I A8 H Kt Ylﬁ‘thlétlzl €y a
user operatlon via browser unit 11. In step S51, control wunit 15 deletes
from Bhe ER EESt By leht ¢ Hhenft ) B40 0D £8ntws Ai-ndk £ hé teomt 8rtd t bspe no”

del eted, and returns the cluster occupied by the file#t to enpty. In step
S52, cont¥ ok unvt® 15 idbtai A the globdlr plintver#s dfStherminates the

reproduction processing. If step S34 is “yes” (i.e.
vt? bit = “1”), then step S35. Steps 35 to 39 relate
to the actual reproduction of the content.

10 In step S35, control unit 15 obtains the
encryption key from Key&Rule Entry#v, and commences
both decrypting the encrypted content using the read
encryption key and reproducing the decrypted content.
In step S37, control unit 15 waits for a predetermined

15 time period to pass, and proceeds to step S38 when the
predetermined time period has passed. In step S38,
control unit 15 decrements by one the permitted
reproduction number in Key&Rule Entry#v. In step S39,
control unit 15 secure writes the updated EPUB#u.KEY

20 file into the protected area. Thus completes the
description of the reproduction processing. The
description now moves on to the delete processing.

Fig.18 is a flowchart of the processing operation

involved in the deletion of content stored in the user
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key&Rul e Entry area corresponding to the content to be deleted. In step
S53, control unit 15 obtains the 15 file nunber#u and | ocal nunber#v of the
EPUBXxxx. KE® 03f00d1e8 and Key&Rul e Entry area, respectively, trhauros@bisfy the
equation #s=(n-1) #u+#v. In step S54, control unit 15 secure reads

EPUB#u. KEY fromthe protected area into internal nmenory 10. 20 In step
S55, control unit 15 judges whether the wth bit of the bitmap in the
EPUB#uU. KiYasteoraedeian o f nher 1sad memuryylBaisd 1" ThHereée lad t bopgtotlessing
conversion table storage file clearly shows whether the Key&Rule Entry

area correspopdinitoute d e vyt h dHirti n $O W 0 PO51d 8 LRGTLEP0Z/ 0663 u tie .

Key&Rul e Entry#v) is in use or not, step S5 is conducted as a safeguard

agai nst 10¢ oyt bkeloo nPAssLlid Ly S Ro&d O il WoLeh: KeniRl 8 i by, | S

actually not 1n use. IT step 51s en cont unit 15 term nates

t he del et rocessing. Af st SH5 s "yes', then p. S56. Steps, S56 to

S68 rel attght%oolfﬁg 'aigguafll%glce ?5% ) oltr%lgeyiéullee% Entprrflév.efglsrf%pw%%,? %e

contrgl unit 15, wites a random nunber into Key&Rule Entry#y in 10

EPUBHE. KEYSSKoR 45 | Fbr ol FRABIT 40, HHE s B 872 O Bontrbl BRI §8 et s

the with bit in the EPUB#u. KEY bitmap to "0". In step S58, control unit 15
the directories in the user data

secur e provided in one of

area of the SD memory card as instructed by a user

operation via browser unit 11. In step S51, control

unit 15 deletes from the directory entry the file#t

10 containing the content to be deleted, and returns the

cluster occupied by the file#t to empty. In step S52,

control unit 15 obtains the global number#s of the

key&Rule Entry area corresponding to the content to

be deleted. In step S53, control unit 15 obtains the

15 file number#u and local number#v of the EPUBxxx.KEY

file and Key&Rule Entry area, respectively, that

satisfy the equation #s=(n-1) * #u+#v. In step S54,

control unit 15 secure reads EPUB#u.KEY from the
protected area into internal memory 10.

20 In step S55, control unit 15 judges whether the

v*® bit of the bitmap in the EPUB#u.KEY stored in

internal memory 10 is w17, Here, although the

conversion table storage file clearly shows whether

the Key&Rule Entry area corresponding to the vth bit

50



wites the updated EPUB#u.KEY file stored from internal nmenory 10 into the
protected area. 15 Here, the possibility exists that setting the with bit
in the EPUB#HOPEW bitmap to "0" in step S57 may result i ®CANIPIYG6e3bits in
t he EPUB#u. KEY bitmap becoming "0". In step S59, control unit 15 judges
whether all the bits in the EPUB#u. KEY bitmap are now 20 "0". In step S59
if "yes" then step S60, and if "no" then step S61. In step S60, control
unit 15 del ekes Kéha Kulle entty y #lvatiing ta BRBHoXKEO Eromtde Sdi fegtsory
entry, and returns the cluster occupied by EPUB#u.KEY to enpty. The nunber
of EPUBXxeKE1dtlees a8k WOh03/DHSL/PuBGld JPAZ H6630t i ntihe prod gatied §r ea

is reduced as a result of this deletion. If a new EPUBxxx. KEY file is

creat ed il blae p prot gt ek o e th6 N fhe uhl k hpeal oLt 60 Lhe fil e

nunber of the del eted” EPUB#u. KEY file (i . The 5 reuse
nunbers is S, provi ded. for... That A s, a peped , 1N e se nce ,of
file nunt?ecréﬁ%slgy \rﬁecgﬁl %ROP %he %éfl %ttl %ﬁ (gjt%% XXX KEY 1t"lhlr‘]sens %gﬁecbréc’l

o et st by s pa he (ULg puber of thetelelad LSS 10 o st o
"0" val uei,st b‘eyreesi"s’ at hpggbasbgéiF)t yS gf6 'at | east 1/(n-1) that the SD EPUB. MMG
Steps S56 to S58 relate to the actual deletion
of Key&Rule Entry#v. In step S56, control unit 15
writes a random number into Key&Rule Entry#v in

10 EPUB#u.KEY stored in internal memory 10. In step S57,
control unit 15 sets the v'" bit in the EPUB#u.KEY
bitmap to “0”. In step S58, control unit 15 secure
writes the wupdated EPUB#u.KEY file stored from
internal memory 10 into the protected area.

15 Here, the possibility exists that setting the v*'"
bit in the EPUB#u.KEY bitmap to “0” in step S57 may
result in all the bits in the EPUB#u.KEY bitmap
becoming “0”. In step S59, control unit 15 judges
whether all the bits in the EPUB#u.KEY bitmap are now

200 “0”. In step S59 if “yes” then step S60, and if “no”
then step S61. In step S60, control unit 15 deletes
the file entry relating to EPUB#u.KEY from the

directory entry, and returns the cluster occupied by

EPUB#u.KEY to empty. The number of EPUBxxx.KEY files
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bitmap will also require updating. In other words, if an all "1" flag
bitmap in EPUB#u. KEY reverts to a 15 bitmap having a single "0" flag as a
result ofwpDha/00e8ti ng change in step S57, the SD_EPUB. NMBCBIIPOAS630M | |
require updating in order to reflect this fact. Thus in step S61, control
unit 15 secure reads SD EPUB. MMG fromthe protected area into internal 20
menory 10. In step S62 control unit 15 judges whether the Uh bit in the
SD EPUB. MG it erap rioit emttee dala r eenory t@ dsc'el . a bf ayese sheht sbep $ShR3,s and
if "no" then step S65. Steps S63 and S64 related to the updating of 52 WD

03/ 0051781 CH JP@2{ 06680 a B2 FPEB.UMIox st Nk epf 883 CONERQ a tRid {lf sels
the utn bit in the SD EPUB. MMG bitmap to "0". In step S64, control unit

15 secur & Woitl 88 tide dpdal edi B8 FRUB. MBS fij | € 15HQr efh 1 B d PL&r Rl e "ETETY 10

of the recording 5 apparatus into the protected area. In step S65, control

in 19, drbgiesc pam e  £omieLgl pRfshle ghraan kg e L, pupberc o

the del eted content of 't try area

b ocolor ot Ut effod: ot 4 BE GBS0 eHPAbuVEr o AR RO REV 1 e i s

onl'y C“%%§%§”é§2§%5tJ§ in the sequence of file numbers as a
result of the deletion of EPUBxxx.KEY files can be
eliminated by reusing the file number of the deleted
files.

10 Furthermore, if the v'" bit in the EPUB#u.KEY
bitmap is updated to show a “0” value, there 1is a
probability of at least 1/(n-1) that the SD EPUB.MMG
bitmap will also require updating. In other words, if
an all “1” flag bitmap in EPUB#u.KEY reverts to a

15 bitmap having a single “0” flag as a result of the
setting change in step S57, the SD _EPUB.MMG bitmap
will require updating in order to reflect this fact.
Thus in step S61, control unit 15 secure reads
SD_EPUB.MMG from the protected area into internal

20 memory 10. In step S62 control unit 15 judges whether

the u'® bit in the SD _EPUB.MMG bitmap in internal

W ”

memory 10 is “1”. If yes then step S63, and if no
then step S$S65.

Steps S63 and S64 related to the updating of
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Key&Rul e Entry areas in existing EPUBxxx.KEY files have been witten, and
as a result unwarranted 15 creation of new EPUBxxx. KEY files is avoi ded.

M ni m zi nyotoRwoTIasber of EPUBXxxXx.KEY files in this way alPCowWBo¥@e3x he
efficient organization of stored content on the SD nenory card to be
mai nt ai ned over the long term Since the protected area often occupies 20
a conparatively small percentage of the total area available on an SD
menory c&M, E& (pBydidal [imistep S Acedoont rigel nunbdr 105 $eltes that uwilly be
recorded therein. As such, the ability of the recording apparatus in
enbodi neiti ¥ tim wtiHe dat aEwhiBeMMS WO O8QE051 48 PCT/.JPA2 06630 S64,
mnimzing the nunber of EPUBxxx.KEY files in the protected area of an SD

NMENDry caidh phayi des idc st s efd kel anti aBg efff ectibvea way of p utid i gi.ngvEhe
protected area. 5 The data structure and the various processing

operatiogs; fliscl ?%%de 4N &70qd] BN, 191 G 4n@fr § N8 o PEESeph d Nyent) PR 35 §

based on the followi ng international patent application publications, “and
Ao e gishad P AePRII Ll Lo Ob et Bledotechplgal  matters can be

obt ai ned referriing to these ef erences:

In step S65, control unit 15 deletes from the
conversion table storage file the id number#t of the
deleted content and the global number#s of the
Key&Rule Entry area corresponding to the deleted

10 content. Thus completes the delete processing.

In embodiment 4 as described above, a new
EPUBxxx.KEY file 1is only created after all the
Key&Rule Entry areas in existing EPUBxxx.KEY files
have been written, and as a result unwarranted

15 creation of new EPUBxxx.KEY files is avoided.
Minimizing the number of EPUBxxx.KEY files in this way
allows for the efficient organization of stored
content on the SD memory card to be maintained over
the long term. Since the protected area often occupies

20 a comparatively small percentage of the total area
available on an SD memory card, a physical limit is
placed on the number of files that may be recorded

therein. As such, the ability of the recording

apparatus in embodiment 4 to write data while
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W 00/ 65602 (02/11/2000) WD 00/74054 (07/12/2000) 15 WO 00/74059
(07/12/2000) WO 00/ 74060 (07/12/2000) WD 01/16821 (08/03/2001) Variations
20 Wi | e wbhasposasent i nvention has been described in terweTaPoYive3mbove
enbodi ments, these are nerely exanples of the best node of the invention
as presently conceivable. Therefore, variations of the present invention
are permssible within the scope of the 54 WO 03/005178 PCT/ JP02/ 06630
above di scliaosiumég. imkgenphar ynvarhati ons (BPUibxkR . HEY diivkasbeiow thA In
enbodi ment 1, the maxi mum nunber of Rule&Key 5 Entry areas is determ ned

by the equabitodict e @ awhese o f Nan SSbhendwishiey ek Rl p&key iké sy aargasti n a
single EPUBxxx.KEY file and "m' is the nunber of bits in the SD EPUB. MMG

bi t map. Thies nBXiAHN DHEDEKE f Schased @By bLheha Peiing; Are+ IR FRUBM Lid e
in the protected area. 10 Thus, the maxi'mum nunber can be nul'tiplied by
increasiq?r%Q§ nunber of SD EPUB. MG files. For exanple, if two SD

EPUB. MG Tiles are provided in the protected area, the maxi mum nunber of
Rule&gey Entry areas becomes 2 n m

The data structure and the various processing
operations disclosed in embodiment 1 to 4 of the
present invention are based on the following
international patent application publications, and a

10 more detailed description of related technical
matters can be obtained by referring to these
references:

WO 00/65602 (02/11/2000)
WO 00/74054 (07/12/2000)
15 WO 00/74059 (07/12/2000)
WO 00/74060 (07/12/2000)

WO 01/16821 (08/03/2001)

Variations

20 While the present invention has been described
in terms of the above embodiments, these are merely
examples of the best mode of the invention as presently
conceivable. Therefore, variations of the present

invention are permissible within the scope of the
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15 (B) In enbodinent 1, the mbit bitmap showi ng the condition of the
EPUBxxx. KEY files is placed in SD EPUB. MMG However, this bitmap nay be

pl aced i rwbpha/00f178 st EPUBxxx. KEY file (e.g. EPUBOO . KEY) . PCH/J@o@63i20

wor ds, enbodinent 1 requires two file access operations (i.e. once to open
SD EPUB. MM5 and once again to open EPUB#u. KEY havi ng an unused Rul e&Key
Entry area), whereas this variation allows for the condition of the
EPUBxxx. KRYofvi¢ ebi s @ lbesdet esni Bede mpa AWOy080054 8 PCF JRO2A0H6E0) aerel vy
by opening EPUBO01 . KEY. If there is an unused Rule&Key Entry area in
EPUBOO1. kfYv etewpserdiwe data can thus be witten by opening only one file.
Even if there are no unused Rul e&Key Entry areas in 5 EPUB0O1. KEY,

EPUB#u. KEY can still be determined from the mbit bitmap in EPUB001. KEY,
and thus no nore than two file access operation wil | be required in the

\(/:vglng: '?lgon o?ORu e&% %ntl?nyggggglsrr?g% provi g‘erghlgnnme% %xxx | Fé’

the n-bit bitmaps nay alternatively be provided in SD_ EPUB MG (O
search fdrPaF XEPEUB%&S KEY £igee@mened P ppbBs. KEY? hafird® anlised %F@&Key

Entry ar eas ,my be
i's the number of Rule&Key Entry areas in a single

EPUBxxx.KEY file and “"m” is the number of bits in the
SD_EPUB.MMG bitmap. This maximum number is based on
there being one SD _EPUB.MMG file in the protected area.

10 Thus, the maximum number can be multiplied by
increasing the number of SD EPUB.MMG files. For
example, if two SD _EPUB.MMG files are provided in the
protected area, the maximum number of Rule&Key Entry
areas becomes 2 n- m.

15
(B) In embodiment 1, the m-bit bitmap showing the
condition of the EPUBxXxxXx.KEY files 1is placed in
SD_EPUB.MMG. However, this bitmap may be placed in the
first EPUBxxx.KEY file (e.g. EPUBOO1.KEY). In other

20 words, embodiment 1 requires two file access
operations (i.e. once to open SD_EPUB.MMG, and once
again to open EPUB#u.KEY having an unused Rule&Key
Entry area), whereas this variation allows for the

condition of the EPUBxxx.KEY files to be determined
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conducted by referring only to the mbit bitmap in SD EPUB. M5 wi t hout
providing n-bit bitmaps in each EPUBxxx.KEY file. In other words, if the
recor di ngwoappediat us i nvestigates the condition of Rul e&KegTARIHHI0y ar eas
in files before witing new secure data, there will be no need to provide
bi t maps that show the condition of each Rul e&Key Entry area. This
variation i s prem sed on unused Rul e&Key Entry areas (i . e . areas

havi ng yate re lpe hwi ote@ndrm gabibigs AAdl dEtE deldt edhe 156 IO @31 006 1L%8e d
PCT/ JP02/ 06630 being set at a value that allows the deletion condition to
be qui ckiRu Hetse aiyneth € e.yg. a TRAD0OAOGOL J).B HOWRVICE Y , ShBGe secureedatsat hS
stored in encrypted form and secure data is generally deleted by witing

a randomca AUBBERL's | BEO WhetRW £&KeY IHE i d§ean NyWBinc £ e SecHien daka is
stored, distinguishing between encrypted data and deleted data is not

easy. Thys, gerduching the, i nygalidati qoymRikaned ahoveyi s Qote practjgally
realizable. In enbodinent 1, the flags of the bi'tmap 10 in each EPUBxxX. KEY

file 1 oadypefiow. foyeashh y By eEkay, Rolry A ea whel hot L Ul efey, St 1y

area has _secure déya recorded or deleted. _ referringto
areas inTh e b e et Al QRPN B kal dady Btery Srta waVE Been
two file access operation will be required in the
writing.
Also, although in embodiment 1 an n-bit bitmap
10 showing the condition of Rule&Key Entry areas 1is
provided in each EPUBxxx.KEY file, the n-bit bitmaps

may alternatively be provided in SD EPUB.MMG.

(C) A search for an EPUBxxx.KEY file (i.e.
15 EPUB#u.KEY) having unused Rule&Key Entry areas may be
conducted by referring only to the m-bit bitmap in
SD_EPUB.MMG, without providing n-bit bitmaps in each
EPUBxxx.KEY file. In other words, if the recording
apparatus 1investigates the condition of Rule&Key
20 Entry areas in files before writing new secure data,
there will be no need to provide bitmaps that show the
condition of each Rule&Key Entry area. This variation
is premised on unused Rule&Key Entry areas (i.e. areas

having yet to be written or having had data deleted)
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witten. (D) Enbodinments 1 to 4 are described by referring to an exenplary
SD nmenory card that incurs an overhead 20 relating to the nutua

aut hent i cabpiososiegiui red to access files. However, enbodi neargr@2/i66304 nay be
applied to any recording nediumincurring an overhead that results in tinme
bei ng taken to open a plurality of files. For instance, the recording
medi um may be 57 WD 03/005178 PCT/ JP02/ 06630 a flash nenory card, exanples
of which hadlngles at gtnpact Ifu ashhear @& 1 hosmartth eedied, e fimenmarynstiick o m
mul ti media card, and a PCM CIA card. O her than a sen conductor nenory

card, the:peserdiunge Radl We teyrihe @an( eptd cat 0 dicsko cex@oplies 106 wehi 6k,
include a magnetic recording disk (e.g. flexible disk, SuperD sk, Zip,

Aik!), aigmvable-pfard diaskadhiyes derdd ORB Ao r pRAQUN PIehy, Ezﬁlgey,
mcro drive), a DVDRAM a DVD-RW a PD, a DVD+RW and a CD-RW

shoun In {08 J4oweAlLs (I JLA% 10100, e e e £MBGAGLEN{ 4 €5, Oiahrbsom

recordi ng appar at us descri b In e dr ment are real1ze hfo

ol B2 Qe P SRE% B £TUBHLS) HPRSPLE CaTRL S RRUAT ke,
apparatusdalfatlsstored distinguishing between encrypted data
and deleted data is not easy. Thus conducting the
investigation mentioned above 1is not practically
realizable. In embodiment 1, the flags of the bitmap
10 in each EPUBxxx.KEY file <clearly show for each
Rule&Key Entry area whether the Rule&Key Entry area
has had secure data recorded or deleted. Thus, by
'referringtotﬂuan—bitbitmapjj:ispossibletx>quickly
determine which Rule&Key Entry areas in a file are not

15 in use and which Rule&Key Entry areas have been

written.

(D) Embodiments 1 to 4 are described by referring to
an exemplary SD memory card that incurs an overhead
20 relating to the mutual authentication required to
access files. However, embodiments 1 to 4 may be
applied to any recording medium incurring an overhead
that results in time being taken to open a plurality

of files. For instance, the recording medium may be
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conputer programis stored on a storage nedium the storage nedium may be
distributed or lent to a user, and the conputer programthen perforned
i ndependewDlog/o@Q79y the user. Alternatively, if the conputrer/Jpongezm i s
distributed over a network, a user may downl oad the conputer program and
t he downl oaded conputer program then be performed i ndependently by the
user. 58 WD 03/005178 PCT/JP02/ 06630 (F) In enbodinments 1 to 4, the content
to be recordedasdn teem 8D yrenpx y dear & A amgelsesi bed ashbechg anclkehédat rani c
publi cation. However, other content may be recorded on the SD nenory card,
exanpl es dmphi €b A1 4B udermusi & amch ABVINESd 1E@G dnntdheoabovetick, a
enbodi nents, m nunber of bits in an mbit bitnmap are allotted one-to-one
to m numhes 1 @fi m ERUBXX: KEY fil:asa whi ele el bavs ooy gondptiipas tonke, 1Q
shown for each EPUBxxx.KEY file; that is, whether the file has (i) one or
nore unu K I tyy. ar i), al t | O use.
Fom GRS E YRRy, S b REST AL B SLREF Ay

However , i ncreasl ng 1 ofted thr

condigiogfeng% be s@gwm fgr ac EPUBxxx.KFY filgf 1§.Qﬁé In_the gbove

embod? meits, Hnufier 6 bi t%T P an CRABIR * 6i%t map ar'e”alq ot t el “ond¥o- bne

to n nunmber of @ Key&Rule Entr¥ areas_ i n_each EPUBxxx.KEY file, which
magnetic recording disk (e.qg. flexible disk,
SuperDisk, Zip, Clik!), a removable hard disk drive

(e.g. ORB, Jaz, SparQ, SyJdet, EZFley, micro drive),

a DVD-RAM, a DVD-~-RW, a PD, a DVD+RW, and a CD-RW.

10
(E) As shown in the flowcharts in Figs.16 to 18, the
characteristics of the recording apparatus described
in embodiment 4 are realized through ameliorations
effected by a computer-readable computer program. As
15 such, the computer program may be performed

independently of the recording apparatus. If the
computer program is stored on a storage medium, the
storage medium may be distributed or lent to a user,
and the computer program then performed independently
20 by the user. Alternatively, if the computer program
is distributed over a network, a user may download the
computer program, and the downloaded computer program

then be performed independently by the user.
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allows two conditions to be shown for each Key&Rule 20 Entry area in a
EPUBxxx. KEY file; that is, whether the Key&Rule Entry area is (i) not in
use, or (WD)osjopsiase. However, by increasing the nunber ofPcalipadcesh bit s,
three or nore conditions may be shown for each Key&Rule Entry area. 59 WO
03/ 005178 PCT/ JP02/ 06630 (1) The above enbodi nents are described in terns
of rights managenent information being recorded in the protected area.

However, ofher 1typegbefd i hfer oat ilor & 4 pathid R AtRigh tevele dfecorded
confidentiality may be recorded in the protected area, exanples of which

i ncl udebid )i nghinf of at g amo P?i vater hnf ordmtj 08 c aNde d ragde Sgeriely an
information. Also, if the confent to be reproduced is a publication as

descri bed, { odi ts. 1. to. 4, r L.on SSi i nvol ve
vari a1 ons. Ban” ST TR ERE 55 81 RS GG HOT S BERT B B A RY°bY
permtted conditions of e c be determ ned dependi ng.on the formo
Pepr oductt 510 18y o FRE aBoemSbaasmes: O nes FAghes Siandgersit s o1
information sets the permtted conditions of usage such as reproduction,
copyi fig, ‘ah@ltthdel ikes icopy " Pr B4Ry may i nvol ve variations such as
transfer, mgration, and checkout copying. Transfer copying is 20 used to
transfer content between recordi ng nedi uns

(G) In the above embodiments, m number of bits in an
m-bit bitmap are allotted one-to-one to m number of
EPUBxxx.KEY files, which allows two conditions to be
10 shown for each EPUBxxx.KEY file; that is, whether the
file has (i) one or more unused Key&Rule Entry areas,
or (ii) all Key&Rule Entry areas in use. However, by
increasing the number of allotted bits, three or more
conditions may be shown for each EPUBxxx.KEY file.
15
(H) In the above embodiments, n number of bits in an
n-pbit bitmap are allotted one-to-one to n number of
Key&Rule Entry areas in each EPUBxxx.KEY file, which
allows two conditions to be shown for each Key&Rule
20 Entry area in a EPUBxxx.KEY file; that is, whether the
Key&Rule Entry area is (i) not in use, or (ii) in use.
However, by increasing the number of allotted bits,
three or more conditions may be shown for each Key&Rule

Entry area.
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when the original content is to be deleted. Mgration copying is prem sed
on rights managenent information being generated on the recording nmedium
ont o whi cWwotohmosuentent is to be 60 W 03/005178 PCT/ JP02/p06AB2/0668PI ed.
Checkout copying is one type of copy processing used when the permtted
nunber of copies is limted, the copying being executed after decrenenting
the 5 permtted nunber of copies by one. Different from other forns of

| imted nunmber copying, checkout copying allows for the permtted nunber
of copies to also be increnented. The permtted nunber of copies can be

i ncrement €1) af tiet e f hibsd v eordus bidigm echeskaine de gx pdessing it ot prreds bbte t he
reproduction of content copied onto a recording nmedium (K) The permtted

condi ti onsj gh tseniah & B& & aht si nFaPagenEeNbni N e Ry | PR J@Y deed desi gpated
in any manner 15 preferred. For exanple, restrictions nay be applied to

the remaigy pg HUEREY 9F J£Pr AUFERAQNS , O, CRBIES, vy pWU s ﬁbtferfﬁ%iovleﬁxg BfloPPer

limt nmay be set. These restrictions nmay al so be applied in terns tinme
;rg;hgfé ;Qf&}hﬁ%ﬁ%@ﬂ%ﬁﬁgﬁ fﬁlr%?r Wge an , 2Q £ILeGtd Y§ (Rer g of puse
recorded in the protected area, examples of which
include billing information, private information, and
trade secret information. Also, if the content to be
reproduced is a publication as described in
10 embodiments 1 to 4, reproduction processing may
involve variations such as the display or printing of

the publication. The permitted conditions of use can

be determined depending on the form of reproduction.

15 (J) In the above embodiments, the rights management
information sets the permitted conditions of usage
such as reproduction, copying, and the like. Copy
processing may involve variations such as transfer,
migration, and checkout copying. Transfer copying is

20 used to transfer content between recording mediums
when the original content is to be deleted.

Migration copying is premised on rights
management information being generated on the

recording medium onto which the content is to be
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The present invention allows for a file having an unused area in which to
record secure data to be 61 WO 03/005178 PCT/JP02/ 06630 quickly specified
from anongoasfpburdal ity of files stored in the protected RCFAPOZNIveIS Or €,
the present invention can be used by consuners around the world who
require a recording nedium a recording apparatus, 5 or a reproduction
apparatus for recording secure data. As such, there is great potential for
t he recordopg ededi um recordi ng apparatus, and reproduction apparatus
relating to the present invention to be used in areas such as the

general - pur posecieguilpaait cdpyindystiry. o2 WG B3 WH1¢% PETHIRDZELR6H30 g
CLAIMS 1. A recording apparatus for a recording nmediumthat has a

plurality, 8t dikged ecpedes therepd.q eaghdd beo havibpg @spliw al i fy; ©f gentry
areas, conprising: 5 a reading unit operable to read condition information

fromthe %ﬁgorggﬁ&%@u?%%gg condi £{,Qn g g%%i o, showh pg fof eagh Jile

whet her the fi condrtion i one or nore ‘entry areas
are net 100456 e Qe d " ARBWPT SPNUSLA dN Y AL 8Ll 19 10 SPETY BLsRS

other forms of limited number copying, <checkout
copying allows for the permitted number of copies to
also be incremented. The permitted number of copies
can be incremented after first conducting “check-in”
10 processing to prohibit the reproduction of content

copied onto a recording medium.

(K) The permitted conditions of use in the rights
management information may be designated in any manner
15 preferred. For example, restrictions may be applied
to the remaining number of reproductions or copies,
or alternatively an upper limit may be set. These
restrictions may also be applied in terms of time
rather than freguency of use, or otherwise an

20 effective period of use may be set.

INDUSTRIAL APPLICABILITY
The present invention allows for a file having

an unused area in which to record secure data to be
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a witing unit operable to specify a file in a first condition by
referring to the read condition information, and to wite data into an
unused emvoy3/esiem of the specified file; and 15 an updat ipag/Jee/dcesmper abl e
to update the condition information so as to show the specified file as
being in the second condition if all the entry areas in the specified
file beconme in use as a result of the witing of the data by the witing
unit. 20 QuiThkeliyecopd ag fappdr af uomwf agiahm 13 whére ol itthe cohdifti des
information is updated by the wupdating unit so as to show, when an entry
area in astbidedi i heheegond teontietd anr beconeh enoé fior ¢iset Hdéep rads ¥R t
03/ 005178 PCT/JP02/ 06630 file as being in the first condition. 3. The

recor di ngi ARRA 8tiusn Ok Ch ab@ lu s\Whereiyn c  henfmakes MrWHeE ofnti hesr1m
being an integer 5 having a value of 2 or greater, the condition

informatipRd $ Ay hka% %e‘}Lée@S‘%de@S}n%td 04 npf amxfBJHJB‘%rd ohd Lagsatthdl us,

correspond one- o one with th n1nunber of file each flag being set as
f t d ) t
one o 01113 SH0W 09 rouiespRIt g 10 (e (o bedp e JUE3

As such, there is great potential for the recording
medium, recording apparatus, and reproduction
apparatus relating to the present invention to be used
in areas such as the general-purpose equipment

10 industry.
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condition, the file specified by the witing unit corresponds to an
off-flag, and 15 the updating by the updating unit involves changing the
off-flag wooamozams flag if all the entry areas in the spe®cfije/decse becone
in use as a result of the witing of the data by the witing unit. 20 4.
The recording apparatus of claim3, wherein the off-flag to which the file
corresponds is an off-flag nearest a head of the flag sequence. 5. The
recor di ngCa@pBM&t us of claim3, wherein 64 WO 03/005178 PCT/ JP02/ 06630 the
condition information is placed in one of the files having the plurality
of entry areas,Aareicoadfiile apbatr as s ff ereatre@ ¢ hd ifn § eseliavie ngt hlet
plurality of entry areas. 5 6. The recording apparatus of claim11, further

conpri singa 4 £rpati ng1unt { eperabhe é orereatdedfthe tBatn, i 8aidhthe 1fd rst
condition if all of the files on the 10 recording medium are shown to be

in the Seﬁgﬂﬂlﬁ%”dét'pol”u%elnlE@ﬁ 6¢ad: fOnd) t Lane 4 8f, OrH%txd;QPl'sSlnbef erred to
by the witing unit. 7. The recordi ng apparatus of claim1l, wheréin
5 a reading wunit operable to read <condition
information from the recording medium, the condition
information showing for each file whether the file is
in a first condition in which one or more entry areas
are not in use, or in a second condition in which all
10 the entry areas are in use;

a writing unit operable to specify a file in a
first condition by referring to the read condition
information, and to write data into an unused entry
area of the specified file; and

15 an updating unit operable to update the condition
information so as to show the specified file as being
in the second condition if all the entry areas in the
specified file become in use as a result of the writing
of the data by the writing unit.

20
2. The recording apparatus of claim 1, wherein

the condition information is updated by the

updating unit so as to show, when an entry area in a

file in the second condition becomes not in use, the
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15 there are n nunber of entry areas in each file, n being an integer

having a value of 2 or greater, the recordi ng nmedium has further recorded

t her eon awbloagoegiuence consi sting of n nunber of flags ®PeaAtIPERIGEHSpond

one-to-one with the n nunber of entry 20 areas in a file,

each flag being

set as one of an off-flag showi ng the corresponding entry area to be not
and an on-flag showi ng the corresponding entry area to be in use,
and the ehilye agea bhatimmqhiich the datia $§ toohdiwritttren 65 WO 03/ 005178
PCT/ JP02/ 06630 by the witing unit is an entry area corresponding to an
off-flag. 8. The recording apparatus of claim7, wherein 5 the off-flag to

in use,

whi ch the entry area corresponds

is an off-flag nearest a head of the flag

sequence.3, 9. Teer 8COR@I NG i 3RPaLYYIS rft Ghaidl 7.c Waerei 1 t hentlag; sequence
is placed in one of the files ™ 10 having the n nunber of entry areas, or

a file that 'Scl%frf erept, to %Q@Tgblresopm}élqgeghefg ?%@féag SUNAA %gr eas.

10. The recording apparatus o

t he cp

files
10
15
20

alrm9 erern g sequenc

the condition information is a flag sequence
consisting of m number of flags that correspond
one-to-one with the m number of files, each flag being
set as one of an off-flag showing the corresponding
file to be in the first condition, and an on-flag
showing the corresponding file to be the second
condition,

the file specified by the writing unit
corresponds to an off-flag, and

the wupdating by the updating wunit involves
changing the off-flag to an on-flag if all the entry
areas in the specified file become in use as a result

of the writing of the data by the writing unit.

4 The recording apparatus of claim 3, wherein

the off-flag to which the file corresponds is an

off-flag nearest a head of the flag sequence.

5. The recording apparatus of claim 3, wherein

64
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11. The recording apparatus of claim11l, wherein 20 the recording nmediumis
a sem conductor nenory card that includes an authentication circuit for
aut hent i CADIWRYOHAM apparatus to which the sem conductor nPEFIPOEEI | S
connected, and a protected area which is accessed by the apparatus only

66 WO 03/005178 PCT/ JP02/ 06630 when the apparatus has been authenticated
by the authentication circuit, and the plurality of files are recorded in
the protectedtadreacomnd2t ilhe edordivegt apparias uslefc €flai m dhe whérehr

t he sem conductor nenory card further includes a user data area having
recorded f berees m avplugat hiey p 10f rearict ypt ed eant ent a,r d8st,he Ppliwiad it y1ef
entry areas in the files recorded in the protected area are allotted

one-to-onenha the o Bkal i by of t enarypt edi cent _erﬁlasnixa?d tie dat @ruri ften
into the unused entry area of the specified file by fhe witing unit

i ncl udes €olp 2.4e ypt| on key and rights managenent information,
bot h of ?cﬁ gfe {o % € encrypted content to which the unused entry
area %s aIIotted. 13. The recording apparatus of claiml1, wherein

6. The recording apparatus of claim 1, further
comprising:

a creating unit operable to create a file that

is in the first condition if all of the files on the

10 recording medium are shown to be 1in the second

condition when the read condition information is

referred to by the writing unit.

7. The recording apparatus of claim 1, wherein
15 there are n number of entry areas in each file,
n being an integer having a value of 2 or greater,
the recording medium has further recorded
thereon a flag sequence consisting of n number of flags
that correspond one-to-one with the n number of entry
20 areas in a file, each flag being set as one of an
off-flag showing the corresponding entry area to be
not in use, and an on-flag showing the corresponding
entry area to be in use, and

the entry area into which the data is tobewritten
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20 an area of the recording nediumis fornmed from a plurality of clusters,
the entry areas in the files are each of a constant |ength, and the nunber
of entry wo@amoiime each file is set such 67 WO 03/005178 PCT/JPe0@686630
that a size of each file is less than or equal to a size of a cluster. 14.
The recordi ng apparatus of claim13, wherein 5 the recording nediumis a
sem conductor nenory card requiring that data recorded thereon be erased
before they irhiei g of itrthe datiat by st Ber i timg amner, candasposidéng fo
cluster is equal to or a fraction 10 of a size of a mninum erasable area
of the sem odnfttuftiargoenory card. 15. A recordi ng nmedi um havi ng recorded
thereon: a plurality of files, each of which has a 15 plurality of entry
areas; and condition information showing for each file whether the file is
inafirst condition in which one or nore entry areas are not in use, or

in asecgnd copditi@ubpdheh abL ANg+QNET Y% BT €3S ARe 7 N YSfe r 20, 16. The
recordi ng nmedi um of claim15, "wherein
5 the off-flag to which the entry area corresponds

is an off~flag nearest a head of the flag sequence.

9. The recording apparatus of claim 7, wherein
the flag sequence is placed in one of the files
10 having the n number of entry areas, or in a file that
is different to the files having the n number of entry

areas.

10. The recording apparatus of claim 9, wherein
15 the flag sequence and the condition information
are placed in the file that is different to the files

having the n number of entry areas.

11. The recording apparatus of claim 1, wherein

20 the recording medium is a semiconductor memory
card that includes an authentication circuit for
authenticating an apparatus to which the
semiconductor memory card 1is connected, and a

protected area which is accessed by the apparatus only
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there are mnunber of files, mbeing an integer having a value of 2 or
greater, and the condition information is a flag sequence 68 WD) 03/005178
PCT/ JP02/W6830051¢9onsi sting of m nunber of flags that corr@spare/o663te-t o- one
with the mnunber of files, each flag being set as one of an off-flag
showi ng the corresponding file to be in the first condition, and an
on-flag 5 showi ng the corresponding file to be the second condition. 17.
The recordihag medi @m ap pd mamuls, waer ebrenh hexetdrent incatterdofbegntthe
areas in each file, 10 n being an integer having a value of 2 or greater,

and the rgegemd ng ineditum has {f uethet ,regauded thereon a flag sequence
consisting of n nunber of flags that correspond one-to-one with the n

nunber of entr%héreﬁﬁidPaQi{g_& chche f hags bej pg sete 8% 088 Of @0 1Phe
of f-flag showi ng the corresponding entry area to be not in use, and an

on-fl ag i e, cqQr ponding entry area to be in use. 18. The
recordin PW&T u?nttg?fd c%£e§1§15, wherein 20 the recording nediumis a

sem cgnductor menory card that includes an authentication circuit for
aut hehti cati ng an apparatus to which the sem conductor nenory card is

connected, _and a , . .
12. The recording apparatus of claim 11, wherein

the semiconductor memory card further includes
a user data area having recorded therein a plurality
of encrypted contents,

10 the plurality of entry areas in the files recorded
in the protected area are allotted one-to-one to the
plurality of encrypted contents, and

the data written into the unused entry area of
the specified file by the writing unit includes one

15 of a decryption key and rights management information,
both of which relate to the encrypted content to which

the unused entry area is allotted.

13. The recording apparatus of claim 1, wherein
20 an area of the recording medium is formed from
a plurality of clusters,
the entry areas in the files are each of a constant
length, and

the number of entry areas in each file is set such
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protected area which is accessed by the apparatus only 69 WO 03/005178
PCT/ JP02/ 06630 when the apparatus has been authenticated by the

aut hent i c&DI0dM078 cuit, and the plurality of files are re®CTIRR/G6A3X he
protected area. 5 19. The recording nediumof claim 18, wherein the

sem conductor nenory card further includes a user data area having
recorded therein a plurality of encrypted contents, 10 the plurality of
entry ardasaitn 4 he ifi ée® f eearaled £ il het hes platest eathanea areahbadt tted a
one-to-one to the plurality of encrypted contents, and the data witten
into the dnusedoentd ycaneat@r .the specified file by the witing unit

i ncludes one 15 of a decryption key and rights managenent information,
both of which relate to the encrypted content to which the unused entry
area is allotted. 20. The recordi ng nedi um of claim 15, wherein 20 an area

f th d f I I
areas I n {he %ﬁ%}egegfréég‘ggi%gﬁﬁ’ege’&%%?‘a@% G523l (ot BF e ry

areas_in each flle |s set(f , ,
5 recor 1ng medium is a semiconductor memory

card requiring that data recorded thereon be erased

before the writing of the data by the writing unit,
and

the size of a cluster is equal to or a fraction

10 of a size of a minimum erasable area of the

semiconductor memory card.

15. A recording medium having recorded thereon:
a plurality of files, each of which has a
15 plurality of entry areas; and
condition information showing for each file
whether the file is in a first condition in which one
or more entry areas are not in use, or in a second
condition in which all the entry areas are in use.
20
16. The recording medium of claim 15, wherein
there are m number of files, m being an integer
having a value of 2 or greater, and

the condition information is a flag sequence
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70 WD 03/005178 PCT/JP02/ 06630 that a size of each file is |less than or
equal to a size of a cluster. 21. The recordi ng nmedi um of claim 20,
wher ei n 5wohe/ooacor di ng nediumi s a sem conduct or nmenory PCANIBOY@G30 i ng
that data recorded thereon be erased before the witing of the data by the
witing unit, and the size of a cluster is equal to or a fraction 10 of a
size of a mninum erasable area of the sem conductor nenory card. 22. A
conput er g ogriastfiorg havifngma oonmpbteer peff ofha @sr etbradi ngcprracesp ond
relating to a recording medium 15 that has recorded thereon a plurality of

files, eacheoft yhioate has teh B heaki hyimdh e@ntorfy &1 8@, COARM S NFg ba 1 gadi ng
step of reading condition information fromthe recordi ng nedium the

condi ti ons é af arymabindh oshawh ng £ pr reagh fdl swuheghemd he S be dSohly Ankyi st
20 condition in which one or nore entry areas are not in use, or in a

second cgng ¢ OEfoi Mo Whi £ al ), L he8NLEY - LepSe ald, I N Jis]: 2 "‘”é%i-gtgl §4eP

of specifying a filein a first ~condition by réeferfing to the Tea

condition, 71 MO 03%995178 PCT/JP02/86630
e correspondlng

showing file to be the second

condition.

17. The recording medium of claim 15, wherein
there are n number of entry areas in each file,
10 n being an integer having a value of 2 or greater, and
the recording medium has further recorded
thereon a flag sequence consisting of n number of flags
that correspond one-to-one with the n number of entry
areas in a file, each flag being set as one of an
15 off-flag showing the corresponding entry area to be
not in use, and an on-flag showing the corresponding

entry area to be in use.

18. The recording medium of claim 15, wherein

20 the recording medium is a semiconductor memory
card that includes an authentication circuit for
authenticating an apparatus to which the
semiconductor memory card is connected, and a

protected area which is accessed by the apparatus only
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information, and witing data into an unused entry area of the specified
file; and an updating step of updating the condition infornmation so as to
show t he wpagiobiiesl file as being 5 in the second conditi @aTiJPomick3n he
entry areas in the specified file beconme in use as a result of the witing
of the data in the witing step. 23. The conputer program of claim 22,
wherein 10 the condition information is updated in the wupdating step so as
to show, whem art et ryparaenaitrna lHalse bedahe setdnentondettieots Begoneh enot
inuse, the file as being in the first condition. 15 24. The conputer
program of utlhad mt22; awhies 8i rc i klar £tar eamanunber of files, m being an
integer having a value of 2 or greater, the condition information is a

flag sequence tCIQ@Si§>tliLE‘9aqfi€;ynU_fH3@r ol 1fd agsatrhat coEkasgerd 29 the
one-to-one with the mnunber of files, each flag being set as one of an

of f-flag shgwdgthg corggsponding file to be in the first condition, and
an on-flég showi ng the corresponding file to be the second condition, 72
WO 03£005178 PCT/JP02/ 06630 the file specified in the witing step
corresponds to an off-flag, and

19. The recording medium of claim 18, wherein

the semiconductor memory card further includes
a user data area having recorded therein a plurality
of encrypted contents,

10 the plurality of entry areas in the files recorded
in the protected area are allotted one-to-one to the
plurality of encrypted contents, and

the data written into the unused entry area of
the specified file by the writing unit includes one

15 of a decryption key and rights management information,
both of which relate to the encrypted content to which

the unused entry area is allotted.

20. The recording medium of claim 15, wherein
20 an area of the recording medium is formed from
a plurality of clusters,
the entry areas in the files are each of a constant
length, and

the number of entry areas in each file is set such
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the updating in the updating step involves changing the off-flag to an
on-flag if all the entry 5 areas in the specified file becone in use as a
result oWotoheoswsting of the data in the witing step. 2PCThRe2/@o6smput er
program of claim 24, wherein the off-flag to which the file corresponds is
an 10 off-flag nearest a head of the flag sequence. 26. The conputer
program of claim 24, wherein the condition information is placed in one of
the fil dshhadviagstineeplour akiatgh off ieher yi sir égss sotiana oy | equalt Had ias
different to the files having the plurality of entry areas. 27. The
conput er i egr anfofa ckdins 2 r further conprising: 20 a creating step of
creating a file that is in the first conditionif all of the files on the
recording nediumare shown to be in the second condition when the read
condition information is referred to in the witing step. 73 WD 03/005178

PCT/ JPO2/£6630 1 128. T@éo%‘?HtgermErooﬂﬁﬁxm&E d BhMg2p gwhep i Lhere are n

nunber of entry areas in each ™ n being an i nteger having a val ue of 2
O gt e ARy, e e e P g
card requiring that data recorded thereon be erased
before the writing of the data by the writing unit,
and
the size of a cluster is equal to or a fraction

10 of a size of a minimum erasable area of the

semiconductor memory card.

22. A computer program for having a computer perform

a recording process relating to a recording medium

15 that has recorded thereon a plurality of files, each

of which has a plurality of entry areas, comprising:

a reading step of reading condition information

from the recording medium, the condition information

showing for each file whether the file is in a first

20 condition in which one or more entry areas are not in

use, or in a second condition in which all the entry
areas are in use;

a writing step of specifying a file in a first

condition by referring to the read condition
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t hat correspond one-to-one with the n nunber of entry areas in a file,
each flag being set as one of an off-flag showi ng the corresponding entry
area to b&0oW3/0MAr8i n use, and an on-flag show ng the corr ®@SpORR/GHG30 ent ry
area to be in use, and the entry area into which the data is to be witten
inthe witing step is an entry area corresponding to an off-flag. 15 29.
The conputer program of claim 28, wherein the off-flag to which the entry
area corriefonma tisoan oghd | g inkamest da thead o ot enf lwyusea@esoet r Y20
30. The conputer program of claim 28, wherein the flag sequence is placed
in one ofatha folfest hkavi pg dhé ire aduifhie eof ®ntry areas, or in a file that
is different to the files having the n nunber of entry areas. 74 WO

03/ 005178 PCT/ M2/ 0660t i3lg The £pnpytrer p agraihef o gem 3% nwher e t he
flag sequence and the condition information are placed in the file that is

different; fe Jhgald165 > Nyl RG theon pupbes (- ertiryqarease 32 png
conputer program of claim22, wherein the recording mediumis a
sem condugcf o LY. ,£8" 4 L,0gt ¢ pghudes g9 aqPentiGa(,on CLLeuit, Tor

specified file become in use as a result of the writing

of the data in the writing step.

23. The computer program of claim 22, wherein

10 the condition information 1is updated in the
updating step so as to show, when an entry area in a
file in the second condition becomes not in use, the

file as being in the first condition.

15 24. The computer program of claim 22, wherein
there are m number of files, m being an integer
having a value of 2 or greater,
the condition information is a flag sequence
consisting of m number of flags that correspond
20 one-to~-one with the m number of files, each flag being
set as one of an off-flag showing the corresponding
file to be in the first condition, and an on-flag
showing the corresponding file to be the second

condition,
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10 authenticating an apparatus to which the sem conductor nenory card is
connected, and a protected area which is accessed by the apparatus only
when t he wppaneiias has been aut henticated by the aut hentiPCatiPai663xr cuit,
and 15 the plurality of files are recorded in the protected area. 33. The
conput er program of claim 32, wherein the sem conductor nenory card further
includes 20 a user data area having recorded therein a plurality of
encrypted cont &rite, the it ur a$ pteye bf iedry aneastiret hewtiiltesnigecorsdedp i n
the protected area are allotted one-to-one to the plurality of encrypted
cont ent s,cand e/Sp\Wm D3/ G0S518h PEH JPO2/DH63%htHe data witten into the
unused entry area of the specified file in the witing step includes one

of a decryptiortkey apdistahtg nmamagengat i @awathgn, s Hebh afn whiche s
relate to the encrypted content to which 5 the unused entry area is

al | ott ed.c34n oThE CAUMUEL & PLAGN RW Qf Ch Al 922 1WNET §igN @marte@e% ddfy

recordi ng nedlun1|s formed from a plurality of clusters, 10 the entry

areas5| n tlhgafé Ie§ th% e@ﬁ@c%f%e%?“?&%@ bg%@rﬂg 1%%se as a result

of the writing of the data in the writing step.

25. The computer program of claim 24, wherein
the off-flag to which the file corresponds is an

10 off-flag nearest a head of the flag sequence.

26. The computer program of claim 24, wherein
the condition information is placed in one of the
files having the plurality of entry areas, or in a file
15 that is different to the files having the plurality

of entry areas.

27. The computer program of claim 22, further
comprising:

20 a creating step of creating a file that is in the
first condition if all of the files on the recording
medium are shown to be in the second condition when
the read condition information is referred to in the

writing step.
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the nunber of entry areas in each file is set such that a size of each
fileis less than or equal to a size of a cluster. 15 35. The conputer
progr am oWoaBadsw84, wherein the recording nmediumis a se®PCTARUA®HEr nenoOry
card requiring that data recorded thereon be erased before the witing of
the data in the witing step, 20 and the size of a cluster is equal to or
a fraction of a size of a mninmum erasable area of the sem conductor
menory card. 76 WD 03/005178 PCT/JP02/ 06630 36. The conputer program of
claim 22, wherein the conputer programis stored on a conputer-readable

st or age &gl umT tbe 3 opnecerdimgonet hod ¢ €l atl agnt 022 1 eedredt ad mredi um
havi ng recorded thereon a plurality of files, each of which has a
plurality of enthyrayease GONMPLINED 88 &f readi ng siwepadf igadiawncand kion
information fromthe recording nmedium the condition information 10

showi ng forpeachyfid g Whet Befe Fhey k& dSal Ny g1fd& sk ondidjog j o whi ch one
or nore entry aréas are not in use, or in a second condition’in which al

thee@”y E”e%%grefgcw¥ﬁing medium has further recorded

thereon a flag sequence consisting of n number of flags

that correspond one-to-one with the n number of entry

areas in a file, each flag being set as one of an

off-flag showing the corresponding entry area to be

10 not in use, and an on-flag showing the corresponding
entry area to be in use, and

the entry area into which the data is tobe written

in the writing step is an entry area corresponding to

an off-flag.

15
29. The computer program of claim 28, wherein
the off-flag to which the entry area corresponds
is an off-flag nearest a head of the flag sequence.
20 30. The computer program of claim 28, wherein

the flag sequence is placed in one of the files
having the n number of entry areas, or in a file that
is different to the files having the n number of entry

areas.
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a witing step of specifying a file in a first 15 condition by referring
to the read condition information, and witing data into an unused entry
area of twewpeursied file; and an updati ng step of updat iPag/Jetezosesndi ti on
i nformati on so as to show the specified file as being 20 in the second
condition if all the entry areas in the specified file becone in use as a
result of the witing of the data in the witing step. 77

31. The computer program of claim 30, wherein
the flag sequence and the condition information
are placed in the file that is different to the files

5 having the n number of entry areas.

32. The computer program of claim 22, wherein
the recording medium is a semiconductor memory
card that includes an authentication circuit for
10 authenticating an apparatus to which the
semiconductor memory card is connected, and a
protected area which is accessed by the apparatus only
when the apparatus has been authenticated by the
authentication circuit, and
15 the plurality of files are recorded 1in the

protected area.

33. The computer program of claim 32, wherein
the semiconductor memory card further includes
20 a user data area having recorded therein a plurality
of encrypted contents,
the plurality of entry areas in the files recorded
in the protected area are allotted one-to-one to the

plurality of encrypted contents, and
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the data written into the unused entry area of
the specified file in the writing step includes one
of a decryption key and rights management information,
both of which relate to the encrypted content to which

the unused entry area is allotted.

34. The computer program of claim 22, wherein

an area of the recording medium is formed from
a plurality of clusters,

the entry areas in the files are each of a constant
length, and

the number of entry areas in each file is set such
that a size of each file is less than or equal to a

size of a cluster.

35. The computer program of claim 34, wherein
the recording medium is a semiconductor memory
card requiring that data recorded thereon be erased
before the writing of the data in the writing step,
and
the size of a cluster is equal to or a fraction
of a size of a minimum erasable area of the

semiconductor memory card.
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36. The computer program of claim 22, wherein
the computer program is stored on a

computer-readable storage medium.

37. A recording method relating to a recording medium
having recorded thereon a plurality of files, each of
which has a plurality of entry areas, comprising:

a reading step of reading condition information
from the recording medium, the condition information
showing for each file whether the file is in a first
condition in which one or more entry areas are not in
use, or in a second condition in which all the entry
areas are in use;

a writing step of specifying a file in a first
condition by referring to the read condition
information, and writing data into an unused entry
area of the specified file; and

an updating step of wupdating the condition
information so as to show the specified file as being
in the second condition if all the entry areas in the
specified file become in use as a result of the writing

of the data in the writing step.

77



