Connecting Multi-hop Mesh Networks Using MAC Bri dge BACKGROUND [ 00011
Local Area Networks (LANs) nay be connected together using MAC (Medi a
Access Control) Bridges. The bridged LANs make it appear to stations that
they are attached to a single LAN, even when they are attached to separate
LANs each with their own MAC. A MAC Bridge operates bel ow the MAC Service
Boundary, and the communi cati ons between the stations are transparent to
the logical Iink control (LLC) and network | ayer protocols, just as if the
stations were attached to the sane LAN. MAC Bri dges depend on a Bridge Port
to receive all packets transmtted on the network. Nodes in a nulti-hop
wirel ess nesh net@entectingMubi-hop ddesh Netveorks Usihg MABridgensni tt ed
packets. Packets on a multi-hop wireless nmesh network are only visible to a
limted nunber of nodes on the path to the destination. SUMVARY
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SUMMARY

[0002] This Summary is provided to introduce a selection of concepts in a simplified form that are
further described below in the Detailed Description. This Summary is not intended to identify key features
or essential features of the claimed subject matter, nor is it intended to be used as an aid in determining the
scope of the claimed subject matter.

[0003] A multi-hop mesh network may be connected to a LAN using a MAC Bridge. One or more
nodes on the mesh network may be conﬁgﬁred as a MAC bridge node. Packets that travel between stations
on the LAN and nodes on the mesh network flow through one of the bridge nodes on the mesh network.
Bridge nodes do not receive all the packets on mesh network, but they receive the packets that are to be
transmitted across the MAC Bridge. As the bridge nodes learn of new stations on the LAN they advertise
routes to the other nodes within the mesh network specifying how to reach those stations. This enables

MAC Bridge functionality between wireless mesh networks and LANSs.



BRI EF DESCRI PTI ON OF THE DRAW NGS [0004] FIGURE 1 illustrates an exenplary
conputing device; 100051 FIGURE 2 illustrates a MAC bridging systemfor a
mesh net work; [ 0006) FIGURE 3 shows a portion of a network stack on a
node acting as a bridge between a nulti-hop nesh network and a LAN;

[ 00071 FI GURE 4 shows a process inplenmented by a nesh driver for handling
packets to be sent using adapter bound to the nesh driver; and [ 00081
FIGURE 5 illustrates a process inplenmented by nesh driver for handling for
packets recei ved on network adapter. DETAI LED DESCRI PTI ON 10009]
Referring now to the drawings, in which |like nunerals represent |ike

el enents, various enbodinent will be described. In particular, FIGJRE 1 and
t he correspondi ng di scussrMF BESCRIFHGROFArHEDEAKWINGE: a brief, general

description of a suitable conputing environnent in which enbodi nents nay be
i mpl ement ed0004] FIGURE 1 illustrates an exemplary computing device;
[0005] FIGURE 2 illustrates a MAC l;ridging system for a mesh network;
. {00606] FIGURE 3 shows a portion of a network .stack on a node acting as a bridge between a multi-
hop mesh network and a LAN;
{0007) FIGURE 4 shows a process implemented by a mesh driver for handling packets to be sent
using adapter bound to the mesh driver; and

[0008] FIGURE S illustrates a process implemented by.mesh driver for handling for packets

received on network adapter.

DETAILED DESCRIPTION

[0009] Referring now to the drawings, in which like numerals represent like elements, various
embodimcnt' will be described. In particular, FIGURE 1 and the corresponding discussion are intended to
provide a brief, general description of a suitable computing environment in which embodiments may be

l implemented.

[0010] Generally, program modules include routines, programs, components, data structures, and
other types of structures that perform particular tasks or implement particular abstract data types. Other
computer system configurations may also be used, including hand-held devices, multiprocessor systems,
microprocessor-based or programmable consumer electronics, minicomputers, mainframe computers, and
the like. Distributed computing environments may also be used where tasks are performed by remote
processing devices that are linked through a communications network. In a distributed cornputing
environment, program modules may be located in both local and remote memory storage devices.

[0011] Referring now to FIGURE 1, an illustrative computer architecture for a computer 100
utilized in the various embodiments will be described. The computer architecture shown in FIGURE 1
may be configured as a node within a mesh network, a station within a Local Area Network, a desktop or
mobile computer, and the like. As illustrated computer 100 includes a central processing unit 5 ("CPU"), 2
‘system memory 7, including a random access memory 9 ("RAM") and a read-only memory ("ROM") 11,
and a system bus 12 that couples the memory to the CPU 5. A basic input/output system containing the
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100101 Cenerally, program nodul es include routines, prograns, conponents,
data structures, and other types of structures that perform particul ar
tasks or inplement particular abstract data types. O her conputer system
configurations may al so be used, including hand-held devices,

mul ti processor systens, mcroprocessor-based or programmuabl e consuner

el ectronics, mniconputers, mainfrane conputers, and the like. Distributed
conputing environments nay al so be used where tasks are perfornmed by renote
processi ng devices that are |linked through a comruni cati ons network. In a
di stributed conputing environnment program nodul es may be | ocated in both
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an illustrative conputer architecture for a conputer 100 ytilized . in the
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within a Local” Area twor top conputer, and the like. As
i 1| ustrgtaddesmgwer 100 i ncludes a central processing unit 5 ("CPU'), a
system nmenory 7, including a random access nenory 9 ("RAM') and a read-only
mermory (" ROMIP! The masrsorege drdqed frisiserniected t fa CPY S ispush: 2 maw siergprapirellsT P CcPU
5. A bas?niogvn)i cg nlégt/ tlél tth%l&ls lsly %‘Lee rrrgxs(s: gtcr)]rggaéi d@,i,ipeq 4tap(? its associated computer-readable media
provide non-volatile storage for the computer 100. Although the description of computer-readable media
contained herein refers to a mass storage device, such as a hard disk or CD-ROM drive, the computer-
readable media can be any available media that can be accessed by the computer 100.

[0013] By way of example, and not limitatioq, computer-readable media may comprise computer
storage media and communication media. Computer storage media includes volatile and non-volatile,
removable and non-removable media implemented in any method or technology for storage of information
such as computer-readable instructions, data structures, program modules or other data. Computer storage
media includes, but is not limited to, RAM, ROM, EPROM, EEPROM, flash memory or other solid state
memory technology, CD-ROM, digital versatile disks (“DVD?), or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or any other medium
which can be used to store the desired information and which can be accessed by the computer 100.

[0014] According to various embodiments, computer 100 may operate in a networked environment
using loéical connections to remote computers through one or more networks, such as LAN 18 and mesh
network 19. The computer 100 m.':ly connect to the networks through a network interface unit 20
connected to the bus 12. The network connection may be wireless and/or wired. The network interface
unit 20 may also be utilized to connect to other types of networks and remote computer systems. The
computer 100 may also include an input/output controller 22 for receiving and processing input from a
number of other devices, including a keyboard, mouse, or electronic stylus (not shown in FIGURE 1).
Similarly, an input/output controller 22 may provide output to a display screen, a printer, or other type of
output device.

10015] As mentioned briefly above, a number of program modules and data files may be stored in

the mass storage device 14 and RAM 9 of the computer 100, including an operating system 16 suitable for



basic routines that help to transfer informati on between el enents within
the conputer, such as during startup, is stored in the ROM 11. The conputer
100 further includes a mass storage device 14 for storing an operating
system 16, application prograns, and ot her program nodul es, which will be
described in greater detail bel ow 100121 The mass storage device 14
is connected to the CPU 5 through a mass storage controller (not shown)
connected to the bus 12. The nmass storage device 14 and its associ ated
conput er -readabl e nmedi a provide non-volatile storage for the conputer 100.
Al t hough the descrig%;on of conputer-readabl e nmedi a_contai ned herein refers
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P0161 FIGURE 2 illustrates a MAC bridging system 200 fora nesh network. As
illustrated, MAC system 200 includes an exenplary nmesh network coupled to a
LAN using a MAC bridge node. Mesh network 205 nay conprise any topol ogy of
mesh nodes, Internet service providers, and conmuni cation nedia. Al so, the
mesh network 205 may have a static or dynam c topol ogy. 100171 The nesh
network 205 may include zero or nore Internet service providers 210, which
provi de I nternet access points for one or nore nesh nodes. Each nesh node
may conprise any device that is connected to the nmesh network 205. The nesh
nodes may transmt and receive data packets and al so may pass data packets
t 0 ot henetwals Mesh dework A0Smayalsd drvbide awartfal mésh topolagyl wWhreqsome meshinodst ahe nesh

net wor k 205. The nmesh no be a fixed device or a nobile device. For
exanpl e®Efzed rady! "Fﬁﬁhlé“drfg&?' 'i“??? En‘ii‘é“&”ﬁ’b??ﬁ'&f’f 8°B‘°é?ﬁt88°'fi'2“‘fwest §”‘§'|’ m | ar
to COWD%{LM&OQQ 4§ u{lchQe SF Fn'ol%%ﬁemwe% chihe G 8 Gttt AnEdk GReGE 1. The
mesh node may a so i nclude a nobile conputing device 214. O her enbodi nents
May i NCubles rdyMave a@ipdlity0iTicRdnts@ifne@dd tiedd) The teidus topologies fot (ha hidgh némeek di ng t 0
one enbodi ment, the nesh network 205 has a network topology in which nesh
nodes aWéaﬁUﬁﬁ@éF@d"“Pﬂhe§EW€§§W"W@@BHdant connectlons bet ween the nesh
.nOdeS' Theelga?gopeec}rvrx\g£el%f emegra% ésrr]ngl %“Ffléi gen\Mgghe Aesv us at sh node

IS connect every ot Aet wor k 205
may al sgsied @bo) gRkels ma@klnahsnnfe%emmw(x mehﬁe@h mmc ﬁmiwmd@a bRdR

organi zed in a full mesh and other nmesh nodes are only connected to one or
t wo ot hagde R#s [Brifigecheds 25@pheidesthsfondtioptity ofs M Craidgd such thdtdMAMBridge nore cli ent

subnets_connect.ed t0 the nmesh network. These. clien bnet s ave a
o1 ol | CJBTB T AR BT HEh Byt Ao 2 AL P SOP AL WS he - nesh

net wor K QR eidbk 265‘.%@&"‘11 p%ag:s"éﬂak dre &%Lte&”’:% oﬁélffhla@{auo%? t27h QH) Bhrf\gh Biid3e node

f 00191 One or nore of the nesh nodes may be configured as a bridge node
254. As234. Wieb brivgetbde aseyaivem oKkt difearedae LANI2IQ, theaiesh MAINBIdEd Iyecket ween LAN
270 and _mesh network 205 flow t hrough bri dge node 254. Bridge node 254
provi deforyads "fﬁmﬂ‘ﬂ ‘BH‘QPPR’SP"GF logatigp 'Br'?vagbe lﬁ‘é‘ff‘%‘ha?‘ 1me°é??%r¢&ﬂ°n on

functio v, r.el e 02 LAN
270. EaE:]’%ILA{‘J n§£s vdog‘ﬁl n en%lyxﬁg&es\t%ﬂ%km%? Lrl(\%) rgsQge'?{sgqlst at are

di r ect egridg@nd 254Qich thet iz bAlideQoSe dad forward e pédnéwgﬁa abpxbﬁmee sRfsifondRA.aNNen

bri dge node 254 receives a packet directed to LAN 270, the mesh MAC bri dge
| ayer 287% dﬁd&ﬁw@&y amepaghstsieseivedbytalyationmp LOPI27@ tre fdreurdedi to the appfrprigiyeade ohe

bri dge no e élearns of a new station on the LAN it advertises a route to
t he ot h&F 6‘8'8’8 B the mesh network 205. The advertised route is to bridge
node 254 Su@hof Réttredcd Qurldier SBSnNQES cdB¥inkRioebla bddRech Bekfelitnd®. BYGay of
appropri ate station on the LAN 270. Additionally, any packets received by a
st at i onexample/fdNd 20t Omitatpnfcomwanidaeidn tmedid 218 mayipelogerwiset eedio sweh avr wiees netwark\\Or Kk
205. 00201 Reference nunber 218 indicates_copmuni cation msdl a

bet ween Ot HEIEEH CHRBHEY “&W’W‘ﬁ‘ 'B?d'aékt“&ﬁb‘fcé“s“%tﬁﬁ » ipigred gnff pthe Yirglgss media.

communi ﬁ@ém@nmmfzo%ﬁcam 5 mbliih quﬁomemb%%aswrk or
direct-w red connecti on, ess e a su as acousti c, I nfrared
and ot h@orewk the meshsiodeR. d’l‘l& wﬁmhawmﬁemm fay inel0del wirkt ardie such mmfeu c ation

medi a between Internet service provider 210 and one or nore of the nesh
nodes. WOk BiAvERIRE PORCHER pad %Eérssfmﬁfla.sw@aaefeu%ﬂ?dmﬁersﬂ wd sthenvieglessy Wi r ed
net wor k red and w r S uch. as stic,
RF, inf P‘gé%gh‘éﬁa‘} B e oty °§§°ss°ﬁr3‘%§m§ MR R a'esw"“é%%mﬁes ST PGET G

sel f - f Okdigd W rel ess network wi th other nodes within a partlcul ar range.
100211 As di scussed above, each node that is configured as a bridge node
(e.g. bridgl80nbdedisgaspd shoyn savhnedegintis raafiredas a pridek aods (¢ bridmt npde@hdlt he LANS

10 ot ARt B s B o

funct_xonahty of a MAC Bridge between multi-hop mesh network 205 and 802-LAN 270 an example of



sending a unicast IP (Internet Protocol) packet from node 248 to station
274 is provided. The exanple is nerely for illustrative purposes and i s not
intended to be limting. 100221 Node 248 starts with the I P address
of station 274. The |F address may be provided by a user, obtained through
nane resolution, and the |like. Before sending the packet, node 248 first
resol ves the MAC address of station 274. Node 248 sends an ARP ( Address
Resol ution Protocol) request using a broadcast packet and it is delivered
to all of the nodes on nmesh 205, including the bridge node 254. Bridge node
254 receives the ARP request and indicates it to the MAC Bridge driver (see
r ef er e sending 2 Onifast IF(I@emBr Pagtocolfipeckii@mBodePys togtationiTd ixBavideds Thercdampldie packet
to LAN 25%{_ " .100231 Station 274 recejves the ARP request and sends an
ARP 1 e SIERETE" YIStADGRUDoE and fFlonpEnded O P iBWNE-S | oceived by bridge node 254
that is cOughRUoki24sAAlith RO aliktEss BF ko270 08 IsttrelQhadak Poviatiby ARk,
response to node 248 on the nesh. \Wen bridge node 254 receives the ARP
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response and extracts station 274's MAC address (e.g. MACI) fromthe
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associated with station 274 on LAN 270. [ 00241 Node 248 receives the
adver t iFS@HRA3)- ThoMACHRsides ¢ndgde 356 dewardubepackette bARIR70he address. Node 248

receives t response fro tation 274 a now it kno a he MAC
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by bridge nede 254, node 248 knows the nmesh route to reach the MACL address
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mesh packet to node 25 100251 Bridge node 254 recejves the packet
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exanpl e and these may be substituted by any other packets sent between the
nodes dbrit adyetisesdmthe other nodes pmihe meshmpt@oRRR0Bthattidpgwstheygute tanddists MAGIShahisr k

stack on a nod ] a i dge between a multi-hop nesh network and a
LAN. Asassi°f‘f’tﬁés)‘f’§1a“t%§8',‘P&P{%ﬁggg’{)'ncl udes network protocol 310 (e.g. TCP/IP),

[0024] Node 248 receives the advertisement from the bridge node 254 and stores the address. Node

248 receives the ARP response from station 274 and now it knows that the MAC address of station 274 is
MACI. Tosenda unicast. packet to address MACI, node 248 first resolves the mesh route. Since the route
has been advertised by bridge node 254, node 248 knows the mesh route to reach the MAC1 address is
through bridge node 254. Knowing the route, node 248 sends a multi-hop mesh packet to node 254,

[0025] Bridge node 254 receives the packet and recognizes that it is addressed to a station on the
bridged LAN so it indicates the packet to the MAC Bridge layer. The MAC Bridge Layer 26 forwards the
packet to LAN 270 and station 274 receives the packet. Although the above example used ARP packets,
ARP packets are just one example and these may be subst'ituted by any other packets sent between the
nodes and stations. .

10026] FIGURE 3 shows a portion of a network stack on a node acting as a bridge between a multi-

hop mesh network and a LAN. As illustrated, FIGURE 3 includes network protocol 310 (e.g. TCP/IP),



MAC Bridge 320, nesh driver 325, adapter drivers 330 and 340, nesh network
350 and LAN 360. Network stack 300 may be inplenented on bridge node 254 as
illustrated in FIGURE 2. Wthout including nesh driver 325 the network
stack 300 woul d provide standard MAC Bridge functionality. Cenerally,
standard MAC Bridge requires that both adapters connected to the bridge are
in prom scuous node. In other words, each connected adapter is configured
to receive all packets, even those packets that are not addressed to them
In standard MAC Bridge functionality, any received packet is indicated up
the stack to MAC Bridge driver 320. The MAC Bridge 320 exam nes the address
t 0 whi cMAGRridge30emeshalsives 374, adaphérainivernizs0 autti4@.ouesh retwdria 850gkd LAY 36Qcal node,
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securit yeni stmé’d: adﬁvsﬁﬁ thet ofthe lochhpnde MAG Bridge 824 ipdicates thaphaket updhgsedsed t o

sonmebod e, it won b to d it beca 0 es tion of
the pac ‘é‘tm 85"“’5?’03&? e&?’ PS Jd‘g?ﬂ"iff}t ‘ég?fgt’f?é’t not ’ﬁ‘é‘???é?’gh M’b scuous
node i S gRfafe WO BRbshEHallRe Ad Winkiil Jm HERA Bk MR bite8iRY SdhnliRa b ASbMHRE ka Spans
an area larger than an RF signal can cover. Therefore, every node can not
l'i sten tids wdylthafackehie dgiverkdb shetothamnsiviotk tha isthridgea s thevetleuoThis process hafp@8281 | n
order to bridge a nesh network 350 with.a LAN 360 using standard MAC Bridge
functi oﬁmmwa%owgﬁdentt%‘te resl is; that fhg Srescnetiyories pig bﬁéﬂe%?cR“SEi“‘é(cPR" SFPtust
provi de I ‘fsﬂ?(p ove, all

packet sf%ﬁ'ea%gfl eetaé%ﬁitm E!na nodier% Pﬁoq%g O?metgl’%%f‘?%q'a%t ation on wred
net wor k 3601082A As@itusted herbie st MAAS it ftlincliSnalig dépalis df the Bdaplisibeigginnode.
Upon receiving a packet from nesh network 350 that is addressed to a

st at i on PemiscHys wiode Fhiseeamismmen BBOverdies -me!wexs ppssiblep Ferkxample, fianay peddk t hr ough

mesh driver,32% to ck dla ram,300, the
Toh o oSS sl e oo e e Rk, vt e s en SR | e
driver 3d8essed to somkBdlig3ibe, I}A%h t debteas dedirpt iEtEdlconty HBstiRa AR bNAS pabKUihd Gropeldr €SS
of packets that are being sent. |If the address is not an address of the

| ocal ndeetotdpaypt the pmetaﬁurmdmoeesyomiscuaussmb isopt possibfecn\aoyviieleSaEesh detwork s

| ocat ed ,on the other side of MAC e 320. In this wa t he node on the

mesh netEPIE eLRcty ks spiss MW'T’FFQ ¥ Ty gl anonyery ABPrTRE) UK BRSO  ver
325 | eanggn AkAYEmt PR AAFLESRDn Heste@lollOns on the other side of the bridge
on network 360. When an address of a station on network 360 is determ ned,
t hen that a@¥esids ondento rdigs & meshaletwnrka st wil.a AN BEdrusing simdard MpkbBridge The
addresses of the stations on the other side of the bridge nmay be

comuni dgelepatit amesh givsed2S inslyded wthin nsivoriesiask 3A0mstarovids s%P"\?'aPPf"H't“% f ways.
100301 Agam b‘i‘id@ﬁ LA RRESTORA] TS Ddcets &.E'F‘are%ﬂ%mfmgﬁ%n%ﬁ REwdiEsS gt Wor k are
i nfornmed t hat stations on network 360 are actually on the nmesh network
and t hosetiai divifed fetWok 36®aré @and te medhmodighat tshating bs #HlgBridgenie. Dpdnfree®inga nesh

i npl ementations may use different nechanisns to tell other nesh nodes about
rout es tttac‘teh%onbmﬁsagewwdfééo thitispddresseddo pptation potbf— Wired 'ﬁf"tﬂ"bwmse pagkgtinmensd

CROSOF | | di b I
g/:‘ t hei r-rn((e‘;‘lgg3 or"élg 'f—’féggrt“' Sﬁ%ﬁh@rﬁgmg@'ﬁgy vgcg "§ts#€y i I%J eugltﬁ?'ogk :‘3?

a rout e driverd@siiis Batvedaa wildRR nktvo k8% 530 aﬂ@ﬁl@h Brid eﬁ&e@ﬁoexaﬁpl e in LQSR,
the stations on LAN network are treated as nei gh%ors of the bridge node.

When ot her mesh nodes need to find a route to any of those stations, they
woul d find a route that goes through the bridge node (e.g. a route through
node 254 in FIGURE 2). When a packet Z received from nmesh network 350 that
is addressed to a station on network 360, nesh driver 325 noves themup the
stack to MAC Bridge driver 320. Utilizing this approach, only the bridge
node acts differently within the nesh. The other nodes send packets and
find routes using standard nmesh nechani sns which can very between nesh

i npl enent ati ons. 100311 According to another enbodi ment, the other
mesh nodes on nesh network 350 are told that those stations discovered are
speC|aI addresses t hat can be reached through the brldge node even though
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from mesh network 350, nesh driver 325 puts the final destination address
in the Ethernet destination address field and indicates the packet up the

stack to MAC Bridge driver 320. 100321 Referring now to FI GURES 3 and
4, an illustrative process for connecting nmulti-hop nesh networks using MAC
Bridge will be descri bed. 100331 When readi ng the di scussion of the

routines presented herein, it should be appreciated that the |ogical
operations of various enbodiments are inplenented (1) as a sequence of
conput er inplenented acts or program nodul es running on a conputing system
and/or (2) as interconnected machine logic circuits or circuit nodul es

wi t hi n t he 998N esh Atves 335 bieks trpiiberaehtourre pderes Wmecke’s tatpen beiog st 1Ehi ce
dependeag§resgﬂ to{:a% agg'gsfsgf tlilrg {gga? Jdg g\lélrlx {:n mdﬁe OJf a%tgﬁon%g rJB%Jk’%QLE élyt%lg efi
I mpl ement | ngnt e I nventlon. Accor di ngly, the ogi cal operations i1lTustrated

and makdng other didef MNsHdEEIY0S IndRS Wiy, thefodd 6k i e 1Riword thdt is@dpikRenvimg | OUS| y as
operations, structural devices, acts or nodul es. These operations,

st r uct UvAC Brdgei32@and inatudss meshl duingtli20 degropebputithe addnoisesrnd satiogs onthaseiher giggaf, i n
firmvare, Jj.n special_purpose digital |ogic, and_any conbination thereof.
1041 1 B4 B RO 00 MDD Hr o PR PR Bty ook AL B GPRR bt KR | g
PACKE Sdy e Hred M skt AR Bbrs DOl s bR SRRN: 6l the/ifer B e Bridoa”
operation, the process f'ows to operation 410 wnhere nesh driver receives

f r om upp@be echoypunidatedl Roathdddtitk fatied onSiieatsh @tk inatvariety dfevagsent . (0035)

Movi ng to decision operation 420, a determnation is nmade as to whether the

sour ce addl®W3l Aqqording tapse prodimentythe pfhes podssien thewesh fetvprk afsipfergned taldhe

100361 .S r es to
opor ot 1 o shNEBHEEE S PO nlint R Bl BRI ES bl lnky V6 (RO BRROIRY 5, LS
that i ngdpetRge. asieEentaRsh itleRbtatiofkany ufe diEbrdnORMediRAFsROER StherAteSiDdotésNng t 0 one
enbodi nent, the address |ist contains the addresses of stations that are

out si deabert rquies totheshridgenader Broagtive mesinroutiyg peotocaisnyushise MIGRPSHFTh t he bri dge
node. T |.S be updat ed en ew.station i.s .determned and/ or upon
e’ paceop GRS A B TR v SF el il  Hfob B - dfr e s

I enDV e troftfng Plotddfls h\gﬁaymﬁas bdiGo A b HOE dOR B RRen NQkeds RIGEIN RIA M exRAfIKEL S

that are associated with that station for a predeterm ned period oftine.
100371 *BQSR thcsesisnsidndAN ricovodlia¢ tedated s ndighbovsivf the btidpe npdac Rvhbn othersesit USI NQg

network adapter (330 on figure 3). The process then steps to an end
oper at i WAesHFRY 12 B9 3 Rvfe & a9y BiteseTHignso rpreyoulfind 3eute that goes through the bridge

node (e.g. a route through node 254 in FIGURE 2). When a packet is received from mesh network 350
that is addressed to a station on network 360, mesh driver 325 moves them up the stack to MAC Bridge
driver 320. Utilizing this approach, only the bridge node acts differently within the mesh. The other nodes
send packets and find routes using standard mesh mechanisms which can very between mesh
implementations.

[0031] According to another embodiment, the other mesh nodes on mesh network 350 are told that
those stations discovered are special addresses that can be reached through the bridge node even though the
stations are not actually part of the mesh network 350. Using this approach, any mesh node that is sending
a packet to a station on network 360 knows that the stations are to be treated differently from mesh nodes
and that the stations are reachable through a bridge node. According .to this embodiment, the packet
includes two destination addresses. The first destination is an address on the mesh (e.g. bridge node 254 in
FIGURE 2). This is the address used to discover the route on the mesh. The second address is the ﬂn'al

destination of the packet which is an address on network 360. When the bridging node receives the packet



[003S] FIGURE 5 illustrates a process inplenmented by nesh driver (325 on
figure 3) for handling for packets received on network adapter (330 on
figure 3). [ 0039] After a start operation, the process flows to
operation 510 where mesh driver conpares destination of the packet with the
i st of now nesh nei ghbors (see 0038) 100401 Flow ng to deci sion
operation 520, if the packet destination is on the list of non-nesh

nei ghbors, then the process flows to operation 530 where the pact is
treated as a locally destined packet, otherw se the packet is handled using

t he standard receivin rocess (540). The, process then ste to.an end
oper at | 8P ZAY neyRTk 35913%3%1)?’6’6&% &’ﬁ@m%)‘é“%‘?es%{‘g?‘? %f’ss in'he E‘ET"B% ief]'“a‘f?fb above

spect {1 EldHla gﬂmmtgsﬁ?ﬁme@%& RCOYMIE Brid@ NP R, description of the

manuf acture and use o e conposition of the 1nvention. Since many

enbodi ment Jo@k) Réfa@rihgrwand FOFURES'S dae4, an diestiati telpaatess de parntdtingmbltiaop e spirit
and scope of the invention, the invention resides in the clains hereinafter
appendepetworkspains MAClbriden/Fi hegescribed. 1.. A conputer-inplemented nethod for
connecting

Get or mi ni ngout Bl b PonahoiSe R AR e BB < "0
the logical operations of various embodiments are implemented (1) as a sequence of computer
implemented acts or program modules running on a computing system and/or (2) as interconnected
machine logic circuits or circuit moduies within the computing system. The implementation is a matter of
choice dependent on the performance requirements of the computing system implementing the invention. ’
Accordingly, the logical operations illustrated and making up the embodiments described herein are
referred to variously as operations, structural devices, acts or modules. These operations, structural
devices, acts and modules may be implemented in software, in firmware, in special purpose digital logic,
and any combination thereof.

[0034] FIGURE 4 shows a process implemented by a mesh driver for handling packets to be sent
using adapter bound to the mesh driver Afler a start operation, the process flows to operation 410 where
mesh driver receives from upper edge of the protocol stack a packet to be sent.

{0035] Moving to decisic;n operation 420, a determination is made as to whether the source address
in the packet is a local address of the bridge node.

[0036] When the address is not a local address then the process moves to operation 430 and the
address of the station is added to an address list that includes addresses of all identified non-mesh nodes.

' According to one embodiment, the address list contains the addresses of stations that are out;ide of the
mesh-network and that have communicated with the bridge node. The list may be updated when a new
station is determined and/or upon the passing of some expiration period. For example, a station may be
removed from the list when the bridge node has not received any packets that are associated with that
station for a predetermined period of time.

[0037] The process flows to operation 440 where the packet is sent using network adapter (330 on

figure 3). The process then steps to an end operation and continues processing other actions.



directing packets from nodes on the nmesh network destined to stations on
the LAN t hrough the bridge node. 2. The nethod of Caim1, wherein
determ ning the addresses of stations on the LAN using a bridge node
conpri ses exam ning addresses associated with a packet sent to the nesh
network from the bridge node. 3. The nmethod of Claim2, wherein a
source address associated with the packet is identified as an address of a
station on the LAN when the address is not a | ocal address of the bridge
node. 4. The nmethod of Caim3, further corrprisi ng stori ng the
address of the station on the LANwithin a lis he .net hod of

Caim4, fiARHEICUREHHINeRGE? B’Pfed’g'é‘Pﬁﬂﬁféedé?H%?htdiﬂgfrﬁbzsfﬂ fé‘f'ﬁ@rf“ﬁ‘ﬁ‘d’é‘gg on the
h QE&I. d t h the LAN stat t hi
nmes n%"\w&%ﬁ%agf’{?%%‘g&kn%t odég(? r@%al > 0 reac e stations within

t he | 4, further. conprising bridge node
adverti si ngposd)efel Nt opbratibnsSthi\brotbss Flowd & dpérition 350 WiRtkIhd3b Bsvepéoniplres br i dge
node. 7. The nethod of Caimé6, further conprising marking the

nei ghbaesingtign SffbﬁrﬂsketW@l*@h%P’é‘OnmeSlbwng(mgwsbut reachabl e through the

bri dge nOdﬁIM g Flowx to decls n o;ggl?al%itor? 92 Q%Q:Leq des 1%'&91{?5 or{ljl t(l ?g o? nolt_l Kﬁg er
execut abl e" 1 nst ructy ons connectln using a
stand arndng%Q, B tﬁk}ﬁ‘oceﬁmﬁ toDpEiBtion 530 where the packet is treated as a locally destined packet,
otherwise the packet is handled using the standard receiving process (540). The process then steps to an
end operation and continues processing other actions.
[0041] The above specification, examples and data provide a complete description of the
manufacture and use of the composition of the invention. Since many embodiments of the invention can

be made without departing from the spirit and scope of the invention, the invention resides in the claims

hereinafter appended.
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determ ni ng addresses of stations on the LAN fromthe nesh network; and
directing packets from nodes on the nmesh network destined to stations on
the LAN through a bridge node on the nesh networKk. 9. The
conput er -r eadabl e nedi um of Cl aim 8, wherein determ ning the addresses of
stations on the LAN fromthe nmesh network conprises exam ning addresses
associ ated with a packet sent to the nesh network. 10. The
conput er -readabl e nmedium of Claim9, wherein a source address associ at ed
with the packet is identified as an address of a station on the LAN when
the address is not a |ocal address of the bridge node. 11.The

conmput eWHATJA EBABMER M- um of Cl aim 10, further conprising storing the
address of the station on the LANwithin a |ist.

1. A computer-implemented method for connecting a mesh network to a LAN using a
standard MAC Bridge, comprising:
determining addresses of stations on the LAN using a bridge node; and
directing packets from nodes on the mesh network destined to stations on the LAN through the

bridge node.

2. The method of Claim {, wherein determining the addresses of stations on the LAN using a
bridge node comprises examining addresses associated with a packet sent to the mesh network from the
bridge node. '

3. The method of Claim 2, wherein a source address associated with the packet is identified

as an address of a station on the LAN when the address is not a local address of the bridge node.

4, The method of Claim 3, further comprising storing the address of the station on the LAN
within a list. .

5. The method of Claim 4, further comprising bridge node advertising to other nodes on the
mesh network mesh routes that can be used to reach the LAN stations within the list.

6. The method of Claim 4, further comprising bridge node advertising the LLAN stations
within the list as neighbors of the bridge node.

7. The method of Claim 6, further comprising marking the neighbors as special neighbors
not on the mesh but reachable through the bridge node.

8. A computer-readable medium having computer executable instructions for connecting a
mesh network to a LAN using a standard MAC Bridge, comprising:

determining addresses of stations on the LAN from the mesh network; and

directing packets from nodes on the mesh network destined to stations on the LAN through a
bridge node on the mesh network.

9. The computer-readable medium of Claim 8, wherein determining the addresses of stations

on the LAN from the mesh network comprises examining addresses associated with a packet sent to the
mesh network.

T



12. The conputer-readabl e nmedium of Caim11l, further conprising
advertising to other nodes on the nmesh network nesh routes that can be used

to reach the LAN stations within the |ist. 13. The
conput er -r eadabl e nedi um of C aim 11, further conprising advertising the
LAN stations within the |ist as neighbors of the bridge node. 14.

The conputer-readabl e medium of C aim 13, further conprising marking the

nei ghbors on the LAN as special neighbors as not on the nmesh but reachabl e
t hrough t he bridge node. 15. An apparatus for connecting a nesh
network to a LAN using a standard MAC Bridge, conprising: a standard MAC
bridge; a LAN- ada"ﬂxeeommwmﬂabtemwm@f%@p?,ev@e@'e agowecepidresp pspepipted il thehat | s
coupl ed p&dﬂetﬁhﬂenhﬁ@ias&ﬂdidtess of a statfon OB $h8 LANI vtk tht Bitbesd iSndt @ 1bdal @lirésOofithe MAC
bridge and.t is coupled to a nesh adapter driver that is connected to

t he nesh r?etwork and wherein the nmesh driver is configured to determ ne
addresses of stations on the LAN, and direct pacKets from nodes on the nesh
networ k destihed Tie cempitirasdablprmediva of Sidim 10, further com@ising bteringippcaddressof ¢ C ai m

15, whelgiidh He@IAN Wiida ishe addresses of stations on the LAN " fromthe
mesh network conpri ses exam ni ng addresses associated wth a packet sent to

t he mesh network. .
12. The computer-readable medium of Claim 11, further comprising advertising to other nodes

on the mesh network mesh routes that can be used to reach the LAN stations within the list.

13. The computer-readable medium of Claim 11, further comprising advertising the LAN
stations within the list as neighbors of the bridge nade.

14. The computer-readable medium of Claim 13, further comprising marking the neighbors
on the LAN as special neighbors as not on the mesh but reachable through the bridge node.

15. An apparatus for connecting a mesh network to a LAN using a standard MAC Bridge,
comprising:

a standard MAC bridge;

a LAN adapter driver that is coupled to the MAC bndge and that is coupled to the LAN; and

a mesh driver that is coupled to the MAC bndge and that is coupled to a mesh adapter driver that
is connected to the mesh network; and wherein the mesh driver is configured to determine addresses of
stations on the LAN; and direct packets from nodes on the mesh network destined to stations on the LAN.

16. The apparatus of Claim 15, wherein determining the addresses of stations on the LAN
from the mesh network comprises examining addresses associated with a packet sent to the mesh network,

17. The apparatus of Claim 16, wherein a source address associated with the packet is
identified as an address of a station on the LAN when the address is not a local address of the bridge node.

18, The apparatus of Claim 17, further comprising storing the address of the station on the
LAN within a list.

19, The apparatus of Claim 18, further comprising performing at least one of’ advertising to
other nodes on the mesh network mesh routes that can be used 10 reach the LAN stations within the list and
advertising the LAN stations within the list as neighbors of the bridge node.

12



17. The apparatus of C aim 16, wherein a source address associated wth the
packet is identified as an address of a station on the LAN when the address
is not a local address of the bridge node. 18. The apparatus of Claim 17,
further conprising storing the address of the station on the LANwithin a
list. 19. The apparatus of Claim 18, further conprising performng at |east
one of: advertising to other nodes on the nesh network nmesh routes that can
be used to reach the LAN stations within the |list and advertising the LAN
stations within the Iist as neighbors of the bridge node. 20.The apparatus
of ghggrslggo.;g; e apparong i 15, ke cOibrhsing mantisy Hie nefgnSos on' e LAN8s7S SPECT !
special neighbors as not on the mesh.
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