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TWORKS FIELD OF THE | NVENTION 5 The
““mmm-ﬂmmm el ates to an inproved root-cause approach
to prahl emdiagnosis in daga networks. The invention
Is particularly suited to diagnosing problens in a

t . . , .
meRGE TR eALRE %&@%@%@?LWB‘%@W@ (YDATA
of the background to t [ on is intended to

FIELD dﬁgﬁmg,\lmlo under st andi ng of the present

. ver, it should be - appreciated that
~ the discussion is not an acknow edgnent or adm.ssion. .
The inventian relatesfo endmpieved K0kGaUSEraRPTPECH jR PreRIEM diggposis in data

kn .Qr t.0 Ny ' i
networe [ 48 Riel §CPar gy RS 18 aghody b’ o ate networ
includingi@Pleaetbhevirtda) mé&eHing 01, 459, the applicants discl osed

a root-cause approach to problemdiagnosis 15 in data

BACKGgﬁq‘ﬁQrfo fﬁngENﬁlamrecent i ncreased utilisation of

I OIrmchl nes as part of data networks has
resulted in the diagnostic proach recited.therein.no,.
The followingediscissssen ai foe Daskapuindaecine RnTR 15 Bteded o fadlitate an

understérgcﬁ@g‘g@ﬁ@% gg%rﬁﬁﬁve H@b%@ﬁ%@bﬁ » it ighoufd tbé-h?precia’ted that the -

: Vi rtua Ines 'are I nter-related
discussivhtis rotean atirssvdetigmemp or admigsiperthab anwef dhe takgrial referred to

e OB, i "5 S 3 B gLl i 1
any juristhict E?ﬁ‘%]%ﬁ@rﬁx daee€ of Henapplicatiofr! f uncti oni'ng

app[lca Ion runni hg on one virtual machine may result

i_n t her virtual chi neg host.ed an j . :
in US e diiedrine anriianis dscosa siparca P diipddt T BRSRPtiagnosi
in data A rRs OGN e tRE révetit liddreasé@ utilisatiorSohvirtaal shachines as part

abnornmal processes .on the physical computer . s

of datamstwodkslhasi resplied e oo dirgnastist aRHEACR FECHRE ty‘ggee"r‘n no longer
L i i
provding gt ot e §ES et L AGenl R REal e piobioAs; TP ./ o

b he virtual machi
To elab@%é“m?ég iy bé{){pfggémgga;@ekﬁ%ﬁ%ﬂg;ﬁ y ”B_e' & ,ggk}g[-éﬁgted with the
v B9 Gl Sy ' e st o

central t pocessingc ainitor($CPUEY Ut memary, tdiskr sphceanbd sioragel resources.
machi ne continue to

Ao S Soel SR RS Lot e 5 570 R0y rosut i

other virtual machines hosted on the same physical computer system being starved of

resources which should otherwise be available to them. Similarly, abnormal processes

on the physical computer system may result in poor performance of applications

running on each virtual machine hosted thereon.

The root-cause diagnosis problem is further complicated because the virtual machines
may themselves be dynamically moved between physical computer systems during
operation. At the same time their identity (eg. [P address, hostname, etc.) remains the
same and the applications executing on the re-located virtual machine continue to
operate in the same manner, ie. independent of the new physical machine(s) on which
the virtual machine is running. This dramatically increases the difficulties in diagnosing

potential root-cause problems as the relationship (or where the virtual machine is
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the virtual machi ne PP of (Pt Augnit 2007 (20820 PY/3G2007/000222
increases the difficulties in diagnosing potential
root - cause problens as the relationship (or where the
virtual machine is Dat e-Bf recei pt: 22 August

hosted a&%@g rhéRipRS ntPineCreREoASMIbEP badieer? physichbeomputer systems
0SS mJI tiple machines - relationships) between
and wrtuaihpaclmaes dfl@ﬁﬁlit)éqe epnsttantly uRddiedi rtual nachi nes need

to be constantly updated. Accordingly, it is an object
Accordlnglg ith8 v 65/eBt of Hye présemt irvemtioni tdepranidenpn dmprpved root-cause

- d
OO (R M NS TR SR o ST e

sude virtual machines.
analys'n%aﬁmwr%t%b%ﬁhoug%ut this docunent,

unl ess otherw se indicated to the contrary, the terrrs
SUMMARYRE THE INVENTON:i sting of', and the like, are to be
construed as non-exhausti ve, or in other wor ds,

as
Through@iﬁaﬂhlﬁgdod:mﬁénﬂl uglesbubtheowiski iridicated oto the q:cpntrary, the terms

o St L A RS i RS, o
otherwoﬂi&%'%%éém‘np "ﬂﬁﬂ@dlﬁgtwﬂa liiteldite”.f orm of a net hod

¢ I t s -of : associating each netric in a '
eas
i accorgenpculh S etoreustud: i bbBs gk 3o Fprpysg, rootcause

approach ?c% g?@ﬂ@nﬁ&iﬁgﬂﬂﬁkﬁh latd ABIWDIRS I the form ofys nesthod comprising the
det erm ni ng et her each such netric is indicative of

stepsof:ia problemw thin the data network; and ranking and
correlating indicative problens to deternm ne whether a

2SUSRAMRG BBkh ARS8y TRt ANEL ieaseforenaisheof methitewittasaidleast one
on an I'nterconnection and/or 20 interdependency
cdraposent andjoy petark @gyifene and a virtual machine,

bet ween conponents or between conponents and network

o ﬁ'iiﬁ?%lu&%ﬁ%héﬁ@uﬁﬁmetﬂ@fmd'eatmenmm'rg systeint ai ni ng
an oring information on the interconnection and

deRITIAS THEHHEh B3P ST el I8 SRIEEH A of EFeb R Bithin the data
nélwitkOand anki ng and correlating indicative 25 probl ens

|ncludes the sub-step of ranking and correl ating

ran ?né: ghavc%r%lé}m FiRidative problems to determine whether a problem may

be symptomatic of another problem based on an interconnection and/or
interdependency between a physical machine and a virtual machine, between
components or between components and network devices.

The method may include the step of obtaining and storing information on the
interconnection and interdependencies between each physical machine and virtual
machine in the data network and where the step of ranking and correlating indicative
problems includes the sub-step of ranking and correlating indicative problems to
determine whether a problem may be symptomatic of another problem based on the
stored physical/virtual machine interconnection and interdependency information. The
method may also include the step of obtaining and storing information on the
interconnection and interdependencies between components and between components
and network devices and where the step of ranking and correlating indicative problems
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anot her probl em based on the st ored%?gggH \L?E\ b VYV & 2 2

machi ne i nterconnection and i nterdependency
information. The nethod mgy al so include the step of

. opt ai ni ng an ' [ 1 he N

nctutes” ReCh UL sBHBH %, B3R, S et g, ncatve provlems

based B6ARREERIGreaN LOPEHIRETY WP einterc8Anactibmeandr linterdependency
devices and where the step of ranking and correl ating

informatiafdi cati ve probl ens Date of receipt: 22 August 2007
(22.08.2007) PCT/ SG2007/ 000222 22 PCTISG 'uu/i uuu -3

In an addRPhapRim dethe ulveritiom e mettoar intludestide stepsnal:
correlation of the indicative problens based on the

st.or ed i nterconnection and
dPh?'QS@eﬁ%ﬂ%@ﬂﬁ%‘ ‘*y%?\gﬁm I’I on. In an additional form of
the invention the method includes the steps of; 5 .
agsociating each iayeiin e hieramhigal lRygsmodgal with asehgf meties.

| ayer in the hierarchical |ayer nodel wth a set of

 In this fBRA! 'tl'lfés stdplof Rarfkin@rand édveelatiey indicatvek prablems includes the sub-

correlating indicative &.obl ens i ngl udes tg{s sulg— séeg .
step of perfigrening tep-terbotipm eomeletiomat dhe indigatiye Rypbijeras based, at least in
i,ndi LYe Dk sed, at least in part, on the

part, Onﬁﬁgpgﬁar%hq\hi%ﬁql ayrzﬁ&rjrglgel. 10 Preferably, the step of

obt ai ning i nformation on t_hggi nt.erconnect i on.r&lnd .
Preferablyt e thie peteren9fesobiainiggn iBiRrMaliRYsi €8l thechiniercqppection  and
, VAN i i h I KnH Svi ide in the dat
interderiisieHfles BN, eBch Pl maEhiler sl MfBaF fidthide in the data
networkols tepeatediy esistaimeelc ahd ncampariedt tr thep @nice refored idomeation on the
) each physi cal chi ne and virt ual chine in a ,
interconnecilef kanhdnierdemrn e atReE casft REEal pbfiodafa vitual
machiné liR tht rk%tgrﬁéiﬁvoﬂl@,aﬁﬁoff qHe IiRfoPnBEBbGh Wb oblaMéd @iffdre from the prior

obtained Information in place of the prior stored ,
stored iinfoomation,ostorimgdithe onbiaiged tinformadignoin JHaee nphdhe prior stored

[.npformati on on the interconnection and
'ﬂ?erdependencies bet ween conponents and between

conponents and network devices is repeatedly obtaine
Additionally, c th@arstep t ©ft Hebtaining dnfermation @mihenMareanpeston  and

_ i . ; done
interdepghediE T are th§Rp RO RERE "G, B RinBERBRSE R, network
deviced Rf pspaRitbdly Ststairieidaianddeathpéredstd tienprioe storent infoomatibn on the

information, storing, the obtained i nfogmati op w eDI ace
intercoryjeating and irgensandancias getween components and between components

and network devices and if the information so obtained differs from the prior stored

informa#

information, storing the obtained information in place of the stored information.

The method can also include the step of defining a set of priority queues and the step of
ranking the indicative problems is made with reference to the priority queues. Where
the method allows, the step of performing end-to-end correlation may be performed on
each priority queue in turn. Similarly, the step of performing top-to-bottom correlation
may be performed between each priority queue and the next lowest priority queue, if
any.
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of .priority queues and the step of ranking the

i ndicative problens is made with reference to the

priority queues. Wiere 25-the nethod allows, the step

\deally, tH¥ n%?ﬁé]@ FEISECIMe- $t8p BT Heristing] any imiicativebroplerh afetennined to
on each priority queue in turn. Sinmil a]w the.&tep of h
be symptoendtir of agothep indicativer prablenrtel thei pext IaweshRrgERs giigHg where
. etween each priority queue and the next | owest
posmbleﬁm

?8Pty queue, if any. Date of receipt: 22 August
2007 (22.08.2007) PCT/ SG2007/000222 L

-4 | deal |. th
The metma Imay furten eperataeostha seENG RIRpGTRIraatg &b Hhe layer

O ST g L& fifdt, anishevaluable as th
o w | Sl A 8 Rl ApiRIRELS o5, ekl s he
root-causth6f gny pRsbIemE in the dataswetwbtieisrikehotd anise heret her
operate so that those indicative problens relating to

he | . b, i hich
protoranl] b g ot I b hcascangotenernms whic
includes {aOEctnl't ﬂmmnmeﬁclmmeigeri'fs associntediwith @@pmw@pgr, the method

| Ké O arl se, ney.e. rerera 3
includingensem, ot SRRRING PPt BT RS Al o with the port

number 'of Cthﬁdﬁésc?ciﬁ%mé‘tﬁ@%{nd?ﬂﬂ tR@cdbrmparison ishoass tiwtathed indicative
W th a port number,

the nethod includjng the staﬁ.\eﬁf delet
problem ¢® imiepiengenhef tier portnveberothe reMpOREBHBAMEHIZHRO to delete

th ort, 10 ,nunber of the associated nmetric and, if
the assopﬁgecggggé}qngtgﬁ{- shows that the indicative problemis

i ndependent of the port nunber, the conpopnent nane ist for
In accordaticei edth caditional aspectssSbctha dAvVeRlQn neERr IS |4, system 1o

. d | ddi t.j t : :
mplem e8Pl Phide RabpBRA 36 Bl Dl et networks
and a E6MbufRUssacRibis onetiune havihg ecomtpatprosoiware dstered thereon for

networks 15 and a cqmput er .readabl.e nedi um havi ng
executingdhe method & descabeg 3n Hae first psBrcts ine &Vﬁpﬁng t he

met hod as described in the first aspect of the
BRIEF DESERIPTION ©OF FHEDDRAWINGSN OF THE DRAW NGS The

invention will now be described, by way of exanple

el ' g 0 Hhh SxatApk Balydat Feferende to the
The 'nvﬁﬁ%%%‘%ﬂ g%r(?ag%qﬁghé b&cﬁg}/raac?icc regreser){?ati on of a
accomp&@RyiAg Weawgs, nowhiehanal ysed in accordance with the

present invention. Figure 2 is a nodel illustrating

Figure 1: igga LaheRUTC rayRsEntiohtt S18hf eIk ks belenalydecin acdordance

with the present invention.

Figure 2 is a model illustrating the .various layers of the data networks the subject of the
improved root cause approach to problem diagnosis according to the present invention.

Figure 3 is a first flow-chart of an improved root-cause approach to problem diagnosis

in data networks according to the present invention.

Figure 4 is a second flow-chart of the improved root-cause approach to problem

diagnosis in data networks shown in Figure 3.

Figure 5 is a third flow-chart of the improved root-cause approach to problem diagnosis
in data networks shown in Figure 3.
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i mproved root cause Bgppefoesipt:t23 Apgu;sb]!(g 28/082MGER GT/5G2007/000222
according to the present invention. Egﬁi;’e 3'}';(%(%“33’ fFysve

first flowchart of an inproved root-cause approach to
probl em di agnosis 25 in dgta networks according to

erererEDERRINENTE R ERVERIION, o, 3o, [ o

di agnosis in data networks shown in Figure 3._Fi|(1]ure 5
In accordance whh rdfirst emberimentasf tha @resemtdnuentiaspines ifsan improved root

h . g P _
cuse SFRFRRIE R T BAFLde HAEE E43 0t
diagnosé_ %iotgég%qg@ dBETHSWAIR 1000 0PRE dakknetwarkt 100 includesl 4t 1east one

) -5 PREFERRED EMBODI S E | .
* physical Imachiperii#haed at teast oner ﬂﬂuéhm?%ﬁl\lf{?nﬂ ggf T‘tH V'a\‘%trr E{ﬂ(gﬁ'“es 104

may be Bt B frb 1 B Raet e EhcoF A Ardeoest |
operates to diagnose problens in a data -net\{vor

The invertiiondwtliabe gleseriRed with 1eéergaes 1ra MRANIOTHRSY %Hl;%cgfggperab'e to
orovide 353 et LB BRI Kt 108 By mibmes 104
With reé\lmﬁeﬁt &geﬂrﬁgmrpby?iod?h?madhmmnmmg Tystemveandesned is the
montorisp oetarnccs SpeRand ' hd S5 5HES b, PR Sblints co-pendin
sppcat| 18 Y05 BSMER LA BB i i

same prioritp dateas the peesamtiapplicatiprsyst em concerned is the 10
nmoni toring systemas described in the first enbodi nent

v . i u C 1 % H H l-t: . . I
e g SPLIEIOR,Sectosguicrsy Hentoia ach o oy
modifiecEinvproceseings buheetaing the strusturel ¢lemants ¢f ageat prograas 108 and a

. resent applicati . ' I t ;
single rRrEger BB iR Bils sloinGRR] & o QbR Gl fprditos to Figures
and 3. nodified in processing, but retains the structural
el enents of agent prograns 108 and a 15 single :

nager_ pr hj i £l ' ' ' :
step 12,5008 Bachf S48 bEYmri) 0a B e Markige G, PRT analyse their
respectit@ﬁe!ib‘l'lyﬂrc@grﬁi@chﬁ&saﬂd)zp he Thimagnalysisogs aaiméd ahatgtegmining a

o r : . _
predetersinecheet af IGEIGRHPA; Ry GzPeRt &l dhe: RIVAIERI Bachfe 162 nd each

redete & et EAdNE AN
virtual mgb R et b AR e e O R oy cal

it R e e i o RS cbd e acresses and
host naffES FS5fch &ih physical machine 102 and virtual machine 104. To provide an
example of how this can be obtained, where the physical machine 102 is executing the
Linux™ operating system, the “ifconfig” command is used to obtain the IP address of
the physical machine 102. Domain Name Server (“DNS”) lookups of the IP addresses
can then provide the host name of the physical machine 102.

In order to determine the number of, and IP addresses for, each virtual machine 104 the
application programming interface (“API”) of the virtualisation technology running on
the physical machine is used Again, for example purposes, the physical machine 102
uses VMware technology from VMWare, Inc. of Palo Alto, California to support the

hosting of the virtual machines. This software is then used as follows.

2
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virtual machine 104. To provide an exanple of how

this can be obtai ned, where the physical nachine 102

is executing the LinuxT"X6-operating system the

ﬁ@d'Wﬂ bEY/NWwaRE érvebusing thb&seRrardehonnectmethod
Aconnecggﬁ?%géﬂaﬁlrgl cal ﬁgghr ne 102. Domai n 9

call. Onc(é tDNS'cgmhmilqmle estabhﬁrqdpt%&sggggeg@gereahgw _B'ag\ﬂs&)emethod
call can laeelugpﬁ] ne {}P&?f dgh%ﬁis‘i ed’ aglgpﬁ\é@\?neé mo&rdi\emdt%erver

resses for, each
For eachWrﬁ&é&%a&ﬁrﬁbl fedisedvéred, aamﬁnechdm do the oirtushmaghine 104 using

interface ("API") of th tual i sati on te hnol o
the $vnuan¢mgec6€$connec S e Cﬂﬁ | nerqeghqu Erar n, g%hre $vm->
Xa 1Y enFP zaaa GRewssiseach virtual
get_gues\iw@ gg!r éﬁ?ﬁ rf‘rom% %lbtéTﬁoth of Palre Alet

machine C1904f01rhea$Vm agﬂigexecutrbe sﬂawmm@trmd taadl ¢an ttDSP be used to
machi nes. This

determingfif ﬂ@c\grtbrgl n@ghmeg% rlgglg tot( 55'115135%8%?? ot S is ikbSitant, as
there is ETIeSEPROHARRZ Guat fdbhianeod iset o sareoffaitbtesimethenract-cause
r

e server using the $server->conne
analysrs paidessoﬁreallmea fusthes counshof BNSs logkups isiNg ﬁ]eellasadc?ress of each
b& Bllected.
o ST B O Tl o v

104 on that server For each virtual

At the s tinesthe pgentpragsam; 115 EBORANET 88 SRRl AR oqgsmined set
of mfomhaz ﬁg&rﬁ%’uéﬁff?gﬁgﬂﬁ}%‘: f ﬁ&étrdﬁg QF@ ’rﬁﬁﬁlﬁblcﬂi each system

est Info('ip') call can
(physical iRachifeused bp vilital rmadshande Mw)drmaserelabpnebl@ﬁ between such

appllca’uw[eelrr trr:zl;erl?J tog | r%t&%tnw?ﬁ%gﬁ %ﬂ%§§"ﬁ£|%aﬁgﬁéf$n% é‘%ﬂ?’é}‘ﬁhgckes The
applrcatr%fréé h}ﬁmngﬁ A Qgsté% arsbé BiscoVerdt Q8ingtTCR port aheicks,Tég.s

ere i'S no need to include virtual
machr nes 104 set to an_ off state P Be rﬁ\p(}% cause 10

o TGRortBA tpifibgeuy mfprrnatrrrw respEFt alwed SEREF Bt
| ookups using the I P address of each virtual rrachr ne

o TEMpH DS findeourasionaation if respebt of SMIR madservers: 104
to be collected. At the sanme tine, the agent program

o TER sk A8 ol et o B SRl tat soref: and
are running on each system (physr cal _mac

|
o TTR porai5@adbifind cladyformation il easpertaf an%f“pmg%ﬁ%%%%
15 applications and the relationship between

NetworkaB@k'ic%@t bQHSsrﬁﬂ%rlgebéﬂﬂiécéﬁéfrewasmﬂﬂ Simpfp| Netwiorlorilanagement

on a m can be di scovered usr n

T [4 L1
ProtocolsNéSN\ﬂPstir) bmillwspeelﬂcMamagﬁmem oA gpﬁ% ﬁtM'Bs ) for
t b o t Tlﬁ i, ”
toron FOBEGR P AR i th oo

Microsoft Windows™ command can be used to find the general network topology.

The relationships between applications can be discovered by using network sniffers to
look at TCP packet transmissions between ports. The “netstat” command on a Unix™

server can also provide this information.

The predetermined set of information is then transmitted by each agent program 108 to
the manager program 110, so that the manager program 110 can establish a
physical/virtual relational map of the data network 100 as well as a dataflow graph of




10

15

20

25

30
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Mcrosoft"rm SQ. servers; and 20 TCP port 1521 to

find out information in respect of Oracle' rm

dat abases. Network devicesscan simlarly be di scovered

USI n S | r n " .
th cata 1B g 4 ol R M g SR o B dstions anc
interdepéndéri#iés béteertappliatiohsberiporents-and oehnptiedeviers.
traceroute" Uni xT"" command and the "tracert"

M it VA T -

step 16 58156 T oA LY B WRPRA ot g programs

108 aregﬁiamsmﬁﬁh?rtﬁelﬁafelf}pecﬂwqn'edemm)edjsa'emg)fn_infmation to it. If so

processipardas G o TS B WhE G AL GRt e 1ot CLITQRPALER used by

the mangbéfﬂﬁ(g?é{hdﬁé ) Eréaﬂéoa’ FRAfisHAl nTétg ogtr%iahzéigbnmt@cambs 102 and
€

nation 1s then transmtte y eac gen

virtual nzobiriemm 008n ttoe datte netwartkel Oprasgwethas1a dadaflew graph of the data
manag program.11Q can bl i,sh 0, ;
network gk e W relatone) AP e araot Sant s then.gompared wih the

isting Y8RtiBRalBldp/@stafiofegaiphout sfepphoab deteemirie mhethat the2@lational
exis mgiugulstaZOO'P ?%3. 8@%037) PCT/ SG2007/ 000222 t -ﬂ he

map or dataflowegraph hasahangedp 14). The data flow graph
defines the interconnections and i nterdependencies

If the re%%ﬁﬁl%aﬁw dtatdw BFASR MRsttRhged thewéwaelatidaal mep.or dataflow
tep 16 sSees the manager program 110 determ pe \

_ whet hey, .
graph (amgreated bt stepeh8) isr gigredrby thegnanagarrRgAM 1 Hyin ;ﬁé:ppﬁguratlon
. respective edeterm ned set of information to it. If
f||eforl%tgrPQ§eEﬁr5&(§ pngﬁ)c:onti nues to step 18, where the

predeterm ned set of information is used by the

If: manager. program 110 to create a relational map of the
physi cal machi nes 102 and virtual machines 104 in the

. ﬂ@@eﬂ?b‘%ﬁr’énﬂQQB% trsdmigtincathibit pfddatemiapl set aftieformation to

network 100. The new rel ati onal map and dat af | ow
tineapanager pregramcii®ired with the existing rel ational
map/ dat af | ow graph at step 20 to determ ne whether the

i3l raldtional mablorBtafbwdithph haw it ehanbed; ORanged. | f
* trﬁe repgtél or?;pIOO map or atgfl ow graph Eas changed, the

ti I d ’
. @%&F%@qﬁ &n% gﬁ%aﬁ@wt %@%ﬁ&%&@%@%&é@tﬁ% Eé\:ivﬁ%@{)nal map or
qgﬁfnb Bbh®as Badrbsforéd lrpfher carffigaratirefilest ep 22) . I f.
no agent program 108 is transmtting their

procesq@rgg?ggt;ﬁ’nén icg?s ep 2 kot WaiiPL! SradblemtifiSa "PEIRICET time (step 24).
This loop, operating as a separate thread to the analysis process, is repeated
indefinitely to allow the interconnections and interrelationships of the data network 100,
as known to the manager program 110, to be constantly updated.

The actua! root-cause diagnostic process 10 is able to operate once the discovery
process referred to above with reference to Figures 1 and 3 has executed at least once
and a layer model has been defined. In this embodiment, the layer model is as shown
in Figure 2. The HOST layer monitors the CPU, memory and disk utilisation of the
physical machine 102 as well as the status of physical server hardware (ie.
temperature, voltage, etc.). The NETWORK layer monitors the network connectivity to
the physical machine 102 and the traffic to network interfaces of the physical machines

L e
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OR the relational nmap or datafl ow graph has changed"

and the new relational map or dataflow graph has been
stored in the configurati<a file, 20 processing

102. Thd ﬂ:lﬂla§ert Rofftére the TP ?rotﬁ@blﬂr@fﬁcao the physical madhine 102. The
of tinme St ep

VIRTUALs @uEsis lamrer@@r@serttﬁéh%wbﬁ@rglf ihelp}?'&@é%g%e e E@‘éag %ke“ from
the persphpive M. fie/ érﬁ(sgéélofﬁeﬁ%‘?né n @icoanétVWﬁJRDdSERVERS layer

data network 100, 7as known
represeni§tﬁé1ﬁevmoﬁw viftuap neachidés 104 amted@ﬂsfram the ppesmestive of the

i e e RS e, O RORLE B0 o, e
f

s D, 1,

Each layer jurthe dayemq@qde!s%s Msﬁ%h&[ﬁ@&@ t?‘ﬁaﬁ%%ﬁf"ﬁ%ﬂﬁlﬂon o @ set of

metrics. q"h%‘ﬁnlydr{ahééto‘f s SbrriclftiorPRiNntec aésdimed |ﬁ€md:%2detall beldw.

tatus of physical server hardware (le.

e ot S A Vel B AR e

Flgures{rﬁ gsne 102 and the traffic to network |nterfaces of
e physi cal machi nes Date of receipt: 22 August 2007

At step 36 rPPRB AP S TOHEISR SRBTBEGR (7 g PPIesERt; g JsPof mponents
that have@BeancRlentfed a8ebeifg - in THTe “abAdRiaL siaS Tindeagach report table is

represents the view of the virgual chi
initialised,althe maoagert sogane pa 30 walts s %qrhga@aﬁﬁ I ne|91$é%ﬁ?'}$§ﬂcs to be

2 | s3bheeed e
transmlttpa tq,lltIr F%gﬁt g@%ﬁgﬁ 10"’8\’% gn romt e3ge$%éééecti32anager

programof1dt l@éeﬁrem@haialm front amagea’cpltqgn@mom Q.he virtual
machi ne 104. As shown |n the Figure, each |ayer

Each mp&(} ng]}'s_'ﬁolgh Qs%)ﬂ'e{o éochﬁulégbf Q9 WhieRel iy  rekted. This

yer no also correlated at the
relahonshipﬂbeﬁeéﬂﬂbyer ano rcompmermns aiadersithireferemee to the set of metrics

associatag| Wittcaaan AYer s OFRBER ot Hion AN BB er At tF sarfl time, the
componélcﬁ Bhi WRRY PR ARec VARR RESs DEen diitalrride(emcemhmuniddted by the

ures 4 and 5. At step 26, a report table is

agent pmgramaIIOB$es:reléth to dpemetriavplier (Stred2hts a |ist of
conponents that have been identified as being in an

Thereaffle?b?ékfl"Tm iri élh@ is @efefin B368sSerPW detehire whether the metric value
t he manager program 110 waits f'?r val ue
i

is “normfadi’r(fcpxr eanleeby comptamnlgethet metrigvaluedor g SPec poﬁpgagﬁtvalue or
range of valude)y (s]’tg;.%3 é?)t R 2Bk matAR udeaSsdditd ”Enat%ﬁnal" processmg

continues to step 36. If not, processing continues to step 44,

Step 36 sees the manager program 110 check whether each component/layer
combination associated with the “normal” metric value has a corresponding entry in the
report table. If so the corresponding entry in the report table is deleted (step 38). The
system administrators are thereafter informed that a previously identified “abnormal”
component/layer combination has now become “normal” (step 40). Processing then

continues at step 42.

il
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program 110. Each netric value is assessed to

deternmine the layer to which it is related. This

rel ationship between |ayergand conponent is nmade with

However, dézrg gcgoeratgcgnetﬁggaf%t Fﬁ%\ Eﬁt@rn%%aéﬁégﬁdam gﬁéénlgntt?ﬁﬁngl” metric

value dot h@t hﬁO@F@&@ﬂbsf)émmng(l}l lmehemtapoﬂ tabley@ bheckdemade as to
bt ai ned (as conmuni cate

20 a ent
whether tt%metlgc valugtbeing erecasseg:ie ¥Iae liégt lggetpg % B8 pfitessed (step |

42). If S%E)? cl;%{sﬁid m%ﬁ'?%er t%{é hg, ‘Wthe r cé’&%gﬁ‘ rét&ﬁ%sﬁﬁﬁebcm where the

nmetric nor nal
next metﬁéﬁvﬁmeﬂsqyoceml ng the mstrl c vaI ue to a speci f| c
‘nornmal " value or range of val ues) (step 34). If the

In a sm@%ﬁ%%m\@# USe S&?%%%g 1&% g pRIgP&AS $10Ccheck whether each

ues tO pr OCGSSI ng continues to

: componéﬁtﬂ & coﬂt’blﬁam fiﬁ;seeraﬂed hmthaﬂmgeabpaﬂgalanmﬂr@p Malyg has a

corresponing oRty in b BT Al e 1 Sich, SaBoBhlRVeL 3Rl BRs do have
correspo%ﬁﬁ%ehﬂnés?% cHe@R¢ Fnédﬁ’é@ to Whe‘ﬁlﬁ’ertth@ retricoshos demy; processed
e report table is deleted (step 38).

The
is the lastysietio aalluertoshe prapessed éstqpeqt%)af if S0, IPFPGRSHINY mq:é(fssato step 48.
rev ousl t|f|
B e e
Processi ng then 30 continues at step B
ifa compenemudayembmbgvayon 2psvciated whmﬁbm@nﬁé@eﬁw @Zﬁﬁz@t have a
ver, . i f the o] e t
comosparti TG FRE: P AT S ek 1t for o
such coﬁnﬁa?fefnwvéi“&dﬁmﬁaﬁdw (stept46). r epRgdinyt abctheckasdhendaﬁeq; made to

made as to whether the nmetric val ue bgin roc ssedI to be
determing wihetherdhenmetic Valye HaIRg HYAGREE eSs ? eft® r21“2)"a ue

process{aét(gféﬁg&?)g egféé{; %éq%\lﬁ?éeﬁ%cz\éé%ot&f&ep' 48.nt potPproeessingdreturns to

next nmetric value is
step 34 Whete sise dexti metricsvatué és promeseed. step 44 sees the
manager program 110 check whet her each

COMMO atesion Rrmdanialdit tdle. As part of the
Step 48.595% {h%nf Hd?ty rlléchadqugl—fdgs correspondi ng entry |rF1)

reformattlmg nwfmnbvml@mnames ane Hﬁdbu’fﬁﬁf@rﬁaqf‘a?@fy troliei et table:
do have corresponding entries, a check is made as to

4 val ue being processed 10 is the
CaceehpendR e

C vaI e to be processed (step 42). If so,

CE)rocessn ng noves to st (Fejp 48. If not, processing
rrib@SomPaeRhNaMe;FBfe the next netric value is
processed.
| — the layer

Optionally, each entry in the alert table may have the following additional variables:
t — the test
m — the measurement made by the test.

For the sake of ease of reference, the above variables will be suffixed by a number
representative of the position of the entry in the appropriate queue (see below) to which

the variable relates so as to evidence differences between entries.

LA
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I'f a conponent /| ayePatohiscsint Pohvedd 33BN EG 1A G209 7900722
“abnormal " netric does not have a corresponding entry

in the report table, an entry is nade in the report

table for each such conpdBent/|ayer conbination (step

Prowded4'@a=t tﬁ@abiért fasi8eeds insorehenaraioner emtrgte(step ﬂ))d@trmeﬁam then
her the nmetric val ue being process is the | ast
contlnuesmsmlk)waal ue to be processed (step 42). If so,

processi ng noves to step 48. If not processing returns

The manb?er Bicpai YiBeginkite dategoriset thecentriesién the pledideblssinto a.high
48 sees the report tabl r.e-formatt

priority q’ueum @ naedinm PLBItY, %Uﬁa?'i‘gd; ﬁ?W priprity ;fele ?ﬁtftpopﬁ% The
categons@ﬁ hg%‘"gggeg‘a&{ﬂ Qkﬂr%get%flﬁlr@dt addudshibrit %fQﬁéBe@éﬁty)bfldhy problem

- the conponent t - the

associatetPWithrthe icongunendlayer tombinatidnegtdhedivne g%:mmfggur@m
entry in the alert table nay have the foll ow ng

The alerﬂggéurenenp\éﬁgué”l}?tbﬁ%ﬁeésed theddtefhingd whethdrhthere are multiple

test. For the sake of eas
entries ||1 ﬁiee htgh: pnomtlyeqmm/(@tmaﬁﬂabnfwomhq mapaggr prqggfamoi‘”g performs

resgnt ati.ve of f.th
an o€ Bl SCRE Hoo R Pl e,
vari able relates so as to evi-dence dlffer "be
. t ween
This endstu-enescortelatios. pm@sss pamMEIERSO Withogach @ cgmpared to

rec 22 A
each otnef i eH Y Hieus (e S To Pl wireference tothe
compariscii P tﬁ@)ﬁrs@fa%e§§¢d”rﬁi eherfes irottiheé rhigls mriorityduewe, tixemanager

manager program 110 begins to cate t..n
programi h1@ lehegks rwhether ecqmﬁc%nqpts mr@hrelﬁ%ﬁglggﬁ dlagt&%(gb t‘ﬁ% dataflow

n
araph, (SR B10 B S 4P Rafn Y ol 2Usendonc e ingiy program
110 conSidaRstheatwo albrts ks mngdupycatésaimjd poves the flréé%tf}’ fiee&t1, Cn1)

o v i eI et ST Bk T, o) i
the hlghjﬁﬁﬁz%ehg q?ifﬁe{rﬂ‘ lgﬁld’\eéééﬁleﬁdyeé@rﬁﬂ@tédluy i}mleedataﬂow graph,

sin gh priority queue(ste t)I
both entties amaretgmedpndge highLpdorityqueues Thif cgmpatr% \@ngrocess continues

until all entnreg i2%he hlgcﬁ pr|8r('?tyec?derdeelsiavé1 bEBA HriSakt Witk B4cH Wikér entry in
the high priority queue.

An identical end-to-end correlation process is then performed in respect of the medium
priority queue (with duplicated entries being moved to the low priority queue) and, in
turn, the low priority queue (with duplicated entries being eliminated from the low priority

queue).

On completion of the end-to-end correlation of each priority queue, each priority queue
is subjected to a top-to-bottom correlation process. This top-to-boitom correlation
process will be explained with reference to the high priority queue only (step 60). In this
context, each entry in the high priority queue is compared with each other entry in the
high priority queue. As part of this comparison:

e If Ct1=Ct2, Cn1=Cn2 and I1=12, the two entries are considered to be aspects of a
single alert. Accordingly, both entries are deleted from the high priority queue

c2
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10 This end-to-end cBate ef rateinsr22pugese 2097 (X308 2MTEBC B EP007/000222
each alert being conpared to each other alert in the

high priority queue (step 56). To.elaborate with
reference to the conparigqgn of the first and second
[

o o R T8, A o ccn
e R, S nensctey, he ransser

+ TR0 GAR-EEPEASCI A el Manphlt fadogdrCimpres tr fr
o1 U Aoy SRS E5H 0 "N g i

o 1 Ui RS2 S BAEERG lEet Bcpra st

b Qb s i ' 8yati ve process continues
toﬁﬁ?%égpwgﬁ?ﬁye@%uﬁ% ﬁggphi gh priority queue have been
conpared with each, ot her _entry in he  hi gh

As With i 41 BB e CORRIAEB Pracissentt (BaRR 4o, piffiss; gipved when
performiﬂé WE So-tibbitemh EsvréiatioR éni thermediemt prbrityhguemsisuch entries are
priority queue (wth duplicated entries bein ed

. .F' ( nmov tho
moved to Hiee low priarity igugugu eSig)ilaglyd entries mnevad wheh p fjorming the top-to-

rigri.t ueue (W b Pl € ' | the 1
potiom Eirrelaiay it FE 0P iR BN iR Ry SRS, 3R Béjsted from the low
priority qu@UB!ratHe?thah biefr®y Aiddetlo- end correl ation of each

priority queue, each priority queue is subjected to a

p-t Q- bott o r at.j. p ' deeht &ffry in th
At step bgr?%c&htelnh?( ! pﬁ%cb@" &nhﬁllrhybéeée%?saicﬁ@(ﬁa v'\'/léteﬁmwgfe?r%@nce m_ ©
mediumfiorifeqlitGé apti thehteachientey innthe 0wt prpriip puelia. tihthis comparison
~__ context, each erjtr%/ in the high prlorlt% ueue 1S . entrv is
identifieg @mpldeticali emtry e i %M@IU%PF'sr"ian&'%e’ FgﬂeﬁH“&rﬁ“P{)y y

URHLE - fedd!i Sinc 556 QT a Bdmpdriser identiying identical
moved %ﬁﬂ*ﬁ&%@th— %dé]t ﬂg meentri es ar eﬂ)consi dere t%
entries ihehadpwqiriority quieus hgwevar, dhe lowdyiornity ayeye asires are merged to

_entlri s are deleted fromthe high priority queue Date
form a syygle @ t: 22 August 2007 (22.08.2007)
PCT/ S&007/ 000222 -11 and replaced with a si ngllée .
The virtealt enyvifcment isitbenpigatinwith \aistep 68swhichesras gaflaealfy in the top

Nt ry .appended thereto = . |
and meGHmL8yia it ps 5 Sesh IS HERrTle whElnerithg SriryaBts to a vinua
machind | (a8 evidérided Cby Nhemashysivalviriual t relationad (réipgp 67ypicklly, this

If Ct1=Ct2 and | =Cn2 but 11<12 té}% rran%?cfr rogram £ th
assessmenteis theeshasadi oal areheakoof the BapdeRess| /Ppelﬁ&? gi@me of the
machiné 256868k with those IP address values and machine names that form part of
the physical/virtual relational map. This check commences by processing the entries in
the high priority queue first; followed by the medium priority queue. Checks are not

performed on the low priority queue as these entries cannot be demoted further.

If this check indicates that the entry in the priority queue relates to a virtual machine,
processing continues to step 70. If not, processing returns to step 68 where the next
entry in the priority queue is being processed. Of course, if the entry just processed is
the last entry in the priority queue being processed, processing commences on the next

lowest priority queue until the last entry in the low priority queue has been processed.
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As with the end-to- At EEFHRF 27 st Y (H8;2007), PCTISG2007/000222
relation to entries noved when performng the
top-to-bottom correlation on the nediumpriority

queue, such entries are -Imved to the [ow priorit

At step 7(%I UPMSackIs Thads bY eabh othererimvadheipeioribeqieuerbeing precessed to
'op-to 10 bottom correl ation on .t

the |l qw pri.Qari .

determineqwhetherauwrstéiﬁ\t$F|ltasl'Qi@f§Sd@Iaeﬁ@(f"?aﬂm? 28197 'ﬁﬁ?&r“f’?ﬁ"“‘es

. Queue rather. | 66 wierd tieahext entry in
relate to & Rﬁyﬂgaﬁmaﬁﬁﬁ%m,b@bg%%ﬁd?%Ug?n%’;%%g with each entry

the priorit'y'aubb@ beiglprotessed is bysepsede and then each entry in

he low priority queue. If this conparison identifies

~an bdentical. eptry.d i delEbé Yoreaemte tdia physical
Alternativ dffﬁﬂyp?ﬁ&& I {/ﬁ%ﬁq?ﬁ}yﬁ?@g%ﬁl@ggﬂ{ o the low priorit A

machine 408U8n ASsddaterntsie made toodetarminenwhethari the wigual machine the

identical entries in. th

o e BT G Py oo
machine vﬁd{%l"tg?éds%gb 6°gh§;1i¥hﬂ' Wstbp Y] NOSBTRIbCcéssind eontiimaes to step 74.

ch” sees each entry i.n the

y top. and ..
If not, proeetsimg peiuons ty sieR (s whese Sudher @WE?B?‘H‘F%Qf\HFE??FeF&at'ng to

. . the ,entr,%/pz[)el a{tes to a virtual 20 machine (as
physical @@chiRleSe P4 PSS hy si cal /virtual rel ati onal map).

Typically, this assessnent is done base

heck of
Upon identifyingPthatdr wistuah maching dS¢ eninecemrelaies qégqn@ﬁ&af%ac%lne 106
entry, the. SRe0eh BrodtaiT 0 FFdves tnB i Esi acite S oanéhifpihsmext lowest

physi cal /virtua .
priority qﬁSJtJé‘Két@B?M)mocé_béiﬁg thert ketamsrenstep 68/ Whees thasneg emgy in the
en

ries in the high priority queue first, followed by
priority quéke betnapProsessRd t%/aﬁi)?éﬁéd- Checks are not 25

performed on the low priority queue as these entries
On complatuiPbf Assabenmurtdfiallrdritdes inl fhet priarity lquekes i AEaRrEIaNCe with the

that th t inth i orit | i
above stﬂn%t dhe emfggﬂ;%élinri]sq)qsgy@@ gfglé) %gﬂEgﬁgggl%lpgggﬁ%poég_stw 76, the
administn%r; g;ﬁl ﬁd}ﬁ'ﬁezi Bﬂah§tdhaﬂ ob G SigPFiccshsi any betheeentries in any of
L

prrority fueue i's bei n% proces; eggqo‘ "
the prioritp¢usaesido that camtaciive wadtiopraarebe daker or tYeEl t i porective

_ in the priority queue being.processed, processing
action t%@ﬂ%ﬁc@@nﬁﬁqcﬁ@%n@lﬂp%’q%’éﬁ priority queue until
the last entry in the low priority queue has been tion is not
It shouldobe eppsediatebabye th person gilein theyad thalihe above invention IS

o (22.08.2007) PCT/ SG007/ 000 . 2 . 70 T d
imited i Sy FeSER o e 1} BIBING mecatons o
i nﬁ?‘ decRRsEEt departiteg from ihe sdoperafithepyesenttinvention:
lmprovegfr?tﬁﬁ r I%tgg?to g physefpc?al machi ne 102. |If no such
entries relate to a physic i 0 i hereb
o ckhe JAvanyos aas éga%gpécqthe? ﬁggtege% rag;\ ﬁﬁeﬁ?ﬁi@?@tbﬁﬂw ereby
PrirBEsdsing U8 Yerksiitd BhORRBAStdof dates fress axhy one of a number of

agents. However, the invention may be implemented in such a manner that

C

the processing is performed on receipt of data from the last such agent to
transmit. In a further alternative, the invention may be implemented to
perform the processing at selected times and one or all of the agents may be

programmed to transmit metric data in the intervening period.

e Similarly, the process has been described in a manner that the alert table is a
child table of the report table. In other configurations, the report table and
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bei ng processed does relate to a physical machine

102, an assessnent is nmade to determ ne whether the

virtual machine the subjegf of the entry being

d ' i e
Brﬁ%ﬁ%ﬁe rhéx[hoerséggﬁéétgum%&%ng%nft Egﬁ@% .Zerlﬁgandj‘n;a(sslttuggon, ’fhe
72}eatidh 8P ddMstisTESSi vy ertryt imoes tablstwp requirel & ergsponding
P orations ohialetiamin  Be piles: BhE Dy 218/05HSs; agywould be readily

' ' Idp@fe 4rflenti fyi ng t hat
VEPPRIR 1 de RO Efed HPOR APT Y16 % phys cal
« VTneuBroGessHmal bbmeatied Sush et RESTLTRARIS of &iites it jne alert
mgtflg i%. ﬁ%%rr%?bat%ﬁ@‘ﬁﬁ?@?ﬂ&e%ﬂ@ﬁ of Bhe!ERfry iR tisd BRrbfble and not
next entry in the priority queue being

prapce sabskdqurer batctseperatibnOn conpl eti on of assessment -
of all entries in the priority queues in accordance

wi-t.h the e iof dral I b8 of
+ 76 B PR =R AL RN RHE e, pbleiol GERAFIs SRTRPAY bY Adeifendent
| thepiecesy bypwhichiegsisysicalvirual mamiscereatedany of t he
entries in any of the priority queues so that :
caLrectiye actiaon e ' h
o coltE SelRYnaG bl aRfaE: opBliBl Gfortf piay pelarillly created and
anpidRed dlyan 8eratorstathidrthbe beiny aufomatitatly discoveeed by agents.
skilled in the art that the aboi\j/e inVanioR IS not
| i Avidragland dre irtarfaae ey bapseYided ior this 185K i cul ar,
the followi ng nodifications and inprovenents may be
MBS Wrbheus 10emait baumbdifiedt fkcts ttethoket dlertsr thmenelate to the
invention: The invention has heen deﬁcri bed

. bove .
arHORTelayapare prcessaf @scbprelifypaiysHaHg" fs %%&PW@E this layer
on [ i nunber of 25
ag%'{?tq g(% '%@%ﬁ%@'ﬁ%@ﬁ%@ﬂ%@fyeﬁ i npl enented in
such a manner that the processing is perfor

d .
or elteiappreferiegdt gmhashimens thes (cogm %ﬁeﬂ?m{eo IR?Q'F%S'S fomprises a
I . ' t j i oo
i n@@g%@ﬁ%{? lﬁ&ét']?ér% @nd J‘th?\%éﬁhd@é@ﬁ\ay be specific to a

pertormthe processing at selected
t i pois nantbernenasuchl & sitbiatidre, thgeprosesmmaycbe pnegdjfiednsueh that, for

tot 1.1 tric data i.n the i ' '
5 B m PrIpTY: GEBsh G GOU PRESOR S Mt SRy e P REH YL parf humber of
: 2 %%ﬁ r&?ﬁo‘?‘{gﬂt% ihhé queliie! Beihghpreceésédiandeter port number

other configurations, the report table and
Datssatfiatedoditipthe st relgting totie alest. dthegemparison shows that the
PCT{ S&Q07/ 000222 .-.13 t : ;
| nelegaRdaneenart Lt phrdlkndd i BBipBRen ARl Sesociated with
the alert is modified to represent the target host name alone. The top-to-

bottom correlation process described above is then re-performed.

e The use of configuration files may be replaced with database systems having

tables to contain the required information.

e The creation of a separate alert table may be omitted and in its place the
report table may include the format of the alert table. In this manner, storage

overheads can be reduced.

L
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require a corresponding creation -?'e et i }gfn/tgeoc}z‘f-z
other table by a process as would be readily apparent

to the person skilled in-ldhe art. 5 The process ma%/ﬂ@ q
Lfid Bt opfitted ) igsaiRingaaisofin ¢ oméssiomo end-
-+ JheRefof T Ry P cRet fespa D

performed at the tinme of creation of .
tih@nentoryelation peocsssr tInt susihea Sitdation. thsstoa-@ﬁb%tgcaﬂ &hyretation
batch operation., .Ih : j e datafl ow
Rrasees 'g rneg %Fﬁj@lﬁ?\%%é’téé{ﬁ%é%rgﬁoa?he process by

whi ch the physical/virtual map is created.

0 , The

o THealayenaiodehmayritavehdifigeanifiaysis 4o é@?ﬁ%ﬁ%ﬁb%ﬁ%ﬁ gnd may
created and  updated b ol ).Ng
JoeaHameRIano BBl A APR I EAA NS theatE nekiark .
interface may be provided for this task. The progces h

o Simiaylybthemuiticaese amalysishprocessdd aged net pRdimiad & e three
to the HOST | ayer are,processed P I
Ry QUSROS | HRRG T Bfoceps iRl Fofe/ty or more

ens in all higher layers. 1In a preferred

?n@%ﬁg%tg?é't he conponent gnarre ty);pi cally corrgri ses a
conbi nati on of host _n . . r . i {

o s dne sgerses. fes Bren A 18 chniRR o ARAIORRE System

Z{aﬁ hidiBys hGEntHregRHs Teshbeidibedapprediated thatithe sams process

priority queue, a conparison s made. betwe ach
t inmyie implemeatedbwith @Waﬁiﬁta@%%%‘?@lﬁssrmﬂﬁ't?rwq ﬁiﬁa Bue
bei ng processed and the port nunmber associated wth

ol ?’ﬁeﬁﬁ%tz\gp%tyﬁ\ghiﬁﬂ ds@ré Bfe mifémied bf chamgesoinpthei status of alert can

shows alert is independent, of ,t port . .

nuatyer ,Farhmsmnqeoraan’epﬁan@aa589c¢ﬁ%llf06vit? Hﬁet AdMipigirgtor or a

is modified to repr r HafleNaRB sdridfstrator may

TH@Sls@E@tS@DtbgtW%&oﬁ@?géf gP?M?p?g{ceéss dé)gcri bed above,

| Sirhi9 e fotiRltsy wagl of amedsageuse the displey ofua sardiering station.

fi | es’ may be replaced with database systens having

tables to contaj n_the r ired. | i Jbve method ma
. cﬂé‘&t‘?ﬁ‘}ﬁ Qﬁgwﬁrl%g)paéﬁ%hgﬁ%gr'b %céiboﬁ(ggﬁnégwggqg% Tted and y

i?)éi%l@ééi‘b?dlﬁﬁ?ﬂdﬁ?@hét\ﬁl@kl e may include the format

of the alert table. In this manner, storage overheads

CBD Rl eduSEiat kR hPLkille? irf\the tart2faf feature disclosed
1t should B3 faBnepaEPReASRo e BESEL SR i Briodi feat.
above and in the embodiment described, where not mutually exclusive, may be
combined to form yet further embodiments that fall within the scope of the present

invention.
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1. An impeovest toct@ause Spproagh o prakiem tiagesis in

. A m&if8! Roordifi AWPaTn 40 Qdrthde

-14 The dataf | ow gr aite ofaryceipe: 20 Aiutdse2)07 (22 982007 RCESG2907/000222
in the om ssion of the end- to-end correl ati on

process. In such a situation, the top-to-bottom
correlation process is pgcformed with reference to
the | ayer nodel. The |ayer nodel may have different

We Claimyyers to those described above and may 5 incl ude

.nore or less |ayers as appropriate far tge dat.a

ata %m@rks in the form
rocess 10. need n Jimted to the three priorit
Ofa“%}58§§°85§ﬁr?90§1&&%’3§?gad, the process may incl ude ta/o

or nore priority queues. Wiile the process has heen
 assesiatingegacin meticcbhiaat lsash Qﬂﬁwisﬁér&nﬁ" s i 7 least one

t hat enpl ays ams, it should be appreciated
c %‘?n?rﬁ%r@g‘?‘%ﬂa%@ggkegé&géay be i npl enent ed vvlpltoh any
suitabl e agentless nonitoring syste . The met hod by
ohtainitg values ferreach sunhe@tis TERLA JRRNININGRYSIEY; us of
alert can vary. For instance, a report nay be
d&teFRIHiRS whethdreeahTsnils mettiors dndieativees agioblem within the data
way of ‘pager or SMS. Alternatively, the adm nistrator
net_wprlissarzd nply be notified by way of a nessage on the
di splay of a nonitoring stati.on. The data network to
rePfRirR'ahd EBfteiatingdadicetive probibmst toedetbrminenwhetber @egroblem may

be a subset of a larger data network. It should be .
be usymploraai & anethdl, RRABIeRL B8PS 1 81 IMiScRERgpton and/or
. e \ j '
rifBepbRRAECHENR B o) i End ¥ vetiaiewe, otucen
compbherts drbdtween wempaneriie andmeddbredeycenat fal |

within the scope of the present invention. Date of

dRudAY the e TFPUHINGHYPEAR storing

i
aim : nproved root-cause approach to )
informatibheon dhagniesionniestidnt andhdntesdependencias peiwygenpeagh physical

nmet hod, ¢ I Si t.he, st , i.aLi ,
machjgednd YifUR machiedt 1R celE repofCaRt WHeBihe 8 of ranking and
corréi’é‘l]ﬁ'\L? IndieARR pRébiafty Rcli@ésvwahe siev-step oftrankinggand correlating

val Ues for each such netric froma nonitorin stem
indicative problems to determine whether a problem may be syr%p?gmaﬁc of another
problem based on the stored physicalfvirtual machine interconnection and

interdependency information.

. A method according to claim 1 or claim 2, further including the step of obtaining and

storing information on the interconnection and interdependencies between
components and between components and network devices and where the step of
ranking and correlating indicative problems includes the sub-step of performing end-
to-end correlation of the indicative problems based on the stored
component/network interconnection and interdependency information.

4. A method according to any preceding claim including the steps of:

defining a hierarchical layer model;

associating each layer in the hierarchical layer model with a set of metrics,




10

15

20

25

30

det er mi ni ng whet her DBtORreseiph 2 anenit U3 BAOARLESG30 71000222 . 2
a problemwthin the data network; and ranking and -
correlating indicative problens to detern ne whether a
problemmay 10 be synptomgti c of anot her problem

whereb(ﬂges%g bf ?aniﬂ? BRI Aiireg irfdiektive prioblemsl inchudimthe sub-step
between a physTcal machine and_ a_virtual Vachl n

[ ne ;
of perfurting op-tmbptoprearrelation Ofda indisaiisRroLIMmE PRSP0 Ak least In
. deyices. 2. net h cording to claim1, further
part, qrh%ﬁ&ﬂ?%g'?'ﬁ@ I@\’%rd%gfiggbt ai ning and storing
i nformati on on the interconnection

d .
5. A methot cdeptingltmany one el GRIMSCAER A RS dpRaNdent:on clajin 2, Where the
A hi N . .
step 02 t%gﬁbﬁ\tgﬁa*gggnﬁgo'gﬁu fg%r 'be g?ﬁﬁ@cti&?\t ihteradpeh@éncied detween

i'ng i ndicative problens
each !ﬂ?fgblé@ﬁﬁnéé}ﬂné ugnd twaual maohinegnathe data enetworly is repeatedly
inai

i st 1P o A B B R R s
interd?ﬁ%fé{;%iéiéy g&&h@én %@F Wﬁ%}%‘ Ri P ahd anirt@dldmachine in the data

pendency | 20 3. A nethod accordi g )
netwdrR atidaif thel indormatiomsa obttained cdifferscirem the RIS %P(ﬁ?d&? rmation,
_obtaining and storing.inf ' .
storingrneoDEAes ey fipefo S b 8rdomaton
conponents and between conponent s and net wor k Flevigesh th
6. A metid adtardingle asyameosf claimk3ig SaRg dependeat ppglaim 3, where the

i ndi cat i | i,ncl . s1R=St .
son Y GEA GEFEAE B g i ipcnces bt
compiB"n%FI’cseﬁﬁd DRspserw Bokppnehty add rdfwodapeviees is eepaatrdly obtained

and. meripaiedctar fingoter gras HENTRYD A hc fsngtdon and
indep%@%ﬁp%{si' Rgggéérﬂ'%é?ﬁéﬁéa FR patwéay etorfipdRénts and network

C Inthe hierarchical |ayer nmopdel |
devicektdhdrifIae ivbrmation &, otitatredodiffess: &om thep pripggigsed Jpfgymation,

~(22.08.2007). PCT/ SG2007{ 000 - step of

storingsitiei eRjaingd ivformatian ik B(qcﬁo‘?%ié? is\ilfg’eﬁﬁ@rygfrgrgr{s}&i‘ ncl udes
the sub-step of performng top-to-bottom correl atl,i,on

7. A method BRcbrlihg 6 any precédiagsciaiasdociuging thessteprof dafining a set of

t he hi hi cal | d . Anet di .
i, o Shds 8 S ol She EpAutE L BRbigfesdiye wir
referg\ﬁ(fegfo% rio'}@ﬁ@gugg_ obt ai ning information on the
rntercon

ection and i nterdependenci es between each
hysi cal machine and yirtu

_ | Ci es. n
8. A mABORARCPRTE BBl 7. bt ArRUR SoSR oAl oy {erqhe step of
perfdMiify efla6hd kAR RMpetforhitrt bmeack privety qusuieidtum.

9. A method according to claim 7 or claim 8, as dependent on claim 4, where the step
of performing top-to-bottom correlation is performed between each priority queue
and the next lowest priority queue, if any.

10.A method according to any one of claims 7 to 9, including the step of demoting any
indicative problem determined to be symptomatic of another indicative problem to

the next lowest priority queue where possible to do so.

11.A method according to any one of claims 4 to 10, where those indicative problems

relating to the layer upon which all other layers are dependent are processed first.
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i nt er dependenci es bePateefireceint22pNugest 2WT (2398-RI0TEP GHEG2007/000222
virtual machine in the data network and if the

i nformati on so obtained differs fromthe prior stored
information, 10 storing the obtained information in

12.A m %\2@? gﬁf:o g RE! 8k ?r%fr‘étgip'g{‘%@irg?t\ﬁr%e SacH\ iRgihtie problem is

I'Ng any o to 5, as dependent on L
assotlatédnaith sbemeohbat namepwvbichdnclades agparhmambar RBM aagh metric is

i SRS O AR REPIR Rk S8 e
numé?r 6?91%‘3&?@?%@5’5 RarABAvittafise BBFRMAIMRBer 6f thecagiddiated metric and,

ored i nformation on the interconnection and 15
if thée ncheppanisorc ishowsethad ciec indieativier prabiempis; jrdapendent of the port

3R PP AL g WBeB 1 A ki e

storing the obtained information in place of the

13.A systain ddr implementingran imppovest Fasd-caLse PRy taypyoblem diagnosis

. receding claim. including the step of defining a set

In d%? "eg‘i"Pr iQRIRT®s and the step of ranking the
i ndicative problens is made with 20 reference to the
apmiooitoting guetens .amgl. A et hod according to claim7, as
dependent on claim 3, where the step of . performng :

N GrhaRtear agRht,eirtidatd arsd RiHtol Nenmanizatibn pwithr they monitoring
gqueue in turn. 9. A nethod according to claim?7 or

systéinm 8, as dependent on claim 4, where the step of
performng top-to-bottomcorrelation is perforned
wheRSINESRaIOREA] Jijenpid bperibieito adSociaie éduh metric incaitleast one set of

priority queue, if any. 10.A npethod accordin 0.an
metriess with a1 liask onet eorgPoNAR! aBRIG NaNEoRE SEvice %@rm?ﬂé values for
an i ndicat | b det.er mi t i
oacf gt LG i, SHEL RVERDG, S/88 | B et bk horeatr
operbl®to determine witether pasfsisbch metrigds dudicativenofgt preplem with the
accordjng to any one of clains.4.t0 10 ere
data pefwoski rgpg@yrg@orr ate eappm?tlyg p[rﬂtgleﬁgé\/@rd%%grﬁﬁe whether a
pro@@ﬂ'nct%év IheOERRbtdAN%AE SofahRothePEeBRim diasarl oneanethterconnection
Irst.

Date of recelpt: 22 August 2007 (22.08.2007) )
andRETIrteaizpehdency 2betwrerp 2\ physierl Mashing RNd A aviffual machine,

petvesis GompRaSnfh oF beWERR sifivordlie SR nWBRCHRARRS S o

nunber and each netric is associated with a, po

rt
14.A corapbter readablesnedium hayingioegruier sefawarsresering theyepnsuch that,

ort nunber of c n ' ‘
e e 4B e St SRIBRENEA BT Yl rieding sysem, the
confiUlBPEdiaaresB @perabletos he i ndicative problemis
i'ndependent of the port nunber, the conponent nane is

erzrs?sdc;cfiétgdeggh dl%leﬁ'ﬁce iJ‘n hS 3155185&6‘5?\@ Baf f "HRGs with at least one

component and/or network device
obtain values for each such metric from a monitoring system;

determine whether each such metric is indicative of a problem within the data
network; and

rank and correlate indicative problems to determine whether a problem may be

symptomatic of another problem based on an interconnection and/or




13. A system for i npPaGaRiersRy: Zhiueng UG PSEYLRGT(§GE2007/000222

approach to problem diagnosis in data networks
conprising: a nonitoring system and 10 an anal ytica
agent, in data and controel8comunication with the
int8Rigpentieney bewséemanpbysicahmaghitieyandaa virtualtmaghine, between
operabl e to associ ate ea%h tri.c Ln %%Céﬁast one set
cogtpongats prcetyeen COmMPRIRIS &R Q%Wﬁ'&hﬂ% “A7d/ or net wor k
device and obtain values for each such netric from
15.A corhgetem@bdabiengwm'rmhein acherdangeywitb atlaimetd, furthesapprable to
15 operable to detatniﬁf v¢5? each such netric is
performnthecmethnd a3 ciaiped i GIAIMP 4h'% data network and
rank and correlate the indicative problens to
determ ne whether a problem may be synptomatic of
anot her probl em based on an interconnection and/or
i nt erdependency between a physical nmachi ne and a
virtual nmachine, between conponents or between
conponents and network devices. 20 14. A conputer
readabl e nedi um havi ng conputer software recorded
t hereon such that, when the conputer software is
executed by a suitable processing system the
conputer software is operable to: associate each
metric in a at | east one set of netrics with at |east
one conponent and/or network device 25 obtain val ues
for each such nmetric froma nonitoring system
det ermi ne whet her each such netric is indicative of a
problemw thin the data network; and rank and
correlate indicative problens to deternm ne whether a
probl em may be synptonmatic of another probl em based
on an interconnection and/or Date of receipt: 22
August 2007 (Z, 2. 08.2007LPCT/ SG2007/ 000222 L. L -18
i nt erdependency between a physical nmachine and a
virtual machi ne, between conponents or between
conponents and network devices. 15. A conputer readable
medi umin accordance with claim 14, further operable
to performthe method as clainmed in clains 2 to 12.




