Met hod and Apparatus for Secure Transfer and Playback of Miltinedia Content
FI ELD OF THE | NVENTI ON [ 0001] The invention relates to securely
transferring multimedia content between devices in a conputer network and
securely playing back the nultimedia content in a device. BACKGROUND

[ 00021 The approaches described in this section are approaches that could
be pursued, but not necessarily approaches that have been previously

concei ved or PUMd4RA-and IFE&%EQ!‘O?S@&FH FrassfR ahe Ptk SRk b Biutiah@eh Cdrlig
|

approaches described in s section may not be prior art to the clains in
this application and are not admtted to be prior art by inclusion in this
section. [00031 TV viewers can RIBLDIGF DHBAGVABITEONTV prograns using a

vi deocasset t recorder (VCR). As such, a VCR. user .can recorg a particular

TV program af%He t Thiny¢ntio Telgesja secyeelprnsifrins Ty imAdia Ctent Pe¥srted TV

program at addvide€in 4 dofputel Ret@bAtehd bQurcREHNIRY bk tHethSltimddiYchheahanges the
el ectrical signals representing a TV programinto nmagnetic signals and

stores the nﬁi}’ﬂf@ti c signals on magnetic tape. The nagnetic tape is wusually
in the formof a videocassette tape inserted into the VCR by the VCR user.

When a VCR user decides to play balﬁ‘g ggpp‘g?rogram the process is
reversed, and the VCR changes the 6% gnal s stored on the
vi deocasset t gobape TR %Sﬁ:la&ﬁ:fs BéseAbedSh GiddeStic e afsRoHdRestthe cOlI@BE pursl,

signals to a TV set. [0004] Wth the devel opnment of .digital technol ogy,
VCRs are bei P nplelsressaty B’}’maél]i“‘ﬁiﬂtaéﬁa‘i‘?ibﬂ@beF‘é‘EEﬁlﬁd‘é’r‘%e‘(’Egﬁﬁéjﬁsu‘iq- ke a VCR a

DVR records Plpasieasli@d othMwRieqfdiang, thfe@g)%rbﬁéh@é' dRbrEE A thisA¥ctfoR Y idEbe

el ectrical signals of the TV programin igital information and storing

the digital BTHF8Fiuthe ekinsin i gafiop and ae nolganitada be gaer af byyaclusionck t he
recorded TV ;pua@tfan.t he DVR converts the digital information back to

anal og signals and sends the signals to the TV set which displays the TV
program for PABlvi elériewefspaosrombrendensted Jdcprniuages usiog e sideongsgtipopul ar and
wi dely used i rQﬁ&g el . I LLity to
record and c%%{r?%l?gtéﬁg ’gf%‘&g’éc o? S ?%‘c%-%é 233%%@%5%@%‘@%%%%%@% DVR
users are f dreaidastag aud play tlecemed sorfivd T poogramet alateatifiy. Fe¢rdgagnnect ed to t he

a2 B b SRS A Rl r L E Y e B, o
program As magpetitssgnabknad stodes treavdpaetic signpls oalmdgaeti tiRThsmbdetic apbisl ity to
1 usually in the form of a videocassette tape inserted into the VCR by the VCR user. When

a VCR user decides to play back the TV program, the process is reversed, and the VCR

changes the magnetic signals stored on the videocassette tape into electrical signals and

sends the electrical signals to a TV set.

[0004] With the development of digital technology, VCRs are being replaced by

digital video recorders (DVRs). Like a VCR, a DVR records broadcasted TV programs

for later playback by changing electrical signals of the TV program into digital |

information and storing the digital information in a memory device. When the user plays

back the recorded TV program, the DVR converts the digital information back to analog

signals and sends the signals to the TV set which displays the TV program for the viewer.

[0005] DVRs are becoming increasingly popular and widely used for recording

broadcasted TV programs. While the ability to record and control the playback of

recorded TV programs is convenient, DVR users are forced to view recorded TV

programs at a TV set connected to the particular DVR which recorded the program. Put

differently, a DVR user cannot view recorded TV programs away from the DVR that

recorded the program. As a consequence, a drawback typical to a DVR is the inability to
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view recorded TV prograns in nultiple |ocations. However, DVR users desire
to watch recorded TV prograns away fromthe DVR that recorded the TV
prograns. [0006] At the same tine, content providers who provide TV
prograns are concerned wth preserving and nonitoring copyrighted program
material . Thus,” content providers do not want DVR users to freely transfer
TV prograns to unauthorized devices or distribute recorded TV prograns to
ot her unaut haz_ﬁd“zl%_dor@d?w?ﬁfgsans[iQQ{ﬁﬁiple%@aﬁoﬁs?‘ HRRVECBVRSuER desileab LRl 2
secure comuni cation systemthrough which a user may transter recorded TV
programs and TSPHER Tinregramepwayform thetD VR 8wt rscqigd the TH prémamenal  Conput er
(PO, Additi qoutle] v, A3Whafte fie! SRS QK BB vRIYSPlroiahd aleUnc AR 1LY tO
transfer recorded prograns froma PC to anot her devic N a secure manner
that preser Vé& Hservipgegd aeniteringicppirighted piogeant matengly Thgh tenterBRidEMers

DESCRI PTI ON PR r nt jnvention.i.s.illustrated by
way of exarrplgg,n E;-an not Lgﬂg/ﬁ \%[aggeg’?&aﬁzf%ﬁ?é’? (?%%ms g|°r%l nfu%orﬁegﬂ?vé%es 8f the
acconpanyi ngditriwmieneporded d Vi progvaie o dthde anautforizehDVR wemger al s refer to

simlar elerrmb and.i.n. whi.ch. [Q Figure 1A is a block diagram

illustrating'a Zlonrnqjvrhag%\tm{%lﬁgévéteg%q%ﬁs BFeo‘K?f“&?“r'i‘bcag%‘bﬂ’rs@mttE?H ®hichng

pl ayback of auber g thesfaoabairt TR oS ghd @hd RtultiRedOeintRn o Ve

i nvention; [ Olln]a i gure [ .block diagrami | ustr‘atingoa_ eneroaall

overvi ew of ??1%0 %g?‘}%b‘ﬁ%r(%@ diddimiﬁ?‘gw‘a a\ﬁgﬁ%‘BVﬁé‘ ﬂ‘é‘lieQWR)’V“g&l@or ding to

one enbodi nestiligfo trivefer taewdsd p@Biams 8OA2d PEtdHbBePddvicedn b kQWGhAktr that

illustrating a nethod for estab)ishing a secure connection between a DVR
!

and a PC f or PEHE S BE RIS 1T Hiekena Pr%YiéFr%I‘:aE/WF@- of nultinmedia content
according to one enbodi rent of the invention; [0013] Figure 3Ais a flow
chart illustrating a nmeth ansf j mul ti medi a cont ent
between a DVR and a PC ac%%?ﬁ&gﬁg‘wgﬁbﬁeﬁé ?r@{éh’gﬁctghe i nventi on;

[ 00141 Fi guri@0@G® i sTie paésemkinebind@ i@ Mlustrhtedhy @iy GX:x@mpRemdindt B xﬁr%ﬁ@f for
securely transferr.i r]%rfrrul ti pedia content between a DVR and ‘a PC according
to one embod PR e figures qf e pccompanigdsawingganddn which like ppferencedi agr am

i1l ustrati ngumegdiefealo soavpdirdeawnfandh WHE program stream according to one
enbodi nent O[Bﬂltﬂli'e ilgventi Qn; ;

2
gure 1A 1s a block diagram jllustrating a communication system for

L

providing secure transfer and playback of multimedia content according to one
embodiment of the invention;

[0011]  Figure 1B is a block diagram illustrating a general overview of the
components of a Digital Video Recorder (DVR) according to one embodiment of the
invention;

[0012]  Figure 2 is a flow chart illustrating a method for establishing a secure
connection between a DVR and a PC for the secure transfer and playback of multimedia
content according to one embodiment of the invention;

[0013]  Figure 3Ais a flow chart illustrating a method for securely transferring
multimedia content between a DVR and a PC according to one embodiment of the
invention;

{0014]  Figure 3B is a block diagram illustrating a user-interface for securely
transferring multimedia content between a DVR and a PC according to one embodiment
of the invention;
{0015]  Figure 4 is a block diagram illustrating a general overview of an MPEG

program stream according to one embodiment of the invention;



[0016] Figure 5 is a block diagramillustrating a user-interface presented
to a user of a DVR for downl oading multi nedia content froma content

provi der according to one enbodinment of the invention; [0017J Figure 6 is
a diagramillustrating a process for converting an internal PES
representation of nultinmedia content into an MPEG program stream accordi ng
to one enbodiment of the invention; and [00181 Figure 7 is a block diagram

of a system i ch.

DETAI LED DES |1Epr| O@F%PSE’E%@ ‘taﬁ’t ‘n‘?éfa*“%ar of-iifbrdgd %%St/eu dA %ggﬂ“’@%fﬁau
transfer andDmlhgobé@moﬁdmgnnmnmathdp@tmﬁowmtcontsntqbamdarlaembrdmgiotohe foll ow ng
descri ption, Hﬁahmmlop%ragsqﬁ)of expl anation, nunerous specific details
are set fortﬁ n order VB?b&ide a thorough understandi ng of the present

i nvention. | {oouf] | E@u&ﬁpaadmgmnﬁdwamﬁngaﬁhamsRhemp&&ﬁgmhhn&ﬁMéEBion may be
practiced w thout thesF @_lelc details ot her instancgﬁ wel | - known
structures affd™GeRBYI QL n?ﬂﬁ%ﬂm?ﬁlﬁPﬁEkﬁ) PEIACHSEFIN AYTOBTHSP °P% avoi d

unnecessar i | ymbafxaend of Mg ivegidpt @gent i nvention. [00201 In the fol | ow ng

di scussion, in references to the drawings like nunerals refer. to like
parts t hr ougf9tsl thEQE@JBFépk¥¥€ﬁ§m“%@62¥ﬁ?Tﬁ%8'CHﬁWP@h§¢@58@§Erlbed her ei n
accordi ng touﬁaﬁmﬁghk@whﬂgmﬁgﬁ&ine 1.0 CGeneral Overview 2.0 Structura
Overview 3.0 Approach for Providing Secure Transfer and Pl ayback of
Mul ti media Content 3.1 Establishing a Secure Connection between a DVR and a
PC 3.2 Transferring Miltinmedi aDEvalleED DPSCREENON DVR and a PC 3.3

| nt er nal PES MPE! version 4.0 | nplenentation chani rdwar e
overview 5.8 %Jten‘g "gﬁ?délﬁ aBﬂafaé‘fsrfa’i‘?ng‘é IRESWH@QEF%MWOOZM The
needs identihingitheiiia cbitentivdeegbied ImBAC FoUb R4 descAPSom Fdielic fioRsiss @nd obj ects
that will becone apparent for the follomnn descrl tlon are achieved in

the present eXPRATEHAN RReraysiserrificisils awset fpith yae e&é‘bﬁr@t’l de 3 thegqugBd f or
provi di ng segdeRiahdiagsf 8t pB&t Mvention. It will be apparent, however, that the present

invention may be practiced without these specific details. In other instances, well-known

structures and devices are shown in block diagram form in order to avoid unnecessarily
obscuring the present invention.
[0020]  In the following discussion, in references to the drawings like numerals refer
to like parts throughout the several views.
[0021] Embodiments are described herein according to the following outline:
1.0 General Overview
20  Structural Overview
3.0  Approach for Providing Secure Transfer and Playback of
Multimedia Content
3.1  Establishing a Secure Connection between a DVR and a PC
3.2 Transferring Multimedia Content between a DVR and a PC
3.3  Internal PES to MPEG Conversion
4.0  Implementation Mechanisms—Hardware Overview
5.0  Extensions and Alternatives
1.0 GENERAL OVERVIEW
[0022]  The needs identified in the foregoing Background, and other needs and objects
that will become apparent for the following description, are achieved in the present

invention, which comprises, in one aspect, a method for providing secure transfer and
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pl ayback of multinmedia content. DVR users are offered a neans by which they
may securely transfer content froma DVRto a PC and further to a handheld
device. DVRs have the ability to identify PCs and other DVRS in a LAN by
perform ng a discovery operation. During discovery, a DVR can determ ne
whi ch devices on the LAN are authorized to share and/or retrieve content
fromthe DVR On a PC on the LAN, a nedia application programis used to
comuni cat e vyléyaaémn{a\{&af%dn&hi 'Wl@u&err@é}éfaﬁérﬁd anemg%@tmh tﬁgm}t he DVR to

the PC. Wen the nedia application programis |oaded on
requests inf @P%%lvgﬁﬂSf%PORteréﬁlOMW“g tga Barand &mharrw@m%elslrﬂeawﬁszﬂ n one

enbodi ment, GhlSmk Qﬂ;ﬂmﬁde%fgc?@@ afifothd BVAEs | {PAR %g iu% PEHERIGyKEY

associated with _ n the user supp access key to
the nedi a applpmta@n dpuring disgevery, 2 DHER mncigteamnﬁwhwbdbheesmsmmw DVR on the

LAN and_ send3udef SIS Sh Ol SIS Lol W5 BBV ™o

recei ves the connection |cates e re ues ’by
i nstance, cornpplidangn nrhgammzplpsled Enbonmdma:a@omésthe R&FR amdh:htuhth gars¥iRsofiredi a

connect i o webheliEm BEDNEIRHT ¥ BB nE ke Drrdige iorgendute

bet ween the BURitaspiefGntsmaipn ﬁaﬂemﬂgngmpammlamNRrﬁbMexsuﬁbnas public key

encryption or h Tur ncrypti on rit urt her, the DV

i 11 5e. hash EPETFF SR i FydOr HER ekt Moy ougE Mib s
Al gorithm - 1t{eShiAR 1)Whed tBd @0r adpbhmagﬂﬁadaegsweﬁm thd@eddEppiostionPC. Thus,
when the PC receives a nessage fromthe DVR it uses an appropriate

encryption k&IPS A9 fig %%a@%&qﬁygq%tg‘?%Nj{lﬂa@dfw?fﬁl@m%oom] Once
t he PC and tp@luggwsthap)amestabl i shed a secure connection, the secure
transferri ng of multinmedia content between the devices is enabled. For this

pur pose, t hel00&Hi a WspithedAY R sereiyeole sonnedioaretiesint futhenticatesdhe gaeest o

graphi cal usgy fbﬂhamce%mwn% heQEsLd xﬁ&n@ﬁﬂes‘é'k%ﬁﬂtl@ ﬂvlsémaﬁa gQpLent
| ocated on the DVR and for selecti n cont ent transfer using the

medi a appl i ckey dhthg msdiagngessokays mﬂtchﬁile D&M@bh@%w@mqwfmn@mﬂbﬂw from
the DVR \hepctfich GtR%bnd lﬁrgén?ﬁﬁt YA b DYRAGNRL BRECa Mt | N0 OF

content and senhds t l'istl I splays e avalil abl e
content to twaioysencryplipmmethednsudh as pibjit k@aetnicupticpn @ghta'mrin'graacmrpm t hen

sel ects whic e f DVYR to r can
sel ect any c%ﬁ@ﬁ{n’ ? hglﬁe(? n%é ng g I3)lrltrel%mhasthhan% }\'{Eﬁﬁaﬁ% tSSe not
limted to: (i\éB@)rcdédcxiF&/Hpsinfgllgambm -in(SHLS-1f l:d Es sl alrmsﬁs@s betwasgﬂhe D&R andont ent
t hat the DVR,do m a. cont ent S& r ng a broadband connecti on.
[ 0025] vihen Tiie TRt ot bR AECT B Taa R Be BPR MRy LB GARRR, T
| ocat es t he encryption key to decrypt the message into its original format.

[0024] Once the PC and the DVR have established a secure connection, the secure

transferring of multimedia content between the devices is enabled. For this purpose, the
media application program located on the PC features a graphical user interface for
requesting and viewing a list of content located on the DVR and for selecting content for
transfer. Thus, using the media application program, a user may request a listing of
content from the DVR. When the request is received, the DVR generates the listing of
content and sends the listing to the PC, which displays the available content to the user
via the media application program. The user then selects which content to transfer from
the DVR to the PC. The user can select any content that may be stored on the DVR,
including, but not limited to: recorded TV programs, music files, movies, images, or
content that the DVR downloaded from a content server using a broadband connection.
[6025] When the DVR receives the request to transfer the content, it locates the

content and begins the process of preparing the content for transfer to the PC by
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content and begins the process of preparing the content for transfer to the
PC by 4 converting the internal format of the content into a digital data
stream At this point, the DVR may attach additional data, such as content
and licensing data to the digital data stream In one enbodinent, the DVR
can further encrypt the digital data streamfor secure delivery to the PC
using, for exanple, using the Turing encryption algorithm Al so, the DVR

can sign the digital data stre sing a_Secur. OQk | SHA- 1)
ot he DVR scomiigile Gasny Sohar e B e G O R B AP RL i el L2 Sk
sends the digiRkahaydthe: MitiioaNdhE, subleaskOntendzind icahwmp yipta o thadiggtlgleés t he

digital data stream onto_a stora device. Wile the R IS di ng the
progr am st r g0 It s epodimeat, gy aca eéﬁ?q%%&r%@Pg 9 tfe(%%g&a user to

track the progreasivly be Bc @nel &F cliplél using o iTagng engtion algbrithns
information. Further,” once the PC receives the dlugélégﬁﬁ)fgat s{z n the PC
may convert Alsel theRWRicae signihs digitaldaih sirsamg v5iBe ¢ S8 i %9“%0 %g?ﬂ{nn

anot her embogiFRtyyk AR RCabHs BAARRIIAMAY deipidiieycNBlent DEom he  DVR
wi t hout user “interaction the user schedule transfers fromthe DVR

y havin )
to the PC. seodstithedigitlideta peanaie t@&gﬁ%n’dmfkflﬂw“%%tﬁ%meﬂég“ﬁ BYHtBnt it
receives with a o G5 DYR USER4if@Mhe RARANbRaln6 tHea, iRval of
cont ent throouné%aga}géé‘?@élvgcg‘ gfr}éi\?i e?ﬁm%fltle‘? e%hi ch may be acccessed via a PC
or portabl e el gEpliciob poaiaaltbwappisirdatrackthoprogiees of dRefraspfei &y al so

posst Dl e, | S e SRR A . kel YRLAR P@ (GOREEAL afilvel al | ovs 2

DVR to sele ransterr viewed on the DVR over a
br oadband ngicwaytke PEutly casvettiaed santl ¢hervdata stif@0 &73 parigblstdedice.aspect s, the

invention en asses a, conputer t - - Le medium
confi gur ed t@gﬁrr ﬁ%h?rﬁgﬁ?@?‘beﬁ%?‘%?%a}é{%gg t.l%llg,%tﬁ%iffﬁt %?R@I EW [ 0028]
Ref erring t op¥RGithbdk uskrin@aetsndsaengilichisersehednledntnsfen fromathe DBNRuUaitheat | on
system for shari t between,a DVR and a PC i

ing conte is. -
comuni cat i dif- @'&}g‘f”éfhecp&rr:‘faﬁia lompgipally SIAIONIZE 3 %Or%f"ﬁ’éiegg%%ﬂggﬂablfwB and
104 are Corﬂymia.ca_tds&?bﬂs&l_am?é mfé retu@evlambmemeamu% a/mﬁcegﬂ:éﬁblermlsitehr ough
any proper conmunication jnterface, such as er.net.. of. W ess
communi cat i oHECIHwRY be gseesseshvia gp( OBBO@%%G‘{%‘Sﬁag%&fﬁgmdiaﬁﬁhc é?}} %%ﬁes uch as a
desktop or |QptaRs AQFYLiBk, [Adieh happGhOdtisH BF thalsyeh,a contdit sedret AllolvAbl 105
t hrough any proper interface. Portable Device l(rﬁvﬁkrra% %%gﬁg%um catively
coupl ed to tIRERpgsaigct eantanhlq bedmnsieredand viswse gr et VR oyH@ | e Device
101A may be g hapdiel & Gommeidng device, cellular phone, portable .

[0027] In other aspects, the invention encompasses a computer apparatus and a

computer-readable medium configured to carry out the foregoing steps.

2.0 STRUCTURAL OVERVIEW

[0028]  Referring to FIG. 1A, in accordance with one embodiment, a communication
system for sharing content between a DVR and a PC is shown. The communication
system contains DVRs 1024, 102B and 104. DVRs 1024, 102B and 104 are
communicatively coupled to Local Area Network (LAN) 105 through any proper
communication interface, such as an Ethernet or wireless communications port. PC 101
may be a personal computing device such as a desktop or laptop computer, and is
communicatively coupled to LAN 105 through any proper interface. Portable Device
101A may be communicatively coupled to the PC or to LAN 105. In one embodiment,
the Portable Device 101 A may be a handheld computing device, cellular phone, portable
media player, etc., for displaying multimedia content. Through LAN 105 and Internet
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medi a pl ayer, etc., for displaying nultinedia content. Through LAN 105 and
Internet 5 107, DVRs 102A and 102B may communi cate with Servi ce Provider
106A and Content Server 106B. [0029] Content Server 106E provi des

mul tinmedia content to the DVR over a network connection. For instance, DVR
102A may downl oad content from Content Server 106B for playback on a
connected TV set or for transfer to PC 101 using the nethods descri bed

herei n. [ 0030107 RVRAIl624xahii2B, mBCoidhnicRVREhIRRAANEidQ2Bs 2254 BoLab! e
device 10 1 A%%n; I aut hori zed sharing devices on Hone network 190. PC
110 and DVR 1 maybeé unaut hori zed sharing devices attached to LAN 105.

[0031] In onel0@fhodi Gamin SEVE 1D6R Provides ﬂl@itﬂn%@la%mlaﬁ’trfg tl%%\yl@ r5{‘)@ %%rgnrwg()ll:llf de

comuni cat es W tekét a §.'erV| ce Pb&x{ i der 106A, which provi

data, graphiCal  resoir dsengs H@Afw@“mtﬂaémm@rg froet(c:oryent vam 1668

i nformation, fegflaybatiCond QBREIRLTY M ¥EHE SR ata
that enable DVR. 102A to operate i ndep(gncﬁen%ﬁl;jla;f/glsc#élf'ﬁS Pés‘ﬁ?@ie{gg& (iﬂjbgg 106

to satisfy vieWer interests. Communication between DVR 102A and Servi ce

Provi der 106 [6030] | ZeS thds SB&MI: ti t fer data
bet ween t he II[) R ]102A and thg eglé?g?%:elﬁ\gérﬁc}\(l)?g i@égns%uﬁéoﬁte?lﬁg? g]t%

servi ce dat a?llahorasd shaziag deviensiop Homearavopk bQCéd’t(IéHIOaﬁh@\fRJmntm@w [ ty of a

DVR i s typif ugghtHofizdd sRarifRAdSRE , which is owned by the
Applicant and is hgrebf}nlgﬂ&cor p%ér}%%heegt‘%ﬁ erence. [0032] Referring to

FIG | B, inl§! leanmwmbodmm,M@Anmsmuwmmfmneaaﬁkago plurality of
corrponents i r t are necessary to
&Iﬁﬂhglé%e‘? th 3 BB PR ETOk R W% 9’@?”[ T RropEuedeit al data

digitize an analog television signal and
stream or t ographiegbtesaurcisgiuchlas foaiEst mcmtes oY), sdoMBe hlethaliff SbRse fogafgast

signals fro le. TV sy satellite recerver, etc.

via | nput 12;2A ?é%egl%n%&ﬁ ?fm&? Jii that epa Fi}vﬁn}qu‘@fopemﬁnﬂ%gemm es t hat

al | ow a pl ureflthe Sergée Briogided H6ttosdiefyr i itslestd) ConRaRTidEen Sivuld Fogous! Y.
data stream by storing the

[0033) Recor dule 60, r the incom n

di gi t al datf’y gt%rn ggm o 5‘3“‘?%2@@“@%5 %W&‘l‘%&@tﬁb&g% arehitecirefnithinsiet dosa St or age
164 that is bowdegtiedVR 1028021 e SEYRE PEvidRf 166}@311@1191&@&119% sBviRk iggMm A

Si gnal Conver&(fahr 154 retrieves segnents of the data stream convert the

data streamints "B SARYPOGTE Pipgied. Eh%ifupﬁmalﬁﬁﬁéﬁﬂQtVé{ ishwifigliigh8. onto a RF
carrier, vi @autNolt6,283289 whithQs\@hnetbly el A Rical Gdls hel%bgﬁlcbr\égrral% o a

reference.

[0032] Referring to FIG. 1B, in an embodiment, DVR 102A generally comprises a

plurality of components, signified by Signal Converter 154, that are necessary to digitize

an analog television signal and convert it into a digital data stream or to accept a digital
data stream. DVR 102A receives broadcast signals from an anterma, from a cable TV
system, satellite receiver, etc., via Input 152A. Input 152A may comprise a plurality of
tuning modules that allow a plurality of signals to be received and recorded
simultaneously.

{0033] Recording Module 160 records the i incoming data stream by storing the digital
data stream on at least one storage facility, signified by Storage 164 that is designed to
retain segments of the di gital data stream. A Signal Converter 154 retrieves segments of
the data stream, convert the data stream into an analog signal, and then modulate the
signal onto a RF carrier, via Output 1528, through which the signal is delivered to a
standard TV set. Qutput 152B may alternatively deliver a digital signal to a TV set or
video monitor. For example, DVR 102A may utilize a Digital Visual Interface port
(DVI) for sending digital signals to a TV via a DVI cable.

A am - a
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standard TV set. CQutput 152B may alternatively deliver a digital signal to
a TV set or video nonitor. For exanple, DVR 102A may utilize a D gital
Visual Interface port (DVI) for sending digital signals to a TV via a DVI
cable. 6 (00341 DVR 102A al so includes a Conmunication Interface 162,

t hrough which the DVR 102A comuni cates with Network 105 vi a Ethernet,

w rel ess network, nodem or other communications standard. Further, DVR

102A maybe integrated into a TV, system such.that th opponent.s, descri bed

above are holf#§3d i nDYRT24&isodnghudsh éCBPm“ﬁ‘é?thSﬂP?’Fﬁﬁceﬁﬁg t%ﬂ@}‘i%ﬁ%g%f each

conponent  of DP&R@%@M@%@QwitﬂNewmms SRR B W relef\iRWADR Magengsral | y
urality o

COI'TpI’i ses a p conponent s necessarg to receive, recqrd, store,

transfer andotptrewmwkiceﬁcqbﬁfalln})%t FushernRVR 1024 gy de irtegrated 1P ot Ysour ces,

such as a PC ' LIRE abdVe afQd&lin § TVVeS capatREE 102A can
transfer di g$ytsafn[2§§&tggtg;ﬁegéloﬁpgﬁ?gggééot he?i DVR or PC.m DVR 1022\ may encode or

decode di gi t pdrfoshipg shesfunditianErfcatieronpaat afdVRd8d8er 156B into a plurality
or  Tormts tggp! aybick, SAUARG: Sui (ESLALPRIAZA gaiglofo_encrypt. or

decrypt digi data Signal's usinig Encr cryptor 158 for storage,
transfer or @npohatkneoéssirhen dgid, adcorddstom, twingfendnst plybedetisiphdatpyenaln2A my

by usi ng. an DGR B) BEhMABARC. BEGRT F e Do A S| ot er f ac

by using an €m”’s miuni cation |Interface
162 to dial DWRO03A chiEsiaTendigttal datansipheintdamokheoD VBarPiCc VR d03Awey 106A.

Alternatively, thraou ni cati | nt ce 162, t be
indirectly %ﬂ‘isf‘e%ldé%’q? g'%f%l@ég\ﬂag%cﬁ%gﬁéﬁ?ndl%%ﬂd%rlg@)%Ygﬁg’ R‘é@%@ 106B
Pr ovi der 1068 g Chtent SeraRr I00R- A ouoh | nter et 407 AN 1gE My be
connect ed tOdqtﬁig}a}ﬁé{sing@?crggﬁoﬁﬁemta{)%é fgrnsg?:fg%ﬁh 5%‘58{ %IF%bsaf}-é?lh ﬁ?l%.l Ml tiple
devi ces | ocajpdsignslAN 105 may connect to Internet 107. [0037] The DVR

102A initiates a connection to LAN 105 by conmunjcati ng wit LAN rout er
to obtain a 10834 Iﬁlﬂda‘dRéQ%Aé‘WYWGﬁEcWé’tcﬁH}eRte%%%e ‘C%\D/F?"Hgg/?%ﬁ‘s?f initiate

a connect i ONcifeds RESENDEB ?o%si*A% aft Bltdrh41%e1phbRCAbIRL GiATicl BY Ephanaiciionber for
an Internet service provider (ISP) using an internal nodem and tel ephone

line. The | Shtegfaeelf2do tigkintoraipgaming epliiaedemonnk eRreere PGVdre! “eer vi ce
vt Al TS b e AR |
Servi ce Provéoeectetid6 the Service Provider 106A or Content Server 106B via local area network
{LAN) 105, which is in turn connected to Service Provider 106A and Content Server
106B through Internet 107. LAN 105 may be connected to Internet 107 using a cable
modem or router such that multiple devices located on LAN 105 may connect to Internet
107.
[0037]  The DVR 102A initiates a connection to LAN 105 by communicating with a
LAN router to obtain a local IP address on home network 190. The DVR may also initiate
a connection to Internet 107 by calling a Jocal access telephone number for an Internet
service provider (ISP) using an internal modem and telephone line. The ISP directs the
_ network connection request to the Service Provider 106 for identification verification.
Upon verification, the network connection is authorized and the DVR 102A is granted
access to the Service Provider 106A.
[0038]  Onauser’s PC 101, a media application program is specifically coded to
communicate with one or more DVRs and is functional for encrypting and decrypting
multimedia content. The media application program provides a user interface for viewing

content on each sharing DVR and selecting content for retrieval. Further, the media



[00381 On a user's PC 101, a nedia application programis specifically
coded to conmmunicate with one or nore DVRs and is functional for
encrypting and decrypting nultinedia content. The media application
program provides a user interface for viewng content on each sharing DVR
and selecting content for retrieval. Further, the nedia 7 application
program may provide a graphical user interface for setting up a network of

sharing PCs and DVRs on LAN 105, EOR .PROVI DI NG TRANSFER
AND PLAYBACKARBHC2RIPTISKAEDIAY WEW@%@%@M PR e “%E%@@%%Em N
BETVEEN A DVRANDPés 2B VROGIIARA0R DVR 102A, 102B goes through a di scovery
stage to find and establish a secure connection with other devices on the
LAN. Di scovery nmay be performed using any appropriate discovery protocol

(e.g. RendezygugphyoARR!FOEPROVISING SECURE TRANSFER ARD PEAVEBACK OF

automatically at a specified tine interval or at the user's request. During
di scovery, DVR M@MMEB@%CMT@%H ng DVRs 102B, 104 and PCs 101, 110 on

LAN 105 and may § eﬁf%ﬁ%%%wg%m@cﬁ@mﬁwmmmﬁwAng

devi ces. For instance entify DVR 102B as an aut hori zed
sharing device and #&Go recogni ze DVR 104 as an unaut hori zed devi ce.

roeen s AR PER s S Ot S s AR 1

be deni ed. 0 determ’™ne I ch LAN 105 are
aut hori zed sheuiergneeiinoeth otvRetioBAn rtlmyL&Nrinamvelaf maydietogtfomied using any

certificate OVI de Serv upply
DVR 102A wi t Pé"Pd’ian%ES&%/"e%%{P "ﬁ‘gl ARl “ﬂ?zé’gﬁ : ‘{’Jéggﬁg‘i]“t‘l’rnmg ga?'g 98 0P Y
Provi der 1064kt wehs abtembtivally aébisxpeca:ﬁdfcﬂnﬁdf titenfal bihe t@emerCsasquehiathwgwant s to be
consi dered a aut ho ]5{/ e\u CB 9oRh 1ol p{we&ﬁ e

i nterface, c"lYE‘é’r édﬁ%‘ggﬁ ﬁ’}}ﬁh@r’é} 8t aIK‘;lﬁ%p 0(1)3 resses tﬁ (ﬁshe
devices t hat aftEmMARE Rty mldﬂemle déMUe@h‘s antalaﬂnoﬁﬁdfd\shMgHemzesd &or ﬂn@tﬁnmvay verify

t hrough its dat abase or revi ously

f
o oran. | T ePYRrER maitetise SR M SRR OReHE devieghe SRS eRbged

certificate pHptidader ﬁtfa’uﬁﬁnie'ﬂ@leﬂ%@rﬂ&rﬁb&%%@laﬁ@ﬁbtwmmgom\tmﬁ theThe
certificate may contain each devices' serial nunbeg gA addrg@\)cfI and
il dgvic Pai

cor r espondi nepnismbpi RVRd(2A will bedeniad; luprjer tp delogupe v in any

ot her uni quey k1 (@5 ARl @BritdA shardtHelicyd, D@I@l&@fﬁaﬂ!onﬁﬁiacﬁ@%%nﬁ@e digital
sharing certificate can informa DVR t it can share its stored
ccrtlﬁcate provided by Service Provider 106A

[0040] In order to supply DVR 102A with a digital sharing certificate, a user logs
onto a Service Provider 106A website to create a record of the devices that he wants to be
considered as authorized sharing devices. Using any appropriate user interface, the user '
enters the serial numbers or MAC addresses of the devices that he wants included, which
the Service Provider 106 may verify through its database or by locating information the
user has previously entered. Thereafter, Service Provider 106A creates a digital sharing
certificate that identifies the user’s authorized sharing devices. The certificate may
contain each devices’ serial number, MAC address, and corresponding public key.
Alternatively, the certificate may contain any other unique information for identifying a
DVR or PC.

[0041]  The digital sharing certificate can inform a DVR that it can share its stored
content with other DVRs that are listed in the digital sharing certificate and also retrieve
content from those DVRs. It can also inform the DVR that the DVR can share its stored
content with a PC once the PC confirms that it knows the DVR’s private information, for

example, its media access key or MAC address. The DVR can pair itself with a single PC



content with other DVRs that are listed in the digital sharing certificate
and also retrieve content fromthose DVRs. It can also informthe DVR that
the DVR can -share its stored content with a PC once the PC confirns that
it knows the DVR s private information, for exanple, its nedia access key
or MAC address. The DVR can pair itself with a single PC 8 (to provide a
nore secure environment) or it can pair itself with mltiple PCs, depending
on how the Se(fo\éprsﬁdﬂ Ma@@@rel%ﬁo&ﬁaﬁy fﬂll'trc‘ﬁﬁ phiP ﬁsem mhi8Pr 2Ls Ti%ﬁen%ﬁf vi ce
Provi der 106A distributes t ital_shari certificate to the DVRs

listed in th@ndﬁogtba$er§nanowgerc1@géucpnféawthengXRDVRs typically receive the
di gi tal Shar 0642] Certe f%ﬁ%%?(r)c\r&ﬂfeméd]@d sPBLEOmI I8! Jhmﬁ}ggrdeﬁﬁicﬁte@@mteaﬁ Wi th

t he Service I‘OVI der at es to thel tronic program
gui de or sof tMéRaehs.qddaﬂ@shgiw}@a@mqsertd@atePﬂbvDél’éﬁs tm@@ﬂymywaﬂs@hgmsh t he

digital shar is mz% 1It1'ﬁEAtg Q,B Qy ﬁ{a- ehg'(ﬁcl: ﬁli Qfﬁil ﬁle 1&3 B\ngerDVR s
o fais i o R SR

connected to e Rt ernet operat i requests a
list of nult ilﬁé&sllﬁa appnpdates tostheir édctnmidwﬁgrmm&aﬁebr mﬂ@ﬂpﬂ&@#\ Tl@\ﬂﬁr\&t&ZA

[i'etod as an Ao/ OERLRs Bih i GRbE AR BR R vEV Rl 160, ¢

request for mﬁjhéDWRdsammemcﬂnuheIh&ﬁM]Oﬁhe user may indicate that the

parti cul ar D DVR 102 sha n over the C a

et work. or L3l O ppehiog it nVRI 4 iEEs e e or it cohrrrrst o BN e pvr
1023\ next comommmLM%%g? E’mmuc&eksl al 5&%1@@@&%{1@& ddamiemat W | |

sen a Nessa t.he CaU.SI 0. ena e snari n content over
LAN 105. %’[‘5\/}?941%2%? § asaftoriz 'Eﬂ iees PYR i %t?éts

specifies a qrwgaeqa&eg,sﬁmlt{ﬁeadmtdaa{enmtches the DVR s msdl a access key.
[0045] On PC 101, a nedia application programis specifically coded to

comuni cate Ath adhe Wﬂwﬂwatfélmgthemwahawg ¢-8rieYRAAZM masrshatécr ypt i ng

and decrypti E&ltéiﬁ@%&ﬂ{elocafﬁ%a RRbR, %Bédlﬁ&ily%ﬂpt&@%e@"ﬁ@rl@\f' FRrefheriSer
interface for view ng content on each sharing DVR 102A, 102B and sel ecti ng

content for wherthelPYR 1024menbgontagty éherﬁifd‘fﬂa? Prayiden 1964 e Spvisg Pravideayilpr ovi de

an i nterface pgs t he
user's LAN. ﬁfsn?nﬁ%%h&gﬁypﬁe??}a\é\%ﬁéﬁfq&??ﬁ%&%y |5§§1t'ﬁ§]€ anyliﬁ’\& or DVR

| ocat ed on h&meDNEi1RSA nay@Sceghebnsestions frorapny dayicgthaPepecidies DviRdiaasceaut hori zed
sharing devj ﬁatgﬁ%%pﬁ%ﬂ\/ﬁ’ﬂn%&ig . media application programis to

encode or tra timedia content for transfer to Portabl e Device
101A. [0046] [00%¥En PQnPC10I cemedia spplinathn pregpph iscatdificallp codpd aogonhenigatogr am
performs a

with any DVR 102A, 102B, 104 and is functional for encrypting and decrypting content.
The media application program provides a user interface for viewing content on each
sharing DVR 1024, 102B and selecting content for retrieval. Further, the media
application program may provide an interface for setting up a network of sharing PCs and
DVRs on the user’s LAN. Using such an interface, a user may identify any PC or DVR
located on home network 109 and select particular PCs or DVRs as authorized sharing
devices. Another function of the media application program is to encode or transcode
multimedia content for transfer to Portable Device 101A. |

{0046] When PC 101 loads its media application program, the program performs a
discovery, using Rendezvous for example, of neighboring DVRs 102A, 102B and 104 on
LAN 105. During the discovery, the PC may identify one or more authorized sharing
DVRs 102A, 102B. In other embodiments of the invention, a user may supply the media
application program with information identifying a particular DVR as an authorized
sharing DVR on LAN 105. Such identifying information may be a media access key,

serial number, or any other unique identification of a DVR. Thus, when the PC performs
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di scovery, using Rendezvous for exanple, of neighboring DVRs 102A, 102B and
104 on LAN 105. During the discovery, the PC may identify one or nore

aut hori zed sharing DVRs 102A, 102B. In other enbodi nents of the invention,
a user may supply the nmedia application programwth information
identifying a particular DVR as an authorized sharing DVR on LAN 105. Such
identifying informati on may be a nedi a access key, serial nunber, or any

ot her wuni que i dentificatjon of R . QL iRine9 t he

di scovery, t 8%5ﬁ°vﬁ%ﬁ??§‘8?‘y?e(%%h(?%%ﬂy}ﬁ%gg %%eés]%%dc%%u tElg]ﬁas “aut fior i zed
sharing DVRPVRIANAUGZB. [0047] In other enbodi nents, when PC 101 | oads
the nmedi a application progra t he i | Lcati.on prf quest
user i nf or matY%8f fo E‘i‘ﬁ%‘&’?@f“ﬁ@‘ss vﬂlglqg’gge@lgﬁgf’%%nﬁgfap E‘:l)(%g{’n t nc’e{h%madi a
application peddhsmciiin pregue lay fequest iser IMfornthtipa &s wothorizisg pphsced By Service
Provi der 106A for accessi ng t he, medi a application pr oghéan%lor ori gi nal I'y
setup by t hel®sdior is@nce media sRrlicRimProgram Byy reseshadrs IRSRT PESY 8N pr ogr am

When the usegpBitdlysddiise Pro}iaérTobA @t acidssind e nkedRRPplication MOgRMAgr am
conpares the supplied information with the informatiop saved by the nedia
appl i cati on przeallsen by theuaernvhen thepserppitiplizgd thednedin appisalig P8 e t he

program [ 0048k, fdhubdShterstiiEin g itndRE hedR bbMitalsOsto fdmmphestiest a nedi a
access key ass%gl:éate V\fstkll g DVR ileA gn Li,&}gNl 105 when the user attenpts to

pai r the medsuppliedgpformationovithshoigfompignsaveddy thymedip spplicptipngyieea v di nent
each DVR 102&ter9n%$fth@la&r%Oa%tﬂoﬁz%ﬁéggétﬂég&! hd.h_a uni que nedia access key
t th

used for accessing content stored on VR The nedi a access key may be
accessi bl e t19048lgh thethas e nadiagppietionprogiam mDyRIuIsH2 Bedie A ment s,

the media acqessaditiol bvRIBAARA AR oPEnd Y LlPidies BBA ifenddispVi dor 1064

to the user.® P8 ance, 4a user accesses ervi ce Provider
106A and obt giphisatich progeai withdedBER keAA. f InoneRbddi@entbsack YR 1024g 1&2Rusemane

and password t he Service Provider 106A. 100 Fl j rt
showi ng a pr?f’élg@é 1sfa8?°°ba¥etda%‘f11 ARG dlsaeagﬁcrs%{w o‘fné%]égotria%r? S&&%ﬁggﬂét%%g@OZA
and PC 101 ageDVIR. Nthetrmiedinec@rbadhieit accasibkttapugOBe uRCintdice bithels t he
medi a applicatio ogram. If it is determn t is s the first tine
the nedia agpR 3‘5&&‘8‘&@%@"&?&{%&‘5 Bﬁd'ﬁécfﬁsrlﬂﬁyﬁgr ]#rggi lgagﬁrbalyibggﬁvédﬁdleyogr am
requests a neghiige PRGRESTGKEY tHeugdh FHEinktamie, AiGdengoctdaes tié apbsity obSerfic: 101 i n
order for.thenmedia applicat]

content fromavieRFR 06fand H’é‘ﬁ{“gaﬁé‘g)ﬁir‘?%?ﬂ%%rp%’%%l #’%@%ﬁ\@%@%ﬁéﬂggﬁi}gﬁ?ﬁ%st a

medi a acces salllgei,gss%g{l@ottm,eségﬁ@gprwidémobﬁ_ determ ned that the user is
[0049]  FIG. 2 is a flowchart showing a process for establishing a secure connection
between DVR 102A and PC 101 according to one embodiment. At step 202, PC 101
loads the media application program. Ifit is determined that this is the first time the
media application is loaded on PC 101 the media application program requests a media
access key from the user using the display of PC 101 in order for the' media application
program to retrieve a list of stored content from a DVR. Further, the media application
program may request a media access key from the user if it is determined that the user is
adding a new DVR 102B to his list of sharing DVRs for that particular media application
program.

| [0050] At step 206 when the user supplies the media access key to the media

application program, the media application program locates the DVR 102A associated
with the supplied media access key on the LAN 105. Once the selected DVR 102A has
been located, the media application program causes PC 101 to send a connection request

to DVR 102A. PC 101 sends the connection request along with the supplied media
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adding a new DVR 102B to his list of sharing DVRs for that particular nedia
application program [0050] At step 206 when the user supplies the nedia
access key to the nmedia application program the nedia application program
| ocates the DVR 102A associated wth the supplied nedia access key on the
LAN 105. Once the selected DVR 102A has been |ocated, the nedia
application program causes PC 101 to send a connection request to DVR

102A. PC 101 s3608ReyithC: RRANSEH. O JHRALGEIdidR) POl %zggge ﬂ%&ﬂl&ed medi a 10
access key for authentication. In other enbodi nents may use any

ot her acceptigsPiabledenn offaufgntiraien.cati on. [0051) At step 203, before o
receiving theg ne t ether it
is aut ho?i zeg (%‘égj'ls h%tesggg?l%gjﬁﬁ%vgr E%ﬁfgﬁé@%t"—d E@régtt ggék I%Eg\yﬂﬁﬂi‘)gnA may
det er mi ne it derminedohdtize ¢ is autiiraedtosbare eorttent vear LAMNI 450 Foafristancey BY&i vi ng an
puthor zet | 0038kl B A0 ol B AT EAN sl g i ©
aut hori zed t euthbaatorcmtifieatfonau e digithhhri@ertiflviRe, 0Pk aviplel, frblgf;dﬁ@:eall Hori ved
i ncom ng con ect her wi se t. 102A i s authori ze
to sharg |ts% 2@% 6{98?@1102&&5%‘ %t@atl’%g‘)%’l‘ OBé?iﬁt&?}‘?rﬁﬁm}“&éﬁB@t from
PC 101. In O_MPEWQHVRQMAW1U¢3WBII m@ﬁﬁng/mn@nmu fication frO{nht he oc
Chat corr eot I93Fhai SEEESH AL URSs DB AR iRt zebly ek s
ermbodi ment ,  tdigenDMR refeyves BRlbohRcAstichiNPdm PEITANELANS endbdihehdak DVie DVR
requires that PC 101 _al so _be |ocated wthin the DVR s | ocal area networKk.

[ 00531 Next, "5fivesadistifiqation figm thedetvige Prouider 109 adicatme it ed? VR A0 quest by
conparing t hgaypali RitREHERS mlsﬁabn%&mhaxeaeé% BORIO ket 5&&5%% D¥Rn§meun medi a

access key. If the keys match, thHen DVR 102A may estab secure
connect i on b§MResHAILGhHRVR IeavTeqiwaddtional pyamefer SPi@Cll that the @0‘3"41]6611111’65

Addl 1 onal | ol 1€ @bl SbbaldSBRAHE BYROMIERLIORenfRYR 1024 can speci (1 a

public encryption for encryptin messages between the DVR and the
PC. Thus, vﬁ?@ﬁ*lPC Pﬂm,qtéf@eﬂbb@\fﬁl@?a’cauﬂmmmggmnﬁwum BqRsiBRA, the PC

will have DVRm p;ﬁggét&gmg&g b&sﬁ&?rsgﬁ;geggﬁis@m?%h%rb nd Wsnetgéjle%:gessages to

DVR 102A using 't urt may al SO sen S OWn
encryption kl@y ifdhms 1RRA, then DﬁatlOMI%layJe@@whsharsemcbmenmneym&gg@s to PC

101. Thus, 1 is established between DVR 102A and PC 101.
Al ternati veI y gﬂéo%sngg{l}??c%(gg%ctl on may be
[0054] Additionally, to establish the secure connection, DVR 102A can specify a

public encryption key for encrypting all messages between the DVR and the PC. Thus,
when PC 101 receives the acknowledgment from DVR 102A, the PC will have DVR
102A°s public encryption key and can send secure messages to DVR 102A using the key.
Further, PC 101 may also send its own public encryption key to DVR 102A so that DVR
102A can send secure messages to PC 101. Thus, a secure connection is established
between DVR 102A and PC 101. Altematively, the secure connection may be
established using any available encryption algorithm, for instance, the Turing encryption
algonithm. Also, the secure connection may be established using an encryption key
system. In such a system, messages may be signed with encryption keys that are
generated using the Message Digest 5 (MD5) algorithm or Secure Hash Algorithm-1
(SHA-1) of a device’s MAC address. The generated encryption key is then used by DVR
102A or PC 101 to decrypt signed messages into their ori ginai format.

[0055]  Initially, the media application program may be configured to be paired with
one DVR using the media access key associated with that DVR. In another embodiment,

the media application program may be configured to communicate with more than one
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establ i shed using any avail able encryption algorithm for instance, the
Turing encryption algorithm Also, the secure connection may be

establ i shed using an encryption key system In such a system nessages may
be signed with encryption keys that are generated using the Message D gest
5 (MD5) algorithmor Secure Hash Algorithm1l (SHA-1) of a device's MAC
address. The generated encryption key is then used by DVR 102A or PC 101

to decrypt sjgned into their origj ARAd chdidial ly,
the media apBl%%c"é‘tI'rr%\i?@%Pmﬁ?pﬁ%glg%ﬁ?géﬁﬁg#@év ethﬁéﬁgff W th one DVR
using the neghalifcTardialaessalEsscoradspehditigtitia pluedityDR VRsoebaNHER. brivsdi nent
the nmedi a application program.may be confi.gur C r{m.;xlp' wth nore
than one 11 E/\RPénthe MGApEEPlLcHin RIREHRY "éﬁpﬂlllg¥£ﬁlgﬁlq%?sg%rlam£%%§£provi de the
ability to epdfabetidn with¥b@IDYN 1014 sRHDWRA0ZBSS keys corresponding to a

lurality of DVRs on LAN 105. In thjs. exanple, the nedia | ,cat i.on

Br ogr am %/ny H05Sw P@ltEWEtiYE‘éY,ég?faPﬁ'iapgﬂimé as‘;égg"r ‘é’m%cgﬂﬂ&tgi%ﬁ% H‘eﬁ%etdf? DVR
102A and DVR, }}ekon R)%%ﬁi@] mAY {dehtre il ¥ethdrized bi@ihg EMRalvnithdsag (AN eButr e
connection wth one DVR, the nedia application program ma lﬁ ntify all
aut hori zed shratenasginpyRembadimerd, Waeatae lﬁ(gﬁtabﬁiéhcs ap ea‘r‘?E’é"’,C“P‘XWB g‘e«ﬁﬁfodl nent ,
when the PC 5?%(2%'&?&!@%@? Al FOUARE G khPig Wertifcdid eTHisé shating Eiicatehe first

DVR suppli es with a"sSharing certificate. This sharin gﬁ&_ificate
[

may have beemaphmeibdexpronidedty tBebsrvicePpyider YA, aupbtarmatiyelyp ely

anot her DVR .. The.shari L [ L6 3. A% thaddVRSutRRizEd® Hser ' s LAN
that are autFﬁlberslh%ré?Ct%%tldsl%tgg(ggn{lg%n@g%‘@é an _L n’;ae; al so ?:ont ain ‘ézach SDVR S

nmedi a accesscdumyt, ahdmenasecdntii eash DVR hmedigasogssdey Phorregabodignt fends a
sharing certificate 1o PG after fhe. L e hAULRQkLd zed

shari ng DVng‘ETH'C‘f' réw\ﬂﬁrb]tsol%?‘ 0 S%‘éf%\l}}gccgﬁ@#gt\% Fod@?is(f%glaﬁﬁmug, Servi ce

Provi der 1064kdriaad Seriid®VREan irgvebeite dfServitedrandtr i @hsTlussService o PC 101

t hrough I nt efnet . In another e i me e SRSl i ion
program nmay P& PFre’&)gz‘tcﬁe@mgﬁ}éf’rs}‘ﬂbng cgg;?f%?tp F’&J;{'aem#e&olﬁng? he | ntﬁ%ﬁ%ﬂ“;t/&%ééi red DVR
102A. 3. 2 TRANSHERRNGeNbbMEDhA PCOMEEND) BETWERNgArDEY rixpvathe BiBring057]

Once PC 101 and_DVR 102A.have est .S a connection, the secure
transferri ngceé'i‘ﬁ‘i‘f‘t?lffqnh@ﬁi“ﬁnﬂgﬁ’ta ﬁ‘fﬂggtl&ggn the devices is enabled. Secure

transfer of conteNRARNSFERRENG UL BivEDIA CONTENT BETWEEN A BVRWENP@ 101 or
fromthe PC 101 to the DVR 102A. [0058] Referring to FIG 3, at step 302,
once a conneB¥i on has been establ i shed, a user

[0057] Once PC 101 and DVR 102A have established a connection, the secure

transferring of multimedia content between the devices is enabled. Secure transfer of
content may be established from the DVR 102A to the PC 101 or from the PC 101 to the
DVR 102ZA.

[0058] Referring to FIG. 3, at step. 302, once a connection has been established, a user
utilizing the media application program on PC 101 may request that the contents of DVR
102A be displayed to the user. Alternatively, media application program may
automatically generate a request for content and send it to the DVR 102A every time the
media application program is loaded on PC 101. Next, at step 303 when the DVR 102A
receives the request for content, it generates data listing the multimedia content stored on
DVR 102A and sends a packet to the PC 101 including metadata containing a listing of
available content on the DVR 102A. At step 306, when the media application program
receives the packet, it displays the available content to the user via the user interface at
step 308.

{0059] Referring to FIG. 3B, according to one embodiment, a user interface of the

media application program is depicted. In program window 350, the media application
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utilizing the nedia application programon PC 101 may request that the
contents of DVR 102A be displayed to the user. Alternatively, nedia
application program nmay automatically generate a request for content and
send it to the DVR 102A every tine the nedia application programis | oaded
on PC 101. Next, at step 303 when the DVR 102A receives the request for
content, it generates data listing the nultinedia content stored on DVR
102A and seng@sogtandpebcpts augertwith At dDdontenc I8ditared cﬁlﬂbﬂﬂaﬁmcam\zﬁicﬁh Elﬁcoa i
listing of available content on the DVR 102A. At s 306 en the medi a
appl i cati on BP8YF 'iﬁ’iprP@E‘&f‘(?&th’fﬁﬂ E&?,I]E"é’t‘35§ ﬁd'i’ 9%£'T‘1’it8“3§/?a iR cont ent

to the user ‘!ﬂeﬁlatabﬁiddﬁﬁfprb@'ﬁlﬁrhi g&@ra@éareaﬁe@pto?eﬁﬁsfer[tﬁ)@s‘é&]:teﬁigfo@fm pemto FI G
3B, according_to one enbodinent, a. user interface of the nedia ﬁ{)pl i cation

programis d&yRt®@d ok Iﬂﬂoa(kéwwmaw pggramyip Sunaesds thisgg prucetde O

program presesiSiAniaind¥antred |1 st of content 358 stored on DVR 102A. A
user can select a particular programfromthe Iist of content 358 and, by

sel ecting bul®08fl 359ncenianster s beproimitiptodpprpgran winde v s Yipllays e gsqgénisrckt e a
request to tpaRsdRLs bie &ﬁls?e%;él m&ggm&&%m%%ﬂ&%i@ TR trhficker Medi @

application programin turn sends request to DVR 102Ato initiate the
transfer. [ 088603 infyrmetion 35¢amayfiegludedhe poeumt pﬁn@lilmpéld corpq:rmgmagrtrmsfﬁmw 350

a1 one 2 Sl b8 tinlne KRERRABEGTRCRT Hoaht 31 e BRI N oSt er
t he anount ofansglettipasidilar moltitedia Cblﬁﬂlﬁgndl vmwsifetarlecbuiformamonvﬁltﬂe msticuhe tine
remai ning to_c t e transfer tent 358 user can
sel ect parti cuﬁ'r&pedl‘21 ??I né%}ngonélgn ggw eg‘?n&‘e ‘3’5‘1‘”380‘1’ 2# o?lﬁléfqngaﬁ of the
particul ar mfdrmammrbemnenmb elmtxnulmmedii mnmﬁllﬁniudmgweﬁtléiﬂéscnbﬂiﬁwdmﬁorpn

wi ndow 356 na cont ertinent. ta fhe nulti content,

i ncl udi ng t KT8 ﬁ&é’g'lélrc\‘lﬂ{ mmeaﬁlgg?t%tn urthes, IPOIRSHPNSHRGNES AR cul ar

mul ti nmedi a C@mtaammtrau:ruttbmrs,ssmﬁmsm |F6ﬁznwwaﬁuépm)’65|ﬁtoﬁay6A@msad ike€QNt r Ol
stance, Play button 356A allows a user to

butt ons 356A an

play the selR®f Bs?i‘?ﬂ%%@WSJ]%W%P“%Wﬂép&gl'@d@HWS%ﬁWtW@ﬁBtransfer
button 36B aazbbvewas@tmqmé&a:isif@réfhmmrﬁddmmﬁtmmwmozmb@ccmtent from
DVR 102A to PC 101. Referring back to FIG 3A, at step 310A, using

the nedia apgBPidat %frf%%@%cm FIG B4 aistsp 3484 winedbe madip epplisefion progsemy he
list of avaithedefms @&Bﬁmﬁlﬁﬁdﬁrﬁo@/ﬁel&%wgﬂglc cbietess selpW {d2nedhR

content may be a fu nmotion. video program audio content, picture
content, or Tednpsted Wékmt?éﬁtceﬁ@nttnpﬁa'tbe@sfyll Bwtien wideaiprogramhandipRnEDR Nictyke 3108,

t ggAmsg |2 DV%%%tg@,tans) Bthef QuifAMhhINEL SRS Sthe DRAVRRN. TAATHE I k0 DVR
apphcatlon program then sends the request from PC 101 to DVR 102A. The DVR 1024,
at step 311, receives the request and locates the content, which may be stored in the
DVR’s memory or other storage mechanism accessible by the DVR 102A. Once the
DVR 102A has located the requested multimedia content, the DVR 102A begins the
process of preparing the content for transfer to PC 101.

[0062]  In order for the PC to properly read and interpret the multimedia content, the
DVR 102A may convert its internal representation of the multimedia content into a
program stream readable by the computer. In one embodiment, the internal
representation of the multimedia content is an internal Packetized Elementary Stream
(PES) format not readable by a PC. Details of the internal PES format are typified by
U.S. Pat. No. 6,233, 389 B1, which is owned by the Applicant and is incorporated by
reference herein. Also, one program stream format readable by a computer is the Motion
Picture Experts Group (MPEG) format, of which MPEG-2 and MPEG-4 are the typical

popularly used formats. Alternatively, other digital formats may be used.

A — . — -
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at step 311, receives the request and | ocates the content, which may be
stored in the DVR s nenory or other storage nechani sm accessible by the
DVR 102A. Once the DVR 102A has |ocated the requested nultinedia content,
t he DVR 102A begins the process of preparing the content for transfer to
PC 101. [0062] In order for the PCto properly read and interpret the

mul timedia content, the DVR 102A may convert its internal representation

of the nulti hta1 C&H%?Ft%{eigghglm%ﬂg&%m?%%%g%@éﬁ?ggq%ﬁ‘a?yfﬂtlfbe conputer.

I n one enbodime represen on o I’ medi a content
i s an inter nalquiadisallimedia EnemeintoenyMEEG pergrant fEEdin. floptratembodintentsdabl e by a

PC. Details of the.internal PES for are typified No.

6, 233, 389 BPYRHIZAMaYCopyGTEGe Wﬁ%ggé\ﬁ%ﬂ%‘&ﬁfmé{%" ag%ﬁ%agl&%agf‘%{“e‘a by
reference hepgimativilys the cOMRrMABIR ISl PRS0 amMPEGEdgbhatréyn magGlput er i s
the Motion Picture Experts G oup EG. for of which MPEG 2 and MPEG 4
are the typiplase atﬁ&?ﬂ’lﬂ%ﬁwq}@%@ 1@.‘“‘W1ﬁ$£%|t?#86?ﬁgrf°%&f%atngl
formats may Reiidbsethatals AdtHeB@dscritedS Fordfurdsedofpiadidihd/id ckadplecthapmitss of he
internal PES format of the requested nultinmedia content into arhengG

It

progr am st r eeanverting Beriatpmal ARSPRAS info an WORGIIogams{feanpiyisirated 4 r nal

PES format i S}{dodi&ﬂéfserfl%lwlin seagabl e by PC 101. Alternatively, the
conversion frominternal PES into an MPEG program stream rmay take place at

the PC. Thus[00BMIR 18fer coaretsion,etstemilsy RYR 1924 mayratath additoral e © thic| udi ng
any additi ON@EGSI%@&%?H&M_&H%C%M Ha%gnvemsn RRARE S 8¢ pOrPYRdbRA an
ess 0 e I Sf

exanpl e, the pro converting t internal PES format into an MPEG
progr am st r emay ttach kddisanabdagaitodie ifemal BES fomatdif sha melinedie ponfent hefasct i on E.
[0064] After_ caonversi st.an. V| kaehadditii@npal data
to the WE@%&‘&&}%{%@Q ? é‘gj}g’e ﬁtdﬁﬂltoﬁgel%gtggle%gfg‘étn ﬁgx%%'tr’\versi on’takes place- at
the PC, DVR df2é&mpringdnfomedtiondfitht regnesteddanltimedia téndentnPathenlin MBS f or mat  of

the multinmedi a cont enbé}rjl{ef@gﬁﬁiﬁ@%g@éti‘é’hﬁt&%E?Z(&C&%]HCJi d'%gleth onal data in

ei t her event “RERFIPES: a conprising information of
t he request efkeftthi A AaRca®dh Rifirmafior fefating to the adelie pbiligribstdiermed ply VR 102A
data may

Cont ai n i nf oRHEIeGH P PREB0En e HEEaY PAHMEY P Y8 e SRS (he

mul timedi a cpofsnikres &8%. €xanpl e, the user may be limted to storing the

i VPEG cont BRESICt  BRHA4DORSIEELMGTYIGY PORDHEE SR BT OO HE B Foh o
stream 405 comins:t T MPEE HRRPAIQEEM H00cdnnsBAEHESief@senting the requested

multimedia content. MPEG content stream 405 is made up of interleaved Video 405A,

Audio 405B and Data packets in a format readable by PC 101. Additional Data 401-404

may be attached to MPEG content strearn 405 for transfer to PC 101.

[0066] In one embodiment the additional data may comprise Metadata 401, Public

Metadata 402, Private Metadata 403 and License Data 404. For example, Metadata 401

and Public Metadata 402 may contain information on the content itself, such as the

content name, duration, commercials that may be played and other content notes. Private

Metadata 403 may contain other information such as customer information for pay-per-

view movies, customer billing information, customer preferences, etc. License data 404

may contain information regarding user license restrictions, including playback

restrictions or storage restrictions.

[0067] Alternatively, the licensing data may indicate an expiration date or time for the

content, such that once the indicated expiration date or time has passed, media application

program running on PC 101 wili delete or erase the transferred content from the PC’s

storage device. Alternatively, the passage of such an expiration date could cause media
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mul ti medi a content. MPEG content stream 405 is made up of interleaved Vi deo
405A, Audi o 405B and Data packets in a format readable by PC 101.
Addi ti onal Data 401-404 may be attached to MPEG content stream 405 for
transfer to PC 101. [0066] In one enbodi nent the additional data may
conprise Metadata 401, Public Metadata 402, Private Metadata 403 and

Li cense Data 404. For exanple, Metadata 401 and Public Metadata 402 nay

contai n i nf obpRichi padbrid fo &gﬂsﬁﬂhegség%% fhe uSdGliASng DR exsipMbeBt thoame,
duration, conmercials that may pl ayed and ot her content notes. Private

Met adat a 403 THHmAdErRoaeR" Blermsrs thﬂf%?mqa@rmwewcag the gt imgs or mat i on f or
pay-per= Vi %iﬂlt[ﬁ?é&!aecénteﬁtqﬁéﬂmﬁw@d' Auu@alaém%lnmu Sibte &U%&&é}ﬁ&oﬁf:ﬁé erences,

etc. License data 4 may ‘contai n’ i nformation regarding user |icense
restricti onsPclsrﬁéqriﬁﬁlong‘J th¢ wsebhasiexcaedesk the vevipgdinit st or age restrictions.

[0067] Al ter figigbive! o achliS: dfelidnd el oBtath Al SRREH DO BlEALBQN date of

time for the ntent, such that dnce t xplra e or tine
has passed, ﬁetdnsianapplhﬂ MBEG@nntelpIrStrmﬁ@ﬁmmqng)rmmm&dn such bs 2l@VBt e or

crase e L AL e SN SRR o SR BUR AR Sl et el

t he passage 0 sUCH an exp c6ul'd cause j cation
programto dsxgtpltmyuangmm@d(eyofDNR mm i ndi cati ng the expiration of the

multinedia c Further. the c ta i ndi cat e .t he ajount of
(s it OB ot pngtblent METRTR Ay o AadE Ve SN hed Ot R ne
content fr omnttlnﬂ)rog?ﬁfnsmtrmragmsane@Mms\ahamw@(megdmmeéimm@M ng
limt. [00681In {{mther enb ]ﬁgﬁi@%the addtlon data may conprise DVR
origin data. ARIERIRReRting SSEHA EWP &t 1p Pn‘@GS’ Tiideo etapio; se

i nformation cfddﬁaht 8 vatdMik nk 2R visit€ sl tha WHRE theGhul MNEiR B6HSS &- pleyH& ther,

t he DVR or| in data may include a si gnature using a private keyo DVR

102A. [ 0069) aF]ﬁﬂéFrRS’( ing B ct rmationigdisRiryed ey seegbnaganebiivivue Watermark
to the data mirdhet NteR2008RA S SRk K bd lﬂ%ﬁwumw&lgkg% ﬂ@Ylse?gﬁth{ y

program stream 400 by inserting data Trepresentin 102A"s seria
nunber. 1 n tthE theaermark dagpds hidgenyin dheprogramsiseam bletwenmless peailkbledy be
visible, sughpfibibnwhen the nultinmedia content is played back, the
originating DVR s information is displayed on screen in an un- obt rusi ve

manner. Alt dﬂm i vdiofernngbactidn BiGyar altenBY Rod2Arhas slitdsherd the addnlpmalcrbmtpbl eto
nonet hel eas /AP PaR SR A0 SRR 7VR o2 eyt MBRBMERTY PG 3
after DVR 1@2%11“11@5}}"% talfddl inlthe sadwtindnoerals dekstibed above for messages between

the DVR and PC. DVR 102A may decide to encrypt the entire program stream 400, or

alternatively, only particular portions of program stream 400, such as the MPEG content

stream 405 and private metadata 403.

[0071] At step 319, DVR 102A sends the program stream to PC 101. When PC 101

receives the program stream, at step 322, it decrypts the program siream 400 as described

above. Alternatively, if DVR 102A used a different encryption algorithm, PC 101 would

use the respective algorithm for decrypting the program stream 400. After PC 101 has

decrypted the program stream, PC 101 may store the program stream onto the PC’s local

or removable storage device.

[0072] Alternatively, in another embodiment, when PC 101 receives the encrypted

program stream from DVR 102A, PC 101 may store the encrypted program stream

directly onto the PC’s local or removabie storage device without going through the

decryption process. Thereafter, PC 101 retrieves and decrypts the encrypted program

stream using the appropriate decryption key during playback of the multimedia content.
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the program stream 400, at step 317, DVR 102A may encrypt the program
streamfor secure delivery to PC 101 in the sane manner as described above
for nessages between the DVR and PC. DVR 102A may decide to encrypt the
entire programstream 400, or alternatively, only particular portions of
program stream 400, such as the MPEG content stream 405 and private

nmet adata 403. 100711 At step 319, DVR 102A sends the programstreamto PC

101. Wen PC @Rl wHeR Q%e\f %u&%o%[%a%@ I‘ﬂﬁﬁfi’ﬁ@du@%n@ﬁt@ﬁe srégram streflR & YPt s the
program stream 400 as describ bove. Alternativel é I f "DVR 102A used a

di fferent enchtyleqdéﬁmaﬂhg@iptaghd?“@(ﬂefwt%@ﬂdhsplw@ tpiilke yse5pecti ve al gorithm
for decryptingg 'FBE & %@&%@%ﬁ&c&%ﬁﬂ%a ﬁ%fifz@ﬁdﬁ%n!{pcﬂatahﬁﬁ-ﬂﬂ%@ﬁ%%taﬂp the

program stream store t ogram streamonto the s local or
renovabl e st cireged4avidoplay ﬂz@ﬁmlnfmaéomeztpetfemyallcwsedwchwraumwﬂlﬁent , when
PC 101 receiy n p VR, 1 may
store the en(?‘r? p%crﬁg)fghr %gpr(tgé% slsroéé%gli%i@rr%ﬁ%%on lga% enqs ?'gﬁfjocat&gé-’
renovabl e st ®CGad ntkyttacdfervthe inolitnegmicantedttio anogiier idvice, stebray pariable deviocess.

Letng the apgPkh TabEtih BRrAURARaG MRM b RO BRI PR e Reefier

content. 15 Totmstandegthe aleﬁisepplrcemuqsbgammaplpamda:amloptldstefoﬁujﬂchﬂasﬁﬂir@ tiont ent

o G e

i spl aye o]

addi tional dateur §0t1408105f oﬂlﬁﬁgﬂl}aﬂ&ough b eaHHl 4B0 dr@v;téﬂa@@in@éffa@@m@ﬂﬂ&r for

I nformation or performa |icense check to authorize theéﬁfla back of the
£

content. Al sGoTGheaYiereompbleedies KX M, BGdObawy fyther tigs "t ored, PC

101 may trang (%Parﬁﬂl%ax%&kbﬁﬁ%ﬁir% 1ﬁﬁﬁtaefﬂﬁn4t96a§m orfdBNidefice SN as portable
devi ce 101A ransfer to the portabl e device 101A maybe acconplished

t hrough any . hpgpthengnbadiaent i{e | Hapayhaypspied sltgnedis engteahibatdy provi de

an option foasémgﬂametozaceashmgmwvnm NP BEDT 284 BVRGIRA Habe 101 Wi th
portabl e device 101 A Synchronization may occur over LAN 105, or directly

t hrough a seesteliliskedis|secuss coppectiongs dpssribedrabeee, DR 1024y canfresruest sipitiraestia
ol ayback on peiib# b FoHC Bt enickink e TDIRBHET, iLAnAGAdE 2 Stored

program stream by convertin 0 a format reada y por e device
101 A. [ 0074jnultimedizcohient fenmmym PO (hemmtitnediz cattont eulthelPCl mayele a

and DVR 102t SR o (RihEa AR I0Mm, ShOH sl NGBS T "Dk
102A can r equmﬁnnqdmlcbntnﬂdlreadym&mbéby the neanaRCstdid on B§| 19d. Bugjieaphs cal
interface OanlYme%ha Col’ltel% may le ¢S Qntssgpp e<ti by portable device 101A. In one
embodiment, portable device 101A is a video-enabled phone with the ability to record,
 store and playback video content. As such, portable device 101 A may transfer stored
video programs to PC 101, which in turn transfers the video program to DVR 102A. In
other embodiments, portable device 101 A may be any device capable of transferring
multimedia content to PC 101.

[0075] In order to transfer the content from the PC 101 to the DVR 102A, the above
process of transferring coﬁtent from the DVR to the PC is reversed. However, instead of
converting the program stream, PC 101 merely encrypts the MPEG program stream and
sends it to DVR 102A. When DVR 102A receives the MPEG program stream, it
decrypts the stream and converts it into an internal PES format, for example, by reversing
the above PES — MPEG conversion process. Alternatively, the DVR may store the
MPEG program stream onto its storage device without conversion or decryption.

j0076] In yet another embodiment, a user may automate the above process by having

PC 101 automatically retrieve content from DVR 102A. For instance, using the media
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mul ti media content for retrieval fromPC 101. The multinedia content on the
PC may be content downl oaded from Content Server 106B, content from

anot her DVR 102B, or multinedia content already owned by the user and
stored on PC 101. Further, the nultinedia content nmaybe content supplied
by portable device 101A. In one enbodinent, portable device IOAis a

vi deo- enabl ed phone with the ability to record, store and playback video

tent. As hn, . t abl | |
o pe 101, vireioR St g £ 1P £t TTtuld APRERAabl B ipod SRR 007 BIE,

enbodi nent s, sp@DARlE deyicaing h@isAdaraminzd timmyforketricving carpert! B/heh thetiapesf erri ng
mul ti media content fo PC 101. [0075].. 1 n order .to transf t ent from
the PC 101 t Brffige\BlaccysS ";mf"ﬁéa '8%)5’" pﬁ%%%%torg?n%ar%ﬁcgﬁégsrtpﬁ%ﬁ%%t ent from

the DVR t0 t hemRSVR $02£VRIEE Hrctiblowett @thedilliptaaimt fof retrivvingepttemtga seecasr ogr am

stream PC 101 nerely encrypts the MPEG progr.am stream an sen it to DVR
102A. When DHRe Re9HY thepaf W%‘éﬂ?ﬂ%‘“@“{?ﬁg@r‘g‘ﬁf‘ﬁr ?n%‘el ‘P""’q“ 8??%?’% t he

stream and CoRMGHTfay Be éiragrﬁmﬁed fonbeevadll SR dsor-spatified @tordadarvpteat orby
reversing the above PES - MPEG conversion. process. Al bqe]%g?w vﬁhi{ﬂtthe DVR
may store t hBVRVZE oppaotwenk el sRconizwg thefonigat ofd PHouUt o
CONVErsi on Of, GRAE YA, %ten[ag%gjthé ﬁ%cyﬁ?cﬁggéfhﬁﬁt RINDOHiTRR nultBnddier May

autonat e the above process by having automatically retrieve content
from DVR 102#untdadbe dutnmnatinally, retisvaddrammBViRefi24- In gnegxampleathe BMUBHYgr am on PC

101, a user cap, RNSUNLE 1Rl SLEERNPIY Blogilh bl 1Ak IGGAHRUR: TUT O DVR 102A

by setting a pre-determ rireving content. When the tinme for
retrieval ocpwpmm.the nedia application program automatically requests the

cont ent 1 rOOYR 1030 R FEINHAFLA LI HRARNEAHI8 o b Sonicr

retrieving c a user can a the particular nultinmedia
content to rgdtyeeverdelibyshe DVR, theoiediaapylicaten program iy yetiomalfagcapaingr ogr anmed

to retrieve f .the user-specified recaqr Atonce a
week, effectﬁy& ﬁ)zé)}?l&eﬁ?%ﬁipfﬁﬁ 2 RS0 né%'td%%ﬂw&??gﬁ %(Ql%eigl%rw %éﬁ,di; ﬁlﬁt 'on  the
DVR 102A. Al foermagii. Ik Ynediaapplitatiin programn e REsI0] tihaso fandtionplefpt determaning

mul tinedia content be autaqmatically.retrieve [ DVR. 1 .1ahR

exanpl e, t heWBeRsripagicylpr mWHFIFﬁSIf’rﬁ%ﬂt%’XE eqeg’ﬁfecﬁ%flé %r@ns]é\or%a?nt |B§“§1 lgrbATg/&Sr ogr am
or a series @fanpldakihcdialapplickion prog@maam pédically tequésheligingof rchdediser woul d
li ke to schedul e the retrieval of rrul.ti;gglt&la cont ent corded by

.not,. yet. r
the DVR t hecqrét 3omsppn PYA 1BA BAFETHERT Vasthe RaticyAL Y 5‘8§8‘§F‘H S DVR 102A
to record a pahkicted ¥ hPhAGhRARBReHUPERAUIRALS deilg Adted BYDVRa02L£0he ded

content " media application program will not initiate a transfer of the content from DVR 102A to
PC 101. Further, the media application program can verify that the particular multimedia
content is scheduled for recording, and if not, can instruct DVR 102A to record the
content at an appropriate time (e.g., using information retrieved from an electronic
program guide). Once the media application program determines that the particular
multimedia content has been stored on DVR 102A, the media application program
initiates a transfer of the content between DVR 102A and PC 101 using the process for
transferring content described above.
[0078] Alternatively, a user may schedule the retrieval of content through Service
Provider 106A. For instance, a user may access the website of Service Provider 106A to
indicate particular multimedia content the user would like transferred from DVR 102A to
PC 101. The user can indicate that the multimedia content be transferred at a scheduled
time or automatically once the content has been recorded and stored by DVR 102A.

Next, Service Provider 106A sends a message to PC 101 instructing PC 101 to request

and retrieve multimedia content from DVR 102A using the user’s settings.
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to PC 101. The nedia application programon PC 101 is also functional for
determ ning whether particular nultinmedia content has been recorded and
stored on DVR 102A. For exanple, the nedia application program can
periodically request a listing of recorded content stored on DVR 102A to
determ ne whether particular nmultinedia content has been stored. If the
mul timedia content is not listed as being stored in DVR 102A, the nedia

appl i cation Qo@®Y amﬁue';ﬁaum}(] théBeHn@élﬂroﬁd&rrl@@ﬁfc% inSkuck he PEOIDY edfenfdvem DVR
102A to PC 101. Further e nmed 'am’gﬁ@' cation programcan verify that the

particul ar mother rulimediacenerifion e D Actiatvtisy userches pefi reqpestath F9Tf * not , can
instruct DVR ;%ﬁe life $&GOL ﬂ' %ﬁgr IOGRQBI?HE&&H RPN ORI AL & sérlegﬁf (xﬁeog

usi ng i nforna retriev roman el ectronic programguide). Once the
medi a appl i capmowroalolatam Shevies Frovider ltﬂﬁétwamséhwmttporm“mn 1h¢rﬁ¢ﬂﬂlreﬂh¢a

content has "8

initiates a ?‘r&glnncsefs'%r 1&? 1?%9}@;}%% ﬁbéeél@%gﬁﬂ%\/@%ggq lduggg g% 1u3| ng the

process for Tﬂlrsemstﬂ@rth@ S‘gwc@mmuder Idé4de inypemett o e baf G ke Abewr nat i vel y, a
user nmay scheg - he.retrieval Pr ow der 106A.

ofe]
For instance, a user"m‘ri‘r'ﬁr‘)ne &lgmerts%y ngbS fcgtﬂgcfw ?05&}%5 %‘&%"8&9‘* 106A to
i ndi cate par tomeﬂtanshmhtotthmmdt aPCaNt.eTite fe@mnusemsed/coulsmﬂly Mecihg thasbgemted from

DVR 102A to S can i.ndjca di.a content be
DY et orveq gp e B 101 e atiundt Sbuiiche Shfent Ao PSR bt BRGHRSRT s Deen
recorded andcsdtert @bvhigr Dréelsm%on tiNeactual Gewing@e theiconestay HAG4, sends a
nmessage to PC 101 | nst tore ues Iti medi a

g PC 10 retrieve
content fronfERA AT B‘%‘ Redi3, “*g“’é‘é’f Eas tﬁeﬁ)r ‘thoé fatively,

the Service BeRitke @ﬁfwdéfJ%ppﬁnht Coraddt uﬁébetelhele%i koW :ﬁz@nyruﬂ{eé tt@\é@meﬁthaﬁr
mul timedia content fromthe DVR 102A that the user has not requested. For

exanmpl e, t heb&aMswed: od bowdwich pbeash coment has hege viewrd apwel asothe Usdlt rj eve a

series of ViggRin ég%ﬁ%%a%ﬁge%&m Service Provider 106A wants the user
to view on the PC 101. The Service Provider 106A has the ability to push

content to tHO8HC 18husyp nser fees primeed passe thpmediaanplitagien plegramem A€ &01Rpovi der
106A to inpl &ﬁ?aﬂéaﬁan%f%? RaSR0 1S GEH nEQ MNP BicaB P a'rtﬁ:%fa it BRAEGNT

provi ders pay Service Provider 106Aa fee to have elr content pushed
to the user' wordlikgtransfimed from VR 1924 bag%élobmlsm,nﬁhyuwrmuwg tp krensfornt ent

on the PC 1041061 AGkHRlnd ST Y Siheat: WG RN BUR ABAL B REPIRSIP ¢ he

adverti ser content provi ee 1 s base view ng of the
content by tHAmay notarstract PColdhitonetricra thefmibltinbdia iﬁimmtrmml@eazmalﬁrmdaron

program has {)&9\ &?Inlrﬁr;[e thatnthé mplﬁlmed{a, contereltx %%Eiabl ﬁﬁais(ﬂir 106A what

content has beén Vi ewed es the tont
[0081] In one embodiment, Servzce Provider 106A can detenmne that multimedia

content is available on DVR 102A by connecting directly to DVR 102A through Internet
107. Alternatively, Service Provider 106A can make this determination by establishing a
connection to DVR 102A over a telephone line. The DVR 102A can initiate the contact
or the Service Provider 106A can do so. Service Provider 106A maintains a database
containing information of DVR 102A’s recorded multimedia content and scheduled
recordings. Every time Service Provider 106A connects to DVR 102A, Service Provider
106A updates its database to correctly reflect DVR 102A’s recorded content and
scheduled recordings. Thus, Service Provider 106A checks the database to determine if
DVR 102A contains recorded content or has scheduled a particular recording.

[0082] Once Service Provider 106A determines that DVR 102A has recorded the
particular multimedia content, Service Provider 106A sends a message to PC 101 to
initiate the transfer of the multimedia content from DVR 102A to PC 101. Alternatively,
Service Provider 106A may simply send the request to PC 101 to transfer multimedia
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been vi ewed, and how nmuch of each content has been viewed, as well as other
user view ng statistics that can be neasured. [0080] Thus, a user does not
need to use the nedia application programon PC 101 to initiate a
transfer. Instead, the user need only indicate what particular content the
user would like transferred fromDVR 102A to PC 101. Also, if the user
requests to transfer nultinedia content that is not yet stored or recorded

on DVR 102A, S6LYEGH [E’V}IQ\{gg o péﬁﬁ%@%&%&h&ﬂé&s hmlcg’fanw&gratr&oﬁp@rl eve the

nmul ti medi a content unti rvice Provider determnes that th

mul ti medi a cofkiemsedits detvraun%ubh@he@RWBVF@%O@MNI{S@@B@}OMQ& Ceﬁéﬂfe‘?fb’ﬂmhﬁré nt,
Service Pr ov [ 6 [ 11 avai l abI e
on DVR 102A 3%8‘8%%e “‘f@ﬁge %ﬁ%@gﬁf&q?%’pﬁ%%%ﬁg@ roug E{ﬁfﬂn& ?ig%%det%r 107.

Al ternativel ymbcﬁanmtptbe Rrowpnbeﬁs ﬂlﬁﬁbﬁ ued tmmn'etqmwﬁteﬁmnrﬁ\f&wmwby
establishi: ng nec VR.1 el ephaone DVR 102A
can initiateP¥H gi%cdg?ﬁ’f’%l —#hutgﬁ eeg\%r?\gger p%‘%fg T 6@3’3383%6{337& l-slbg% Servi ce
Provi der 106#itined a¥ihisfes fram G R bédyeto RO aand ﬂnghermf panzedde die mifltibbdRa 102A" s
recorded mul ti nedj a cont ent d sche cordi.n ver i,me Service
oy ovt dor Toeseriniatt B TessRbls beporathrice | BRI B BE R limteties ¢ o

dat abase to g@tdne@tﬂoﬁameﬁé@&tloﬁyl? 102A' s recorded content and schedul ed
recordi ngs. Thus, Servi.ce Provider éOG hecks the talggsewg determne if
DVR 102A cont08fHs rAddjfionallydbeprassss discrbed aovsdnay tedmyalsd Py pertablederise or di ng.

[0082] Once RAMYIiM Sudilaf ¢ind8dimbRO borABle et BR Al Maf bdDéed ieleshigsvicecor ded t he
particular nultinedia content, Service Provider 106A sends a nessage to PC

101 to i ni tPravider 98A s wgbsite Thus pertableierics MRk may: bafuasiongl forsesofng@sia to PC

101. Alter naéch&ﬁhx theﬁaﬁeferco%&f\'édﬁaecromm%mmﬂmmmm Flgner gquest to
PC 101 to transf er mul t1 media 18 content from DVR 102A to PC 1071, after

whi ch t he neefiegmbpdimentabémsise BraviienRbdreapdetempne whenthe transéer @éther ni ne whet her
DVR 102A Co%é‘l'tlﬂéd&g&térﬁ(ﬁ%ﬁpﬁ R8I §'Be 161 E‘Q’Qx‘ﬁhfé@ ForlifMarc@8h&dthe Shoul d be

schedul ed for recor retrieval . i n anot’her errbodl nment
t he above prme%sismybleteuﬁé’a 108Aion PCi 181 eay sendarmadseagefio SWJDVR‘OY@IE!N%@

PO el 0o\ hfigh by TP v SR B S IR e Tpes20e 1o PC
t ranscode t hmeriabik tlevigeditd A thmnglelntememﬂ@j? iaditatingehe ¢oaaﬂlaiohefmy tpasférabl e devi ce
101A and tr er.the. mul tinedi ort e 10 . [ 0083]
Addr tronal | P in e mEteoRe R ot Slee 101 REled BB Eo T e BUT bl o

devi ce | A Asertite Proailierains & cho chiqpasnghat mntmhheewdewpaetof EéﬁAamauﬁl&twtsed to
access Servi

meessage to the cellular phone using the cellular network.

[0034] A broadband application of the system is also possible. In such an application
of the system, a content server allows a DVR 102A to select content to be transferred and
viewed on DVR 102A over a broadband network, such as Internet 107. . For example,
DVR 102A may download content from Content Server 106B for playback or storage on
DVR 102A via Internet 107.

[0085] Referring to FIG. 5, according to one embodiment, a user interface for
downloading content over a broadband network is shown. Through a standard TV set
connected to DVR 102A, DVR 102A causes screen 501 to be presented to a user of DVR
102A. Screen 501 contains selectable options, one of which is the “Video Connect™
option for obtaining multimedia content over a broadband connection. A user of DVR
102A can select options displayed on Screen 501 by utilizing any appropriate control
interface, such as a remote conirol associated with DVR 102A. When a user of DVR

102A selects the “Video Connect” option, DVR 102A causes screen 502 to be presented.

19



Provider 106A's website. Thus, portable device 101 A maybe functional for
sel ecting and scheduling the transfer of nultinedia content from DVR 102A
to PC 101. Further, in one enbodi nent, Service Provider 106A can determ ne
when the transfer of the nultinedia content fromDVR 102A to PC 101 is
conpl ete. For instance, once the transfer is conplete, DVR 102A or PC 101
may send a nessage to Service Provi der 106A through Internet 107.
Subsequently, Service Praovide A can se to devi ce
101 A thr ougﬂ’ Bélt er Baeenid? disp V% ‘W@gaé‘g%wgﬁ CP nigy agﬁagﬁts%%re
Further, in ahahffr neshesdivaBintent, Qwhtlﬁbh@udemageeﬂtﬁtﬂ% duatiobgand cel | ul ar
phone, and Servi ce Provider 106A can re uest t eII | ar netvvork

oper at or sendeseription of the muiltrediagonteal Vi P‘Tt'égeﬁ q0[§|t e ng % he

cel | ul ar net yfldiy. DVAOHH éu@s%%&ﬁf@t@@@ﬂn’efeﬁleﬂ@@th@ﬁsdrhe systemis al so
possible. In suc an apf)bTrcatr on of the system a content S(E}:?P{?&Q}gl | ows a

DVR 102A to gws'act Sweanch®B incindgpan w&ngﬁemﬂ@aa%n wiaieg A over
broadband NeLyRiltsi b i EbEEStrdOiben. GRle RXBEefots OMRAAZAITRY

downl oad contnen't rom erver 106B for playback or stora%e on DVR
102A via | ntmmadme?mulpﬁ@&s]comﬂdwmg%@mﬂr ereqgest ettt Agverd U8R

embodi ment, a.user trlzwr[;]ftere SRS mu{t%{eg QX%Q@B'VM B AN Efther QBbdifeRE, Qﬁéﬂ%&nd

network is sw ough a's sét connected to DVR 102A, DVR
102A causes fay @Mml&Athd mutltzmcpme:smnmwdthbut parchesing the mplimedigrpplentdeaieen 501

contai ns selectabl e one of megt” option
for obt ai ni n@eép??tré&eé?@f%?s%\% “%F%‘gtr% e}ﬁi)oﬂl tgfr21 on. %A user of DVR
102A can sel gglinRpfaicomsnt G fielnfyldEledincdntanemay Ed)titeemf chargt.i zi ng any

appropriate control _interface, suc te cont d with
DVR 102A. W88l | sTp ensprepfigpecyis anYd o Z&‘t“&‘ C?‘ﬁg“t% &%ﬁ‘ﬁe%gﬁ’& g}p? i on, DVR

10sz causes &tarﬁ@tg 16@20%% mengtrlesemt edlltimed cbﬁk@!&lfit]tay%reﬁagplﬁd)&y ﬁbmpxttays
i nfornmati on regar |ngnut|nE|a cont ent e ownl one
embodi ment , Ser¥es 1068 Byingihe BHbIWC‘B’Bt‘QWYP?iS% 1%3& 5{‘? Rplic §hp 188%%% |qrpt i on

of the multi BPH @28 ¥HyDRprovidi@no thRert SefveS RIGBGES DVR 12 dr@ehvive mul ti nedi a
content, DVR 102A causes screen 503 to be present eﬂ‘rﬁ(‘?1 the user. [0087]

Screen 503 i Providerel964n Qﬂﬁ% PY¥R ¥BA fﬁ‘iﬁ“@ﬁﬁ@leﬂﬁy%fﬁ%lmi“ % GORE I G wnl oad of
the multimeg By tﬂg& E&%&?Sﬁﬁﬂ%}ﬁba&ewﬁ&h&%od%@ thRukiaRAiasel ects to
wn

pur chase and I me content, DVR 102A sends a request to
Cont ent Ser vemtehogBmiapded ﬁomr(bm@nasmwad@@emabbe subgeapenthy tresfeed8itent to

DVR 102A. I'n; gt Qer eﬁ‘iﬁﬂi wsin [P@ HE&E destRYedd8YR, 0ad the mul timedia
content wit hout purchasing the r#.r if ‘%r a content from
3.3 INTERNAL PES TO MPEG-2 CONVERSION PROCESS
(0089]  Inone embodiment, DVR 102A stores recorded multimedia content in an
internal PES format for playback. However, in order for PC 101 to process the
multimedia content, the internal PES format must be converted into a PC readable form.
In one embodiment, such a PC readable format is an MPEG program stream. Referring
to FIG 6, the internal PES representation of the multimedia content is embodied by PES
Buffer 604, which contains video events (V) and audio events (A) of the multimedia
content. Additionally, in other embodiments, PES Buffer 604 may contain other events
such as private data events. To begin the process of converting the data in internal PES
buffer 604 to an MPEG program stream 400, DVR 102A allocates an audio buffer 612
and video buffer 614.
[0090] Parser 606 reads each event in the PES buffer and places the audio or video
data in the respective buffer 612 or 614. Thus, video events (V) will be parsed into the
video buffer 612 and audio events (A) will be parsed into audio buffer 614.
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t he Content Server 106B. For instance, the user may have previously paid
for the nultimedia content or the nultinmedia content nmay be free of
charge. [0088] To ensure the secure transfer of such content between
Content Server 106B and DVR 102A over Internet 107, the multinmedia content
may be encrypted by Content Server 106B using the public encryption key of
DVR 102A. The public encryption key of DVR 102A may be provided to Content

Server 106B fip DVRna&%ﬁ@fsﬁ%ah&ﬁobﬂﬁf&\sw%nﬂegﬁ&edslﬁ?@ka%@fmzwhescei ves
t he encrypte tinmedia content, it can decrypt and ore the content for

pl ayback. In amelnmmh@ﬁwdeomeu%ﬂ@ta hasdfil c%?ér'?t-‘gﬁt pksiirended from
Content Serv Rhet-skildne@r anot her
DVR 102B usi %glg‘ ﬁ&%ﬁg&éggﬁ Yot it ﬂg%%%/ﬁelg’@é‘f“ %’{t&q ke sl 370
CONVERS| ON PRE®RES Ip@@@@ijqdnn@m,@ nreplnd dontaing 4 he@simpm@masct viszsperienThed

mul ti medi a c

order Tor - perageies b2 Bluss LRI il bl Bl RAHEftpec FRRRL, 7

f or mat rrust Iaadp,lecnvgxt iretile datd poriolP@ eaelapmmteFdr@Kmple Ipackshizer 68 wdy aeatt, such
a PC readabl 8 f Ref err.i t he
I nternal PES |pepres eé‘f?g}f%% &a?a?rul trrcleo ﬁé}@ 2 ht fc]’9mr‘r!{)f’m(f:?f gleb‘:h PES
Buf fer 604, wiiee Iavemo(n{)am mﬂeo/md‘&ﬁﬁm/mpﬂeSen(s\A)KBnWhauﬁivemmMemS (\BWhaef t he

mul timedia content, i t] ther e PES Buf.fer 604 may
Cont ai n of he PRBEAideo Ok il £ 3assetees lo it Bif Goug G kBL IS fiFbcass. of
converting t e vidkbauifér 61024 bt Sdath thpf@éntaQ thetflve alled/ BV GliciiRe St I eam
400, DVR 102A allocates an audio buffer 612 and video buffer 614. [0090]
Parser 606 rH3AROHIRA RGNt in the PES buffer and places the audio or video

data in the [gopect F\ehcbUh biRithed tdb&dimBrtdpacildtissr 620 iHBActRYENbSplAcg W | | be
parsed into the, video buffer 612 and audi o events (A) w il be parsed into

audi o buf f er adtionabdsty ity headgr gargon af ¢agh Paskel. Bordnsiangs. Gasketizes p2¢may ar e

moni tored by;RackahirZsta ifd the p\é\l@l&'ﬂandﬁmﬁﬁg@tﬂﬁ"tﬁ‘é iﬂd&%d%fﬂéb‘ﬂ&taﬁﬁve‘ﬂe&?o or audio
data has filled each buffer, 'packetizer 620 begins creating packets for

transfer of @Ih?ed%}lstﬂlg thedVIBEG siandasd. Whendthepacketizexhes cormplgted AsERg Apacket one
enbodi ment, gy RAGKEL e 95&@1{(19&: i ? 38" i QMR it Q@Ihg g?&fegslfqn—' psThe
pac romthe

packeti zer 620 creates ets taki ng video or audi o
respective bufofutput steeaa GQOmlfﬂbtﬂian enerypting raedule G308 ferithmensfyptiom bf qalcket . For

exanpl e, pac | TRV CF t f data
I n video buf l%%?r{été%g %S? 3% ,a&:fegr tm %ﬁﬁljﬁﬁ ﬁ t?&l%tgl\éﬁ{ grbc?)g é g@é‘?\‘? %?Q/) I n
vi deo buf f ermésibe usep mgsagekanng/me&mcfypuﬁl keycienergodnding SHA- 1heittethe

DVR’s MAC address or media access key. Finally, each packet in output stream 630 is

sent to PC 101. Unlike the internal PES representation of the multimedia content, the
resulting output stream 630 is a format that is readable by PC 101.

[0093] In another embodiment, instead of using an internal PES format, DVR 102A
may store multimedia content as an MPEG program stream. In one embodiment, the
MPEG program stream is an MPEG-2 or MPEG-4 program stream. Thus, DVR 102A
will not need to convert the data stream for transfer to PC 101. For instance, when DVR
102A initiates a transfer of the multimedia content to PC 101, DVR 102A retrieves the
MPEG program stream from storage, parses the data stream into data packets and sends
the packets to PC 101. As mentioned before, DVR 102A may also encrypt the data sent to
PC 101. When PC 101 receives each packet, it re-assembles the packets into the MPEG
program stream and stores the data stream onto a storage device. When the user decides
to play back the multimedia content, PC 101 retrieves the MPEG program stream from
storage, decrypts the data strearn and displays the multimedia content to the user.

Further, PC 101 may transcode the MPEG program stream for transfer to portable device
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entered video buffer 612, packetizer 606 determ nes that enough data (5 KB)
has filled the video buffer 612, and inserts the data representing the
five video events (V) into the data portion of packet. [0092] Further, in
anot her enbodi ment, packetizer 620 is functional for placing additional
data in the header portion of each packet. For instance, packetizer 620 may
i nsert header data into the packet indicating that the audi o and vi deo data

have been engndeds ysddg ﬁﬁlb@di%(?lﬁﬁ?@ﬁ@ﬁnﬂéﬂ? %d%%ﬁ?gro%ﬁ}kﬁfe%%m&g&o

conpl eted creating a packet , 1t places the packet “into output "stream
630. | n one epasbicdeyice 101 Aevigwukany Surtier propgsingnFeringince, portatdedaB0 18t 4 f ed
to an encrypt,i, i on_of. . i ng an
appropriate en%ﬁ%ﬁﬁg?%ﬁ@% ﬁ]ﬁ Jﬁﬁf {e}gPl%ﬁ?%@%?glaeﬁ%?%bﬁ%ﬁgﬁn%ﬁ%{é 640 may
be used to sil§f94iessalyasativsly VR 024 oray ptoromultisedigensemtieshyfeimmeg SHA-1 with

the DVR s I | c j,nal | ck i.\n out put
stream 630 %@c%g%geﬁgst%@eﬁﬂoﬁgﬁﬁaﬁgﬁ{l ?SM} %@é'kr ?é‘fﬂ ﬂE@%&S?‘g%E{:zﬂ]p ?on of

t he mul ti medimaxenvents muhimediacontettito gnoforpatacaptablefolGiRagdeand/of playtatk t hat
is readable b 01. 93] . | ot her enbodi ment, instead of using an

i nternal PES %&f(fsﬁ(il,orﬁﬁ’/%?%%o‘%kmﬂg@nst ore nultimedia content as an MPEG
program strean | IMPHEMENTIAITONMECHANISMBEGHARDOV ARE DVEFVIEWSs an MPEG 2 or
MPEG- 4 pr ogr re Thus, .DVR.102A w || not need to convert the data
stream for t 3@@ er ﬁ%“?’?)‘sfdﬂ?c\@&g‘%@@%#&ﬁ{at‘ﬁﬁéﬂmb‘?ﬁ sygioRA0D P Hhigh a
transfer of tahembudien®dtR iRRALI thay B iRp1chRhtedD¥BmMbIRA KBl 108 ViRfudede MPEG
program stream from st orage, parses the data streaminto data packets and

sends the pdCkEVEOTOHIPEoMImYNicangn merhanishelar erapBcating/RiIRIOTHEYd Bl SO
encrypt the @alc8sss£14 ch@pledd \Qtﬂ-?t%-?om%r&@ssll%nfoﬁﬁﬁlo\ﬁ.e%ogngﬁﬂar BREHBlop 11

re-assenbl es the packets into e MPEG program stream and stores the data
stream ont o &158{nsiudgea paipimemory i suchas a sandonastcsememeny (RAM) opatbkr t he

ocr ypts. ¢ he darae sioile diieel Shble e v0P (e RAGRAT P Mo ATl 54,2029
Further, PC eXecuigdpy progesserd@é. Mam VeE@y 706 glsamas be eshidrotoring sangfoeary t o

portabl e devigep2ly gtﬁéf%teﬂn&quhgﬁéa@g@gggg;getfu%%%ft%%%gﬁoéﬁﬁgd the MPEG

programstreamdirectly to porta W urt her
processi ng. Fxacufedby precessoryoft Glhputeleystem 700 further inalyddse réadnedy maabdryf or

storing and i Ny ia content.in format . . [0094].
Al ternati vel 9{ @%‘\)/?{@31%3)%% ﬁa%&cs%t%rg% %\‘ﬂc F?Tltlang‘fdato(? B?I:/ﬁg%r ???P%WHF ﬂ'ﬁ?ah‘m
ig (1: ept abl e f and instowhge ffl@é@gs_op?@dy bastkrage d&hd 'f.ll?,Zsﬁch Iy thiyetic %??JR»]}OZA or PC
st or aggy aﬁg?\éﬁ' {cta (%g% gmi'lovtiéegeanél gou%Pegttg Qttxs '}03 fgrn onn%rin O;ma%%g feil[lo(} %struectior?sr
[0096] Computer system 700 may be coupled via bus 702 to-a display 712, such as a

cathode ray tube (CRT), for displaying information to a computer user. An input device
714, including alphanumeric and other keys, is coupled to bus 702 for communicating
information and command selections to processor 704. Another type of user input device
.is cursor control 716, such as a2 mouse, a trackball, or cursor direction keys for
communicating direction information and command selections to processor 704 and for
controlling cursor movement on display 712. This input device typically has two degrees
of freedom in two axes, a first axis (e.g., x) and a second axis (e.g., y), that allows the
device to specify positions in a plane.

[0097] The invention is related to the use of computer system 700 for implementing
the techniques described herein. According to one embodiment of the invention, those
techniques are performed by computer system 700 in response to processor 704 executing
one or more sequences of one or more instructions contained in main memory 706. Such

instructions may be read into main memory 706 from another computer-readable
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on PC 101 or portable device 101A. 4.0 | MPLEMENTATI ON MECHANI SMS - -
HARDWARE OVERVI EW [ 0095] Figure 7 is a block diagramthat illustrates a
conput er system 700 upon which an enbodi ment of the invention may be

i npl enented. Conputer system 700 includes a bus 702 or other communication
mechani sm for comruni cating information, and a processor 704 coupled with
bus 702 for processing information. Conputer system 700 also includes a

mai n menory 706, such as a random agcess. meppr RA| r .other dynamc
storage devi®edivpoyph @?(ﬁtqrggemggwe;g@- %@Pﬂi‘?&??ﬁ&xﬁ%ﬁ%ﬁ%ﬁ“&@‘ﬁ‘é i n>s/t ructions
S or i gt eTpa Y e bRr o1 7ol At 6. Lt ar et L opdar i ng.

or other inter iagte i.nfornation. '
execut i on of deseribed hereino A altemagye e%@@éem“é%ﬁﬁg'e"ﬁ eﬁ&&%‘gmﬂ% ¢ usef) Li%clé"‘pgsystem

700 further ‘l’fgﬁ;%%% i é 9812@ﬂh96ﬁv¥aré@§iﬁfcﬂons(t8%lezﬁ&ﬁ i in@bier. Bt i ¢ storage

devi ce couple for storing static information and instructions
for processomiw@itnents oftloringrationsr sef limityd 1 HEFPEY 1,cqmRinasen ot Rprdwary
optical disk, | ry%?%(yg%% and coupled to bus 702 for storing information

. ¢i 3
and instructions. Comput er system 700 nay be coupl ed via bus 702

_to]: a di spl ay[oeds], sDieteams“ampatar-teadiblomgdivnubes YERTOEn FHPrS i 2 IMafi Y
information to a_ conputer user. i I G| Qe ;

al phanuner i ct%?ﬂtr‘?an 6t n@? IW%%I?EF é“sé%ﬁfﬁ Fg;dgtp{ %Q%B{S;%#Ofélléqg ?ﬁdgg'msrﬁd r? %ﬁ“ﬁ%

i nf or mat i on asgkommNBnss etdingbst 1o lipited tos sor-valgile magiet tedatilamedia, of user

i nput device s cursor_control : ., or
cursor di r e A SRRSO 1BF la'c]g?ﬂ%‘ﬁ%ﬁ% ?ﬁé%ﬁﬁ?g%tfﬁgﬁ:ﬁ%@ gorp %@?ﬁﬁ@ﬁ? command
?i'zecfljh_ons_ t fsiar %ﬁl@wragdlﬂvi%ﬂdld. OV olatileniedio ificiutlgs dymamer merowgrsoch ason di spl ay
12. is input device typically has.t egree f fr m.i axes, a
first axis (‘83igmemeyy %d*gar?@b%%ﬂ “’fgiaéwﬁgﬁ.?axﬁ?ab? sa‘f()pgef%ﬁ“gl\'/?rsan? ﬁ%gyodevi ce
to specify pgsicd, iNslidgthéwRésAng comPAR s ToEe Tranetidsicmmddia caehbo edtethe t he use

of conputer system 700 fqr inpleneptin t he techni ques descrj.bed herein.
Accor di ng t ofotih el ¥enBigioREsht Wes ﬁé’ﬂiaﬁ ?ﬁgeﬁ?f?tegalﬁg’égqm&'g'cvfﬁw aan{e@E%‘rree
performed byieomRitEicaidgt em 700 in response to processor 704 executing
one or nore sequences of one or nore instructi.ons coq%ained in,main nmenory

706. Such i [889% uct Semmonfaymp ef compyter FRadabiempdipnrids. foogerPlsnt 2o her

comput er - r eaglabl, PR bR Sk GheASicHR GaRy St fgREidmeBuecuTDoN of the
sequences of Tnstructions contained in main nmenory 706, causes %Oct SSsor
pr o

704 to perf ROV ey ghaoptiesl medipw, punsheardsppaperianeciny other physical medi
ggbngid In g? |n E)?] 'Ra ?rhg 2%40{1%%1 RIARE UIFRIOM RY ERRONE &1 ASHIERROM, @hiy Sther tRemory
re rnstructions to i nplement the invention. Thus,

chip or cartridge, a carrier wave as described hereinafter, or any other medium from
which a computer can read.
[0100]  Various forms of computer readable media may be involved in carrying one or
more sequences of one or more instructions to processor 704 for execution. For example,
the instructions may initially be carried on a magnetic disk of a remote computer. The
remote computer can load the instructions into its dynamic memory and send the
instructions over a telephone line using a modem. A modem local to computer system
700 can receive the data on the telephone line and use an infra-red transmitter to convert
the data to an infra-red signal. An infra-red detector can receive the data caried in the
infra-red signal and appropriate circuitry can place the data on bus 702. Bus 702 carries
the data to main memory 706, from which processor 704 retrieves and executes the
instructions. The instructions received by main memory 706 may optionally be stored on
storage device 710 either before or after execution by processor 704.
[0101] Computer system 700 also includes a communication interface 718 coupled to

bus 702. Communication interface 718 provides a two-way data communication coupling
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enbodi nents of the invention are not Iimted to any specific conbination of
hardware circuitry and software. [0098] The term "conputer-readabl e

medi um' as used herein refers to any nedium that participates in providing
instructions to processor 704 for execution. Such a nmedium may take many
forms, including but not limted to, non-volatile nedia, volatile nedia,
and transm ssion nedia. Non-volatile nedia includes, for exanple, optical

or magnetic sl ﬁéf&orkf’ti‘zlféhz@ﬁlaﬁk%xﬁﬁ&edjﬁ\&l@@l H&Qork\rkzlzarbﬁ@caﬁpra; a includes
dynam c nenory, such as nmmin menory 706. Transm ssion nedia includes

coaxi al cabl 8mMmEGEHiSp IMfprface IhYmeyY B%?‘“ intsgated servicpe dighial mgtviopeIP Nksard hat
COMpr i se bus o0 oqd RS 8l Fithhihiath brhRioRkSa LitkspdRnugl hcoust i ¢ or

| i ght waves, such as those generated during radi o-wave and ra-red data
comuni cat i oﬁpéepht’@d@@] ekemple commupispipndnterfacedid B imeybe dilesal aied ude, f or

exanple, a fl, &Lﬂm %ardaiulo%b?ldgtagbrﬁ& niBRod ogf.rmom{g%sﬁlb&bsézgm or any

ot her rragnetlc me any ot her opti cal ium  punchcards,
papert ape, anyiradshbuks ymraysaisoable impldinemtedai In ny push ireplamenshitidnpt@emuracaidd] a

P d EP i . i ,

carri er vave e AR T e el lec bR G BR b bR D

conput er candigaadiata[s@&08] replascntngsvaionstspasof oderputier. r eadabl e nedi a nay be
| ved f

ol ved DY R B B B S o R AR R L

be carried Oﬁetaoﬂmgfmher@atdidskm@f Far éxemiphmmmmitnkrlzo g proviigaicenmeoignut er
can | oad the msfJ uctlons |2%0 its ,224 m)‘ri[%/ and send the
i nst ruct i onsTERASR lagaknefatk g tolﬁlﬁ’ét Hﬁr 3R At 2AURIBRY PPSHE DX conput er

system 700 ﬁ@dindtssmcwrdvli&r(ispﬁmn SIe24die hep banealel tae cantluMsgioan i nfra-red
transmtter to convert the data tqQ an infra-red signal. An infra-red

det ect or canssrdessithraughibe waxld widspackstidata compaunigatipn REGVREK nawgoRIMORRY

appropriate fdnehid dsMhEaReRcACR8! NecallAdiRoRY2DYad HidtnetBUS bt dsCdclic@f  the
data to main memory 706, fromwhich processor 704 retrieves and executes

the i nstructPigagnete of erficrl rignalsilat paseedigitad dagg strgams- f’féﬁﬁssalsm@ualmhe
optionally b@axﬁh@ﬁeﬁ@o&@and%@f stk fid 78 :Inﬁl%o@%f wnﬁglﬂﬁqaﬁé

execution by processor 704 101] Conputer system 7 o I ncludes a
communi cat i ointerfatectlBawlicly agnictbegigaal defe to inddfrono comdenaysimd09.are i nterface

718 provides, feﬁy 23 to a network |ink

720 that is ggnhl%@ft to z%ﬁ nwgft}s%offt EI}%%HB o%tg)gxarrpl e, comunication

interface 718198y b@orwutwrrsmgnétﬂ@chnssemdmgws@edh@ ftewlvmw,\mckld(dgwam ard
code, through the network(s), network link 720 and communication interface 718. In the

Internet example, a server 730 might transmit a requested code for an application program
through Internet 728, ISP 726, local network 722 and communication interface 718.
[0104] The received code may be executed by processor 704 as it is received, and/or
stored in storage device 710, or other non-volatile storage for later execution. In this
manner, computer system 700 may obtain application code in the form of a carrier wave.
[0105]) In the foregoing specification, the invention has been described with reference
to specific embodiments thereof. It will, however, be evident that various modifications
and changes may be made thereto without departing from the broader spirit and scope of
the invention. The specification and drawings are, accordingly, to be regarded in an

illustrative rather than a restrictive sense.

5.0 EXTENSIONS AND ALTERNATIVES
[0106] In the foregoing specification, the invention has been described with reference

to specific embodiments thereof. It will, however, be evident that various modifications
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or a nodemto provide a data comuni cati on connection to a correspondi ng
type of telephone line. As another exanple, conmunication interface 718
may be a |ocal area network (LAN) card to provide a data conmunication
connection to a conpatible LANN. Wreless links may al so be inplenented. In
any such inplenmentation, communication interface 718 sends and receives
electrical, electromagnetic or optical signals that carry digital data
streans repr eaétianpe ivHenutle thepsts without Béfariatfioanthe bb@: lspiNe bviidckpd dfnk 720
typically provides data comuni.cation through one or re neémorks to
other data dé ‘B‘é‘g‘.“o‘?—?oﬁ“’e"’R ation andh diayyiRey ?ﬁl@cmnﬁﬁ#g&? SREAWEd B Eonnect i on
t hr ough | ocalilehiwerlshddanlaGedrifiRskeg@nput er 724 or to data equi pnent
operated by an Internet Service Provider (ISP) 726. ISP 726 in turn

provi des data conmuni cation services through the world wi de packet data
comuni cati on network now commonly referred to as the "Internet" 728.

Local network 722 and Internet 728 both use electrical, electromagnetic or
optical signals that carry digital data streans. The signals through the
various networks and the signals on network |link 720 and t hrough

communi cation interface 718, which carry the digital data to and from
conputer system 700, are exenplary forns of carrier waves transporting the
i nformation. [0103] Conputer system 700 can send nessages and receive data,
i ncludi ng program code, through the network(s), network link 720 and
communi cation interface 718. In the Internet exanple, a server 730 m ght
transmt a requested code for an application program through Internet 728,
| SP 726, |ocal network 722 and conmmunication interface 718. [0104] The
recei ved code may be executed by processor 704 as it is received, and/or
stored in storage device 710, or other non-volatile storage for later
execution. In this nmanner, conputer system 700 may obtain application code
in the formof a carrier wave. [0105] In the foregoing specification, the
i nvention has been described with reference to specific enbodinents
thereof. It will, however, be evident that various nodifications and
changes may be nmade thereto w thout departing fromthe broader spirit and
scope of the invention. The specification and drawi ngs are, accordingly,
to be regarded in an illustrative rather than a restrictive sense. 5.0
EXTENSI ONS AND ALTERNATI VES [0106] In the foregoing specification, the

i nvention has been described with reference to specific enbodinents
thereof. It will, however, be evident that various nodifications 24 and
changes may be made thereto wi thout departing fromthe broader spirit and
scope of
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the invention. The specification and draw ngs are, accordingly, to be
regarded in an illustrative rather than a restrictive sense. 25 CLAI M5
What is clainmed is: 1. A nethod for providing secure transfer and pl ayback
of multinedia content, conprising: identifying, at a Digital Video
Recorder (DVR), a personal conputer (PC) in a |local area network (LAN) as
an aut horized sharing PC using sharing information received froma service
provi der; establishing a secure connection between the DVR and the

aut hori zed sharing PC, receivi @AIMS the DVR, a request for nultinedia
content fromthe authorized sharing PC, retrieving, at the DVR the
request ed WtF AR ¥ontent from a storage device on the DVR wherein the

request ed jmul tiARdindd 63 Pr&Mlink SechfQrfdfel BnBplhibask of MikaRdfaoiRh:,
converting, at the DVR, the frrst video format of the nultinmedia content

into a seeowdspEdeo format of the nultinedia content, wherein the second

yideo formal | SafGoRPULEDiEERIRRELAEOTIVE B hers RN ShififlubiPCy BEOND Vi deo

format of the nu a content along wth nefadata relating to the
mul timedi a content flscahartdiectMR (LA N)he amatthonized eblargigiG wang $B@ringand

di splaying to a user_yia a nedia | i cat.ion pr.ogramon the PC, transfer
status of multi nedil%fo%’togﬁ?ceﬁ’%%}ég\/ﬁ TeﬁVIﬁ%]?rﬁglgFlg related to the nultinedia

content. 2. The dyablihg0f seChrdicOnkotidbdriiedn (BODWMR &idnBe adteareied bigingat t he
DVR, advertising content froma service provider; sending the advertising

content fromthe DVRCto the PC, receiving, at the PC, the advertising
content; displ ayﬂe&@viﬁg%t ﬁlgWﬁ,'a%@&s%Phﬁmméd% QoS fromIROAlIRGi R4 MTESSage
r

fromthe PCto the sefrvice provid Indicating that the advertising
content has been reswrmgd(hy the PC, and

retrieving, at the DVR, the requested multimedia content from a storage device
on the DVR, wherein the requested multimedia content is stored in a first
video format;

converting, at the DVR, the first video format of the multimedia content into a
second video format of the multimedia content, wherein the second video
format is a computer-readable video format;

sending the second video format of the multimedia content along with metadata
relating to the multimedia content from the DVR to the authorized sharing
PC; and

displaying to a user via a media application program on the PC, transfer status
of multimedia content along with metadata related to the multimedia

content.

2. The method of Claim 1, further comprising:
receiving, at the DVR, advertising content from a service provider;
sending the advertising content from the DVR to the PC;
receiving, at the PC, the advertising content;
displaying the advertising content to a user;
sending a message from the PC to the service provider indicating that the

advertising content has been received by the PC; and
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26 charging a fee to an advertiser, by the service provider, for delivery
of advertising content to the PC. 3. The nethod of Caim1l, further
conprising: receiving, at the DVR, advertising content froma service
provi der; sending the advertising content fromthe DVR to the PC,
receiving, at the PC, the advertising content; displaying the advertising
content to a user; sending a nessage fromthe PCto the service provider
indicating that the advertising content has been displayed to the user;
and charging achagink@ fedtoar\eaidrise by thy sdriiee PR IteE orfllelVérd @F adveetisig user
view ng an advertisenent fromthe advertising content on the PC. 4. An
appar atus for provi @PHeptsetgFe transfer and playback of multinedia content,
conprising: a nodule for identifying, at a Digital Video Recorder (DVR), a
personal conputer (PC) in a |ocal area network (LAN) as an authorized
sharing PG. usiThg nsittadiof§liimf lo furthiei ormpreawi: ved from a service provider; a

nodul e for establishing, a ure connect i bet wee VR and t he

aut hori zed sharr?cﬁﬁ’llﬁg@?lgt e%ﬁﬁﬁlagveft&mg’%o i,'eln\??rﬁrgn,aSél3 1%1%0 > a request for
nul ti medi a contsedfing the BaeRaingshiar fra@dhsSHWRI togheF; a nodul e for
retrieving, at the DVR _the requested nultinmedia content froma storage
devi ce on the FRARIVIRghatrBf RCt e ad wgiidng CWt®i ti medi a content is stored in a
first video forgmt.id HOMERisihoreMsalkdy, at the DVR the first format
of the nmultimedia content into a second video format of the nultinedia
content, wher eisenditigs wewegrdfiron it foghergarvice prpvidshpdiceting daldhsl e vi deo
format; a nodul e for ,sendin i r the nmul ti nmedi a
content al ong mﬁthwﬁg ggl(%n%g %%ﬁ%%?%g&% ?qﬂa ﬁggé fg content fromthe
DVR to the authegingedesihaniadgerféer, Brte fviae prdidar, dppl useatiewimgpnogr am on

the PC displaying to _a user transfer status of | tiyedi a content al ong
with netadata’ rel at 88Vefiemgt frFﬂﬁ‘F fﬁ'ier‘?gﬁ‘fr&s%% APEAR .Onm%he b
4. An apparatus for providing secure transfer and playback of multimedia content,
comprising:

a module for identifying, at a Digital Video Recorder (DVR), a personal
computer (PC) in a local area network (LAN) as an authorized sharing PC
using sharing information received from a service provider;

a module for establishing a secure connection between the DVR and the
authorized sharing PC;

a module for receiving, at the DVR, a request for multimedia content from the
authorized sharing PC;

a module for retrieving, at the DVR, the requested multimedia content from a
storage device on the DVR, wherein the requested multimedia content is
stored in a first video format;

a module for converting, at the DVR, the first format of the multimedia content
into a second video format of the multimedia content, wherein the second
video format is a computer-readable video format;

a module for sending the second video format of the multimedia content along
with metadata relating to the multimedia content from the DVR to the

authorized sharing PC; and
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5. The apparatus of Claim4, further conprising: a nodule for receiving, at
the DVR, advertising content froma service provider; a nodule for sending
t he advertising content fromthe DVR to the PC, a nodule for receiving, at
the PC, the advertising content; a nodule for displaying the advertising
content to a user; a nodule for sending a nmessage fromthe PC to the
service provider indicating that the advertising content has been received
by the PC, and a nodule for charging a fee to an advertiser, by the service

provider, for delhy®s ¥pplRhtichdyedrhinsnige PO dspRinko b heer Banstér. staliigofappar at us
of Claim4, further conprising: a nodule for receiving, at the DVR

adverti sing cont ent Multgpsdia eispt aleng pingdadata rﬁlaFﬁgd?lﬂ@“f‘ HMEdA GPHER! he
advertising content fromthe DVR to the PC, a nodule for receiving, at the
PC, the advertising content fromthe DVR, a nodule for displaying the
advertisi fg coffheappargusofifslem 4, {furlpdgpwpysingli ng a nessage fromthe PC to

A e
t he service pravwdle fof @ndigulketdvenis@picogemrom e VR estatPCE r om t he
advertising Corz]itn(?orc]ituleot%r Eeggivgg,' at %’186 PC, the a(i;fertising content;
a module for displaying the advertising g%mtent to a user;
a module for sending a message from the PC to the service provider indicating
that the advertising content has been received by the PC; and
a module for charging a fee to an advertiser, by the service provider, for delivery

of advertising content to the PC.

6. The apparatus of Claim 4, further comprising:
a module for receiving, at the DVR, advertising content from a service provider;
a module for sending the advertising content from the DVR to the PC;
a module for receiving, at the PC, the advertising content from the DVR;
a module for displaying the advertising content to a user;
a module sending a message from the PC to the service provider indicating that
the advertising content has been displayed to the user; and
a module for charging a fee to an advertiser, by the service provider, for a user

viewing an advertisement from the advertising content on the PC.
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