10

15

20

25

WO 2022/076605 PCT/US2021/053840

SECURE AND SCALABLE PRIVATE SET INTERSECTION FOR
LARGE DATASETS

CROSS REFERENCE TO RELATED APPLICATION

[0001] This application is an international application which claims priority to U.S.
Provisional Application No. 63/088,863, filed October 7, 2020, the disclosures of which are

hereby incorporated by reference in their entirety for all purposes.

BACKGROUND

[0002] The intersection of two more sets comprises elements common to those sets.
Determining the intersection of sets is a practice associated with the use of databases and
digital data, and has numerous applications. As an example, a non-profit organization may
have a dataset corresponding to a list of people who have previously volunteered for the
organization, and a dataset comprising members of the organization that live in a particular
city. The non-profit organization may determine the intersection of these datasets in order to
determine a list of previous volunteers that live in that city. The non-profit organization
could then send a mass-communication (such as a text message, email, etc.) to inform those

volunteers of a new volunteering opportunity in that city.

[0003] Conventionally, determining the intersection of two sets involves comparing the
individual elements of those sets. This means that typically full access to both sets is needed
to determine the intersection. This may not be a problem if the datasets are owned or
controlled by a single party. If however, sets are owned or held by different parties, the
parties would need to disclose their sets to each other in order to determine the set
intersection. This can be problematic when the sets comprise data that is private or sensitive,

such as personally identifying information, medical records, etc.

[0004] Fortunately, privacy-preserving methods for determining set intersections exist.
Private set intersection (PSI) enables two parties, each holding a private set of elements, to
compute the intersection of the two sets while revealing nothing more than the intersection
itself. PSI has applications in a variety of settings. For example, PSI can be used to measure
the effectiveness of online advertising [39], perform private contact discovery [12, 21, 62],

perform privacy-preserving location sharing [50, 31], perform privacy-preserving remote
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diagnostics [10] and detect botnets [49]. Several recent works, most notably [11, 54, 55]
have studied the balance between computation and communication. Some have even

optimized PSI protocols based on the cost of operating these protocols in the cloud.

[0005] While progress has been made in advancing the efficiency of PSI protocols, almost
all documented research on balanced PSI (e.g., where each party possesses private sets
comprising approximately the same number of elements) has focused on settings with set
sizes of at most 22* ~ 16 million elements. One notable exception is the work of [67] which
demonstrated the feasibility of non-standard “server aided” PSI on billion element sized sets.
In this work, a mutually trusted third party server aided in determining the intersection.
Another notable exception is the recent work of [59, 60]. In this work, two servers (each with
over 16 GB of memory) determined the PSI of two one billion element sets in 34.2 hours.

This result leaves room for improvement.

[0006] Additionally, there are many issues associated with scaling existing PSI protocols to
large data sets, such as memory consumption. Broadly speaking, memory consumption is a
problem when implementing cryptographic schemes that operate on large amounts of data.
Many if not all implemented PSI protocols (e.g., those based on garbled circuits, or bloom
filters, or cuckoo hashing) quickly exceed the main memory, thereby requiring more
engineering effort. Even computing the plaintext intersection for billions of elements is a

nontrivial problem.
[0007] Embodiments address these and other problems, individually and collectively.

SUMMARY
[0008] Embodiments of the present disclosure are directed to improved methods for
determining private set intersections (PSIs) in parallel. These methods are fast and efficient,
particularly for determining the PSI of large (e.g., billion element sets). As an example, these
methods have been used to determine the PSI of two one-billion-element sets comprising 128
bit elements in 83 minutes; this is 25 times faster than a current state-of-the-art solution
described in [60], which determined the same PSI in 34.2 hours. Additionally, because
embodiments of the present disclosure can be used to parallelize most existing methods of

determining PSIs, they are comparatively flexible and easy to implement.

[0009] Embodiments of the present disclosure are also directed to improved methods of
performing private database joins (PDJs), based largely on the improved methods for

performing PSIs referenced above. In broad terms, a “join query” (e.g., an SQL statement or
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a JSON style request) can be re-interpreted as a PSI operation between sets of “join keys.”
The methods herein can be used to determine an intersected set of join keys, which can then

be used to produce the joined table, thereby completing the PDJ.

[0010] Embodiments of the present disclosure are also directed to systems, computers, and
other devices that can be used to perform the methods described above. These systems can
comprise, for example, an orchestrator computer that interprets requests from clients
(corresponding to PSIs or PDJs) and transmits them to a first party server and a second party
server, each associated with a corresponding database and corresponding computing cluster.
The first party server and second party server can communicate with one another and their
respective computing clusters to calculate the result of the PSI or PDJ and return the result to

the orchestrator, which can then return the result to the client computer.

[0011] More specifically, one embodiment is directed to a method performed by a first
party computing system. The first party computing system can tokenize a first party set,
thereby generating a tokenized first party set. The tokenized first party set can comprise a
plurality of first party tokens. The first party computing system can then generate a plurality
of tokenized first party subsets by assigning each first party token of the plurality of first
party tokens to a tokenized first party subset of the plurality of tokenized first party subsets
using an assignment function. Then, for each tokenized first party subset of the plurality of
tokenized first party subsets, the first party computing system can perform a private set
intersection protocol with a second party computing system using the tokenized first party
subset and a tokenized second party subset corresponding to the second party computing
system. This this way the first party computing system can perform a plurality of private set
intersection protocols and generate a plurality of intersected token subsets. Afterwards, the
first party computing system can combine the plurality of intersected token subsets, thereby
generating an intersected token set, then detokenize the intersected token set, thereby

generating an intersected set.

[0012] Another embodiment is directed to a different method performed by a first party
computing system. The first party computing system can receive a private database table join
query that identifies one or more first database tables and one or more attributes. The first
party computing system can retrieve the one or more first database tables from a first party
database, then determine a plurality of first party join keys based on the one or more first

database tables and one or more attributes. Next, the first party computing system can
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tokenize the plurality of first party join keys, thereby generating a tokenized first party join
key set, wherein the tokenized first party join key set comprises a plurality of first party
tokens. The first party computing system can generate a plurality of tokenized first party
subsets by assigning each first party token of the plurality of first party tokens to a tokenized
first party subset of the plurality of tokenized first party subsets using an assignment function.
Then for each tokenized first party subset of the plurality of tokenized first party subsets, the
first party computing system can perform a private set intersection protocol with a second
party computing system using the tokenized first party subset and a tokenized second party
subset corresponding to the second party computing system, thereby performing a plurality of
private set intersection protocols and generating a plurality of intersected token subsets. The
first party computing system can combine the plurality of intersected token subsets, thereby
generating an intersected join key set, then detokenize the intersected token set, thereby
generating an intersected join key set. Afterwards, the first party computing system can filter
the one or more first database tables using the intersected join key set, thereby generating one
or more filtered first database tables. The first party computing system can receive one or
more filtered second database tables from the second party computing system, then combine
the one or more filtered first database tables and the one or more filtered second database

tables, thereby generating a joined database table.

[0013] These and other embodiments of the disclosure are described in detail below. For
example, other embodiments are directed to systems, devices, and computer readable media

associated with methods described herein.

[0014] Prior to discussing specific embodiments of the disclosure, some terms may be

described in detail.

TERMS
[0015] A “server computer” may include a powerful computer or cluster of computers. For
example, the server computer can include a large mainframe, a minicomputer cluster, or a
group of servers functioning as a unit. In one example, the server computer can include a
database server coupled to a web server. The server computer may comprise one or more
computational apparatuses and may use any of a variety of computing structures,

arrangements, and compilations for servicing the requests from one or more client computers.

[0016] An “edge server” may refer to a server that is located on the “edge™ of a computing

domain or network. An edge server may communicate with computers located both within
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the computing network and outside of the computing network. An edge server may allow
external computers (such as client computers) to gain access to resources or services provided

by the computing domain or network.

[0017] A “client computer” may refer to a computer that uses the services of other
computers or devices, such as server computers. A client computer may connect to these
other computers or devices over a network such as the Internet. As an example, a client
computer may comprise a laptop computer that connects to an image hosting server in order

to view images stored on the image hosting server.

[0018] A “memory” may refer to any suitable device or devices that may store electronic
data. A suitable memory may comprise a non-transitory computer readable medium that
stores instructions that can be executed by a processor to implement a desired method.
Examples of memories may comprise one or more memory chips, disk drives, etc. Such
memories may operate using any suitable electrical, optical, and/or magnetic mode of

operation.

[0019] A “processor” may refer to any suitable data computation device or devices. A
processor may comprise one or more microprocessors working together to accomplish a
desired function. The processor may include a CPU that comprises at least one high-speed
data processor adequate to execute program components for executing user and/or system-
generated requests. The CPU may be a microprocessor such as AMD's Athlon, Duron and/or
Opteron; IBM and/or Motorola's PowerPC; IBM's and Sony's Cell processor; Intel's Celeron,

Itanium, Pentium, Xeon, and/or XScale; and/or the like processor(s).

[0020] A “hash function” may refer to any function that can be used to map data of
arbitrary length or size to data of fixed length or size. A hash function may be used to
obscure data by replacing it with its corresponding “hash value.” Hash values may be used as

tokens.

[0021] A “token” may refer to data used as a substitute for other data. A token may
comprise a numeric or alphanumeric sequence. A token may be used to obscure data that is
secret or sensitive. The process of converting data into a token may be referred to as
“tokenization.” Tokenization may be accomplished using hash functions. The process of
converting a token into the substituted data may be referred to as “detokenization.”

Detokenization may be accomplished via a mapping (such as a look-up table) that relates a
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token to the data it substitutes. A “reverse-lookup™ may refer to a technique that can be used

to determine substituted data based on tokens using a mapping.

[0022] A “dummy value” may refer to a value with no meaning or significance. A dummy
value may be generated using a random or pseudorandom number generator. A dummy
value may comprise a “dummy token,” a token that does not correspond to any substituted

data.

[0023] A “multi-party computation” (MPC) may refer to a computation that is performed
by multiple parties. Each party, such as a computer, server, or cryptographic device, may
have some inputs to the computation. Each party can collectively calculate the output of the

computation using the inputs.

[0024] A “secure multi-party computation” (secure MPC) may refer to a multi-party
computation that is secure. In some cases, “secure multi-party computation” refers to a
multi-party computation in which the parties do not share information or other inputs with

each other. Determining a PSI can be accomplished using a secure MPC.

[0025] An “oblivious transfer (OT) protocol” may refer to a process by which one party
can transmit a message (or other data) to another party without knowing what message was
transmitted. OT protocols may be 1-out-of-n, meaning that a party can transmit one of »
potential messages to another party without knowing which of the #» messages was
transmitted. OT protocols can be used to implement many forms of secure MPC, including

PSI protocols.

[0026] A “pseudorandom function™ may refer to a deterministic function that produces an
output that appears random. Pseudorandom functions may include collision resistant hash
functions, elliptic curve groups, etc. A pseudorandom function may approximate a “random
oracle,” an ideal cryptographic primitive that maps an input to a random output from its
output domain. A pseudorandom function can be constructed from a pseudorandom number

generator.

[0027] An “oblivious pseudorandom function” (OPRF) may refer to a function that delivers
a pseudorandom output to a first party using a pseudorandom function and an input provided
by a second party. The first party may not learn the input and the second party may not learn
the pseudorandom output. An OPRF can be used to implement many forms of secure MPC,

including PSI protocols.
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[0028] A “message” may refer to any data that may be transmitted between two entities. A
message may comprise plaintext data or ciphertext data. A message may comprise
alphanumeric sequences (e.g., “hello123”) or any other data (e.g., images or video files).

Messages may be transmitted between computers or other entities.

[0029] A “log file” or “audit log” may comprise a data file that stores a record of
information. For example, a log file may comprise records of use of a particular service, such
as a private database join service. A log file may contain additional information, such as a
time associated with the use of the service, an identifier associated with a client using the

service, the nature of the use of the service, etc.

BRIEF DESCRIPTION OF THE DRAWINGS

[0030] FIG. 1 shows an exemplary use case for a PDJ according to some embodiments.

[0031] FIG. 2 shows an exemplary PPSI and PPDJ system according to some

embodiments.

[0032] FIG. 3 shows a high level description of PSI parallelization according to some

embodiments.

[0033] FIG. 4 shows an exemplary PPSI method according to some embodiments,

including binning.

[0034] FIG. 5 shows a flowchart corresponding to an exemplary PPSI method according to

some embodiments, including binning.

[0035] FIG. 6 shows a flowchart corresponding to an exemplary PPDJ method according to

some embodiments.

[0036] FIG. 7 shows a system block diagram of an exemplary SPARK-PSI system

according to some embodiments.

[0037] FIG. 8 shows a diagram detailing a SPARK-PSI workflow according to some

embodiments.

[0038] FIG. 9 shows a graph summarizing results from a SPARK-PSI benchmarking

experiment.

[0039] FIG. 10 shows an exemplary computer system according to some embodiments.
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DETAILED DESCRIPTION

[0040] Embodiments of the present disclosure relate to improved implementations of
oblivious transfer (OT) based PSI protocols that can be used to quickly determine the PSI of
sets comprising large numbers (e.g., billions) of elements. A benchmarking experiment
performed using these protocols (see Section VII) was used to determine the PSI of two sets,

each comprising one billion 128-bit elements. The PSI was determine in roughly 83 minutes.

[0041] By comparison, a naive hashing protocol for standard set intersection requires 74
minutes to complete, of which 19 minutes (26%) are for hashing and transferring data and 55
minutes (74%) are for computing the plaintext intersection. Thus in terms of execution time,
a paralleled PSI (PPSI) protocol according to embodiments only slightly underperforms

insecure set intersection protocols.

[0042] As an additional comparison, the work of [60] determined the PSI of two one billion
element sets containing 128-bit elements in 34.2 hours using solid state drives. 30.0 hours
(88%) was spent performing simple hashing. 3 hours (9%) was spent computing the OTs, 1.2
hours (4%) was spent computing the plaintext intersection. Thus, a PPSI protocol according
to embodiments can determine PSIs approximately 25 times faster than current, state-of-the-

art solutions.

[0043] Embodiments achieve these results by use of novel techniques that enable PSI
protocols to be parallelized. In this manner, parties (e.g., computer systems storing private
sets) can distribute their computational workload among multiple worker nodes in computing
clusters (using for example, a large-scale data processing engine such as Apache Spark),
reducing the total amount of time required to calculate the PSI. Further, these parallelization
techniques can be used with many different existing PSI protocols (such as KKRT [41],
PSSZ15 [56], etc.) without otherwise modifying those protocols. As such, embodiments can
comprise a “plug and play” solution, which may be easier for entities and organizations to

integrate into existing PSI systems or infrastructure.

[0044] This disclosure describes the following aspects. In aspect (1), “binning” can be used
to securely produce tokenized subsets based on input datasets. In aspect (2), “parallel private
set intersection (PPSI) techniques™ (sometimes referred to as a PPSI protocol or Iepsi) can be
used by a first party and a second party to determine the private set intersection of a first set

and a second set. The PPSI techniques can involve the use of the binning techniques
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described above. In aspect (3), “parallel private database join (PPDJ)” techniques (sometimes
referred to as a PPDJ protocol) can be used by a first party and a second party to perform a
private join of one or more first database table and one or more second database table. In
aspect (4), a “PPSI or PPDJ system,” comprising computers and other devices, can be used to
perform either the PPSI techniques or the PPDJ techniques. In aspect (5), an implementation
of the PPSI or PPDJ system, referred to as “SPARK-PSI” can use Apache open source
software, particularly Apache Spark. In aspect (6), benchmarking experiments performed on
SPARK-PSI, demonstrate its speed and efficiency. In aspect (7), cryptographic threat
modelling, analysis, and simulation, can be used to demonstrate the security of the binning
techniques, PPSI techniques, etc. In aspect (8), various related works, theory, and additional
concepts relevant to the field of PSI are provided, which may aid in understanding

embodiments of the present disclosure.

[0045] In broad terms, binning can involve tokenizing elements of two sets (e.g., a first
party set and a second party set), assigning the tokens to subsets (or “bins”) of roughly equal
size, and padding the subsets using random dummy tokens, thereby obscuring the number of
real tokens in the subsets. Binning can divide the elements of sets into these subsets securely,
without leaking any information about the number or distribution of elements in the sets. In
this way binning can enable parallelization of PSI protocols. Rather than performing a single
PSI protocol using a (large) first set and a (large) second set, a first party computing system
and a second party computing system can perform multiple PSI protocols using pairs of

tokenized subsets.

[0046] The PPSI techniques can involve an application of the binning techniques described
above. A first party computing system and a second party computing system can use binning
techniques to partition a first party set and a second party set into a plurality of tokenized first
party subsets and a plurality of tokenized second party subsets. The first party computing
system and the second party computing system can then perform m PSI protocols (where m is
the number of tokenized subsets corresponding to each party), using pairs of corresponding
tokenized subsets. These PSI protocols can be performed in parallel using computing clusters
that comprise a number of worker nodes. The result of these 2 PSI protocols can comprise
intersected token subsets. One or both of the first party computing system and the second
party computing system can combine the m intersected token subsets to produce a intersected

token set. The first party computing system and second party computing system can
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detokenize the intersected token set, thereby generating an intersected set. In this way the

PSI of the first party set and the second party set can be determined.

[0047] The PPDJ techniques can involve an application of the PPSI techniques described
above. A client computer can transmit a join query (also referred to as a “join request,” a
“private database table join query,” and other like terms) to an orchestrator computer. The
join query can identify database tables corresponding to the two parties and a set of
“attributes” that are the basis of the join operation. In general terms, the orchestrator
computer can reinterpret this join query as one or more PSI operations on sets of “join keys.”
The reinterpreted join query can be sent to the first party computing system and the second
party computing system. The first party computing system and second party computing
system can (using their respective computing clusters) perform PPSI techniques using a first
party join key set and a second party join key set. This can result in an intersected set of join
keys. Using the intersected set of join keys, each party can filter their respective database
tables, then transmit the filtered database tables to one another. The filtered database tables

can then be combined (joined), thereby completing the PDJ.

[0048] FIG. 1 shows an exemplary use case for a private database join. A first party and a
second party can possess a first party data set 102 and a second party dataset 104
respectively. The first party and the second party may want to use their datasets to produce a
machine learning model 112. As an example, these data sets may comprise tables of
advertising data, and the machine learning model 112 may comprise a model used to predict
the effectiveness of an advertising campaign. The first party and the second party each
benefit from using the data from the other party to train the machine leaming model 112.

However, the parties may not want to freely share data with each other.

[0049] Instead, the parties can perform a private database join 106 using their respective
data sets as inputs. As a result, the two parties can enrich their dataset without revealing any
additional information to the other party. During a training phase, the joined dataset can be
used as an input to a machine learning algorithm 110. The machine learning algorithm 110
can produce a machine learning model 112. Afterwards, either party can use the machine
learning model 112 to make any number of inferences 114 about the data, for example,

whether a particular advertising campaign will be effective.

[0050] A PPSI or PPDJ system that can be used to implement PPSI techniques and/or the

PPDJ techniques is described in more detail in Section I. Generally, this system comprises a

10
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client computer, an orchestrator computer, a “first party domain” and a “second party
domain.” The first party domain can comprise a first party computing system, which can
comprise a first party server and a first party computing cluster. The second party domain
can comprise a second party computing system, which can comprise a second party server
and a second party computing cluster. The first party server and second party server may be
referred to as “edge servers.” Each party can use their respective computing system to

perform PPSI or PPDJ techniques with the other party.

[0051] It should be understood that there are a variety of ways that can be used to
implement the PPSI or PPDJ system described above. Such implementations can use a
variety of hardware systems, software packages, frameworks, libraries, etc. However, for
illustrative purposes, a particular implementation (SPARK-PSI) using Apache open source
software including Apache Spark is described. At the time of writing, Apache open source
software is popular in academia, research, and industry for big data applications. As such,

SPARK-PSI demonstrates a practical implementation of some embodiments.

[0052] Additionally, the SPARK-PSI implementation was used in a series of benchmarking
experiments described in Section VII. These benchmarking experiments demonstrate the
speed and efficacy of PPSI techniques described herein, particularly when compared to
existing state-of-the-art PSI protocols. As an example, the SPARK-PSI implementation
performed a parallel private set intersection between two sets, each comprising one billion
128-bit elements in 83 minutes. A current state-of-the-art PSI protocol described in [60],
achieved the same result in 34.2 hours. Thus, methods according to embodiments can be
used to perform PSI (on large datasets) roughly 25 times faster than current state-of-the-art

PSI protocols.

L. PPSI AND PPDJ SYSTEM

[0053] PPSI techniques used to determine the intersection of two sets and PPDJ techniques
used to produce joined database tables can be executed respectively by a PPSI and PPDJ
system, a network of computers, databases, and other devices that enables two parties to

perform a secure private set intersection or a secure private database join.

A System block diagram

[0054] FIG. 2 shows a system block diagram of an exemplary PPSI and PPDJ system

according to some embodiments. The system of FIG. 2 comprises a client computer 202, an

11



10

15

20

25

30

WO 2022/076605 PCT/US2021/053840

orchestrator (also referred to as an orchestrator computer) 204, a first party domain 206, and a

second party domain 208.

[0055] The first party domain 206 and the second party domain 208 broadly comprise the
computing resources corresponding to the first party and the second party respectively. The
first party domain 206 can comprise a first party server 210, a first party database 222, and a
first party computing cluster 226. The second party domain 208 can comprise a second party
server 212, a second party database 224, and a second party computing cluster 228. The
combination of the first party server 210 and the first party computing cluster 226 may be
referred to as a “first party computing system.” Likewise, the combination of the second
party server 212 and the second party computing cluster 228 may be referred to as a “second

party computing system.”

[0056] In some embodiments, the first party computing system and second party computing
system may comprise single computer entities, rather than combinations of computer entities,
as described above. As such, it should be understood that in these embodiments, messages
transmitted or received by, for example, the first party server 210 may instead be transmitted
or received by the single computer entity comprising the first party computing system, and

likewise for the second party computing system.

[0057] The computers and devices of FIG. 2 may communicated with each other via a
communication network, which can take any suitable form, and may include any one and/or
the combination of the following: a direct interconnection; the Internet; a Local Area
Network (LAN); a Metropolitan Area Network (MAN); an Operating Missions as Nodes on
the Intemet (OMNI); a secured custom connection; a Wide Area Network (WAN); a wireless
network (e.g., employing protocols such as, but not limited to a Wireless Application
Protocol (WAP), I-mode, and/or the like); and/or the like. Messages between the computers
and devices may be transmitted using a secure communications protocol, such as, but not
limited to, File Transfer Protocol (FTP); HyperText Transfer Protocol (HTTP); Secure
HyperText Transfer Protocol (HTTPS); Secure Socket Layer (SSL), ISO (e.g., ISO 8583)
and/or the like.

1. Client Computer

[0058] The client computer 202 can comprise a computer system associated with a client.

The client may request the output of a PPSI on two datasets (an intersected set) or the output
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of a PPDJ (ajoined table). The client may use client computer 202 to request this output by
transmitting a request message to orchestrator 204. When the client computer 202 is used to
request the output of a PPDJ, the request message may comprise a database query, such as an
SQL style query. Alternatively, the request message may comprise a JSON request. The
client computer 202 may be a computer system associated with either the first party or the
second party. After a PSI is determined or a PPDJ operation completed, the client computer
202 can receive the results from the orchestrator 204. The client computer 202 may
communicate with the orchestrator 204 via an interface exposed by the orchestrator (such as a

UI application, a portal, a Jupyter Lab interface, etc.)

2. Orchestrator

[0059] The orchestrator computer 204 may comprise a computer system that manages or
otherwise directs PPSI and PPDJ operations. The orchestrator 204 can receive request
messages from client computers, interpret those request messages, and communicate with the
first party server 210 and second party server 212 to complete those requests. For example, if
arequest message comprises a PDJ query, the orchestrator can validate the correctness of the
PDJ query, reinterpret that query as PPSI operations, and then transmit a request message
detailing those operations to the first party server 210 and the second party server 212.
Messages from the orchestrator to the first party server 210 and the second party server 212
may, for example, identify particular datasets on which the first party server 210 and the

second party server 212 should perform PPSI or PPDJ operations on.

[0060] These messages may also include metadata or data schema that may be useful in
performing PPSI or PPDJ operations. The orchestrator computer 204 may acquire these
metadata and schemas during an initialization phase performed between the orchestrator 204,
the first party server 210, and the second party server 212. During this initialization phase,
the first party server 210 and the second party server 212 may transmit their respective

metadata and schemas to the orchestrator 204.

[0061] The orchestrator 204 can interface with the first party server 210 and the second
party server 212 via their respective cluster interfaces 214 and 220. Once the first party
computing system and second party computing system have completed the PPSI or PPDJ
operation, they can return the results (e.g., an intersected set or a joined database table) to the
orchestrator 104 via their respective cluster interfaces. The orchestrator 204 can then return

the results to the client computer 202.
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[0062] Additionally, although the orchestrator 204 is shown outside of the first party
domain 206 and second party domain 208, in some implementations the orchestrator 204 may

be included in either of these domains, and thus may be operated by the first party or the

second party.

3. First and Second Party Server

[0063] The first party server 210 and second party server 212 may comprise edge servers
located at the “edge” of the first party domain 206 and second party domain 208 respectively.
The first party server 210 and second party server 212 may manage PPSI and PPDJ
operations performed by their respective computing clusters. The first party server 210 and
the second party server 212 may use their respective cluster interfaces 214 and 220 to
communicate with their respective computing clusters. In some embodiments, cluster
interfaces 214 and 220 can be implemented using Apache Livy. The first party server 210
and second party server 212 may communicate with one another via their respective data
stream processors 216 and 218. In some embodiments, data stream processors 216 and 218
can be implemented using Apache Kafka. These data stream processors 216 and 218 may

also be used to communicate with worker nodes 238-244.

[0064] The first party server 210 may interface with first party database 222 in order to
retrieve any relevant sets or database tables used to perform PPSI or PPDJ operations. The
first party server 210 can perform binning techniques (described in more detail below) to
produce tokenized subsets, which the first party server 210 can transmit to the first party
computing cluster 226 (via cluster interface 214 and driver node 230). The first party
computing cluster 226 can then perform PPSI techniques on these tokenized subsets,
returning a tokenized intersection set. The first party server 210 can then detokenize the
tokenized intersection set, producing an intersection set, which can be returned to the client
computer 202 via the orchestrator 204. Alternatively, if the first party server 210 is
performing a PDJ operation, the first party server can use the intersection subset to produce a
joined database table, which can then be returned to the client computer 202 via the

orchestrator 204.

[0065] Likewise, the second party server 212 may interface with second party database 224
in order to retrieve any relevant sets or database tables used to perform PPSI or PPDJ
operations. The second party server 212 can perform the binning techniques (described in

more detail below) to produce tokenized subsets, which the second party server 212 can
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transmit to the second party computing cluster 228 (via cluster interface 220 and driver node
232). The second party computing cluster 228 can then perform PPSI techniques on these
tokenized subsets, returning a tokenized intersection set. The second party server 212 can
then detokenize the tokenized intersection set, producing an intersection set, which can be
returned to the client computer 202 via the orchestrator 204. Alternatively, if the second
party server 212 is performing a PDJ operation, the second party server 212 can use the
intersection subset to produce a joined database table, which can then be returned to the client

computer 202 via the orchestrator 204.

4. First and Second Party Database

[0066] The first party database 222 and second party database 224 may comprise databases
that store datasets (sometimes referred to as “first party sets” and “second party sets™) and
database tables (sometimes referred to as “first party database tables™ and “second party
database tables™). The first party computing system and second party computing systems
may access their respective databases to retrieve these datasets and database tables in order to
perform PPSI and PPDJ operations. Notably, the first party database 222 can be isolated
from the second party domain 208. Likewise, the second party database 224 can be isolated
from the first party domain 206. This can prevent either party from accessing private data

belonging to the other party.

5. First and Second Party Computing Cluster

[0067] The first party computing cluster 226 and second party computing cluster 228 may
comprise computer nodes that can execute PSI protocols in parallel in order to execute PPSI
techniques according to embodiments. These may include driver nodes 230 and 232 (also
referred to as master nodes), and worker nodes 238-244. Each node may store code enabling
it to execute its respective functions. For example, driver nodes 230 and 232 may each store
arespective PSI driver library 234 and 236. Likewise, worker nodes 238-244 may store PSI
worker libraries 246-252. The worker nodes 238-244 may use these PSI worker libraries to
perform a plurality of private set intersection protocols in order to produce a plurality of

intersected subsets, which may then be combined to produce an intersected set.

[0068] In broad terms, the driver nodes 230 and 232 can distribute computational workload
among the worker nodes in their respective computing clusters. This may include workload

relating to determining the PSI of tokenized subsets. For example, driver node 230 may
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assign a particular tokenized subset i to worker node 238, and may identify a corresponding
worker node in the second party computing cluster 228. Worker node 238 is thus tasked to
perform a PSI protocol with the corresponding worker node using the tokenized subset i.
When it has completed its task, worker node 238 can return the result to driver node 230, and
driver node 230 can assign a new tokenized subset j to the worker node. This process can be
repeated until the intersection of each tokenized subset has been determined. The driver node
230 can then combine these tokenized intersection subsets to produce a tokenized intersection
set, then transmit the tokenized intersection set to the first party server 210. Alternatively, the
driver node 230 can transmit the tokenized intersection subsets to the first party server 210,

which can then perform the combination process itself.

B. General PPSI and PPDJ System Dataflow

[0069] FIG. 3 shows an exemplary dataflow corresponding to a PPSI and PPDJ system.
FIG. 3 also generally corresponds to some methods according to embodiments. A first party
computing system within a first party domain 302 and a second party computing system
within a second party domain 304 can each tokenize their respective data sets (first party data
set 306 and second party data set 308), thereby creating a tokenized first party dataset 310
and a tokenized second party data set 312. The first party computing system and second
party computing system can then map their respective tokens to token bins 312-322. These
token bins can each be assigned to a different worker node of a plurality of worker nodes.
The worker nodes 312-322 can execute multiple PSI protocol instances 324-334 across the
first party domain 302 and second party domain 304. When data exchanges are necessary to
perform the PSI protocols, the worker nodes can exchange data via a data stream processor
(e.g., data stream processors 216 and 218 from FIG. 2). These PSI instances 324-334 can
result in a plurality of intersected token subsets, which can then be combined and detokenized
to produce the intersected data set. This process is described in more detail with reference to

Sections II and III below.

I BINNING

[0070] As stated above, binning techniques can be used by to tokenize a first party set and
a second party set, which can each comprise 7 elements, then separate the tokenized first
party set and second party set into m tokenized subsets or “bins.” Afterwards, the two parties

can pad each tokenized subset with dummy tokens. In some cases, the parties can pad each
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tokenized subset with dummy tokens to ensure that each subset contains (1 + &y)n/m tokens

for some parameter §,y. A subset can also be referred to as a “partition.”

[0071] After performing binning techniques, the first party and the second party can
perform a series of PSI protocols (e.g., the KKRT protocol) on each corresponding pair of
tokenized subsets. The results, a plurality of intersected token subsets, can be combined to
produce an intersected token set. This intersected token set can then be detokenized,

producing an intersected set.

[0072] PPSI techniques, which may include applications of binnings, can be better
understood with reference to FIGS. 4 and 5, which shows a process used to determine the PSI
of a first party set 402 and a second party set 404, each set comprising a list of animals. One
or more steps in this process may be optional. The first party set 402 and second party set
404 may comprise data records stored in a first party database and second party database
respectively. Each record can include additional data fields corresponding to the respective

animal (e.g., weight, country of origin, etc.).

[0073] Referring to FIGS. 4 and 5, at step 406, an orchestrator computer may receive a
request from a client computer. The request may indicate that a client computer wants to

receive the intersection of the first party set 402 and second party set 404.

[0074] At step 408, the first party computing system and second party computing system
can receive a request message from the orchestrator computer. The request message may
correspond to the request received by the orchestrator from the client computer. The request
may indicate the first party set 402 and second party set 404. In this way, the first party

computing system and second party computing system know which sets to perform PPSI on.

[0075] Atstep 410, the first party computing system can retrieve the first party set 402
from a first party database (such as first party database 222 from FIG. 2). Likewise, the
second party computing system can retrieve the second party set 404 from a second party
database. In some embodiments, the first party set 402 and the second party set 404 may
comprise an equal number of elements (referred to as “first party elements™ and “second

party elements™). This number of elements may be denoted 7.

A. Tokenization

[0076] At step 412, the first party computing system and the second party computing
system can tokenize the first party set 402 and second party set 404 respectively, thereby
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generating a tokenized first party set and a tokenized second party set. The tokenized first
party set may comprise a plurality of “first party tokens.” Likewise, the tokenized second

party set may comprise a plurality of “second party tokens.”

[0077] The first party computing system and second party computing system can use any
appropriate means to tokenize the first party set 402 and second party set 404, provided that
the means is consistent, i.e., when the two parties tokenize identical data elements (such as

“CAMEL”) they produce identical tokens.

[0078] As an example, the first party computing system and the second party computing
system can tokenize their respective sets using a collision resistant hash function. The first
party computing system can generate a plurality of hash values by hashing each first party
element using the hash function. The tokenized first party set can comprise this plurality of
hash values. Likewise, the second party computing system can generate a second plurality of
hash values by hashing each second party element, and the tokenized second party set can
comprise this second plurality of hash values. The computing systems can then generate a
mapping that relates their tokens to the original set elements. This mapping can comprise, for
example, pairs of values corresponding to tokens and their original set elements. This

mappings can later be used to perform detokenization via reverse lookup, at e.g., step 422.

B. Subset Assignment

[0079] Afterwards, at step 414, the first party computing system and second party
computing system can partition their respective tokenized sets into a plurality of tokenized
subsets. As an example, the first party computing system can generate a plurality of
tokenized first party subsets by assigning each first party token of the plurality of first party
tokens to a tokenized first party subset of the plurality of tokenized first party subsets using
an assignment function. Likewise, the second party computing system can generate a
plurality of second party tokenized subsets by assigning each second party token of the
plurality of second party tokens to a tokenized second party subset of a plurality of tokenized
second party subsets using an assignment function. In some embodiments, each party may
generate an equal number of tokenized subsets. This may comprise a predetermined number

of subsets, which may be denoted m.

[0080] As stated above, the computing systems can use an assignment function to perform

the subset assignment. There are many potential assignment functions that can be used.
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However, ideally the assignment function matches tokens to subsets consistently. That is, if
the first party computing system maps a token to a particular subset, the second party

computing system should map the same token to the corresponding subset.

[0081] As an example, in some embodiments, the assignment function can comprise a
lexicographical ordering function that maps to a tokenized subset 77, ..., 7 based on a
lexicographical ordering of the tokens. The first party computing system can use this
assignment function to assign each first party token of the plurality of first party tokens to a
corresponding tokenized first party subset based on the lexicographical ordering of the
plurality of first party tokens. For example, one subset could comprise numerical tokens that
begin with the digit “17, another subset could comprise numerical tokens the begin with the
digit “27”, etc. The same process can be performed by the second party computing system.
Assuming that the tokens were generated using a hash function with roughly uniform

pseudorandomness, each subset can comprise roughly 7 / m elements.

[0082] Another example technique is hash-based assignment. The first party computing
system and the second party computing system can each locally sample a random hash
function h: {0,1}" — {1, ..., m}. Note that this hash function /4 should be distinct from any
hash function used to generate the tokenized sets. The hash function / can take in any value
(such as a token) and return a value from 1 to m inclusive. Each party can transform its
tokenized set S = {s, ..., s, } into subsets T, ..., T, such that for all s € S'it holds that s €
Th(s)- In other words, each tokenized first (and second) party subset can be associated with a
numeric identifier between one and a predetermined number of subsets m, inclusive. The
assignment function can comprise a hash function /4 that produces hash values between one
and the predetermined number of subsets m, inclusive. The first party computing system can
assign each first party token of the plurality of first party tokens to a tokenized first party
subset by generating a hash value using the first party token as an input to the hash function 4
and assigning the first party token to a tokenized first party subset with a numeric identifier
equal to the hash value. The second party computing system can perform a similar process.
Modeling h as a random function ensures that the elements {h(s)|s € S} are all distributed

uniformly. This implies that E[sizeof T;] = n/m.

C. Subset Padding

[0083] Afterwards, at step 416, the first party computing system and second party

computing system can pad each of their respective plurality of tokenized subsets using
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dummy tokens. For the purpose of example, two dummy tokens 428 and 430 are shown.
Subset padding prevents either party from determining any information about the other
party’s set based on the number of tokens in each subset. For example if a tokenized first
party subset 77 does not contain any tokens, it implies that the first party set S does not
contain any elements that would be assigned to that subset after tokenization. However, with

padded subsets, neither party can determine the distribution of the other party’s set.

[0084] The first party computing system and second party computing system can pad each
of their tokenized subsets with uniform random dummy tokens. In some embodiments, the

computing systems may pad each tokenized subset with dummy tokens such that the size of
each tokenized subset is equal. In some embodiments, the computing systems may pad each
tokenized subset with dummy tokens such that the size of each tokenized subset equals (1 +

8p)n/m tokens for some parameter &.

[0085] In some embodiments, the first party computing system can determine a padding
value for each tokenized first party subset of the plurality of tokenized first party subsets.
This padding value can comprise the difference between the size of the tokenized first party
subset and a target value. This target value can comprise, e.g., the value (1 + §,)n/m from
above. The padding value then comprises the number of dummy tokens that can be added to
that particular tokenized subset to achieve the target value. The first party computing system
can generate a plurality of random dummy tokens (using, e.g., a random number generator),
where the plurality of random dummy tokens comprise a number of random dummy tokens
equal to the padding value. The first party computing system can then assign the plurality of
random dummy tokens to the tokenized first party subset. The first party computing system
can repeat this process for each tokenized first party subset. The second party computing

system can perform a similar procedure.

[0086] Even for relatively small tokens (e.g., with length x = 128 bits), there are a large
number (2¥) of possible dummy tokens, and thus the probability of any dummy tokens being
in a tokenized intersection set is negligible. Alternatively, if k is large enough, the first party
computing system and second party computing system can pad their j-th subsets with dummy
tokens s’ sampled from non-overlapping subsets of {0,1}* such that h(s") = j' = j. This

ensures that no dummy token is in the tokenized intersection set.

[0087] The value of the parameter the parameter &, that ensures that the subset assignment

step does not fail except with negligible probability is computed below. For a fixed i € [n]
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and j € {1, ..., m}, suppose X, ; is the indicator variable that equals 1 iff the i-th element s;
ended up in T}, and suppose X; = Y;e[q) Xi,j denotes the size of Tj. For a fixed j, since X; ;
variables are independent of each other (since h is modeled as a random function), a Chernoff
bound yields P[X; > (1 + 6)u] < e 8 H/3 where p = E[X;] =n/mand 0 < § < 1 (Fora
single bin T;). By union bound, the probability that any of the bins have greater than (1 +

8)u elements is < me ~%°#/3_ Thus if the failure probability is set to me~9"/3™ = 27°_the

result is § = /3m/n - (cIn2 + Inm) & &y. That is, the above binning techniques require
only max bin size at most (1 + §y)n/m with high probability. More concretely, suppose set
size n = 10° and statistical parameter & = 80, then choosing parameter m = 64, it can be
shown that the max bin size of any of the 64 bins is at most n’ ~ 15.68 x 10° (with §, =

0.0034) with probability (1 — 2789).

1. PPSI

[0088] After assigning the tokenized elements to subsets and padding those subsets, at step
418 the first party computing system and second party computing system can engage in m
parallel instances of a PSI protocol I, where in the i-th instance 1;, the first party computing
system and second party computing system input their respective i-th padded tokenized
subsets. That is, for each tokenized first party subset of the plurality of tokenized first party
subsets, the first party computing system can perform a private set intersection protocol with
the second party computing system using the tokenized first party subset and a tokenized
second party subset corresponding to the second party computing system. In this manner, the
first party computing system and second party computing system can perform a plurality of

private set intersection protocols and generate a plurality of intersected token subsets.

[0089] The first party computing system and second party computing system can use any
appropriate PSI protocol I1. One notable PSI protocol is KKRT [41], which at the time of
writing is one of the fastest and most efficient PSI protocols. However, embodiments can be

practiced with any underlying PSI protocol, such as PSSZ15 [56], PSWW18 [57], etc.

[0090] At step 420, the first party computing system and second party computing system
can each combine the plurality of tokenized intersection subsets, thereby generating a
tokenized intersection set. This tokenized intersection set can comprise a union of the
plurality of token intersection subsets. Thus combining the plurality of intersected token

subsets can comprise determining the union of the plurality of intersected token subsets.
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[0091] Afterwards, at step 422, the first party computing system and second party
computing system can detokenize the tokenized intersection set, producing an intersection
set. The intersection set can comprise the elements common to the first party set 402 and the
second party set 404. In the example of FIG. 4, this can comprise the set {CAMEL, BEAR,
ANT, BAT}. In this way the two parties can learn the intersection of their respective sets

without learning the other elements in those sets.

[0092] At optional step 424, if the set intersection was requested by an orchestrator
computer or a client computer communicating with the orchestrator computer, the first party
computing system (and optionally the second party computing system) can transmit the
intersected set to the orchestrator computer. Subsequently, at optional step 426, the

orchestrator computer can transmit the intersected set to the client computer.

Iv. THREAT MODELING AND SECURITY SIMULATION
A. Threat Modelling

[0093] This section considers a semi-honest adversary and detail its capabilities with
respect to PPSI techniques deployed on a computing cluster (such as a Spark cluster) and to

big data frameworks (such as the Spark framework).

[0094] In standard cryptography terminology, it is assumed that the underlying PSI
protocol is secure against “semi-honest” (otherwise known as honest-but-curious)
adversaries. That is, it is expected the parties and their respective computing systems
faithfully follow the instructions of the PSI protocol. However, the parties can attempt to
learn as much as they can from the PSI protocol messages. This assumption fits many
conventional use cases where parties are likely already under certain agreements to
participate honestly. Further, it is assumed that all cryptographic primitives are secure.
Finally, it is noted that the PSI protocol does reveal the sizes of the sets to both parties, as
well as the final outputs in the clear (see [29] for an example of size-hiding PSI, and [47, 57]

for an example of protecting the outputs).

[0095] Tt is assumed that each computing cluster (e.g., Spark cluster) has built-in security
features that are enabled and that any big data framework implementation (e.g., Spark
implementation) is free of vulnerabilities. These features can include data-at-rest encryption,

access management, quota management, queue management, etc. It is further assumed that
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these features guarantee a locally secure computing environment at each local cluster, such

that an attacker cannot gain access to a computing cluster unless authorized.

[0096] Further, it is assumed that only authorized users can issue commands to the
orchestrator. It is further noted that the orchestrator could be operated by some (semi-honest)

third party without impacting security.

[0097] In this threat model, the adversary can observe the network communication between
different parties during execution of the protocol. It may also control some of the parties to
observe data present in the storage and memory of their clusters, as well as the order of
memory accesses. The semi-honest adversary model implies that participants are expected to

supply correct inputs to the PSI protocol.

B. Security Simulation

[0098] This section provides a proof of security in the so-called “simulation paradigm™ that
1s standard in cryptography. In short, this enables proving that all attacks that can be carried
by an adversary in the designed protocol can be simulated in an ideal world where parties
only interact with an imaginary trusted third party Fesithat accepts inputs from the parties,
computes the intersection locally, and returns only the intersection to the parties. As the
binning techniques described above self-reduces PSI, they inherit the security properties of
the underlying PSI protocol I (e.g., a protocol such as KKRT that operates on the tokenized
subsets). For the reduction, it is assumed that a hash function h is statistically close to a
random function (alternatively, a nonprogrammable random oracle), and this proves that the
PSI self-reduction is statistically secure. The protocol Ilppsi (where the underlying PSI
instances I1 are instantiated with the real PSI protocols) is computationally secure. Assuming
that the underlying PSI protocol IT relies on DDH, then the protocol ITepsi remains secure
assuming DDH holds. This is the case, for instance, when the underlying PSI protocol is [41]
assuming the OTs are instantiated via DDH [48].

[0099] A short summary of the simulation of the [Iepsi protocol in the Fpsi ideal world is
provided. Note that the protocol operates in the semi-honest model, so the simulator has
access to the input tape of the corrupt party. In addition, the protocol in the Fpsi-hybrid
model where the protocol can call the PSI functionality Fps1 as a subroutine. It is noted
however these calls will be on subsets of the overall data. For the sake of readability, this

functionality is denoted F7ps1.
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[0100] Since the protocol is effectively symmetric, without loss of generality, the first party
P is assumed to be the corrupt party. The simulator begins by feeding the input S1 to the
ideal PSI functionality F¥si to obtain the PSI output I’ = s; N's,. Next it partitions I’ into m
bins as specified by h, i.e. I; = {i € I'|h(i) = j} denotes bin j. If any bin /; has more than

(1 + 69)n/m elements, then the simulator aborts. Then for each bin j, the simulator
emulating F'ps1. in the hybrid world receives from P a padded set of size (1 + §y)n/m, and
returns I; as the output of the call to F”ps1. Finally, the simulator outputs I’. This completes the

description of the simulation.

[0101] Note that the simulation fails if (1) simulator encounters binning failure (i.e., bin
size exceeds (1 + &y)n/m), or (2) dummy item added by one party matches an item from the
other party. Thus from the analysis described in the Subset Assignment subsection, it can be
concluded that the ideal world simulation is statistically indistinguishable from the hybrid-

world protocol.

V. PARALLEL PDJ BASED ON PARALLEL PSI

[0102] This section describes how SQL-style join queries can be performed using the PPSI
techniques described above. As described above, in a private database join (PDJ) two parties
may wish to perform a join operation on their private data. These parties can be assisted by
an orchestrator, a computer system can that expose metadata such as data set schemas that

can be used to perform the join operations.

[0103] FIG. 6 shows a flowchart of an exemplary PPDJ method according to some
embodiments. This PPDJ method can be used to perform a private database join based on
such a query, using some of the binning and PPSI techniques described above in Sections II

and ITI. Various steps of FIG. 6 are optional.

[0104] At step 602, an orchestrator computer can receive a request from a client computer.
This request can comprise a private database table join query (PDTJQ). The client computer
can comprise a computer system associated with either party or any other appropriate client
(e.g., a client authorized by either party to receive the output of a PDJ). The query to perform
the private database table join can be submitted to the orchestrator computer using an

orchestrator API, such as a Jupyter lab interface.

[0105] At step 604, the orchestrator computer can validate the correctness of the query.
This can include validating the syntax of the query, as well as validating that the PPSI and
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PPDJ system can perform a PDJ based on the received query. Embodiments can support any
query that can be divided into the following: a “select” clause that specifies one or more
columns (sometimes referred to as attributes) among the two tables, A “join on” clause that
compares one or more columns for equality between the first party set and the second party
set, and a “where” clause that can be split into conjunctive clauses where each conjunction is
a function of a single table. Therefore, validating the correctness of the query may comprise

verifying that the query contains one or more clauses from among these supported clauses.

[0106] As an example, for illustrative purposes, embodiments can support the following

query:

SELECT P2.table0O.col4 , Pl.tableO.col3
FROM P1l.tableO

JOIN P2.tableO

ON Pl.tableO.coll = P2.table0.col2
AND Pl.tablel0.col2 = P2.tablel.colb
WHERE Pl.tableO.col3 > 23.

[0107] In this example a column from both parties is being selected and joined based on the

equality of the join keys:

Pl.tableO.coll = P2.tablel.col2
Pl.tableO.col2 = P2.tablelO.col6

along with the added constraint:

Pl.tableO.col3 > 23.

[0108] After validating the correctness of the private database table join query, the
orchestrator can reinterpret the query, if necessary, so that it can be understood by the first
party computing system and the second party computing system. This reinterpretation may

involve reframe the query as a PSI, as Spark code, as one or more Spark jobs, etc.

[0109] At step 606, the first party computing system and second party computing system
can receive the private database table join query (reinterpreted if necessary) from the
orchestrator. The private database table join query may identify one or more first database
tables and one or more second database tables (e.g., tables that can be joined), along with one
or more attributes. The attributes may correspond to columns in the identified tables over

which the join operation can be performed. In some embodiments, the first party computing
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system and second party computing system can review the reinterpreted private database

table join query and approve or deny the query, prior to performing the rest of the PDJ.

[0110] At step 608, the first party computing system and the second party computing
system can retrieve the one or more first database tables and one or more second database

tables from a first party database and a second party database respectively.

[0111] At optional step 610, in some embodiments the private database table join query
may comprise a “where” clause. In these embodiments, the first party computing system and
second party computing system can pre-filter the one or more first database tables and one or
more second database tables based on the “where” clause. This can comprise, for example,
removing rows from the database tables for which a corresponding column fails the “where”
clause. It may be possible to implement “where” clauses that are functions of multiple tables
if more sophisticated underlying PSI protocols are used, for example, PSI protocols that can

keep the output set in secret shared form.

[0112] Atstep 612, the first party computing system and second party computing system
can each determine a set of join keys (alternatively referred to as a plurality of first or second
party join keys, or a first party set and second party set) corresponding to the private database
table join query. This set of join keys may comprise data entries corresponding to one or
more columns in the one or more first and second database tables. These columns may
themselves correspond to the attributes identified by the private database table join query.
Thus, the first party computing system and second party computing system can determine a
plurality of first party join keys and a plurality of second party join keys based on the one or

more first or second database tables and the one or more attributes.

[0113] Once the local “where” clauses have been used to filtered the input tables, the first
party computing system and second party computing system can treat the join key columns as
the first party set and second party set, then perform the binning techniques described in
Section II. The join key columns may refer to the columns that appear in the “join on”
clause. In the example above these are P1.table0.coll, P1.table0.col2 for the
first party and P2 . table0.col2, P2.table0.colé for the second party.

[0114] Atstep 614, the first party computing system and second party computing system
can tokenize the plurality of first party join keys and the plurality of second party join keys
respectively, thereby generating a tokenized first party join key set (comprising a plurality of

first party tokens) and a tokenized second party join key set (comprising a plurality of second
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party tokens). Step 614 may be similar to step 412 as described in Section IL. A above with
reference to FIGS. 4 and 5.

[0115] In some embodiments, in which there are multiple attributes, the first party
computing system can concatenate each first party join key corresponding to that attribute,
thereby generating a plurality of concatenated first party join keys. The first part computing
system can then hash the plurality of concatenated first party join keys to generate a plurality
of hash values, which can comprise the tokenized join key set. Using the example private
database table join query above, the first party can generate their tokenized join key set P/ as

follows:
Pl={H(P1l.table0.coll[i],Pl.table0.col2[i])|i€ {1, .. ai}

[0116] Let P2 denote the analogous set of tokens for the second party. In other words,
rather than hash each join key set individually (e.g., hashing P1.table0O.coll[i] and
hashing P1.table0.col2[1] individually), the first party computing system can
combine these join key sets via concatenation before hashing. This concatenation operation
can reduce the number of PPSI operations that need to be performed, and thus can improve
performance. Note that rows with the same join keys will have the same token, thus the

tokenized sets P/ and P2 may contain only a single copy of that token.

[0117] At step 616, the first party computing system and second party computing system
can each generate a mapping that relates their respective tokens to the original data values
(e.g., the join keys). In some embodiments, this can be accomplished by appending a “token”
column to the one or more first party data tables and the one or more second party database
tables. The first party computing system can generate a token column comprising the
tokenized first party join key set and append it to the one or more first database tables. The
second party computing system can perform a similar process. That is, for the example

above:
Pl.tableO.token=H(Pl.tableO.coll[i], Pl.table0.col2[i])

[0118] At step 618, the first party computing system and second party computing system
can assign their respective tokenized sets of join keys to tokenized first and second party
subsets. The first party computing system can generate a plurality of tokenized first party
subsets by assigning each first party token of the plurality of first party tokens to a tokenized

first party subset of the plurality of tokenized first party subsets using an assignment function,
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such as the lexicographical or hash-based assignment functions described above with
reference to step 414 in FIGS 4 and 5. The second party computing system can perform a

similar process.

[0119] At step 620, if necessary, the first party computing system and second party
computing system can pad each of their tokenized subsets using dummy tokens, e.g., as

described in Section I1.C with reference to step 416 in FIGS. 4 and 5.

[0120] At step 622, for each tokenized subset of the plurality of tokenized subsets, the first
party computing system and the second party computing system can perform a private set
intersection protocol, thereby performing a plurality of private set intersection protocols and
generating a plurality of intersected token subsets, e.g., as described in Section III with
reference to step 418 in FIGS 4 and 5. The first party computing system and second party
computing system can use any appropriate PSI protocol, such as KKRT, PSSZ15, PSSW18,

etc.

[0121] At step 624, the first party computing system and second party computing system
can combine the plurality of intersected token subsets, thereby generating an intersected
token set, e.g., as described in Section III with reference to step 420 in FIGS 4 and 5 The
first party computing system and second party computing system can use an union operation

to combine the plurality of intersected token subsets.

[0122] At step 626, the first party computing system and second party computing system
can detokenize the intersected token set, thereby generating an intersected join key set, e.g.,
as described in Section III with reference to step 422 in FIGS 4 and 5. The first party
computing system and second party computing system can accomplish this detokenization
using, for example, the “token” column, generated and appended to the database tables at step

616 above.

[0123] At step 628, the first party computing system and second party computing system
can filter their respective database tables using the intersected join key set, thereby generating
one or more filtered first party database tables and one or more filtered second party database
tables. This can involve, for example, removing one or more rows from the one or more first
database tables based on the token column, the one or more rows corresponding to the one or
more tokenized first party join keys that are not in the intersected join key set, and likewise

for the one or more second database tables.
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[0124] At step 630, the first party computing system can transmit the one or more filtered
first database tables to the second party computing system. Likewise, the second party
computing system can transmit the one or more filtered first database tables to the first party
computing system. This transmission may enable both parties to construct the joined
database table. Notably, because both tables have been filtered using the intersected join key

set, they do not leak any additional information.

[0125] At step 632 the first party computing system and the second party computing
system can combine the one or more filtered first database tables and the one or second
filtered database tables, thereby generating a joined table. This can be accomplished using a
standard (e.g., non-private) join operation between the one or more filtered first database

tables and one or more filtered second database tables using the intersected join key set.

[0126] At step 634, the first party computing system and second party computing system
can each transmit the joined database table to the orchestrator computer. Optionally, the
orchestrator computer can confirm that the two joined database tables are equivalent, in order
to verify that both the first party computing system and the second party computing system

acted semi-honestly.

[0127] At step 636, the orchestrator computing system can transmit the joined database

table to the client computer, via, for example, the orchestrator API described above.

[0128] In summary, the PDJ operation can be performed using a series of phases. In one
phase, the PSI and PDJ system can reinterpret a PDJ query as a set intersection operation. In
a subsequent phase, tables corresponding to the PDJ query can be retrieved by their
respective parties (from, e.g., a first party database and a second party database). Next, the
parties can determine a set of join keys based on the reinterpreted PDJ query. Using binning
techniques described above, each party can produce tokenized join key subsets, the
intersection of which can be determined using PPSI techniques. Afterwards, the intersection
can be used to perform a “reverse token lookup,” enabling the parties to filter their respective
data tables. Each party can transmit their filtered data tables to one another, then use the two

filtered data tables to construct the joined data table.

VI. SPARK-PSI

[0129] This section describes a particular implementation of an embodiment of the present

disclosure using existing open source Apache software, including Apache Spark. This
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implementation is referred to as “SPARK-PSI” and uses a C++ implementation of the KKRT
protocol as the underlying PSI protocol used in PPSI techniques described above. This
section shows how embodiments of the present disclosure can be implemented in practice,

using industry standard software.

A. Apache Spark

[0130] Apache Spark is an open-source distributed computing framework used for large-
scale data workloads. It utilizes in-memory caching and optimizes query execution for any
size of data. On top of Spark, there are libraries for running distributed computations such as
SQL queries, machine-learning algorithms, graph analytics, and data streaming. A Spark
application consists of a “driver program” (operated by a “driver” or a “master” node) that
translates user-provided data processing pipelines into individual tasks and distributes these
tasks to “worker nodes.” The basic abstractions available in Spark are built on a distributed
data structure called the “resilient distributed dataset” (RDD) [73] and these abstraction offer
distributed data processing operators such as map, filter, reduce, broadcast, etc. Higher-level

abstractions expose popular APIs such as SQL, streaming, and graph processing.

[0131] Implementing PSI using Apache Spark can potentially achieve performance gains,
due to the demonstrated capabilities of Spark and similar data platforms. However, Spark
lacks any multi-tenant concepts, and runs all applications and scheduling all tasks in one
security domain. This is incompatible with the basic settings of PSI protocols, which involve
two or more untrusted parties that require multiple security domains with strong isolation
between them. Embodiments address this problem by assigning each party to one Spark
cluster, thus achieving isolation by physically separating each party's computation.
Additionally, embodiments introduce an orchestrator computers that coordinates multiple

independent Spark clusters in different data centers to jointly perform the PSI tasks.

[0132] A second security issue with Apache Spark (addressed by SPARK-PSI) is the
default data-partitioning scheme, which can reveal information about each party’s dataset.
For example, if data is partitioned to worker nodes based on the first byte in each data
element, a malicious user can learn how many data elements begin with a particular byte
(e.g., 0x00, 0x01, etc.). This can leak information about the data distribution in a dataset, and
undermines the security associated with PSI protocols. This problem is addressed using

secure binning techniques described in Section II.
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[0133] Another potential issue (addressed by SPARK-PSI) is that adding an orchestrator
outside of Spark clusters can lead to sub-optimal execution plans. In particular, the local
optimization of schedules at each cluster may reduce performance for collaborative
computing across multiple clusters with different data sizes and hardware configurations.
SPARK-PSI however can take advantage of Spark’s lazy evaluation capability, which can be
used to delay the execution of a task until a certain action is triggered. In this way, lazy

evaluation can be used to efficiently coordinate operations across clusters.

B. SPARK-PSI System

[0134] FIG. 7 shows the overall system architecture of a SPARK-PSI system. A first party
and a second party can use the SPARK-PSI system to determine the PSI of a first party set
and a second party set (e.g., two private datasets). Alternatively or additionally, the first
party and the second party can use the SPARK-PSI system to complete a PDJ operation. In
doing so, the first party and the second party can produce a joined table.

[0135] As described in Section I with reference to FIG. 2, each party can possess its own
respective domain (first party domain 706 and second party domain 708) containing that
party’s data (e.g., sets, database tables, etc.) and computational resources. These may include
a first party (edge) server 710, a first party database 722, and a first party Spark cluster 726,
along with a corresponding second party (edge) server 712, a second party database 724, and
asecond party Spark cluster 728.

[0136] An orchestrator computer 704 can coordinate the computational resources of the
first party domain 706 and the second party domain 708 in order to enable the two parties to
determine a PSI or complete a PDJ. The orchestrator 704 can expose an interface (such as a
UI application, a portal, a Jupyter Lab interface, etc.) that enables a client computer 702 to
transmit a private database join query and receive the results of that query (e.g., a joined
database table). The orchestrator 704 can interface with the first party server 710 and the
second party server 712 via their respective Apache Livy [45] cluster interfaces 714 and 720.
Although the orchestrator computer 704 is shown outside the first party domain 706 and the
second party domain 708, in practice the orchestrator 704 can be included in either of these

domains.

[0137] As stated above with reference to FIG. 2, the orchestrator 704 can store and manage

various metadata, including the schemas of any datasets stored by the first party and the
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second party (e.g., in the first party database 722 and the second party database 724). The
orchestrator computer 704 may acquire these metadata and schemas during an initialization
phase performed between the orchestrator 704, the first party server 710, and the second party
server 712. During this initialization phase, the first party server 710 and the second party

server 712 may transmit their respective metadata and schemas to the orchestrator 704.

[0138] During a PDJ operation, a client computer 702 can first authenticate itself with the
orchestrator 704 at step 754 using any appropriate authentication technique. The client
computer can comprise a computer system associated with one of the two parties (e.g., the
first party), or any other appropriate client. After authentication, at step 756 the client
computer 702 can transmit a join request or a PDJ query (e.g., an SQL-style query) to the

orchestrator 704.

[0139] The orchestrator 704 can parse the PDJ query and compile Apache Spark jobs for
the first party Spark cluster 726 and the second party Spark cluster 728. These Spark jobs
may correspond to actions or steps to be performed by each cluster during the PDJ operation,
including steps associated with PPSI techniques described above. The orchestrator can then
transmit these Spark jobs along with other relevant information, such as data set identifiers,
join columns, network configurations, etc. to the first party server 710 and second party

server 712 via their Apache Livy interfaces 714 and 720.

[0140] Using the Spark jobs and other relevant information, the first party server 710 and
second party server 712 can retrieve any relevant database tables from the first party database
722 and second party database 724. From these database tables, the first party server 710 and
second party server 712 can extract any relevant data sets (e.g., a first party set and a second

party set) on which PSI operations can be performed.

[0141] At step 758, the first party server 710 and second party server 712 can perform
binning techniques (described above in Section IT) on the first party set and second party set.
As described above, this can comprise first tokenizing these datasets, thereby producing
tokenized first and second party datasets. The first party server 710 and the second party
server 712 can then assign the tokenized elements to subsets (using for example, a hash-based
assignment function), thereby generating a plurality of first party token subsets and a plurality
of second party token subsets. Subsequently, the first party server 710 and second party

server 712 can pad the token subsets with dummy values.
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[0142] Afterwards, at step 760, the first party server 710 and second party server 712 can
initiate PSI execution and transmit the token subsets and any relevant Spark code to the first
party Spark cluster and second party Spark cluster respectively. The first party server 710
and second party server 712 can use their respective Apache Livy [45] interfaces 714 and 720
to internally manage Spark sessions and submit Spark code used for determining private set
intersections. The Spark drivers 730 and 732 can interpret this Spark code and assign Spark
jobs or tasks, related to PSI, to worker nodes 738-744. The worker nodes 738-744 can then

execute these tasks.

[0143] Additionally, the first party server 710 and second party server 712 can use their
respective Apache Kafka frameworks 716 and 718 to act as “Kafka brokers,” establishing a
secure data transmission channel between the first party Spark cluster 726 and the second
party Spark cluster 728. These may include one or more “byte exchanges™ 762 used to
perform specific steps of the underlying KKRT PSI protocol. While Apache Kafka has been
chosen to implement the communication pipeline in SPARK-PSI, this architecture allows the
parties to use any other appropriate communication framework to read, write, and transmit

data.

C. Advantages of SPARK-PSI Implementation Architecture

[0144] There are several advantages associated with abovementioned SPARK-PSI
implementation. One such advantage is that SPARK-PSI does not require any internal
changes to Apache Spark, making it easier to adopt and deploy at scale. Other advantages
relate to data security. While the security of a PDJ is guaranteed by employing a secure PSI
protocol, there are some other security features provided by the SPARK-PSI architecture.
More concretely, in addition to the built-in security features of Apache Spark, the SPARK-

PSI design ensures cluster isolation and session isolation, as described below.

[0145] The orchestrator 704 provides a protected virtual computing environment for each
PSI or PDJ job, thereby guaranteeing session isolation. While standard TLS can be used to
secure communications between the first party domain 706 and the second party domain 708,
the orchestrator 704 can provide additional communication protection such as session
specific encryption and authentication keys, randomized and anonymized endpoints,
managed allow and deny lists, and monitoring and/or preventing DOS/DDOS attacks to the
first party server 710 and second party server 712. As described above, the orchestrator also

provides an additional layer of user authentication and authorization. All of the computing
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resources, including tasks, cached data, communication channels, and metadata may be
protected within a session. External users can be prevented from viewing or altering the
internal state of the session. The first party Spark cluster 726 and second party Spark cluster
728 may be isolated from one another, and may only report execution states to the

orchestrator 704 via the first party server 710 and second party server 712.

[0146] Cluster isolation aims to protect each party’s computing resources from misuses
during PSI or PDJ operations. To accomplish this, the orchestrator 704 can comprise the
only node in the SPARK-PSI system that has access to the end-to-end processing flows. The
orchestrator 704 can also comprise the only node in the SPARK-PSI system that possesses
the metadata corresponding to the first party Spark cluster 726 and second party Spark cluster
728. The orchestrator 704 can exist outside the first party domain 706 and second party
domain 708 in order to remove the orchestrator 704 from accessing the dataflow pipeline
between the first party cluster 726 and second party cluster 728. However, even if the
orchestrator 704 is included in one party’s domain, a separate secure communication channel
between the first party cluster 726 and second party cluster 728 is employed via Apache Livy
and Kafka, which prevents each party from accessing the other Spark cluster, thus the
orchestrator 704 is still removed from the data flow pipeline. This secure communication
channel also ensures that each Spark cluster is self-autonomous and requires little or no
changes to participate in a database join protocol with other parties. The orchestrator 404 can
also manage join failures and uneven computing speeds to ensure out-of-the box reusability

of the first party Spark cluster 726 and the second party Spark cluster 728.

[0147] Further, the low level APIs that call cryptographic libraries and exchange data
between C++ instances and Spark data frames (e.g., Scala PSI libraries 734 and 736, and PSI
worker libraries 746-752) are located in the first party Spark cluster 726 and the second party
Spark cluster 728, and thus do not introduce any information leakage. High level APIs can
package the secure Spark execution pipeline as a service and can map independent jobs to

each worker node 738-744 and collect the results from the worker nodes.

[0148] In summary, the SPARK-PSI architecture provides the theoretical security
associated with the underlying PSI protocol (e.g., KKRT). In other words, if one party is
compromised by a hacker or other malicious user, the other party’s data remains private,

except for what is revealed by the output of the PSI or PDJ operation.
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D. Spark PSI Implementation Workflow

[0149] FIG. 8 shows a detailed data workflow in the SPARK-PSI framework instantiated
with the KKRT protocol. The phases in each PSI instance 802 and 804 can be invoked by an
orchestrator computer sequentially. The orchestrator can start the KKRT execution by
submitting metadata information about the first party set and the second party set to both
parties.

[0150] In the setup phase 806 (including steps 832-838), based on the request, the first
party computing system (comprising a first party server 820 and a Spark cluster comprising
worker nodes 816) and the second party computing system (comprising a second party server
822 and a Spark cluster comprising worker nodes 818) can start executing their respective
Spark code. This code can create new data frames by loading the first party set and the
second party set using supported Java Database Connectivity (JDBC) drivers. As described
above with reference to Section II, these data frames can then be hashed to produce token
data frames. The token data frame can then be mapped to m token bins or subsets. Using
Apache Spark terminology, these bins may be referred to as “partitions.” Shown in FIG. 8§
are four such bins, first party token bin; 824, first party token bin, 828, second party token
bin; 826, and second party token binn» 830. If necessary, these bins can be padded with
dummy tokens. The token bins can be distributed to the worker nodes 816 and 818, enabling
parallel KKRT execution.

[0151] After finalizing the setup, the PSI instances 802 and 804 can enter the PSI phase
810. In this phase, the native KKRT protocol can be executed via a generic Java Native
Interface (JNI) that connects to the Spark code. The JNI can operate in terms of round
functions, and therefore can operate regardless of the particular implementation of the KKRT
PSI protocol. Note the KKRT protocol has a one-time setup phase, which is required only
once for a given pair of parties. This setup phase corresponds to steps 832-838. Refer to [41]
for more details on the setup phase. The online PSI phase (which can determining the
intersection between the token bins) corresponds to steps 840-848. The two parties can use
the first party server 820 and second party server 822 to mirror data whenever there is a write

operation on any of the Kafka brokers.

[0152] Note that the main PSI phase includes sending encrypted token datasets and can be
a performance bottleneck for Apache Kafka, which is optimized for small messages. To

overcome this issue, the worker nodes 816 and 818 can split encrypted datasets into smaller
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data chunks before transmitting them to the other party via first party server 820 and second
party server 822.  When receiving data from the other party via first party server 820 and
second party server 822, the worker nodes 816 and 818 can merge the chunks, reproducing
the encrypted token datasets and allowing them to perform the KKRT PSI protocol.
Additionally, intermediate data retention periods can be kept short on the Kafka brokers to

overcome storage and security concerns.

[0153] Data chunking has the additional benefit of enabling streaming of underlying PSI
protocol messages. Note that the native KKRT implementation is designed to send and
receive data as soon as it is generated. As such, the SPARK-PSI implementation can
continually forward the protocol messages to and from Kafka the moment they become
available. This effectively results in additional parallelization due to the worker nodes 816
and 818 not needing to block for slow network I/O. Note that this implementation can caches
the token data frame and instance address data frame which are used in multiple phases to
avoid any re-computation. In this way, the SPARK-PSI implementation can take advantage
of Spark’s lazy evaluation, which optimizes execution based on directed acyclic graph

(DAGQG) and resilient distributed dataset (RDD) persistence.

E. Reusable Components

[0154] The SPARK-PSI implementation has several components that can be reused to
parallelize PSI protocols other than KKRT. Code corresponding to the SPARK-PSI
implementation can be packaged as a Spark-Scala library which includes an end-to-end
example implementation of the native KKRT protocol. This library itself has several
reusable components, such as JDBC connectors to work with multiple data sources, methods
for tokenization and subset assignment, general C++ interfaces to link other native PSI
algorithms, and a generic JNI between Scala and C++. Each of these functions can be
implemented in a base class of the library, which may be reused for other native PSI
implementations. Additionally, the library can decouple networking methods from actual PSI
determination. This can add flexibility to the framework, enabling the use of other

networking channels if required.

[0155] Most PSI protocols can be “plugged into” SPARK-PSI by exposing a C/C++ API
that can be invoked by the framework. The API is structured around the concept of setup
rounds and online rounds, and thus does not make any assumptions about the cryptographic

protocol executed in these rounds. The API can include the following functions:
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e Get-setup-round-count () -> count: retrieves the total number of setup

rounds required by this PST implementation.

e Setup(id, in-data) -> out-data:invokes round id on the appropriate
party with data received from the other party in the previous round of the setup and

returns the data to be sent.

e (Get-online-round-count () -> count: retrieves the total number of online

rounds required by this PSI implementation.

e Psi-round(round id, in-data) -> out-data:invokes the online
round id on the appropriate party with data received from the other party in the

previous round of the PSI protocol and returns the data to be sent.

[0156] The data passed to an invocation of psi-round can comprise the data from a
single tokenized subset, and SPARK-PSI can orchestrate the parallel invocations of this API
over all the bins. As an example, for a KKRT implementation, there are three setup rounds
(labelled P1.setupl, P2.setupl, and P1. setup?2) and three online rounds (labeled
Pl.psil, P2.psil, and P1.psi2). When running KKRT with 256 bins, the setup
rounds P1.setupl, P2.setupl, and P1.setup2 can each invoke setup once with the
appropriate round 1id, and the online rounds P1.psil, P2.psil,and P1.psi2 can

each invoke psi-round with the appropriate round id 256 times.

VII. EXPERIMENTAL EVALUATION

[0157] This section describes the results of PSI experiments performed using a SPARK-
PSI system. Additionally, this section provides benchmarks for various steps in a PSI
protocol (e.g., tokenization, setup rounds, etc.). This section further provides end-to-end
performance results and details the impact of the number of bins on the running time.
Notably, a running time of 82.88 minutes was achieved when performing PSI on sets
comprising one billion elements. This result was achieved using 2048 bins, and corresponds

to a value 6, = 0.019 for a bin size of approximately 500,000.

[0158] These experiments were evaluated on a SPARK-PSI setup similar to the one
described in FIGS. 7 and 8. In the experiment, a first party and a second party performed a
KKRT-based PPSI protocol using the SPARK-PSI system. Each party ran an independent

standalone six-node Spark (v2.4.5) cluster with one driver server and five worker servers.

37



10

15

20

25

WO 2022/076605 PCT/US2021/053840

Additionally, each party operated an independent Kafka (v2.12-2.5.0) VM (acting as an edge
server) for inter-cluster communication. The orchestrator server, which triggers the PSI
computation, was in the first party domain. All servers had 8 vCPUs (2.6 GHz), 64 GB RAM
and ran Ubuntu 18.04.4 LTS.

[0159] Table 1 summarizes the amount of time required to perform various steps in a
KKRT-based PPSI method for different dataset sizes (i.e., 10 million, 50 million, and 100
million elements) using 2048 bins (tokenized subsets). P1.tokenize denotes the amount
of time taken to perform binning techniques, i.e., tokenize the first party set, map those
tokens to different tokenized subsets, and pad each tokenized subset. The tokenization step

was performed by the worker nodes in parallel.

[0160] P1.psil denotes the amount of time taken to transmit a set of PSI bytes
corresponding to the first party (i.e., at step 540 in FIG. 8). In this step, the first party
computing system generates and transfers approximately 60n bytes of data (where 7 is the
number of elements in the dataset) to the second party computing system via the first party
(edge) server. Likewise, P2 .psil denotes the amount of the time taken to receive a set of
PSI bytes corresponding to the second party (e.g., at step 546 in FIG. 8) for each tokenized
subset. In this step, the second party computing system generates and transfers
approximately 22n bytes of data back to the first party computing system via the second
party (edge) server. P1.psi2 denotes the amount of time taken to receive a set of PSI bytes
corresponding to the tokenized intersection subsets, combine the tokenized intersection

subsets, and detokenize the tokenized intersection set, thereby producing the intersection set.

Spark-PSI Step Time (s) by dataset size

10M 50M 100M
P1l.tokenize 4721 91.20 124 .88
P2.tokenize 45.90 92.89 121.64
Pl.psil 8.40 20.64 31.55
P2.psil 40.83 121.73 247.30
Pl.psi2 14.92 47.49 88.05

Table 1: Microbenchmark of SPARK-PSI using KKRT PSI and 2048 bins.

[0161]

Table 2 shows the impact of bin size on the time taken to perform inter-cluster

communication, including reading and writing data via a data stream processor (Such as

Apache Kafka). The P1.psil step produces 9.1GB of intermediate data that is sent to the

second party computing system via the first party (edge) server. The P2.psil steps

produces 3.03GB of intermediate data that is sent to the first party computing system via the
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second party (edge) server. As evident from the benchmarks in Table 2, using more bins
improves networking performance as the message chunks become smaller. In more detail,
when 256 bins are used, individual messages of size 35.55MB are sent via the data stream
processor during the P1.psi1 step. When 2048 bins are used, the corresponding individual

message size is only 4.44MB.

KKRT PSI round Time (s) by number of bins
256 2048
Pl.psil.write 36.44 13.36
P2.psil.read 178.76 98.77
P2.psil.write 15.24 8.12
Pl.psi2.read 25.61 21.35

Table 2: Network latency for datasets comprising 100 million elements.

[0162] Table 3 compares the performance of SPARK-PSI with the performance of insecure
joins on datasets comprising 100 million elements. To evaluate and compare the
performance of SPARK-PSI with the performance of insecure joins, two insecure join
variants are considered. In the first variant, referred to as a “single-cluster Spark join,” a
single computing cluster with six nodes (one driver nodes and five worker nodes) is used to
perform the join on two datasets each comprising 100 million elements. The join
computation is performed by partitioning the data into multiple bins and determining the

intersection directly using a single Spark join call.

[0163] In the second variant, referred to as a “cross-cluster Spark join,” two computing
clusters each comprising six node (one driver node and five worker nodes) are used, each
cluster containing a 100 million element tokenized dataset. To perform the join, each cluster
partitions its dataset into multiple bins. Then one of the clusters sends the partitioned dataset
to the other cluster, which then aggregates the received data into one dataset, and then

computed the final join using a single Spark join call.

[0164] For the insecure single cluster join, increasing the number of bins leads to an
increase in the number of data shuffling operations (e.g., shuffle read/write operations),
which reduces the execution speed. When the insecure join is split across two clusters, there
1s additional network communication overhead and additional shuffling operations on the
destination cluster, but an increase in parallelism because the two cluster system has twice the

compute resources.
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When using SPARK-PSI, the cross-cluster communication overhead is maintained

and the PSI computation incurs additional overhead, but the extra data shuffling is avoided

(as the system employs broadcast join). The effect of the broadcast join increases when the

system uses a larger number of bins (e.g., 8,192 bins) making SPARK-PSI faster than the

insecure cross-cluster join in some cases. The system introduces an overhead of up to 77% in

the worst case, when compared to the insecure cross-cluster join.

Number of bins Time (m)
Insecure single- Insecure cross-cluster | Spark-PSI
cluster Spark join Spark join
256 3.76 7.60 11.41
4096 5.62 4.90 8.71
8192 10.83 10.26 9.79

Table 3: Total execution time for different joins over 100 million element datasets. The

fastest times in each column are bolded.

[0166]

Table 4 details running times associated with SPARK-PSI as a function of the

number of bins and dataset size. The running times are also plotted in FIG. 9. One notable

result is the running time of 82.88 minutes for a dataset comprising one billion elements and

using 2048 bins, roughly 25 times faster than the prior work of Pinkas et al. [60]. Also as

indicated by Table 4 and from the corresponding plot in FIG. 9, SPARK-PSI performance

improves as the number of bins increases, then hits an inflection point after which

performance degrades. The initial improvement is a result of parallelization. Higher number

of bins results in smaller bin size on Spark, which is preferable for larger datasets. However

as the number of bins increases further, the task scheduling overhead in Spark (and the

padding overhead of various binning techniques) slows down the execution. Better

performance may be possible if more worker nodes are used, as this is likely to allow better

parallelization.
Number of bins Time (m) by dataset size

M 10M 100M 1B
1 1.07 12.04 - -
16 0.75 2.00 - -
64 0.78 1.66 15.27 154.10
256 0.99 1.47 11.41 116.89
1024 1.03 1.63 8.57 86.54
2048 1.11 1.86 8.12 82.88
4096 1.40 1.94 8.71 90.46
8192 2.45 3.07 9.79 94.74

Table 4: Total execution time for SPARK-PSI with various dataset sizes and bin sizes.
The fastest times in each column are bolded.
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VIII. RELATED WORK AND CONCLUSIONS

[0167] Several protocols have been proposed to realize PSI such as the efficient but
insecure naive hashing solution, public key cryptography based protocols [4, 12, 18, 25, 26,
29, 37, 46, 64], those based on oblivious transfer [11, 23, 41, 54, 55, 58] and other circuit-
based solutions [7, 36, 56, 57]. Another popular model for PSI is to introduce a semi-trusted
third party that aids in efficiently computing the intersection [1, 2, 67]. Refer to [59] for a
more detailed overview on the various approaches taken to solve PSI. In addition, other
variants of PSI have also been extensively studied such as multi-party PSI [35, 42], PSI
cardinality [13, 39], PSI sum [38, 39], threshold PSI [5, 27], to name a few. Apart from PSI,
there is also a line of work on performing other set operations such as union privately [8, 17,
40, 43].

[0168] Modern big data systems have demonstrated high scalability and performance since
the introduction of the MapReduce programming model [20]. This introduces both
opportunities and challenges alike for secure distributed computing over massive data sets

and cloud computing.

[0169] Dong et al. [23] introduce garbled Bloom filters to design an efficient PSI protocol
over big data, which is implemented using the MapReduce framework. PSJoin [22] makes
use of differential privacy to build a MapReduce-based privacy-preserving similarity join.
Hahn et al. [30] use searchable encryption and key-policy attribute-based encryption to
design a protocol for secure joins that leak the fine granular access pattern and frequency of

elements selected for the join.

[0170] SMCQL [6] uses the garbled-circuit based backend ObliVM [44] to compute query
results over the union of several source databases without revealing sensitive information
about individual tuples. Although optimized, it introduces prohibitive overhead. ConClave
[69] builds a secure query compiler based on ShareMind [9] and Obliv-C [75] to improve
scalability. ConClave works in the server-aided model in order to decrease computational
overhead. However, these systems still leave much to be desired in terms of performing
efficient secure computation over big data. Furthermore, existing works are tailor-made to
meet specific requirements and hence do not offer the same performance gains for arbitrary

secure computation.
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[0171] Another set of privacy-preserving frameworks makes use of hardware enclaves.
Opaque [76] is an oblivious distributed data analytics platform which utilized Intel SGX
hardware enclaves to provide strong security guarantees. OCQ [16] further decreases
communication and computation costs of Opaque via an oblivious planner. Unlike these
methods, SPARK-PSI does not depend on hardware. Other recent works include CryptDB
[61] and Seabed [52] which provide protocols for the secure execution of analytical queries
over encrypted big data. Senate [66] describes a framework for enabling privacy preserving

database queries in a multiparty setting.

[0172] In conclusion, this disclosure describes the analysis and application of methods that
can be used to parallelize any PSI protocol, thereby greatly improving the rate at which PSIs
can be determined. Using methods according to embodiments, this disclosure demonstrates
that private set intersections for large (e.g., billion element) data sets, can be determined at
significantly greater speeds. Additionally, this disclosure describes a Spark framework and
architecture to implement these methods in a PDJ application. The experiments show that
this framework is well-suited for real-world scenarios. Additionally, this framework provides
reusable components that enable cryptographers to scale novel PSI protocols to billion

element sets.

IX. COMPUTER SYSTEM

[0173] Any of the computer systems mentioned herein may utilize any suitable number of
subsystems. Examples of such subsystems are shown in FIG. 10 in computer system 1000.
In some embodiments, a computer system includes a single computer apparatus, where the
subsystems can be the components of the computer apparatus. In other embodiments, a
computer system can include multiple computer apparatuses, each being a subsystem, with
internal components. A computer system can include desktop and laptop computers, tablets,

mobile phones and other mobile devices.

[0174] The subsystems shown in FIG. 10 are interconnected via a system bus 1012.
Additional subsystems such as a printer 1008, keyboard 1018, storage device(s) 1020,
monitor 1024 (e.g., a display screen, such as an LED), which is coupled to display adapter
1014, and others are shown. Peripherals and input/output (I/O) devices, which couple to I/O
controller 1002, can be connected to the computer system by any number of means known in
the art such as input/output (I/O) port 1016 (e.g., USB, FireWire®). For example, I/O port

1016 or external interface 1022 (e.g. Ethernet, Wi-Fi, etc.) can be used to connect computer
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system 1000 to a wide area network such as the Internet, a mouse input device, or a scanner.
The interconnection via system bus 1012 allows the central processor 1006 to communicate
with each subsystem and to control the execution of a plurality of instructions from system
memory 1004 or the storage device(s) 1020 (e.g., a fixed disk, such as a hard drive, or optical
disk), as well as the exchange of information between subsystems. The system memory 1004
and/or the storage device(s) 1020 may embody a computer readable medium. Another
subsystem is a data collection device 1010, such as a camera, microphone, accelerometer, and
the like. Any of the data mentioned herein can be output from one component to another

component and can be output to the user.

[0175] A computer system can include a plurality of the same components or subsystems,
e.g., connected together by external interface 1022, by an internal interface, or via removable
storage devices that can be connected and removed from one component to another
component. In some embodiments, computer systems, subsystem, or apparatuses can
communicate over a network. In such instances, one computer can be considered a client and
another computer a server, where each can be part of a same computer system. A client and a

server can each include multiple systems, subsystems, or components.

[0176] Any of the computer systems mentioned herein may utilize any suitable number of
subsystems. In some embodiments, a computer system includes a single computer apparatus,
where the subsystems can be components of the computer apparatus. In other embodiments,
a computer system can include multiple computer apparatuses, each being a subsystem, with

internal components.

[0177] A computer system can include a plurality of the components or subsystems, e.g.,
connected together by external interface or by an internal interface. In some embodiments,
computer systems, subsystems, or apparatuses can communicate over a network. In such
instances, one computer can be considered a client and another computer a server, where each
can be part of a same computer system. A client and a server can each include multiple

systems, subsystems, or components.

[0178] It should be understood that any of the embodiments of the present invention can be
implemented in the form of control logic using hardware (e.g., an application specific
integrated circuit or field programmable gate array) and/or using computer software with a
generally programmable processor in a modular or integrated manner. As used herein a

processor includes a single-core processor, multi-core processor on a same integrated chip, or
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multiple processing units on a single circuit board or networked. Based on the disclosure and
teachings provided herein, a person of ordinary skill in the art will know and appreciate other
ways and/or methods to implement embodiments of the present invention using hardware and

a combination of hardware and software.

[0179] Any of the software components or functions described in this application may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C, C++, C#, Objective-C, Swift, or scripting language
such as Perl or Python using, for example, conventional or object-oriented techniques. The
software code may be stored as a series of instructions or commands on a computer readable
medium for storage and/or transmission, suitable media include random access memory
(RAM), a read only memory (ROM), a magnetic medium such as a hard-drive or a floppy
disk, or an optical medium such as a compact disk (CD) or DVD (digital versatile disk), flash
memory, and the like. The computer readable medium may be any combination of such

storage or transmission devices.

[0180] Such programs may also be encoded and transmitted using carrier signals adapted
for transmission via wired, optical, and/or wireless networks conforming to a variety of
protocols, including the Internet. As such, a computer readable medium according to an
embodiment of the present invention may be created using a data signal encoded with such
programs. Computer readable media encoded with the program code may be packaged with
a compatible device or provided separately from other devices (e.g., via Internet download).
Any such computer readable medium may reside on or within a single computer product (e.g.
ahard drive, a CD, or an entire computer system), and may be present on or within different
computer products within a system or network. A computer system may include a monitor,

printer or other suitable display for providing any of the results mentioned herein to a user.

[0181] Any of the methods described herein may be totally or partially performed with a
computer system including one or more processors, which can be configured to perform the
steps. Thus, embodiments can be involve computer systems configured to perform the steps
of any of the methods described herein, potentially with different components performing a
respective steps or a respective group of steps. Although presented as numbered steps, steps
of methods herein can be performed at a same time or in a different order. Additionally,

portions of these steps may be used with portions of other steps from other methods. Also, all
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or portions of a step may be optional. Additionally, and of the steps of any of the methods

can be performed with modules, circuits, or other means for performing these steps.

[0182] The specific details of particular embodiments may be combined in any suitable
manner without departing from the spirit and scope of embodiments of the invention.
However, other embodiments of the invention may be involve specific embodiments relating
to each individual aspect, or specific combinations of these individual aspects. The above
description of exemplary embodiments of the invention has been presented for the purpose of
illustration and description. It is not intended to be exhaustive or to limit the invention to the
precise form described, and many modifications and variations are possible in light of the
teaching above. The embodiments were chosen and described in order to best explain the
principles of the invention and its practical applications to thereby enable others skilled in the
art to best utilize the invention in various embodiments and with various modifications as are

suited to the particular use contemplated.

[0183] The above description is illustrative and is not restrictive. Many variations of the
invention will become apparent to those skilled in the art upon review of the disclosure. The
scope of the invention should, therefore, be determined not with reference to the above
description, but instead should be determined with reference to the pending claims along with

their full scope or equivalents.

[0184] One or more features from any embodiment may be combined with one or more

features of any other embodiment without departing from the scope of the invention.

[0185] A recitation of “a”, “an” or “the” is intended to mean “one or more™ unless
specifically indicated to the contrary. The use of “or” is intended to mean an “inclusive or,”

and not an “exclusive or” unless specifically indicated to the contrary.

[0186] All patents, patent applications, publications and description mentioned herein are

incorporated by reference in their entirety for all purposes. None is admitted to be prior art.
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WHAT IS CLAIMED I8S:

1. A method comprising performing, by a first party computing system:
tokenizing a first party set of data records, thereby generating a tokenized first
party set, wherein the tokenized first party set comprises a plurality of first party tokens;
generating a plurality of tokenized first party subsets by assigning each first
party token of the plurality of first party tokens to a tokenized first party subset of the
plurality of tokenized first party subsets using an assignment function;
assigning each tokenized first party subset to a corresponding first party
worker node of a plurality of first party worker nodes, wherein each first party worker node
comprises a different first party computing device;
generating a plurality of intersected token subsets by:
for each tokenized first party subset of the plurality of tokenized first
party subsets, causing the corresponding first party worker node to:
perform a private set intersection protocol with a corresponding
second party worker node of a plurality of second party worker nodes from a
second party computing system, thereby privately determining an intersection
between the tokenized first party subset and a tokenized second party subset
assigned to the corresponding second party worker node, wherein each second
party worker node comprises a different second party computing device, the
intersection providing an intersected token subset of the plurality of
intersected token subsets;
combining the plurality of intersected token subsets, thereby generating an
intersected token set; and
detokenizing the intersected token set, thereby generating an intersected set of

data records.

2. The method of claim 1, wherein the assignment function comprises a
lexicographical ordering function, and wherein generating the plurality of tokenized first
party subsets by assigning each first party token of the plurality of first party tokens to one of
the plurality of tokenized first party subsets using the assignment function comprises:

assigning each first party token to a corresponding tokenized first party subset

based on a lexicographical ordering of the plurality of first party tokens.
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3. The method of claim 1, further comprising, for each tokenized first
party subset of the plurality of tokenized first party subsets:

determining a padding value, the padding value comprising a difference
between a size of the tokenized first party subset and a target value;

generating a plurality of random dummy tokens, the plurality of random
dummy tokens comprising a number of random dummy tokens equal to the padding value;
and

assigning the plurality of random dummy tokens to the tokenized first party

subset.

4. The method of claim 1, wherein the first party computing system
comprises a first party server and a first party computing cluster, the first party computing

cluster comprising a first party driver node and the plurality of first party worker nodes.

5. The method of claim 1, wherein the first party set corresponds to a set
of join keys corresponding to a private database table join query, and wherein the method
further comprises:

receiving one or more filtered second party database tables from the second
party computing system;

filtering one or more first party database tables using the intersected set,
thereby generating one or more filtered first party database tables; and

joining the one or more filtered first party database tables and the one or more

filtered second party database tables, thereby generating a joined table.

6. The method of claim 1, further comprising retrieving the first party set
from a first party database.

7. The method of claim 1, wherein the first party set comprises a plurality
of first party elements, wherein the plurality of first party tokens comprise a plurality of hash
values, and wherein tokenizing the first party set comprises generating the plurality of hash

values by hashing each first party element using a hash function.

8. The method of claim 1, wherein the intersected set of data records

comprises an intersection of the first party set and a second party set corresponding to the
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second party computing system, and wherein the first party set and the second party set

comprise an equal number of elements.

0. The method of claim 1, wherein the intersected token set comprises a
union of the plurality of intersected token subsets, and wherein combining the plurality of
intersected token subsets comprises determining the union of the plurality of intersected

token subsets.

10. The method of claim 1, further comprising:
prior to tokenizing the first party set:
receiving a request message from an orchestrator computer, the request
message indicating the first party set, and
retrieving the first party set from a first party database; and
transmitting, to the orchestrator computer, the intersected set, wherein the

orchestrator computer transmits the intersected set to a client computer.

11. The method of claim 1, wherein the plurality of tokenized first party
subsets and a plurality of tokenized second party subsets comprise a predetermined number

of subsets.

12. The method of claim 11, wherein each tokenized first party subset is
associated with a numeric identifier between one and the predetermined number of subsets,
inclusive, wherein the assignment function is a hash function that produces hash values
between one and the predetermined number of subsets, inclusive, and wherein assigning each
first party token of the plurality of first party tokens to one of the plurality of tokenized first
party subsets comprises:

for each first party token of the plurality of first party tokens:

generating a hash value using the first party token as an input to the hash
function; and
assigning the first party token to a tokenized first party subset with the

numeric identifier equal to the hash value.

13. A method comprising performing, by a first party computing system:
receiving a private database table join query, the private database table join
query identifying one or more first database tables and one or more attributes;

retrieving the one or more first database tables from a first party database;
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determining a plurality of first party join keys based on the one or more first
database tables and the one or more attributes;
tokenizing the plurality of first party join keys, thereby generating a tokenized
first party join key set, wherein the tokenized first party join key set comprises a plurality of
first party tokens;
generating a plurality of tokenized first party subsets by assigning each first
party token of the plurality of first party tokens to a tokenized first party subset of the
plurality of tokenized first party subsets using an assignment function;
assigning each tokenized first party subset to a corresponding first party
worker node of a plurality of first party worker nodes, wherein each first party worker node
comprises a different first party computing device;
generating a plurality of intersected token subsets by:
for each tokenized first party subset of the plurality of tokenized first
party subsets, causing the corresponding first party worker node to:
perform a private set intersection protocol with a corresponding
second party worker node of a plurality of second party worker nodes from a
second party computing system, thereby privately determining an intersection
between the tokenized first party subset and a tokenized second party subset
assigned to the corresponding second party worker node, wherein each second
party worker node comprises a different second party computing device, the
intersection providing an intersected token subset of the plurality of
intersected token subsets;
combining the plurality of intersected token subsets, thereby generating an
intersected token set;
detokenizing the intersected token set, thereby generating an intersected join
key set;
filtering the one or more first database tables using the intersected join key set,
thereby generating one or more filtered first database tables;
receiving, from the second party computing system, one or more filtered
second database tables; and
combining the one or more filtered first database tables and the one or more

filtered second database tables, thereby generating a joined database table.
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14. The method of claim 13, wherein the private database table join query
additionally comprises a “where” clause, and wherein the method further comprises, prior to
determining the plurality of first party join keys:

pre-filtering the one or more first database tables based on the “where” clause.

15. The method of claim 13, wherein each first party join key of the
plurality of first party join keys corresponds to an attribute of the one or more attributes, and
wherein tokenizing the plurality of first party join keys comprises:

for each attribute of the one or more attribute, concatenating each first party
join key corresponding to the attribute, thereby generating a plurality of concatenated first
party join keys; and

hashing each concatenated first party join key of the plurality of concatenated
first party join keys, thereby generating a plurality of hash values, wherein the tokenized first

party join key set comprises the plurality of hash values.

16. The method of claim 13, further comprising transmitting the one or
more filtered first database tables to the second party computing system, wherein the second
party computing system combines the one or more filtered first database tables and the one or

more filtered second database tables, thereby generating the joined database table.

17. The method of claim 13, wherein the private database table join query
is received from an orchestrator computer, and wherein the method further comprises
transmitting the joined database table to the orchestrator computer, wherein the orchestrator

computer transmits the joined database table to a client computer.

18. The method of claim 13, further comprising:
generating a token column comprising tokenized first party join keys of the
tokenized first party join key set; and

appending the token column to the one or more first database tables.

19. The method of claim 18, wherein filtering the one or more first
database tables using the intersected join key set comprises:

removing one or more rows from the one or more first database tables based
on the token column, the one or more rows corresponding to one or more tokenized first party

join keys that are not in the intersected join key set.
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20. A first party computing system comprising:

a first processor; and

a first non-transitory computer readable medium coupled to the first processor,
the first non-transitory computer readable medium comprising code, executable by the first

processor for implementing the method of any of claims 1-19.

21. The first party computing system of claim 20, further comprising a
computing cluster comprising a driver node and a plurality of worker nodes, wherein the first
processor and the first non-transitory computer readable medium correspond to a first party
server, wherein the driver node comprises a second processor and a second non-transitory
computer readable medium coupled to the second processor, wherein each worker node of the
plurality of worker nodes comprises a third processor of a plurality of third processors and a
third non-transitory computer readable medium of a plurality of third non-transitory computer
readable mediums, each third non-transitory computer readable medium coupled to a

corresponding third processor.
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