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WD 2008/ 010450 PCT/JP2007/063935 1 DESCRI P TI
O N PORTABLE ELECTRONI C DEVI CE AND CONTROL METHOD

wOohkREDMH505 Technical Field This invention rel RCEIP1007/@63935

portabl e electronic device such as an I C card which
contains a nodule including a control elenment such as
a CPU and a data programmable and rewitable

nonvol atile nmenory, for 10 ex l e, and perforns a
process corresponding to a comuand input fromthe

exterior and a control_ net hod _of he tabl e

el ectroni c devi ce. ééékd?éhﬁﬁz%@%fié%éﬁt y, portable
el ectronic devices such as IC 15 cards are utilized
for various applications. In the IC card, data such

as i at}%%lt %L"M(%k(ﬁqﬂcar[%ﬁﬂgﬁ aRETRAII /P PrurREOF

| ar ge engt I's stored I n many cases. For
exanple, in the IC card issued for personal use, face
image data is witten to the nonvol atile nmenory of 20
the IC card as one per smwiniigdlormmilicon of the owner

at the issuing processing tine in nmany cases.

Furt her Thiis isometdfont hee laliese toCac grody,akdre arlesctinngic
whi ch data can be witten to the nonvolatile nenory
onldgvémee suishpesvipdedC 1o rdh@hdlsdy €0atE4 Nisneo MASEE
data can be 25 witten_only once, data such as the
perScAAingnPorRRIELSA B SNt snCRt 25hé (Eduidmgt @ data

AaPEOTRRBUR e WB20087 010430 PCTIRED0 FoRSaRE Yo Tor
example, and performs a process corresponding to a
command input from the exterior and a control method of
the portable electronic device.

Background Art

Recently, portable electronic devices such as IC
cards are utilized for various applications. In the IC
card, data such as image data with a large data amount
(data with large data length)“is stored in many cases.
For example, in the IC card issued for personal use,
face image data is written to the nonvolatile memory of
the IC card as one personal information of the owner at
the issuing processing time in many cases. Further, in
some of the above IC cards, an area into which data can
be written to the nonvolatile memory only once 1is
provided. In the above area into which data can be
written only once, data such as the personal
information is written at the issuing processing time.

Data such as image data with large data length is
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divided into plural portions and sequentially
transmtted fromthe I C card processing device to the

wOoGumsaneaiso This is because it is difficult to tprangpiod7/063935

whol e data with large data |l ength by use of one 5
command. For exanple, in sone of the IC cards, the
capacity of transm ssion/reception data is limted to
255 bytes. In such a case, reteived data itens are
sequentially witten to the nonvolatile nmenory of the

| C card. However, if the data witin eration is 10
|MEVI@@dedn’@Q|epl@r@JecEﬁlF"eh%%s F"G ‘Wﬁ%ﬁ if n error

or the lik th d .
P ier monwbt S| BEBroRg o e B aara o dErLbEncboehe

data cannot he witten t he, ar ea
meHor §3Ffit o Eﬂ?ﬁhl%a?%gcgﬁébgtméﬁt?g%f%ﬁﬁ§ﬂgﬂ%g£?%h%ﬁét

3g%ﬁ€$|uga &%hng% aftﬁégaaﬂeH§$ﬁ|E&eﬁsétafeonés t he

SSOCIate t he conventi onal | C card,

thgo%ﬁgﬂa'qu?ogoéx§ﬁﬁiénglhhgoﬁée@flﬂh@ mblchrddatahe
can witten Only once Into an unwitten state in

resppRsert,0oa speskakskhbhiakbzation Haserdet Lémized to
supplfied fromthe external device is described in Jpn.
Pab55ApRkes . KOKAl sBahl Ecabien N@CGHY@dZEﬂAE@th?WSt Ri*§
case, in the external device, it is necessar
suppkyienan aildivt Walitzani 6 Chst PGEVCA TS SaTE ENngdthe

ICcard to be initialized. The aboyv ro
coisi dered 2§OW@@@§sa#§ FBengﬁG§IW§l%&p %%%%gths is

card to be |n|t|aI|zed
cpsrteriese: S 5 g-a oL Zab o DMer st
%p remalinl %PQ&NSJQ%&?QQ?&Q@%%%&té% to
the nonvolatile memory of the IC card. This is because
data cannot be written to the area of the nonvolatile
memory into which data can be written only once if the
whole area is not set to an unwritten state.
As the technique associated with the conventional
IC card, the technique for setting the area into which
data can be written only once into an unwritten state
in response to a special initialization instruction
supplied from the external device is described in Jpn.
Pat. Appln. KOKAI Publication No. H10-214232. 1In this
case, in the external device, it is necessary to supply
an initialization instruction to a specified IC card to
be initialized. The above process is considered
necessary to manually identify an IC card to be
initialized and manually perform the operation of

supplying an initialization instruction to the IC card.
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As anot her techni que associated with the conventional
| C card, the technique for witing data into a backup

wanem/oieusb he data writing process and witi ngPdatp2007/063935

whi ch has been witten to the backup area 5 with
reference to a witing identification flag when the
data witing operation is interrupted is proposed in
Jpn. Pat. Appln. KOKAI Publ i cati on No. 2002- 229744,
However, in the above technique, it is necessary to

provi de the backup area in the |1C carg andhpe%forn1the
10 prockssambtingt tiegreiaue i M P EHREBACKUP® a8

Di scl osure of Invention An abject. of this inv ' j

t =provioral phr tai et}fb%?fréo et Hevi “%:ué]? c%%aﬁgéd’ g@aﬁé

per form ng rocess, of _.effici It aahdto

a HerY %?’I%(%S 15 cont! oi_fhéne(%%%% n%}f_ %E' ﬁ%é p%??%%?ée

e'eCIrO”iC@%€§iﬁﬁich condidg §Pi ePcASPECtnOfbabEUD area
nven

prigsent iy ion, there is provided a portable

el oct opi 6. dgYiEer o COMPEL 8ifg adéhtstiortboy fhaghwhen
stores data, a second nenory which stores

i depti fieat 00 i AGospaLhBNoR0: & ntlhtatkngtaket heprepesed
first nmenory is set to a state where data mwltlng

f aj huggnoceuEr edppandekeKai nPuglisettponNani gR02-229744.
determ nes whether the first nenory is set to the

st abgewber e idathewebbivagtfahnipEcocétir F6dNHEE8 8N °
the identification information when re

cei Vi 25
copmanddwhitoR PaqiEst STERatTdabE e GRTE \éhg? gegRam the

first menory, a wite processing,secti |
pepteERs S prW6é§§§goﬁg%FiﬂP%8 gg?a%ﬁﬁggpthgggrrst

menory WO 2008/ OlOAbSlOS PCI/ JP20Q7/063935 ¢

cldésdre O
An object of this invention is to provide a
portable electronic device capable of performing a
process of efficiently writing data into a memory and a
control method of the portable electronic device.

' According to an aspect of the present invention,
there is provided a portable electronic device
comprising a first memory which stores data, a second
memory which stores identification information
indicating whether the first memory is set to a state
where data writing failure occurred, a determining
section which determines whether the first memory is
set to the state where data writing failure occurred
based on the identification information when receiving
a command which requests that data be written to the
first memory, a write processing section which performs

a process of writing data into the first memory
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according to the command when the determ ning section
determ nes that the first nenory is not set to the

weoebteais@inier e data witing failure occurred andrar/JrP2007/063935

rewite processing section which perforns a process
of 5 rewiting data witten to the first nenory into
data specified by the conmand when the determ ning

section determnes that the first nmenory is set to

the state where data witing failure occurred.

According to another aspect of the present, 10 :
in@@ﬁ@?@h?gtﬁ@réh?scﬁmﬁépﬁeﬂhﬁncBﬁ?rSﬁ%ﬁﬁpﬁ8angfSSCtlon

t abl | ect i ¢ devyi which is. t t
LoRECFBRIERG. pOREBRE. Ef ERbr BRNE ot Pebohar thg 8 T

nonvol| ati| e ne whi.ch st t G _
dePERRENF ﬁrﬁhgg%érwglggPé g%%?&g% gFSgggEBt%ga%g rewrite

nogyglaLLL foMREREY ohSyfigkn! BoRrsLAke ubebecdal ot
wtTIng ai

h . oL .
n ure occurred based on identification

i nf.opuRLian dbRdi GatikRanwhet hee thestatamstror dgecadesa
is set to the state where data witing failure

oceyEred iwhenya theonwandndhivblenr eteesies ermdnidat gegéion

witten to the data 20 storage area is supplied,

peckerriiges Whiatt rgeprdcess megoryr iits $§tdaa thgt & efké

data storage area according to the conmand when it is

detvérenien &id tien wirlid iago e 1 1g&te ORCHITTG st ep that the

data storage area is not set to the jitt%tee V\peesre%tdata

wri ti ng Aequfie odud RS @SB PerForhd 2

rewiting process of, rewit.i dat thﬁ%$HéHtJF3a

dati@ Vs driade &?‘&Fﬁ Mt pdf&"&d;e%‘e& fi él(}%by the comrand

when L, is determned ifdhe ahove MQ 2008045 Gethod

PP Gosods e de
used for the portable electronic device having a
nonvolatile memory which stores data, comprising
determining whether a data storage area of the
nonvolatile memory is set to a state where data writing
failure occurred based on identification information
indicating whether the data storage area is set to the
state where data writing failure occurred when a
command which requests that data be written to the data
storage area is supplied, performing a writing process
of writing data into the data storage area according to
the command when it is determined in the above
determining step that the data storage area is not set
to the state where data writing failure occurred, and
performing a rewriting process of rewriting data

written to the data storage area into data specified by

the command when it is determined in the above
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determining step that the data storage area is set to
the state where data witing failure occurred.

wadadistoiersal obj ect s and advant ages of the i nveRCTOP2007/063935

will be set forth in the description which foll ows,
and 5 in part will be obvious fromthe description,
or may be |earned by practice of the invention. The
obj ects and advantages of the invention may be
reali zed and obtai ned by neans of the

instrumentalities and conbinations particul arl
paiettedniguitn ther et maihay  the Paa oFt RS i%ﬁ%nl%fset to

Drawings FIG_ 1 is_a block di agram show xanpl e
ofthe ret- aleh iR at ForP o‘frjawrf%gfcaa{rﬁdu%e(:\é%ér]%?%e?b an

enbodi nent, of this |nventi a N din _
t he |Ca%%}a}o&%iF$E9eﬁg%Sggddgggggﬁgéﬁgu%ﬁgggﬁ gention

ﬁéﬁgfééb%f%éygfo§{ﬁufﬁufﬁe0&e9§£fp§i@ﬁeﬁhi@hafdhlaws, and

I i'S a di agram showi ng an exanpl e of the
styyciure of | ERodebbpibhonsiahotnat doscrEbGiod, i sramay be

di agram show ng an exanple of the 20 configuration of
a Wehigehi paryreeameadof Fte Bnirsnaidhagr AveshbiphgSapnd
exanpl e of “transm ssion data follow ng after the
wr btieahtBgey o€otmandnshommonnmEyGpesreplEzeg p8da
flowchart for illustrating an exanple _25 of a _process
f opbthéneti bg beaasy ofoffrandnsEFENe? R LG FFoRChar t
for illustrating a first _exanpl f a,proc

( . i fter.
pecbubipdtihel RaFIEAGUSA &N BELNBRS068F 0 54EG 2 £ EeT
PCT/JPZOO?/O639%§¢§% Description of Drawings

FIG. 1 is a block diagram showing an example of
the configuration of an IC card according to an
embodiment of this invention and a system including the
IC card.

FIG. 2 is a diagram showing an example of the
structure of data stored in a data memory.

FIG. 3 is a diagram showing an example of the
structure of EF definition information.

FIG. 4 is a diagram showing an example of the
configuration of a write binary command.

FIG. 5 is a diagram showing an example of
transmission data following after the write binary
command shown in FIG. 4.

FIG. 6 is a flowchart for illustrating an example
of a process for the write binary command.

FIG. 7 is a flowchart for illustrating a first

example of a process performed when a flag of an EF
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specified as a to-be-witten object by the wite
binary command is set to the on state. FIG 8 is a

wohasmhesso for illustrating a second exanple 8CTUP®07/063935

process perforned when the flag of the 5 EF specified
as a to-be-witten object by the wite binary comuand
is set to the on state. Best de for Carrying Qut the
Invention There will now be described a best nobde of
an enbodi nent of this invention with reference to the

10 acconpanying draw ngs. .FILG 1 i.s | o di_agr, :
shewerd LaRdeREnBI &Co S Pite tE5R io&aregt%i gﬁ%’ %?‘ear%’%lqé%?grlélary
1 used as, a portable, . .electronic device according to
ancéﬁﬂégﬁwéﬁtSS% ?ﬁigh% ﬁ@eﬁ%%g%'and an | C card system
including the LG card (15 1. The 156 1card ok ingy $etsdddnd

an operablé state when power Is supplied thereto from

an | d R QEESS NG e AeHGE A RS dhedXiionaldeviftehe
Thgxgégggr 1 setiio €Ethe\ﬂoperable state perforns

ValdousRFGRS5eS aCaw-Haig2Q teh ctmmmnddyf rdm tehel HeC
card processing device 2. The |C card processing
deice X supplanes ied ecttr ite powerort stadperate the |1 C
card 1 and i ssues commands which request the IC card
1 to perf oBestatMpdes fprofessed naTREL| Ehealdd Vet he a

contact type portable 25 el ectronic deviceIﬁggnt%ft | C
card) wHitgreisiledtoy Lo Eiacd RFih 19 1T At d

D v A e VE6 2 4 O QTS GBS, LSO dL Yo Ane
PCTa/t é] cF:)er?pOJr{ y0i6n3g9 3 rawings.

FIG. 1 is a block diagram showing an example of
the configuration Qf an IC card 1 used as a portable
electronic device according to an embodiment of this
invention and an IC card system including the IC card
1.

The IC card 1 is set to an operable state when
power is supplied thereto from an IC card processing
device 2 as an external device. The IC card 1 set to
the operable state performs various processes according
to commands from the IC card processing device 2. The
IC card processing device 2 supplies electric power to
operate the IC card 1 and issues commands which request
the IC card 1 to perform various processes.

The IC card 1 may be a contact type portable
electronic device (contact IC card) which physically

makes contact with the IC card processing device 2 to

communicate therewith or a contactless type portable
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el ectronic device (contactless |IC card) which nmakes
radi o communi cation with the 1 C card processing device

wa 2008/0a0450nt act | ess state by use of an ant ennaPCrAapi007/063935

communi cating section or the |ike. The contactless IC
5 card and contact I1C card are different only in the
system of comrunication with the I C card processing
device 2. Therefore, in the enbodi nent expl ai ned

bel ow, the explanation can be simlarly applied to

both cases, of ,the contactless |C . card d

card-e AT Frstde G ex ‘?ﬁﬂqceacgﬁ‘sletshse lgcﬁncfa} gur a@?%%ﬁgéa%?%e
IC_card 1 j . ' : ' vi
cardrq nccqn@eﬁfgiﬁ%ﬁ%loﬁe ene% I('rlhlé,:d p%rro%%%%?rne%ﬁ tee

12,5, wor ki NG, IS Ve s 4 35t At 3 JBIBY Yod din GO LAt i o
section (external 15 interface) 15 and the I|ike.

Furd gfun tdre: 115 Cad gl o So€aiHd guiries. byriee castzadt kess IC
main body C. One (or a plurality of) ICchipla is
enhedaechrid ddrecsat did i derdred re bibidfyf € eif cpnly in the
configures the IC card 1. The I1C chip la includes the

20 syriteml ol erremenidat bewgrih ndmric 128 rqop kP RS Sing
menory 13, data nmenory 14, conmunicating sectjonp 1
andieiece 17 ke. THRFe EEep| 2 Wi rEpRAIES el R 5N

o 1 o o TH LB spnan foy = Lar1y ag1ilao potn

t i ssi t ] f i 5 t

theretes Ahethaurat e Brpb oot ranf o PaPRFE £ gare.

body. F , C 1.i a ; o e
ody uﬁi?%ﬁth¥%eﬁééﬁgl% oS e lcbirdy lQB%%ﬁt ECthe 1C

card, the orned In a nodul e

20084 P304505 FCI 9E2004/ 063935 8

As shown in FIG. 1, the IC card 1 includes a
control element 11, program memory 12, working memory
13, data memory 14, communicating section (external
interface) 15 and the like.

Further, the IC card 1 is configured by a card-
like main body C. One (or a plurality of) IC chip la
is embedded in the card-like main body C which
configures the IC card 1. The IC chip la includes the
control element 11, program memory 12, working memory
13, data memory 14, communicating section 15 and the
like. For example, when the IC card 1 is a contactless
IC card, the IC chip la is formed in a module form with
an antenna for transmission/reception of radio waves
connected thereto. The module is embedded in the card-
like main body. Further, when the IC card 1 is a

contact IC card, the IC chip la is formed in a module
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formwhile it is connected to a contact portion which
physi cal |y makes contact with the external device. The

waonosloaodss enbedded in the card-1i ke main bodyPairtiobires393s

contact portion exposed to the exterior. 5 The contro
element 11 is used to control the whole portion of

the 1C card 1. The control elenent 11 is operated
based on a control program and control data stored in
the program nenory 12 or data nenory 14. For exanpl e,
the control element 11 perforns a pro 10 ccord%n%h

t ofarsohang éEph?lEBHPPSEFQhEOthSPﬂg CtaBYirEe By

t th trol I
SRS Bl IR R e o

regn%%gﬂ) 130 1emBE gg[\%’zey c?a%dhilfk%nfm'a%f 8By vAth the

e program nenory 12,

ga%%gtt %lt B&‘E%ﬁme%@s%‘an%OLth@afe@gt@&Q@rt o control a

operation (for exanple, a process for a preset
corrrrand)rhearc%nm&w QUENEr ared.s lusddhe groagrtam Imerior y
12, a control program and control data correspondi ng
t 0 whie 2@ csReeinf ioFatihen Tof dahel [1IC cdihg Toartgol element 11
previously stored. The control elenent 11 realizes a
pr dee speaatendiag edo ona ac ramdre Is idred By rol data
exterior by use of the control programstored in $
pr GgroammdTemD el P opETWHRIOTY fensry CBF 3 SSRRHY dlted FOT

by a volatile 25 nenory ( RAM ndom access nmenor
Th@&%\’%’%g trli’éhrﬁ%ﬁ rp3d f%‘i%?n&%? f%ﬁrf er? nperocé@s

oGt oy .° St%%éss/%f%@&%a%ﬁf?%oﬁ%%%%‘?% 9
device by executing the control program which controls
the basic operation (a process according to a preset
command) .

The program memory 12 is configured by a read-only
memory (ROM). In the program memory 12, a control
program and control data used to control a basic
operation (for example, a process for a preset command)
are previously stored. In the program memory 12, a
control program and control data corresponding to the
specification of the IC card 1 are previously stored.
The control element 11 realizes a process according to
a command supplied from the exterior by use of the
control program stored in the program memory 12.

The working memory 13 is configured by a volatile
memory (RAM: random access memory). The working memory
13 functions as a buffer memory which temporarily

stores data. For example, in the working memory 13,
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data transmtted or received in the conmunication
process with the 1 C card processing device (externa

wdevisgpa)45@ i s tenporarily stored. Further, thePawORING063935

menory 13 is also used as a nenory which tenporarily 5
stores various wite data itens. The data nenory
(nonvol atile nenory) 14 is a data witable

nonvol atil e menory. For exanple, the data nenory 14
is configured by an EEPRON[ flash nenory or the I|ike.
In the data nenory vari, ou datsaltens 10.are.

SLOREA by=0SBLbFPeH PESTHEER (ERo ot FUE G B Her CAEd by
I SO | EC7816 E !
neﬁﬁp§e§§ w&%%lﬁg E C%Fgor exagg %pe)%vEE% @&@ernal

ary as a data file

th t t
i ’éréﬁgﬁ%ﬁégl& GG P TR Bedi eared 1e

FI'%% ?& 3d§Eaa&gbdﬁﬁear%ssﬁoh%%or&nwhﬁ%hDEem@orarlly
processing program and operation data corresponding to

pu%@%%%% Qb rabplsi Gatikensaake isteaised. Therefore, when
the ICcard 1 is used for a plurality of purposes of

appl i catirensiata plewioalyi tyocofvdDis ider mespondi dg tie thedata

20 respective purposes of applications are stored in

t heyr idatd emenmvp 1a4 .1 IBurehery -i n Hove saraw 1ot the dats

menory 14, attributes are set based on definition

i nfremvety dré QﬁoM@@ﬁl@uﬁﬁ@-§Wb@Wa EREEy TR Mepery o

25 e dritaon 0 @eﬁ%ae%}e e ddba TRAGHY £ i e

TSR e e ol e e

PCI{JQ%Q)aﬁ9§§%%§cu;Qhe like. For example, in the data
memory 14, a file (EF: Elementary File) as a data file
managed by the structure (tree structure) formed of a
plurality of hierarchies and a file (DF: Dedicated
File) as a data folder are stored. In the DF, a
processing program and operation data corresponding to
purposes of applications are stored. Therefore, when
the IC card 1 is used for a plurality of purposes of
applications, a plurality of DFs corresponding to the
respective purposes of applications are stored in the
data memory 14. Further, in the area of the data
memory 14, attributes are set based on definition
information stored in the program memory 12 or the
like. For example, an area (an area in which data can
be written only once) of the data memory 14 which

permits data to be written only once is defined by the

above definition information.
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The communi cating section 15 nmakes data conmunicati on
wth the external device (for exanple, IC card

wonresd@deisng device 2). For exanpl e, when the | €CTOR2007/063935

is a contactless I C card, the communicating 5 section
15 denodul ates transm ssion data as received radio
waves and supplies a denodul a@\%d signal to the
control elenent 11. Further, en the ICcard is a
contactless I C card, the communicating section 15

nodul at es transm ssion, data s [ fromth ont r ol
10 el eneht® 130%‘6n{¢aa%r}ﬁt%ecf%ugg Igglrg?g%s d%%%gas

{gq%%gg$@¥$%tig%”&fgﬂ’t E%ké{gﬁ%%;ﬁ%iﬁ%éS(Pofqgiémﬂle, Ic

e conmuni cati ng s transmts or

recelve P@éé‘ss:‘:’wﬂf Fo SO 301, POFd 4 %%P@%R%iﬁ cghd yIC

makes cont act h the external device. 1

COMRRMY CAS | N0 SREddionedd TECRivES €hectsmtun poseing
supplied fromthe external device. For exanple, in

t hesconmiactl Bsserhd@ichbaits s at proveni ssjpph ydsest aonréoet ved
shown) generates a clock pul se and power required for
operadingrahes respestpvbl pora | demodilahed | Sigard 4o 2bhe
based on radi o waves received fromthe conmunicatin
sectoirab. eleimemerll i n Fwethont adhepctoar ¢ a2Ef otk 2
pul se and power_i nput vi%ha cont act gorti on

shavtaaree38phti ¢ {o the reupeRtf Elﬁ%r??%ﬁgé%fl?he

' 5308 ot 2P b 8 Sy GEER PN ofron

Progessing fevige Y2008 10420, 5611 JF280440838385addo
waves. Further, when the IC card is a contact IC card,
the communicating section 15 transmits or receives data
via a contact portion which physically makes contact
with the external device.

The communicating section 15 receives electric
power supplied from the external device. For example,
in the contactless IC card, a power supply section (not
shown) generates a clock pulse and power required for
operating the respective portions of the IC card 1
based on radio waves received from the communicating
section 15. Further, in the contact IC card, a clock
pulse and power input via a contact portion (not shown)
are supplied to the respective portions of the IC card
1.

Next, the IC card processing device 2 is
explained.

As shown in FIG. 1, the IC card processing device
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2 has a control device 21 and card reader/witer 22.
The control device 21 is configured by a personal

woanguierso (PC) or the like. The control devi ceP@1/JP2007/063935

i ncl udes a processing section such as a CPU, various 5
menories such as a RAM ROM nonvol atil e nmenory and
hard di sc drive and vari ous iE%erfaces such as

comuni cation interfaces. In e control device 21,
the processing section executes various contro

prograns stored in the nenmgry to performyvariqus 10
pr 6c8§Sed. RIS ,detvﬁgecgﬂ't £od é_’\ﬁ(%geff%rr{lﬁ’ﬁ:tlzc%r 22.
outputs data.with .respect t f er, iden 22
W FEREE At dstmin &t Lo A Thes & Eara T or
exanpl e J.n ¢ | j ce il LIl ddFieer s
cof?e§%%ﬁﬁ?ﬁ6Q$OQ82ﬁ¥§%§q%¥%cesses per f or ned J15 by

usg fy e 1C iy sk il RrRvipusyetstay ed.crihe various
control device 21 causes the ICcard 1 to perform

Vakjcals iNOGRESES DY RIeGUIRON trivenadiotel lscomtempdry and
prograns. For exanple, the process of issuing the IC
camchrt i sperdmirveedchrsy wase cofs amtiesiA arp rﬁ“-&gfe@ ng 20
program That is, in the IC card issuing process, the
contampiurdens weor2 1 gy ass -datd tih e it et 6 Ghet
IC card 1 via the card reader/witer 22 according to
a CEMRINCSHE CH reRffdas A NFT (Vg S (HE TSI ng
time in a preset proc%gure based on the issuin

or GERSHARF 5 R bgr Ar STHREEAE T2 dtfet 1 Uet 1 6r 25

oA RS i CREOE 20081 G0a50° PO JRS00H Oadess °F

120utputs data with respect to the card reader/writer 22
which makes data communication with the IC card 1.

For example, in the control device 21, control
programs corresponding to various processes performed
by use of the IC card 1 are previously stored. The
control device 21 causes the IC card 1 to perform
various processes by executing the above control
programs. For example, the process of issuing the IC
card 1 is performed by use of an issuing processing
program. That‘is, in the IC card issuing process, the
control device 21 supplies data to be written to the IC
card 1 via the card reader/writer 22 according to a
command which requests data writing at the issuing time
in a preset procedure based on the issuing processing
program.

The card reader/writer 22 functions as

communicating means for making data communication with
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the IC card 1. The card reader/witer 22 nmakes data
comruni cati on based on a communi cati on system

woansggpsndi ng to the comuni cati on system of PO®/JP1007/063935

card 1. That is, the control device 21 nmakes data 5
comuni cation with the IC card 1 via the card
reader/witer 22. Wien the IC card 1 is a contact IC
card, the card reader/witerr?22 is confi gured by a
contact portion, conmunication control section and

the like which 10 physically nmake cont act th t he
cartee IG @ameldatﬁ“ € ol R34S o %‘A#e YaTa adta

transm ssi on/ recepti eration. e to the
corRERINI @Ry Seie?% ned Y e~ %%g A %P%g%tl on of

the card reader/wrifer &%n@@i’éé@f&ys%&% SONERSt IC

por ion provided on the IC card 1

si de to m ou CRYTLAEGBLL OPS. mEKES heata
t he® %%01 I?lg%%% %/\irl?ké?a%gnsuppl ies a clock pulse and

DU 10eoh GoeaRdidevia Ehedconvast ther taod which
physi c% chfl makes contact with the IC card 1. 20 Wen

t hecdGebpfifidets2a. contactless I C card, the card
reader/writer 22 is configured by an antenna,

comuni wathotheomtr chrdedt iena( saghaas ac card, the card
nmodul at i on/ denodul ation circuit) and the %
nmakeadat Avcbhrun2@at FoROREEBUERE PE éaFaniaSg B§§ 6P
25 radi o waves. \Wen data is transgn% ‘e
conpaBnesatiencaPaLrPhe SEGIORI €] c&ﬁtrol 488 on

f th d reader/witer 22 |
20DBF 6404867 PETKSPEOTFOB3IsS The Lo cord ITiePhERkelaca

communication. When the data transmission/reception
operation with respect to the contact IC card is
performed, the contact portion of the card
reader/writer Zé physically makes contact with the
contact portion provided on the IC card 1 side to make
various déta communications. Further, the card
reader/writer 22 supplies a clock pulse and power to
the IC card 1 via the contact portion which physically
makes contact with the IC card 1.

When the IC card 1 is a contactless IC card, the
card reader/writer 22 is configured by an antenna,
communication control section (such as a
modulation/demodulation circuit) and the like which
make data communication with the IC card 1 by use of
radio waves. When data is transmitted to the
contactless IC card, the communication control section

of the card reader/writer 22 modulates transmission
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data supplied fromthe control device 21 and transmts
a nodul ated signal as radi o waves fromthe antenna.

weéurondashes4so when data is recei ved fromthe cont aeCraB®01/653935

card 1, the conmunication control section of the card
5 reader/witer 22 denodul ates the signal received as
radi o waves by the antenna and_supplies the

denpdul ated data as receivedldata to the control
device 21. The <card reader/witer 22 perforns the

above data _transm ssion/reception operatjon_a .
t r dasAi c8PPAdRE THRaES SPaFad Seiedk Zduﬁsf@ gﬁw‘aansmlts
power to _operate the IC card 1 fromth te

Neft Motk SEEFUELAPE ToP SdPR St SFET 1ot Tt & ey

14 s expl ai ned. descr.j [
R e i T T i

exampl e, i 0l SALEIE n WS d S hstandard ished f iaad inrd
of e I'C card, a transparent-structured

(t ransRal et &F 0biatanERtes raeord-gialuatareidrdd as
(record EF) and the like are defined as the structure

of the datardd Iy (JHD eatiorrech 201 i sudpiel dhattzharebmrgdulated
14. In the transparent EF, data (binary data) which is
notdagttar uet ureetk iivedstamrted. tTherefaomg;rdh deajeice 21. The
transparent EF, it is suitable to store data_such as

i megper  ates Astro'ser idesyr 22 gie T FEEth S Y HREHi ch

25 has large data length. The transparent EF is .

oSN Ty U TCRE M hASR G| b Lt SThC ¢ HERdLe

b oo Hih T ) S SR 00 SBdRgereie 1c
card 1 from the antenna.

Next, the structure of data stored in the data
memory 14 is explained.

As described above, data is stored as a data file
(EF) in the data memory 14. For example, in ISO7816
which is a standard specification of the IC card, a
transparent-structured (transparent) EF (binary EF),
record-structured EF (record EF) and the like are
defined as the structure of the data file (EF) stored
in the data memory 14.

In the transparent EF, data (binary data) which is
not structured is stored. Therefore, in the
transparent EF, it is suitable to store data such as
image data whose degree of freedom is high and which
has large data length. The transparent EF 1is accessed
by use of a binary-series command. In the record EF, a

preset-form record containing management information
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and real data (record data) is stored as data.
Therefore, in the record EF, data nanagenent can be

weasisiogo4ser f orned. Data (record) stored in thePC®aP10d7/063935

EF is accessed by use of a record-series command. 5
FIG 2 is a diagram show ng an exanple of the
structure of data stored in the data nenory

(nonvol atile nmenory) 14. FIc 14 is a di agram show ng
an exanple of the structure of EF definition
information. 10 In the exanple of the iiruct re shown

i namdGrezal dedst dr9Gatss qa), ok YA 35 99Fo001,
EF0002, _ EF0003 def | I definiti
GRS 100 SHnFOTHE O TR dor e 1 B
stored., In DE _defjnitd [ [ i.nf '
vWﬂ%ﬁ?%ﬁ¥i3%§§9ﬁ?ﬁgFllf%gg%gp%%%ﬂﬁﬁlg%g%%g%:g?éggﬁﬁgéégkd

t storage ¢ .
(S%%ori%l%cca’le%eedi’%{]%)se of £ BF jdefd.nitdon d hfsmmtion

itemns information itenms which

respectipgty defd ne BROOOIm sERPORR, 2 ERHA B eof the
stored. Areas (first storage neans) Rl, R2, R3 are a
dats: 15tonage of emtdaitovsda)n tithstdrte 20matya it ens

as EF0001, EF0002, EFO0003. In this case, it 1is .

s uppasecb st ERGEHOL, y JEFOD02, FEFOMD 3 sare bl a@irgm FRoWing
and are data files in which data is permtted to be
wriart exkam e ot echeass WhHevire ¢ GF lefel Eon
definition information 25 itenms 111, 112, 113 each
have fEmM3EFon head address", "size" and "flag (wite

Lo i dent Fyo5n BETHE WD So06rbithaote showd T FRE. 2,

PCT/ JE2007L 06393115 pr (DF1), EF (EF0001, EF0002,
EF0003) are defined. 1In MF definition information 100,
information which defines MF is stored. In DF
definition information 110, information which defines
DF1 is stored. In storage areas (second storage means)
of EF definition information items 111, 112, 113,
information items which respectively define EF0001,
EF0002, EF0003 are stored. Areas (first storage means)
R1, R2, R3 are a data storage area (data area) to store
data items as EF0001, EF0002, EF0003. 1In this case, it
is supposed that EF0001, EF0002, EF0003 are binary EFs
and are data files in which data is permitted to be
written only once.

As shown in FIG. 3, the EF definition information

items 111, 112, 113 each have “EF ID”, “head address”,
“size” and “flag (write NG flag)”. The “EF ID” is

identification information to identify an EF. The
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"head address” is information indicating the head
address of the data storage area (data area) in which

wdavm/eé4sohe EF is stored in the data nenory 12CT/IPm07/063935

"size" is information indicating the size (data

length) 5 of the EF. Further, the "flag (wite NG
flag)" is information |nd|cagi$g whet her a state

where data witing into the ata area of the EF

fail ed is set or not. The "flag" is rewitten from an
of f,sta "1" ip this t 40"
in thT3 e§ ﬁﬁ?%i mh%nl%§§a MW|%|ngné?cgglgﬁe§é§t§eérea
of égﬁrggs(gfn %g gg%ah§§o%§§ée%reaTh8at£|Qgeaz in Xﬂlch

rewiting procedure 1s explarned in detarl [later.

ar ega £ aNc addressral sWot 6he@nifr £RE HASa AEAYEYEU) .1 NThe
which witing failure has occurred when 15 the "fl ag"

IS setz&0 tBeiphoshateonbynbecatongdthe thee E8Bata length)
definition information. In this case, in the EF

defohi thenEFnf ormati on, an area (address) in which

data witing failure has occurred can be specified

and the Fsraherjndheal' fhgoodruitende &fadafalwr iipfagmation
failure or 20 the state where data witing failed, can

be a@@é@ﬁ¥h@a wa%EB?auﬁgSF%t?h@hEFPaaataFBFlEkaﬁpFeto the

A h def .
|ﬂf%zﬁ%§§g 1@5 Itql?ﬁe Eafg;diésgg?tt?g EgBOT"&H%Lg%Tag
n t n O “
Se$§§o§e%%gg%en|%r8 aﬁoofg gg t%nq IS n< I%gles th

~1Q00%wn b " "
1, b 0% 1131408 Lasandt o BERT o

chiﬂggogﬁé0§§9§5aré§ of the EF (binary EF) has failed.

The “flag” rewriting procedure is explained in detail
later. BAn area (an address at which an error has
occurred) in which writing failure has occurred when
the “flag” is set to the on state may be stored in the
EF definition information. In this case, in the EF
definition information, an area (address) in which data
writing failure has occurred can be specified and the
state indicating occurrence of data writing failure or
the state where data writing failed can be determined
according to the “flag”.

For example, in the example shown in FIG. 3, in
the EF definition information 111, the “EF ID” is set
to “0001”, the “head address” is set to “8000” and the
“gize” is set to “1000”. As shown in FIG. 2, this
indicates that an area of “1000” bits from the address

“8000” in the data memory 14, that is, an area of
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addresses "8000 to 8FFF" is defined to be a data area
R1 of EFO0001. Further, in the exanple shown in FIG 3,

wonoasheo4s definition information 111, the "fl agT/JP2007/063935

(witing NGflag)" is set to "0 (occurrence of NG". 5
This indicates the state where the process of witing
data into the data area Rl of .EFO001 has failed. In
FIGS. 2, 3, 4 and 5, it is su& osed that the nuneric
val ues are expressed by hexadeci mal nunbers. In the

exanpl e shown in FIG in the EF 10 definiti

in 5%t 112004 HeP e i deind? b '3t area

" head “.is set. .to "900Q" "Size" |

(o Fo gt PR U pun (A 3 ST At et e
are N " bELS, the, agdy P00/ i We
da?%lﬂgﬁ%ﬁggl %%%iﬁgiéﬁ:lési)areégéf ﬁ%ﬁhgg?esses£§9000
to 1Ft1r11<§ wef Fnegh 1 o besax dad a@r edcclrofcERHOHORG) .
Further, in the exanple shown in FIG 3, in the EF
defiid i g i pf s grathonstldi wiherd ftlag pfocéss ngf NGriting
flag) " is set to "1 (no NG ". This indicates a

st atecai fiies ethe f dopa tdee s tRt coWhBr@0@heh29 prbéeds ofn
witing data into the data area R2 of EF0002 failed.,

| n BHeS exanpbe $howt $n Fi Gs 3suppese Hrat ek nt¥Pehtc
information 113, the "EF ID" is set t "0003", the
"héﬁﬂ“ﬁﬁ%r%@%"e¥gr%%§e@oby9@%@ad%ﬁﬂm?ﬁen%@be§?2e" i's

oo 0, T e ahOlE, LACEL S 2y 3, pdkegt g ha

gg%$%£§%8%¥%%g§% g%%%.fénaflﬁfe@hgf“ﬁg)§9085919350to
“0002”, the “head address” 1s set to “9000” and the
“gize” is set to “200”. As shown in FIG. 2, this
indicates that an area of “200” bits from the address
“9000” in the data memory 14, that is, an area of
addresses “9000 to 91FF” is defined to be a data area
R2 of EF0002. Further, in the example shown in FIG. 3,
in the EF definition information 112, the “flag
(writing NG flag)” is set to “1 (no NG)”. This
indicates a state different from the state where the
process of writing data into the data area R2 of EF0002
failed.

In the example shown in FIG. 3, in the EF
definition information 113, the “EF ID” is set to
“0003”, the “head address” is set to “9200” and the
“gize” is set to “100”. As shown in FIG. 2, this
indicates that an area of “100” bits from the address

“9200” in the data memory 14, that is, an area of
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addresses "9200 to 92FF" is defined to be a data area
R3 of EFO0003. Further, in the exanple shown in FIG 3,

wonoasheo4s definition information 113, the "fl agT/JP2007/063935

(witing NGflag)" is set to "1 (no NO". This 5
indicates a state different fromthe state where the
process of witing data into the data area R3 of
EF0003 failed. Next, a commahd supplied to the IC
card 1 is explained. 10 As described above, in the
systemshown in FIG 1, the IC card 1 perfor
pradeseseerr 8§88AdItAg LEFa léoﬁﬁﬁﬁﬁeguﬁﬁl%&da?ﬁgggtgrea

f the I C d i i 2 ; .

R BCEEP0ar oy PHEGRRE s CSRmiREs CRapdt CalHR, in FIC. 3,
d the.lC d. he,

whithtReshE HEanTeaPhohrer R e EE RIS, et oaT s o

the_ da r inglouderabi Rar yngences . camiand
angw é%gpg?§§r¥géégonngn%. The binépy-series conmmand

i s pRiRLy used hQ + o AUEScd td@ramMihld Y sife0c@sreorthe
reading process with 20 respect to the binary EF. In

t hg rBicRaky v¥erias ieqmmnd, iathoshedelitee ssypeciFy @f EF0003
access to data in the EF by use of offset. On the

ot lfer 1le@and, the record- series command is mainly used

to request a data witing process or readi ng process
with redjsest, to adrenaretrWPRsi gk tq el T 6cdrd-SelT es
command, the host device specifies access to the
recerd aERSM -t h respect to the |1C card by use of

Lg?gggég??%%g%igbaééggoévhee, rierg: rlrtlje' s s@&ggélg&%SPn FIG. 1,
the IC card 1 performs a process corresponding to a
command supplied thereto from the IC card processing
device 2. Various commands are provided as commands
which can be executed by the IC card 1. For example,
commands which issue a request of data writing or
reading to the data memory 14 include a binary-series
command and record-series command.

The binary-series command is mainly used to
request a data writing process or reading process with
respect to the binary EF. In the binary-series
command, a host device specifies access to data in the
EF by use of offset. On the other hand, the record-
series command is mainly used to reqguest a data writing
process or reading process with respect to the record
EF. In the record-series command, the host device
specifies access to the record EF with respect to the

IC card by use of information indicating the record.
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Next, a wite binary comuand which is used as one of
the binary-series conmands is explained. FIG 4 is a

wdizeqgroamsehowi ng an exanpl e of the confi gur at POWJIP007/063935

the wite binary command. FIG 5 is a 5 diagram
showi ng an exanpl e of transm ssion data (conmand)
following after the wite binary conmand shown in
FIG 4. The wite binary conmEhd is a bi nary-series
command whi ch requests witing of data to the binary

10 EF. As shown in FIG, 4, the wite binary connggd one
i ncl ude¥ekhf ORNHELSR PLEAEYsGERTGEdaWheLR" 150 56N &°

"I NS" portion, "P1" portion, "P2" por%ﬁonheaLc"
popfi bAe BhBArPafsr g6 CPBR"FR tReS*BLA*"56rti on and

CINST BELT Ny o ofation e adl catina d e tmes

of 15 ¢ ctively stored. In‘the exanple

shown_..in_ F 4. i he " CLAY, I eRaRdd | Ng1G. 5 i
poFPPSﬁ?uxﬁgg%naﬁg EB%-%F%E%CS%?%g&t%g wite binary e

co r egt.i wel 0bgd+ rhA strhe sikRh" =t i on
angggggﬁﬁpgpfﬁgﬁg %&f%%ﬁﬁ??%nb 20rit§ns Fﬁdicgf?ﬁg

Pr Qeeasiang ) PabaTekeny efftkle tbhemmande arieastyoragimand
Further, in the "P1" portion, information

(i nhermatinomIicndidcati ng EF 1 D) which specifies a file

(EF) into which data is to be witten is stored., In

t he exafflee wahidven HimamyGcommargl i(shex dderd 1l S 95 es

punber) = 10000001 (binary nunmber)” is stq&§q:in t.h%r

Prompend ohiohn nemiesiamIe RGPS fatee ty, thg Figary

B o e L ooyt By oI P P
includes information items such as a “CLA” portion,
“WINS” portion, “P1” portion, “P2” portion, “Lc” portion
and “Data” portion. In the “CLA” portion and “INS”
portion, information items indicating the types of
commands are respectively stored. 1In the example shown
in FIG. 4, in the “CLA” portion and “INS” portion, “00”
and “D0” indicating the write binary command are
respectively stored.

In the “P1” portion and “P2” portion, information
items indicating processing parameters of the command
are stored. Further, in the “P1” portion, information
(information indicating EF ID) which specifies a
file (EF) into which data is to be written i1s stored.
In the example shown in FIG. 4, “81 (hexadecimal
number) = 10000001 (binary number)” is stored in the

wp1” portion. In the example shown in FIG. 4, it is

supposed that the lower five digits of the binary
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nunber of the value in the "P1" portion indicates
identification information (EF I D) of the EF. That is,

wonodsheosnanpl e shown in FIG 4, "00001" is specriiPmd7/063935

as the EFIDin the "P1" portion. 5 In the "P2"
portion, an offset value is stored as information
indicating a data witing position (address) in the
EF specified by the "P1" port}dn. In the exanple
shown in FIG 4, "00" is stored as information

i ndicating an offset value in EFO001 10 speciﬁie%egy

t heuthPét pérthenvathat insthpn PRE BRARPPE 1BAGWA i

FIG 4, EFID is set to "00001" and the offset  va

i sidentigicatiornépépreratirn tRé \%Pist 8be$?8r§F'col%¥%§%d
shown in FIG 4, the head ress Q @01 i L fied
spé@iFP@deéémﬁlaa?EOWPiﬁg ??grtﬁposﬁpﬁgﬁ i%st%gqpﬁf;e 8
15 port.i and, P24 paertion. Further, in the "Lc"

poF Foh?gﬂn%grEg ioﬁe i%gggéfgﬁg the Il ength of whole

data {0 he el bpan g5 HiRar wlalerdet sidiedl.id mddied as
"Data” portion, data of the first portion anpng the

dat; g f,0mRe 1 Whi tihenchs 12Q St eked. wiittine bbatia’ion

portion, data up to the preset |length is stored. That

i S,(a@ldre@fs)dana tihkems wipdritfied kendgtle SPEC fdedippn. 1In

is,

the "Lc" portion are not necessarily stored in the

" Datha' epamnipilenshiofint He HISngtth of00thdlse sdeted ¢ Se

witten as binary data is 25 excessively Largf SQxfhat
t hé.nfivotre tdaa icainet g agt Griddatn iadle Bt #4700

portion, data of the first portion__ of the dat%ﬁé)é§%mple

W iSEesH i€ s oot @S n Blie PABELLT W0 B8/ 0ro45h

PCT/JPZOQ?/O%SQS%

shown in FIG ' %%TD is set to “00001” and the offset

value is set to “0”. Therefore, in the write binary
command shown in FIG. 4, the head address of EF0001 is
specified as a data write start position in the “PLl”
portion and “P2” portion.

Further, in the “Lc¢” portion, information
indicating the length of whole data to be written as
binary data 1s stored. In the “Data” portion, data of
the first portion among the data to be written is
stored. 1In the “Data” portion, data up to the preset
length is stored. That is, all of data items with the
length specified by the “Lc” portion are not
necessarily stored in the “Data” portion. If the
length of whole data to be written as binary data is
excessively large so that the whole data cannot be
stored in the “Data” portion, data of the first portion

of the data to be written is stored in the “Data”
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portion. For exanple, in the exanple shown in FIG 4,
"001000" is specified as the data length in the "Lc"

weanasioaeso Thi s i ndi cates that the data | ength s€TUP®05063935

whol e binary data to be witten is "1000". Further, in
the "Data" portion, data with the data | ength of "F7"
is stored. In this exanple, it2 IS supposed that the
data | ength of data which can Be stored in the "Data"
portion is "F7". In this case, as shown in FIG 4, 10
only data wth the data length up to "F7" fromthe
he®$T 6 ti on of the whole binary data to be witten

is stored in the "Data" ,portion of t W i n
comTand.F%é?%aF‘Bﬁee,’ it itskpeneec%asné%l%/ ?}g&érbplprf %%’e@w
re 2 [ | ’” 15 t ) . . ﬁ_“g) é}l y-ﬂjq__tl,% t\q;' “”
ben\?\f/rl Otrbg)n to %%we%ﬁ%féeé:% sepa?%tge ?frd(}?n{tlhe wite °

bi CMTBRG, s 5 KOJy it PUWHRS &hd Mdthe Mridih iMmartye
co rﬁ:&% t'he%rlésmii r?ilng data (binary data) vvhg%ch

canl] P& istaredddy dhed Rata'tqorid onafo't he momtend, in
can be continuously 20 supplied to the IC card. In

t hitheexwgd#, ddrtisn,suiosedi tthathelatatd tleamsytvi tdf the/”
data length of "FE' are sequentially transmtted

f olilsovei trgreaf t erInt Heéhiver i@mibi varijt commaiposads thpf sthe

di agram showi ng an exanple of data (corrrmnjro:%l to be "

t r abeird thesifoldfowlaig aftierh tFRN 258 W i Harlpe Data

command shown in FIG_4. The whole _portion of bhinar
datRPElotHe 4 itk e and® spect f‘?%%e’oyagt%OWi%ré |C9n'ar%’

gg%;?ggd%g%%g@%gﬁﬁhg%_égég égégﬁdugm%gooéfmlgéég the head
portion of the whole binary data to be written is
stored in the “Data” portion of the write binary
command.

Therefore, it is necessary to supply the remaining
data of “F09” among the binary data to be written to
the IC card separately from the write binary command.
For this purpose, in the write binary command, the
remaining data (binary data) which cannot be stored in
the “Data” portion of the command can be continuously
supplied to the IC card. In this example, it is
supposed that data items with the data length of “FE”
are sequentially transmitted following after the write
binary command. FIG. 5 is a diagram showing an example
of data (command) to be transmitted following after the
write binary command shown in FIG. 4. The whole
portion of binary data to be written and specified by

the write binary command shown in FIG. 4 is divided
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into data itens with the data I ength of "FE' as shown
in FIG 5. The data itens with the data | ength of "FE"

wanesgegusenti al |y transnmitted foll owi ng after PO®JIPzo0T/€63935

bi nary conmand. 5 That is, the binary data with | arge
data |l ength which cannot be stored in the "Data"
portion of the wite binary mmand i s divided based
on the preset data length an he thus divided data
itenms are sequentially supplied following after the
wite binary ,10 co nd fromthe I C card_procgssin
dev%%%@t%@?%eﬁﬁ??sd%} P %%%97%:%5rd€§bi%%r§hown
data i i th.the n peeifi b € akSth of “FE”
por%?o%f%? %%eh%??t%ﬁéﬁi%%%?gcgﬁgéngg%r%aégqh%n Fal?y

recejyed. @SeAhe 1 PRt A an SR 08 P611081 MG T AL O NERY write

command and transm ssion 15 data followi ng after the

bi N&Y ¥2 £oNBBRFand N this case, the IC card perforns a
process of witing the received data. Al of a
pluralitynet ¢ajathéebmbnseguaatibakliyh $appki édtbylesgth
of the wite binary conmand can be 20 tenporarily

st ovletlch ncanmot kbeigsnened yinf thae Rt &l ngorwkemr 9f hake

| arge capacity. However, in a portable electronic
devwebteuehnasy apommmedr s fividedi pasedl e Edeppooras
a morking?nennry with | arge capacity due

: h
phy@TE%l Pt R atdntlne ?%%Ss?%glgﬁdtﬂ%tﬂeigﬁﬁgzgre
[ t . T , i . t h -t d t ’ . t . .
UpRBERERE Al L e P e aT TP €8 BAFECOF 7 odbryBaPinasY
data into. the d 4 ..
20087 GH050T B 3P3007) Gha0aB g3t Lehs" BEFLYES BTATRE

card. Thus, in the IC card, binary data items with the

length specified by the “Lc¢” portion of the write
binary command are sequentially received as the “Data”
portion of the write binary command and transmission
data following after the binary command. In this case,
the IC card performs a process of writing the received
data.

All of a plurality of data items sequentially
supplied by use of the write binary command can be
temporarily stored in a working memory if the working
memory has large capacity. However, in a portable
electronic device such as an IC card, it is difficult
to provide a working memory with large capacity due to
the physical limitation of the size of the device
itself. Therefore, in the present embodiment, it is
supposed that the IC card 1 writes part of received

data into the data memory 14 and then recelves data
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following after the witten data. That is, in the
present enbodinment, it is assuned that at |east part

woh008tae4s0 anong a series of data itens suppli edCDYPUST063935

of the wite binary command is witten and then the 5
following data is received. Next, the process for the
wite binary command in the %é: card 1 is expl ai ned.
FIG 6 is a flowhart for illtStrating an exanple of
the process for the wite binary command. In the 10
exanple shown in FIG 6, it is assumed_ that, binar

dafalleyibe wiitereirheo WEAE TR Soh8mor y ME4 d5ecifi éﬁl oy

a wite binary command is divided jnto.,a_plurali.t
CaPReFEHn NPT od Tt &5 RESEehidot At s Pele of
case, it _is assuned that: t I : GRS

159t PG °dafa Sieﬁtl()esar?tfafiggcalpﬁ%%ﬁl ch %Et al%(r:cgn bils(g of
‘2’;' ﬁ%e%‘qri%%' o1 D khe data JrErmieh d efhdrsatiag

car is perforned. First, it is assuned that

the h @ GAMY RILGESY Necadende 2 supplies a clock
pul se and power to operate 20 the IC card 1. Wen the

cl ock pwese anthpoweicare Suppitiedifirombire1C eameand in
processing device 2, the IC card 1 perforns the start
pr ates I Canch resleti preogassineddhen the reset process i s
conpl eted, the control elenment 11 of the IC card 1 1
transm tRIGni€ikd a eShorgea s i ol T At T Aty examp-e
processing device 2 as an injtial, response teg tg,lenlt%e
card P e¥sIRPUSATEE (St 1) 1Y THET Car
ORI ] S200T] 0ebest o5 ~Scuntd THEE binary data
to be written to the data memory 14 specified by a
write binary command is divided into a plurality of
data items and supplied to the IC card 1. 1In this
case, it is assumed that the process (the process of
writing data into an area in which data can be written
only once in the data memory 14) of issuing an IC card
1 is performed.

First, it is assumed that the IC card processing
device 2 supplies a clock pulse and power to operate
the IC card 1. When the clock pulse and power are
supplied from the IC card processing device 2, the IC
card 1 performs the start process and reset process.
When the reset process is completed, the control
element 11 of the IC card 1 transmits initial response
data to the IC card processing device 2 as an initial

response to the IC card processing device 2 (step S10).

The IC card processing device 2 which has received the
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initial response data transmts a command to the IC
card 1. The IC card 1 which has transmtted the

wOonbasiad450r esponse data is set to a state i n wRCThP1007/063935

waits for a 5 conmand fromthe |1 C card processing
device 2. Wien, in this state, the command transmtted
fromthe I C card processing 9 vice 2 is received by

t he conmuni cating section 15 ?"YES" in step S11), the
control element 11 of the IC card 1 determ nes the
type of the received 10 command. The control .elenent; .
11ipfitipd Feseangel dadét drimnae hé RS tie ©C
command _based on the values of the "CLA" portion and
| NS2XForti on of the received command. Wen it is

det erm ned that.the fegel ved COMBALLS. +dP ook

i
ot her than the wite binary command ("NO' in step

S12)s e Contypl; £lerents Bl ferdorins whigrocessvaits for a
corregbonﬁ ng to the command (step S13). The rel ation

betwgen idh & reamandst @ansh i e valdiesi raf ddel dCLA”  When, in
portion and "I NS" portion is previously stored in the

20 priegramtenuhe Ihmfard exanpine. t tad tiheon Preocks sesrd
corresponding to various commands are perforned based

on prhe qErsograante prey | Dusd yrestesrest] iy tiHee proghemcating
menory 12, Wien it is determned that the refeived 11
coraretta drs 1250t ¥eS Wit eStimatyl oo YES® FHEEER

S12), the _control_elenent, 11 of the 1C card 1 :

det AThos! o GG 1 (9 L ChiT 1) YR Wit chP i Ry e

datais 10 baei L1en, VO 20081010450, PGTJP200ZL 06335
determines the type of the command based on the values
of the “CLA” portion and INS” portion of the received
command.

When it is determined that the received command is
a command other than the write binary command (“NO” in
step S12), the control element 11 performs a process
corresponding to the command (step S13). The relation
between the commands and the values of the “CLA”
portion and “INS” portion is previously stored in the
program memory 12, for example. Further, processes
corresponding to various commands are performed based
on the programs previously stored in the program memory
12.

When it is determined that the received command is
the write binary command (“YES” in step S12), the
control element 11 of the IC card 1 determines a data

file (binary EF) in which binary data is to be written
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based on the value of the "P1" portion as the process
paraneter in the wite binary command (step S14). That

wopostohetsecont rol el enent 11 of the IC card 1 reCTIUPAOT063935

definition information of the EF of EFID set in the 5
"P1" portion of the received wite binary comrmand from
the data nenory 14. Based on fhe retrieving result,

the control element 11 deternfhes whether an EF
specified as a to-be-witten file by the wite binary
command is present or not. 1Q If it is determned in

t hbaaBevendeher Fierds & t@@eppﬁhapoﬁﬁéopoﬁﬁbg%ﬁ1&38?858
EF (EF specified by the "P1" portion of t Wrd -t

bi RAFSTEbRTaN) ThE oL toPadary CoNBR (s?’tr%%’ Sy - That
the control el enent f. thed ar fior ves
pré§éttbFrSPn5 g§e§§%%§$%b]f5%§ég?% F% %ﬁ@gféggg%n?%?
exanplie, .t | ey HF IO TR (A t0Ces S 1
in?%?%ﬁﬁ&gpﬁeqﬁ%ﬁggk' proceggﬁﬁg device 2 that the

t o~Re-Whitter nElb rSpeE fleeldi vy thie twr idievaiynargmmand from
command is not present as the error process. 20 If it

i S tget Qfiane@riotyt el .ab®essedetogr nihratiedr i estigyy tiesult,
the to-be-witten EF (EF specified by the "Pl"
pordhieor oot taie edrdntan thiliarde teomasd) Whetdreaseqt EF
("YES" in step S14), the control elenent 11 determ nes
whetdeer fgrechats @ fladpgwiiititap NG9 &) Wi H'Tespertrary
to 25 the to-be-witten EF is set to the on state ("0"

i n qom@mansk drp IR SN 9 MG 3) (step S15). That is,

L b ke Sl SRLsld dsismmLngeion
step that the to-be-written EF (EF specified by the
“p1” portion of the write binary command) is not
present (“NO” in step S14), the control element 11 of
the IC card 1 performs a preset error process {step
§22). In this case, for example, the control element
11 performs a process of informing the IC card
processing device 2 that the to-be-written EF specified
by the write binary command is not present as the error
process.

If it is determined in the above determination
step that the to-be-written EF (EF specified by the
“p1” portion of the write binary command) is present
(“WES” in step S14), the control element 11 determines
whether or not a flag (writing NG flag) with respect to
the to-be-written EF is set to the on state (“0” in the
example shown in FIG. 3) (step S15). That is, the

control element 11 of the IC card 1 determines whether
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the flag (witing NGflag) is set to the on state
("0") or off state ("1") in definition information of

woOhersEir04s0f EFI D set in the "P1" portion of theCcmP10e7/063935

binary command. In this case, the control elenment 11
5 determ nes whether the flag of the EF specified as a
to-be-witten file by the mwiﬁf bi nary conmand is set
to the on state or not. If it“1s determned in the
above determ nation step that the flag of the

to-be-writt EF. (EF_10 i fied the "P1" ' wy o
of tEReE W Ft EV51 Rty NGoRTERG) -7 oo8e; (Dot PRcBnoSriFe | 0"
"YES" i t ), .th t | f teh C
CaPd 95poFTorhs Al pr oBeds it CROW 11 e asseri Bed " ot
| at er i_th w h k
A R i e

Wi ect 1ot g EEsset thtochbRerwli beepener 13t ate
mﬁ%Pmﬁgﬁgescr#bed Pndetai | later. 1f it is

deyerpi-RedeksnNywhBenaboyeedet agnbiathenEFstppctifidec ke a
flag of the to-be-witten EF is not set 20 to the on
st abepet-hattisn theef bggtbk théteobbeawyi cramapd jis set
set to the off state ("NO' in step S15), the contro

el epenteldndeterri pesn@fiet her the storage area (wite
area) of the to-be-witten EF is se unw i tt.en

state offnét G§t€GtSHEFHQﬁ1%Wﬂ§?%3_ t%é%%ﬁe%ﬂ§q%§lon

sumposed Ll e L by w il Ao B LS anmige

SuBRosed I IS0 g L g €8 Sliaiha
command) is set to the on state (“"YES” in step S15),
the control element 11 of the IC card 1 performs a
process which will be described later with respect to
the EF set to the write error state (steps S31 to S38
or step S41). The process with respect to the EF set
to the write error state will be described in detail
later.

If it is determined in the above determination
step that the flag of the to-be-written EF is not set
to the on state, that is, the flag of the to-be-written
EF is set to the off state (“NO” in step S15), the
control element 11 determines whether the storage area
(write area) of the to-be-written EF is set to an
unwritten state or not (step S16). In this example, it
is supposed that the to-be-written EF is an area in

which data can be written only once. Further, it is

supposed that whether or not the area is already
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witten is determ ned according to whether the area is
set to the unwitten state or not. That is, the

woanisroab4sel enent 11 of the I C card 1 deter nmi n@ET/IP2007/063935

whet her the area (data storage area of the 5 EF)
specified by the EF definition information of EFID set
in the "P1" portion of the reggived wite binary

command is set to an unwitteh state or not. In this
case, it is supposed that all of data itens set to the
unwritten state have val ues of,."FF_ (al h [ ;
o BEiGtep 5 RERFOPES PREHPPolt ol BIaHE T Lt e 15
I C car det er mi. r net the area is set
toSF%e%ou%%FiPpgﬁlgﬁgpgggég%r ?La'td whet her al | of

the bitgyn sthe fal 2c3karAge @heM0N 1 ket Ehare seird 1
to the vgﬁue of ..1,. 15 1If it is determned in the

aboye cdetield RAkkeRr $hep atrkat (de astsarageearamofoft Hae
to-be-written EF is not set to the unwitten state
("M@ ispestign eqlb), thiee EFcartfrioli telcememtt ciringgeirdfrorads B 1D
preset error process (step S22). In this case, for
exanql an tthe CEIrT plor2d osl exferithel Irquerifvschs & §5r duessrY
of informng the IC card processing device 2 that tqg

t o-clpemanct tien SEE $Pe @ VBX T IREShS WS S hiplyy 10 this

command is not set to the unwitte tate as th

er CeS Sor ddeds FUPRAFSS dtg?é: gl éjc?%ai rmed’ g ns‘?etneto the
precedi n 25 step.S15 that the fl.ag.of_t-he EF i

to Utnr’f@”&fgcfen SHE PPNSr ForE S i?g i fig':? s{adle eorflrzntn}lée; kqulﬁés are

S 2t 'gnt@}aetaﬁeéé,%eﬁ B R L R A s

271 determines whether or not the area is set to the
unwritten state according to whether all of the bits in
the data storage area of the EF are set to the value of
w17,

If it is determined in the above determination
step that the storage area of the to-be-written EF is
not set to the unwritten state (“NO” in step S16), the
control element 11 performs a preset error process
(step S22). In this case, for example, the control
element 11 performs a process of informing the IC card
processing device 2 that the to-be-written EF specified
by the write binary command is not set to the unwritten
state as the error process.

In this case, it is confirmed in the preceding
step S15 that the flag of the EF is set to the off

state. Therefore, if it is determined in step S16 that

the storage area is not set to the unwritten state, it
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is considered that the data storage area of the EF is
set to a state in which data is witten or faulty

woQesrig04sm t he nmenory or hardware. Therefore, PATIRIN7/663935

case, the control element 11 determ nes that the 5
process for the wite binary command cannot be
perfornmed and perfornms an errQr process. If it is
deternmined in the above dete@%ination step that the
storage area of the to-be-witten EF is set to the
unwitten state ("YES' in step S16), the 10 fQ@ﬁéO&F is
elismemnsideesd gt £7% 93Ty Proceds 2L97 r¥spondi ng

to the wite binar 0, n st eps

Figast ,tmnsfr%fc%i%}%/ H%”t% ?ﬂ#‘? el%i %%%t%‘gn%gﬁ%%ul%e
control elengnt 11 perfo ess hid NOsn dabah
SIS L e P P (EafuPLREES TRt S ok Nlin pekan 2

comend {ﬂg%ﬁl&ﬁfa&a{#@ﬁ@sm sgeetihefebytnat ot iiset
e

vattie stored in t P2" portion of the wite binary

c %sésfSP S1d) wrFos BxRaPY ecomhendr eashut nget he
wite binary command shown in FIG 4, the contro

el§@§ﬁgrﬂgd29n@epé@faﬁmﬁ pnoeessroprocessng data (data
with the first data length of "F7" anong the total
data | engt htots 8&06pthinstioiadthe eheveDaeaSIPoreiren™
fromthe head address "8000" of EFO001 in th datE .
nmesbey that\ba aterage érﬁérOécED?stSUQGFUrFEEFPy fpis

L P FELL! T3, LASGES B ene

nEonERE oR LETEPS APBErPETm &n &7 For Wb 2008 010450

PCI@%E%%%Z@%?%%3§O %ge write binary command (steps S17 to
S20). First, when receiving the write binary command,
rhe control element 11 performs a process of writing
data stored in the “Data” portion of the write binary
command from the head address specified by an offset
value stored in the “P2” portion of the write binary
command (step S17).

For example, when receiving the write binary
command shown in FIG. 4, the control element 11 A
performs a process of writing data (data with the first
data length of “F7” among the total data length of
“1000”) stored in the “Data” portion from the head
address “8000” of EF0001 in the data memory 14. When a
write error occurs due to faulty in the hardware in the
writing process of various data items in step S17, it

is possible for the control element 11 to set the flag

of the object EF into the on state and perform an error
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process. \Wen the witing process in step S17 is
conpleted, the control elenent 11 determnm nes whet her

wonroesgno4she reception process and witing proeesgPmn7/063935

all of the 5 data itens are conpleted (step S18). The
above determ ning process is perfornmed by determ ning
whet her or not the process of witing data with data
length (that is, binary dat 2%i th whol e data | engt h)
stored in the "Lc" portion is conpleted. 10 When it
is determned in the above determning step that the
repeptedn- process and witing process of all of the
data itens are not  conpl

st 8
controIW€?€n§ﬁ€ YleFEHSRFPge% régpgﬁgg %Eglgét%ﬁmbh%ted
| t t f o
daF e?sggg§oﬁc gpank ingB£8gﬁgﬁeg wk@%h%§ 6§C%b¥e@h

processi ng device set to

a wait state chpht WPkt B of B E%%%pblfoalgf ofnexe
dafgcfgﬁﬁgby ata 5 %RH I'C card %rgce55|ng device 2

peBE%'TEt%mef Qces %o% 1%!&@&8 Mstkbng18ext datka apoivear y
data) in response to the response indicating

coppk8k9h ind0 pebckhe Wei berfopmecedy Hedmrrtieing saedher
1. When next data is transmtted fromthe I1C card

pr eeessitng hdeyiroeed si oft Weiddng dedeptilsh WEte r%&ngth
state, the IC card 1 perforns a reception prq %ss d

r edéhwitng sdafd Ny Yus@ tef wild e&eheni Igﬁﬁi Qﬁ? in
25 (step 819) In the reception process, the contro

el &hent" Le{ SOFHEON &S &FPL &% ni nes whet her or not

data is correct|y recelved (Step S20)ndR AANRLHBY,

step that the reception process and writing process of
all of the data items are not completed (“NO” in step
s18), the control element 11 transmits a response
indicating completion of the writing process of the
received data to the IC card processing device 2 and 1is
set to a wait state in which it waits for reception of
next data (binary data). The IC card processing device
2 performs a process of transmitting next data (binary
data) in response to the response indicating completion
of the writing process from the IC card 1.

When next data is transmitted from the IC card
processing device 2 in the data reception waiting
state, the IC card 1 performs a reception process of
receiving data by use of the communicating section 15
(step S19). In the reception process, the control
element 11 of the IC card 1 determines whether or not

data is correctly received (step $520).
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If it is determned in the above determ ning step
that data transmtted fromthe 1 C card processing

wdevisgpao0oi s correctly received ("NO' in step BROPP200Ie53935

control element 11 of the IC card 1 returns the
process 5 to step S17 and perfornms the process of
witing received data. Thus, the control elenent 11
of the IC card 1 repeatedlyzﬁbrforns the process of
steps S17 to S20 until it is determ ned that

reception of whole data specified by the wite binpa
connandlfsitoh®l@?B@Fmﬁ@e@hé?e¥%?e?b¥Yea§eE?¥%%n§ﬁ%h£¥ep

as a conmuni cation, error_ does nof.ocC , - hi . dat a
dithafedati o- TRt o 9T e ea% %%%%I?%&gé%y% (g | C

d 1 be written t t & . i Nghe
A TRha Tort heet TR BT fr e binarsPcommand

3ﬁg%ét}51iélgﬁéﬁﬁniﬂegfiPhéhfcaégyg detgf @Ak NPhst pPocess

a connmuni cation error occurs in the data :

re&§p§{@£ s P 0588Speth8imk sthéf paocesBUBECatibhner r or
occurs | the course of reception of binary data

(" YESSi+84 St &8Pa . S20hus| heneoabnokokl etrement1ldeps the IC
flag of the 20 object EF into the on state ("0" in_the
exaapl el shepaatedlFl Ger8prist eheSPIpcersr OéxakfPE, Sif to
next data cannot be received within a preset le dat
pegrDsshbie perieddeserminedofhpt FECEBLd8PePH HBGLe data

that received data is  not correct by the parit ck
pr epesifiedebrofbeolr2EeePeRBRY f?mHéPQr&FnSSmPﬁgﬁgg‘

conmuni cation error has occurred. Fu L,
f| Age6riPRE obffell BETPE SEE! £5 Fh&ogﬁﬁgﬁgﬁga%?hEQ%Or

conrel eleren, 11,91 e L €.Y0.2008 0104 p1urad o

items and supplied to the IC card 1 can be written to
the data memory 14 according to a condition specified
by the write binary command.

Tf it is determined in the above determining step
that a communication error occurs in the data reception
process, that is, if a communication error occurs in
the course of reception of binary data (W"YES” in step
S20), the control element 11 sets the flag of the
object EF into the on state (“0” in the example shown
in FIG. 3) (step S821). For example, 1f next data
cannot be received within a preset permissible period
of time or if it is determined that received data is
not correct by the parity check process, the control
element 11 determines that a communication error has
occurred. Further, when the flag of the object EF is

set to the on state, the control element 11 of the IC
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card 1 perforns a preset error process (step S22). In
this case, for exanple, the control elenent 11

woeodsonoso an error process such as a process 8€T/JP2007/063935

informng the IC card processing device 2 that the

bi nary data witing 5 process failure occurs due to a
communi cation error. If it is determned in step S18
that the reception process writing process of al

of the data itenms (binary data with data | ength
specified by the "Lc" portion of the wite,_ bin

commehd) ReEleHAD| 2tRASIDE (BVEST PHOSERD %ﬁ%?? ?%%)' n

control element 11 determ pes _that al e £
preeEs se3s¢ or LPheSHATY ebiﬁg?ycggﬁﬁ%%délgéghgo%%egffyorms

termnated. In this e, .t he | ek hidd s8ESIC
T TGS PHRPPRP L POR L AF oF nBe on o O t b ERTL 2
speci fi ' | pagy;e0aRBNE1  hALQ thealiratfing
st%?Eé(5€QQ¥%E?ﬁgmgégsgeegsﬁgan TIPETE 3 (step  S23)
angrggéggrggiguggrg@bukgrah@atbng peaneascastiep e824.

For exanple, the control elenent 11 perforns a .
processtef iknfier piehg ridieckdCinasdepr 668sshag déd gecgption
that the process of witing all of the data itens 20
sppebtieed bydt heiwiinge pronasy odnaahdohashFedrta 1tems
conpl eted as the above normal term natin I 0CESS... .,
Nexbinanvesatpl @ish dh&apleeess 6@@?&?&@%‘%ﬁ %%fhs c

where the flag of the to-be-witten EF specif|

t heoWELPB BEn&by &6ﬁﬁﬁh@lﬁ§r§eF°PHaPﬁé E%EéféFgﬂfﬁgﬁ
(when_the to-be-wjtten EF is set .t rHor shal8);

i s (exXpfai n8dStEP $¢L8 )4 Fif%fxﬁﬁgggsgléggﬁb égTor the

EFtﬂQ S%lwoo%o%%ép%%%%%£§§¥qﬁgpQ%EQQ%%%% hary command

are correctly terminated. In this case, the control

clement 11 sets the flag in definition information of
the EF specified by the write binary command into the
off state (“1” in the example shown in FIG. 3) (step
$23) and performs a normal terminating process (step
S24). For example, the control element 11 performs a
process of informing the IC card processing device 2
that the process of writing all of the data items
specified by the write binary command has been
completed as the above normal terminating process.
Next, an example of the process performed in a
case where the flag of the to-be-written EF specified
by the write binary command is set to the on state
(when the to-be-written EF is set to the error state)

is explained.

First, a first process example for the EF whose
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flag is set to the on state is explained. FIG 7 is a
flowchart for illustrating a first process exanple as

wea psgeess (rewriting process) perforned whenPCnagPiooags393s

of the EF specified as a to-be 5 witten object by the
wite binary conmand is set to the on state. That is,
in the flowhart shown in FIG 7, the first process
exanpl e perforned when it is &eterrri ned in step S15
of FIG 6 that the flag of the to-be-witten EF is

t_to th h 0 d ab
\?\Aﬁé}a?gec]eﬁe\ﬁo ai%et%/ﬁls ; thl nary 'gécsaxdle%g{éc?ﬁe io(r)];/?ol
el ement ﬁ' Of the ¢ |ed9% tdﬁ&@ffﬂiﬁétfﬁ%ﬁﬁgf therst

flag of t F speci y the "P1" portion of t he
wr 'g&éasrgar@s(a%m@s 15 SRicdds  heow Ot SiQiSrote SO -

Wheén it 1s determned in the above 15 determ nati on

st g dftnddefdrag i they tef behewBR tpec B {&ERas a to-be-
specified by the "P1" portion of the wite binary
commint)eri otspict oy hehonst e o (avES comman@pls SIS , to
the control elenent 11 of the IC card 1 perforns a
revitiet iorg radtess THat sis priveedse ket T ovhetie EF:
20 set to the wite error state as shown_in FIl G

t hé"IGr obess'§ of 1 e EFORRES t%"%r?'%l%}?‘?%f%?m%‘fl @1?%’? elJC is
(5B ik 080 L A VL) NP oz 00 Lo
L e e e Lol
e AR G R TP i
binary command, the control element 11 of the IC card 1
determines whether the flag of the EF specified by the
“p1” portion of the write binary command is set to the
on state or not. When it is determined in the above
determination step that the flag of the to-be-written
EF (EF specified by the “P1” portion of the write
binary command) is set to the on state (Z"YES” in step
S15), the control element 11 of the IC card 1 performs
a rewriting process (first process example) for the EF
set to the write error state as shown in FIG. 7 as the
process for the EF set to the write error state (steps
S31 to S38).
In the rewriting process for the EF set to the
write error state, first, the control element 11 of the
IC card 1 compares to-be-written data (received data)

stored in the “Data” portion of the received write

binary command with data (data which is already
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witten) witten to the to-be-witten EF starting from
the head address for each byte unit (step S31). By the

woaopanison step, the control elenment 11 of thecr@rmar/os393s

1 determ nes whether the received data coincides with
5 the witten data for each byte unit (step S32). In
this case, the unit with which the received data is
conpared with the witten data can be adequately set.
For exanple, the received data can be conpared with

the witten data for each bit, unit, for-1
pl WEAELBY evEREESD| ROt RP'E Qaﬁﬁr%?l?%ePsﬁgugﬁggg

that th i.ved data i t htt e
aatheT BFaBaeRIBoCe GRFL SFR B By 3. CanSddr Soa in =Y

which an.erro S c i @ﬁéﬁﬁ mnibEn@hBasc card
f afPe af§SgPo%Eg8fntg%eHB%ggé% géfinition i nformation

angd when it ,bs detenai-nedei Rebbevabovatdetetmolideg with
step that tﬁe recei ved data does not coincide with

t henwr ikt eRedatiacat fer thencorteouniel dstrp BB2ray be
permtted to confirmthat the area in which .

non- coi nei denee chas ,0dter ned tcoilndi dds ol fthe Heorgved
area in which witing failure has occurred. In this
caslerai tisi soppssiebl @itd ddiceriilie Spheeker 60 MRt t he
area i n which non-coi nci dence has _occurred i area
i n ankeiccks tedvonedus é@ﬁaqx§“§@€he&h&u§QH§%M%§: & cah be

failure. 25 Wien_ it is determned in th Y :
cerereiERy vy N e GBI GE GA L Taoes. Rr-C OF £oF
coi nci de w t h written _dataq (0" NQ. t
COLICLISIL WS Wi o0 48R Moo 51 . S¥oupposes
PCIA%R?QQ%!QQ%%%?KX§%@ﬁa is compared with the written

data for each byte unit.

Eng from

Tf an area (an address in which an error has
occurred) in which writing has failed is stored in the
FF definition information and when it is determined in
the above determining step that the received data does
not coincide with the written data, then the control
element 11 may be permitted to confirm that the area in
which non-coincidence has occurred coincides with the
area in which writing failure has occurred. In this
case, it is possible to determine whether or not the
area in which non-coincidence has occurred is an area
in which erroneous data is stored due to writing
failure.

When it is determined in the above determining
step that the received data does not coincide with the

written data (“NO” in step S32), the control element 11
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performs a process of witing the received data for
each byte in which both data itens do not coincide

wO0m1&38) . That is, received data is rewittearip0amns393s

area in which the data does not coincide with the 5
received data in the data storage area of the to-be-
witten EF. In this case, the gecei ved data is
conpared with the witten dat3for each byte unit.
Therefore, in step S33, the area of each byte unit in
whi ch data non-coincident with the received dat ai 10
st peedorssy év\PFPF@ﬁSb9§e8réﬁlflﬁetp§c§?\9§&v8g‘( ga ﬁh o

?Ztegpﬁfee@gét%g. ?ﬁgwép CH RS L e e?’%n%'éﬁin
COI ?§g§3§5ter nQSSt%gcgg@%dt@%&ﬁrgge%%%@1QQ%% to an

8*wrrtten data (' n 15 step S31),
the %%”Egn%h%ﬁméﬂ!e 31+9f gbbe hErcabdnticdetarnm nes

he reception process and witing process of

a'EeQElQQ% data khempecangteorplete@d areaobf (Heepo-be-
. Like the case of step S18, the above determ ning

St %Qlkf‘teﬁelEonr ned hased camev,\hatrﬂaaerretdeavza@i cedeptiison
process and witing process of data with data Iengtth
st eoagaired e thl ¢heportitgenofiative fiax @ dh marhp uni
command (that is, binary data of whol e data Iengt

ar é“he(;@fplr@trednorst@@t S3herthe aredfemGedy s thEt 10

above determning 25 step that the recept.i on cess,
andhiralt idegapreceseigreiognt %%etef}?atae Hari é{agc nSJl

¢ ?%ﬁt%g JEQS F@é’&iﬂﬁst? 834)0811&2?0%5%1%580 659%%

34 When data of the to-be-written area is rewritten
to the received data in step S33 or when it is
determined in the above determining step that the
received data coincides with the written data (“™NO” in
step S31), the control element 11 of the IC card 1
determines whether the reception process and writing
process of all of the data items are completed or not
(step S$34). Like the case of step §18, the above
determining step is performed based on whether the
reception process and writing process of data with data
length stored in the “Lc” portion of the write binary
command (that is, binary data of whole data length) are
completed or not.

When it is determined in the above determining
step that the reception process and writing process of
all of the data items are not completed (“NO” in step

S34), the control element 11 transmits a response
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i ndi cating conpletion of the process of witing the
received data to the I C card processing device 2 and

WO020089204500 a Wait state in which it waits for PCT/JP2007/063935

reception of next data (binary data). The IC card
processing device 5 2 perforns a process of
transmtting next data (binar data) in response to
the response indicating conpletion of the witing
process fromthe 1C card 1. Wen next data is

transmtted fromthe IC c rocessi ng device . [

{ e A R AATBH S T g STt B ereeT & bt iy the
perJ_Ieor (18, &4 L&acl‘?aptﬂoond{g 0£esS, o4 zgglg&,eéé/é dada g oMang is
the “TC Car processi ng device y use of the

corgmnicatd ng. s sestdan 15 istep S35)alikerst epe&dPtion of
(step S35). Like step S20, in the reception process,

the,contyol 5 ety dacof . t hend Ccacslrd pledessses device
whet her or not data from 15 the 1 C card processing

devi qee 2f b Sm€ i eeddes s ecli veansiist epn$36d =zt Wepa | {bigary
determned in the above determ ning step that data .
fromtde 11C cespbprocessiing desperse irndicarirgtfgmpletion
received ("NO' in step S36), the control 20 elenent 11

of ehethe wakdlng rREress t heoPprbesiCterstep JBRen next
Thus, the control, el ene

épt 11 of tEe IC.card 1 ., device

refeatadty peRP IRt the TPBCERS OF STEPsPERICTRIRB6YCVE
til, it | 1 ' d that [

Speti 17 ot By e LR b E RS colpl B egird5!

Th f [ ' ' o

doeREHEr e ot PR Rt Pon CHE G 88 S B VR Ry BBy BFom the

D L
section 15 (step S35) like step S19 (step S35). Like
step S20, in the reception process, the control element
11 of the IC card 1 determines whether or not data from
the IC card processing device 2 is correctly received
(step S36).

When it is determined in the above determining
step that data from the IC card processing device 2 is
correctly received (“NO” in step S36), the control
element 11 of the IC card 1 returns the process to step
S31. Thus, the control element 11 of the IC card 1
repeatedly performs the process of steps S31 to S36
until it is determined that reception of whole data
specified by the write binary command is completed.
Therefore, if an error such as a communication error

does not occur, the IC card 1 can write binary data

which is divided into a plurality of data items and
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supplied thereto following after the wite binary
command into the EF (which is not set to the unwitten

woteaisioset to the error state (i n which the fPayiP®07/063935

set to the on state). 5 If it is determned in the
above determning step that a communication error
occurs in the data reception ocess, that is, if a
communi cation error occurs in he course of reception
of binary data ("YES" in step S36), the contro

I t. 11 h I f _th - W
i S R st oS o farrar T Py
er réjgmﬁ)érg)&ejfslﬁtecg %ﬁ%’r%?skevirﬂi&? fé ePSt a@&] tRE2nkPitten

t hi' s case, con enment 11 perfornms a process

of Inform nge the e Card Processi Non dgvige 2hethBigthe set
binary data witing process for the EF set to 15 the

erros shaten dueat®) a4 communi cation error as the error
process, for exanple. If it is determned in step S34

that theIfeteptsodetprocessd andthei ébngepdetessintngl ptep
of the data itens (binary data with data | ength .
spechdt ed bymmielcdtloRieportioncesthe Wret@abrnapgeption
command) are conpleted ("YES" in step S34), the

corR¥etees entldt 145 det Br#i AREMURhGRLAPT SFfPReOCCUrS 1D

processes for the wite binapy conman ar e rectl
ter%@%af%ﬂr%%do%a¥??%%t%%ntﬂ£ Bf%@ﬁ%sg?ga Et%@észé? ¥Eep

L 6 nd "FoFEH o ShEErty Lot o201 g ohineo-

def ron 0 F specifred

QLi g—@%f@{gncﬁﬁ“?ﬁg?igﬁg &Hes€££e3R§£§p(§§¢P ard3performs

pertorns a nornmal term nati ng process WO

200§/Q§Q§é9 5EE£QFBQQ5éQ§39§§ep3§38) like steps S21 and
S22. In this case, the control element 11 performs a
process of informing the IC card processing device 2
that the binary data writing process for the EF set to
the error state due to a communication error as the
error process, for example.

If it is determined in step S34 that the reception
process and writing process of all of the data items
(binary data with data length specified by the “Lc”
portion of the write binary command) are completed
(“YES” in step S34), the control element 11 determines
that all of the processes for the write binary command
are correctly terminated and carries on the process to
step $23. 1In this case, the control element 11 sets
the flag in definition information of the EF specified
by the write binary command into the off state (step

523) and performs a normal terminating process
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(step S24). As described above, in the first process
exanple, the flag set to the on state when the data

waonpasiongtso process for the data file in which tReT/JP2007/063935

witing process 5is permtted only once has failed is
previously provided. Then, when the flag of the
to-be-witten EF specified by3éhe wite binary
conmand is set to the on state, the ICcard 1
perfornms a process of conmparing the received data to
be Lite the EF with data 10 which is al ready
mwi?%gég Ez%ﬁé data storage area of the EF and

rew i tingst hesdat achNabBeest 9HAg8AKER sk p MG thampile,
conpar ed gata items do not coincide based on the

receh¥ed1dgt et ThYstheven wheRedahanWehti Agthni@itheg
data area in 15 which the witing process is
perprbtedsonby oheedhas flael ed duéchothecemiuhngapiromess
error or the like, the data witing process can be

per for pedmagaed. onPyr bheal heky fawhed benargvdavalyith
large data length is divided into plural data itens

so Bsovddpe-w iheen Pheanfhenhéladt afi tepstaree-written EF
transmtted to the IC card, .the process of witing

t heSREFATESA B¥ pBPfBFAEE BRPRYeGaRmapf is set tothe on
co ni cation Eror C ursrfAs a res%ItéSEno h% mp%&qn
isgggﬁéeprgggsg of?the | Pk&;CaR°1 & BaPESPR whi EA™ 9
SU o i S
100 LBLLIR pscesuite, SoOche el agsl st
flagnseh t9 Lhee.9RySkatecks gépkﬁén@gtaFE€5r§FESa§ea of

flowhart for i1lluStrating the second WO 2008/ 010450

PCTLdE20876063938Rri8Tng the data in the storage area in
which the compared data items do not coincide based on
the received data.

Thus, even when data writing into the data area in
which the writing process is permitted only once has
failed due to a communication error or the like, the
data writing process can be performed again.
Particularly, when binary data with large data length
is divided into plural data items so as to be written
and the data items are transmitted to the IC card, the
process of writing the data can be performed again even
if a communication error occurs. As a result, in the
card issuing process or the like, an IC card in which
writing failure has occurred can be used again.

Next, a second process example for the EF having
the flag set to the on state i1s explained.

FIG. 8 is a flowchart for illustrating the second
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exanpl e of the process perforned when the flag of the
EF specified as a to-be-witten object by the wite

woizomrogoasommand is set to the on state. That i BCTiPR200T1€63935

flomchart shown in FIG 8, the second process exanple

5 performed when it is determned in step S15 of FIG

6 that the flag of the to-be; zW|tten EF is set to the
on state is shown. As described above, when receiving

a wite binary command, the control elenment 11 of t he
I'C card 1 10 determ nes er _or, not the fl t he
LC.gandyd 1 dplermnes hebhet ot noLelUhe! Lag ok el e
coppmand is _set. to_the I IS et erm ned e

|nEFh§p§86§éedd8Fe?nlnaggoﬁkgﬁgsnthgggfhe ?eageof f he

Op be-wi tien . 5F; &Ege§p%6'Eh%doQYSEB%élplTﬁ@&tu@n @fh the
the"wite b|nary command) is set to the on state

("¥§§ h%r%t%ﬁo§%5hn riree GQn&h@|s@d@m@ﬂbrbbe@% telxampC e
card 1 perfornms a process (second process exanple) of
sebbirg rifel Rhenn itt he weitberemear ist atteps$vin 6t FRIG. ©
8 Into an unwitten state (step S41) as a process for
thehkle sefe tf aiche 2@ her itoe bermorl téeat &F lirp t9eE frooddss on
of setting the EF in the wite error state into the
unwrtisttteed sstsdcein -t he control el.ement 11 of the IC

card 1 perforns a process of entirely rewiting dat

in the dt ATHRRE & of RS 25 slﬁbcbléi’l o as ablnary

(ol e SOect by eSSt R RS

S o ES 16898 e o S RURRES S s WD, 2008/ 8404501 o
by the “P1” portion of the write binary command is set
to the on state. If it is determined in the above
determination step that the flag of the to-be-written
EF (EF specified by the “P1 portion of the write binary
command) is set to the on state (“"YES” in step S15),
the control element 11 of the IC card 1 performs a
process (second process example) of setting the EF in
the write error state shown in FIG. 8 into an unwritten
state (step S41) as a process for the EF set to the
write error state.

In the process of setting the EF in the write
error state into the unwritten state, the control
element 11 of the IC card 1 performs a process of
entirely rewriting data in the data storage area of the
EF specified as a to-be-written object by the received
write binary command into initial values (for example,

“FF”) (step S41). 1In this case, it is supposed that
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data itens in the data storage area of the EF in the
unwitten state are entirely set to "FF" (that is, al

wofhodsheo4sit s are set to "1") as the initial vaPaegP2007/063935

Therefore, when all of the data itens of the data 5
storage area are rewitten to the initial values in
step S41, it becones possible to performthe process
shown by the flowchart of FIG8 6. As a result, the
control element 11 of the IC card 1 carries on the

process to step S17 and perforns the above $r€ ess
whiant 4 01 éths ofn tHee d3atR | 1 EPE28F 2FR? dat at 8t o Age” ar 3%

have been rewitten to the jnitial_values i e
SAlnW St deR cP i deRl BBROVRI T TP theSShcbid Efocéggg% Ps, al1

exanple, the fla ich is,set t h : n
th%gg?%%eg%tso?r%?§?'n@odafa§i%%og?%efgggég%?%glﬁggéh
is pernm.tted 15 to. be iftte I hhed
B L RS MR S
t o- be

WL Lt speglitednbyot BeeWihteibin@aaYues in
co oﬁag%sggg?Eggetﬁe on s?atg, the control el enent

11s9£pt§§1lC&Eabgcémégt§oéb@b1§Ftbnperﬁbemunhpipteness
state by rewiting all of the 20 data itens of the

dataoghobggenar eaowoharthefi BIG. ak . vakues readliwi toe
received data into the EF set to the unwitten state.
Thusntevenenbarndala wfi thagIfncerphd garaigred™ Whtch

is permtted to be witten only once has failed 25
duprbqe§sc@wnﬁﬁﬁ@aﬁﬂanaéﬁréﬁré%rpﬁet@@kéﬁoﬁﬁep698@§§sWhen
ParliLoararhy, ahen PR §TASEE WACR IS0 36 Ciald FeRGs
mob%%%?é%i&ﬁ%%eﬁCIég@%%O§%g§%%ﬁ5vé%%es in step S41.

As described above, in the second process example,
the flag which is set to the on state when the process
of writing data into the data file which is permitted
to be written only once has failed is previously
provided. Then, when the flag of the to-be-written EF
specified by the write binary command is set to the on
state, the control element 11 of the IC card 1 sets the
EF into the unwritten state by rewriting all of the
data items of the data storage area into the initial
values and writes received data into the EF set to the
unwritten state.

Thus, even when data writing into the data area
which is permitted to be written only once has failed
due to a communication error or the like, the process

of writing the data can be performed again.

Particularly, when binary data with large data length
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is divided and transmtted to the I1C card in plural
cycles so as to be witten therein, the process of

woenpasingisb he data can be perfornmed agai n even PETAP2007/063935

conmuni cation error occurs. As a result, in the. card
5 issuing process or the like, an IC card in which
data witing has failed cang utilized again.
According to the above first ? second process
exanple, the IC card can determ' ne the state of the

to- be-witten EF based, te thefla
1Ol|§erdf18rlﬁefjhé‘n tta‘fa\ﬁrsfntll d; @ce cI(?‘rrespontﬁl %g
the et erm nesd S A8 Jif; 1 1he, 1S g;e%%rlql prt %e J&s@e\ﬁice

suppiTES &%t € binar'y ‘command agai f. efore, even

'fw&'l%lln Ct%fd %&%C%%ﬂ ARG dRMICaEeeS: tn SRR K@ a

speci a orman to a specified I C car data can be 15

wr 'ctolhﬁﬂmtl(?:atth_%nare%@:o%b%ftdr% Pers t4 et il the Mf itterard
only once and in which witing has failed due to a

COMEHNIGR] ipHdbRIgOorortHehd ilidke dm thecdr@ dar dvhich data
Further, even when a backup nmenmory is not provided in

t hazrh(ﬁmﬁj thast Heidatda amrn thengiiprloicasss agmimesponding to
20 the state of the to-be-witten EF can be perforned
in the Aty A d£hesaleve abkbidi ¢ IFME Process

enbodi nent, an IC card in which an efficient dat
wr ieianp istoddiss Iaradd it GISRRFTEH e Hro r%ﬁ af @he to-

descrl bed abo in t C ccor | %2?51
—mr%}jl Masq O?ﬁﬁb a?% e e to e on

t t t.h f

?i e ST %aét?a?ﬁflfe%rf%”%é%??e%rf@ﬁ%&g%%? hag ©0e

f aiée@emr?eocpgétoal@ed'slof RGYY Jfgoggf@%_gg’éesélﬁug device

supplies a write binary command again. Therefore, even
if the IC card processing device does not supply a
special command to a specified IC card, data can be
written to the area which is permitted to be written
only once and in which writing has failed due to a
communication error or the like in the IC card.
Further, even when a backup memory is not provided in
the IC card, the data writing process corresponding to
the state of the to-be-written EF can be performed in
the IC card. As a result, according to this
embodiment, an IC card in which an efficient data
writing process can be performed can be provided.

As described above, in the IC card according to
the present embodiment, the flag which is set to the on
state when the process of writing data to the data file

which is permitted to be written only once has failed
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Is previously provided. Wien the flag of the to-be-
witten EF specified by the wite binary command is

weebos/etso he on state, the 1C card 1 perforns PO®JIP2007/063935

process of conparing received data to be witten to
the EF with 5 data already witten to the data storage
area of the EF and revvriting4t0he storage area in

whi ch the conpared data itens do not coincide based
on the received data. Thus, the data witing process

can, be f d [ wh dat itd he _
oty SRR SRS S AELA 4 Khd ol
T AL LA B VIR A SIS Bl o e

be Jy omided, evend f dat arc Wd td ng hasrddihd ethe process of

Addi ti onal advantages and nodifications will 15

r eachpa OGEH rd & s elsid |t @ dod nvdhiet @t tto Thies efbrej th
the invention in its broader aspects is not limted to

t hedsipedd fieadietvat st andt o epresémt at s verapdogieents the EF
shown and descri bed herein. Accordingly, various

nodird cetvohsimpyt e Seeleaed thiozr Hepari¢hgtie openprred

20 spirit or scope of the general inventive conpe&t as

gs_ata.

defdaierl Byerhelappehderti 2¢EiasPatRe t i Fhegtf &t B
WO 2008/ 010450 PCT/JP2007/063935 41 CL Al M Sﬁ%. A 4
por t abl el Bfect Fofi LRV ELCERAPPFRFRTS Caf PP sPERERBTS

whi ch_stores data second oy %écg 1oLeS. which is
i detdT 17 caf Fon” T o $%%{T|§%d1f%a i ng ?/\Eet%erat‘ﬁe
f'?§%rﬁﬁ%%%a 1S $8tyriCénstai§ YheLendat faMELi 8fe to a
faiTed,
communication error or the like and an IC card which
can be utilized again can be provided even if data
writing has failed.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects 1s not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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a determ ning section which determ nes whet her the
first menory is set to a state where data witing

woanisunetsoccurred based on the identificati on POT/JP2007/063935

i nformati on when receiving a conmand whi ch requests
that data be witten to the first nmenory, a wite
processi ng section which perfo a process of
witing data into the first nendbry according to the
command when the determ ning section determ nes 15
that the first nenory is t. set he state where
data witing failure occuﬁ)el’d?% alnépastrewrite

processi ng sect,0n WHi.CR1BLFQLTR. e ARCeSHi sing:

rewiting data witten to the first menory 1into data
speci fi ed Iy she (GaBIgNdnaen sthe cdetoari,ni ng 20

section determnes that the first nenory is set to the

st at e wher gedaha weinbirg whaichuise ceesundedt iZ1i cEie on

devi ce according to claim1, further conprising a
firsnhfsetbitignseotiiontwhgchhsehsrt hbe ifdesti fegatryons set
information to information indicating 25 that the

firsp mesdeye yheee dotehwritang \ﬁ/ﬁéﬁéddat a witing
failure occurred when the data witing process by the

wite préclesehgisesg sRChaSTF Hieh mi¢raings whether the
200 [019450 PCT/JP200£/963935 42 second Sgttinq .
secti&f “WACERTYet§ £RE FHefit PFRESt FORTSI ARSPNEET S o

inf%%g%%k no%@ﬁ%%%higgs Qagnt@gefh%%hgégﬁggEgoks not

set € sta ere data witl ure occurred

mne@n%@?mﬂ%&%nrﬁwghFE@geﬁ599§33 Q%mﬁE%dSWEQ i&%quests
processi ng section is successfully performed. 3.” The
deviggragaehdbryywt-9tekbai Mblinburtiker memory,

a write processing section which performs a
process of writing data into the first memory according
to the command when the determining section determines
that the first memory is not set to the state where
data writing failure occurred, and

a rewrite processing section which performs a
process of rewriting data written to the first memory
into data specified by the command when the determining
section determines that the first memory is set to the
state where data writing failure occurred.

2. The device according to claim 1, further
comprising a first setting section which sets the
identification information to information indicating
that the first memory is set to the state where data

writing failure occurred when the data writing process

by the write processing section has failed, and a
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conprising a determ ning section which determ nes
whet her the first nenory is set to an unwitten state

wohaeos/on6uso det er mi ni ng section determ nes that PO®JIPINT063935

10 menory is not set to a state where data witing

failure occurred, and an error processing section

whi ch inhibits datafromkxﬂn%\Mlttento the first

menory when the determning sé%tlon det erm nes t hat

the first nenory is not set to a state where data
e 15 occurre t he d ni.n

wit ai l d .
T Gt e T b THaR (Fs i o Sheribry TR Tiort gapion
L0 Lhe, nurd 14 6N, SEAE e MNSE € 1y B VG 1 BE 0605 SE Dfise

sect’ion I‘berlforms d 'process of Witing data into the

f'rﬁ%mégﬁmgy RACCAU L NG, 10h 4 e 2 CONPREL: WK thei ting

determ ning section determnes that 20 the first

Menps V1 Se Nt cSeted Oslideist ahe abhes erdatbtingipidgess by the
failure occurred and the determ ning section

det eswii nes phadeddind i sstthenoiy sscsessfolipheperformed.
unwitten state. 4. The device according to claiml1,
wherei n 8he TS devecei afngrdéngi ba déeerni neSunkeeRer
the first menory is set to the state where data

Wi Somgr i sl ngre SRR Npageat A1t Hel FleReF e TRARESN

i nformati on when rece|V|n% WD 2008/ 010450

PCTFOPR0RR / B63985" S U3 e eb¥mhfd Whi tR FRqERYEE S T AR St
g?fy di vi %e?ﬂggg¥$§$ A%g%%g QgﬁeégF ngﬁg ath¥C£ﬁ§ ??rst

e processi

SeCté88r§e£%0£8§ Qe%p{80§3§t9£esﬁggf8tHQ%hwaitlhagfallure

recerved’ data into the 5 first nmenory each tine part

of datarubliehahg LLauestedsrbocbe;ngl bbeniba whechirst

menor y Ey t he comand
inhibits data from belng written to the first memory
when the determining section determines that the first
memory is not set to a state where data writing failure
occurred and the determining section determines that
the first memory is not set to the unwritten state,
wherein the write processing section performs a process
of writing data into the first memory according to the
command when the determining section determines that
the first memory is not set to a state where data
writing failure occurred and the determining section
determines that the first memory is set to the
unwritten state.

4. The device according to claim 1, wherein the

determining section determines whether the first memory

is set to the state where data writing failure occurred

based on the identification information when receiving
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the determ ning section determ nes that the
identification information i ndicates the state where

wonddasingtsbai | ure occurred. 10 5. The devi ce aceoTdP1g7/063935

to claim1, wherein the rewite processing section
perfornms a process of determ ning whether received
data requested to be witten %o the first nmenory by
the command coincides with dafd witten to an area
into which the received 15 data is to be witten to

the f t d t [ ;
does CRET260) BT HE WPEHPE. o Bkelbd HaU SR & Ch Eoiod
d t h le ,
e hinapéur# it e

pr 9\ %é/ < o t h giteeW1@en@>r\M&%tst?s"iﬁqgr eeRiMed @ltrForms a

co nci ata wiften to an area into which the

%%b%%@sd%%a sleSule@t 18 W inirtien nlgo ridhe ifvieds tdaemimito the
ach tinme part of data requested to be witten to the

fi resty S¥E RIS Y cblte taamgRdt ©ff ekeiavedhiand isewrsqueryed
data in the area 25 which does not coincide with the
recel ved widtta einntte tthe frietsdi wethadat Y theTwemgwtaihen
according to claim1, wherein the WD 2008/ 010450
PCHn:P2B0B08 3935 s&@trlewﬂeet%e“@s%ﬁ%@fsé%ﬁ on

rewites the first, nennry into an ynwitten state
causEn ttifd Gatiicd grdidy é%Ef G 8 T %ﬁ%%%
wWriting process mnth respe t to the first menory
whW€H§%$QW£ﬂ§i%§ﬁ1QQF%$§(%nMKltten 5 state. 8. The

devi ce qucwfuémhééﬁgéaé@&érd{ﬁgt@§rclaim 1, wherein the

rewrite processing section performs a process of
determining whether received data requested to be
written to the first memory by the command coincides
with data written to an area into which the received
data is to be written to the first memory and rewriting
data in the area which does not coincide with the
received data into the received data.

6. The device according to claim 4, wherein the
rewrite processing section performs a process of
determining whether received data coincides with data
written to an area into which the received data is to
be written to the first memory each time part of data
requested to be written to the first memory by the
command is received and rewriting data in the area
which does not coincide with the received data into the
received data.

7. The device according to claim 1, wherein the
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conprising a nodule containing the first nenory,
second nenory, determ ning section, wite processing

weeaisioaesoand rewrite processing section, and RCTEPI007/063935

body having 10 the nodul e enbedded therein. 9. A
control nethod used for a portable electronic device
havi ng a nonvol atil e nenory Wg'ch stores data,

conpri sing: determ ning wheth a data storage area of
the 15 nonvolatile nenory is set to a state where data

witin failure occurred, based on_identifi LO
| DY HOES GAEOPHET LRE AGCWhet hET" T heSda he it éjéeﬂgrr“gléy

is set to the ,state where_dat iti failure ,
ock%??eﬁnmﬁ%%rbtt%%nﬁ%ﬁgemﬁ?@hg?ggéés?get g%HEaF§OEESSlng

witten to, th 0 r apr-peekar ying a ect
mw???ﬁboﬂr%%egggﬁégﬂw%tFaggdgggt?ﬁ§oprthe dat a stofzge

ar@? AREOEHLDY henbhe gamEANdsWhenrittehstdetarmuneditten
in"the above determning step that the data storage

argasks. not set to the state where data 25 witing
failure occurred, and performng a rewiting process

of rew iBti nghdatiaviwe ticewrddnghéodailaist dradeldhed

into data specified by WO 2008/ 010450 q
PCEL#P2067h068986dUAE rhatesnihAd thfed et §emory, secon
determ ned in the above deterninLngtstep that the ...,
datremstor ageterdanigds S€Ctd Oy h¥Td{ht & RUTESE 4%t a

witing failure occurred. 10. ,The nethaod ond] £.Q;4

cl anfh TeVEHEEhBLOSeSSHRE SPNG S8t RS gBAHO IR0 Hatring

Lﬂgﬁ%i%g%ﬁgkg% 'g%g&gﬁ%%%geﬁgh i nformation indicating

9. A control method used for a portable
electronic device having a nonvolatile memory which
stores data, comprising:

determining whether a data storage area of the
nonvolatile memory is set to a state where data writing
failure occurred based on identification information
indicating whether the data storage area is set to the
state where data writing failure occurred when a
command which requests that data be written to the data
storage area,

performing a writing process of writing data into
the data storage area according to the cémmand when it
is determined in the above determining step that the
data storage area is not set to the state where data
writing failure occurred, and

performing a rewriting process of rewriting data

written to the data storage area into data specified by
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set to a state where data witing failure occurred
when the data witing process has failed, and setting

wohaos/oiasat i fi cati on i nfornmati on to i nformati ORCT/JP2007/063935

indicating 10 that the data storage area is not set to
the state where data witing failure occurred when
the data rewiting process is453uccessful |y perforned.
11. The method according to claim9, further
conprising confirm ng whether the data storage area is

15 set to an unwitten state when it i ermned in

t het%%&%%%r%?ﬁ mg- s%sepé?%%]fmjt%eeé d%\l? a&g o%%‘ggar ea

i's ot _set. it ilu

2 AL A S SRR draiids {A S oo o
the dat a8t Qfagee 28 Wiel: 14 g | Ba dehes nboedrtadt he

above 20 determning step that the data storage area

is not sey. tohéheeshatieawbereifdgt Bowelitingofaclintker
occurred and it is confirmed in the above confirm ng

st epotheisihe sataingt ohagedaneafisanbensenfoomaheon to
unwitten state, wherein the performng the witing .

pr oteSsrmer for nEnai pabtegst2at ofther fatagsHaradend b hes
data storage area according to the command when it is
deteehi et | stz he whove J@bReVRihing StepUfRaPCEhEred when
data storage area is not set. WD %oo%glo%g : the
PCTFI®P2d077 06398579 48T PGS FRel8F af 8- WREr e2BGt ST PP n§

fail d and it | fi 0.t )
e R
th | h . .

S R 802 g, ek adaccer g osthtr

dat@héfgragfaa%f§thﬁg $gt 11,9t Becstate whenetdataata

witing fallure occurred
rewriting process is successfully performed.

11. The method according to claim 9, further
comprising confirming whether the data storage area is
set to an unwritten state when it is determined in the
above determining step that the data storage area is
nét set to a state where data writing failure occurred,
and inhibiting data from being written to the data
storage area when it is determined in the above
determining step that the data storage area is not set
to the state where data writing failure occurred and it
is confirmed in the above confirming step that the data
storage area 1s not set to the unwritten state, wherein
the performing the writing process performs a process
of writing data into the data storage area according to
the command when it is determined in the above

determining step that the data storage area is not set
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based on the identification information when receiving
a conmand whi ch requests that data divided and

woeuppliiesdo thereto in plural cycles be wittenpPCo/JPive7/063935

data storage 10 area, and the performng the witing
process wites received data into the data storage
area each tine part of data ich is requested to be
witten to the data storage area by the conmmand when
it is det er m ned in the above determ ning step that

ntificat f it t 1
A 07 ATTre CeaU el T g D e fog o nd it
aCCOfdcor;&ltan Aam t%e WHRLRL eddier iPR(d BRI RAe the data

rewl ting process determ nes whether Teceived data

requesteid to-be widdend cideandatia 26h sétoaage area by
the command coincides with data witten to an area

i nto whizh. t hené eseiNed sateardsngotdeclakmt $envherehe the
data storage area and rewites data in the area which
doesetnatmiooimg i det it ine hevhedut vetheladata | prerape area is
recei ved data. 25 14. The nethod according to claim

12, sathereitthe hetaper floe b ndp the Fewk 1Y %@lb%%e%%curred
det erm nes whet her received data_coincides with

wrikaser 1 dmr Eae e DoesY m%45r6f@€ﬁ?5%0vfl?%%35%%elvmg

?Eé;q%gpﬁgé gwégghgfggbéggﬁdE % %O g %&tgﬁdtgupplled

the q%&%%:gfn pfu%gitéggl dggewgf{@eﬁt95agﬁea&§§ab¥torage

receiv rewites data in the area

MhlgPeregn%O{hé ﬁQkFBkQ?n&”Eﬁetﬁ§1f§§§|ﬂ@gcgééawtmt@s

the recei ved data. 15. The nethod according to claim

9, WeLeldithsta into the data storage area each time part
of data which is requested to be written to the data
storage area by the command when it is determined in
the above determining step that the identification
information indicates the state where writing failure
occurred.

13. The method according to claim 9( wherein the
performing the rewriting process determines whether
received data requested to be written to the data
storage area by the command coincides with data written
to an area into which the received data is to be
written to the data storage area and rewrites data in
the area which does not coincide with the received data
into the received data.

14. The method according to claim 12, wherein the

performing the rewriting process determines whether

received data coincides with data written to an area
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performng the rewiting process rewites the data
storage area into an unwitten state and wites data

wonbas/mousodat a storage area which is rewittenpCoJrher/063935
10 unwitten state by use of the witing process.
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into which the received data is to be written to the
data storage area each time part of data requested to
be written to the data storage area by the command is
received and rewrites data in the area which does not
coincide with the received data into the received data.
15. The method according to claim 9, wherein the
performing the rewriting process rewrites the data
storage area into an unwritten state and writes data
into the data storage area which is rewritten to the

unwritten state by use of the writing process.



