SPECI FI CATI ON  SYSTEM FOR PREVENTI NG UNAUTHORI ZED USE
OF DI G TAL CONTENT TECHNI CAL FI ELD The present
invention relates to a systemfor preventing
unaut hori zed play of digital content which can prevent
unaut hori zed use of digital content
distributed/delivered to a user via a recording
medi um such as a CD or nternet |ine and a
t el ephone |i ne. BACK ﬁgggﬁ$higoguch prior art
exanpl e, the followi ng systemis proposed. Basically,
the system has: a distributing recordi ng nedi um such
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recor managemnment means managi ng a charge for
use of the digital content of a user; and a digital
content playing device which is a device used for
g Ak h tgital content by the user who has
pﬁtalne&htﬁégggstributing recordi ng nmedi um and can be
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means, wherein when a request to play the digital
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transmts the request "via the Internet line to the
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aut hentication and charging 1 of the user related to

thend eguest thQepheRsm fndecryption key data via the
Internet line to the digital content playing device,

and the digital content playing device uses the
decryption key
BACKGROUND ART

As suchprior art example, the following systemis proposed.
Basically, the systemhas: a distributing recording medium such
as a CD-ROM on which encrypted digital content are recorded;
management means for managing a charge for use of the digital
content of a user; and a digital content playing device which
is a device used for playing the digital content by the user
who has obtained the distributing recording medium and can be
connected via the Internet line to the management means, wherein
when a request to play the digital content under authentication
and charging conditions is inputted by the user to the digital
content playing device, the digital content playing device

transmits the request via the Internet iine to the management

means, the management means checks authentication and charging




data to decrypt and play the digital content on the
distributing recording nedium (for exanple, see

Pat ent Docunent 1). "Patent Docunent 1. Japanese

Pat ent Application Laid-Open No. 2002-334172" 1In the

above prior art exanple, however, when the digital

content on the distributing recordi ng nedium are once
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that” secondary ‘unauthori zed use” cannot be prevented.
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prevent t econdar unaut hori ze use, there is
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the secondary use cannot be expected. This is not a
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Igital content via the dlsFrlbutlng recordi ng nmedi um
toyd-hesusenr and is alike when delivering the digital
content via the Internet line to the user. The
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content holder is lost in an unauthorized nmanner. In
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under the above background and an object of the
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preventing unaut horized use of digital content which
disadvantage that secondary unauthorized use cannot be
prevented.

Although addition of a function of automatically deleting
the digital content when a predetermined period has elapsed from
the play request can at least prevent the secondary unauthorized
use, there is another disadvantage that collection of a charge
for the secondary use cannot be expected. This isnot aspecific
problem faced only when distributing the digital content via
the distributing recording medium to the user, and is alike when
delivering the digital content via the Internet line to the user.
The advantage to be originally obtained by such as a content
holder is lost in an unauthorized manner. In this point, under

the current circumstances, the distributien of the digital

content is prevented from being promoted.



can prevent unauthorized use of digital content and
can reliably collect a charge for secondary use.

DI SCLOSURE OF THE | NVENTI ON To sol ve the above
problens, a first systemfor preventing unauthorized
use of digital content according to the present

i nvention has: a distributing recordi ng nedi um which
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matli on as plece data via a conmunication |ine;

gibql%c@i g gﬂ%rﬁé’nf tseribirigudevi ce which is a

evi ce use of at |east playing the content file on
the distributing recording medium and has a function
of communicating via the comunication line with the
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device, and the digital content playing device uses

therdeadaon ahardaeidtenbeayt e rdicstrikehuindid acks part of the
header informationtoprevent unauthorizedplayandunauthorized
copy of the data body; management means which is means managing
use cf the content file on the distributing recording medium
and can transfer the prepared part of the header information
as piece data via a communication line; and a digital content
playing device which is a device used for at least playing the
content file on the distributing recording medium and has a
function of communicating via the communication line with the
management means, wherein when a request to play the content
file under authentication and charging conditions is inputted
by a user to the digital content playing device, the digital

content playing device transfers the request via the

communication line to the management means, the management means



recordi ng nmedi um and the piece data only in play
operation to play the data body on the distributing
recording medium Alternatively, the first systemfor
preventing unauthorized use of digital content has: a
di stributing recording mnediumon which a content file
havi ng header information and a data body is recorded
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comiuni cation line wth the nanagenent neans, wherein
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a user to the digital content playing device, the
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the data body on the distributing

management means which is means managing use of the content file
on the distributing recording medium and can transmit the
prepared part of the header information as piece data via a
communication line; and a digital content playing device which
is a device used for at least playing the content file on the
distributingrecordingmediumandhasa functionof communicating
via the communication line with the management means, wherein
when a request to play the content file is inputted by a user
to the digital content playing device, the digital content
playing device transmits the reguest via the communication line
to the management means, the management means checks

authentication of the user related to the request to transmit

the piece data of the content file related to the request via



recording nmedium In this case, the request to play
the content file by the user is desirably made under
an aut hentication and/or charging condition of the
user. A distributing recording medium fabrication
device used for the systemfor preventing

unaut hori zed play of digital content used for the
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|ne to the managenent neans; and thereafter
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via the comrunication Iine, using the header

| nfor Mal 400 P {thGg FE8LFAPMY 1iB8i LR CRIHIRG tHBdl 4y Al used
the piece data In % operation to play the data
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comruni cation |ine and managi ng
records the content file separated from the piece data on a set
recording medium to create a distributing recording medium.
L digital content playing device used for the first system
forpreventingunauthorizedplayofdigital contenthas functions
of: when a request to play a content £ile under an authentication
condition is inputted by the user, transmitting the request via
the comnunication line to the management means; and thereafter,
when piece data is transmitted from the management means via
the communication line, using the header information on the
distributing recording medium and the piece data in play
operation to play the data body on the distributing recording

medium. Playing software used for the first system for

preventing unauthorized play of digital content is alike.



use of the data body; and a digital content playing
devi ce capable of comunicating via the conmunication
line with the delivery mnanagenment neans and used for
at | east playing the content file delivered fromthe
del i very managenent neans, wherein when a request to
downl oad t he content file is inputted by a user to
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MeRFOEMBIY the content file related to the request via the
communication line to the digital content playing device by
lacking part of the header information to prevent unauthorized
play and unauthorized copy thereof, thereafter, when a reguest
to play the content file under authentication and charging
conditions is inputted by the user to the digital content playing
device, thedigital content playing device transfers the request
via the communication line to the delivery management means,
the deliverymanagement means checks authenticationandcharging
of the user related to the request to transfer the prepared part
of the header informaticn as piece data via the communication

line to the digital content playing device, and the digital

content playing device uses the header information of the



means which is a server in which a content file having
header information and a data body is prepared in a
state of lacking part of the header information (that
is, play information indispensable for playing the
data body included in the header information) and the
part of the header information is prepared as piece
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content playing device, thereafter, when a
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content playing device uses the header information of

t hend rnansim-thtege cop@Nhanagement means and used for at least
playing the content file delivered from the delivery management
means, wherein when a request to download the content file is
inputted by a user to the digital content playing device, the
digital content playing device transmits the request via the
communication line to the delivery management means, and the
delivery management means transmits the content file related
to the request via the communication line to the digital content
playing device, thereafter, when a request to play the content
fileis inputtedbytheuser tothedigital contentplayingdevice,
the digital content playing device transmits the request via

the communication line to the delivery management means, the

delivery management means checks authentication of the user



file and the piece data in play operation to play the
data body of the content file. In this case, the
request to play the content file by the user is

desi rably made under an aut henticati on and/ or
charging condition of the user. Adigital content

pl ayi ng devi ce used for the second system for
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to the delivery management means; after the content file is
transmitted from the delivery management means, when a request
to play the content file under an authentication condition is
inputted by the user, transmitting the request wvia the
communication line to the delivery management means; and
thereafter, when piece data is transmitted from the delivery
management means via the communication line, using the header
information of the transmitted content file and the piece data
in play operation to play the data body of the content file.
Playing software used for the second system for preventing
unauthorized play of digital content of the present invention

is alike.

In the first or second system for preventing unauthorized



pl ayi ng device, the digital content playing device
transmts the request via the communication line to

t he managenent neans or the delivery managenent

means, the managenent neans or the deliverynmanagenent
means transmts the playing software related to the
request via the communication line to the digital
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gfpmﬂeheeﬁf‘!féef MAnIBORAGRIBMa B ARE e natheMieRt kB8ns or the

apsed period reaches a predeternined period,
dgl £1 49, d 18 JhRRs Hdaned GRRER RS dhd fraihgasdtitdiardlrelated

content "unauthori zed play prevention nethod of the

PFESEBALr d R QN th PR L Babn LG nBIteYeRé digital content
unaut horized play and unauthorized copy of a data

bodyy, 0y e €0 eta Ehk @ig@\ﬂam Gon® chegaelyingfdviriel dywnloads
and the data body in a digital content playing
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of: determining an elapsed period from the point of time at which

piece data is transmitted from the management means or the
delivery management means; and when the elapsed period reaches
a predetermined period, deleting the transmitted piece data.
Playing software is desirably alike. The digital content
playingdevice canalsohave functionsof: determiningan elapsed
time from the point of time at which, aside from piece data,
acontent fileis transmitted fromthe deliverymanagement means;
and when the elapsed period reaches a predetermined period,
deleting the transmitted content file.

In a digital content unauthorized play prevention method

of the present invention, provided that to prevent unauthorized

play and unauthorized copy of a databody of a content file having



of the content file in the device and communi cabl e via
a communication line with the device, when a request
to play the content file under authentication and
charging conditions is inputted by a user to the
device, the device transfers the request via the
communi cation line to the managenent neans, the
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'fﬁﬁ%ﬂl% of the content file and the piece data only in play
operation to play the data body of the content file.
Alternatively, in the digital content unauthorized play
prevention method, provided that to prevent unauthorized play
of a data body of a content file having header information and
the data body in a digital content playing device, part of the
header information is lacked from the content file, and that
the part of the header information is prepared as piece data
in management means which is means managing use of the content
file in the device and communicable via a communication line
with the device, when a request to play the content file under

an authentication condition is inputted by a user to the device,

the device transmits the request via the communication line to
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of the content file and the piece data in play
operation to play the data body of the content file.
EFFECT OF THE I NVENTION In the system for preventing
unaut hori zed play of digital contents according to
clainms 1 and 2 of the present invention, a content
file is recorded on a distributing recording medi um
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erefore 0SSi 0 prevent unauthorized use

1ne gl tlﬁl d%GEES”tth%PQh& giervqléeaggé;{s q'g'lé ﬁggdér C_Lth&frogﬁlatlon

secondary use vantage to be originally

Ioogg @hgecdon@én%uf?%@gga ﬁ%n%fgée I?l%'tge%w} p(iﬁp Jifersa%q.%'heﬁjo play

ol nt Istribution o I gital cont ent

ﬁ%%?%%t%r% nmateds {0 the i st iyt i ng recordi ng nedi um

ication device according to claim3 of the
present invention, part of header information is
separated as piece data froma content file for

JﬁﬁﬁﬁﬂﬂQﬁ~QﬁEaIﬁ@§§%fﬁmg medi um thereby creating a

istributing recording nedium It has the nerit of

pr eventring, JBaut BRrHZE0 e Ak tU$Q @ a it tidledGOTE £BE.dildital
the digital content playing device according to claim

4k 4he 2 PLBYE NGy $6f LYRIRs acsRidi BY 10 ¢hrakehbd ofvddieion,
present inventioh, a request to play a content file

I § ddans Fted {0 r-ABPAgEMNE AEaNSIib@ithORbYotPONg medium
reception of the piece data
in a state of lacking part of header information. Unless there
is piece data as the part of the header information, the data
body of the content file cannot be played. Unlessplay operation
isauthorized, thedatabaodyof the content £file cannotbeplayed.
Therefore, it is possible to prevent unauthorized use of digital
content and to reliably collect a charge for secondary use. The
advantage to be originally obtained by such as a content holder
can be secured. In this point, the distribution of digital
content can be promoted.
In the distributing recording medium fabrication device
according to claim 3 of the present invention, part of header
information is separated as piece data from a content file for

recording on a recording medium, thereby creatingadistributing

recording medium. It has the merit of preventing unauthorized
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transmtted fromthe managenent neans, the data body
of the content file is played. Therefore,

unaut hori zed use of digital content can be prevented.
In the systemfor preventing unauthorized play of
digital contents according to clains 6 and 7 of the
present invention, a content file in a state of

| acki ng ,pat 9f hqu r information and piece data as
tqﬁflogcggalé%rtc%ﬁ Yhe header information are

prepar ZQ éhpe 8?%5%%{ %oﬁgggg%‘ﬂ]}l F§Q§lcgryc%%‘}dﬁﬁs to claim

pi ece data ~rs-obtaine y ‘an "aut'hori zed play request,

%Q%au%’%xrag&?é hsgoft @lteeg%%mfn@%neiapﬁ PLavalk present

eref ore, ossi ble prevent unaut hori zed use

o:{nv%n@ito?il g%cglgtst_?_ﬁg ﬂal%v\{agl j:@lm:é(nt Cf?Lllleeg_t;; @ré&?&fﬂigﬁed to

f'or secondar ntage to be originally

3@4@#@%@@%9 nd S & nhelegsgstf&macfpf gecYiede data

oi nt, -the stricbution of diglt content can

%ar&épqmyeadfr{zﬂ tihe digidetlen¢ORLERL, PERY 8 H8WKL of the

according to claim 8 and the playing software

GGG 101 €A . of e @S 8 autiMERleiOke B digital
request to play a“content file is transmtted to

AR TRNBgegEMN o i&ans, and only upon reception of
the piece data transmtted fromthe managenent neans,

the datrg hodyyefem ¥ rifhie wontientuldd wnd:S Ruayrd; of digital
Therefore, 1t is possible to prevent unauthorized use

of ortH Hitahc6ORI BN tol M4 NS System bertyy gyeBkhAdinvention,
unaut hori zed play of digital content according to

Cd @l 20t Of i ithen Rr €88P% JNYLPL 1) patedit hdader information
predeterm ned period is reached fromthe point of tine
a&nd\’@)iiéhe data as the lacked part of the header information are
prepared in delivery management means. Unless the piece data
is obtained by an authorized play request, a data body of the
content file cannot be played. Therefore, it is possible to
prevent unauthorized use of digital content and to reliably
collect a charge for secondary use. The advantage to be
originally obtained by such as a content holder can be secured.
In this point, the distribution of digital content can be
promoted.

In the digital content playing device according to claim
8 and the playing software according to claim 9 of the present
invention, a request to play a content file is transmitted to

delivery management means, and only upon reception of the piece

data transmitted from the management means, the data body of
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piece data is transmtted fromthe nmanagenent neans or
delivery nmanagenent neans, the transmtted piece data
is deleted. Unauthorized secondary use can be
prevented. In the digital content playing device
according to claim 11 and the playing software
according to claim12 of the present invention, the

ffect th f.claiml1 .he, '

T S Fofe bF BuaNETng OREICROFT Jea-Tha- B aroPrerent
t ent di claimil3 of th t
RTean St ank b G el Sk “of tho

chaim 10 G 505 BRI AT R kR BXIREA ik B aigital

. 2
claim or e obtarne

Ccoonri[ eerrlztt %nggéagtﬁ%zteod cela%ﬁ Ph e&@@ﬂeoﬁfgtgéﬂgdinm&i,ngihen

to clalm e present 1 nventio e sane effect

T T L T

actordi ng oOC can

gﬁétcge%&eg ey gelfaﬁggamekﬁn%rbgﬁ% ﬁ%@eﬂn@fmégr@ balgelivery

accor to claim1 € present

ixﬁ‘é’neJHdém%%'t ﬁe&ﬁgye%% Ex%rl%ﬂ%t%d%%?@tdéﬂ & DA SR
i's ne 0

e under an authentication and/or charging

[+ f B f ,
;Lﬁ?ﬂlgﬂo%z%_d EQSog?gfy Nereforg, LYBLeSEed. |

entication and/or” chargi ng of "the user is

conpl etigdyp L faqgiegéyccyr@&%ecsgl SHNPHbE 8GRI’ ngl to IS ain
difficult to obtain piece 13 data for an unauthori zed

P BASShd B1LPeEns¥slremhi Ol RbeMENY iHi0- VNt bl ¢ ERE present
play of digital ~“content according to claim 16, the

di G d:@l 1 FONEROLs PleayE AG-1AQYI et BEQh 400 1bharSyetddBained.
according to claim17, and the playing software used

for thesyst efReeRrdMgr &t digmdiefodibe PEBSLBE digital
I nventi on,

content according to claim 13 of the present invention, the same
effect as that of the unauthorized play prevention system
according to claim 1, 2, 6 or 7 can be obtained.

Inthedigital content unauthorizedplaypreventionmethod
according to claim 14 of the present invention, the same effect
as that of the unauthorized play prevention system according
to claim 1 or 6 can be obtained.

In the system for preventing unauthorized play of digital
content according toclaim 15 of the present invention, arequest
to play a content file by a user is made under an authentication
and/or charging condition of the user. Therefore, unless

authentication and/or charging of the user is completed, the

play request cannot be accepted. Itisdifficult toobtainpiece
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an el apsed period is determned fromthe point of tine
at which, aside frompiece data, a content file is
transmtted fromthe delivery managenent neans, and
when the el apsed period reaches a predetermn ned
period, the transmtted content file is deleted. The
data body of the content file can be prevented from
ng. recorded i.nta th | content playing
%evacgoof ?h%pﬁﬁ§§orﬁ§Edeﬁgr§ %?edetern1ned peri od.

There ig Lhe PRI c0) ﬁge%%%@ahe%namogmdg %y, O i heral

cont en rom copl e f'or an “unau

RUGRARE: acc@)r Fﬁg%o%laql P@”Eﬁ%‘&gp@ﬁ ng{:él&g{agégﬂg device

prevention nme accordi’ arm

unaute%tr E%V%ngqe%céc!ﬁl%% ETd 817, 8%q {:H%‘Flggiﬁlggo ftware

orize ay prevention systen1accor

BN ES fy i Ao P Eﬁgﬁ?ﬁ?ﬁ%‘%ﬂﬁ%m
'Flbgfjé @t:lo& '1% @éﬁmnéd@’%}& 'tﬁ@ cp_igitnrgf %ll;’llle% which,

agran1o systen1 or preventing dnaut hor i zed pl ay
3{51%95} QULALta ) %'ee)%tggtaflpé ack+dhAgheMm Ol fom the
strlbutlng recordi ng nmedium fabrication device used

fdylltvg%ysﬁ(asﬁ meht s 2 ahd whdd 9% r@.@ps@‘d ]F’J;@i/é@geaches

oftwaré used for the system FIG is a flowhart

%fpf@@&éynagleﬁ%ﬁr@dc rgal tﬂ&éﬁﬂﬁ’@f&nt@iﬁcﬂiﬂlgﬁeﬁeted
conputer as the distributing recordi ng medi um

fralr heahi oM egeusatt it flie s¥stRMprEb&ntddisrdh being
di agram for ‘expl aining a second enbodi nent
recorded into the digital content playing device of the user
beyond a predetermined period. There is themerit of preventing
the data body of the content file from being copied for an
unauthorized purpose.

Inthedigital content unauthorizedplaypreventionmethod
according to claim 19 of the present invention, the same effect

as that of the unauthorized play prevention system accerding

to claim 2 or 7 can be obtained.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram for explaining a first embodiment of
the present invention, being a block diagram of a system for
preventing unauthorized play of digital content, including a
block diagram of a distributing recording medium fabrication

device used for the system.
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of the present invention, being a block diagramof a
system for preventing unauthorized play of digital
content, including a block diagramof a distributing
recordi ng medi um fabrication device used for the
system FIG 5 is a flowhart of playing software used
for the system FIG 6 is a flowhart of recording

The di ECPT buig RECHERTRG STodiH BABRE LT r o R ies the

usei'for the system FIG 7 is a block diagram of the
SAStEMfor preventing unauthorized play of digital

CO el SRR KL IR 8B B T SR B
R AT B e e M BT
used Lo Lhea sYsl el FIG, L s 8 block di agram of

the " system f eventi ng u rzéd play of

019 LSELEnE ) o WG, 2 L UM o) e
R NS L B ek A 3 em o
cgﬁEJéﬂtin%oﬂﬁgﬁ%horized play of digital content, including a
block diagram of a distributing recording medium fabrication
device used for the system.

FIG. 5 is a flowchart of playing software used for the
system.

FIG. 6isa flowchartof recordingmediumcreatingsoftware
executed by a computer as the distributing recording medium
fabrication device used for the system.

FIG. 7 is a block diagram of the system for preventing
unauthorized play of digital content.

FIG. 8 is a flowchart of playing software used for the
system.

FIG. 9 is a blcock diagram of the system for preventing
unauthorized play of digital content.

FIG. 10 is a flowchart of playing software used for the
system.

FIG. 11 is a block diagram of the system for preventing

unauthorized play of digital content.
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110, 210 Managenent center 120, 220 Digital content

pl ayi ng device 140, 240 Distributing recordi ng nmedi um
fabrication device 300, 400, 500 System for
preventing unaut horized use of digital content 310,
410, 510 Delivery managenent center 320, 420, 520
Digital content playing device BEST MODE FOR CARRYI NG

OUT THE_ I NVENTI ON Enbodi nents of the present inveption
will bBlGest ited Eﬂ%\ﬁﬁﬁgﬂ%ﬂg BoRtiippg used fof the
enb%dinent of the present invention will be described
Wt “fef erence to FIGS. 1 and 2. FIG 1 is a block

di agram of a system for preventing unauthorized pl ay
of digital <content, including a block diagramof a

P At bRk " UeMdaefR' MR TEL O HeH o8 1o
software used for the stem

system As
Fbrpre@éﬁ?FfEﬁﬁ&ﬁHtﬁﬁqoféaﬂgemﬁgl gital content 100
wn ..i.n Fl i S.a system.prevent i . [ -
IR, onrdre P S Er B A A DR g Buat e
qggi%gka distributed for renting it to a user. Rented
i€ Ccont ent file, not the distributing recording

gﬁﬁju@ﬁ% !t3&$£a% %hp%kh Erthe system has: a

i'st’ributing recording nmedium a which is a recording

oA BN WD B CO S f phe, oy Ay dipader

mat’i on and I's recorded and
H@ﬁhs240 Distributing recording medium fabrication device
300, 400, 500 System for preventing unauthorized use of

digital content
310, 410, 510 Delivery management center

320, 420, 520 Digital content playing device

BEST MODE FOR CARRYING COUT THE INVENTION
Embodiments of the present invention will be described

below.

Embodiment 1

A first embodiment of the present invention will be
described with reference to FIGS. 1 and 2. FIG. 1 is a block
diagram of a system for preventing unauthorized play of digital
content, including a block diagram of a distributing recording

medium fabrication device used for the system. FIG. 2 1is a
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part of the header information "A" to prevent

unaut hori zed play and unauthorized copy of the data
body "B" ; a managenent center 110 which is
managenent neans managi ng use of the content file on
the distributing recording nmediuma and can deliver
the prepared part of the header information "A" as

piece data via a connunlcatlon and digita
dERET b a;.wgawcS@ ti'%ev\HFEﬂ for ébee\ﬁyééeﬁged for

| ayi ng and co n cont en ..
] %&ty.sﬁamrf%érr%w sSaRDAbrahie Fa8% hbGigitel syntent
of communi cating vi.a e conmmuni catj on

ith.th
AL gEER T ESfit of P10, SW%P@?Y%M%P@WBP%%%% ue ot
device 120 .i s a conputer here.
g 6eRERRY fhy et e 2B FEM T llggp‘i’eé:ﬁ&%)é(' %?é‘r?o

t 110. Th t |
e o O i B PLT 6L Qe 1L S (B ehe
perforn1nutual connunlcatlon betgegg t he nanagenent

(ﬂ%ﬁﬁﬁl PRI BGRKIHRY IR &atdSEohpany 130 and the
d! git ?"gat%?%t f?%tgka%:%zn%emgx\él GE C;IZSerl:bzltIgg recordln medium

distri g ne (i’ |s a general record I ng

di h DVD. The t fi A
g?é%ﬁ' Eggn@af?gﬁg£%¥%ﬁm HFU%? eg 83% eé??ugfhPQVlng
h} Ic{égc trb?orqr%tta_m%o‘%” aggna &Jtaab&§§[‘Bar & ?éccgﬂ?eci 5118 lacks

ch as nisic, movi ng I mage, text

zﬁlﬂ 8 ?tﬂh%nhg Qééwﬁ%ogﬁaéf&lx "‘%at ﬁcp rgé‘&@t un@ﬂg th" §9§rﬁ play
mat 1 on

a no -user area as

gﬁrg% Sggutlllg% of é@%bggtc@f £RATARYI &} hg~dag ‘?halﬂgg)émegt center

ont are recorded in an encrypte

mdplgchhle ma%'éfgé uhi %at{seﬁgﬁgéf‘rgg nedi 4Midel AGhEEhNEi1e

t e later- eSCTI cont ent

on the distributing recording medium o and can deliver the

ardelstributed

prepared part of the header information “A” as piece data via
a communication line PB; and a digital content playing device
120 which is a device used for playing and copying the content
file on the distributing recording medium « and has the function

of communicatingvia the communication line § with the management
center 110. Thedigital contentplayingdevice 120 is a computer
here. Playing software processed by the computer is prepared
in the management center 110.

The communication line 3 is an Internet line or a telephone
line which is used to perform mutual communication between the
management center 110, a bank or credit card company 130 and

the digital content playing device 120.
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The digital content playing device 120 is a device
used for playing and copying the content file on the
di stributing recording nmediuma distributed for
renting it to the user, as described above. In its
function, to play and copy the data body "B" of the
content file, unless all of the content of the header
information a' .are set in a gredetern1ned re

the dadfa HEdyiButLtaRABEOBE NOFEoUrLes pI% %&aﬁ%ﬁ“dm

the distributin d nedi nd ol;
&ﬁﬁ%ﬁ???ﬁ%ﬁﬁ%%g?oalstrlbg??ﬁﬁn%%gka?a‘ndgﬁg Lputing

Sy“oiqrﬁl%%f BO AP o Ce A28 S| SAE L ProRAERED e, Sl
| & PIZPY ! image
g@pf”%d%gﬁer el ggdeg%ql%%f(g 8, #2960, 820 image,

e€réin e | ack
hea .1.nfor t|on a 0
a?ﬁf 8Pu88$ Be-hé: gng%FE §?na |()ané %E Eggi%gytfﬁn dorar
t hr? l*dx rbgrgyogm%ltlorﬁ Fnoctogtli&FH} chf h%oﬁnuggg areaas content
da ? ? recordi ng nmedium a, ereby preventing

J}ugfel%%Tﬁ '08%% d&f Apathar basg 6gpy . ofs e qdgt fal

als pre-recorded in an

e&‘&(é’e"éte% é‘% ‘%BI %&nggﬁlty%tgﬁ #didn Un £RE distributing

rmnagemen e managenment center

1r%k§?ﬁ‘ W§e§m{%¥dqgayaﬁ éﬁ—dé@yfi%%gi%éhéﬁht ID.

WI ng e content e1ls

added Cé EQSlQéP%ﬁ) ‘1% & Qfa{fﬂ?g RicGedaba {Balidvidbaised
on e

cont ent |Ie I stributing recordi ng nedium a

i@g{-l@fﬁﬁ( tx{beaﬁé”@oﬁﬂl{ Fhe EDhtBnansenCted H0sfiduting
an ava area in |ch the piece data of the
hgé‘gt?{dirpgf %eﬁ%iuo&‘ dl%tr%%b@gé for renting it to the user, as
described above. In its function, to play and copy the data
body “B” of the content file, unless all of the content of the
header information a’ are set in a predetermined registry, the
databody “B” cannotbe, of course, played fromthe distributing
recording medium a and cannot be copied to another distributing
recording medium.

The systemactivelyuses the characteristicof the digital
content playing device 120, lacks, from the header information
a’ of the content file, part of data {piece data) included therein
{showing the lacked header information a’ as the header

informationa), and includes the header information “A” together

with the data body “B” in the content file on the distributing

recording medium o, thereby preventing unauthorized play and
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Using the content |IDs, the content file on the
distributing recording nediuma is matched with the
pi ece data on the piece data DB 111 . The managenent
center 110 checks whether the content |Ds are matched
wi th each other or not before transferring the piece
data to the digital content playing device 120.

IH%E%EBE?ze tQ§p§q$;qgk hg§aaggd%segul.for preventing

unaut hori zed use cont ent need not be used if

one cophent;£id @ts 19 Be.rENagedq iR LheAMNAGRERbrn on

center 11 aside fromthe problem of wunauthorized

USSiREEVAREE Ofh THHE o#i Bht Aha b RNlR: BhaYERC) HeVi %qnégothe
is a general -purpose conputer used by the user. In

38 GetWh R hedthe DUTRERALGL31:110800L @F RakPMihek of content
section such as a CPU;, the nuneral 122, an out put

S8QAldsQMa SHEPAS 1® MUY 1 kSRARKEEhe LBRLBHARA {23dded
an operatlon section such as a keyboard or nouse; the

neRhal piddd da Phayt RO SRCHROA PenfarmM fge content file
readIMW|te of data fromonto the distributing

rRLoRd Hﬁgtm&@mgare&cgﬁd £@l unt &9 LRI N sdfe content
section such as a hard disk; and the nuneral 126, a

CIOITHHMC 3ht0Ppt 8@ Gldranih Gn pesf Divlidgreamnheahi it piece
O her than the basic program playing software shown

idhtaFlo@ tBel Beh@6Pr efboktibe MBROEytSEEti on 125. The
playing software is free software downl oaded fromthe
managemenhgeestentehtl Dy, acHde€oCoriiuni cabh @heldine rRbuting
and is application software necessary for playing the

R nlyl h&d Diiln bh €s dhftdtieuivi A9 thieep 0&é REMRAbHNMEhe piece
Apl ayer key allocated to the digital content playing
dintaeR 120. | Shaheoapeacnecended 100 chhekaphmtitesébticontent
IDs are matched with each other or not before transferring the
piecedatatothedigital contentplayingdevice1l20. Therefore,
the content IDs are useful for preventing unauthorizeduse. The
content IDs need not be used if one content file is to be managed
in the managewent center 110, aside from the problem of
unauthorized use prevention.

Thedigital contentplayingdevice 120 1isageneral-purpose
computer used by the user. In the drawing, the numeral 121
denotes a control section such as a CPU; the numeral 122, an
output section such as a monitor or speaker; the numeral 123,
an operation section such as a kevboard or mouse; the numeral

124, a play copy section performing read/write of data from/onto

the distributing recording medium «; the numeral 125, a memory
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125. The piece data transferred fromthe managenent
center 110 and the piece data transfer date are
further recorded thereon. The content of the playing
software will be described |later. The software is
processed by the control section 121 so that the
computer can exhibit the function as the digital

tent de 120. digita t
C°2c9%?‘eaﬂ£ s gnﬁ%'gi?ruaefﬂ.t}we G LR d Fllppncation
é% he con%ent | e under uthentlcatlon and

rglng feonHFT %ﬁ%ln% ?Qﬂﬁﬁﬁﬁﬁﬁ Byt he user,
t f t h t th [ i .
o1 he CRRRAGUME T GoRF 1 BFFOn L hes Bh LB ghet ol 1o
phece Ata Ls Lia n;rrggI{e&n%rpygh%ctmagg&entrh%egasg,ing

201 reco%&e@sgﬁ
Vi‘a thé “cOnMNi cat usin head
h

'(?of teI o0 f rée s%ff t:t aerecé) tadfelcll f’r cﬁ? EBQ %Lanageré;ertlt center
s utlng recor um

ratl . B"

data_ bod of
Y ot BhEF PR un%%%ié@ﬁea% ﬁtefmg?bc%tmn At tware
Sf%é’e%rsa‘%&ﬁg@ga?l%o@%F‘&ge?%m%gmp%gﬁarahnghgt@lgt%%u%flng

renting istributing

r eecc%rrcéfln% geﬁf uﬁl(r)gf ge}x%lt Igrgrlfcs grlalli%g:g;:eg%nt Iy (# &}%ttati chontent

e copy r O a publi1cation inc

qﬁta%,l%d&evigé ﬁwlgogkg&wégfe%rasat&k treenthory the tion

user. I'nthedrawi ng, the nuneral 111 denotes a piece

dﬁkﬁ D@h@%f@@éﬁh&ﬁ%ESngﬁéﬁr@@%roﬁ1§Qﬁﬁ§ﬂ£géﬁ@htcenter110

necessary for decrypting a content file are

PLEs keeqsdaed hatan SREaRt 88 d il rhhendumetakadd Zhddeon.
control ~section such as a conputer; the nuneral 113,

a COMPHRI CAldRR o SE6d bORyE Q4 sBeth oF &A1 6RMBNYribed later .
cation; thenuneral 114, acharging

The software is processed by the control section 121 so that
the computer can exhibit the function as the digital content
playing device 120.

The digital content playing device 120 has functions of:
when a request to play the content file under authentication
and charging conditions is inputted by the user, transferring
the request via the communication line § to the management center
110; and thereafter, when piece data 1is transferred from the
management center 110 via the communication line 8, using the
header information “A” of the content file on the distributing
recording medium o and the piece data only in play operation

to play the data body “B” of the content file.

The management center 110 is a server operated by a person
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DB on which informati on on authentication and chargi ng
of the wuser is sequentially recorded; and the nunera
115, a software DB on which the playing software is
pre-recorded. The operation of the thus-configured
digital content unauthorized use prevention system
100 will be described. Along wth it, the content of

&?ge? £B !:‘%¥{’l€ gbl?é) r%evﬁr %561 Qgrlﬁ]g% Ogl% acﬁélga[e] J)OQ%’I t“@% on the

nagemnen Cent escr i rst, the

;asegr;ggfhég%(?%g& L 0eg edlagnf' d Ryt megussmn%e@%oﬂmmm

conpu er correspondi ng t

gﬁgtc%gél ¢ ﬁemgﬁg Wgylb@g Qsmqn@gdba ﬂl%ﬁ@t&ta body

ayl ng re Shown i n I's not

dwn| Msgike@&%g()f@g aLesat Pee fQQﬁrtﬁE'lﬁérseCih eRe123wing,

to access the nanagenent center 110 via the

GEIHILEAL] QR ! c%é}%t% f QrpiR&YS QL PL N BRCASSA Yideeldata and
registration. The nanagenent center 110 performs user

f e%‘o%ttEﬂE' QQy a&&@éﬁa&@ te@rt Rbsropdidg AEfSerdn fiDeahde

passwor d the user "'via the communication line f3 to

tpl"r% C‘:%EB%@& of ahhendysas folhenshd Htimésan opef & e®ntrol
hi s/ her own conputer to access the managenent center

L-rare NeHtss & Leapastr} ocxlowWihead 1t hes, ph aydrginication
software to the digital content playing devi ce 120. In

th g i6ASSr g1 HrRi A cRAGEWBAEi &f ; EhenuReFadne4, acharging
necessary. The conputer of the user transfers the

MENYesih VéR ihFe re bR S tn@Rent i 88t ot arldh@harging of the
managenent center 110. Upon reception of the request,

e MR ageRR: iaent efe cobiddeassd thhe: pluaytay 1961, t sarce tware
on the software DB 115 and transfers it via the
CHMAMN GAhORhe playing software is pre-recorded.

The operation of the thus-configured digital content
unauthorizeduse prevention system100will bedescribed. Along.
with it, the content of the playing software and the coperation
of the management center 110 will be described.

First, the user sets the obtained distributing recording
medium & to his/her own computer {computer corresponding to the
digital content playing device 120 in a state that the playing
software shown in FIG. 2 is not downloaded), and operates the
operation section 123 to access the management center 110 via
the communication line [ for performing necessary user
registration. The management center 110 performs user

registration according to this and transfers an ID and password

of the user via the communication line B to the computer of the
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line (3 to the conmputer of the user. The playing
software shown in FIG 2 is downl oaded on the nenory
section 125 of the conputer to be executed. The
digital content playing device 120 deci des whether it
is the first time that the playing software is
executed or not (sl). Imediately after downl oadi ng
the playing software, it is the first tine.

efore, a predetermned flag is set and the
digital, content playing device 120 accesses the
managetBff’ cbht e'fsef%ﬁ’pfq?iag?ﬁ;lyf 1 r?é“’gsgﬁlgp‘tlge%eiﬁ SFhS®
pl.a request, process;j vi.a, the conmmuni cation,line O
PO R ARG CCEeht @AIEL D HHG ST AYCHe i SRt ad the
110 t.ransfers data.necessar for the ay _r t
sl ST e RS RAR roRtring By g B 20, 1
di.gi tal cont.ent playi ng devi.ce Q. The digj
R RS o o o R U GTE H %, 30k stheahbfesgrny: e
[ EHSTIINGe SRECRL: AR QUiRLESPELH 92 122 BARAMH O cion
thedata (s2). q [ y 1np

e user sequentil a uts a renta

[ | 22 .
CERA T 67 ERPPRRP o onT Dkt RechiRt  RMbarCBPiPBaPf the
. . e
CEULIUIDEEL WA 8 JIEAPEEALL PN SPELLED 23088y ns sorruare

. Q
cat éd on ay requesting screen. when

the R SQEM@?%@O&%%& he USQLar & ixﬁg%hsdc&amﬁqication

play request of the distributing recording nediuma

Vi a et S‘too @%gaéci)m%gltse%cék %1§%If ( S%‘lleté]{;aeyigigg%{)g%vér%re shown

conte plrayi ng device 1 ches

ol RYE . of 1 £ 8. RYLRML G SECEH ORetd2y kot REnavtsheptheatdhter

screen and transfers the inputted request data via the
coympisaldengline 0 to the managenent center 110. In
thi s case,

The digital content playing device 120 decides whether
it is the first time that the playing software is executed or
not {(sl). Immediately after downloading the playing software,
it is the first time. Therefore, a predetermined flag is set
and the digital content playving device 120 accesses the
management center 110 to transfer a message to perform play
request processing via the communication line f§ to the management
center 110. The management center 110 transfers data necessary
for the play request processing via the communication line B
to the digital content playing device 120. The digital content
playing device 120 display ocutputs the play requesting screen
on the output section 122 based on the data (s2).

The user sequentially inputs a rental period, a rental
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the content ID included in the header information "A"
on the distributing recording nediuma and the player
key on the nenory section 125 are read and
transferred to the nmanagenent center 110 together
with the request (s4). The managenent center 110
checks authentication and charging of the user
related to the request. That

PR TRPEY pReye ak’%ﬁanC%tdgé‘;rht”os e Rhibeigpocount
EORPES ARG 0" DPUBRP Bl U1 haledua :rtzlg’?ls%%%“ro“ 123 as
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communi cation |ine a
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He nanag caht e managenent

e%ioouct% ftI ng'éhg %%tt t.ltﬂe rcrn 122?2 Eglt%te%ﬂk%nttﬁ%at ion
reqﬁéfﬁ

erson correspondi ng to the 1 nadequate

psecrrseons akll Ss:r%ﬁggew%ea anzm Hnglaﬁﬁﬁéf‘gdémtvﬁ)tﬁ%m

possi trans Vi a e conmuni catl on

e«:l:cerri;ritéurn1&:,3%&onqT nteki?vgo REam%rn%%Jeheﬁérc%ngg iy, 1%9%‘11!19 case,

AR fers a-nmessage to deny t

r t r he, S o I §B8 Yt ®n th
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IS a person not

CQéé%PQQSnQre tx%atdhgnél nadgaual-e cReF S At hhfhgafiéh@ center
paynent conp etion rep Yy
110 together with the request (s4}.

The management center 110 checks aﬁthentication and
charging of the user related to the request. Thatis, it refers
to the transferred player key of the user to check whether the
user relatedtothe request is apersoncorrespondingtoaprepared
inadequatepersons listornot. Italsoreferstothetransferred
bank account number, credit card number or the like of the user
to access a bank or credit card company 130, and requests the
bank or credit card company 130 via the communication line B
to pay a money amount corresponding to the rental fee of the
content fileon thedistributing recordingmediuma to the company

of the management center 110.

When the management center 110 confirms that the user
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is transferred fromthe bank or credit card conpany

130 via the comunication line O, it records the

informati on on the player Kkey of the user and the

like and the information on collected charge on the

charging DB 114, searches the piece data DB 111 to

read the piece data and the content key correspondi ng
transfers t

Fealed @?8%%%%#l%ﬁpﬁﬁsoagsefrssg@?%n%g%ﬁﬁ.ﬁé‘&d%guate
I d t
e Rt e b af el i nfh S O CRE fadhnt AR not
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credit card conpany ssage to deny t
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managenent center Vi a connunlcatlon [1ne

(ég)t’het tﬂﬁagéﬁu %ngﬁgtlpg@ﬁhﬁga tlggmﬁléﬁ)l&le/ reply

outputs on t put section 122 a nessage t
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to end the processing of the software.

%&:[{\& uherhand, g f@rteiegrﬁlseﬁ?e qﬁtferﬂgﬁl&@%e%e @éyer

B repl'y to approve the request
t P8, USClhhe user and the like and the information on collected

charge on the charging DB 114, searches the piece data DB 111
to read the piece data and the content key corresponding to the
content ID, and transfers them as a reply to approve the request
of the user via the communication line §§ to the digital content
playing device 120.

As forpaymentof therental feeof theuser to themanagement
center 110, the user may directly request the bank or credit
card company 130 to pay it using the digital content playing
device 120 via the communication line B, or transfer it inte
the account of the company of the management center 110 without
using the communication line . 1In these cases, as for checking
charging to the user, the management center 110 checks whether

payment of the user is completed, not whether payment can be
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fromthe managenent center 110 via the conmunication

line O (a5) , the authentication and charging

conditions of the user are net (s6) to record the

pi ece data and content key on the nenory section 125.

At the sane tinme, the clock function of the conputer

is used to record the piece data transfer date on the
infornatiqﬂ}"AP on the

' 25. The head
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e digital content playing device 120 plays the at a
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mediumto the digital content playing device 120 for

CQRY, QPLESL+PBhe bRBHiBirhain CMeAIL k) &Y LRI nd@MG@ection
120 copies the content file on the distributing

125. At the sane time, the clock function of the computer is
used to record the piece data transfer date on the memory section
125. The header information “A” on the distributing recording
medium ¢ and the piece data con the memory section 125 and the
iike are used only in play operation to play the data body “B”
on the distributing recording medium o {s7). When such setting
is ended, the processing of the program is ended.

When the digital content playing device 120 is play
operated by the user, it reads and decrypts the content key on
the memory section 125, reads the header information “A” of the
content file on the distributing recording medium o to decrypt

it using the content key, and reads the piece data on the memory

sectionl25todecrypt itusing the content key. When thecontent
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recording mediuma as it is to another distributing
recording nedium Since this cannot include the piece
data, new distributing recording nediuma is only
created. Therefore, when the user operates the digital
content playing device 120 to execute the playing
software, it is decided whether it is the first time
t hat the g%a |n% software i s executed or [

A

dalPEBaty )lS g &étFFeﬂslqﬁﬁ 3 Rﬁ%ﬂ?%?ﬁmbn%ﬁtﬁﬁglstryf the
| oadi ng, | a ft dt
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125 is read to decide whether the current date is
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perlod Fhé ge s di splay utput
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f d ft ] it is.
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SRLAYRL© o i ihectLypangethodud s GAses haLali e,

€ Sane nmanner as € case | nmedl a after

doysL oot 8, e Mg SR By offy dftoal conten
Therefore, when the user operates the digital content
playingdevice 120 to execute the playing software, it is decided
whether it isthe first time that theplaying software is executed
or not is decided (sl). Since it is not immediately after
downloading the playing software and the flag is set, the piece
data transfer date on the memory section 125 is read to decide
whether the current date is within the rental pericd or not.
That is, the difference between the piece data transfer date
and the current date is determined as an elapsed period from
the point of time at which the piece data is transferred. When
the elapsed period reaches the rental period included in the
rental informaticon, it is decided that it isnot within the rental

period, and when it has not reached the rental period, it is
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of the content file on the distributing recording
medi um a as operated. When the user sets another
distributing recording mediumto the digital content
pl ayi ng device 120 for copy operation, new

di stributing recording nediuma is only created. In
the system when the user uses the digital content
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can be used to create a riew distributing recording
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I stributing recor m a,
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reliably collect charges for secondary and tertiary
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fee to the nanagenent center 510 are necessary.

operation, newdistributing recording medium o is only created.

In the system, when the user uses the digital content
playing device 120 for play operation, unless authentication
and payment of the rental fee to the management center 110 are
completed, the data body “B” of the content file on the
distributing recording medium o« cannot be played. The case of
using a general digital content playing device instead of the
digital contentplayingdevice 120 isalike. Primary, secondary
and tertiary unauthorized uses of the content file on the
distributing recording medium o can thus be prevented.

When using the digital content playing device 120 to play

the content fileonthedistributing recordingmediumonot within

the rental period, the piece data and the like on the memory
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A distributing recording nmedium fabrication device 140
used for creating the distributing recordi ng nedium a
will be described here with reference to FIGS. 1 and

3. The distributing recording nediumfabrication

device 140 is a device used by the conpany of the
managenent center 110 or a person related to this,

and separates piece data. froma ent Ie haV|n d th
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recordin and records the content fijle ssgarated from
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described here with reference to FIGS. 1 and 3.

The distributing recording medium fabrication device 140
is a device used by the company of the management center 110
or a person related to this, and separates piece data from a
content file having the header information a’ and the data body
“B” for recording, and records the content file separated from
thepiecedataonasetrecordingmediumtocreatethedistributing
recording medium o.  Here, a computer is used.

InFIG. 1, the numeral 141 denotes an input sectionplaying
a recording medium such as a DVDonwhich digital content obtained
from the content holder are recorded; the numeral 142, a control
section such as a CPU processing the recording medium creating
software shown in FIG. 3; the numeral 143, a recording section

which can set a recording medium such as a CD or DVD and records
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recorded is set to the input section 141. In this
state, the recording nmediumcreating software is
executed. First, the digital content recorded on the
set DVD are read by the input section 141 (sl). Piece
data is separated from a header part a included in
the digital content, and the separated piece data is

encrypted to be recorded on.the pjece _data nmennr 4
(PR eREnt LR ot SECROn A CUgafBd P OmSET 144,

pi ece data is encrypted (s3 and the_encr d

G Griecie CBbit BPOLY o SOusP A POACE PRLE B Sias fFom the
suc a%t%& VD set to the recording section 143 (s4)
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playing sof tware from mahagenerit  center
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matter of course, It may be an excl usive devi ce,
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has functions o request to play a content

FELE e (AMNRNLECaLE0F sand.LhAnG Beceqadtions i
inputted by the user, transferring the request via
the corpynircatihangl fne 0 dthe PRA3SSIEYN ¢8Rt 86t DVD are
read by the input section 141 (sl). Piece data is separated
from a header part a’ included in the digital content, and the
separated piece data is encrypted to be recorded on the piece
data memory 144 (s2). Then, the digital content separated from
the piece data is encrypted (s3), and the encrypted digital
content are recorded on a recording medium such as a DVD set
to the recording section 143 (s4). The software is ended. The
distributing recording medium a is created.

The first embodiment can be design changed to a system
preventing unauthorized use of the content file on the
distributing recording medium a transferred to the user for pay

or for free, not rented. In this case, it has the same merit

as above. The playing software used in this casemayonlydelete
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110; and thereafter, when piece data is transferred
fromthe managenent center 110 via the comrunication
line 0, using the header infornmation on the

di stributing recording nediuma and the piece data
only in play operation to play the data body "B" on
the distributing recording nmediuma. The digital
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recor content file having
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|nd|spensable for playi ng the data body "B" included
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i S managenent neans nanagi ng
header information on the distributing recording medium o and

the piece data only in play operation to play the data body “B”
on the distributing recording medium . The digital content
playing device which has such function may be of any

configuration.

Embodiment 2

A second embodiment of the present invention will be
described with reference to FIGS. 4 and 5. FIG. 4 is a block
diagram ¢f a system for preventing unauthorized play of digital
content, including a block diagram of a distributing recording
medium fabrication device used for the system. FIG. 5 is a
flowchart of playing software used for the system.

Asystem forpreventingunauthorizeduseofdigital content
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use of the content file on the distributing recording
medi um a and can deliver the prepared | acked pl ay
information "Al" included in the header information
"A'" as piece data via a conmmunication line f3; and a
digital content playing device 220 which is a device
used for playing and copying the content file on the
istributing recording nediuma and .has a functjon. of
ggﬁnffh‘?"&‘htlinnEI@i a the 'éé’m‘}ﬁﬂi%%ﬁ‘{%ﬂ‘Hf’ign%n?%t T ghese of
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information "A" (the play 1 nformation and the
%pgkﬁnEahnégif@ngHmz%%epgred lacked play information ™“Al”
included in the header information “A” as piece data via a
communication line B; and a digital content playing device 220
which is a device used for playing and copying the content file
on the distributing recording medium o and has a function of

communicating via the communication line f§ with the management

center 210. Thedigital contentplayingdevice220isa computer
here. Playing software processed by the computer is prepared
in the management center 210.

The communicationlineBisadigital linesuchasanoptical
communication line or an analog line such as a telephone line.
This is used to perform mutual communication between the
management center 210 and the digital content plaving device

220.
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and the data body "B" for encryption. The play
information "Al" refers to data show ng the address
val ue of a sector to be read of the data body "B"
the size of the data body "B" and the |like. The
digital content playing device 220 is a
general - purpose conputer used by the user. In the
draw n the numeral 221 denotes a control sec
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Thedigital contentplayingdevice220isageneral-purpose
computer used by the user. In the drawing, the numeral 221
denotes a control section such as a CPU; the numeral 222, an
output section such as a monitor or speaker; the numeral 223,
an operation section such as a keyboard or mouse; the numeral
224, aplay copy section performing read/write of data from/onto
the distributing reccrding medium o; the numeral 225, a memory
section such as a hard disk; and the numeral 226, a communication
section for performing communication.

Other than the basic program, playing software shown in

FIG. 5 is recorded on the memory section 225. The playing

software is software for pay or for free downloaded from the
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The content of the playing software will be described
|ater. The software is processed by the contro
section 221 so that the conputer can exhibit the
function as the digital content playing device 220.
That is, the digital content playing device 220 has
functions of: when a request to play the content file
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necessary for decrypting the piece data "D' and a

oo eptethhle 2L @ rReREdaMLy e RIRNANL dd2tidn 221 so that
the computer can exhibit the function as the digital content
playing device 220.

That is, the digital content playing device 220 has
functions of: when a request to play the content file under an
authentication condition is inputted by the user, transmitting
the request via the communication line B to the management center
210; and thereafter, when piece data “D” is transmitted from
the management center 210 via the communication line B, using
theheader information“A” of the content fileonthedistributing
recording medium & and the piece data “D” in play operation to
play the data body “B” of the content file, and functions of:

determining an elapsed period from the point of time at which

the piece data “D” is transmitted from the management center
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control section such as a conputer; the nuneral 213, a
comruni cati on section for perform ng comuni cati on;
the nunmeral 214, a user information DB on which user
information is recorded and information on

aut henti cation and charging based on this is
sequentially recorded; and the nuneral 215, a software
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section 223 of his/her own computer (conputer
CInRsReAdl BE ske th BE fdr@PdrForming communication; the numeral
214, a user information DB on which user information is recorded
and information on authentication and charging based on this
is sequentially recorded; and the numeral 215, a software DB
on which the playing software is pre-recorded.

A content ID showing the corresponding content file is
added to the piece data “"D” on the piecedata DB 211. The content
IDs are used to match the content file on the distributing
recording medium o with the piece data d on the piece data DB
211. The user ID and player ID of the corresponding user are
added to the user information on the user information DB. The
user IDorplayer IDisused formatchingwith the user information

of each user on the user information DB. The management center

210 checks (that is, authenticates) the user ID and password
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content playing device 220 in a state that the playing
software shown in FIG 5 is not downl oaded) to access
t he managenent center 210 via the conmunication line
O for performng user registration (specifically,
registering hi s/ her name and address, and a paynent
condition "his/her own bank account nunber or credit
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reads the playing software on the software
DB; 215, anfhdapsmits it via the communication line (3

to t%e conputer of the user. The playing software

shown iy FG Rl BsdpPVWhbOaMdas Qe bperBEREY S€Etidh 223 of
225 of the conputer to be installed. Thus, the

computer harUmpuckhe (dbghted Cotpoplbiayiyngo dene CeLgital
220. The dlgltalubontentﬁ%Iayfng devi ce 220 to which

t Bent &S bRuhE e Vi@ h NEANBdituR tisatSehe iyl dieguseftware
di spl ayout puts the playing software on the output

seabiRNndde Whes nbhRidinaykagd) $ofddmyse tis exesitnestht denter
play list showing rented content is

210 via the communication line for performinguser registration
(specifically, registering his/her name and address, and a
payment condition “his/her own bank account number or credit
card number”}. The management center 210 creates a user ID and
password according to this, registers the user information to
theuser informationDB214, and transmits theuser IDandpassword
via the communication line P to the computer of the user. The
user may input the user ID and password at user registration.
Then, the user operates his/her own computer to access
the management center 210 and inputs a request to download the
playing software. In this case, the user ID and password are

necessary. The computer of the user transmits the request via

the communication line P to the management center 210. Upon
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di spl ayed on the screen of the playing software (sl)

That is, the content file in which a predeterm ned

flag showing that play is requested is set, is

di spl ayed on the play list. Based on the play |ist,

whet her play operation is perfornmed via the operation
section 223 or not is decided (s2). Wen it is decided
that the pl oper at i [ I
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distributing recording nediuma for transmtting the
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nessage to perform play request processing is

ARSI 86. o ddie vERNAgR BNy 1687 BhodifAgt FaNSH oriaind is
necessary for the play request processing via the

capiRveatdobhbifg Rt O the sl Hta} seeahent (sphayiThat is,
devi ce 220, which display outputs the play requesting
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s5).

(is )requested is set, is displayed on the play list. Based on
the play list, whether play operation is performed via the
operation section 223 or not is decided (sZ}.

When it is decidedthat theplayoperationisnotperformed,
whether a distributing recording medium o read operation (DISC
LOAD operation) is performed via the operation section 223 or
not is decided {s3}. When the DISC LOAD operation is performed,
acontent list showingcontent filesnotplayrequestedisdisplay
outputtedon the output section 222 {s4). That is, content files
in which a predetermined flag is not set are displayed on the
content list.

Therefore, when theuser makes a request toplay the content

file on the content list, the management center 210 is accessed
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The user sequentially inputs or selects a rental
period (by which a rental fee anount is determ ned)
via the operation section223 as indicated on the play
requesting screen. Finally, when the user ID and
password are inputted as a play request of the

di stributing recording nediuma via the operation
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person corresponding to the inadequate persons list or

not Q[gl%t heLr VgetcﬂletnlﬁgaQ%Yhﬁmdt@Eﬁrogeié@& Ggheekt#f period

the i nadequate persons |list is arbitrary.). Wen the
”W%‘I%Hta Gentsh 2dO aehir 1% dehatmt R8AYSAla the operation

section 223 as indicatedontheplayrequestingscreen. Finally,
when the user ID and password are inputted as a play request
of the distributing recording mediume via the operation section
223 (s6), the digital content playing device 220 switches the
displayed output of the output section 222 to the authentication
screen and transmits the inputted request data via the
communication line B to themanagement center 210. Inthiscase,
the content IDof the content information “A2” onthedistributing
recording medium o and the player ID on the memory section 225
are read and transmitted to the management center 210 together
with the request data (s7).

The management center 210 checks authentication of the

user related to the request. That is, it refers to the
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related to the request is an unauthorized user or a
person corresponding to the inadequate persons |ist

al t hough he/she is an authorized user, it transmts a
nmessage to deny the request of the user via the
conmuni cation line O to the digital content playing
devi ce 220. On the other hand, when the nanagenent

t 210 fi t th | at ed tq h
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made. ﬂe dld%tal contéht playrng devféelgho when t he

Te35888 tEothgnJyeciL{&ﬂ qauest wakuther US&Y ser or a person
transmtted fromthe nmanagenent

corresponding to the inadequate persons list although he/she
is an authorized user, it transmits a message to deny the request
of the user via the communication line B to the digital content
playing device 220.

On the other hand, when the management center 210 confirms
that the user related to the request is an authorized user and
a person not corresponding to the inadequate persons list, it
refers to the player ID and the like of the user to record a
charge in the user information on the user information DB 214
of the user, searches the piece data DB 211 to read the piece
data “D” and the decryption key corresponding to the content
ID, and transmits them as a reply to approve the request of the
user via the communication line P to the digital content playing

device 220.
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center 210 via the communication line (3 (s8), display
outputs an error nessage on the output section 222
(s9). On the other hand, when the piece data "D' and
the decryption key are transmtted as the reply to
approve the request of the wuser fromthe managenent
center 210 via the connunication line 0 (a8), a
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an error message on the output section 222 {s9).

On the other hand, whenthepiece data “D” and thedecryption
key are transmitted as the reply to approve the request of the
user from the management center 210 via the communication line
B (aB), a predetermined flag is set, and the piece data “D” and
the decryption key are recorded on the memory section 225 (s10}.
Af the same time, the clock function of the computer is used
to record the piece data transmission date on the memory section
225. The play list is display outputted on the output secticn
222 {s1).

Therefore, the digital content playing device 220, reads
the decryption key from the memory section 225 to decrypt the

piece data “D” when the content file is play operated via the

operation section 223 based on the play list (s2). Based on

39



section 225 is managed, and the difference between the
pi ece data transm ssion date and the current date is
deternmined as an el apsed period fromthe point of
time at which the piece data "D' is transmtted. Wen
this reaches the rental period included in the rental
information, it is decided that it is not wwthin the
rental period to delete theypiece
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Thus. Le E%ﬁ%% W%ﬁ[ iﬁﬁédthé‘s | €A Recab8Pween the piece

prevent ed. e rental period of the

AL SRS EER AN P etk bt ac
an elapsed period from the point of time at which the piece data
“D” is transmitted. Whenthisreaches therentalperiodincluded
in the rental information, it is decided that it is not within
the rental period to delete the piece data “D” and the decryption
key on the memory section 225 to unset a predetermined flag.

In the system, when the user uses the digital content
playing device 220 for play operating thedistributing recording
medium o, unless the piece data “D” is obtained as an authorized

play requester from the management center 210, the data body
“B” of the content file on the distributing recording medium
o cannot be played. This can prevent temporal unauthorized use

of the content file on the distributing recording mediuma. The

piece data “D” of the content filewhose rental periodhas elapsed
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is only deleted automatically. The content file on the

di stributing recording nediuma renai ns the sane.

Wthin the rental period, the digital content playing
devi ce 220 can be wused to create a new distributing
recordi ng medium a by copying the content file. To

play the content file on the distributing recor di ng
nmedi um a, the digital content devi ce 220 ca
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as’ necessary he systemis used to respond to various

n fystbu%lur%(_%%% Ee?crordlng medium o remains the same. Within the

rental period, the digital content playing device 220 can be
used to create a new distributing recording medium a by copying
the content file. To play the content file on the distributing
recording medium o, the digital content playing device 220 can
be used to reliably collect charges for secondary and tertiary
uses since authentication and payment of the rental fee to the
management center 210 are necessary.

Aside from the distributing recording medium o, a charge
for the data body d of the content file is collected in play
request. Therefore, the distributing recording medium o is
distributed for free, and after that, charging can be performed

to the play regquester. Alternatively, the distributing

recording medium a is sold at a price related to this, and after
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When a plurality of content files are recorded on the
di stributing recording nediuma, the user can rent
only the content file which he/she desires to view or
listen to. Aperson creating the distributing
recording nmediuma can create distributing recording
medi um a on which an arbitrary content fileis
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rrana eme cente or a nre tedtot

dysee%%ab%s tﬁlea}(télﬁ‘é or iRt kQRenf ve to@idided |Hd>ok can be
header 1 nformation "A" as piece data "D' froma

gﬁfﬁ\ﬁr&ed B'tl ﬁoﬁ@“d&ﬂlﬁ?eré@?@@i (irahel Nehdon £ Aheallens for
a

body recordi ng and records the content

ffé&ﬁ&ﬁ@’@é ﬁgcafeé@amﬁ herpbegatefatsusdd toReapsat to various
recording mediumto create the distributing recording

nedl UNAndder @crasconmputer is used. In FIG 4, the
nunmer al 241 denotes an input section reading digital

cont entychOoR 310BSL ef y b S GGordth@rthiReal a242re@ocasd rcol the
section such as a CPU processing the recordi ng medi um

CHES 4 Mhting recording medium o, the user can rent only the
content file which he/she desires toviewor listento. Aperson
creating the distributing recording medium o can create
distributing recording medium a on which an arbitrary content
file is recorded without consideration of the taste of the user
and trend. Therefore, the cost for creating the distributing
recording medium o can be reduced.

A distributing recording medium fabrication device 240
used for creating the distributing recording medium o will be
described here with reference to FIGS. 4 and 6. FIG. 6 is a
flowchart of recording medium creating software executed by a
computer as a distributing recording medium fabrication device
used for the system.

The distributing recording medium fabrication device 240
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software shown in FIG 6; the nuneral 243, a recording
section which can set a recordi ng nedi um such as a CD
or DVD and records a content file on the recording
medi um and the nuneral 244, a piece data nmenory
recordi ng piece data "D' separated fromthe content
file. The content o f the recordi ng nediumcreating

}%f B""&%@ié@%d Wy ELG ccgﬁfmpﬁﬂd o@%h@pﬁgﬁé&%ﬁ eéegl}gr 210

i stributing recordingnedi'um” fabrication

Wl 4 p%%FgﬁSEeﬁiak&%@-té’\Pﬁﬂsf %%gdgsﬁarﬂateétsi 19%3% gﬁ@isgéngeion Sp1”

medi um fabrication device 40°71s turne

%%q%@a_im?eard%wr@o%a@ghumfcarseﬁitéaegdatsaoiéfw@f&n?ﬁgntent

master disc 1s manually or autonmatically set to

AW h§6¢hy OFh@dbadRr” SAGHAMDY: S NAWTLSUCH, B8 Kodd/BES for
automatically sequentially set to the recording

SRR ng%hd FEESEds 2neAUMREnt! £l fo is8pheaded 1Bl Pfe piece
set mastér disc by the input section 241 (sl) Play

I ftQr FBYi QD o' Akt A ME8E nddidd NieedentbNERE Ml but ing
"A" is separated as piece data "D' from the header

if@&ﬁ:ﬁ%’gome&ﬁm dcl yded i Lhe.cont ent fdee, and the

[
separated piece data "D' is encrypted to be recorded

on thernpirece; dehd@ nliREPLY 244 4drvdes anl DEPut 6BELEBALRAHINng
file is encrypted (s3), and is recorded on a

[EGA AL NGo MBS t Fr-SHCA mas ta r DA Setthet Quidiea I 201 di RGntrol
section 243 (s4). The software is ended. The piece

it 0B sl @€ Qlsde EraNpt HEe P BCPL tHat Be RN R44iius creating
recorded on the recording nediumto be transmtted to
e iaragenem ieenter 6;280e nliexdilst 43 pul Fegor@Loy dicdgion
mediuma is thus created. The system for preventing
wrahhesh zed pley-cetliidygiddilum such as a CD or DVD and records
a content file on the recording medium; and the numeral 244,
a plece data memory recording piece data “D” separated from the
content file.

The contentof the recordingmediumcreating software shown
in FI1G. 6, and the operation of thedistributing recording medium
fabrication device 240 will be described.

When the distributing recordingmedium fabricationdevice
2490 is turned on, it executes the recording medium creating
software. A master disc is manually or automatically set to
the input section 241. A recording medium such as a DVD is
automatically sequentially set to the recording section 243.

First, a content file is read from the set master disc

by the input section 241 (sl). Play information “Al"” included
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content 200 has: a distributing recordi ng nmedi um whi ch

is a recording nediumon which a content file having
header information and a data body is recorded and

| acks part of the header information to prevent

unaut hori zed play of the data body; mnmanagenent neans

whi ch i s neans managi ng use of the content file on
Lhendh SLI |l A0 e g0k gl nd. TedLI.80c £30 LE ARSI bk Neron

prepared par e header ormati on-as piecé data

42 BSOSO % ARG SO cipe, e
BLEDLy

Q:lh%yé agen_e f lal e[)erst r"?cr;?;%tc’éc[ lt?%é Dcorded on the

eacg
recor di ng nmed Um and has theé Tuncty on o

%g@é%rﬁa%?é ﬁlegof[i 3 43\'}%&?2%\/\%&,@:58 %Jﬂt@%tv‘fitlha %Q%ntcwﬁ’gpted

nagenent nmeans, en a request to pla

.C(%@t}‘?”&a&i 1€ Mdeheqaly aé“r%i‘égﬂchﬁﬁ&i &éhﬁﬂr[‘@hk}logs |8 DVD set

inputted by a user to the gital ™ content playing
dc%V{:ﬁ@’ret(:BQthg'steﬁ:lti%%né@ﬂt(sﬁl) ayifig, de¥EeLere E%ﬁ}%@&ﬁ The

the request via the communication [ine to th

%%%Qe&@t[bt “ﬁe%ortd'%% 5@@?19% Wﬁeﬁ8§9@4 is recorded
aut hentication of the user related to the request to

AN 4 N6 Y RS R Qe YranbREL COTTYRhE#ERARhERE cbAter
the digital content playing device, and the digital

cant. enthel @yd g fVInGe rds88di NG MEBARI a 11Rf OhBL LPBa 08y,
the distributing recording nmedium and the piece data

i n pl ay¥hepeytd®tcrOpPkay¥nt Ny daf-athodY 280 $hey of digital
distributing recording nedium Any design change can

hedreede boot hessystemtfiMfuthhgvertbhginhaddion 2@dch is a
play of digital content 200 of such configuration. As
frafedriiendi kALYt bNOH RAOIAIRE tERE 8N &, hd i oflaelt
information and a data body is recorded and lacks part of the
header information toprevent unauthorizedplayof thedatabody:
management means which is means managing use of the content file
on the distributing recording medium and can transmit the
prepared part of the header information as piece data via a
communication line: and a digital content playing device which
is a device used for at leasf plaving the content file on the
distributing recording medium and has the function of
communicating via the communication line with the management
means, wherein when a request to play the content file under
an authentication condition is inputted by a user to the digital
content playing device, the digital content playing device

transmits the request via the communication line to the
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file having the header information "A" and the data
body "B" is recorded in a state of |acking the play
information "Al" included in the header information
a. It can be, of course, recorded in a state of

addi ng other information. As for other information,
there is a programor the Iike whi ch deci des whet her

%ﬁ%aﬁﬁeﬁ&@gm&%% e h\%ﬁéﬁéng gudea%% %H?aﬁ&?%h%‘ht(}_catlon

ser
PTGl WAL Ly AR VIR Sy
%\ E}l;]@c % otrmhﬁn%b{@'tﬁgglg&?gi 'clgﬂttéﬂg pﬁ.ggygﬁg'd%gi ce,

um a er own conpute

%%cf ec%%o'&‘i'[g%aio &'ﬂ@erh@ &1 yi'ng;%@‘{r? E Qéé‘é/ | dRvies

|nasatetatt tware i s not

cliei on ttﬁ@ ﬂ(i)q{ %_; ﬁécé%@ﬂ@@%%&d the flece

cent er 210 is read to access the managemsnt center

hasedi n M LN Se r £ 918 a YWEN 29PL @iJHiySh tRE P s@i"l@:glt ing

software by the above proCedure, the content file on

the disty Auiing, r ﬁﬁgr&éﬂggn 4BaABLi MR Becréemeb%op&@é/%%tem

The content of the playing software are only an

Egveng}?ighggtﬁéﬁl;%h 8haY €A1 YseL1 £eaLShE 2000t such
and user authentication are perfornmed and changi ng

téen Copfertioar the like is arbitrary. The second
enbodi nment can be design changed to a system

preventisng, Ungiy H@Et%flgu@f’r?g He b1 9Dt bl etl?@ doh&ent

di stributing recording nediuma transferred to the
Uslle 1R iRAY th&rhdLlef i@gorRatiseMed.anin thbi 8a€aIdy “B”

it has the sane nerit as above . The playing software

Us€t-ddbHdRias igases faye ot Vi fdadi@l€ the play information “Al”
included in the header information a. It can be, of céurse,
recorded in a state of adding other information. As for other
information, there is a programor the like which decides whether
the playing software is installed on the computer of the user
or not, and when deciding that it is not installed, automatically
accesses Tthe HP of the management center 210. When the program
is recordedand the user sets theobtaineddistributing recording
medium o to his/her own computer (computer corresponding to the
digital content playing device 220 in a state that the playing
software is not downloaded), the WEB address of the management
center 210 is read to access the management center 210 based

on this. Therefore, when obtaining the playing software by the

above procedure, the content file on the distributing recording
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a series of processing according to whether it is
wWthin or not wthin the rental period. The digital
content playing device, wthout downl oading the

pl ayi ng software fromthe managenent center 210, may
install it via the recording nediumsuch as a CD. As
a matter of course, it nay be an excl usive device, not
a canputer. The djgi content playing device has
AT o R scaﬁfbemﬁ£%Y request to play a content file

under %5& J}ﬁq%ﬁtbw&h P gm%%'o%gwggﬁdéxté 8ﬁ§§/'a§n example.

i nputte e user ting e request via
t on. | ine.0 t t ni.er
TG AP 0y P TocPRETEn e

taruac'i‘l%%‘tﬁfcﬁﬁléﬁoﬂe tda%fmgaeg@ t %g;f 8l I@ﬂxg Y2 ddi or the

comruni cation |1 ne"a, usi ng ntormati on on

hg, d 1§t5EBFE£QQ recording nedlun1a and the piece
J’ ' y in play operation to play the data body

"B onTthsgaoﬁta 'e%bameﬁ@ca%ﬂbegdgg%ry@h%ngéﬁefzo a system

digital content playing device which has such

E&%ﬁeln%ngaﬁngstﬁérmd 460 ibgur abh Odnt ﬁrmodjnrr%% 3

third enmbodi ment of the present invention w

Qﬁ%%rkljl?)gl ag L d cﬁ ?nr&‘e.eduﬂr% 5l G8nsfe2n8q8o ]c:flg‘l.hsér' §o:.apay

am o ste preventlng unaut hori zed

Ry oef rdigl tadt r%a@bant -IrFltﬁ-lsscé§e,a il awehehé Dime merit
pl ayi ng software used for the system A systemfor

I L¥8Hd NG THRAHINAMZELE 1488 Ol sl Oh trdli sCetMy 0800 delete
shown in FIG 7 is a system preventing unauthori zed

ﬁgﬁa@fies%ﬂﬁﬂb@é@sfﬂld{ aceskiivesed hestKenticngs Wl th@ndr not
with.in the rental period. The digital content playing device,
without downloading the playing software from the management
center 210, may install it wvia the recording medium such as a
CD. As a matter of course, it may be an exclusive device, not
a computer. The digital content playving device has functions
of: when a request to play a content file under authentication
and charging conditions is inputted by the user, transmitting
the request via the communication line §§ to the management center
210; and thereafter, when the piece data “"D” is transmitted fxom
the management center 210 via the communication line $, using
the header information on the distributing recording medium o
and the piece data “D” only in play operation to play the data
body “B” on the distributing recording medium a. The digital

content playing device which has such function may be of any
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The systemhas a delivery managenent center 310 as
delivery nmanagenent neans delivering a content file
havi ng header information "A" and a data body "B" via
a communication |ine R and managi ng use of the data
body "B" of the content file; and a digital content

pl ayi ng devi ce 320 communi cabl e via the conmrunication
IlnefO urthuﬁpe delivery management center 310 and
used tor pi'ayi'ng and copying the content file

delivered from the delivery managenment center 310.

The digital content playing device 320 is a conputer

h software processed by the conputer is
pgé%ar§%g¥%n$he del i very managenent center 310. The
Commn']-?"%ﬂ e'mBS ﬁeh? Ga ﬂﬂg %fé%tenlt' AEv@htfon will be
t el ephone J1|ne an performs nutual comrunication
PRLUELTHLRS,idel LLELYonJRNA0GTRAL FalllLls 3106 2 Dagka Block
credit card conpany 330" and e digital content

pl:@}{{:]{]gm devi %%s%gﬁ fo‘g}{_)ir@@e&@ﬂ{geﬁﬁaﬁﬁﬂmgrlw@pt‘é‘}? oF digital

data”structurée havi ng dat a a user

aESﬂt@ﬁtt he1til g of éb@fbvﬁ:ﬁaﬁﬁ&sb@ VY sdft@dee used for
still 1mage, text, application sof%mare or application

dahe, sebdedeader i nformation a (not shown) of a
non-user area as content information acconpanying the

dat a boglyysBim rSHERevERPL€Ntnd e 1S N Brd £EQI PRI dontent
an encryp ed formon a digital content DB 311 of the

debb Vet AageEnt i 6Ntk t3hlhrfne tdingl hidh v iR ield use of
pl ayi ng device 320 is a device used for playing and

capybigehher contenti vidrke @eti vererthd are nenti agerit to
t he user, as described above. In its function, to play

a:ﬂld c ?D*Yhé Bes tah Babadik 1'iFe réfndrigement &t thirl 33,0 Andi€bsvery
amandement means delivering a content file having header
information “A” and a data body “B” via a communication line
B and managing use of the data body “B” of the content file;
and a digital content playing device 320 communicable via the
communication line § with the delivery management center 310
and used for playing and copying the content file delivered from
the deliverymanagement center 310. Thedigital content playing
device 320 is a computer here. Playing software processed by
the computer is prepared in the delivery management center 310.
The communication line B is an Internet line or a telephone
line and performs mutual communication between the delivery

management center 310, a bank or credit card company 330 and

the digital content playing device 320.
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the content of the header information a' are set in a
predeterm ned registry, the data body "B" cannot be,
of course, played from the distributing recording
medi um a and cannot be copied to another distributing
recordi ng medium The system actively uses the
function of the digital content playing device 320,
| acks, . fromt er _informat, o of ;
e phec i St Eheb TRyt edu Y EAE dara
( i the | J%a r inf t] : . :
RO, boa BF s e 48, b PHIE I Rln B8 hific, moving
i i "A 109 r |t:h._t-he d +Blod 1y -
ARSI STRRE! el AR r o o
erehy af i oriz ay.y angd _
%%%%hgﬁﬁz%%%rgshgg grtnﬁg%{é a k(J.oﬁg SQI!I(S) ]T eacgﬁltle%?er ared
L it s hBE-REanS! JIURRIRVIAR A bl 842 such
body "B" I's pre-recorded in an“encrypted formon the
480t Gt 2l 16008 8Rt-PB-31deffin! BE ARIMNREN FEARGAMEN gital
center 310. The piece data, the content key and the

| Lkgr&ate %Q1p6§'Eﬁ&0&9f¥be£#1ﬁ@ﬁa%ﬁﬁéﬁ@tégn{é¥f@fﬂl
the digital content DB 311. The digital content

pl ayi naridevi et 32 Ldrt A tI8N8Y fhg RIEAGEE32 AP Wl §EviSEtised
by the user. "In the drawing, the nuneral 321 denotes

ar§ PP ngeLld %Bpﬁﬁ!ﬁa @ BofPihit the eNeWEl Al r322or denting
out put section such as a nonitor or speaker; the

NUFBF Rt hd23ser ATk OPRERLE BB SAIYLON SHCIx AFuadkeyhpatd play
or nouse; the nuneral 324, a play copy section

pehdi afdPngneeagt Wudas o dat arfer ehe8he £11E unless all of
di stributing recording nediuma and the like; the

NYABEBhteBR41 thcMRABEY iS€6na0isHaN ags sa thardpedktiermined
and the nuneral 326,
registry, the data body “B” cannot be, of course, played from
the distributing recording medium o and cannot be coplied to
another distributing recording medium.

The system actively uses the function of the digital
content playing device 320, lacks, from the header information
a’ of the content file, part of data (piecedata) included therein
{showing the lacked header information a  as the header
informationa), and includes the header information “A” together
with the data body “B” in the content file of the distributing
recording medium o, thereby preventing unauthorized play and
unauthorized copy of the data body “B”.

The content file having the header information “A” and

the data body “B” is pre-recorded in an encrypted form on the
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a conmuni cati on section for perform ng conmuni cati on.

O her than the basic program playing software shown

in FIG 8 is recorded on the nmenory section 324. The
playing software is free software downl oadedfront he

del i verymanagenment center 310 via the conmunication

line O and is application software necessary for

pl.aying, t he .content. file. .Piece.data, C n

PR 1R SRR 2 oS BT R ime B A LB 10
c . re.nec | t K:

dgl{;'é S!Leéé—'j%a%a etrél%t %Jndceeqltqp gulﬂc? th% %ﬁ?e gx?te?&hlesrogﬁgl_s &ecorded

e’is record ereon.” Fhe cont én aying

. b | 2 /
SPLIBE e AR O e, TR L
conput efhe;%m (2%%/1%92%%&5\3&%%;}%@7&%%§2%% sg%géltl@%al—purpose

cont ent I hg gital tent

p&@%ﬁ@@egQ¥%%§ﬁﬁﬁgggfﬁsgypchhogﬁeo&fawfﬁbngﬂéz%umﬁga%y321

request to “the digital content Ts inputte
tg@n&@é%’aFHb%Q?B@r§é%§%%§“%dE%QH§$£ Vi %%% numeral 322, an

communi cation |ine the delivery managenent

ceRtsht 3 idht 8hch N coRbeMoof Ihespl SkdF ANSfehliffral 323,
fromthe delivery managenent center 310, when a

r eQUSSdr 419 Bl a¥ct Nn COntent £ idgpundaroayhenti eakiQheral

and charging conditions is inputted by the user,

tBARSLEETd PHob Peect CAHERL £ IR A GQMIBNE £8kI Rt d FAg Dnto
to the deli very managenent center 310; and

thRL eafdar i’bu‘ﬁ‘iﬁﬁafg D P BEL mABE B 15 ahEiaE‘l?%] :firk%q thE MWlmeral

the delivery managenent center 310 via . .
COMIPN GahbOP sddthen(SuchSkNg nahe deadeanbnfis MakkbeaL 326,

"A" of the transferred content file and the piece
dat ao@mhiyi ddt A% cepebat FOR p&r Hr@ing communication.
Other than the basic program, playing software shown in
FIG. 8 is recorded on the memory section 324. The playing
softwareis free software downloaded fromthedeliverymanagement
center 310 via the communication line P and is application
software necessary for playing the content file. Piece data,
a content key and the like transferred from the delivery
management center 310 are recorded and the piece data transfer
date 1s recorded thereon.
The content of theplayingsoftwarewill bedescribed later.
The software is processed by the control section 321 so that
the computer can exhibit the function as the digital content
plaving device 320.

The digital content playving device 320 has functions of:
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the data body "B" of the content file. The delivery
managenent center 310 is a server operated by a
person perform ng business of renting the content file
to the user under contract with the copyright hol der
of a publication included in the data body "B" of the
content file to be delivered and collecting its
rental_fee fr

S o eaut SO PR i SR Uk DB BRT et 28, TR & oy
f{:he ts%rbe];]g%rla eelirji,]equaql %hgrgequeﬁc% 9?% tl,he %nm%pﬁé%([géﬁgn line

f 6r m togét W cont'en e Nurera

B e PE T By BaRPsBRend TR Sh4 ﬁg%ss%géag%h file
tb %ﬁ%lrr%ylfr Cﬁhaer gil ggvgﬁy P{!ﬂ%e%& t EEHEQ?H}P@, when

uch as authentlc i on an e user

ggqy&m%ﬁ!l C%e y«iggr gﬁg c&@@er; & UTRL Ak 3&éth@n§9%gwacrd, and

playi ng software i s pre-recor

Tgﬁa %ﬂ@%‘&ﬁﬁ%ﬁ@%éﬁ uEQQ&%EﬁQ 1§%’e§r.t e@rfaﬂgferﬁlng the

preventing unauthori ze use o Igita cont ent

aPQ%SQ%t S{?Q}_&m F&E:Pl%rll‘lcaﬁo% { N BOLS FRe de\’fllJergemanagement

des € user operates thé operat

S@Qﬁt@f‘ 3%%3 Qtfld tﬁ'e%égffex_omh%%nﬁ% %ﬁe@%oﬁ@&g §5 transferred

corresponding to the digital content playing device

3%901&1%@ 3b2E fetd %Ianta mBhVEdik SOBLWAE £ t3R0M ki ication
FIG 8 is not domn oaded), and accesses the delivery

perf?oegreq}sfh teL Rd0q¥iaf s camunigat [endd ng. O, Q0 req

rmng necessary user registration. The delivery
MBHAGENE N 16EAL &t hedp e PEI{ANBnYS Em bEAY era;tath%n to play

according to this and transfers the ID and password
othé h@atis &low} aphe rCorpUBbe@ddOEilliene (3
The delivery management center 310 is a server operated

by a person rerforming business of renting the content file to
theuser under contractwith the copyrightholderofapubklication
included in the data body “B” of the content file to be delivered
and collecting its rental fee from the user. In the drawing,
the numeral 311 denotes a digital content DB on which a content
filetobedelivered ispre-recorded inanencrypted formtogether
with a content ID; the numeral 312, a control section such as
a computer; the numeral 313, a communication section for
performing communication; the numeral 314, a charging DBonwhich
information such as authentication and charging of the user is

sequentially recorded; and the numeral 315, a software DB on

which the playing software is pre-recorded.

50



to the conputer of the user. Then, the user operates

hi s/ her own conputer to access the delivery

managenment center 310 and i nputs a request to

downl oad the playing software to the digital content

playing device 320. In this case, the ID and password

of the user are necessary. The conputer of the user

transfers the_reguest . Vi t he communi.cation_line (3 ..

ot he TBCRUER) THRRR ikt pE s SR B SORLBR elsdfisiRgine

of 1t reques e,.deli very .mana nt nt er 1

R0 Pere R o P S el S R O80T el B Gog Bt o eve

t f it . via the.co nicati.on line (3 to the

é@%ﬁﬁﬁ%ﬁ%SF%%ﬁéeuﬁ%ii ber%%%ﬁfééFﬁg softmase shown in

FIG 8., 0 0 i .

comput &1 TE57 benSnEith HberaRelr PRE Voo SPEAN fikilh, 598 of
j [ eci Lf] farsty:

R PR SO £ R R b EbRFEcbbnbind "Gy i g ea

i ' ' Iy @ r I [ j

(Shirer®pegy TR gL el Al o D00l 0 ey DA vare

| Shdd iﬂ”ﬁ'ﬂs? ?erig' i Yo f9BERRE) Pl ayd %%cﬂg%getﬁ@%elivery

accesses the delrvery nanagenent center to

t sfer . perfarmpl [ e essi .

et TR 0 P Phe S P LB 63 p BOR PR EC Mhing

W 16EPT AL 13k, TR defiy &) iRRAJORIBI k&I @enter
310 transfers data necessary for the play request

PIOFeesklPnY iR ert RSy COMAMIEALEQN - diRE LD 1 d BRA transfers

digital content playing device 320. The digital
COM & Rhayl DG, deYiLe 1320, dh ShlaY EH@Engégth;@yl ine P

requesting screen on the output section aseda on

the Wit @chkPdler of the user.

Then, the user operates his/her own computer to access
the delivery management center 310 and inputs a request to
download the playing software to the digital content playing
device 320. In this case, the ID and password of the user are
necessary. The computer of the user transfers the request via
the communication line B to the delivery management center 310.
Upon reception of the request, the delivery management center
3l10readstheplayingsoftwareonthesoftwareDB31l5andtransfers
it via the communication line B to the computer of the user.
The playing software shown in FIG. 8 is downloaded on the memory
section 324 of the computer to be executed.

First, the digital content playing device 320 decides

whether it is the first time that theplaying software is executed
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The user sequentially inputs a rental period, a rental
noney anount and a paynent condition (his/her own bank
account nunber or credit card nunber) via the
operation section 323 as indicated on the play
requesting screen. Finally, when the ID and password
of the user are inputted as a play request of the

O e us i
BEHIOELT9 (A AR D AoKLE dRMIPACAY B plaving
320¢ s tLhes t§1%hedflsf%'tayﬁﬁe,0%tﬁyéd@éem%e%uwga is set and

section 322 to the ‘authentication screen and

t Eﬁ@sciﬁflscatlh @oh@@ﬁ'{ 699131)’1%% 88t gé‘tﬁzd”a%cfegges the delivery

comunication |1ine to the delivery nanagenent center

3O a JOfe TBNAGRABNE 1 §EAL OF r AL GheC ke s L8RS | St # ¥ play

and charging of the user related to the request. That
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fﬁQH@@éméﬁ%f%d%ﬂ@i°@1@0fﬁﬁﬁp@%thGryOmaﬁébéhéﬂﬁﬂaﬂﬂﬁér 310
i nadequate persons list or not. It also refers to the

t £ anst eLredidhanke 86694 HHHTRRE, pﬁiﬁ@eﬁq&l%é’ﬁdpf‘@&g’@énﬁj via
the like of the user to access the ba or credit

Cahd CRRANYaB30n 1% FAUEshe 41 iRANK- IR SR L yERE Hevice

conpany 330 via the communication line Rto pay a

mepey ameuAL geesl espaRAitNg1koihhedeviRid akof @espiaf heutputs
content file to the conpany of the delivery

managemntregebteing Hrehesn tie: delkpuer yed@itagerenbased on
center 310 confirnms that the wuser related to the

reqeesita s(sk)person corresponding to the inadequate
persons |list, and when a reply indicating that paynent
i s not possisklrestguénansiier riagutkaa t hentcampericd] i ®nrental
line $3 from
money amount and a payment condition (his/her own bank account
number or credit card number) via the operation section 323 as
indicated on the play requesting screen. Finally, when the ID
and password of the user are inputted as a play request of the
distributing recording medium o via the operation section 323
{s3), the digital content playing device 320 switches the
displayed outpuf of the output section 322 to the authentication
screen and transfers the inputted request data via the
communication line B to the delivery management center 310.
The management center 110 checks authentication and
charging of the user related to the request. That is, it refers

fto the transferreduser IDor the like of the user to check whether

the user related to the reguest is a person corresponding to
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the bank or credit card conpany 330, in either case,

it transfers a nessage to deny the request of the
user via the communication line O to the digital
content playing device 320. When confirm ng that the
user related to the request is not a person
corresponding to the inadequate persons list and when
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approve the request of the user (ab), the
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a message to deny the request of the user via the communication
line B to the digital content playing device 320.

When confirming that the user related to the request is
not a person corresponding to the inadequate persons list and
when a payment completion reply from the bank or credit card
company 330 is transmitted via the communication line B, the
information on the user ID of the user and the information on
collected charge are recorded on the charging DB 314, thedigital
content DB 311 is searched to read the content file on the digital
content DB 311. While the piece data is lacked to prevent
unauthorized play and unauthorized copy, the piece data and the
player key are transferred via the communication line P to the

digital content playing device 320.
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When the digital content playing device 320 is play
operated by the user, it reads and decrypts the
content key on the nmenory section 324, reads the
header information "A" of the content file to decrypt
it using the content key, and reads the piece data on
the nmenory section 324 to decrypt it using the

cont ento Key X\Q 0.t feggler digiegmc!n%n%ngrghgr?ﬁgfeerrec”l
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digital content playin vice 320 for copy operation,

the A gid ahCOL et 1Y NGy Vé S{%k%ZQ CORl GR2mbR§ section

content file as 54 1t is tot i stri utlng

recer diz1gARdism tq @nl yh&r@_@@c fdb8tEbAUWE e computer is
recordi ng nmedi um a. When t he user operates the digita

cQakghl :Ri&%‘cﬂghéjﬁ‘ié&@ da%%ocxtachs@é%%@e bhe ! I@éﬂxcﬂg; section
software, whether it is the first tine that the

Phayl NGIROALNBEL 1h3oBXLELS L 20T, Rhel Sorftagitded1e ( Sk piece
Since it is not imediately after downl oadi ng the

phayhnghd $okt Wake andukhe SARY iirS pial, obBaPid&cedplay the
transfer date on the nenory section 324 is read to

dagkdepeter of hewLUbheBht fate (s7)W tMhén tdify estaking is
period or not. The difference between the piece data

t eansfpreglatier-andsling 68rteatpdad i S detled.ned as

an el apsed period fromthe point of tinme at which the

Pl ecé When the digital content playing device 320 is play
operated by the user, it reads and decrypts the content key on
the memory section 324, reads the header information “A” of the
content file to decrypt it using the content key, and reads the
piece data on the memory section 324 to decrypt it using the
content key. When the header information and the piece data
are registered into the predetermined registry, the data body
“B” of the content file is decrypted and played using the content
key.

Thus, the digital content playing device 320 plays the

data body “B” ¢f the content file as operated. On the other
hand, when the user sets a distributing recording medium to the

digital content playing device 320 for copy cperation, the

digital content playing device 320 copies the content file as
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data is transferred. Wien it has reached the rental
period included in the rental information, it is
decided that it is not within the rental period. Wen
it has not reached the rental period, it is decided
that it is within the rental period (s8) . After the
decision, when it is not within the rental period,

the ;reggage. i g; Ml Ut.RUL E & QM diGirP P UL 198 ELLQR
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the ne section,. 324 (.9 o end the processing of
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this case,. in qui e sane nmenner as the case
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hody. t+BatOfnd I}ﬁa . %;eQBftJ:éh-? as gRenatadsr W ith@ecided

user sets a di'stributing recording nmediumto the

digiyt al s cont ept; sl AY i Rl I8V L8, 320 f QbwEDPYA i RPthe playing
operation, anew distributing recordi ngnedi unais only

datede ahd e rI%gt e sernt e dsei#8esrbh®fer date on
digital content playing device 320 for play operation,

%H@%ém%&'?{h@@ét&ﬁﬁ‘t 200 j ande AW Hechet R figdt alnd @@rrent
to the delivery managenent center 210 are conpl eted,

tdhe dat i1hady +HR' r &t 4108 £05d 8Rtndd.| eTE@ARGFerBRce between
pl ayed. The case of playing the distributing recording

r@ﬁ@{ Bieca aheat £chdpet Agt di-giit @he coRtrent qitayiB@letermined
devi ce 320 by another conputer is alike. Not only

P d BRrY1apidd pesogecaindany gatht @r time atunatithorheedece
uses of the content file can be prevented. Wen using

andk pliayitrgntherdeégi t @heaont ends pteydingl dewl eent3d20period
not within the rental period of the digital content,
thie-luded in the rental information, it is decided that it is
not within the rental period. When it has not reached the rental
period, it is decided that it is within the rental period (s8).
After the decision, when it isnotwithinthe rental period,
the message is display outputted on the output section 322 to
delete the piece data and the content key on the memory section
324 {s59) to end the processing of the software. When it iswithin
the rental period, the processing of the software is directly
ended. In this case, in quite the same manner as the case
immediately after downloading the playing software, thedigital
content playing device 320 plays the data body “B” of the content

file as operated. When the user sets a distributing recording

medium to the digital content playing device 320 for copy
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pi ece data and the Iike on the nmenory section 324 is
automatically deleted at this point and the content
file remains the sane. Wthin the rental period, the
digital content playing device 320 can be used to
create the distributing recording nediuma. To play
the content file on the distributing recording nmedi um

Rt S AP BL N U S e Bah A R g Y e,
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rent al eto [1very nanagenent center” 310 are
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pr ocessi ng en the d ivered content file is not

e t
SIS, 158 ol T ot L Lo i
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it-via ecor |ng ne ch as a
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a conputer. Enbodi ment 4 Afourth embodi nent of the

pt&@@ﬂirg} DN LRt O Mid 1508 o rAesCEbDath L De bahVeEpESvdrded.
FIGS. 9 and 10. FIG 9 is a block diagramof a system

for prevant i80hdBadtdIeiized-1d aygotalic@htaht foetiedtdevice
FIG 10 is a flowhart of playing software used for
t Beosy$t @Mthin the rental period of the digital content, the
piece data and the like on the memory section 324 is automatically
deleted at this point and the content file remains the same.
Within the rental period, the digital content playing device
320 can be used to create the distributing recording medium c.
To play the content file on the distributing recording medium
o, the digital content playing device 320 can be used to reliably
collect charges for secondary and tertiary uses since
authentication and payment of the rental fee to the delivery
management center 310 are necessary.
The third embodiment can be design changed to a system
preventing unauthorized use of the content file delivered for
pay or for free, not rented. In this case, it has the same merit

as above. Theplaying software used in this casemayonlydelete

processing when the delivered content file is not within the
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A system for preventing unauthorizeduse of digital
content 400 shown in FIG 9 is a system preventing
unaut hori zed use of a content file delivered for
renting it to a user. The system has: a delivery
managenent center 410 which is a server in which a
content file having header information "A" and a data

H%‘Mﬁ LRl EPRL aqgaeaﬁ c%h%ﬁtqhaﬁ% A% RA 820 9% thout

der 1 nfornma s, play i nformation
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pl ay ormation "A2", aside fromthe content

fdder 8187 SR €S 0aRl §ECrfata rddo ARty fedBhh WRIGh as a
managenent neans delivering the content file via a

Qﬂfmuﬂb%trda@_@eh:' He RN sBBNAYINAG HeeaPfexdN@sidat @by, not

'B"; and a digital content playing device 420
compipgakl.e via the conmunication [ine (3 with the
delivery 57 managenent center 410 and used for playing
and copying the content file delivered fromthe
del i very managenent center 410. The digital content

oy iGhesi@vigce 420 is a conputer here. Playing ‘
software processed by the conputer is prepared in the

del i veny fofRPROSHIBSH i necitt @ 440. pFhgesON ©rdntiidre Witnebe
has a data structure having the data body "B" as data

Qe SHGIH RS Wit | 1 faTR@VicRgtd IFEES,. Stadd LOTAGEIG. teXk,a block
ganme or software, and the content information "A2"

satdyr Asok if ¢ £edn @0 Praviee tWED wddrtess iekdipiay of digital
managenent center 110 in which a content ID allocated
teodthenidat aRrbodyo 'iB" a aficbwiiteae odapbayiDlg aodEtehoredsed for
The play information "Al" included in the header

i fioramitecan "A" is lacked fromthe content file having

Asystemforpreventingunauthorizeduseofdigital content
400 shown in FIG. 9 is a system preventing unauthorized use of
a content file delivered for renting it to a user.

The system has: a delivery management center 410 which
ig a server in which a content file having header information
“A” and a data body “B” is prepared in a state of lacking part
of the header information “A” (that is, play information “A2”
included in the header information a) and the lacked play
information “A2", aside from the content file, is prepared as
piece data “D” and is delivery management means delivering the
content file via a communication line and managing use of the

data body “B”; and a digital content playing device 420

communicable via the communication line B with the delivery
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t he header information "A" (the play information "A"
and the content information "A2") and the data body
"B" for encryption. The play information "Al" refers
to data showi ng the address value of a sector to be
read of the data body "B", the size of the data body
"B" and the like. The digital content playing device
Ql 'g%mgng%%ﬁrc@k 4@@%%@&%1@&@% B¥pl Deg ¥BEGontent

raw ng, the nuneral denotes a control
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section such as a nonitor or speaker; the nuneral 423,

aﬂgqﬁt%&aédr%rﬁfeﬂw{hg%a@bléé 43 okey Roadhnth e rBESE; Pheying
nuneral 424, a play copy section perfornlng

r At Sr e At ap{ ran @Bﬁ@utéf‘a_sdpﬁé;ﬁé@d liA0the delivery

recording nediuma or the like; the nuneral 424, a

RIReneaet EeAtsHCm @s a hard di sk; and the nuneral
426, 58 a conmuni cation section for per form ng

comunirgatd Hten@ hele hBAA Halkes Bash GtHREnEBhatiay) tige data
software shown in FIG 10 is recorded on the nenory

Ry 0B7424.dakhe ofl Yt Ghs §0EE WA YiheS afbyal estrl pawge,
or for free downl oaded fromthe delivery managenent

QetEr g4kl it & dift@agenmami Gall eontéme i forfation WSET such
registration condition and is application software

nacessarat O6n PrayhagiHB edaost erif thé eanatfearenmst ¢ @ncan 110
the WEB address of the delivery managenent center 410
I ih whiieh & q@meer 1bDREldeeateto tihet HetpllaydngB” and piece
software and the piece data "D' are stored is
tdans Dt tatk kootéde. mEherylsechfommdidon gget hiercwideld in the
the playing software fromthe delivery nanagenent
certdir 4b@orhet ben recoddetackat tthen, thdeopitecé Gatea having
"D', the decryption
the header information “A” (the play information “Al” and the
content information “A27) and the data body “B” for encryption.
The play information “Al” refers to data showing the address
value of a sector to be read of the data body “B”, the size of
the data body “B” and the like.
Thedigitalcontentplayingdevice 420 is ageneral-purpose
computer used by the user. In the drawing, the numeral 421
denctes a control section such as a CPU; the numeral 422, an
output section such as a monitor or speaker; the numeral 423,
an operation section such as a keyboard or mouse; the numeral
424, a play copy section performing read/write of data from/onto

the distributing recording medium a or the 1like; the numeral

424, a memory section such as a hard disk; and the numeral 426,
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key and the Iike transmtted fromthe delivery
managenent center 410 are recorded on the nenory
section 424 and the piece data transfer date and the
rental information showing the rental period are
recorded thereon. The content of the playing software
w || be described Iater The pl ayi ng sof tware shown
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gl?%]c%qse%&nf Fé@gpgkéﬁ‘%cﬁhe%ﬁm @?Hs er Jn%?ﬂtayﬂsn F?Jne@@e WEB

tted Tromthe delivery management

Cg&]d[:r gﬁ? t\ftead&ffve%?wg?gﬂ&ﬁt?@eh‘tﬁﬁ o Y8 e player

hea ormat | on transmtted content
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ata body "B" of the content file, and functions

Of o} GIT-BLAGY AL &l ABSerl RRAIRY beerdhanotshetier with

tinme mhlc the piece data " is transmtted from
[R5 CL?l | Mely s FRPRgEMBN o ¢aat §élf"@@£y aRGhawaeant heéenter 410

el apsed "peri od reaches a predeterm ned period,
del, etd %Mi%eﬁr.anﬁmﬂﬁe%d RhecCgiddt ata “D”, the decryption
key and the like transmitted from the delivery management center
410 are recorded on the memory section 424 and the piece data
transfer date and the rental information showing the rental
period are recorded thereon.
The content of theplaying softwarewill bedescribed later.
The playing software shown in FIG. 10 is processed by the control
section 421 so that the computer can exhibit the function as
the digital content playing device 420.

That is, the digital content playing device 420 has
functions of: when a request to download the content file 1is
inputted by the user, transmitting the request via the
communication line P to the deliverymanagement center 410; after

the content file is transmitted from the delivery management
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The delivery managenent center 410 is a server
operated by a person perform ng business of renting
the content file to the user under contract with the
copyright holder of a publication included in the
data body "B" of the content file to be delivered and
coIIecting its rental fee fromthe user. In the
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l'ine (3 for perform ng necessary user

The delivery management center 410 is a server operated
by a person performing business of renting the content file to
the user under contract with the copyright holderofapublication
included in the data body *B” of the content file to be delivered
and collecting its rental fee from the user. In the drawing,
the numeral 411 denotes a digital content DB on which a content
filetobedeliveredispre-recordedinanencrypted formtogether
with a content ID; the numeral 412, a control section such as
a computer; the numeral 413, a communication section for
performing communication; the numeral 414, a user information
DB on which user information is recorded and information on

authentication and charging and the like based on this is

sequentially recorded; the numeral 415, a software DB on which
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regi stration as in Enbodinent 1. The delivery

managenent center 410 creates a user |ID and password

according to this, registers the user information

into the user information DB 414, and transmts the

user I D and password via the conmunication line 0 to

the conputer of the user. The user nay input the user
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i s downl oaded on the nenory section 424o0f the

Cﬁﬂ$*4é§ dgaastahh ede dde-ciygeut er becomes the
digital” content playing device 420. Wen obtaining the

cont entyifidie, theudbgi s adr HQUY @ oBLRYE DG de¥EERNA AL of
accesses the delivery nmanagenent center 410 according

t Qi & Nee ORSIAlARULE {BEnOPES Atld 1 c3@ehi9Ag4RS Bhe tdiRyital
user. The delivery managenent center 410 transmts

dat et &ft bhayisoienlef 412@snld state dihe dhgidialyiegnietvare
pl ayi ng device 420. The digital content playing

deyince dabhthislayroupdts diedeCOR EphahhleBeht $end@Br 410
the out put section 422 based on the data. The

gﬁiﬂgw JBRRESRRL oReNi 8L 1A MR B8 rREAESAEH: DASOH user
registrationas inEmbodiment 1. Thedeliverymanagement center
410 creates a user ID and password according to this, registers
the user information into the user information DB 414, and
transmits the user ID and password via the communication line
B to the computer of the user. The user may input the user ID
and password at user registration.

Then, the user operates his/her own computer to access
the delivery management center 410 and inputs a request to
download the playving software. In this case, the user ID and
password are necessary. The computer of the user transmits the
request via the communication line B to the delivery management

center 410. Upon reception of the request, the delivery

management center 410 reads the playing software on the software
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VEB address recorded together with the playing
software after executing the software, or naybe
accessedbased on theWEB address registered by the
user into the Internet browser. The user selects the
content file to be rented fromthe <content files |ist
via the operation section 423. Data of the request of

d
RIS SR ILAT cE d SubA R b 58 e compter
”B@a&‘?é‘r%%rce l"f‘:er ﬁ;’ 11[15(‘3%'}?\{:%1%3"] %%logﬁe&% the memory
B i

request, It re a” cont ent included Inthis to

E@tho;&ﬁi} @@‘%h(e qﬂr% Sr%%l 5i taﬁédll%dcor‘fﬁéeeﬂ u@@r bO-omes

e content IDfro content DB 41

t S [ | ayi ng deV|ce
%g@ g%%ﬁt% é&gFg%?aglgg%?én?&gﬁgfpﬁﬁp devi ce 420

recei Veﬁhérh%l:f“t%fltrﬁﬁ(; thbecohtedecards 'tﬁmeoaltjli‘@al content
registry 62 of the nenory section 424 or a recordi ng

tn%%yml §elevii@et £n %@E)éss§§cttHeOHeﬂ12\5er%ﬁ§5§§Eﬁlgf(iw AheRr 410

e playing software is executed by t user

t la%ceeam@ttofﬂk@ oberh€e8h A ORe %He‘%ﬁ@&gh%dﬁ@nUMB of the
the playing software is executed and the recording

MRdedM ithe §81idery Rendbaihdd cABELN 0Pt AY ik 1ML €L of the
420 di spl ay outputs the playing software on the

oubRUbnsectiicdN 1432 tdhdeCanyerdi dorfreniepl O nfdevake 420.
the content file recorded on the nenory section 424

| sheeadqgiand ddieaantantihyl @eirscdi s1) ajieg16) blleputs the
play list on the screen of the playing software (sl) .

Thenpkay fillest 1 &6 phayse bhephkl d@im 082 heceoth ahie data.

file and the nessage that the content file is rented.

Thus, dé1ivHSphaysgemdRSeageer 410 may be accessed based on the
WEB address recorded together with the playing software after
executing the software, ormaybeaccessedbasedon theWEB address
registered by the user into the Internet browser.

The user selects the content file to be rented from the
content files list via the operation section 423. Data of the
request of the selected content file is transmitted to the
delivery management center 410.

When the delivery management center 410 receives the data
of the request, it refers to a content ID included in this to
search for and read the content file corresponding t.o the content
ID from the digital content DB 411 and transmits it to the digital

content playing device 420. When the digital content playing

deviced420receivesthecontent file, itrecordsitontheregistry
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that the content file, in which a predeterm ned fl ag
showing that play is requested is set, is rented.
Based on the play |Ilist, whether the rented content
file is play operated via the operation section 423
or not is decided (s2). Wien it is decided that the
pl ay operation is not perforned, whether a play
r t [ e [
FEAPE ORGP EBRABh HICob Y FRLEPERR R 28 to the copy
ogggg;dp ction 423 or not is deC|ded (s3) . Wen
eci ded that the play request operation i s not

per f or rﬁgre\y}%? wifed € ngjnegg\r}lgg t adfd ORENALIODy the

(LOAD operation)’is per e operation

Sﬁgéf O(‘Whéagtl% AR ?:ehts. gﬁfé %gdréccb@ded Mﬁ%-] rteggrh%e medium,

operation 1s perforne e content |1 st ShOMAng

CORL &Mt fill €S0 ROla PL A5 erx%?ﬂgéﬁegmﬂ Strﬁé %@c@l‘dQHBpHé&ﬁgn is

on the output section I's, content

fiées OthehQJ_éﬁ@&I HoR® e Fe b U iy lﬁ@b&@e 8420 display outputs
predeterntned lag is not set” are displayed on the

CORE §fla y sirRf so\fhﬁaréhﬁn u;s‘n%r olRKEE Sel@OEN22L.0 PhaYcontent
the content” fil on the play list or the content

| iﬁferﬁi\ﬁcﬁpn‘tﬁ@m otNERE NBE ALt "Ade irBehuded bR tHe memory
header information "A" of the content file on the

NMBERF YorS ACll 08 A4l Olankhené acndntg s iredi tiNdis189ddt &n the
transmt the content ID via the communication line O

te1iha isdebh takysdBnageitile AT g 4bFthased(Hn t hehe play
VEB address included in the content information "A2"

11 8t thisp1WeY, tiee HESSalet OF thHRr fohtRpt &Y 1eefueshe nessage
processing is transmtted. The delivery managenent

cendertibl@chkansniise dat acnesessanyisf of t tdiesHllad¥ a message
request processing via the communication line 0 to the
dtgét athe content file, in which a predetermined flag showing
that play is requested is set, is rented. Based on the play
list, whether the rented content file is play operated via the
operation section 423 or not is decided (s2}.

When it isdecided that theplayoperation isnot performed,
whether a play request operation of the unrented content file
displavedon theplaylist is performedvia the operation section
423 or not is decided (s3). When it is decided that the play
request operation is not performed, whether a recording medium
read operation (LOAD operation) is performed via the operation
section 423 or not is decided (s4). When the LOAD operation

is performed, the content list showing content files not play

requested is display outputted on the output section 422 (s5}.
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content playing device 420. The digital content

pl ayi ng device 420 display outputs the play
requesting screen on the output section 422 based on
the data (s6). Thereafter, the user sequentially

i nputs or selects a rental period (by which a rental
fee amount is automatically determned) via the

ORGLAL | 2 SEH 4 f‘lﬁ% ?PI Pk C@éce%d%&}%@gﬁ%dllglnqg which a

r équestihg screen when

PASSUOL Ly A&y k@@g&g%ﬁe LRSI of RRGCOMEN: 1ot

e Vvia eoperati on secC ion4d

cont entipl AYHAT, swrﬁgke%% TULhEReSco [ il Bxedent £ite

out put o he ‘output section ntlcatlon

%Be@tmen%}%s} 'i§9§r8 %h%h§ lqu é’r egﬂgséon%tn% 1M!E8rmatlon

e co nrcatiron i1 ne to th el I very nmanagenent

Ceﬁﬁerlncéﬂl%edl iy tthle%&ﬂ?e@:’&zt@grrﬁ tc?rpt‘Al’ Q)fof:hé I'E%ntent file

content 1 nformation e menory section 424

Obnt PRe MEGY Al RAFBML UM and. the rehéyﬂmjg Qlémlﬁ[h@s read to

menory section 424 are read and transmt

del Lyepye %Q?d%é%tr%t Gladle Jh%rca%% tﬂﬁe |3 to the

request data (s hen, the delivery managenent

ceml @{reﬂ%aﬁags}ﬁént 2hLRePld16ald Ml Oh thBEEISIdF & A1RE1uded
to the reques That is, it refers to the transmtted

USBI the! @%eredtDiaRd rkBeibh ket . thg wises wad)d af @@dSage to
the user informati on of the user fromthe user

| BERERBLI O PBedildst R rehteek i Wgeimrrahamaﬁsa. | SHNdelivery

authorized user or not. The delivery managenent
ceahefeddOt PEQPAIe S 18N t rhRaf egyad £t P RSalrkStEor the play

i ndi cating persons having over predetern ned

NQRRAYEERHr ResistRbalid @8el Aokt U881 o HAABI EORhe digital
content playing device 420. The digital content playing device
420 display outputs the play requesting screen on the output
section 422 based on the data (s6).

Thereafter, the user sequentially inputs or selects a
rental period (by which a rental fee amcunt is automatically
determined) via the operation section 423 as indicated on the
play requesting screen. Finally, when the user ID and password
areinputtedasaplayrequestofthecontent fileviatheoperation
section 423 {s7), thedigital content playingdevice 420 switches
the displayed output of the output section 422 to the
authentication screen and transmits the inputted request data
via the communication line B to the delivery management center

410. 1In this case, the content ID of the content information
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DB 414 and checks whether the user is a person
corresponding to the inadequate persons |ist together
with the authentication (The check of the inadequate
persons list is arbitrary.). Wen the delivery

managenent center 410 confirnms that the wuser related

to the request is an unauthorized user or a person
coryespongl pdnbo. the. dnadsayale \ger Sons. 448t nal DAY the
he age b gkny t he

shé ™ 'S” an authoriZzed usér, a ness

r glﬁa_:ﬁe% Igf O}lh S5 'yfgg%ﬁ{]&m Jéqteg::l\ﬁjear{a?sn?nd 0 ransmitted

nicatron 1ine e digi conte ayl ng

' . t lL3
dt.eélltﬁgnc%ﬁl Véa rﬁe[heag% At %‘F\?én%ﬁ\?ﬁ;{tog%%hgg &1§{gpe request

manage enter con t he "user ate
t&bgyeﬁﬁﬁquest is an authorized wuser and a person not
corresponding to the inadequate persons list, it

refers Tth%gt, h@hgl ggf{vg& HarsiembhkecOhitLNes 15 thte:]c‘g{s

record a charge 1 nthe user 1 nformation on

U@ d i QB LE0 s DB ¢ Atk e Of ot BEHSES e 1R RGheS et Nerhat s,
plece data DB 416 to read the piece data "D' and the

AECT QN £ K eYh € O BRARTERATuLOr | 81 LA @Bt anhDin@ndike of
transmts themas a reply to approve the request of

UHge 4380 ¥ha LRLOREURLCALIGR rhhRSol 4O tHfudkdl £8dm the

content playing device 420. For charging, based on

t e MSEEo R Of R QM4 BB Al if e t1RACHhPHEELY 81N NBthor i zed
period, the rental fee is charged to a bank or credit

CREL CRMRRRY 4Bk QlelliVethah SRS thdRCtdantl® e ys&Fares an
to let himher transfer it into an account or pay it

ai ndde SRVERRREASSI EE HAL1dha igk@er¥ban hheidleldweary
managenent center 410 has been still connected via
t PEe SOMBRMINGA h &b d yri¥ht of rental fee in the user information
DB 414 and checks whether the user is a person corresponding
to the inadequate persons list together with the authentication
(The check of the inadequate persons list is arbitrary.).
When the delivery management center 410 confirms that the
user related to the request is an unauthorized user or a person
corresponding to the inadequate persons list although he/she
is an authorized user, a message to deny the request of the user
istransmittedviathe communicationlinef tothedigital content
playing device 420.
On the other hand, when the delivery management center
410 confirms that theuser related to the request is anauthorized

user and a person not corresponding to the inadequate persons

list, it refers to the player ID or the like of the user to record
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O to the bank or credit card conpany 430, inmredi ate
paynent can be, of course, nmade. Thereafter, the

di gital content playing device 420, when the nessage
to deny the request of the user is transmtted from
the delivery managenent center 410 via the

communi cation line 0 (s9), display outputs an error

’@%%ﬁgggoirh ﬁ;g% %#prﬁféﬁ%{rl%’t Zt%}(é 230} - i NGB IN®n DB 414

p1 ece e on Key are transmtted
asSe tl!?l% BEQH’ §@a%so¥ﬁetﬁeecreegllé%§t Dﬁhf@%ou%@(ﬁdffl?énplece

the delivery managenent center 410 via

COMMYRLALEQN b %C@F&ag)} x&y pé@&eés%nda%q £baghé ontent
set, and the piece d D' and the decryption key

af e, %%e%dﬁpsrmst PE-HBDE Ve 38GE L9 bveSthe requlstt 8@ the

sane tine, the cl ock function of the conputer is used

65d:0+5 §GRldo iﬁc%cﬁgoqalt ehe B%%Sﬁﬂéﬁhgﬁtglﬁtc?n%nﬁz%aymg

menor y sectlon 24. The l'1Tst 1s displa
ost Pid edhcon t he out put sectlon 422 (sl). Thereafter,
the digital content playing device 420, when the

cont entpdd kLBak§iRh AYbLRES ahedh¥ i @sdNa rdRemAlti0R DB 414 for
section 423 based on the play list (s2), reads the

degsy pirieaB tkeMihé@Pelried, NBHDKEnsatt & 1424nh 4 PgélecibyPtbank
the piece data "D'. Based on the piece data "D', the

dat a-hedy daiks s@ashd0 4Beask anothergdecdyfidan; thkeyhe user
fromthe nmenory section 424 to decrypt and play the

dad at ebathyn Mhels t2hnsThe Pf ogrtamaef atheupkagkngay it at a
software is ended by perform ng ending processing by

t BenwselencEN@ tpraybngisofltivar. e Wasn the akaveebashenagement
function and a

center 410 has been still connected via the communication line

B to the bank or credit card company 430, immediate payment can
be, of course, made.

Thereafter, the digital content playincj device 420, when
the message to deny the request of the user is transmitted from
the delivery management center 410 via the communication line

3 (s9), display outputs an error message on the output section

422 ({sl10).

When the piece data “D” and the decryption key are
transmitted as the reply to approve the request of the user from
the delivery management center 410 via the communication line
B (a9), a predetermined flag is set, and the piece data “D” and
the decryption key are recorded on the memory section 424 (sll}.

At the same time, the clock function of the computer is used
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pi ece data managenent function resident in the digital
content playing device 420 of nanagi hg the piece data
"D' when the power of the digital content playing
device 420 is turned on. By the piece data nmanagenent
function, the piece data "D' on the nmenory section
424 i s managed, and the difference between the piece

d@%%:etd’oﬁ*ﬁsmesfiilgﬁe g%g:g ﬂ%%stmqgsggﬂc{ea@et %r?tt%eln‘cr’ moLy section

determ ned as sed peri o omthe point o
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iq&gr@gijpn, it is decided that it is not within the
rental period to delete the piece data "D' and the

decr ypt fﬁke%&lrggt.:ﬁ? %i{glﬁggiycdﬁﬁ%gt laéﬁ?%‘g}ageygégtflﬁ , when

predeterm ned f e unaut horize
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content playing device 4 ofr p operatin

Cgﬁggﬂtorf ith@gp]'éd(}} 83§t h§2 )p,i %%dga{t,l?e Iagér%tlggh%é‘y‘%rom the

as an authoriz pl ay requester fromthe delivery

NMRERGETRIAICt 168N £ +410:cAfr dBL iR 4a B “&f t NSased on the

content file cannot be pl/ayed. "This can prevent

t BABEE AlatHNat hotd 486 wea Y 1 § Re AR A d Ehéener dBBryption
pi ece data "D'" of the confent file whose rental period

hasy elapsed h%mgﬁg\ﬁ%@@ti& IRV @Bt 4 SEf A play the data
unaut hori zed use. en the content file is copied to

apetibed (seePrding pRdhuanRYr the pUSeIing tBetPhAY is ended by
information "Al" included in the header i nformation

" péresrhagkeshdimgmoirbec.eonhgnby fie JGQrded on the
recording medium Therefore, unless the piece data "D'

i's obtEdedadsngnsatitdird 78d PhIRQRUBSESE , furlction and a

cannot be played. Tertiary unauthorized use can be

apsecprement&thgement function resident in the digital content
playing device 420 of managing the piece data “D” when the power
of the digital content playing device 420 is turned on. By the
piece data management function, the piece data “D” on the memory
section 424 is managed, and the difference between the piece
data transmission date and the current date is determined as
an elapsed period from the point of time at which the piece data
“"D”is transmitted. Whenthisreachestherental periocdincluded
in the rental information, it is decided that it is niot within
the rental period to delete the piece data “D” and the decryption
key on the memory section 424 to unset a predetermined flag.

In the unauthorized play prevention system 400, when the

user uses the digital content playing device 420 for play
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Not wthin the rental period of the digital content,
the piece data "D' on the nenory section 424 is only
automatically deleted, and the content file remains
the same. Wthin or not wthin the rental period, the
digital content playing device 420 can be used to
copy the content file to another recording nedium To
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cont ent depending on its type. In this case, a form

Gin @ i@t 8h VA-deg 1:30QR PesH tRatchatakeri 1 e LR A éh the
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state of

Not within the rental period of the digital content, the
piece data “D” on the memory section 424 is only automatically
deleted, and the content file remains the same. Within or not
within the rental period, the digital content playing device
420 can be used to copy the content file to ancther recording
medium. To play the content file on the recordi'ng medium, the
digital contentplayingdevice420canbeusedtoreliablycollect
charges for secondary and tertiary uses since authentication
and payment of the rental fee to the delivery management center
410 are necessary-

In the system, as described above, the computer having

a write function is used to easily record the content file on

the recording medium. Insteadof displaying a recordingmedium
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| acki ng part of the header information and the part of
the header information is prepared as piece data and
delivers the content file via a communication |ine
and manages use of the data body; and a digital
content playing device capable of conmunicating via
the connunication line with the delivery managenent

and d for_ at st playing.the content file.
drihas sa“ﬂ%& e cifor P87 SRR RRGRS SR raPT i ded

uest wn! .oad the content fi

i npﬂi m%ua%fer “RE"RE aepPery P eerﬁordﬁlngyiﬂﬁawm need

cont ent ce trans
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transm e con e request Via

tPr?e = E'l%?k' Of}d 'c”esto%e‘rhgarq @%'tflaz r%%%t ?Eélp%gyéor}gcent

éreafter, en a réque
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rto con

dﬁwﬁeean& digizbak | q@ggﬁ%tsspéoayaspglg% g%%stﬂﬁgsﬂgﬁnsovide

request via the conmunication

d d .
ﬁllé \é%gﬁ@gs S EB@E?H@’C ctat?f% ei‘}?]egg}[zteg@mgg%%oprov1ded

means chec enti cation of user rel at

Lhe £ qAsh Laqbbansghtol e pleee dakia of the content

file related to the request via the comrunication

i ne t@%ﬂ&&ﬁ'mﬁwﬁ%re@éw ﬂ@tvém@o%% 188 ivery

digital content playing device uses t header

| PR O Of n & Qﬁl tx 2RSILLERL %%{i@h {icbarand ftlrl% having
piece data in play operation to play the data body of

thea Eontietorkibk€on A Hegicdnpshange rﬁ‘%ﬁbal}%d”@ﬁeatgtate of
t he unaut hori zed play prevention system 400 of such

COA oy ﬁ&k@ﬁf the header informatiocon and the part of the header
information is prepared as piece data and delivers the content
file via a communication line and manages use of the data body;
and a digital content playing device capable of communicating
via the communication line with the delivery management means
and used for at least playing the content file delivered from
the deliverymanagement means, whereinwhen a request to download
the content file is inputted by a user to the digital content
playing device, the digital content playing device transmits
the request via the communication line to thedeliverymanagement
means, the delivery management means transmits the content file

related to the request via the communication line to the digital

content playing device, thereafter, when a request to play the
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The delivery managenent center 410 has one digital
content DB 411, but may have nore. In this case, for
exanple, a novie content file nmay be stored in a
first DB and a nusic content file may be stored in a
second DB. That is, different kinds of content files
may be stored in DBs. The content files stored in the

DBs be the sane to revent access tQ the first
f FBHEH%F rfglI@oHEéﬁf rt @y BF“Ebﬁ@@s‘f‘? GRDFHACB o Wuﬁéed by
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3%5?—?3‘@%3“% e A= & tﬁ‘ %f’oé'via%"en%zbe Fejated
gégjiﬁgﬁégf sﬁkqgﬁéﬁﬂ%&?e§§nt§J§%F3q gbqt% ?tent
A1V BRg d%é’ﬁ?gﬁ? A rne) ﬁ*al A2 Yottt eérlﬁt'ﬁ'ln g ‘P{%?E 522 the

" ReaB00 L8 L BoROdN B Lo SGOL gﬁxt%&d@lfatﬁhﬁﬁ{epmce

|ng the play 1 nformatron

IR B S S g
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t%se&w@@ropfsme c%%%ggegaﬁ%n. and when deci di ng
that it is not | nstal autonmatically accesses the

HP of tfﬁbdellverymanagementcenter410hasonedigitalcontent
DB 411, but may have more. In this case, for example, a movie
content file may be stored in a first DB and a music content
file may be stored in a second DB. That is, different kinds
of content files may be stored in DBs. The content files stored
in the DBs may be the same to prevent access to the first DB
from being concentrated at congestion. The same thing applies
to the piece data DB 416. The delivery management center 410
has the digital content DB 411 and the piece data DB 416. The
digital content DB 411 and the piece data DB 416 may be installed
in locations different from the delivery management center 410.
In this case, the delivery management center 410 authenticates

the user to transmit the WEB address of the digital content DB
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del i very managenent center 410. \Wen the programis
recorded and the user executes the obtained content
file on his/her own conputer (conputer corresponding
to the digital content playing device 420 inastate
that theplaying software is not downl oaded) , the VEB
address of the delivery managenent center 410 is read
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peraodt Thenat ghbahl cont enttophay a0 dend e 420the HP of the
wi t hout
delivery management center 410. When the program is recorded
and the user executes the obtained content file on his/her own
computer (computer corresponding to thedigital content playing
deviced420inastatethat theplayingsoftware isnotdownloaded),
the WEB address of the delivery management center 410 is read
toautomaticallyaccess the deliverymanagement center 410 based
on this. When obtaining the playing software by the above
procedure, the content file on the memory section 424 can be
plaved.
The content of the playing software are only an example.

Changing timing at which user registration and user

authentication are performed and changing the content or the

like is arbitrary. When the content file is recorded on the
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downl oadi ng the playing software fromthe delivery
managenent center 410, nay download it via a
recordi ng medium such as a CD. As a matter of course,
it may be an exclusive device, not a conputer.

Enbodi ment 5 A third enbodi nent of the present
invention will be described with reference to FIGS.
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Th tent ) L s [
G R SRl Pl R (R B PR e P P S e
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software i's recor menory section 52

gl U0, S £ e 38R0, o

;%@t §Pte i dee the: digital cAntRDL caRlayifgadtE8ardBerit
cce dé

sses a i very managenent center 510 according
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user. The delivery managenent center 510 transmts
q:ﬁ_'tc%e sRERESRALY i Je8ntakcHeaMeSIn QRS $ENFo i i tHI8 the

communi cat'| on

rental period. The digital content playingdevice 420, without
downloading the playing software from the delivery management
center 410, may download it via a recording medium such as a

CD. As a matter of course, it may be an exclusive device, not

a computer.

Enbodiment 5
A third embodiment of the present invention will be
described with reference to FIGS. 11 and 12. FIG. 11 is a block
diagram of a system for preventing unauthorized play of digital
content. FIG. 12 is a flowchart of playving software used for
the system for preventing unauthorized use of digital content.
Asystemforpreventingunauthorizeduseofdigital content

500 shown in FIG. 11 has the same configuration as that of the
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line (3 to the digital content playing device 220. The
digital content playing device 220 display outputs
the rental requesting screen on the output section
222 based on the data. Therefore, the user
sequentially inputs or selects a rental period (by
which a rental fee anobunt is automatically determ ned)

Vdr?a&ﬁ'%%r‘i'%%&%%?oﬁré‘é&&?&h %éi%ﬁ%ﬁ‘l 4;/ W%&@ES@ 2 Phe Ggntent

rental ~ fequesti hg scréen. €n the user

%ttgl%fﬁif"%gn@{sgftw%%?&@ésead égng%oﬁt%%gfa%%ﬁgioﬁ he o or

the operation ction

(CH g%%;f‘{afe%‘é@ﬂt Bg?ﬁﬂg d‘é%‘ﬂc%%z%z&é%k% értl%.t thﬁ‘ge content

ayed out put out put section

i Eﬁ@tdlg%tl'n%nséﬁh%ﬁ% QHM &ﬁnﬁm I §2}vﬁq li B Hte%%%ébed below

request ata” via the communication line O to t

del hyery %H%Q%%cﬂ%&%h o7§t§éggekma§péépg%§ aistcl?ﬁtted.

player 1D on the menory section 524 is  read an

transmrhkegh 48 d8odelh ¥ers PBRESSIR L §eRr2d0ction 524
together with the request data. The delivery

rﬁamgera?lr@titl%qn&@ﬁtéwﬁ&a%ng heekS.e b BeNtn £ akinebfcedure

the user related to the request. That is, it refers

tos tdad canspbbhedenses . | D, player 1D and the Iike of
the user, and reads the user information of the user

from whenusseainieg netd adbdBnrl4itie, cheskawhaiercdtent

user is an authorized user or not. The delivery

NBINAgEeRE Ak veeAt 870 2kQ e sREBPAr 881 Bt PadeddahenPerSONS 510
I'1st indicating persons having over predeterm ned

noAfEEIRRt toftHeeBhakat e6n ivi at BR disfiatilonf oeaBld0B2BE £ the
514 and checks whether the user is a person

cddrespondi 4gl i vt handiadeguat ecpee 80RB0 | 11Sin i tR0tata
t oget her
necessary for rental request processing via the communication
line P to the digital content playing device 220. The digital
content playingdevice 220 displayoutputs the rental requesting
screen on the output section 222 based on the data.
Therefore, theuser sequentiallyinputsorselectsarental
period (bywhicharental fee amount is automaticallydetermined)
via the operation section 523 as indicated on the rental
requesting screen. Finally, when the user ID and password are
inputtedas a rental request of the content filevia the operation
section 523, the digital content playing device 520 switches
the displayed output of the ocutput secticon 522 to the

authentication screen and transmits the inputied request data

via the communication line § to the delivery management center
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with the authentication (The check of the inadequate
persons list is arbitrary.). Wen the delivery
managenent center 510 confirns that the wuser related
to the request is an unauthorized user or a person
corresponding to the inadequate persons |ist although
he/she is an authorized user, a nessage to deny the

t ; ¢ ; . '
r ggH?S.Inot:hEQeﬁa%sé%r Shtégp%%?gé}g:fgl {)xgﬂ:\ﬂeamgﬁg%'y Sp?ca!l:yllorq‘gSM is

conmuni cation I1ne conten

dggcia&eaégocra%n{iri%ega Srtﬁgn&iellt %é%a%%h‘e}{%réf nter, 210

managenent center confirns e “user related

tooLbendequast dne %@qﬂHEg°&£€§g user or a person not

corresponding to the inadequate persons list, it

refers t&?aqime@!/efnahgﬁéﬂgnﬁ hedddt® 53l tRenYUSRECES

74 record a chargé In the user Informati on on the user

i aﬁeﬁg@ﬂé&i&ﬁo%lﬁhgif?ée@@ I]L@l%eda%@ thanstddssd herhat is,

data of the content S Ist as a reply to approve

the repueste Oknbherteshi My Waer ¢BMTACAL 19N ahlinend 1ike
to the digital content playing device 520. For

char gh&d:sdd3seddoPe il URER siehf OFFBENDPI 8B ¥4 nkOhiser from
each predeterm ned period, the rental fee is charged

t enha Ba&K itforal=@dbh ©8r 91 80Py A3 UWH¥thes €HAr988r is an
directly to the user to let hinfher transfer it into

aBuBEE P d Qs rl hodl arhd QMARIRCR8LGERe@Ndi®r 510
i ke. When the delivery managenent center 510 has

beespstéd larC Qﬂﬁ@@(ﬁ@eﬂté/ i@ rsB8sCofa ﬁh@jﬂ:h@ﬂl}tﬁ i sc@st Raving
the bank or credit card conpany 530, immedi ate paynent

Cafter bfre @it alimse, nobgaymdhe &f gidlalcarienh phayhsgr
devi ce 520 di splay outputs
information DB 514 and checks whether the user is a person
corresponding to the inadequate persons list or not together
with the authentication (The check of the inadequate persons
list is arbitrary.).

When the delivery management center 510 confirms that the
user related to the request is an unauthorized user or a person
corresponding to the inadequate persons list although he/she

" is an authorized user, a message to deny the request of the user
istransmittedviathe communication linepftothedigital content
playing device 520.

On the other hand, when the delivery management center

510 confirms that the user related to the request is an authorized

user or a person not corresponding to the inadeguate persons

list, it refers to the player ID and the like of the user to
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the content files list on the output section 522 based
on the data. The delivery managenent center 510 nay
be accessed based on the WEB address recorded
together with the software after executing the

pl ayi ng software, or may be accessed based on the WEB
addr ess registered by the user into the Internet
browser. Thereafter, the user selects the content_ file
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The digital content playing device 520 display outputs
the content files list on the ocutput section 522 based on the
data. The delivery management center 510 may be accessed based
on the WEB address recorded together with the software after
executing the playing software, or may be accessed based on the
WEB address registered by the user into the Internet browser.

Thereafter, the user selects the content file to be rented
from the content files list via the operation section 523, Data
of the request of the selected content file is transmitted to
the delivery management center 510.

When the delivery management center 510 receives the data
of the reguest, it refers to a content ID included in this to

sezarch for and read the content file corresponding to the content
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user (When the content file is recorded on a recording
medium the playing software is executed and the
recording nediumis set.), the digital content

pl ayi ng device 520 di splay outputs the playing
software on the output section 522. The content

i nformati on "A2" of the content fiIe recorded on the
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request to re-rent ont ent
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e onth ry section 524 or recording edi um i s
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X nc uded he content information ™

& dBS339L o tfotﬂerﬁé;wy RleRY i hROYES o PLAGRRSERY Mhixddie file
conmuni cation ine O°to the delivery managenent

cantel-oallq. The deldaemnimeaagengnis center 510

transmts data necessary for play request processing

vi a Thereafter, when the playing software is executed by the
user (When the content file is recorded on a recording medium,
the playing software is executed and the recording medium is
set.}, the digital content playing device 520 display cutputs
the playing software on the output section 322. The content
information “A2” of the content file recorded on the memory
section 524 or the recording medium is read, and the content
file is displayed on the play list on the screen of the playing
software (sl). The play list displays the file name of the
content file and the message that the content file is rented.
It displays a message that the content file in which a

predetermined flag is set is rented. Based on the play 1list,

whether the rentedcontent fileisplayoperatedviatheoperation
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the conmmunication line a to the digital content

pl ayi ng device 520. The digital content playing

devi ce 520 di splay outputs the play requesting screen
on the output section 522 based on the data (s4). The
user sequentially inputs or selects a rental period
(by which a rental fee anbunt is automatically

%%}|g§%2§90nV|a Oéhg Qﬁgﬁ%tloq g?ctlon 523 as

the pla requestlng screen. Finally,
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cont ent of the content information "A2"
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I'D on the nenory section 524 are read and
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user related to the request. It refers to the

thaSH {4 edaquset rdRmif AYebohBRndntie eld kervé wehaddress
user, and reads the user information of the user from

t ﬂ?cllf{ﬁféd {mEaE ®BLicen: BB rf3lhat ok Paok anhehbesagdeoysaiforn
is an authorized user or not. The delivery managenent

Cﬁ%ﬁ Prr LR GPBEESs &y | Padequal-@rReh3eRsibhStine B to the
I'cat1 ng persons having over predeterm ned

NQEPRYEBNhad{gement center 510. The deliverymanagement center
510 transmits data necessary for play request processing via
the communication line B to the digital content playing device
520. The digital content playing device 520 display outputs
the play requesting screen on the output section 522 based on
the data (s4).

The user sequentially inputs or selects a rental period
(by which a rental fee amount is automatically determined) via
the operation section 523 as indicated on the play requesting
screen. Finally, when the user ID and password are inputted
as a play request of the content file via the operation section
523 (s5), the digital content playing device 520 switches the
displayed output of the output section 522 to the authentication

screen and transmits the inputted request data via the
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rental fee in the user informati on DB 514 and checks
whet her the user is a not person corresponding to the
i nadequate persons |ist together with the '
aut hentication (The check of the inadequate persons
list is arbitrary.). Wen the delivery managenent
center 510 confirnms that the wuser related to the
request is.an.ynauy horize ser_or _a person
CORPEBbEREETG aehes amehare par SRl T penreRglgn ™
h&%/i%hgfxsés @Ee %lghf{{%;llthﬂ B Y he éoﬂgéﬁggﬁ#@rn?aet@ér{ h§2 “ on
request ~ of e user is transmttedvia the
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to the request “is an authori zed user and a person
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refers ?o %ﬁ%ﬁgﬁ%}e?el D lén%} theH?PE% of&t e ﬁseerﬁl%eo are
regqrd a charge in the user information on the user
information DB 514 of the user, searches the piece

dat a DBpglf1tiQeh§ath ddiRnePlteSh 48t 810 PheBRY dt@entication

decryption key corresponding to the content [ID, and

JansdhEs r R3S (& FIRPLYGLOs APPIRVE A] S EHBY raBknitted
the wuser via the communication line O to the digital

GaRienb, Sil%werigm%\d EReIdGe SRANG N9cts NRI kEEABG RS user
descri bed above. The digital content playing device

S2Forwhenchhe RS Sa6e rrid RN séhenFeauesicPbatNe tseheck
is transmtted fromthe delivery nmanagenent center

SH tHe2 the 98U Gat kaRnbEDged (seh) ordhspl ayrhe delivery
out puts an error nmessage on the output section 522

grfazl)a-ge\z%ﬁlﬁ thet Pt e qteparlds andihh@eglecty PdradnkeYist
indicating persons having over predetermined nonpayment of
rental fee in the user information DB 514 and checks whether
the user is a not person corresponding to the inadequate persons
list together with the authentication (The check of the
inadequate persons list is arbitrary.).

When the delivery management center 510 confirms that the
user related to the request is an unauthorized user or a person
corresponding to the inadequate persons list although he/she
is an authorized user, a message Lo deny the request of the user
istransmittedviathe communicationlinef tothedigital content
playing device 520.

On the other hand, when the delivery manadgement center

510 confirms that theuser related to the request is an authorized
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transmtted as the reply to approve the request of the
user from the delivery nmanagenent center 510 via the
communi cation line (3 (a7), a predetermned flag is
set, and the piece data "D' and the decryption key
are recorded on the above-described piece data
registry of the nenory section 524 (s9) . At the sane
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it reaches the rental period inclu
When the piece data “D” and the decryption key are
ftransmitted as the reply to approve the request of the user from
the delivery management center 510 via the communication line
B (a7), a predetermined flag is set, and the piece data “D” and
the decryption key are recorded on the above-described piece
data registry of the memory section 524 (s%). At the same time,
the clock function of the computer is used to record the piece
data transmission date on the memory section 524. The play list
is display outputted on the output section 522 (sl).
The digital content playing device 520, when the rented
content file is playoperated via the operation section 523 based

on the play list {s2), reads the decryption key from the memory

section 524 to decrypt the piece data “D”. Based on the piece
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in the rental information, it is decided that it is
not within the rental period to delete the piece data
"D' and the decryption key on the nmenory section 524
to unset a predeterm ned flag. The unauthorized play
prevention system 500 can obtain the content file and
the piece data "D' at the sane tine. As conpared with
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content playl ng device 20" can be used to copy the
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content file on the recording we%?unl the digita
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collect charges for secondary and tertiary uses since
g the a6kl 881 cANGh RAIRINELBT chheedeRiatle §8€udfedliied as

del i very managenent center 510 are necessary.
an elapsed period from the point of time at which the piece data
“D” is transmitted. When it reaches the rental period included
in the rental information, it is decided that it is not within
the rental period to delete the piece data “D” and the decryption
key on the memory section 524 to unset a predetermined flag.
The unauthorized play prevention system 500 can obtain
the content file and the piece data “D” at the same time. As
compared with Embodiment 4, the authorized temporal use of the
content file can be made easy. The piece data “D” of the content
file whose rental period has elapsed is deleted to prevent
secondary unauthorized use. When the content file is recorded
by the user on the recording medium, the play information “Al”

included in the header information “A” is lacked from the content

file recorded on the recording medium. Therefore, unless the
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The unaut hori zed play prevention system 500 has:
delivery nmanagenent neans which is a server in which
a content file having header information and a data
body is prepared in a state of |acking part of the
header information and the part of the header
information is prepared as piece data and delivers the
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related to the request via the comrunication line to
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content playing device uses the header |Information of
tde taransei-tkedrgontent file and the piece

The unauthorized play prevention system 500 has: delivery
management means which is a server inwhich a content file having
header information and a data body is prepared in a state of
lacking part of the header information and the part of the header
information is prepared as piece data and delivers the content
file via a communication line and manages use of the data body:
and a digital content playing device capable of communicating
via the communication line with the delivery management means
and used for at least playing the content file delivered from
the delivery management means, whereinwhen a request to download

the content file is inputted by a user to the digital content

playing device, the digital content playing device transmits
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data in play operation to play the data body of the
content file. Any design change can be nade to the
unaut hori zed play prevention system 500 of such
configuration. The delivery managenent center 510 has
one digital content DB 511, but may have nore. In
this case, for exanple, a novie content file may be
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devi ce may access ont ent and
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0&3159§Jﬁ§%be\7r1%%0r£ﬁ:gth@ B g tat &orftferdddi g 0 BBV ice uses the
information. As for other information, there
header information of the transmitted content file and the piece
data in play operation to play the data body of the content file.
Any design change can be made to the unauthorized play prevention
system 500 of such configuration.
The deliverymanagement center 510 has one digital content
DB 511, but may have more. In this case, for example, a movie
content file may be stored in a first DB and a music content
file may be stored in a second DB. That 1s, different kinds
of content files may be stored in DBs. The content files stored
in the DBs may be the same to prevent access to the first DB
from being concentrated at congestion. The same thing applies

to the piece data DB 516. The delivery management center 510

has the digital content DB 511 and the piece data DB 516. The
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Is a progranor the |ike which decides whether the

pl aying software 1is installed on the conputer of the
user or not, and when deciding that it is not
install ed, automatically accesses the HP of the
del i very managenent center 510. \Wen the programis
recorded and the user executes the obtained content
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or the like is arbitrary. Wien the content fil

r 8ROT AR N LBRt-ABY Bi13eahi oihé%‘le%fe hhea GBEG!stl@I based on
content playing device 520 and e rental period has

ekLapses abheesoNLBbrhih & HPYBR 86t &8¢ ahagﬁlt&fengmg hapr

the piece data "D'. Aside fromthe piece data

el apsetaPepi adef d QM NPt BB diiNeriRd WhAteRt M8 e having
content file is received may be det'ermi ned, and when

t hBechansad ipebkRdtiseacheand PhEAgh €5 MAREA “Rer i 90recorded
the content file nmay be deleted. The fifth enbodi nent

can abetd_eéI@l@@ﬂﬂgﬁ@hbop]?a;sliﬁﬁf@m_nam@ﬂemll"ngncluded in the
unaut hori zed use of the content file delivered for

pAyYagér fiafokneeiomal. entad bd,Not ioureasereddrdi@sid Bestate

sane nerit

of adding other information. As for other information, there
isaprogramorthe likewhichdecides whethertheplayingsoftware
is installed on the computer of the user or not, and when deciding
that it is not installed, automatically accesses the HP of the
delivery management center 510. When the program is recorded
and the user executes the obtained content file on his/her own
computer (computer corresponding to the digital content playing
device 520 inastate that theplaying software isnot downloaded),
the WEB address of the delivery management center 510 is read
toautomatically access the deliverymanagement center 510 based
on this, When obtaining the playing software by the above

procedure, the content file on the memory section 524 can be

played.
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as above. The playing software used in this case nmay
only delete processing when the delivered content
file is not wwthin the rental period. The digital
content playing device 520, wi thout downloading the
pl ayi ng software fromthe delivery managenent center
510, may download it via a recordi ng nedi umsuch as a

CD. As mat t er  of rse, i.t may_be an excl usive
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[ jece data," D can_ be .ohtai.ned can he
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information relating to the data body, the deliv
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dat abase where the conten ile is recor In a st

ofeihackd PEcE hee LAY K bRE SR [RLd oﬁnhqﬁ{éﬁjggei&a&lﬁd period
header information and a second database where 't he
Pk-aYERgs A dBld @ ned period, the content file may be deleted.

The fifth embodiment can be design changed to a system
preventing unauthorized use of the content file delivered for
pay or for free, not rented. In this case, it has the same merit
as above. Theplaying software used in this casemayonlydelete
processing when the delivered content file is not within the
rental period. The digital content playing device 520, without
downloading the playing software from the delivery management
center 510, may download it via a recording medium such as a
CD. As a matter of course, it may be an exclusive device, not
a computer.

Needless to say, timing at which the piece data “D” can
be obtained can be suitably design changed according to the

content of the system.
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is recorded, the delivery managenent mneans, upon
receiving a request to download the content file
transmtted fromthe playing device, reading the
content file relating to the request fromthe first
dat abase and transmtting the content file to the
pl ayi ng device via the comunication |ine, and
thereafter, upon receiving a request to play the
content file transmtted fromthe playing device,
readi ng the playing inforgation of the content file
85 relating to the reques?1¥W8n1the second dat abase
(endifr apsnmitting the playing information to the
playing device via the comunication Iine, and the

Pl ayi A0s J8VeRerbei hie FordeMid QurfiitdSiAd AP TE Aigital
capabl e of communicating with the delivery nanagenent

cOR8BAL Udhptdifts FRTYREA beﬁttehﬂeflJtél@oﬂbéxgmagdaeahea body
upon receiving an input of a request to downl 6ad

ié&nltlgéﬂ&e{' {1 ffotd ANH Rl Al Q@l&%%f?sﬁaﬁggéﬁént means to a

el Ivery rranagemsnt means via the comruni cation |1 ne,

pRRJLHY: C@ié(' %oﬁﬂ%uf&%f&ﬁ 1ihke G heaRaRd el Mnation

tte romt [very management means,
lﬁéfﬁéghﬁg the received content file onto a nenory
part ereafter, the playing device allowng the file

o Byl e %ﬁ%ﬂéﬁw Bt o SR e
of Oaptﬁigtgc#e ln%c%%seggn?? ﬁﬂ% of I%%r eafaltgr bohg}eor a size

playing VICE, 1Y
of the data body; and

- content information relating to the data body,

the delivery management means being a server comprising
a first database where the content file is recorded in a state
of lacking the playing information included in the header
information and a second database where the playing information
is recorded,

the delivery management means, upon receiving a request
todownload the content file transmitted fromtheplayingdevice,
reading the content file relating to the request from the first
database and transmitting the content file to the playingdevice
via the communication line, and thereafter, upon receiving a

v

request to play the content file transmitted from the playing

k)

device, reading the playing information of the content file
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of an application for the play of the content file,
transmtting the application to the delivery

managenent neans via the conmunication |ine, and upon
receiving the playing informati on correspondingly
transmtted fromthe distribution managenent neans,
recordi ng the receivedplaying informati on onto

themenory part, and thereafter, the playing device,

upon receiving an input of a play operation to play

the content file, playing the data 86 body of the
&Sedingrtq eheyeqeesis Topnihe spaonedatitasemndtrapgnitting
the playing informatjion of the content file stored on

the reayipe pafermatden hpthe pleydnof devipeeveha i bee

unaut hori zed play of digital content adapted to
gomppsicatignt bhef iand conpri sing a data body and

header information froma delivery nanagenment neans to

a pl afPaPirxinederice keina@ davien qImpRrising pebeetion
information including: playing information being data
SRBAPRE ohcammvricatiniqwithithe detiverymepagement means via
the play of the data body or a size of the data body;

&he eomRBRAicakion Mekion relating to the data body, the
delivery managenment neans being a server conprising a
first 'élg? Fayanghde sl cee upon: ceceiving @ irpwk dddairequest
state of |acking the playing information included in
thedoigatiead tihef gpntentdfilel Arensuatting diifeseeguest to the
the playing information

delivery management means via the communication line, and upon

receiving the content file correspondingly transmitted from the
delivery management means, recording the received content file
onto a memory part,
thereafter, the playing device allowing the file name of
the downloaded content file to be displayed in list form based
on the content infofmation of the content file on the memory
part, | |
thereafter, the playing device, upon receiving an input
of an application for the play of the content file, transmitting
the application to the delivery management means via the
communication line, and upon receiving the playing information
correspondingly transmitted from the distribution nmanagement
means, recording the receivedplayinginformationonto thememory
‘part, and
thereafter, the playing device, upon receiving an input
of a play operation to play the content file, playing the data
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is recorded, the delivery managenent neans, upon
-receiving a request to download the content file
transmtted fromthe playing device, reading the
content file relating to the request fromthe first
dat abase and the playing information of the content
file from the second database, and transmtting the
read content file and playing information to the
pl ayi ng device via the comunication 87 line, and the
| ayin evi ce being a device conprising a function
g%%%&"% g‘Pe &%F&Hﬂ:c%tlﬁgquapﬁ & the heede rnimEaawatnion and
ans.via the comunication |line, the playing device,
uph PraY epgitfosmathpneiothe gontegtictile $bodedmnotite memory
the content file, transmtting the request to the
R45Yvery managenment neans via the comunication |ine,
and upon receiving the content file and the playing
information correspondingly transmtted fromthe
delivery managenent neans, recording the
riéd&i®eddont ent file andpl ayi ng information onto a
menory part, thereafter, the playing device allow ng
the fi PeS¥gkeRofOr (Ire wWiinehdedutborénedf playt of b@igital
di splayed in |list formbased on the content
icondeRE 3dapted tadeddmesrt contentifilleacompmisingardata body
and thereafter, the playing device, upon receiving an
eRfubeagder oin Eparadtiioon from pl dgl inethmat@ifetien tf inkans to a
BIa;Lng the data body of the content file by means of
haYhBddaviGe viaatdasmumitation line, the header information

including:
playing information being data showing an address value
of a sector necessary.for the play'of the data body or a size
of the data b;)dy; and
content information relating to the data body,
the delivery management means being a server comprising
a first database where the content file is recorded in a state
of lacking the playing information included in the header
information and a second database where the playing information
is recorded,
the delivery management means, upon receiving a request
todownloadthecontentfiletransmittedfromtheplayingdevice,-
reading the content file relating to the request from the first
?ta:iatabase and the playing information of the content file from
the second database, and transmitting the read content file and

playing information to the Playing device via the communication
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the playing information of the content file on the
menory part. [Claim3] The system for preventing the
unaut hori zed play of the digital content as clained

in daim1l or 2, wherein the playing device can record
the content file on a recording nediumin place of

the menory part. 88 [Claim4] The systemfor

preventing the unauthorized play of the digital

content as clained in Caiml, 2 or 3, wherein the

pl ayi ng device starts neasurenment of a |ength of
eldBseda®ene froma time point when the playing
information is recorded on the penpry part and sets a_
flag shbbe Rlavieg deeice bedag: a9 el GRrgppRysipdthfunction
playing information is being rented, and when the

. 4 »

efapakde ufheorapyigatiag widdr hbg de ldvegareanagrnent neans via
period, the playing information is deleted fromthe

nEh8r goparRicafPn HdnBlag is reset, and when the |ist

I s di spl ayedbased on the content information of the

cont ent th¢ pdayhng HeVicho WPopa¥ eCe i Hn hra Ryt Fhe request
judges whether or not the flag relating to the
cbatdetinkqad the gententyfd lgpokranemi el nthahet Feapeal to the
is set, the playing device displays the file nanme of

t el Lvar ¥ manpigepeRh daans viadheorpepunicakion lipgj ngnd upon
rented. [Aaim5] The systemfor preventing the )
uheCehotRE cehe|eoptentt héledapdt Bhe RIAYMI anigmatdien

in Cdaim1l, wherein
correspondingly transmitted fromthe deliverymanagement means,

recording the receivedcontent file andplaying informationonto
a memory part,

thereafter( the playing device allowing the file name of
the downloaded content file to be displayed in list form based
on the content informatio_n of the content file on the memory
part, and

thereafter, the playing device, upon receiving an input
of an operation for playing the content file, playing the data
body of the content file by means of the header information and

the playing information of the content file on the memory part.

[Claim 3}

The system for preventing the unauthorized play of the
jtdigital content as claimed in Claim 1 or 2, wherein

the playing device can record the content file on a
recording medium in place of the memory part.
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upon receiving the application for the play of the

content file, the playing device transmts a user ID

and a password inputted by a user to the delivery
managenent neans, and the delivery nmanagenent neans
further conprises a third 89 database in which user

i nformation including the user ID and the password

are recorded, and upon receiving the application for

the play of the content file, the user ID and the

password transmtted fromthe playing device , the
del i very managenent neans judges whet her or not the

recei ved user I D and password nmatch the user ID and
{Géapmsdhord on the third database and transnmits the
playing information to the playing device only when

t he' maThé $ystemidod. pEeventiny the unptberiged play of the
preventing the unauthorized play of the digital

dibgital eentémf red dlaiGies @2 Clafer & n2toe Pl awherein
device transmts to the delivery nmanagenent neans a

user | therplayipasseoride spartednepsnrenegierofit length of
requests to download the content file when the o
edapeed tiguerfdom atdmehpo bt ivheny therlfering infappation is
further conprises a third database in which user
racordedi om the memony pabtused se¥samd flageshawingr bhat the
the playing device are recorded, and upon receiving
cortent fade ned atdnglteukhe Rtaying énforpabionis heisy reyfed,
and the password transmtted fromthe playing device,
and whien | the elapsegehine hengih jhafgaeaghedhar popdabermined
the transmtted user ID and password match the user
pexrbod, tthe phavimg dnfarmption is deleted from the memory part

and the flag is reset, and

when the 1ist is displayedbased on the content information
of the content file on the memory part, the playing device judges
whether or not the flag relating to the content file is set,
and upon judging that the flag is set, theplayingdevice displays
the file name of the content file and that the content file is

being rented.

[Claim 5]

The system for preventing the unauthorized play of the
digital content as claimed_in Claim 1, wherein

upon receiving the application for the play of the content
' ?ile; the playing device transmits a user ID and a password
inputted by a user td the delivery management means, and

the delivery management means further comprises a third
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third database and transmts the playing information

to the playing device only when the match is judged.

90 [ aim7] The system for preventing the

unaut hori zed play of the digital content as clained

in daim5 or 6, wherein when the delivery managenent
nmeans judges that the user |[|D and the password
transmtted fromthe playing device match the user ID

and the password included in the user information on

the third database, the delivery nanagenent neans
tfarabase in whishaysey infamattioon ingluténgl thye ger ID and
devi ce and records charging data in the user

i Fo MagsWex doar € Heaosided, dandbazm rpceavimg]the gomlicgtion
device for connection via a conmunication line to a

ey \Fvey Pha K e het combent ffdrledethearsam IR andtide password
file conprising a data body and header information,
tHeaniddred fneorihe pdavingl defvihee ,pthyidel i vy management
bei ng data showi ng an address value of a sector

HRRANS dplorsr whelhest oy pott ke keceiyedyuser dlBiansl pessword
the data body; and content information relating to the
PAEDH SN vERE PP Anchdhed ppsswordnpr i i dhixdrdatabhse and
transmtting a request to downl oad a content file to
tHANFbFe EhenRirNd: dn fpamatd opi ot the adaminic devdge only
line upon receiving an input of the request; a means

fderny faght he tedgedt file transmitted from

[Claim 6]
The system for preventing the unauthorized play of the
digital content as claimed in Claim 2, wherein
the playing device transmits to the delivery management
means a user 1D and a password inputted from a user who requests
to download the content file when the request is made, and
the deliﬁerylmanagement means further comprises a third
database in whiéh user information including the user ID and
the password of the playing device are recorded, and upon
.receiving the request to download the content file, the user
ID and the password transmitted from the playing device, the
delivery management means judges whether or not the transmitted
user ID and password match the user ID and the password on the
;Fhird database and transmits the playing information to the

pPlaying device only when the match is judged.
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t he delivery managenent neans on a nenory part upon
receiving 91 the content file; a neans for displaying

the file name of the downl oaded content file in |ist

form based on the content information of the content

file recorded on the nmenory part; a nmeans for

transmtting an application for play of the content

file to the delivery managenent neans via the

comuni cation |ine when the application is inputted; a
means for recording the playing information

tt@ka¥rttled fromthe delivery managenent neans on the
nmenory part when the playing information is received;

and a syssenpfoy prpvant ide Ahgoupavthehtzedmlan of the
file using the header information and the playing

| REDY Fak jaantentt e cdaimed ifjClaim 5 g renvhenednt

upon receiving an operation input for playing the

cont entwhiein §hergrititver yomsbagemenhandanst juggesi th®f the user
pl ayi ng device for connection via a conmunication |ine

tiP angekEhecpyssmarasrensnibbed fom dbkei pbayimg alevice match
content file conprising a data body and header

itdfouseri 68, anddhiecpasswordfigralardesh innthedisey information
pl aying i nformati on bei ng data show ng an address

vl Ghe Hiird detabaseedbesdeyivery mapageapntinedres dabasnits
body or a size of the data body; and content

itifoPtaving doferbation tdhethmtpldwing delvdcel apdngecords
devi ce conpri si ng: ‘

charging data in the user information on the third database .

[Claim 8]

A playing device for connection via a communication line
to a delivery managemént means for delivering a content file
comprising a data body and header information, the header
information including:

playing information being data showing an address value
of a sector necessary for the play of the data body or a size
of the data body; and |

content information relating to the data body, the playing
device comprising:

a means for transmitting a request to download a content
file to the delivery management device via the communication
}iné ‘upon receiving an input of the request;

a means for recording the content file transmitted from

the delivery management means on a memory part upon receiving
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92 a neans for transmtting a request to downl oad a
content file to the deliver managenent device via the
communi cation |ine wupon receiving an input of the
request; a neans for recording the content file and

the playing information transmtted fromthe deliver
managenent nmeans on a nmenory part upon receiving the
content file and the playing information; a neans for

di splaying the file name of the downl oaded content

file in list formbased on the content information of

tthe contept fileirecorded on the menory part; and a

nmeans for playing the data body of the content file

usi ng atkeanhgakhy dispdayinygobhentliicshaapleapifnghe downloaded
informati on of the content file on the nenory part
gpotienscEile rigp dnstpbemt iberseidnput thierconglemt hgfobmation of
content file inputted based on the list. [Caim 10]

the pbayeny Giéve oeecrdddaione dhienméirairn Bant; 9,

conprising a neans capable of recording the content

file on meawtdiodi hyansmiitting mnphppbicatide fftanpilpy of the
part. [Claim 11] The playing device as clainmed in

cratang 6ile, té thehalelivemyr mehagementemesns ovia the
measuring a length of elapsed tine froma tinme point
gpEmunheapioyi hine ndhermdthieo appd icatbovleils oinpinet exknor y

93 part and setting a flag showi ng that the content

file ra2mgengdfor recording the playing information transmitted

from the delivery management means on the memory part when the
playing information is received; and

ameans for playing the data body of the content file using
the header information and the playing information of the content
file on the memory part upon receiving an operation input for

playing the content file inputted based on the list.

[Claim 9]

A playing device for connection via a communication line
to a delivery management means for delivering a content file
comprising a data body and header information, the header
information including:

playing information béing data showing an address value
of a sector necessary for the play of the data body or a size
| of the data body; and
content information relating to the databody, the playing

device comprising:
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to the playing information is being rented; a neans
for deleting the playing information fromthe nenory

part and resetting the flag when the el apsed tine

l ength .has reached a predeterm ned period; and a

means for judging whether or not the flag relating to

the content file is set when the list is displayed

based on the content information of the content file

on the menory part, the neans further displaying the

file nanme of the content file and that the content

file is2paany fehta@nspéhtindq nguaat thdopnigadja content
set. [Caim12] A nethod of preventing unauthorized
piEayedio hgidedi ver sirnagengnb gedd ce yigeths sprmunbrebhen line
file conprising a data body ~and header information

f HBRPaTBERLVERY ahridgavvent Kbhanteqwrst’ pl ayi ng devi ce

via a conmuni cation line, the header information
i ncl udi ddeegnsmforgreacoding ithe sertgntafble vl tdheaplaying
address value of a sector necessary for the play of

t hefaEmat bor\transaisted foomitthe delavpodyanagenerdhmeaans on
information relating to the data body, the delivery

A rfARfeEh PartaHROB diang iy ingr the eanfismitsfibde andthe playing
dat abase where the content file is recorded in a state
otnfeERa PR e playing information included in the

header 94 information and a second database where the

pl ayi n? MFARSEPE Rl sPIa¥inh ided fidadnane qf fhergownloaded
devi ce bei ng adapted to communi cate

content file in list form based on the content information of

the content file recorded on the memory part; and

ameans for playing the data body of the content file using
thé header information and the playing informationof the content
file on the memory part upon receiving an operation input for

playing the content file inputted based on the list.

[Claim 10}
The playing device as claimed in Claim 8 or 9, comprising
a means capable of recording the content file on a recbrding

medium in place of the memory part.

[Claim 11]

| The playing device as claimed in Claim 8 or 9, furtﬁer
’ Fomprising:

a means for measuring a length of elapsed time from a time

point when the playing information is recorded on the memory
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with the delivery nmanagenent neans via the
~communi cation line, the playing device, upon receiving

an input of a request to download the content file is
inputted to the playing device, transmtting the

request to the delivery managenent neans via the

communi cation line, the delivery managenent neans,

upon receiving the request transmtted fromthe

pl ayi ng device, reading the content file relating to

the request fromthe first database and transm tting

thart cudl senténg of Flagtshawimgpkhat thaleohtenti fildaelating
communi cation line, the playing device, upon

reectivé milaying dnfermatibn isrhedtmd trandtddiom t he

del i very managenent neans, recording the content file

ont o t ke maamsr fopadeletinyg athewiayinthdfidmatieon fgpbm the
t he downl oaded content file to be displayed in |ist
fomemoimpadt and rheetbimerthe fil ag niteinothefeliapsedoninail ength
file, and thereafter, the playing device, upon
riexeineathesh a pretietefmihedapetiedt iand f or the play of

the content file, transmtting the application to the

del i versy meanagfoe ntudydagswhetheher cotniheciiagirdliatang to
t he delivery managenent neans, upon receiving the

alpe icoatiean filke iBeset ahenf théd isini srdidplayed based on the
transmtted from the playing device, reading the

prayieret informatian off thdeontentefiild bhethie hamory part, the
the application fromthe second data 95 base and
tisarsTifurcheg r t dicsplead gl akie nfli ievhamend £ ahet cohbhent file and
pl aying device via the comunication |ine,

that the content file is being rented upon judging that the flag

is set.

{Claim 12]

Amethod of preventing unauthorized play of digital
content adapted to deliver a cohtent file comprising a data body
and header information from a delivery management means to a
playing device via a communication line, the header information
including:

prlaying information being data showing an address value
of a sector necessary for the play of the data body or a size
of the data body; and
content information relating to the data body,
" the delivery management means being a server comprising
a first database where the content file is recorded in a state

of lacking the playing information included in the header
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t he pl ayi ng device, upon receiving the playing

information transmtted fromthe delivery managenent
nmeans, recording the playing information onto the

menory part , and thereafter, the playing device, upon
receiving a play operation input to play the content

file, playing the data body of the content file using

the header information and the playing information of

the content file on the nenory part. [Caim13] A

met hod of preventing unauthorized play of digital
cbnfenmabionad a sedend vietabagenthmrne £he¢ pleyipoi wifogrmation
data body and header information froma delivery

mhf Fpseasiedreani the Pd aypha ey cedve oW adapted to communicate
conmuni cation line, the header information including:
priatiridie dpdivery oanbgengnt mearshyhk idheagomyunésstion line,
value of a sector necessary for the play of the data

body ortke gilagingfdevticeiatpoboiGeimithgcantiomut of a request
information relating to the data body, the delivery

nbo gipendipaditescobéieny filsedsamported o ide pléying device,
dat abase where the content file is recorded in a state

ot ransihi tigindhdhel bgquest tiothetdelivenyt mdadgemenheaneans via
header information and a second dat abase where the

pthe i eemrivriratstinod ines recorded, and the playing

devi ce being adapted to comunicate 96 with the

del i vershendadieermnnanegemsent acths, capommecsi viong thaaequest
t he pl ayi ng device, upon receiving an input of a
rexpresni tioed dwonobite e yiogt davife) eeaddimgs bhet comtéme £ile
request to the

relating to the request from the first database and transmitting

the read content file to the playing device via the communication
line,

the playing device, upon receiving the content file
transmitted from the delivery management means, recording the
content file onto the memory part, and allowing. the file name
of the downloaded content file to be displayed in list form based
on the content information of the content file, and

thereafter, the playing device, upon receiving an input
of the application for the play of the content file, transmitting
the application to the delivery management means via the
communication line,

the delivery management means, upon receiving the
-' 1application for the play of the content file transmitted from
the playing device, reading the playing information of the

content file relating to the application from the second data
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del i very managenent neans via the conmunication |ine,

the delivery managenent neans, upon receiving the

request transmtted fromthe playing device, reading

the content file relating to the request fromthe

first database and the playing information of the

content file fromthe second dat abase, and

transmtting the read content file and playing

information to the playing device via the

communi cation line, the playing device, upon receiving

t hese epddmansmisting the raadpl 3 vikng kafeEmtigmtetheqdaying
fromthe delivery managenment neans, recording the

cdevier Via cthencommungcayiag L&Rer mati on onto the
menorypart, and allowing the file name of the .
downl odehaiplayine@evice cupon pecaivpnaybe playingtinfgnmation
based on the content information of the content file,
avxansmekebad dront the sledyiviey yoveneagenejonepnsei veagraing the
play operation input to play the content file,

pr by ing tinfamat ipadpntef thaemewaremant e amsl ng t he

header information and the playing information of the

cont enttifaneaffiery h&haerbayipdrdevicy aiupor refied viddch@d play
of preventing the unauthorized play of the digital
carrrafticrs ipbut edplay Gihel aonkent fide,vibbaying tthe data body
pl ayi ng device records the received content file on

9yt sheamyyviiniyf bkelusingrths headef informetrbon arat the playing
[Caim15] The nmethod of preventing the unauthorized
pinfowfattivn ofi gheakovbantnfile oh aihweededmeor® giantl.2,

13 or 14, wherein

[Claim 13]

Amethod of preventing unauthorized play of digital
content adapted to deliver a content file comprising a data body
and header information from a delivery management means to a
playing device via a communication line, the header information
including:

playing informatién.being'data showing an address value
of a sector necessary for the play of the data body or a size
of the data body; and

content information relating to the data body,

the delivery management means being a server comprising
a first database where the content file is recorded in a state
' ?f lacking the playing information included in the header
information and a second database where the playing information

is recorded, and the playing device being adapted to communicate
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the playing device starts neasurenent of a | ength of
.elapsed tinme froma tinme point when the playing
information is recorded on the nmenory part and sets a
flag showng that the content file relating to the
playing information is being rented, the playing

device further deleting the playing information from

the nenory part and reset the flag when the el apsed

time Iength has reached a predeterm ned period, and

t he yi ng. device further judges whether or not the

44 I %?]rh‘@e’ﬂbmﬁﬂég%ﬁ?% meams| ¥ia $hesfoppapicafion line,
list is dlsgla yed based on the caontent information of

the corftténPlaying Geviige  ndpeR yeoedvingaar ingudppfya request

the ame. of the content file and that the
tc%’ﬁ‘f'ﬁf’aldetp‘é BEERR G EAled bR iIdding thRateqpest to the

fAé%&very manag%%ent means via the communication line,

the delivery management means, upon receiving the request
transmitted from the playing device, reading the content file
relating to the request from the first database and the playing
information of the content file from the second database, and
transmitting the read content file and playing information to
the playing device via the communication line,

the playing device, upon receiving the content file and
playing information transmitted from the delivery management
means, recording the content file and the playing information
onto the memeorypart, andallowing the file name of the downloaded
content file to be displayed in list form based on the content
information of the content file, and

thereafter, the playing device, upon receiving a play
operation input to play the content file, playing the data body
of the content file using the header information and the playing

information of the content file on the memory part.

[Claim 14]
The method of preventing the unauthorized play of the
digital content as claimed in Claim 12 or 13, wherein

the playing device records the received content file on
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a recording medium in place of the memory part.

[Claim 15]

The method of preventing the unauthorized play of the
digital content as claimed in Claim 12, 13 or 14, wherein

the playing device starts measurement of a length of
elapsed time from a time point when the playing information is
recorded on the memory part and sets a flag showing that the
content filerelatingtotheplaying information isbeing rented,
theplayingdevice further deleting the playing information from
the memory part and reset the flag when the elapsed time length
has reached a predetermined period, and

the playing device further judges whether or not the flag
relating to the content file is set when the list is displayed
basedonthecontentinformationofthecontentfileonthememory
part, and, displays the file name of the content file and that
the content file is being rented upon judging that the flag is

set.
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