| Method for Recognising Sequential Patterns for a Method for Fault Message
Processing The present invention belongs to the field of the

mai nt enance of conpl ex systens, typically aeronautical. It relates nore
specifically to the field of equipnent fault diagnosis. It concerns
specifically the classification, analysis and filtering of fault nessages
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It is clear that the contl nuous i nprovenent .in techni ques and the search

for ever greater efficiency have | ed PBP&S8MYi nued i ncrease in the
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15 In fact, the many interdependencies between an aircraft's systems, and more
generally of any complex real-time system, mean that an actual fault may generate
a chain reaction of fault messages throughout the aircraft. These secondary fault
messages, deriving from the primary cause of the incident, should not give rise to
the maintenance actions normally associated with them because they do not
20 reflect an actual fault in a component, but simply problems in this component's
operating conditions as a result of a fault upstream.
If a faulty component is almost always identified, other non-faulty
components may also be signaled and give rise to maintenance actions.
Many airlines have indicated that this issue of false fault messages (leading
25 to no-fault-founds) was the most important of the problems for which a solution
needed to be found. Indeed, unnecessary checks for parasitic faults result in long
immobilizations of aircraft on the ground for maintenance, reducing their time daily
flight time, and therefore the profitability of the airline's operations.
Many diagnostics tools have therefore been designed to overcome the
30 problem of faults, whatever the field of activity.
One method quickly stands out from the others: the model-based approach.



2 The principle consists of building the "nodel" of the systens to be

di agnosed and detecting a fault by observing the differences between

t heoretical and actual input and output events. On this basis, calculations
of interactions are carried out in order 20 target the el enent or el enents
I n question as well as possible. 5 Subsequently, new approaches have
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etc parameters, and where a fault may cause local changes in these parameters,
the system models are only partially known or formalized.

20 The initial abnormal event can only be observed through a series of
maintenance messages whose causes and consequences are not always clearly
identified. This greatly limits the applicability of the model-based approach to this
problem of multiple aircraft system faults.

25 The present invention therefore seeks to improve the ability to diagnose and
pin-point faults in a complex system whose model is not completely known, by
increasing the effectiveness of the method of processing these fault messages so
as to reduce unnecessary and costly maintenance actions as far as possible.

The objective is therefore to be able to identify these parasitic messages with

30 sufficient confidence and expertise so that maintenance actions are not carried
out.

Another aim is to increase the knowledge underlying the generation of fault
messages so as to be able to analyze the interdependencies between systems

and the chain reactions of messages, always with the aim of optimizing



mai nt enance acti ons. To this end, the invention envisages a nethod for
processi ng at | east one sequence of fault nmessages occurring in a device
conprising many systens, 5 which nmakes it possible to discrimnate between
fault nessages nost likely originating frgma real systemfault and fault
messages W thout any real fault in the associated system (no fault found),
characteri Zﬁ\%iﬁtgnéﬁ@% abfiorfeOMbi nes: an "on-board" nethod, executed in real
time, for recor g fault nessage 10 data defining sequences stored in a
fault database and for imredi ate diagnosis assi stance using a di agnostics
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"ground-si de" nethod anal yzes the fault nmessages passed. This is a nethod
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build a nodel tha e use on- boar Acco
to an atlvanda@edefiningrsequentes storedtiha falodathbase endifariounediater disgaosis
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15 between an "on-board" method, executed in real time, and a "ground-side"
method, with no time constraint, allows the use of advanced fault sequence
analysis techniques, which would otherwise be unusable because of their
computing constraints.
The "on-board" method filters the fault messages to keep only the actual
20 faults.
The "ground-side" method analyzes the fault messages passed. This is a
method of data mining, which analyzes the history in order to extract information
from it. It analyzes "a prior" the passed fault messages of flights to build a model

that will be used in the "on-board" method.

25
According to an advantageous implementation, the "ground-side" method
comprises a step of analyzing fault messages using a technique of sequential
pattern matching.
30 As explained, the separation into two analysis loops, "on-board" and "ground-

side", allows the sequential pattern matching technique, which uses a lot of

computing time, to be used.

Preferably, the "ground-side" method comprises a step of creating a



a) its support: the nunmber of tines this sequential pattern appears in the
dat abase of sequential patterns found, 5b) the normalized val ue of the

support for all patterns of the sane size, c) a probability that
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According to another implementation, allowing more processing of fault

messages and evolution of the model by changing the weighting parameters, the

"ground-side" method comprises a step of constructing a model of parasitic fault

20 messages, from the sequential patterns database, in the form of a weighted

deterministic graph representing the sequence of fault messages found.

The "ground-side" method uses, among its inputs, a knowledge model of the
device's systems updated by the sequential pattern matching and a step of

25 feedback from users to refine the sequential pattern matching.

According to a first implementation, the knowledge model is constructed on a
rules-based architecture.
According to another implementation, the knowledge model is constructed on
30 an architecture based on Bayesian networks.

Preferably, the "ground-side" method's knowledge model utilizes, among its
data sources, the known interdependence between the device's systems, which

explains cascading faults, and the feedback from maintenance crews.



5informati on. One of the big advantages of this approach is precisely that
no prior know edge of the analyzed systens is required. According to a
preferred inplenmentation, the "ground-side" nethod conprises steps taking

i nto account the know edge nodel to: 10haye an effect on the sequenti al
pattern matchi ng by addi ng, deleting or changing patterns in the sequenti al
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have an effect on the classification of sequential fault patterns extracted by
the sequential pattern matching algorithm.
influence the model created from the sequential patterns by adding, deleting
15  or modifying statuses, links or weights of the graph.
Here, the model can be a weighted graph, or any other model chosen,

depending on the type of messages to be processed or their complexity.

Advantageously, in the "on-board" real-time diagnostics support method, the

20 diagnostics tool is a model in the form of an "air-side" graph copied from the

weighted graph, making it possible to recognize, according to previously

calculated thresholds, whether a fault pattern can be processed as plausible,

ignored as likely to be a parasitic fault or put on hold as a case that is
undetermined and awaiting more data.

25 It is understood that the thresholds can be set initially, or be deduced by

statistical calculations, or learned on the basis of accumulated data. There is then

a gradual learning process.

The goals and advantages of the invention will be better understood in

30 reading the description and drawings of a particular embodiment, given as a non-
limiting example, for which the drawings show:

- Figure 1: a diagram of the steps of the method according to the

invention, representing the scenario of off-loading fault messages

through to the deletion of parasitic messages and the selection of



I nvention, representing the scenario of off-loading fault nessages through
to the deletion of parasitic nessages and the selection of 6 naintenance
actions Figure 2: An exanple of a sinple PLC after sequential pattern

mat ching for three separate classificatiogs starting froma begi nning state
(1): "actual fault" (11), "non-relevant fault"” (2, 3, 59), "undeterm ned"
(12, 14) Figure 3: an exagpk ceaad{‘f%hght ed graph constructed from
sequential pattern matching. e nmethod according to the invention is
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dat abase, etc.) is constddigieftlaigpatidie nggtebipg. This nodel is then inserted

into the "on-board" conputer that wll process the data in real tine. 20In
the "air-side" portion, the purpose of this nethod is to filter fault

messages 1n rearmbl fRindd abBoRiRp 0¥ iVertRiNR! FdfuePts WY npRhikifey Ty

flights. The "conpu e alrcrart s of a known type.
this not@! i meansgofea dingtl softveard progtamfexesuted py actoraputer tonaboaradan airpEne on

he Al Dl ang IalseliGE daulb Essade dala LIPE, A SIahl SRS pldyds
executed by a "ground-side" computer (possibly being the same as the above-
mentioned computer) for subsequent analysis, typically after the flight that
generated fault messages, for example during maintenance of the aircraft
15 following these fault messages.

It is clear that this is a closed loop system and that, before the method is first
used in flight, a model (graph, PLC, tree, database, etc.) is constructed on the
ground. This model is then inserted into the "on-board" computer that will process
the data in real time.

20 In the "air-side" portion, the purpose of this method is to filter fault messages
in real-time. It is also used by technician software between some flights.

The computer on board the aircraft is of a known type. In this non-limiting
example, and most often in practice, it already exists on the airplane. It receives
fault message data from aircraft systems in real time through a network, also

25 known and preexisting.

This computer has sufficient processing power to implement the algorithm of
the real-time portion of the method according to the invention and also sufficient
memory space for, firstly, storing at least part of the software corresponding to the
method according to the invention and, secondly, storing all the calculation

30 parameters and the detailed history of the fault messages received, with a view to
their subsequent analysis on the ground by a second software program. This
computer also has a known type of data loading interface allowing the software to
be updated regularly.

It also comprises a screen type of visual interface, possibly touch, for



25 known and preexisting. This conputer has sufficient processing
power to inplenment the algorithmof the real-tinme portion of the nethod
according to the invention and al so sufficient nenory space for, firstly,
storing at |l east part of the software coryesponding to the nmethod accordi ng
to the invention and, secondly, storing all the calculation 30 paraneters
and the detﬂdvﬁﬁg%l@bgﬁﬁnﬂ;rmta%ﬁnf ault nessages received, with a viewto
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20 Then, after the airplane has landed, a subsequent analysis of the data, and
the confirmation or refutation by the maintenance technicians of the veracity of the
alleged fault allows the diagnosis software's parameters to be modified. Above all,
it makes it possible to process only the actual faults, to reduce the costs of
unnecessary tests and unneeded removals of equipment at the equipment

25 manufacturers.

As illustrated in figure 1, the method according to the invention thus
combines:
- an "air-side" method 100, executed in real time (the "air-side” method is
30 therefore also called "short loop" in that it provides an almost immediate response
to the crew and maintenance teams confronted with a set of fault signals) to
acquire data and assist in providing immediate diagnostics,
- and a "ground-side" method 200 of analyzing data subsequently and
improving the diagnostics tool (this method is also called "long loop" in the rest of



an "air-side" nethod 100, executed in real tine (the "air-side" nmethod is
30 therefore also called "short loop"” in that it provides an al nost

i mmedi ate response to the crew and nai ntenance teans confronted with a set
of fault signals) to acquire data and assgst in providing i mediate

di agnostics, and a "ground-side" nethod 200 of analyzing data subsequently

and i nprovi ostics tool (this nethod is also called "long | oop”
in the rest ﬂg%&é%c %eggescrl ption). The overall nethod uses a new
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This "ground-side” method 200 uses as input a partial knowledge model 203

of the aircraft systems, initially constructed by the designers of the aircraft, and
15 updated by the sequential pattern matching 201 and the feedback 204 from
maintenance actions.

The "knowledge model" 203 allows the partial knowledge about the aircraft
systems and the generation of fault messages to be utilized and stored in an
incremental way.

20 The "feedback" 204 allows the system to evolve automatically and be able to
check the relevance of results (e.g. did such-and-such a fault or fault pattern really

require a maintenance procedure?).

Sequential pattern matching 201 is at the heart of the "ground-side" method

25 200 of analysis.

Indeed, as fault messages are generated one after another on a flight of an
aircraft having an abnormality, specific patterns of series of these fault messages
can emerge as occurring more frequently, and the goal is to identify them. This is
precisely the goal of the known techniques of sequential pattern matching.

30 It is noted here that the sequential pattern matching technique allows
correlations to be discovered between series of events according to the
chronology of their appearance. This involves determining which sub-sequences
of events occur most frequently within a given set of sequences.

Such techniques are used, for example, for analyzing consumer behavior or



Sequential pattern matching 201 is at the heart of the "ground-side" nethod
25 200 of anal ysis. I ndeed, as fault nessages are generated one after
another on a flight of an aircraft having an abnormality, specific patterns
of series of these fault nessages can enegge as occurring nore frequently,
and the goal is to identify them This is precisely the goal of the known
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For thit9) téenstesiptenti al pattern matching 201 uses an al gorithm constructed
on the basis of several algorithns fromreference material, able to respond
in the nost pertinent way possible to the specific needs and constraints,
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related to the nu alrcraft systens, subsystens and conponents.
Nunber of fanlthe basisanfeseveealcalgorttines fromerefenence imaterial, able toedspondyinttbe
prune the matc
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deter mqe whet hepiaAaBrig & 14rgeSddt8b&36A6E fault messages, whose size is related to the
number of aircraft systems, subsystems and components.
- Number of fault messages generated at the same time.
- Inability to prune the matching without running the risk of deleting a fault
message that is relevant or that originates from a real fault.
20 - Ability to determine whether a pattern is relevant.
- Ability to manage time and system constraints.
- Using a method that is not a "black box", so as to be able to reuse the

results for constructing the model.

25 These constraints and requirements related to the aviation industry have thus
led the sequential pattern matching step 201 of this method using various
techniques, in particular:

1/ The sequential pattern matching engine used in this example is based on
an algorithm known as Spade (Sequential Patterns Discovery using Equivalent

30 Class), developed by Zaki in 2001.

2 / CloSpan (Closed Sequential Pattern Mining, by Yan, Han and Afshar
2003) is another known algorithm allowing the sequential pattern matching and
retrieval to be optimized, and used here in addition to Spade.

3 / Incremental: a technique known to experts (e.g. Cheung, CESI 96 or by



Ability to manage tinme and system constraints. Using a nmethod that is
not a "black box", so as to be able to reuse the results for constructing

t he nodel. 25These constraints and requirenents related to the aviation

i ndustry have thus | ed the sequential pati@rn matching step 201 of this

met hod using various techniques, in particular: 1/ The sequentia
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4 | Interacty L g, techni que al so known (e.g.
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sequential pattern matching 201 uses a paraneter set 206 that the user nust

suppl y:
The sequential pattern matching 201 uses a parameter set 206 that the user

must supply:
The attribute representing a transaction
15 The attribute representing time
List of constraints on the attributes
Time constraints (e.g. maximum time window for a sequence, maximum or
minimum time interval between two events)
Maximum length of sequential patterns (limit to number of events considered
20 in a pattern)
Minimum support of sequential patterns (minimum frequency to be
considered a sequential pattern)
The purpose of these parameters is to facilitate the matching and to reduce

the computing time significantly.

25
This parameter set 206 makes it possible to adjust to the inherent constraints
in an application case and is valid throughout the scenario (unlike the knowledge
model 203, which can interact more dynamically with the system).
30 Ultimately, the sequential pattern matching 201 generates a database 207,

which no longer contains fault messages, but fault patterns; this is a fundamental
difference in approach.

The aim of the knowledge model 203 is to make the algorithm of sequential
pattern matching 201 more relevant and to guide the creation and updating of the




The attribute representing a transaction 15The attribute representing tine
List of constraints on the attributes Time constraints (e.g. nmaxinmum
time window for a sequence, nmaxinmumor mninumtime interval between two
events) Maxi mum | engt h of sequemial patterns (limt to nunber of
events considered 20in a pattern) M ni mum support of sequenti al
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the 10 relevant or others depending on the context and scope); in effect, because of its
knowledge of systems and feedback it can, eventually, classify the sequential
patterns extracted by the sequential pattern matching algorithm 201 and stored in
the sequential patterns database 207.

Finally, the knowledge model 203 can influence the graph 208 (or any other

15 model used) created from sequential patterns by adding, deleting or modifying
statuses, links or weights of the graph.

This knowledge model 203 thus serves to capitalize on the known and
extracted knowledge. It can be modeled in multiple ways, depending on the
application case.

20 Depending on the complexity of the system under consideration and the
depth of knowledge to be modeled, the knowledge model 203 is constructed on a
rules-based architecture for relatively less complex systems, or on a more
complex architecture such as Bayesian networks, which is the preferred approach
here.

25 It is noted that Bayesian networks are both models for representing
knowledge and means of calculating conditional probabilities. In such a network,
the relationships of rules (causal relationships) are probabilistic rather than
deterministic.

These two approaches to knowledge models are of a known type and are not

30 described in detail here.

The common point remains the fact that this knowledge model 203 is
initialized by the knowledge of experts and that it evolves with the extracted data
and knowledge derived from the feedback 204 and the sequential pattern
matching 201.



5 aircraft systens, which explains cascading faults; and the feedback 204
from mai ntenance teans, in order to construct and evolve its know edge.

The know edge nodel 203 can have a direct effect on the sequential pattern
mat chi ng 201 by addi ng, deleting or changi2ng patterns in the sequenti al
patterns database 207. It also has an action of classifying fault nmessages
(actual, non- 10 relevant or others depending on the context and scope);
in effect, because of its know edge of systens and feedback it can,
eventual |y, cl d8&thf segang toethgeconstrugimnt of rise egraphc2@d the seguentilgratiean
pattern matching al gorith 1 and.stored in, the sequentjal, patterns

fiat abase 207atng el 200 s Cfisigieal, SR bRt o eposugecindphi donniad
graph 208 (grapa0®#BART itlh epek! seead) calcartiefs fare mtegrateatintl theadxeruiion by
addi ng, deleting or nodifying statuses, |links or weights of the graph.

Thi s knéw eefgéhemaauential tatiers anatehing alggiithal i20d dhatt gownawarapiy to be
extracted k I nodel ed in nmultiple ways, depending on the
applicatioﬁagﬁﬁﬁg&%bﬂg%gﬁﬁgﬂgﬁon the conplexity of the system under
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known type gHide & Betilen3Padg8s90i bed in detail here. The common poi nt

remains the fact that this know edge nodel 203 is initialized by the

know edge of ex@per pwobmbdity that darresponde $o the prabiabilibk valuettbat thet laste@lement
know edge defrt'hved fromthe f{ee back 204 and the sequential pattern matching
201. 12 © WGF%&aQ%P%faet e construction of the graph 208, the
sequentfisal pattern matching algorithm 201 is designed so that it is
possible to derive a weighted graph 208 fromit. In effect, several

cal cul ati ons ar®everabgihwicas iane othene axaitalle | depersting Hen sthguenantext ang tthen

mat chi ng al ' that allow a graph to be constructed subsequently.
Mor e speci f?@%‘*@&%ﬁé&fm | owi ng are cal cul ated for each sequential pattern

f ound: - If only the sequence of the fault messages is a relevant item of information,
a deterministic finite-state PLC is constructed from these values (for example, as

20 shown in figure 2). It is noted that a deterministic finite-state PLC comprises a
finite set of distinct statuses, which it passes between along existing transitions
between these statuses; this shift from status to status being achieved by reading
each letter of a word supplied on input, here a sequential pattern of fault
messages.

25 - Otherwise, and as is the preferred case in this example, a deterministic
weighted graph 208 of known type is constructed with these values, representing
the sequence of the selected fault messages, and this graph is copied and loaded
into the memory of the "air-side" computer in the form of an "air-side" graph 103.

It can therefore be directly inferred (i.e. on the basis of observed faults,

30 probabilistic conclusions can be drawn of actual faults and faults that are indirect,
and thus not actual, or even not yet observed) from the "air-side" graph 103 as
fault messages are generated in the airplane.

Similarly, a confidence value concerning the pattern's classification (for

example: What is the degree of non-relevance of the pattern?) can be given at any



a) its support: the nunmber of tines this sequential pattern appears in the
10 dat abase of sequential patterns 207, b) the nornalized val ue of
the support for all patterns of the same size. This value is between 1 and
100 c) a probability that corresponffs to the probability val ue that
the last element of the pattern is generated. 15 Several choices are
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account by all o&f'ﬁg ?'ﬁé'd{%eg@p QR MY, fgﬁﬁénﬁpiﬁqt ﬁ@sngrg sTYEs gqfatﬂll’lt
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di agnostics ("short |oop”) uses the nodel in the formof an "air-side"
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found" in the sequential patterns database 207).
In a step 104, according to the thresholds set by the user (maintenance
20 team) and stored in the "air-side" computer, a fault pattern 101 may be processed
as plausible, ignored as likely to be a parasitic fault, or put on hold as a case that
is undetermined and awaiting more data...
In the case where a fault pattern 101 is classified as "non-relevant" with a
100% probability, it will be directly filtered in order not to be taken into account in

25 the choice of maintenance action.

At the end of fault message processing 101 by the "air-side” method 100,
only the messages 105 most likely originating from a real fault in an aircraft system
remain, which the method has therefore distinguished from fault messages without

30 any real fault in the associated system (no fault found).

The feedback 204 makes it possible to ensure that the results found by the
"ground-side" method 200 and modeled in the weighted graph 208 correspond
well with their actual application in the context of the "air-side" method 100, in the



10 intended to characterize the nessages, with a view to their subsequent
recovery by the "ground-side" nethod 200. The "air-side" graph 103 then
makes it possible to recogni ze whether parasitic fault nessages are present
and renmove themif necessary. The "air-sitge" graph 103 may, for exanple,
classify a series of fault 15 nessages 101 generated by the aircraft as

bei ng_non- 1 fiveforralitbrad B RIEPBARTAISE YadiR, sequence of messages 101

generated by the aircraft can be recognized, with a 60% probability, as a
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aircraft sy8& rEReRONSISiPRtc Kk araates bagk leor thatallows the; enfire dnethodrtom

faul t nessagﬁ‘ﬁro\o%tnlgggt 30any real fault in the associated system (no fault
found) . e tTeedback 204 makes it possible to ensure that the results
found bl0the "ground-si de" nethod 200 and nodel ed in the wei ghted graph 208
correspond well _with thejr actual application in tBe context _ of th .
Yairoalder met haHe BBt apre wholet BPa JMRIRPREE) JSmRed CoRityus Teatming
fal se faul tgycle, enablirlg it % adapt fRPheWGtuafisRs ahBeRfih StsdfteRing! 418 Qﬁélzgigrhﬁnce
operations are used t0 update the weighted graph 208 by nodifying cértain
st at uses, | faultsnessagssgpased on theedatagutyallyrobsenesd andthe feedbaak 284Ad not
detailed here. 5If a new fault is found then the feedback 204 adds the
event in the graph 208 (if the sequential pattern matching 201 has not done

so befors). Thd méthba eeibRtit Mdkdge protysding actaidingPrCtheSavertRl slesents

maki ng sure that the results are consistent, 1t creates a feedback I_oo?
that al | onsSeYRfabnadyantagesodt t 6owldprisy eusadseby . many aircraft and helicopter

manufacturers to improve their analysis and understanding of the generation of
fault messages and improve the diagnostics and pin-pointing of faults.

This process would allow them to reduce the display by the support systems

20 to the maintenance and processing of parasitic faults by the maintenance teams,
and thus avoid unnecessary and costly maintenance actions that lead to
significant time being wasted (particularly during the turnaround of aircraft on the
ground). It also makes it possible to provide information about the confidence,
probability and relevance of fault messages and to be able to target the necessary

25 maintenance actions with greater certainty and speed.

The main innovation of this method, and thus one of the main advantages
over other approaches, is to provide a system that fully utilizes the feedback and
general knowledge about aircraft systems and their faults. The system adapts to
new failures and improves automatically as faults appear and knowledge evolves.

30 Moreover, this approach makes it possible to have an explicit model of the
triggering of faults and the generation of associated messages, in the form of a
easily analyzable graph, which can also provide avenues for improvement when
systems as designed for a new device.

The knowledge model is specific to each aircraft family, and takes the fault



10 The nethod as a whol e, once inplenented, forns a continuous

| earning cycle, enabling it to adapt to new situations and refine its
filtering and anal ysis of fault nessages based on the data actually
observed and the feedback 204. 15The nethed for fault nessage processing
according to the invention presents several advantages. It could be used by
many aircrqmgkﬁ?qﬂﬁ%bbggﬁﬂer manuf acturers to inprove their analysis and
under st andi ng of the generation of fault nmessages and inprove the
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bei ng wasted (particularly during the turnaround of aircraft on the
ground) 5 1t also makes it possible to provide information about the
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possi bl1® t ocdraplexityn explicit nodel of the triggering of faults and the
generation of associated nessages, in the formof a easily anal yzable
graph, which can al so provide avenues for inprovenent when systens as
designed for a new device. The know edge nodel is specific to each aircraft
famly, and takes the fault 15 history into account. The scope of
this invention is not limted to the details of the enbodi nents considered
above as an exanple, but on the contrary extends to nodifications within
the reach of the expert. 5 In the description a determ nistic weighted
graph, or a determnistic PLC, was used as nodel 208. It should be noted
that this method is not limted to these two types of nodels for
representing the sequencing of faults. Many other nodels can be consi dered
depending on the type of nessages to be processed and their 10conpl exity.



16 CLAI M5 1. Method for processing at | east one sequence of fault
nmessages occurring in a device conprising many systens, which nmakes it
possible to discrimnate between fault messages nost |ikely originating
froma real systemfault and fault nessages w thout any real fault in the
associ ated system (no fault found), 5characterized in that it conbi nes:

an "on-board" nethod 100, executed in r@gﬁumgne, for recording fault
nmessage data 101 defining sequences stored in a fault database 102 and for

i mmedi at e di agnosi s assi stance using a diagnostics tool 103, and a
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determnistic finite-state PL thod according to claim 3,
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method 200 comprises a step 201 of analyzing fault messages using a technique
of sequential pattern matching.
15 3. Method according to claim 2, characterized in that the "ground-side"
method 200 comprises a step of creating a database of sequential fault patterns
207, and in that the following are calculated in the sequential pattern matching
step 201 for each sequential pattern found:
a) its support: the number of times this sequential pattern appears in the
20 database of sequential patterns 207 found,
b) the normalized value of the support for all patterns of the same size,
c) a probability that corresponds to the probability value that the last element
of the pattern is generated.
4. Method according to claim 3, characterized in that the "ground-side"
25 method 200 comprises a step 202 of constructing a model of parasitic fault
messages, from the sequential patterns database 207, in the form of a
deterministic finite-state PLC 208.
5. Method according to claim 3, characterized in that the "ground-side"
method 200 comprises a step 202 of constructing a model of parasitic fault
30 messages, from the sequential patterns database 207, in the form of a weighted
deterministic graph 208 representing the sequence of fault messages found

6. Method according to any one of claims 2 to 5, characterized in that the




determ ni stic graph 208 representing the sequence of fault nessages found
6. Method according to any one of clains 2 to 5, characterized in that the
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15 have an effect on the sequential pattern matching 201 by adding, deleting or
changing patterns in the sequential patterns database 207.

have an effect on the classification of sequential fault patterns extracted by
the algorithm of the sequential pattern matching 201.

influence the model 208 created from the sequential patterns by adding,

20 deleting or modifying statuses, links or weights of the graph.

11. Method according to any one of claims 5 to 10, wherein, in the "on-board"
method 100 of support for the real-time diagnosis, the diagnostics tool is a model
in the form of an "air-side" graph 103 copied from the weighted graph 208 and
making it possible to recognize, in a step 104, whether a fault pattern 101 can be

25 processed as plausible, ignored as likely to be a parasitic fault or put on hold as a
case that is undetermined and awaiting more data, according to previously
calculated thresholds.




