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110 Receive or generate predicted context data (PCD)

120 Receive or generate random context data (RCD)

Combine, according to a first predetermined combination
scheme (CS1), the PCD and the RCD to thereby derive
modified context data (MCD) representing a modified
random location and a modified random time

130

Encrypt the MCD, e.g. bel a public key of the next recipient,

150 to obtain a secured start data package (SSDP)
representing the MCD

Store the SSDP or causing it to be stored to a first data
storage (DS1), e.g. a blockchain or a blockless distributed

170 ledger, being accessible for providing the secured data
package for a subsequent secured authentication of a
physical object (PO) or group of physical objects.

| Encrypt and digitally sign the RCD and store, or cause it to |
| be stored, to a second data storage (DS2); |

|
__________ *__________I

Fig. 2A
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Detect at least one discriminating characteristics, e.g. PUF, of
physical object (PO) or group of physical objects (POs), to obtain for
each discriminating characteristics respective identification data
(IDD) representing an identity of said related PO(s);

210

| Hash, by the respective 1st cryptographic hash function (HF1), the |

290 obtained IDD of the respective discriminating characteristics to
~= | obtain a respective initial hash value (Hi) related to the respective

GGenerate or read from a marking of the PO(s) a location-invariant
230 . . . .
and time-invariant serial number SN

determine a data set H of a combination, according to a second

240 predetermined combination scheme (CS2), of the one or more
respective (a) first hash values Hi or (b) IDD values, the random
context data RCD, and the serial number(s) SN of the PO(s)

Apply 2nd cryptographic hash function to the combination H to
250 obtain an original hash value (Ho);

570 (GGenerate Initialization data (IND) representing saild Ho (and If
applicable, its digital signature obtained In step 260)

Add a representation of said IND, e.g. a respective marking, to said
PO(s) and/or store said representation of IND or cause it to be

280 stored to a third data storage (DS3) and adding to said PO(s) a
representation of a pointer Indicating where the IND can be
accessed in the DSS.
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310

320

330

350

360

© =

(Generate or read from a marking of the PO(s) location-invariant and
time-invariant serial number(s) SN

determine a value H of a combination, according to a predetermined
combination scheme (CS2), of the random context data RCD, and
the serial number(s) SN of the PO(s)

Hash the resulting value H by a cryptographic hash function, a
combination, according to a predetermined combination scheme
(CS2), of the random context information and the serial number(s)
SN of the PO(s) to obtain an original hash value (Ho);

Generate Initialization data (IND) representing said Ho (and if
applicable, its digital signature obtained In step 340)

Add a representation of said IND, e.g. a respective marking, to said
PO(s) and/or store said representation of IND or cause it to be
stored to a third data storage (DS3) and adding to said PO(s) a
representation of a pointer Indicating where the IND can be
accessed in the DS3.

Fig. 4A
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Apply a respective challenge of a predetermined challenge-response
authentication scheme (AS) to each of multiple PUFs of a PO(s) to be

410 authenticated to trigger a respective response according to the AS In reaction to
the respective challenge;

Detect a response by the PUF In accordance with the respective challenge-
415 response authentication scheme in reaction to the challenge and derive therefrom
respective identification data (IDD);

| Apply for each of the PUFs a respective first predetermined cryptographic hash |
420 \Y\I function to the IDD representing the respective PUF to obtain a respective initial |
1 hash value (Hi) related to said discriminating characteristics; |

Recelve and decrypt a secured start data package (SSDP) representing
425 encrypted context data (CD) representing a location (x0) and a related time (10) to
recover said context data (CD);

Recelve or determine current context data (CCD) representing the current location
430 (x) of the physical object or group of physical objects and the related current time
(t) of presence of the PO(s) at their current location (x);

Determine an applicable combination scheme (CS3), e.g. according to Fig. 7,
435 wherein CS3 defines an inverse operation to a corresponding combination
scheme CS1 previously used to generate the received CD,;

440 Combine, according to the determined CS3, the CCD with the decrypted CD to
thereby determine test context data (TCD);

Read and verify signed Initialization data IND related to said PO(s) from data
445 storage DS3 or a marking on the PO(s) to recover from it an original hash value
(Ho) being represented by the IND:;

Generate a test hash value (Ht) by application of a second predetermined
cryptographic hash function to a predetermined combination Hc of the values (a)
Hi (if step 420 present) or (b) IDD (if step 420 i1s absent), the TCD and a senal
number SN provided on the PO(s), wherein this second predetermined
cryptographic hash function 1s equal to the corresponding cryptographic hash

450

function used to determine Ho represented by the IND;

Generate and output a first reading result (RR1)
455 iIndicating whether or not, according to at least one

predetermined matching criterion, Ht matches Ho and
thus indicates authenticity of the PO(s).
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5 500

Receive and decrypt a secured start data package (SSDP) representing
510 encrypted context data (CD) representing a location (x0) and a related time (t0) to
recover said context data (CD);

Receive or determine current context data (CCD) representing the current location
515 (xX) of the physical object or group of physical objects and the related current time
(t) of presence of the PO(s) at their current location (x);

Determine an applicable combination scheme (CS3), e.q. according to Fig. 7,
520 wherein CS3 defines an inverse operation to a corresponding combination
scheme CS1 previously used to generate the received CD;

595 Combine, according to the determined CS3, the CCD with the decrypted CD to
thereby determine test context data (TCD);

Read initialization data IND related to said PO(s) from data storage DS3 or a
530 marking on the PO(s) to recover from it an original hash value (Ho) being
represented by the IND:;

(Generate a test hash value (Ht) by application of a predetermined cryptographic
hash function to a predetermined combination CS2 of the TCD and a serial

535 number SN provided on the PO(s), wherein this predetermined cryptographic
hash function is equal to the corresponding cryptographic hash function used to
determine Ho represented by the IND:;

Generate and output a first reading result (RR1) indicating whether or not,
540 according to at least one predetermined matching criterion, Ht matches Ho and

thus indicates authenticity of the PO(s).

Fig. 6A
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