1 Decenber 2006 1 AN I NTRUSI ON PROTECTI ON SYSTEM AND lﬁOD FIELD OF THE
| NVENTI ON 5 The present invention relates to intrusionNE 5?85@?r or a
conputer network, in particular to a nethod and systemfor protecting a
network with nultiple conputers against intrusion. BACKGROUND 10 The
accessing of information through the Inﬂernet, sharing of files across
network, sending and receiving emails with attachnments and utilising

dat abases by way of | TN SYSTEir AND AWE D of the daily

routi ne for many people and businesses. Alnost all electronic

conmmuni cation is subject to the challenge of 15 managi ng the risks

pr esent ed RIBLD &FaTHE INYBSTION | d ef fectively, to protect itself against

mal i ci ous attacks and hacking threats. These malicious attacks and hacki ng
threats are wusually the result of hackers exploiting security

vul ner &bi | i ti esTherpresempinventichalates te int@aiomprowecticefona ichbyputer R, i t i es

proliferat] .0, C are npt newfound. 0 _Jypigcally, st worns
and Vi rus@g H%%'S‘ Bq%%\%ffo%&?bsiyﬁfem gog p{ﬂg(ftmg WQ&W‘@MW@@P Cﬁ@?[}%&l r eady
uncover ed agaidstiabugiorovi ded users with a patch (although there typically is
a lag between the tine the users, such as systemadm nistrators, get to

| earn of a patch and when the software vendors nade the patch avail able).
However, BACKGROUNDal | enges arise when a day-zero attack occurs, that is
when hacker exploits a flaw that even the 25 software vendor does not
know about. Wthout any renmedy patch avail able, such zero- day attacks are

of ten hi ghly p&hehoeessiagaf infdreatioh Yhroogh teiifidfet, Abadng 6NEESIHGBSE,  many
applicati at endpoints in a network are

s and _operating systens rupni
vul ner abl ﬁgl%’r SSB‘ﬁW ﬂﬂ%[ée Ieéﬁi"ﬁé”‘@'fat%%@ﬂﬁ'&tﬁén Htilizing detabases dyMayev ant
sof twar e phelettronicscopirmyecatipnaaet Sow? paa of thel daily Astiaé @ franl/péspkadra- day
attacks present th r a] est. 30 concern in today's cyber wor Fd, especially
for syst ehlrl%l?.ﬁfsg% Cglfrﬂ{sga Lﬁlﬁ{:q:ﬁrgq fofpauRication is subject to the challenge of
15 managing the risks presented in today's cyber world effectively, to protect itself against
malicious attacks and hacking threats. These malicious attacks and hacking threats are

usualiy the resuit of hackers exploiting security vulnerabilities in computer software.

Commonly, security vulnerabilities proliferating in cyberspace are not new-found.
20 Typically, most worms and viruses exploit vulnerabilities that a software vendor has
already uncovered and has provided users with a patch (although there typically is a lag
between the time the users, such as system administrators, get to learn of a patch and
- when the software vendors made the patch available). However, the main challenges
arise when a day-zero attack occurs, that is when a hacker exploits a flaw that even the
25  software vendor does not know about. Without any remedy patch available, such zero-
day attacks are often highly perilous and extremely contagious. As a consequence,
many applications and operating systems running at endpoints in a network are
vuinerabie to a continuous avalanche of probable attacks until a relevant software patch
is properly and successfully installed. Thus zero-day attacks present the greatest
30  concern in today's cyber world, especially for system and security administrators.
~ -Further, increasing numbers and seriousness of day-zero attacks and viral outbreaks
demonstrate a need to secure and monitor critical endpoints in electronic
~ communications.




Further, increasing nunbers and seriousness of day-zero %}tacés g viral
out breaks -denonstrate a need to secure and nonitor crii‘i cHF™m ?&%@ nts in
el ectronic conmunications. 1 Decenber 2006 2 One preventative neasure
that can be enployed is to use a firewall. However, firewalls provide only
limted protection. Asingle firewall Ts typically placed before a server
to protect it fromexternal attacks. In the case of hackers using deceptive
packet s. cont aiUnergeentativesheassirafhal carabé emplaybd isteaseid firewsll. Hovkeaer, when t he

firewal | 4 f i | l,omi ng,.the ba acket.s . through. Euyrthernore, if
t he hackif'heéjmll"g%g’%‘ﬁ(ge ?&&ﬁma\ﬁdtﬂﬁ?tﬁg‘ﬂ%%%?%ﬁke,wag S&P'?aﬁ'ﬁé?éﬁ?"ﬁehgeﬁ reval |
i s usel eservebltdprofeat it fidn elteddDaticks. inthe @ds® bf Backess usif9dedaptive! | i am C.
Arnol d et al. i scusses .conputer network security preventative neasures
by det oo PRORSLS PORIABING %U@"C'BQESQP'%POW,GP?8&%&'%? brgkemyhen thafirgvallis i on.
U.S. Pat fod¥dl info dilblinkPthe ba8paekets thrédgH IFurthdidfte! iPth%%a‘cHH?'ié JondHrgifiUsses

the detection of a virus attack by wite-protection of storage devices at
boot ti m¥Hindhe peiwasls byarinside). the drawallds ussles®m nodul es, device drivers
and application prograns. U.S. Pat. No. 5,956,481, issued on 21 Sep. 1999

to Janes E. Wl sh, discusses open-file hook intercept techniques for
det ecting vi r YsS.graishaca 440, 723) issued on 8 Augs t9%touilias C. denadet aln i s t he

ey zor o a8y Boh Bt noBf <00y choheliBir PBRites oV ARE0n o it «
t ake r enbehaliowdtliomred i tokingtremetlial actionl edge of the security vul nerabi lity

that is exploited. SUMVARY According to one aspect of the present
invention, there is provided an intrusion protection system (IPS) for

pr ot etcti ng ? UW.?‘HO.@SMHK?,EQQUG&%@SJAHK&9:9610 ptei-hes_ﬁn,tmwsésethé from
conputer .network intrusions, the system conprising: an intrusion
prot ect | BRI ‘5@ ‘(‘,‘Bﬁ"tﬁttﬂcpi’ry wisapretactinn ofsdorage devisap at potdisra@id and one

or nore kg iMarith ehddksioh syatdhh HoalilekYdevice drivers and application programs.

U.S. Pat. No. 5,956,481, issued on 21 Sep. 1999 to James E. Walsh,
discusses open-file hook intercept techniques for detecting virus presence in files. in
these documents, detection is the key component to their functionality well-being.
However, during a day-zero éttack, it is usually impossible to detect, not to mention to
take remedial acfion, without full knowledge of the security vulnerability that is exploited.

SUMMARY

According to one aspect of the present invention, there is provided an intrusion
'protectidn system (IPS} for protecting a computer network having a plurality of host
computers from computer network intrusions, the system comprising: an intrusion
protection system controller coupled between the computer network and one or more
external networks; a plurality | .




1 Decenber 2006 2a of IPS engines residing in respectl hos%3 C uters of
the conmputer network, each |PS engine controlled by th 1SHET A&

protection systemcontroller, for nmonitoring and controlling inbound and
out bound transmi ssions to the respectiye host conputers; wherein the |IPS
engines are arranged to isolate the transm ssions of their host conputers
formthe conputer network automatically; and wherein the intrusion

pr ot ect i @RS shgines msiding ineesprotivd hest cbh@utd?§oEﬂhgicb&$)utB‘r natwaikadgichor | sed

event detggted. b t.lea one of t | PS e nes to anot her
aspect ofiﬁgﬁﬁg'ﬁ'?é%gﬁ?"qd%ysth?irgrr‘l's'opﬁ)é? cHQn $fs rOAIAFr&?rHBW' SRIFPBt ect i ng
a conput @bnmﬁwg)mboimvarﬁtgo&ﬂbmnu t?éris'wsﬁénsh@&he ?éyﬂiééﬂ\férlfﬁ)sf ESmp@ersput er
network i ntrysions c risin nmoni toring and controlling i nbound and

out bound W q\ef%{ﬂg?ﬁ @’é%‘g nesrarg aﬂ%%qtodé?ﬂﬁ%ttb?ya“%lsﬁ@nﬁ ﬁfﬁ%ﬂraeﬁq i ntrusion
protecti @Bn@)ﬂﬁér@fﬂmt(thé’@bmﬁﬂ&k REGvoHESUSAEcAN; ér?@ﬂﬁér’eid’tﬁehﬁﬁfsldﬁonpm ers of

the conputer network, eac S engi ne controll ed by the intrusion
prot ect | @FPtQQWéﬁE%hF@ETqH@rHOt'ﬁ@% et IPEenginesaf o ungehodseshevent defectedi d

transmi S%g%f‘%asyéﬁé‘&tﬁ@ﬁ% Bﬁg?rﬁégual engi nes; isolating a host conputer

fromthe Conmputer network automatically, when an unauthorised event is
detected with that host conputer; and notifying the IPS engines of the

5006 3 Aocor ALY TG SRbeRlr s Bt ikt BAPICE mdniE e
met hod pf prwmntanMOmmmamawerkd‘iav&ng:@ plusdlity pﬁﬁés&@bhpﬁf@mmﬂitmﬁﬂfuter

i ntrusions A]I< and. outb und tr Efi{{] Si Q | nd| VI dua] host
conput er SEHYL fﬁg%stogpé:&n}pgsggt HepLoraan Bgite an

unaut hor traeshmi¥ens ofm&ﬂis@@bmﬁutem%sld@hﬁ@ioﬂuaﬂﬁltruﬁbﬁ ﬂj!ék?irohrs’s}@@?ﬂ ssions of
a host c?ggjlter are | ocked down, thereby isolating the host “conputer from

the rest £RINES FRstiding on sesRsiclive h@ﬂl@ﬂmm@fé%‘rel@mﬂ?f IR GRER 1
provi des B3iEhGife cBREMIA DY hE inthfsfsh rofB4iBh ¥ystem controller, detecting

unauthorised events from said transmissions, using the individual engines; isolating a
host computer from the computer network automatically, when an unauthorised
event is detected with that host computer; and notifying the IPS engines of the
unauthorised event detected by at least one of the |PS engines.




BRI EF DESCRI PTI ON OF THE DRAW NGS Further features of e di ng%qogf t he
present invention will be readily apparent fromthe foll iled
description of a non-limting exanple, with reference to the acconpanying
drawings, in which: FIG 1 is a schemaLic block diagram of a world-w de
networ k connecting an intrusion protettion system (IPS) according to one
enbodinent; FIG 2 is a schematic block diagramof a termnal connecting to

the | PS wit h| rAccEtdBlgtH)anl-'érﬁbodﬁnEﬁt anmh@rmtprctebimpéysrbnagh@mewﬁod he | PS
engi ne wt and . FIG 4 eeg\z%tlfles an operatin process of the

"RY 1t hikOteRdiost corhuB Rt somyte OB R B ORGP LA RIS Y ¢

Fi gure 1outtieing tiabs®Reiths af WaMdinrhek? coRpRit€Area1RONRI tJeQietéc% be' ng a
plurality of private networks 120, such as |ocal area networks AN), w de

5 area né’t‘%ﬂ‘@s*ﬁ%‘f@ﬁt?@ Oncaan ynaethogised prent irdatededibe inbound Bn@ onnect ed
Wi th eachkymidimb tr‘éh@m?s@%né of §h8§ttoo?‘réﬁjtér°efre &%ﬂ@q%\nﬁrmg eﬁﬁzéglﬂirng‘fﬁé ot de

area networKk). private networ y~a plurality
of term @Qﬂwuﬂﬂoﬁb@ﬁé@ﬁtwtf@thmﬁ nateorks Arglabal ng@orki$eewityrprdviderde net wor k

10 furth%rro\h&'gg ﬁérs%cﬂﬁ%‘é@”fce%?&ﬁ’lrteﬁ service provider (NSSP) 150, which

provi des "network securit efrent services for the 10 private networks
120 or personal conputers 122. The services provided by the NSSP 150 are

subscri pty < = rvices. The services include:
subscri b?@EFﬁﬁ'gﬁ”ﬁt”@@g’fsiﬁEfﬁﬁémN@ eansing, system policy consulting,
systemtraining, security surveillance and incident 15 nmanagenent,

notification caunt er neas s depl oynent, renote viewer for review ng
up-to-date se%ﬁah?rfe?tHf%r%%?ﬁ'%‘?PtﬁQ RPresanginvaption wil beterdissp 150

~enabl es: apsawehtfforﬁrtﬁé@ﬂ@»aﬁ@@bfané@d@?@rwsn Bf‘é’nsﬁ‘-ilﬁl'itﬁ?@e?é d, WithPo! i cy
centrally, right down to all the termnals 124 and”serv rs 123 of the

private F@?WBPR&O t@g@ctatpmpamdrawmgs in which:-

FIG. 1 is a schematic block diagram of a worid-wide network connecting an
intrusion protection system (IPS) according to one embodiment;

FIG.2isa schematicr block diagram of a terminal connecting to the IPS within
FIG. 1;

FIG. 3 is a schematic block diagram of the IPS engine within FIG. 2; and

FiG. 4 exempilifies an operating process of the !PS within FIG. 1.




subscribed to the NSSP 150 services. 20 Network intruderi%QBObmﬂﬁﬁhn t he
wor | d-wi de conputer network 10 attenpt hacking and atta Fﬁ@ ol e
private networks 120 or personal computers 122 via unauthorised access,
sendi ng conputer viruses or the |ike. ny such network intrusions occur
during transaction activities between tHe private networks 120 and the 25
Internet 110. Such intrusions may al so occur within the private networks
120, for Q§§ﬁ%ﬁ9‘yﬁ§aBﬁaﬂp®bd access via wireless facilities. An intruder
protection system (IPS) 180 is installed by the private networks 120, to
control and nonitor transactions within the private networks 120 traffic.
The | PSs 30 1dtefarieods Sigrad dhew is Bhawrea wegwidgocamputetretwerkdfnet 120 or a

dedi cat ed,jnéi@dind ' ' ' ] t the
ospoct | varaiing BBIAARG oforRlale Riofka T2U WER biTobel 1Y rbbdond GN8N <2 1 5
may have £reqretwased¥sANher the fike, and persohal coP@uter8022 comrtestey witBeaehces t hat

the NSSP Jo‘iﬁ)e,-maotﬁéﬁﬁerﬂe?1?‘2?5&?%@%9@%}@ Mk?er%ﬁgiet]zﬁga n%eﬁ?ﬁ{ oiztﬂgﬁe >

i ncl ude the provision of | me nanagemnent no Ti-ng Of
private rEvaiemetworks h2@ isdpaned by-a atusaityt of dermindlh 424 RGste@ Oy ptleastdee security

prof 1110 T oekaoan onpad i St e A S bRl S0t - basea
det ect i on PEHiHa5(NESE} ?ﬂh,whi(gi Rovides retwarkdsecerify stanageimehtesprvices fomthet or i ng
ol 1 et v Nt DYRIORES PP per g b2 31 o0 a any of the private
networks 120 be faced with attenpted hacking threats, worms, viruses or
e ke ot ThEE kB AR e 18p 10 Bt UGS RRR nl BB, "
threats asevishs.etb¢ sevicemintiugledsutBanitiers' endpdist ssassmet aaddleansiagienent are
A nar S EokS, SEb00hG o (d Rl e G ol 5, oo
- 15 management, notification and countermeasures deployment, remote viewer for
reviewing up-to-date security information on demand, and the like. The NSSP 150
enables security professionals to manage and enforce security policy centrally, right
~down to all the terminals 124 and servers 123 of the private networks 120 that have
subscribed to the NSSP 150 services.
20
Network intruders 130 within the world-wide computer network 10 attempt
hacking and attacking of the private networks 120 or personal computers 122 via
unauthorised access, sending computer viruses or the like. Many such network
intrusions occur during transaction activities befween the private networks 120 and the
25 Internet 110. Such intrusions may also occur within the private networks 120, for
example unauthorised access via wireless facilities.

An intruder protection system (IPS) 180 is installed by the private networks 120,
to control and monitor transactions within the private networks 120 traffic. The IPSs
30 180 are associated with the NSSP 150 via the Internet 120 or a dedicated, for instance
a private communication line 111, to protect the respective private network 120 against
network intruders 130. The NSSP 150 may have a full access and control of the IPS
180 remotely. Services that the NSSP 150 provide, in association with the IPS 180, _




be a standal one device attached to the private networkméi%. 18 ‘Ih'ﬂ)g) | PS 180
provides multiple |ayers protection to the private net CEORE g the
| ow- | evel data packet analysis, driver |evel protection, blocking of
selected applications, and the like. This creates a multi-layered shield
of protection for the termnals 124 and server(s) 123 of the private
network 120. 20 At the data packet |evel, the IPS 180 nonitors incom ng
traf fic arBclfeoBedrodsion omeaﬁﬂime Bpagerentandi the thoatorgsof tiee privatepr i vat e
network 12fwdken 20hdgbihttdratgast enpt  or foiling attenpt rmade by a
potential intruder to scan or collect information fromthe ternminals 124
and the server(s) 123 of the private network 120 is detected and 25
reported. Al ikNpsi ] > r t f the termnals 124
Cor seryer(s) 13967 e TR T R R ol s e aeid | pS 1o
bef or e®t h&jfaiggraent apd sislem usage arofiing lgkdawmatgehndbgy. | PE Ia8@oahso provi des a
feature f ' |nf 30 In addition, the IPS 180
can det ectLolg MR NS ARG deleher SR Brolston, ik SF5i 0BT tsdls'Bn oyt om
(1 DSy t eclinegréyinositering ang! Ipekdownogystem evert loysaauditiag) hdst-based f@8walikeal PS 180

i s desi . t.er 4 t h 3 of th
ori vat e _nepiaeRPUIERES ebebitly Urifit I it idng S el De & 1
popul at i oifecef withrgempigchkackinghereatsdiveimds) airusdSorahg liltes By hetodleinadéree

term pgl f. i twork 120, t bl i
secur 10y 125 IS N SBONE, ibdseofEthrr WS BRSSP Bl dniicmnos o O
cont r ol | efouUNigrmAasuRsitd kositre suasserndtyshiehts sremifeaivelydaiged. Butat e net wor k
120, whi ' i di ei d_whi ' ted
wth a st SounlieBBneR andNaBe A B P e AP SRl C RIS 0 BV B ous
ot her t er istaliedin a Gendrafiséd/tatreinalatl W privaleetiverkc 1415 edoathb @eRRE 423, loy
services pi Q\éia(?l%glong dreOige Qﬁgclzﬁe%?g theSprivate network 120.

15
The IPS 180 provides multiple layers protection to the private network, such as
the low-level data packet analysis, driver level protection, blocking of selected
applications, and the like. This creates a multi-layered shield of protection for the
- terminals 124 and server(s) 123 of the private network 120.
20

At the data packet level, the IPS 180 monitors incoming traffic énd proactively
blocks any unauthorised access to the private network 120. Even any slightest attempt
- or foiling attempt made by a potential intruder to scan or collect information from the
terminals 124 and the server(s) 123 of the private network 120 is detected and
25 reported. Allintrusions and attacks targeted at any of the terminals 124 or server(s)
123 of the private network 120 are stopped by the IPS 180 before they have a chance
to cause any damage. The IPS 180 also provides a feature for tracing the network
intruders 130. In addition, the IPS 180 can detect system faults quickly as it hosts
intrusion detection system (IDS) technology enabling it to operate at near real time.
30 ‘
The IPS 180 is designed to protect all the terminals 124 and the server(s) 123 of
the private network 120. The IPS 180 includes an !PS controller and a population of
IPS engines. The individual IPS engines reside on the terminals 124 and the server(s)
123 of a private network 120, to enabling security features in association with the IPS




The term nal 124 includes an operating system 101, appli E:%tlog é@% and
dat abases 103. The IPS engine 200 installed in the term 153 s as a
smart nonitor and detector for possible hostile behaviour, attacks or
intrusions on the operating system 101, applications 102 and dat abases 103
of the termnal 124. The 10 I PS engi ne EOO provi des security policy

enf or cenent ﬁt di ferent | ayers of the operating system 101. The function

of the | P$°8 a'h'ie igy(s ¢ WHfEales Pﬁﬁﬁﬁ%{bﬂ@éﬁl"aln@‘iy%ﬁsprlaatetrleéﬂorkéﬂﬁ] wlkith 124 to
t er i nal Inaelsdqme eagﬂelzsolr@éuanﬁg tﬁér@aﬁlafnhwﬂfh' M&E %1% d&ﬁhﬂ?ﬁ
oper ati on, the 00 screens al oun

transmi ssi®BR%° @F 19%&”1'@} 'ﬁﬁ'ﬁé’l coppgcigf do V@’W@lﬁ 10§19t termir@IS)PShe@nvate Inktwork 90.

Wien t her @205 subsWiticdl to isBEGY 58RiceSE ! 50! Ntrusion, or any
abnormal activity at the ter}?n naf fFB%JideEl bgq%gggﬁgﬂsﬁe 200 reports this to

the | controller 190 and | ocks down all network comuni cati on channel s
and/ or ports o t 124. This
action EI ocks ?Rgﬁtﬁgﬁﬁ?@mcgkgﬁiagodgﬁ@%a %‘%ﬁ]??ho tlQ%!C{nﬁellbg‘O er m nal
124, so a82¥bagsscliSniThedPESibing 200 installadfin thei torminal t2dvemtcas akmalte hacker
attack o f I, r ng occurs
wthin t hgh %Pﬁv%@eﬁ%@v%ﬁiﬁsm héll‘%ﬁb ?%%gi%ﬁp%ﬁg%ég "#'an'% °§'§ %gﬁﬁgl t g dea:J
Wwith the PPFralg pystam 101, fapplicatiopaioe anQQaabaaesdtOBmgtraa termmm mmwer

rogr r h t hr e S
progreaps s ér'ibfiné Qé'@prolnﬂéé @éélﬁ"ﬂ/ ;'t)cghck RfifotUnPat Gdnf}%ré }Ig gf I”Hb ound

resol ved successf ul I'S Tenpbve
and out bB{HRM t1pén§h¢ Q@FWTSOfatballlﬂS eHDmQ@@ rariges from pemkeaanan&isrmtthebe sol ved

by the | Pt%rm%ﬁﬂﬁﬁo%&ﬂuﬁél%kfig@ﬁ ahli ol t| oﬁﬁggéﬁ\gﬂg Q{W he | PS engi ne

200 reports further to the contro al 124 remai ns
I solated fromthe private networks 30 120 The ISP 180 may further report

threat. 15 produand R BB TREE I 28 S fpe o kFH BdBloSuft tare
pat cHés . dransmissiansef gfe terminalskas amnrepo:rts foeth® 1RSgoritiutiet 190 AWVhed tHoesRMber
2006 7 3 viral infection or malicious hacker intrusion, or any abnormal activity at the terminal
124, the IPS engine 200 reports this to the IPS controller 190 and locks down ali
lnetwork communication channels and/or ports of the terminal 124, thereby isolating the
terminal 124. This action blocks the inbound and outbound transmissions of the
20  terminal 124, so as to prevent spreading of an infection or advance of the hacker attack

on the infected terminal 124. Thereby no further spreading occurs within the private
network 120.

The IPS engine 200 may attempt to deal with the threat itself, for instance
25 activating a virus remover programs or the like, installed in the terminal 124. if the
threat is resolved successfully, the isolation is removed, thereby allowing inbound and
outbound transmissions again. However, if the threat cannot be solved by the iPS
engine 200 itself or the virus remover program, the IPS engine 200 reports further to

the IPS controller 190 and the terminal 124 remains isolated from the private networks
30  120.

The ISP 180 may further report fo the NSSP 150 for solutions regarding the
threat. After a cure for the threat is produced, the NSSP 150 updates virus signatures,
software patches or the like of the ISPs 180 for removing the threat.




controller 190 which is in communication with an |IPS

on a termnal 124 or a server 123 of a private network 120. For ease of
reference, the termnal 124 or server 5_123 hosting the IPS engine is
hereinafter referred to as "the host". The IPS controller 190 provi des a
multiple IPS engines adm nistration and nonitoring feature 181 for all |[IPS
engi nes. 200. There is no specific limt to the nunber of |IPS engi nes 200

that can Dbe cqnikghlifutsd SiHdfdfc !ﬁ%ti%@B%lg&iég@gﬁggan Iﬁrsoé&{rgﬁr 45

controller 190, a system adm nistrator rivileged control of
the | PS ery§ii¢ieis ipeunmunisatianwitiian iffengh® 20(hinstallDOn Adermimat 4284 ota t he

dat ab - i gyi i i { 103
ry i not udaner 123 bl piARE nefiork $20! £ s of RRGERBE W kerhle EAEARERGE 100
ar chi vBs @3 hoglingsthe I2$ ehgige fieherainaBert raferreddy ab &he host gt RS tdntrolld?S

The 1ps 150 PAREITHORGR IS hrte AiniE Rt oY ROl 180R7 B 011 ot

may be cl d8Siengiaes 200. oThake is naspenifid liost tores namberai tiP$ engings 20Mthahehmet wor k

protectio hoEL: ' ) , . PS engj 200, nonitors
t he host 'ItB g%ﬂtﬁ%l egg\ye%néf'é&éﬁs ggﬂé‘%"gm% %é%atﬂéﬂig%f:%rﬁ([:oilﬁgi&gﬁfygﬁ%i ci ous
i nt ernal @dministesfortrhgy bepgiven prigieggd tentrol 6fithe VRS erginem 800 mmatgly. t he | PS

engi ngy 200 | ogs and archives events 212, such as intrusion events, host
events, application access events, data packet transm ssions and traffic

evi dence. TheThedfsS angina 206 hag accesy ththeumtababes 10310t the hostrfat ieriesingy a

syst em adg.nl st.r at e S 180.. The | ogs, .a r chi ves. al so be
sort ed ac?:n(grhl hé&t 3&? g%tabg%ees‘,ide%\mﬂ’f '"Pk‘/é%? ﬁreér%?léla{}?%@,a téﬁeé’aﬁpg‘?z g or
descri pti everftéogsemd architesi 208dor supposing Heatlies tien ghaycbe2PRvided bpalel IPS, the |1 PS
engi ne 20 ' net.wor k atection, 22 such as: net I.ntrysion
detecti onoabe 2y Indiises s TaEbe BRtarataydiuatealy aranaay brabe S

t r anst® sscentrgiect9ficol 224, application control 225, registry access 30
control 226, file access control 228 and signature updates 229. Each of the

network protections 220 may be dedicated to protect the hosts or host
conput ers fronTee feaeced that the IPS engine 200 provides may be classified into fwo

categories: network monitoring 210 and network protection 220. For network

Figure 3 illustrates a schematic function bl ock diagra an, | P
ghyleﬁ%maﬁoﬁpﬁst all ed

monitoring 210, the IPS engine 200 monitors the host terminal events 212 constantly
20 and intercepts any suspicious internal event of the operating system 101. While

monitoring, the IPS engine 200 logs and archives events 212, such as intrusion events,

host events, application access events, data packet transmissions and traffic evidence.

The logs and archives may be used for further analysis by a system administrator of the

IPS 180. The logs and archives may also be sorted according to log type, event type,
25  source, category, user or description for easy retriever.

Once the IPS engine 200 is enabled, the IPS engine 200 provides network
protection 220, such as: network intrusion detection 221, firewall defence 222, collective
defence 223, secure transmission protocol 224, application control 225, registry access

30 control 226, file access control 228 and signature updates 229. Each of the network
protections 220 may be dedicated to protect the hosts or host computers from a specific
type of intrusion, for instance as described below.




type of intrusion, for instance as described below 1 jfnber 220(23 8 The
network node intrusion detection 221 | ooks at network trafdPPPedi®ned for
t he host non-prom scuously. The I PS engi ne 200 captures and anal yses all

the inbound and out bound packets that %re protected. To identify potenti al
attacks, the IPS engine 200 checks each packet against security signatures

t hat have been oargeg‘?’ intog .5 the databases 103 of the host. The network
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host to bhggk the listening ports 25 nanually. Once a host is secured with
the collective defence 223 of the |IPS engine 200, the host in the private
-network 120 becones self aware and fully equi pped to defend against
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15 detection 221, the built-in firewall defence 222 mechanism allows automatic or manual
blocking of intruders. It supports all kinds of transmission protocois, such as ICMP,

TCP and UDP. A scheduled or permanent blockage may be configured with the IPS
engine 200.

20 : With the firewall defences 222, the IPS engine 200 captures every packet that
the host receives. Generally, if the number of packets that match a unique pair of
source target identifiers exceed a predefined threshold value, the engine will block
subsequent packets from passing through to the host. Further, the IPS engine 200 also

detects fistening ports and allows the user at the host to block the listening ports
25  manually.

Once a host is secured with the collective defence 223 of the IPS engine 200,
the host in the private network 120 becomes self aware and fully equippéd to defend
against incoming attacks through early wamning from its peers. When the host is

30 attacked by an intruder, other IPS engines 200 secure their respective hosts from a

similar intrusion. This results in all host computers being immunised against this
intruder.
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The IPS controller 190 may also provide a secure transmission protocol 224 for
providing the IPS engines 200 with a secure and encrypted channel for communicating
with any nodes in the protected private network 120. The secure transmission protocol
may support different cryptographic methods.

20

Application control 225 allows the system administrator to grant or deny specific
applications network access. Under the application control 225, there are two
protection modes, trusted and untrusted.

25 In the trusted mode, the host allows all network access by defauit and you can
add rules to deny applications from having network access. In the untrusted maode, all
network accesses external to the local area network (LAN) of the host is denied. Rules
can be added to grant specific applications network access or set the IPS controller 190

to insert permission rules automatically when attempts at network access by
30 applications are detected.

All subscriber IPSs 180 may receive regular signature updates 229 from NSSP
150 and keep all the IPS engines 200 updated with the latest known attack schemes.
Updating of the signatures may be scheduled automatically in the IPS 180, or the
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Description i )
customise file protection. Upon selection of a flag, the action as defined by the flag is

executed. Table 1 shows examples of various flags that may be used.

TABLE 1
Flag . Description
All Applies all the protection flags to the files
Read Prohibits the reading of files
Direct Read | Prohibits the direct read access of drives
Write ) Prohibits the modification of files
Direct Write ~ Prohibits the direct write access of drives
Hide - Hides the files
Rename Prohibits the renaming of files
Delete Prohibits the deletion of files
Open Prohibits the opening of files
Create Prohibits the creation of files
Replace | Prohibits the replacing or renaming of files
Retrieve attributes Prohibits the retrieval of the attributes of files

Change attributes Prohibits the modification of the attributes of files
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flags, the action as define e correspon

shows ex¥hishedlows agminigiators tagistamide registry protectiont Umm seldstizmBE a2
flags, the action as defined by the corresponding flag is executed. TABLE 2 shows

examples of various flags and their description.

15 TABLE 2
Flag Description
All Applies all the protection flags to the registry
Open Key Prohibits opening of registry key
Create Key - Prohibits creation of registry key
Hide Key Prohibits registry key from hiding
Hide Value Prohibits registry value from hiding
Load Key Prohibits loading of registry key
Set Value | Prohibits registry from setting value
Set ValueEx - Prohibits registry from setting valueEx
Query Value * Prohibits query of registry value
Query ValueEx Prohibits query of valueEx
Unload Key Prohibits registry key from unloading
Query Multiple Value Prohibits registry key from query multiple value
Enumerate Key Prohibits from reading registry key of a program
Enumerate Value Prohibits from reading registry value of a program
Delete Key Prohibits removing of registry key

Delete Value Prohibits removing of registry value




Fl ag Description Al Applies all the protectionflagst ere ry Open
Key Prohibits opening of registry key Create Key Prohi b 68?188'[9‘#@?
registry key Hi de Key Prohibits registry key fromhiding H de Val ue
Prohibits registry value from hiding i)fd Key Prohibits | oading of
registry key Set Value Prohibits registtfy fromsetting value Set Val ueEx
Prohi bits regi stry fromsetting valueEx Query Value Prohibits query of
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As illustrated in Figure 4, the IPS 180 monitors all the inbound and outbound
15 transmissions of the host or host computers (step 410). All IPS engine 200 are
activated to protect the corresponding host or host computers. When any of the host
encounters any intrusions or unauthorised events, such intrusions or events are
detected by the IPS engine 200 (step 420) of the relevant host. The relevant host(s) is
isolated from its network 120 (step 430) when any intrusions or unauthorised events is
20  detected. No transmission is permitted between the relevant host(s) with its network
120, to protect the other host being infected by the similar threat.

Depending on specific requirements, each of the hosts/host computers may be
25  configured to allow customised protection.

It will be understood by those skilled in the art that, even though numerous
characteristics and advantages of various preferred aspects of the present invention
have been set forth in the foregoing description, this disclosure is illustrative only. Other

30 | modifications may be made, especially in matters of structure, arrangement of parts
and/or steps within the principles of the invéntion to the full extent indicated by the
broad general meansng of the appended claims without departing from the scope of the
invention.




that the IPS controller 190 is not running properly, thq[ﬁggh%ggé
mechani sm may self- restart the IPS controller 190. As il rate

Figure 4, the IPS 180 nonitors all the inbound and outbound 15

transm ssions of the host or host conmputers (step 410). Al IPS engi ne 200
are activated to protect the correspondi ng host or host conputers. Wen
any of the host encounters any intrusions or unauthorised events, such
intrusions or events are detected bysthe IPS engine 200 (step 420) of the
rel evant host. The relevant host(s) is isolated fromits network 120 (step
430) when any intrusions or unauthejihpgg events is 20 detected. No

transm ssion is permtted between The relevant host(s) with its network
120, to protect the other host being infected by the simlar threat.
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prot ect | Qehrtdr® WHakdii network having a plurality of host conmputers from
conputer network intrusions, the systemconprising: an intrusion protection
syst em cont r d¢ IS @ngifies aee aaanged o isplatedberpansarissieswb el heatcontputess nmor e

ext er nal frdeineQblputernétivdicutdnyatbiny BRi engi nes residing in respective host
computers of the conmputer networKk, each |PS eng}u ne controlled by the

i ntrusion prdthegin e tgustoprpreission sysiem coniseller notifies the IPS engines of ar

‘unauthorised event detected by at least one of the IPS engines.

2. An intrusion protection system according to claim 1, wherein the intrusion
protection system is in data communication with a network security provider.

3. An intrusion protection system according to claim 2, wherein the intrusion
protection system is in communication with the network security provider via the Internet.

4. An intrusion protection system according to claim 2 or 3, wherein the intrusion
protection system is in communication with the network security provider via a dedicated
communication line.

5, An intrusion protection system according to any one of claims 2 to 4, operable to
be remotely controlled by the network security provider.

6. An intrusion protection system according to any one of the preceding claims,
wherein the intrusion protection system controller is operable to control the IPS engines
remotely.




nmoni toring and controlling i nbound and out bound transm slj_jr)ons to 40%e
respective host conputers: wherein the |PS engines are 'at95M58624% i sol ate
the transm ssions of their host conputers fromthe conputer network
automatical l'y; and wherein the intrusion protection systemcontroller
notifies the I PS engines of an unauthorised event detected by at |east one
of the IPS engines. 2. An intrusion protection systemaccording to claim1,
wherein the intrusion protection sygyemis in data comunication with a
network security provider. 3. An intrusion protection systemaccording to
cl ai m 2, 7uher g it pFidish fRienRbBRRR] By LAk Sl HrddRapg Ry, cat i on wi th
the network security provider via the Internet. 4. "An Intrusion protection
system aE’E‘%’PH‘i Ay IRpendingsAreasangsd detpetiuravtherisedaverts §am the ot ect i on system
IS in cotramdmissdrison With the network security provider via a dedicated
comuni cation line. 5. An intrusion protection systemaccording to any one
of clains 2 to 4, operable to be renotely controlled by the network
security8pr OVAld'mtruTiﬁn pnﬁt’edit\i;\ﬂh ﬁyﬁdn@acdgfdi’rﬁgﬂ@tdemﬁ 7SWhEERIT tAS Y Slgistae any one
of the p i,ng. i er.ei n e intrusion protection stem
control Iéer?gn?gg‘d 6%'3&3%@3%”55‘8?15{'9'9th?ér r?%"‘é"ﬁdpﬁ‘sgom ol rI"Q'%‘g/l Decenber
2006 14camputer netwarki®iloming thet dstedtion obgrstranthadsar giefngy t 0 any one of the
preceding clains, wherein the IPS engines are arranged to detect
unaut hori sed events fromthe transm ssions. 8. An intrusion protection
syst em a@cor dimigtrusiorcpratestian syatesr a¢aardingdo iclin 8ngherein the S engineaged t 0
i sol ate W’ L £ | foﬁﬂfrﬁlt. romt he
conputeréﬁazltg\%\grk foll 33&9?%'8‘{"1@%{88% I on ot Y@%ﬁ%ﬂ%ﬁﬁﬁ“&%%%eﬁ%e'égt. 9. An
i ntrusi o?CpPStbcti on system according to claim8, wherein the |IPS engines
are arranged.to attenpt a fix followng the isolation and to renove
isolation once the fix is,

10.  Anintrusion protection system according to claim 8 or 9, wherein the IPS

controller is arranged to attempt a fix following the isolation and to remove isolation once

the fix is successful.

11. Anintrusion protection system according to any one of the preceding claims,
wherein an IPS engine resides in each host computer of the computer network.

12.  Aninirusion protection system according to any one of the preceding claims,
wherein the host computers comprise a plurality of computer terminals and one or more

servers.

13. A method of protecting a computer network having a plurality of host computers
from computer network intrusions comprising:

Monitoring and controlling inbound and outbound transmissions of the host
computers, using individual intrusion protection system (IPS) engines residing on
respective host computers of the computer network, each IPS engine controlled by the
intrusion protection system controller;

detecting unauthorised events from said transmissions, using the individual
engines, _

isolating a host computer from the computer network automatically, when an
unauthorised event is detected associated with.that host computer; and |




successful. 10. An intrusion protection system accordi ng [#eo cl ai or 9,
wherein the IPS controller is arranged to attenpt a fi ik W"?(Bé’ t he
isolation and to renmpove isolation once the fix is successful. 11. An
intrusion protection systemaccording to any one of the preceding clains,
wherein an I PS engine resides in each host conputer of the conputer
network. 12. An intrusion protection system according to any one of the
preceding clainms, wherein the host ggnputers conprise a plurality of
conputer termnals and one or nore servers. 13. A nethod of protecting a
conput er - net WogiikifdAKs Niss _@nd?ﬂléérd?{ﬂetl}ﬁagﬂ(hph%ev%m%ﬂy dtid® uter
networ k i ntrusions conprising: Mnitoring and controll'ing 1 nbound and

out bound"e/ZH&RYI8LS. ons of the host conputers, using individual intrusion
protection system (I PS) engines residing on respective host conputers of
the conpuier network, each |IPS engine controlled by the intrusion
protecti ]L#] sygf@méa%‘?faﬂ"m?'a'ablgétﬁ%ﬁgwmnsd}wtg%g@é/@ﬁ%@ome% sai d

t r ansmi stheepstemsl 8f thg hbkteohipdierd. dual  engi nes; isol ating a host conputer
fromthe conmputer network automatically, when an unauthorised event is
detected associated with that host conputer; and 1 Decenber 2006 15

noti fyi nth.t heA inethodmagtardiag &f clailvel 4) nasitehogyisteats of tarostednguiterd aly at | east
one of ' : rding ta claim13, . further
conpri si‘snrg{% ﬁljrecﬁ))t% 3%%}?(?@%%39%%5?@gﬁ%rgp'g?%%%ﬁgoé@gwﬁaﬁg °6ﬂaqs1‘18’ﬁﬁ5§b|°‘%sorrput ers.
15. A netusiohisasiysi@yotedtiant ai m 14, wherein systens of the host conputers
are protected based on the selection of one or nore flags of a plurality

of flags, which allows custom sed system protection.
16. A method according to claim 14 or 15, wherein the protected systems comprise

files.

17. A method according to claim 14, 15 or 16, wherein the protected systems
comprise registries.

18. A method accbrding to any one of claims 13 to 17, further comprising
communicating with a network security provider at a remote location.




16. A method according to claim14 or 15, wherein the pr t ens
conprise files. 17. A nethod according to claim 14, 151%&%@%%%%%& n the
protected systens conprise registries. 18. A nmethod according to any one
of claims 13 to 17, further conprising onmuni cating with a network
security provider at a remote |ocation. AN I NTRUSI ON PROTECTI ON SYSTEM AND

METHOD ABSTRACT é{]’ i nlj ot ectl on system and net hod protect host
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