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Field of the invention

The present invention relates to a method and apparatus for user authentication,

belongs to network communication technology.

10 Background art

At present, methods for user authentication are artificial audit, and auditors have
heavy workload, it may take several days for some legitimate users to pass authentication,

which brings inconvenience to the users.

Summary

15 The present invention provides a method and apparatus for user authentication, to
solve the problems of artificial discrimination being slow and user waiting for a long time
for authentication in the existing technology, for this, the present invention uses the

following technical solutions:
The present invention provides a method for user authentication, includes:

20 identifying saved photographs of an identical user according to a predetermined
template, if they meet a predetermined requirement, then sending a plurality of saved
photographs of the user which are randomly selected to a plurality of designated users for

judging or giving scores;

if more than a predetermined number of the designated users judge that the plurality
25  of saved photographs of the user which are randomly selected, are photographs of the
identical user, or if more than the predetermined number of the designated users give for

the plurality of saved photographs of the user which are randomly selected according to a



if nore than a predeterm ned nunber of the designated users judge that the
plurality of saved photographs of the user which are randonly sel ected, are
phot ographs of the identical user, or if nore than the predeterm ned nunber
of the designated users give for the plurality of saved photographs of the
user which are randon1y sel ected according to a specific standard scores
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predet ermnn nunber of the desi gnat ed ‘users
randomly selected to a plurality of designated users for judging or giving scores;

a receiving authentication unit, configured to receive a judgment result or score

response of the designated users sent by the random sending unit, if more than a
predetermined number of the designated users judge that the plurality of saved

20  photographs of the user which are randomly selected, are photographs of the identical
user, or if more than the predetermined number of the designated users give for the
plurality of saved photographs of the user which are randomly selected scores greater

than or equal to a specific value according to a specific standard, then the user is
authenticated as legal, if more than the predetermined number of the designated users

25  judge that the plurality of saved photographs of the user which are randomly selected, are
not photographs of the identical user, or if more than the predetermined number of the
designated users give for the plurality of saved photographs of the user which are
randomly selected scores less than a specific value according to the specific standard,

then the user is authenticated as illegal.

30 The technical solution provided in the present invention can simplify the work

process of the staff, increase the speed of user authentication and meet the needs of the

2



25 judge that the plurality of saved photographs of the user which are
random y sel ected, are not photographs of the identical user, or if nore
than the predeterm ned nunber of the designated users give -for the
plurality of saved photographs of the user which are randomy sel ected
scores less than a specific value according to the specific standard, then
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Figs. 2a-2b show schematic diagrams of predetermined templates which can be

selected in a method for user authentication of one embodiment of the present invention;

Fig. 3 is a flow chart of an exemplary illustrated method for user authentication of

one embodiment of the present invention;

15 Fig. 4 is a schematic diagram of an apparatus for user authentication of one

embodiment of the present invention.

Detailed description of examples

The embodiments of the present invention are hereinafter further explained in

details with reference to drawings. The description mainly takes an application of the

20  present invention in instant messaging service as the best embodiment; of course, in the
actual applications, the present invention can also be applied in a webmail service system,

network collaborative work service system or other internet service systems.

A method for user authentication provided in one embodiment of the invention, as

shown in Fig. 1, can specifically include the following steps:

25 Step 11: saved photographs of an identical user are identified according to a
predetermined template, if they meet a predetermined requirement, then step 12 is

performed; if they do not meet the predetermined requirement, then step 16 is performed;

Step 12: a plurality of saved photographs of the user are randomly selected and sent



120 present invention in instani nessaging service as the best enbodi nent;
of course, in the actual applications, the present invention can al so be
applied in a webnail service system network collaborative work service
system or other Internet service systens, A et hod for user
authentication provided in one enbodi ment of the invention, as shown in
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the user is auth ated Step 16: .th ser auth nticated as illegal.
In the ab¥ t 8‘??8? ? "tﬁg) eﬁlé%%(ﬁ’ttﬁ tF}?:Z? ‘fegal t he )
plurality of saved phot ogr aphs . of he u er which are randon1y seI ected, can
be selft to tméerstuthe ysgr Sondendratedasd Sa’ if the audit result is still

di squalified, then the user is notified that the authentication 15 is
illegal, if tYep Hudhauseeisguthenycatedpsillegghen the user is authenticated as

| egal . The predeterm ned tenplate takes a rectangle as a feature vector of
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15 is illegal, if the audit result is legal, then the user is authenticated as legal. The
predetermined template takes a rectangle as a feature vector of the face detection, and
uses color values in the rectangle to distinguish feature areas in the photograph. The
predetermined requirement means that feature areas of photographs of the predetermined
template are set according to the color values of the face. For example, an eigenvalue of
20 the feature vector can be defined as: a sum of white rectangle pigments minus a sum of
black rectangle pigments, the eye part is darker than the cheek part, two sides of the
bridge of the nose are darker than the bridge of the nose, the mouth is darker than the
surrounding part, then the black part of the rectangle in Fig. 2(a) can be placed in the eye
part or mouth part of the person in the photograph, and the white part of the rectangle in
25  Fig. 2(b) can be placed in the bridge of the nose of the person in the photograph. Other
templates which can identify faces can also be used, as long as characteristic parts of the

person can be identified.

In the above method, before step 11, a plurality of photographs of the user can be
continuously shot by a video and saved, or a plurality of photographs sent by the user are

30 received and then saved.

Further, the specific standard, the predetermined number and the specific value are



20 the feature vector can be defined as: a sumof white rectangle pignents
m nus a sum of black rectangle pignents, the eye part is darker than the
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In combination with the above method, as shown in Fig. 3, the whole process of the

user authentication is specifically illustrated with an example.

Step 31: a plurality of photographs of an identical user are continuously shot by a
30 video and saved, or a plurality of photographs sent by the user are received and then

saved;

Step 32: it is determined whether the saved photographs of the identical user are



personal face according to a predeterm ned tenplate, if yes, then step 33

is pertain ed, if not, step 36 is perforrnt.d, Step 33: a plurality of
phot ographs of the user saved in step 31 are randomy selected and sent to
a plurality of designated users for judging or giving scores; Step 34:

a judgment result or score response of the designated users is received,

and it is_dete ned et her t ha red ter ne n er of the
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plurality of Se/id tiphotogrnathestiaited dsallegaér whi ch are randomy sel ected, and
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30chi l dren ortraits are screened are notl
admi ni st rlauldrrgal ifthe abdityceswdf tsdegal, then the user is authenticated as legal.

The technical solution provided in this embodiment can simplify the workload of

the audit staff; the preliminary screening carried through the determination of whether

20  saved photographs of an identical user meet the predetermined requirement according to a
predetermined template, can mainly authenticate an obviously not qualified user as illegal
through the face recognition technology and then notify the staff; and then, through the
designated users’ user distinguishing process of a plurality of saved photographs of the

user which are randomly selected or designated users’ user scoring process of a plurality

25 of saved photographs of the user which are randomly selected, and through a judging
process of whether more than a predetermined number of designated users judge that they

are photographs of the identical user in the user distinguishing process or whether more

than a predetermined number of designated users give scores larger than or equal to a
specific value in the scoring process, some star head portraits, cartoon head portraits or

30  children head portraits are screened out and are notified to administrators; finally, after

the staff audits photos of reported some controversial users, user authentication can be



the staff audits photos of reported some controversial users, user

aut hentication can be achieved. This sinplifies the workload of the staff;
the cost of the audit can be saved through the prelimnary screening, the
user distinguishing or scoring process, and users to be authenticated are
provided with. convenient; safety and accuracy of user authentication can
be guaranteed, so that legally authenticated user can pass the
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of photographs of the user. . . .
predetermined number of designated users judge that the plurality of saved photographs

of the user which are randomly selected, are photographs of the identical user, or if more
20 than a predetermined number of designated users give for the plurality of saved
photographs of the user which are randomly selected according to a specific standard
scores greater than or equal to a specific value, then the user is authenticated as legal, if
more than a predetermined number of designated users judge that the plurality of saved
photographs of the user which are randomly selected, are not photographs of the identical
25  user, or if more than a predetermined number of designated users give for the plurality of
saved photographs of the user which are randomly selected according to a specific

standard scores less than a specific value, then the user is authenticated as illegal.
The above apparatus can also include:

a storage unit, configured to save a plurality of photographs of the user which are

30  continuously shot by a video, or save the received a plurality of photographs of the user.

The predetermined template identification unit 41 is configured to identify a



plurality of photographs of an identical user saved in the storage unit
according to a predeterm ned tenplate, if they neet a predeterm ned

requi renent, then the random sending unit 42 is perfornmed; if they do not
nmeet the predeterm ned requirenent, then the user is authenticated as
illegal Further, the predeterm ned tenplate of the predeterm ned
tenplate i dentifi.cation unit 41 .take r f eat ctor of
the face %lgfailbf f)c%) ,ﬁmgﬁr(fpﬁssé% agoﬂdgriﬁlc\?gfl%éssg?%ﬁpﬁleh%r gg g %Eﬁg at%é&g?fl?t tltonéui sh
feature apeageinfinédeerpflale0df &ty mEttea Pralteirinedneduiranetit tiernthe meadeen t hat
feature areas of photographs of the predeterm ned tenplate are set

accor di ngsenginghitda) is perfermed; Htheyndo pojarect thepredetgmpined rggpiremsat anhe of ¢ he
feature vgs%;%raué%gggﬂe(pgsiﬁg%ilned as: a sumof white rectangle pignents

m nus a sum of rectangl e pignments, the eye part is darker than the

cheek part, t si des of. the. bri t-han. ridge
of the nose, P}[,\Délelf’rgﬁ? Qrﬁdg{egg}r}ggrt%gﬁggé f Egﬁ esﬁ%ragtﬁn i ﬁ(gq%g@ % t,e @%@hﬁc{aﬁg}?bl ack
part of tihdt 4eekangttdngleRisq fedits) veetun olf eheffhacduledtion] 41l Byecod@rtalues imout h
part of the person in the photograph, and the white part_of tge re,ct(ingl e
in Fig. 2s)Tectanglse ol GsEreush derums, gt 181 thenehplogepds Thee PISEFIEORINES t he
phot ogr ap. j Sadh [%ﬁﬁ’ [ kSRo1Re Hsgd. as
| ong as c% ?lacr?gtir%e??%{h%g%tﬁ%?&ﬁe péﬁ 0 %ggﬁth%??%gﬁﬁe?e%& * The

speci fi ¢ sicardiiag o, the belopradebé thei faed Foueteerplgnd dgeavalpe of fhedearadevectof t he

recei ving aut hentication uni 3 are determ ned accordin he safety
degr et r el ?eeaetﬁﬂf‘dt e 2alfihet Fvﬁ‘étﬁtrF‘H?ﬂg?‘f REMEBECIYE asf%%ﬁ&’gackafﬁdangle .
speci fi calio chAChELSe pdtPls dABiAhaA thEHRR Eaﬂa&% SRR bf Metbridpd 8f thhaask fertrait
or children head portrait, not being a photograph of many persons, face

havi ng nod@kel thar thebridge obthiemgsé, tloompithtie darken thiye thegueronndieg part, Heeadhe

portrait and so o For, exanplLe, ,}.f the safety deqgree_ requi y

aut hent i C@?&BR*‘YF gpfhg\ﬁg?t?néi?lghﬂh%{aé ﬁ%%ﬁ? P@C (i%lntg gﬁe 8%11%0%%?9@&)&% %ftot gbei ng
a cart oonphieatinRé phdtbgrapls taad tﬁbeaﬁit@ﬁart o8iht rétanpid indrigro(beas Railidediih: t he
predet erm ned nunber can be set to three or nore persons, the 25 specific
val ueltantherigee ef themosenigbe persen i the Phejpgraph- Sither templates FduchesnAdenfity i 1 ¢ he

saf ety deglerchBlillllleds 01 agggla@g@ﬁa&tﬂaggfggw?wnergbe jdefgfkd. e

specific s needs’to not cartoon portrait,

star head porjrait children head por.trait n el aph of
many per sons,'hfeaﬁ%ecﬁ’%vf’t aﬁ‘ij @'ﬁe‘i’rf(g?tg n‘?ﬁgfm B%ngnéjﬁéeo?%ch%e?alﬁ%% tfﬁgléng a
| ateral hgReiviRRldufithticaidd uif 40nire Itemiihatifiefdigedhdsuteigdegreetiguired bg set
to 30ten or nore, the specific value needs to be set to 70 points or nore

. L ! . ) 0 p
(total scoeaudwotignpntthy speci drglasbrmsepeifisallyiprsdeninef byngpy cartpon head
aut hepy i 9@8&9?, SRPRLRL Pt S Gkl Bfa‘?ic;gﬁ{rgi't,%t.t&i &l pdt tbft dhany
inforimati on, for exanpte; one user's level I's primar ut e ‘can report
SONEe i rrepeth@isi tice paviagmhoshelagtornet peihglipemplidigmotdbeing a latemh hedi gortrsér can
be designated, or_one user’'s level is senior and he has been operating
accor di ng2®bsq e tiop xaraple, if thessatethidserge sduped, g&%éfoa‘lﬁ]ée“&é%t}"é‘rféﬁ)‘gﬁr’ {hﬁ
desi gnat e ikip! r : R a5keRKiEIshY hbR pdiehi
rel ati ons |eprgﬂ\%\§l%iﬁ Sft?iﬂ&eh}gs?grrl %?g/ %ée%gh?ﬁg%tgitcgg@ed, for exlar?pl e, alst ot alornurrber
of fri endshildnércheadrpertodit; tepradeternivedeurnber vambe settte thraedr mhicchersas, the

designated is.less than.one | f_of .the designate us for .exanpl Si X
user s2ar esl?fé‘&cg oo LY B'F éél?totq(?em’l?t? PEAYE® g?tai ﬁ‘é’%i@? pi)lg%ﬁjel?g}lf{]%geﬁ% cated
cannot bedégé@réqnﬁ\éu By BRI S@HticARA IO Hgh, 2hedthBSHERAS steidatd REIIS 86 be
increasing Triends of the user to be authenticated to authenticate can

clearly- eeidermatdatheveheartoon hepd porait, saphesd grtagiher ehildrer kead\pertraih@nd ess
than half can.quarantee the fairn ' i o0 user
e e SR BRI o oL ROSFR, g AL PRS2

not being a lateral head portrait and so on; the predetermined number needs to be set to

30 ten or more, the specific value needs to be set to 70 points or more (total score 100

points).

The designated multiple users can be picked from high level users or users having



a notification unit, configured to notify the staff to audit the plurality
of saved is photographs of the user which are randomy sel ected, once

again, and notify the user that the authentication is illegal if the audit
result is still disqualified, if the audit result is legal, then the user
is authenticated as |egal. One enbodi nent of the present invention

provi des a technical solution of an apparatus for user authentication,
first, tbeony sdnsaiofiaegpossibitienbnghebuthseticaticw appaitas o2@hd kiaffuaghortling to

predeterm ned tenplate identification unit 41 to.identify saved photographs
of an i d&frsddentiy é‘i*ftoélf&%téﬂ”difﬂfge’faénfﬁe’p‘?f?d%%eéﬁﬁf‘fﬁgds P&Hﬁ%%@% T HEH y

aut hent i ¢ahe ;A0 BiOUor Bl BLibt bER: USRE, B ild RYALar B aGRakheo ace

recogni tion technol ogy an en’ no y the staff; and then, thr oug’h. t he
desi gnat ede us@isslevelsesedps tndbeihshbery qreotiegsacodrdangplouinstiuctipnsg fthesathesd

phot ographs of the user .which are. rando el ected or designated.25 users'
user gco?‘?‘ﬁgc"}.’ﬁ' 5@85‘%‘: gfmﬁnaﬁ?‘ﬂr"iﬁ 4?1%fteg1a‘é3ﬁ‘pkn8§%ﬁacﬁﬂsﬂ%9 bg h%gﬂ%?e%i ch

are randgpdoyding!tgGhad reldfishshiy auahha uskde BY afREESSed ffombeinkiRe, aestel t han a
predet erm ned nunber of designated users judge that theﬁ are photographs of

t he i dennimmdkr efsEiendnwhich aosef thdivser tadwgiasHiengeasebenkswhish cambe Hesi t han

a predetermned nu I desi gnat ed users_giye.sc | ar r equal
o= spedl FETBLE A of s Eaisfr Ag SBPopbei b Spaf S e d B o

cartoon headrieAdd é@ht Ss@'to GBiahthetticahRiadnfe s dbleshat 8 pssoegbatotiytbeand ar e
notified, to admnistrators; finall after the staff audits photographs of

r ﬁporlf) ed PSARS @loh PPIeYE iBFreasingsisieds %f‘sf@ﬁ ugeltth dsEntrniieediRrRuBenheas etfed.
THpor S B _ . . A
IS S| maie'agkq@ﬁga& wﬁﬁtﬁe@qh%sertskﬁmﬁgg&@ﬁ 10%i¢ B, Al 1 sadide A be

saved throu pPellnlnary Screeni e user tingui shing or scoring
process, gamdnies @iesfairnesbef dustandrhiicaioad are provided with convenient; safety
and accuracy of user authentication can be guaranteed, so that legally

aut henti cat e fids @k ue@ils RaEentidaRdaviigaL ceaili@hclydet he shortest tinme, which
i ncreases the speed of user authentication and neets the needs of the

users. The spegihiklcfiddRhie &M ERhIANS Atifl e REPC &S alMY thd PRiAIRP DfShyv&BCh
unit the above apparatus have been described in the previous exanpl es of

t he et hptiptogrpbe ofiibieluserovhible arespadimiyselegted ceeiagaid, frut rotifTHe yspr dgbi ne
| f err.ed. enbodi f.th t t not 10 f
e | i SR Qrezat 1ot Su RS SRE Mool R R AR EhE RV oh

r epl acenmgmdnSthe isdr WA INSHRAES at IRegicCOr dance with the spirit and principles
of the present invention shall ge included in the protection scope of the

present invegkofnbotiient bfiene ?%&tofnv%tm@§¥dv%bs0£ tbdMRidAl R8RAbn | GTVADt i ON
shoul d be based on the clalns as appended.
apparatus for user authentication, first, the preliminary screening of users completed
20  through the predetermined template identification unit 41 to identify saved photographs
of an identical user according to a predetermined template, can mainly authenticate an
obviously not qualified user as illegal through the face recognition technology and then
notify the staff; and then, through the designated users’ user distinguishing process of a
plurality of saved photographs of the user which are randomly selected or designated
25  users’ user scoring process of a plurality of saved photographs of the user which are
randomly selected, and through a judging process of whether more than a predetermined
number of designated users judge that they are photographs of the identical user in the
user distinguishing process or whether more than a predetermined number of designated
users give scores larger than or equal to a specific value in the scoring process, some star
30  head portraits, cartoon head portraits or children head portraits are screened out and are

notified to administrators; finally, after the staff audits photographs of reported some

controversial users, user authentication can be achieved. This simplifies the workload of

9



15 dains 1. A nethod for user authentication, conprising:

i dentifying saved phot ographs of an identical user according to a
predeterm ned tenplate, if they neet a predeterm ned requirenent, then
sending a plurality of saved photographs of the user which arc randomy
selected to a plurality of designated users for judging or giving scores;

if nore than ned nunber i ted S de t the
pl ural i tyttl1l a?%\%%co tfoger %‘b i “3 aé'e%élgrou%ﬁl a}neunra{él gccr)%ﬁn&n g? d, are
phot ogr apdistir@uishig; bﬁ%bﬂllﬁ‘g’:ﬂpm&@sﬂ ,anrdr usdrs MO hﬁmalttohedpmedpberdealmﬂd
nunber of the designated users give for 10 the plurality of saved

phot ogr ap#§veichty g Gfé’eﬁnd\/a%‘tfﬂch?%usreéﬁ%ﬁmiﬁag@} gt ey 2umaieds 5o thablegaldpeci fi ¢
st andard t ser is
aut hent | ooy i 880! SRV o FRURCA D B BE3HbesE (HR, Uil RERal Sl

r equi rienespeed of usep awthérzatidrhandonedethemeedsed theusest of t he desi gnat ed users
judge that the plurality of saved photographs of the user 15 which are
randonly sel etieagecific émpRineptatibags b predesking tideibnscotl cadls @hit cortaiied én t han

t he predeterm ned nunber of the deS|(gnat ed users 1,.ve for the plurality of

saved phohegpapharnsratpshiavgdeen dpscsihe frethea:ﬁ%ﬁwe@a}pé%t@d a&eddi HYSto the
specific @{ﬂgﬂ%@%;ﬁ‘ﬁﬂ@&?dlemeﬁﬂé}@ the specific value, then the user is

\emt hent i cg f h2 The net hod according to claiml,
e el o S S S AREe E

cont i uouk yusehdat lingtify the vpﬂmnaﬂds@@w n@r@fplm ambﬂmc@ﬁomhmqamamhs of
the user, or receiving and saving a plurality of photographs sent by the

user.  TEPCENTRIES ARIMIEYHRIGY i %oqdénq,q with{lie spiEendiprineipies i é‘%fewreﬁw ned
tenpl ate {,3K@8,anal18%! ﬁ@ﬁh@d iy tl?e gxli @c&f)%céf% }es%}&eﬁng%%c trhd), th ”d

uses col or values I n the rect angl st ngui shHfeature areas 1
phot ogr apdeepe bhﬁomadeb’éthapmmtnmcpnhomntmﬂd xelbaszed dintte dldlmsfaeappenéechr eas in
t he phot ographs of the predeterm ned, tenplate are set according to col or

val ues of the face.

15
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4. The nmethod according to claiml, wherein th.e specific standard, the
predet erm ned nunber and the specific value are determ ned according to
safety degree required by an authentication, the specific standard
specifically includes: not being a cartoon head portrait, star head
portrait or children head portrait, not being a photograph of nmany persons,
face having no shelter or not being inconplete, not being a |ateral head
portrait, 5. The method according to claim 1, whereinhe designated
mul ti ple users are determ ned accordilagniso | evel s in users identity

infom ation or according to their relationship with the user to be

aut henti cat ed. 6. The nethod according to any one of clains from1l to
5, wherein aftfemettod foseser ighauichigor, compasgngs illegal, the method further
conprises sending the plurality of saved 10 phot ographs of the user which

are randonl yideliSaigeshveld dhototaphb ofain Ridflidal Rger &drdddd td Wi preddtbreningier t hat

the authentication is illegal if the audit result is disqualified, if the
audi t resunplatesifi gnimeet Bepredetermunedt rayirgme e thanceendipsas Plusyy of saved 7. ap

ot 111 oab B EbT ALLEEROP L W hachATRELRER, o DR RES] AR RETR

i dent i caljudg®f oragiciapdédtes;t 0 a predeterm ned tenplate, if they neet a
predet erm ned requirenment, then a random sending unit is performed; if they

do not neet ifhgorpripael sedtbednéEauhbe e ddsh@ntet hgert fiige itisat i plentitycat ed
as illegal; the random sending unit, configured to random ¥ select a

pl ur al i t pf sevedantwdogrmsonf ip seowhicheare sardoanyl selepfdd.t4ie PEPiRSEAPNE Y1 e saved
phot oor aphsel) JsBE oFNmd! fifh B raRIRRARK! iRt PRl Bn el Lt bive Yo"
esi gnated users for judging Or “gi ving scores; a recelving

aut heot i ¢lad plarliwnbi savedphitogtapith dfahé ase imbéctpark walgioany s¢lased iccordiscore
response of the designated users sent by the rand,(%m sendi rﬂ% upit, if nore
than a peeefsiesiinded sortsepreater tthan QesgAated RSsHS Vilagetlenafetyser 1s

pluralit .ographs of the user Wiich are randomy selected, are
phot ogr aéﬁ@%%?&yﬁgasﬁﬁd?ﬁi cal 25 user, or if nore than the predeterm ned

number of t h% tﬂega(ii nat r%getglgﬁlfpdgtigﬁiggg :rjeaélﬂ%mehtlf 'E)ialrlo%éé Ph%{n tﬁé’ifﬁ%getg%hf.’(g raphs

of the user Wwhi are ran cores’grea han or equal to a

speci fi ¢ nualbdeobteQedigh@ed Qsdrs $ageithdtchs prrdday df sdvraphblographeof ki user
authenticated as legal, if nore than the predeterm ned nunber of the

desi dAat ahighsaegandpagly selesieds 31e ngi pholpgraphoe! the vdsntigs diseig PEFIEE BNkt user
whi ch ar %réﬁ&%ﬁﬂeﬁ n%ﬁ{b%f; Bf"ﬁ’w d@gignated users give for the plurality of saved photographs

of the user which are randomly selected according to the specific standard scores less than

the specific value, then the user is authenticated as illegal.

2. The method according to claim 1, wherein before identifying saved photographs

20  of an identical user according to a predetermined template, the method further comprises:

continuously shooting by a video and saving a plurality of photographs of the user,

or receiving and saving a plurality of photographs sent by the user.

3. The method according to claim 1, wherein the predetermined template takes a

rectangle as a feature vector of face detection, and uses color values in the rectangle to

25  distinguish feature areas in the photographs, the predetermined requirement means that
the feature areas in the photographs of the predetermined template are set according to

color values of the face.

4. The method according to claim 1, wherein the specific standard, the

predetermined number and the specific value are determined according to safety degree

11



30 not photographs of the identical user, or if nore than the predeterm ned
nunber of the designated Liars give for the plurality of saved phot ographs
of the user which are randomy selected scores |less than a specific val ue
according to the specific standard, then the user is authenticated as
illegal. 8. The apparatus according to claim7, wherein before the

predeterm ned tenplate identification.unit.identi.fies the.save hot ogr aphs
D “Che 1 GeRETeehpY oot TuelEien 5 bpe Bebirnd SPisiealS, ST £0° oRlM £97 20
appar at uscaktdbih Redd porerhid s head pbAFarde dhildien &@@Fb@ltatt,eﬁbtt&i@aa/phao@’apﬁ ality
of photographs of the user which are continuously shot by a videq, or save
recei ved @f AT RErsany, Hee prornoe ashisr of netihsingsiapomplete, naj beinge latsial hsed)s
accordi ngmptrg claim7, wherein the predeterm ned tenplate of the

pr edet er ‘tenplate identification unit takes a rectangle as a feature

vector_ of fage. 10 detection,.. and uses .col.or .val ues.in.t e ngle to

di sti rf’gui sh fcsez;[grﬁrlge@?éa@c?rﬁmlght@ At &gr%%{l %%@g%%aéeé? glru?ﬁlpﬁ]éegm%éqaﬁ% r ement
nmeans t hadetérhnddeatdor@n@ri0arveld ihesephotiagitaphforabtidher piceoieligy 1 rielr

tenpl ate are set according to col or values of the face. 10, The

appar at ustelationshap withitke esenioenuthgnieaed t he specific standard, the

predet erm ned nunber and the specific value of the receiving authentication
unit are 15 deflbe metied aceding tagny one af elimsiEgmeletor bilieran aligr the user is

car toon HEAIEDBHEY d chega e RLERE b AP Epr el Gt BT R

ati o
bei ngia PhkQSERR DI Se WEBMYVhREREOREdothBRIdaRM] 100 Si4ff fdreblieihgtmdhotifjist ng
i nconpl ete, not being a lateral head portrait, 11. The met hod

accor di ngthe aisen tiptrile, authrstieation: iellegad il ihe auitniesilt | disquabifisdofl thaaudibr andom
sendi ng %Eﬁltﬁrlgﬁ:ag%eg{tﬁk H?&ifﬁﬁ%%{ﬁg? El?leg vels in users identity
ording to en rela

i nformation or ronShip with the user to be
aut hent i cat ed]’. An apparatus for user authentication, comprising:

a predetermined template identification unit, configured to identify saved
15  photographs of an identical user according to a predetermined template, if they meet a
predetermined requirement, then a random sending unit is performed; if they do not meet

the predetermined requirement, then the user is authenticated as illegal;

the random sending unit, configured to randomly select a plurality of saved
photographs of the user and send the plurality of saved photographs of the user which are

20 randomly selected to a plurality of designated users for judging or giving scores;

a receiving authentication unit, configured to receive a judgment result or score

response of the designated users sent by the random sending unit, if more than a
predetermined number of the designated users judge that the plurality of saved
photographs of the user which are randomly selected, are photographs of the identical

25  user, or if more than the predetermined number of the designated users give for the
plurality of saved photographs of the user which are randomly selected scores greater

than or equal to a specific value according to a specific standard, then the user is
authenticated as legal, if more than the predetermined number of the designated users
judge that the plurality of saved photographs of the user which are randomly selected, are

30  not photographs of the identical user, or if more than the predetermined number of the

designated users give for the plurality of saved photographs of the user which are

12



12. The apparatus according to any one of clains from?7 to 11,

further

conprising a notification unit which is configured to notia. staff to audit
the plurality of saved photographs of the user which are randomy sel ected

aficr the user is authenticated as illegal, and notify the user that the
authentication is illegal if the audit result is disqualified, if the audit
result is legal, then the user is authenticated as | egal,

10

15

20
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randomly selected scores less than a specific value according to the specific standard,

then the user is authenticated as illegal.

8. The apparatus according to claim 7, wherein before the predetermined template
identification unit identifies the saved photographs of the identical user according to the

predetermined template, the apparatus further includes:

a storage unit, configured to save a plurality of photographs of the user which are

continuously shot by a video, or save received a plurality of photographs of the user.

9. The apparatus according to claim 7, wherein the predetermined template of the
predetermined template identification unit takes a rectangle as a feature vector of face
detection, and uses color values in the rectangle to distinguish feature areas in the
photographs, the predetermined requirement means that the feature areas in the

photographs of the predetermined template are set according to color values of the face.

10. The apparatus according to claim 7, wherein the specific standard, the
predetermined number and the specific value of the receiving authentication unit are
determined according to safety degree required by an authentication, the specific standard
specifically includes: not being a cartoon head portrait, star head portrait or children head
portrait, not being a photograph of many persons, face having no shelter or not being

incomplete, not being a lateral head portrait.

11. The method according to claim 7, wherein the designated multiple users of the
random sending unit are determined according to levels in users' identity information or

according to their relationship with the user to be authenticated.

12. The apparatus according to any one of claims from 7 to 11, further comprising a
notification unit which is configured to notify a staff to audit the plurality of saved
photographs of the user which are randomly selected after the user is authenticated as
illegal, and notify the user that the authentication is illegal if the audit result is

disqualified, if the audit result is legal, then the user is authenticated as legal.
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