WO 2021/150719 PCT/US2021/014366

1/7
/;yr‘ 100
120
~
HOST SYSTEM
110
MEMORY SUB-SYSTEM 15
MEMORY SUB-SYSTEM CONTROLLER
117
- — 113
COMMAND
PROCESSOR PROCESSING
COMPONENT
~ 119 — 114
EXTENSION
REDIRECT
LOCAL MEMORY COMPONENT
g [ l 1
MEMORY DEVICE
MEMORY DEVICE ~ 135
LOCAL MEDIA
CONTROLLER

FIG. 1



PCT/US2021/014366

WO 2021/150719

&7

WELSAS 15CH

Ve Did

A

Y
90z — .
AHGOW NOISNZLXE

4 —

qe

183003
NOISNZLXT ONYIWROD

0
FHOLS AFH

& -/

LO3HICTE NOISNILXT
Ll —

INANOWOCD
UNISS300Hd GNYININGD

j
!
|
|
|
|
w AININOINOD
j
!
|
|
|
|

e —
| FUYMANIE GALYOIIYA

HATIOHINGD

mx\i‘\“




PCT/US2021/014366

WO 2021/150719

37

WELSAS 15CH

4 —

qe

T DiA

ONYAINOD

FHOLS AFH

e

19

90¢ — N\» L0¢

FINAOW NOISNZLXH

INANODWOD

L0310 NOISNZEXE

Ll —
ININOGWOD

UNISS300Hd GNYININGD

£L) —

FAVAMNGLL Q4 1VANVA

HATIOHINGD

mx\i\%




PCT/US2021/014366

WO 2021/150719

47

WELSAS 15CH

4 —

qe

& CRRIRRITRID L] CRRERRIIRID

L0083
dHL4Y AN LEVLS

L2

L]

0
FHOLS AFH

& -/

LO3HICTE NOISNILXT
Ll —

INANOWOCD
UNISS300Hd GNYININGD

j
!
|
|
|
|
w AININOINOD
j
!
|
|
|
|

e —
| FUYMANIE GALYOIIYA

HATIOHINGD

mx\i‘\“




WO 2021/150719 PCT/US2021/014366

300 5/7

305

RECEIVE COMMAND EXTENSION MODULE WITH DIGITAL
SIGNATURE GENERATED USING PRIVATE KEY

310 %

VERIFY DIGITAL SIGNATURE USING PUBLIC KEY

35 %

TEMPORARILY INSTALL COMMAND EXTENSION MODULE
BASED ON SUCESSFUL VERIFICATION OF DIGITAL SIGNATURE

320 ~ %

RECEIVE COMMAND

325 %

DETERMINE COMMAND CORRESPONDS TO COMMAND TYPE
PROCESSED BY COMMAND EXTENSION MODULE

330 é

FORWARD COMMAND TO COMMAND EXTENSION MODULE

335 %

PROCESS COMMAND USING COMMAND EXTENSION MODULE

FIG. 3



WO 2021/150719

300

PCT/US2021/014366

&6/7

31

312

é

DETERMINE SECURITY VERSION OF COMMAND
EXTENSION MODULE

Y

VALIDATE SECURITY VERSION OF COMMAND
EXTENSION MODULE

318

¥

INCREMENT SECURITY VERSION COUNTER

3055

30 %
EILEN

320~ %
325 é
330, %
3358 %

FIG. 4




WO 2021/150719 PCT/US2021/014366

77

.
/3/‘" 500
S 502 - 530
506
PROCESSING DEVICE a
o 526
el ” < s STATIC MEMORY
INSTRUCTIONS /|
COMMAND e ~ 518
PROCESSING
COMPONENT DATA STORAGE
SYSTEM T 524
e 504 MACHINE-READABLE 6
MAIN MEMORY MEDIUM /"' | v
pan 5 | e NsTRUCTIONS | 1%
msTrRucTions | 1% COMMAND
COMMAND * » PROCESSING
PROCESSING COMPONENT
COMPONENT @
4]
NETWORK INTERFACE
DEVICE R
NETWORK

FIG. 5



