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The present invention discloses a nethod and a system 1|n one enbodi nent
there is disclosed a nethod and system fjor transferring information using
an encryption node indicator, The present invention relates to the field of
I nf or mat A METHOIVAND A GYS TEMFORY TRARBFERRIMGI TRFORMATIONUDSING AN EXNCRYPPION SODE INBIELTUR ON
relates to the field of secure conmuni cation nodes for information
representing audi o/ vi sual works. RELATED ART In recent years.
there hasg a plurality of audio/visual (AV)

devi ces ca’krel6 ?@%ﬁg@#ﬁl Iﬁ*g@?al interfaces so that AV information
(e.qg., representl ng AV wor ks such as novies. songs, etc.) can be
transmtted froman information source (e.g., a video disk player or video

casset t e FHEEBr@BAFE BNYENTAODY nat i on di spl ay device (e.g., a teI evi si on set

Cechnol gy’ as TRPreBng idPioR S fres AT HES) aldlf shENF PR Bt Crese i,
st andar d diseloséd\a sleibd &5d sy¥ieinlforntrdnsferideiformation using an encryption mode indicator.

The present invention relates to the field of information communication systems. More

particularly, the present invention relates to the field of secure communication modes for

information representing audio/visual works.

RELATED ART

In recent years. there has been a technique, by which a plurality of audioivisuai (AV)
devices can be connected using digital interfaces so that AV information (e.g., representing AV
works such as movies. songs, etc.) can be transmitted from an information source (e.g., a video
disk player or video cassette recorder) to an information display device (e.g., a television set or
monitor) or an information sink device. The development of this technology as led to the
adoption of the IEEE 1394 serial communication standard for AV devices. Within the IEEE
1394 serial communication standard, information is transmitted in digital packets having certain
header information and having data sections.

The AV digital information that is transmitted (e.g., representing movies) is usually
protected by a copyright to prevent unauthorized users from viewing the information and making
unauthorized reproductions of the AV works. To prevent unauthorized copying, the AV
information is transmitted with encoded copy control information called the Copy Control
Information (CCI) bits. The CCI bits can also be referred to as Copy Generation Management

System (CGMS) bits.
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1394 serial conmmunication standard, information is transmtted in digital
packets having certain header information and having data sections. >
The AV digital information that is transmtted (e.g., representing novies)
is usual ly p&®¥e2¥3d by a copyright to prevent unauthori zedpﬁg’gﬁ%”gﬁ’r’ém
view ng the information and nmaki ng unau&hori zed reproductions of the AV
wor ks. To prevent unauthorized copying, “the AV information is transmtted
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generation " and "inhibption.of ¢ "ol ctively, The 0L bit
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CCl bi t s datepertidedf datatpagkaththatieqnatitsés the vV sformatian prequrdd thewse o sk AM ut e
the AV inf rnatti nctpo c%?ftrod the use of the AV information by down stream
devi ces, 'HOTMALONAY GO £ VEEr di ng time, a recording device inspects
the CCl code agidash 4 fRErdMY titief PreBBdingtedice tspatkit GUIdoHe hddddnts the AW
recording themif the CCl code Indicates the copt%éprohi bition. If the CC
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copy pf og)ir(l; ili%i.i%lr.] Olﬁﬁxg%&nc%dg E}a pca%eg ?heAéYloiwre]xngero 3 siirPgrl]e J:(','tspy,r BeUcedd s &hanged

recordi ng rned
to copy prohibition mode and then the AV information is recorded in a recording media once.

Thus, the copy generations allowed from the original data are limited.

Moreover, in order to enforce the copy generation limiting system, there has been
employed a method by which CCI codes are encrypted into the data portions of the information
and the decryption information is licensed to the manufacturer that has made a contract to
manufacture only a device conforming to the copy generation limiting system. In order for the
recording device to inspect or alter the CCI code encrypted within the AV information, it is
necessary to provide a microcomputer mounted on the device or to provide specialized hardware
for the processing. In order to match numerous kinds of AV information, the required
decryption circuitry is relatively complex, increasing the cost of the device.

For an inexpensive recording device, e.g., a bit stream recording (BSR) device, it is
conceivable to manufacture the device without the ability to read the CCI codes within the AV
information because the above specialized hardware is eliminated. For this inexpensive BSR
device, it has been conceived to provide a unique field within the AV packets to store copy
protection information. Figure 1 illustrates fields of a prior art information packet 10 including
a header section 12 in accordance with the IEEE 1394 standard, a packet (CIP) header section
14 and a data field portion 16. The data packet is an isochronous packet. A special bit stream
copy control information (BCI) field 20 is included within the CIP header section 14. The BCI
field 20 contains the copy protection information for use when AV information is transmitted
to a BSR device. Although the data section 16 can contain encrypted data, the CIP header
section 14 is typically transmitted without encryption to accommodate the BSR’s limited

capabilities.
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Thus, the copy generations allowed fromthe original data are |limted.
Moreover, in order to enforce the copy generation limting system there
has been empyawgg,a, Met hod by which CCl codes are encrypt edpippiRodAifsdat a
portions of the information and the decryption information i1s |icensed to
the manufacturer that has nade a contragt to manufacture only a device
conformng to the copy generation limting system In order for the
recording deviRsh kRS REE badker 70.15E BERGICHEL ipess BREOPHAH ick Bidhackg AV
information, It I'S necessaty to provide a mcroconputer nounted on the
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packet is an .ispchronouys ket.. A speci al bi.t .stream copy control
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path (38a and 38b). The BCI code 20 in the packet header 14 can be corrupted by intercept
device 34 while the packet is being transmitted from the transmitting device 32 to the receiving
device 36. For instance, the transmitting device 32 transmits the BCI code 20 having the bit
code “11” indicating the copy prohibition, but it is corrupted (by device 34) during the
transmission into the bit code “10" indicating the single generation copy allowance or can be
altered to the bit code “00” indicating no copy restriction at all. In response to this packet, the
BSR 36 is not informed of the fact that the data intrinsically should inhibit the copy, and records
the packet information because the BCI code of the packet header allows a single generation
copy or unlimited copies. Therefore, the copy generations cannot be controlled.

Accordingly, what is needed is a copy protection system whereby packet information can
be transmitted from a source device to an unintelligent device without compromise by an
intermediate device. What is further needed is a copy protection system whereby packet
information can be transmitted from a source device to 2 BSR device without compromise by
an intermediate device. What is needed further is a system that does not allow copy protection
mode information within a transmission to be altered and yield usable results at the sink device.
The present invention provides such advantageous features. These and other advantages of the

present invention not specifically mentioned above will become clear within discussions of the

present invention presented herein.
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In response to this packet 10, the BSR device inspects the BCl field 20 of
t he packet header 14 and does not record the data if the packet indicates
the copy inhibition, but can record the data if the sanme indicates the

si ngl e gener¥Pi%¥#23%bpy al | owance or the unlinited all owancefCY¥S%52#30ed,

t he packet information can be recorded by the BSR device together with the
BCl code 20 which is stored in the packét header 14. Provided the original
packet header indicated the single generation copy _ allowance, when the
recor ded i nf orfvatethnd and $Yé§§ﬁb®r8cdééprgﬁ@ faf transfeaing nfoRmatN RURE 3B PeRPHeN t he
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i nvention provides such a@lvant ag ures. These and ot her advantages
of the The present invention is particularly useful for transmissions between a source device an

@]

a bit stream recorder which does not have the capability to extract copy control information
from a packet header. By using different encryption processes for each transmission mode. an
unauthorized device placed between the source and the sink devices that alters the EMI code
will be unable to thereafter render or record the audio/visual work because the decryption
process selected will differ from the encryption process used.

In one embodiment of the present invention, one encryption process is used but two
different cipher keys (key A and key B) are used to decrypt the data. In this embodiment, the .
information is encrypted using a cipher key that is dependent upon the EMI code that is stored
in the packet header. If the EMI code is corrupted from mode A to mode B, the sink device will
decrypt the transmission by using the key “B.” Since the encryption, in this example, is made by
means of the key “A," what is obtained by the sink device is 2 meaningless number. What 1s
recovered at the sink is not the original AV information in the least and are meaningless, even

if recorded by the sink device.
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present invention not specifically nmentioned above will becone clear within
di scussions of the present invention presented herein. SUWARY OF THE

| NVENTI ON WO 99/22372 ) . . . PCT/I:!%98/22126 A
met hod and system are described for transferring information using an

encryption node indicator (EM). The prgsent invention is useful in
applications where copy protected information is to be transferred between

devi ces, DERC NOSEES DRAWINGYdi o/ vi sual works that are subject
to copyrights. e present 1Tnvention can be used within the | EEE 1394
serial comuniFiguieoh issaaitfastration of fikide withiraars infersiating packep aceneding do wicdpal
packets of i resent invention provides several

| BL.oEmat i.on . Th
secure i {8 ’P%ﬂmﬁ%m)é’ﬁ?riﬁc?ﬁ_ AN hi ch data (e.g., representing an
audi o/ vi sual vEEkk GaRsthtest Aok Hiddrad of '&Q?@t@xg%@'eﬁelcﬁidﬂ%ﬁi}ﬁeing(& s@uﬁg@évi%ﬁ’/lw ce

(receiving statfon) In a nunber of secure nodes. I'n one secure node,
nmode A, tdnd a sifkodeviteiand aoimateorized ingerimediapdévicerrouplad betisent o be copi ed “as

whol k; this js the hi t level of ot ection. |. d
coure mode, | BN obANETSIR PATDARBITLAT S SR B AGHHLGes T, T PG ¢ o
be copi ed;(hiEn HAGng %Cs%u%'ddé;% a]w% sk e ilRVefuBled |t8_c@g}%}ﬂnfdité LRRESHREbAN

node, no encryptionTis use ree copying is avail e. Dependi ng on
whi ch secpacketnode i s sel ected between node A and node B, a different

encryption progess is used by t urce device t.o encr pt t.he .
transnmi ssion. JPEREHES an &E’ﬁgi‘%q“n%%l?f&m&%a%@éﬂp@ i Becked fcluding  encryption
mode indicator (EMI) in accordance with the present invention including. :
Figure 5A is a circuit diagram of a source device and a coupled sink device in accordance
with a first embodiment of the present invention.
Figure 5B is a circuit diagram of a source device and a coupled sink device in accordance
with a second embodiment of the present invention.
Figure 6A is a circuit diagram of components of a bit stream recording device in
accordance with an alternative implementation of the first embodiment of the present invention.
Figure 6B is a circuit diagram of components of a bit stream recording device in
accordance with an alternative implementation of the second embodiment of the present
invention.
Figure 7 is a flow chart illustrating steps performed by a source device and a sink device
in accordance with the present invention.
Figure 8 illustrates different types of audio/visual devices supported by the present
invention and the various communication modes supported by input signals to these devices and
output signals from these devices.

Figure 9 illustrates operational modes within the present invention.

DETAILED DESCRIPTION OF THE INVENTION

In the following detailed description of the present invention, a method and system for
providing secure transmission of copy protected information between a source device and a bit
stream recording (BSR) device, numerous specific details are set forth in order to provide a
thorough understanding of the present invention. However, it will be recognized by one skilled

in the art that the present invention may be practiced without these specific details or with
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sel ected between node A and node B, a different decryption process is used
by the sink device to decrypt the transm ssion. The EM code therefore-
i ndi cat es bogh: é%? the copy protection node of the transm ssjion: and al so
(2) the encr'é' P8 Brocess used. The present inventi BfTUS98/22126
particularly useful for transm ssions bgtween a source device and a bit
stream recorder which does not have the capability to extract copy control
i nformatin. Kk y ' ' r pt.i rocesses
For cach Tl BeARE T ool e R OB b el hrp ERGEND Lo ot 88
sour ce andrchitichadé idt b dxenbddliatienil heh tb handcsaigddsaire hspectswiehy edent
thereafter render or record the audi o/visual work because the decryption

process dJB8Ys88PRd will differ fromthe encryption process used. In

one enbodi nent, of i he esent . iny I QN, <00 - ON: ' sed but
P di T eront AR eRbER Ry WG B8 BpRuLEl Lk aTiRhONERR 4 e it ..
In this epiadihegatkets B trak@ItoALT N tHeSolRE IdEteE dind Shegplter Ghdeasr ekexyplib@t | S
dependent upon the EM code that is stored_in the packet header. |If the EM
code is duesesphatds pyediis akisred apcardingipca eBcrypien Bpdkindisgios €EMH) fodge A FiMI he

transm ssj.qn . ' t. "B, S| . enc ' 2.0 thi e,
o made. B ORST{aé Biedths iNBal seatbsgprshBieg chURIGRCL ¥Rl Pidhichdn g SHER °
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information in the | east and are neaningl ess, even if recorded by the sink
devi ce. indicates that the original work may allow many copies to be made from 1t, butza cqpw qfjthe

DESCR PT'leéier (JEI,E VO &R to the sink device) can be copied itself only once. The EMI

information indicating the selected cipher mode is stored in a packet header. If the EMI

v

information is corrupted on the receiving side, the sink (e.g., receiving) device will be unable to
acquire the correct AV information from the packets because the sink device will decrypt in a
cipher mode different from the genuine cipher mode. In one embodiment, the cipher mode
includes an encryption process, a cipher key, and can include an initial value of a register.
Moreover, depending upon whether the transmitting device and the sink device can
understand the EMI information added to the information packet, the individual communications
can be classified to use different cipher modes so that the transmitting device and the sink device

can recognize the other device.

EMI SECURE COMMUNICATION MODES

Figure 3 illustrates an exemplary system 100 of the many system configurations that are
supported within the present invention. System 100 includes an optional wireless transmitter
110 which is capable of communicating digital AV information representing a digital program
via broadcast channel 115. In one embodiment, transmitter 110 can be a satellite broadcast unit.
In an alternative embodiment, transmission line 115 is not wireless, but a cable. In this case.
transmitter 110 is a land-based transmitter of a cable or pay-TV company.

System 100 also includes a digital broadcast receiver unit 120. This unit 120 can also
be called a set top box (STB). Herein, receiver unit 120 is called the source device 120. The
source device 120 contains EMI circuitry 150 in accordance with the present invention to
support a number of EMI communication modes which are described further below. Circuit 150

utilizes a different encryption mechanism for each EMI encryption mode. The source unit 120
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Figure 1 is an illustration of fields within an information packet
according to a copy control information (CCl) interface of the prior art.

Figure 2 illygidptfs a bl ock diagramof a system of the pri QicraishsARyd Ny a
source device and a sink device and an unauthorized internedi ate device

coupl ed bet ween. Figure 3 illustrzates a bl ock di agram of one system
I n accordance with the present invention having a source device and a sink

devi ce caQypheshdliizeao Aevioe @ald e;oamdsrﬁfp@eiawehoarcnaqkﬁir. processing &d§Up@téktios an
illustration of fields within an information packet including a encryption
node i ndistaadards( ERf instances sewee unit d2Qweckivesedigitd psogrammryen chanael Hd| @dit&g.

Figure 5A.1.s,a circuit, diagr. of a source . ' .eqd sink device
O e S B v LESHE Bl B R ARG Rl o 0V
Figure 5B is asygtentudd offFigGreadmled indludeyd Sifk devts E300Rhich iaakipleRgnpleika BRVI ce
I n accordance with a second enbodi nent of the present invention.

Fi gure 6Atieamaeedrden(BSRIivaifridthant icesuplsddnthe shree wiit 120 ysingn sesiabingerfage -

devi ce i c dance wi th Lternative, i I ' f the finst .
enbod: menEoof R srabadr 2 BN an ik it 1 3P R IF 8 b8 Reel it $¥0mig, o
of conpo 'B&irs 8.0 fn xﬁar{?ﬁ dases! the &k e mods £ ﬂelﬁBfélyQ@nplB devicoain e Reol dditsadown,
alternative i nplenentation of the second enbodi nent of the present

i nvent i ordoes not contginghe &ill7camplement of sperialized cirgrtry aequirgd de &Yy processraoby by

dovi Uk ; \ ; s . o
Fioure. o AP Ptarl e dplafrd S5 bl BEEISRA G tihy g U cctuciigh, O
t he preseqw iAfoMedtion0 HARVet, Hedded chaidih EMIMELliaR 60 ardaiansd pihtheprebant

i nput signals to these devices and output signals fromthese devices.
Fi gure 9 whydntionr JEME cispeitritlicrias theoahilityuptderiypt WY pierseationinaglsts eagrypted

CE AL LD SR T s ST et s BT oo
unit 120 over a serial line 125. Digital information is passed over line 125 using the IEEE 1394
communication standard. Moreover, this information is forwarded in digital data packets that
contain header information in a header portion and AV information (e.g., data) in a data portion.

As described further below, EMI circuits 150 and 160 of Figure 8 are implemented such
that each contains two cipher circuits so that information transmitted over line 125 is encoded
under at least two different encryption mechanisms, A and B. In one embodiment, EMI circuit
160 also has two cipher circuits so that it can (if allowed) decrypt information received over line
125 in mode A or in mode B encryption. Rather than using a BCI code, the present invention
uses an EMI code placed within data packets of line 125. The EMI code, in addition to
indicating the copy protection mode, also advantageously determines the encryption mode used
in the data portion of the packet. Therefore, the EMI circuit 160 within the sink unit 130 uses
the EMI mode to select the proper decryption mechanism to decrypt the transmission received
from line 125. Should be EMI code of the present invention be tampered with between the sink
device 120 and the source device 130 (e.g., by an intermediate intercept device), then EMI
circuit 160, of the present invention, will select the wrong decryption mode. In this instance, the
original transmission will not be obtained by the sink device 130.

There are three kinds of AV information packets which are transmitted over digital
interface 125. They is copy free information, copy once information, and copy prohibited
information. The streams have different security levels of copy protection in accordance with

the present invention. The manner in which copy protection is provided to each packet is called
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provi di ng secure transm ssion of copy protected informati on between a
source device and a bit streamrecordi ng (BSR) device, nunerous specifi-c
details are set forth in order to provide a thorough understandi nqg of the
present i nvehPP¥tE3However, it will be recognized by one skWT’BﬁPﬂgﬁufhe art
that the present invention may be practg ced wi thout these specific details

or with 6 equivalents
t her eof RJENM AR¥de] AS HadtEBS belsY, in 406 dEncaRHhQRSprefenDifeehtiofShe ERMTREIR M, and
circuits have not been described in detail as not to unnecessarily obscure

aspect s flicatesthemosie of encypsian thehis applied to the AYr iaforgatien essacipied sdthithe EMI
I nventi Ol Ehe AV packet information is encrypted at the tine when the
packet s arg transmtted fromthe source device, and the cipher node or

encryption pr gaesiphérGHENE mdaacses infddeeidatceaeilothdiprgsehtinehtion afe/ddstiiedmode
i ndicator (EM) code. The EM code of the present jnventiogn_ represents

three cordPlowhEMI megdy Ads vsd o ndisptetbatahe packetdatels sepw prahibited ¢ Bpder this -

al | owanc e . unrestri e.. I %S L.qn, copy"”
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copied itself only once. The EM information indicating the sel ected cipher
nmode i s ipfosmation ¢anpe sapirdte.graaepsied) pply ppetimno 3liomos sigle gangrationyopyplais on

the Ieceibill bWBied e HeRdiaddh oy ?lfo%t:#g%gl.cgﬁﬂirﬁcgde% id udlf iR

acquire e correc ornati o romt ackets because thé sin ggvi ce
wi || decinpination ltas @b RBEY probettiofl afid thesstore fthicranis decopg diniin eMode Dek alkp dalled! n

one enbodi ment, the cipher node includes an encryption pg ocess, . a ciPhher
key, andurrasiapted made. Fer simpliciy ofdgserption, np pnogpsion is made for the mode O in the

present embodiment. In the case of AV information in the copy control state allowing n number
of copies (n>1), an extension can be made by defining the modes corresponding to the individual
n-copies.

The EMI modes can be represented using a number of well known encoding techniques
and can be represented using a register having at least two bits. In one particular embodiment
of the present invention, a two bit register is used. Table I below illustrates exemplary coding
numbers for each EMI mode. It is appreciated that the coding numbers selected within Table

I are exemplary only and that any set of three unique numbers can be used.

Table I
EMI Mode Two Bit Number Description
Mode A 11 Copy Prohibition
Mode B 10 Copy Once
Mode O 00 No encryption Unrestricted

Reserved 01

It is appreciated that AV information received over digital interface 125 can include
multiple programs. Each program can have its own copy security level. In this case, a copy
prohibition stream (code 11) is a stream which includes at least one copy prohibited program.
A copy once stream (code 10) is a stream that has no copy prohibited programs and includes at
least one copy once program. With the particular example of a BSR sink device 130 (Figure 3),

device 130 is able to record only AV information received in EMI mode B (or EMI mode O)
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Mor eover, dependi ng upon whether the transmtting device and the sink
devi ce can understand the EM information added to the information packet,

t he i ndi vi duaj mni cations can be classified to use diff E ' r
nodes so that ({%e transmtting device and the sink device CZ% re%%ggﬁge t he

ot her devi ce. EM SECURE COVMUNI CATI MODES Figure 3 illustrates
an exenpl ary system 100 of the many system configurations that are

supported_w Lhi [ e Y ' System 100, i des, ap opti onal
ol ess. P g s AERENfor R Ay Brormb T Rt I Ml g ol A

i nformation repiggent ilRgtratedithé fidlds RhAJEGHRE abiyPREIC AFbrntdtRdANSAckdl D00 i
one enbodi nent, transmtter 1 10 can be a satellite broadcast unit. In an

al t er nat i ¢ecoedepesivitiothe present inyentiositeas ate) saet filons thessoprse upitr i@0d9 she $iok unit 301 e.

In this c transmtter 1 10 i,s~2a.bkand-based. t r anspi-t of ,a capl e
bay. T cofEige 9 Erbindaghn backer oo B ERRFe RRRRG0S GRIRER LY gl ifon 256
recei ver bgdalisel ZDonel@hbodimbdt, thd@ataiackdts Bod¥erk & the SEEES®imrngicddion sfaad@y.
Herein, receiver unit 120 is called the source device 120. The source

devi ce 12@his beadsr sestiemi3Odontains £ dgta Jleusth field.rctag ﬁddc@cmgpel fielrb ageedecfinld and
. . ; . COk Gt :
desor 1 bea®l SrFER Sl Bt 5 e afe 1ol ST 306 220 FPrPRE o il Btoben

nmechani s mhfar®a@thddthereMtds WAL deBRed Bélein. TiHR t8OBEIE ndidtitds theQhe data field starts
7 is anintell |E8ent devi ce and contains specialized circuitry for

processi nyitbopIBrhsedert 24h JTharterdedield can bermneafcsvo pradetsemimet tvahes It is
receives %)pgécga'tédathat%r&gars rtpar(le\1/1(1aeranscahs %Qrglof }r&g’rn?ar%%ntorﬁ' ohe 1394 isochronous channel.

Information packet 200 also contains a CIP header section 240. In accordance with the

present invention, the CIP header section 240 contains an EMI field 210 that in one
implementation is two bits wide and contains the EMI mode value as defined in Table I. The
EMI mode value corresponds to the particular secure communication mode associated with the
data of the data field 220 of the section 250. As described further below, the EMI mode
indicated within the EMI field 210 indicates: (1) the particular secure communication mode
selected (e.g., mode A, mode B or mode O) and also (2) the particular type of encryption
technique used for packet 200. It is appreciated that while the present invention encrypts the
data portion 220 of packet 200 (if in EMI mode A or EMI mode B), the header sections 230 and
240 remain unencrypted when transmitted over the IEEE 1394 interface 125 (Figure 3).

EMI modes within field 210 indicate the copy control status of the data stream on the
1394 isochronous stream. It is important to understand that the data stream in accordance with
the present invention can consist of several video and/or audio programs and each of them can
have a different copy control information associated with the program. For instance, the MPEG
transport stream output from a source unit can contain several programs, each of which can have
a different level of copy protection. The source device assigns the EMI value for the most
restrictive program in the stream. A bit stream recorder may or may not record the entire stream
based on the EMI value. Another type of recording device which is capable of processing each
program in the stream individually and is also capable of interpreting copy control information
associated with each program is called a format cognizant recording device. A format cognizant

recording device refers control information associated with each program to decide its action.
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di gital program can be encoded using copy control information (CCl

I nformation). System 100 of Figure 3 also includes a sink device
130, which in this exanple is a bit streamrecorder (BSR) unit 130 and is
coupled to t RO ¥FE32e unit 120 using a serial interface 125 PGVYSIHEIR shown
as a BSR device, sink unit 130 could al sg be any receiver unit shown in
Figure 8. In many cases, the sink unit 19 is a relatively sinple device
and, to keep costs down, does not contain the full conplenent of
specialized circuitry required to fully process copy protection standards.
For i nst agcs ' i ability to decode CCl coded
AV i nfornmati ggﬁtgg%gyeér)zﬂr}@s gg\gs%lsﬁmﬁg?ﬁci rcuitry 160 in accordance

W th the preseFipurerf\eiliisiodies Sivistetri 400U ftthy pleséht lim@ntidrehavinid 4 $ouréeodediRerigpt AV
i nf or matiog packets encrypted accordi nt%pto EM codes. Sink unit 130 is

coupl ed 1Bt dgceil -t Bigureny/s ivatratenthe FVH elrRISLIRGES atypicalsparcewait 130
S 2L o | iREaoteerail) SHubdl unke) 26 LAY et RATTTH) QY b ol itolilaieLdifer | EEE
1394 conmuni cati1 on standard. reover, ‘thisinformation 1s torwarded In

di gi tal dahich gmedisstrsaryhadi]l lpwnadirtullearde shaviaf for rRkty) in hddidoatie EMIOditchi@n
and AV inf %r mation (e.g., data) in_a data_po‘rthgn. As descri bed
further bEPod: repsiyer ey A recsiyendy intopmatiorHinghe form of data nagketsant perfosmeh

t hat eac ' oo ' ' i o ' r . over
e 125 74 ReAplEy FiRySuRAg, Ll RhdbaTh Rl B BLIBULE bty Sndldlin )
and B. | nnterfeceeiBbadd aisotto a dbimudiiplexsr (dé-ifixplt Mbudimsintenface 4 pheCiraiit €12 isanso

that it (i f allowed) dgcrypt I nformati on received over, line 125 in node

Aor in mgdetrsct grouisend pepedinginadhc [rsPHyed CBECORY BRotecting infprmation will
I nvent i ong %ﬁeﬁh&'ﬁ%&@ﬂ%rmﬁ?‘éﬁ,gﬂdggy gﬁc}t@ctﬁﬁ%ﬂ%ﬁﬁirﬁfe Ilfgpggﬂyzérotémgn EM

code, in addition to 1ndicating rotection no

advant ageotegliyeddther imenfiee 41B6s passedyditectin torinckefads @25 amd ENE nttaledD padt i'001) of
t he packet. Therefare, the EM_circuit 160 within the sink unit 130 uses
the EM r‘r%l.’i‘ée"f‘?ﬁir@@oéw ﬁﬁﬁélgr‘gﬁ%"rdﬂ%%‘i}‘ﬁh on mechani smto decrypt the
transm ssion regehwed eclidifis AeqpiredS8Qeth Hirfife A conRER RmbD1 P8 SRk

I nvention be tarrpergdoég'?ﬁ} bet Wgé&n‘t é s?grtlglr evi cec 120 andmt he soluric%e s
devi ce 13%ef bnayd26. by EMI mndeAnesiletted, ithrenche dath pdeket frein 4 13hie nouEd tocencrypt t

this i nstiich ATE Rt MgPRE (6 daaBprian (rEvis 230 othe G ahikeh SEh ERE et nk
devi ce 13fbher key 416 add'&dcBr olalHr& endry i 2tgéhn \{givﬂfhﬂ{ SR RBnRAk keE BB VUhiEh

i
are transmtted over digltéﬁqlnterfacel ) y 1s copy free information,
copy oncélBnisoplaatsithe’| ] 1&nced EMI mudel)bvithérdthediNI nmate Geld 2TAof therdatmpackelve

differe m’[‘hséergslﬁrlti its ¥he|nep\é§s!eﬁ tg fmu(ft?ﬁgxep r(t?]%n?)cﬁzo\ghiicﬂ isaa(fscooéo%%%ﬁ &d t\g\fr f'n?e 426. Mux
422 passes the output from encryption unit A 418 to interface 125 using the optional output
driver 424. If EMI mode B is selected, then the data packet from 413 is routed to encrypt unit
B 420 which encrypts the data portion (e.g., field 220) of the data packet according to the key
416 and according to a second encryption technique within encryption unit B 420. Unit 420 also
places the "10” code (EMI mode B) within the EMI mode field 210 of the data packet. The
result is then passed to multiplexer (mux) 422 which is also controlled by line 426. Mux 422
passes the output from encryption unit B 420 to interface 125 using the optional output driver
424. In this embodiment, two different encryption units are used and the encryptions are based
on a common key value 416 to provide two encryption mechanisms. As discussed further
below, the key 416 can be established during a source-sink authentication process.
Sink device 130 of Figure SA contains many well known circuits (not shown for clarity)
in addition to EMI circuit 160. EMI circuit 160 within the sink device 130 of Figure SA

contains a decryption unit A 448 which can decrypt an encryption made by encryption unit A
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the present invention. The manner in which copy protection is provided to
each packet is called 8
its EM nodewoA®ngsscri bed bel ow, in accordance with the preaseEmisoseymenti on
the EM node al so indicates the node of encryption that is applied to the
AV information associated with the EM fbde. The ci pher or EM nodes
used in accordance with the present invention are described as follows. EM
node A i st18sasrhiflg tiphérday @52 belicidds tvithaek @l 6 dad alsd somainy a@eoyphibd el BUNder
this node A, AV information can only be rendered on a playback device
(e.g., Twiaeh ¢anrecop} an praryntine madeibyfeaernyationwnit B 428t assumingdeeytdd2 hecorrect.
recor ded. ' ed £.0 1 ndi : L L,on can

copi ed (e];}gw,ataige&glgert ggig?erféﬁ gz%géécf élalf’r‘lga% %dé—%@lgﬁg ?‘X&L}Igige%@ﬁ %{?9 na'blég’ﬁ
Thi s nodenddeadxtractiditc8itl 480. NQireuiesedxatat e thekhyadetihfopmansefroRdte rdcvedagy O
I's used when the AV information has no copy protection and therefore there

i s no coppcket and extgelg shedEVE fighd 340 Fram thecheadtr e RepprdiegiondieEMEmods ientsadted.t 'y

of descripti. i i - [ resent

erbod; merste 5 BRSNS bR ihes 4B AERMBlncb® iFRHGCHY. theh e BEBER over

al | owi ng limenushediralyconples td fhielit stRAma¥t@ tiag enedtads der igatlewby talpd dinddtlg t he
nodes corresponding to the individual n-copies. The EM nodes can be
r epr esentosPUl SVerling 47Qrsighrous inhifidion. known encodi ng t echni ques and can be
represented usgn | i t | : [ r
engodi ment of SI# ﬁlgcu%rje‘gg%’?}agﬁvégﬁ!fngﬁ?%ét4e\%o%%ﬁét%%gleg 3?4 llgge%t%g%gg £Faf§}¥'!§g|

bel ow i | linstisledemue 4871 dickpaOthumoA A48 aich dé@yptete datalorti@oef the Hatapacket

appreci ated that the coding nunbers selected within Table | are exenplary
only and (esieg kexfp2kand forwarps the resvitdo awderiicle isrplsoecongeltied by select line 446.

Mux 454 routes the data packet from the output of decryption unit A 448 to the output line 470

only. When the sink device 130 is a BSR device, it is not allowed to record an EMI mode A
data packet, so recording to the BSR media 456 is prohibited in this case. If circuit 440 extracts
EMI mode B, then the data packet from interface 125 is routed through de-mux 442 to
decryption unit B 450 which decrypts the data portion of the data packet, changes the EMI
mode to EMI mode A, records the “11” code (mode A) in the EMI field 210, and forwards the
result to mux 454 which is also controlled by select line 446. Mux 454 routes the data packet
from the output of decryption unit B 450 to the output line 470 and allows the BSR media 456
to record the data packet, now in EMI mode A. When the sink device 130 is a BSR device, it
is allowed to record an EMI mode B data packet only once, so this data packet is changed to
an EMI mode A packet prior to recording to the BSR media 456. In this embodiment, two
different decryption units are used and the decryption is based on a single cipher key 452.

When the sink device 130 is a bit stream recording (BSR) device, it is not allowed to
record EMI mode A encrypted data, Therefore, decrypt unit A for EMI mode A is not
implemented in the BSR. Figure 6A illustrates the block diagram 665 of an alternative
embodiment of the EMI circuitry for a bit stream recording sink device 130 without the decrypt
unit A. In this embodiment, if the EMI extractor 440 detects mode A in the input 125, it stops
the decrypt unit B 450 and stops the BSR recording unit 456.

Circuit 400 of Figure SA prevents intermediate devices from compromising the copy
protection in the following manner. If an EMI mode A data packet is altered on line 125 to an

EMI mode B data packet, the sink device 130 will use the wrong decryption unit when
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Tabl e | EM Mbde Two Bit Nunber Descri ption

Mode A 11 Copy Prohibition

Mode B 0 Copy Once

00 wo99/2237} No encryption Unrestricted Resé’Fa(glggm%“

01 It is appreciated that AV i nf? mati on received over digital

I nterface 125 can include nmultiple progranms. Each program can have its own

ity.level | ' hi. bi, t i t d i
P amm wrtehrPrnE o Teerete dath s B B Dietintites Fodhaiin Tacedeboner °
stream (onétha 458 If sn EMItR&GRNA bPat EMISmE®: B ARY% gacledtiffint fericO a5 8@ to

I ncl udes at | east one copy once program Wth the particular exanple of a
BSR si nk adi¥Emods0 dataingoles, tBn sinkedevice 13Bwill ot perfarm any decryptiomanidythé\ésult
informatiig)n Fec ivlgd in EM node B (or EM node O

9 and can” tnrlﬁ} eﬁ%t % through (or reject) AV information received in EM

node A Figdrt SBGifisttates b UpstdrR 566 of HR présthCavdnish heARs bisbice dévideyidioeal

i nformation packet 200 in accordance with the present invention that are
sent frorfnd Bsinkdeviee] 30 FigurGB: ifustratss therBMUieirauitqy3150° ofa typical Surce urfitok204t i on

- one et b, (o A A Tin B B oh g e SRR et i PR

st andar d.invention. In this embodiment, a common encryption unit and a common decryption unit are

used, buf they receive different cipher keys (Key A, Key B) depending on the EMI mode
selected; this provides the two encryption-decryption mechanisms.

Source unit 120" of Figure 5B can be a set-top-box (STB) unit also called a broadcast
receiver which contains many well known circuits (not shown for clarity) in addition to EMI
circuit 150°. A receiver circuit 510 receives AV information in the form of a data packet and
performs any decryption required under CCl standards. The result is forwarded over
communication interface 512 (coupled to an EMI mode selected circuit 514) and also to an
interface 513. Circuit 514 is an EMI mode select circuit and depending on the recovered CCI
copy protection information will select either EMI mode A or EMI mode B, if copy protection
is required. If no copy protection is required, then interface 513 is passed directly to interface
125 and EMI mode O (code “00") is inserted into EMI field 210 of the data packet.

Assuming copy protection is required, select circuit 514 controls the select line of
multiplexer (mux) 516. Common key 524 is routed to hash circuit A 520 having a first hash
function which generates a first cipher key (key A) at its output. Key 524 is also routed to hash
circuit B 522 having a second, different, hash function which generates a second cipher key (key
B) at its output. If EMI mode A is selected, then mux 516 selects key A to forward to common
encryption unit 518 which encrypts the data portion (e.g., field 220) of the data packet according
to key A and according to a common encryption technique within encryption unit 518. Unit 518
also places the "11” code (EMI mode A) within the EMI mode field 210 of the data packet. The
result is then passed over interface 530 to an optional driver circuit 526 which outputs the data
packet to interface 125.

If EMI mode B is selected, then mux 516 of Figure SB selects key B to forward to
common encryption unit 518 which encrypts the data portion (e.g., field 220) of the data packet

according to key B and according to the common encryption technique within encryption unit
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Thi s header section 230 contains a datalength field, a tag field, a channel
field, a tcodé field and an sy field. Aside fromthe tag and tcode fields,
header 230 cwbfeoprisyzto the well known | EEE standard and t hecaidwsrifibe! ds
are defined therein. The tag field indicates that the data field starts
with a CI P header 240. The tcode fieldqean be one of two predetermn ned
values. It is appreciated that a data stream neans a stream of information
on one 1 el Sl

cont ai ns s B REE BROBESFHSTRG spde (EMI mode FY A R EVH SR SER0 T ofthe

i nvent i odataphckeC| Phelresaudids thsmpasse:dbvzﬂﬁtﬁdam 530 anopEivhalfdrbler cizdait $d6avhicin one

| ' Tabl cORPUBHE %m%ﬂs@éﬁh%%%ﬁ? B PR KB e
cormuni ng b, IR th%st?%@&)ﬁ%ﬁ:})tr ‘{a in(BE dirfgle E&ngﬁ‘teﬁcrgbﬁ&guﬁ@%l@f Abe

section escrib the™EM node indicated wthin the
EM fiel dlszﬂﬁed bdllooat}mkey(inx dahdae reatabhshed elunr@a:mca:mnkmmthemmm prugess.

sel ected ., mode A, node B or. npde O and é articular type
of encry Rrfoye% channe! ke Kﬁa@ﬁéf’urﬁe e‘"W %Os %b}ee%‘ﬁ‘a qyire 18t shags | e
the pres e r t t n
EM mde%*k A S T G I e S S
unencr yptizef. VKI’I&n;otxr@mtemcé nadithe\sik debieed beinteARANEMItcochiiyeo tampateitheiwerld) .
EM nodes within figeld 25[0 indi cate the copy control status of the data

st r eam okeXsH&ey1 29804 K&t R) Brious stream It is inportant to understand that
the data streamin accordance with the present invention can consist of
several video and/or audio prograns and each of them can have a different
copy control Kepdrﬁﬂ(c(hla#ﬁx)ci ated with the program For instance, the
MPEG transport séreﬁ Eu% froma source unit can contain several

pr ogr ans, eackeh kbhave a different |evel of copy protection. The
source device assigns the EM value for the nost restrictive programin the
stream A bit streamrecorder may or may not record the entire stream based
on the EM | vathes Hinatkdapsd Hagh éunofion esing dikey Kdewmil €2 andi@hatesopsipatiang ad
proceSS| each programin the streamindividually and is al so capabl e of
interpre “ﬁ@m&&Bge Scontrol information associated with each programis
called a for ”@ﬂrcﬁﬁgﬁoz"i‘sn GREA LSS i€ Bnl gﬁeﬁ@?éﬁ% sifgie ingAMtion aaRrsdsng

device refers control orma% on associ ate each programto decide
its acti Although two hash funcuon circuits 520, 522 are required, this additional circuitry is generally

less than the circuitry eliminated by eliminating the second encryption unit. This is particularly
true if the hash functions are implemented in software. Hash functions are readily implemented
in software because the function needs to be determined only once for a given key.

Sink device 130° of Figure 5B contains many well known circuits (not shown for clarity)
in addition to EMI circuit 160°. EMI circuit 160’ within the sink device 130’ contains a single
common decryption unit 544 which can decrypt an encryption made by common encryption unit
518, assuming the corrected common key is supplied. The data packet of interface 125 is
received by an EMI mode extractor circuit 540. Circuit 540, like circuit 440, extracts the header
information from the received data packet and extracts the EMI field 210 from the header.
Depending on the EMI mode extracted, circuit 540 controls the select line of mux 542. If EMI
mode O is extracted by circuit 540, then the data packet over line 125 is directly coupled to the
bit stream recording media 550 or is allowed to be directly output over line S70.

Assuming copy protection modes are extracted, EMI extraction circuit 540 controls the
select line of multiplexer (mux) 542. Key 554 is routed to hash circuit A 546 having the first

hash function which generates the first cipher key (key A) at its output. Key 554 is also routed
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10 EM Cl RCU TRY OF THE PRESENT | NVENTI ON Figure SAillustrates a
system 400 of the present invention having a source device 120 and a sink

devi ce 130. Fi e SAillustrates the EM circuitry 150 of gsource
unit 120 inv%?s'%a@[ ail. Source unit 120 can be a set-top- bgg}f?g&fé?{ uni t

al so call ed a broadcast receiver which contalns many wel | known circuits
(not shown for clarity) in addition to t4he EM circuit 150. A receiver

t 41 0 WY f t f f dat ket d
per f o s HSFTEIS 1 s AR T AE-ocU sk, Tort e, WIEh opaa s i spoond
f orwar dedxgﬁéﬁfey‘(ﬁ%)" hCRd hiPut rﬁ' EMI%@déBQQS é&?ﬁc@gdsﬂgbrﬁ %@da‘i‘@gi@l&{ RS

(de-nmux) 414 uSing interface 413. Circuit 412 is an sel ect CIrCUIt
and depehf sejeadnkeynds to Eovast wmcmdmyymmomctﬁ% rwhicif dacrymts the dasal portiel ect

ith . t d., If
o ot et | Phe1 B8 200 tahe SarhghckenpeshraReroidy R ans ACRing 4 SEOTHOR deqHRMY ace.
125 and EvhnigRaAitih §6&BHfion Akt 344, Udin$er d1QFplh s Qhd M Eb&‘é EMILR 8

A?Qg%[%at a
packet . Assum rig copy protection IS required, select circult 2
cont r ol stMGEIvﬁlmod&zﬁeldl klosmfghaﬂ&tacpadtet I I'Pim re@at isirbutgd/to thedwmtphit lige §20 emly.ed,

th th t A 418
i oh ondiFB 6B SRE drsch IR adysR deie, s BotlosGH tafecRe HHEMY odadd it
accor di ngadx@t, %o?éo%%ﬁ% kSthe BER aaesha%@@@srpaoﬁmxt&@umfslcraﬁ encryption technique

within encryptlon unit A 418. Unit 418 al so places the Il 1 " code (EM
node A) wit hi fEMEmBi4 Baoakeraéted byl cizauiQS4sT, thamomaa§42 @téihg'ete SBHelectsdspB toi s

th dt | t I h I t 426.
M 422 FReedo FiamaRARTPtob o G4 M ASEBIS (e AR PTR (e LD pfe i ng
the opti afalpagkt Rtording8rked 3¢ and fac@wxngqgehécbrﬁn@ﬁld%&wdm t&ﬁmq&@@nﬁﬁt a
packet from 413 is roufed to encrypt unit B 420 which éncr e data

portion gecryptionfunis|S¢42 m)t 591 alsoeplatas thepd ¢ k eode(EMl P dA) WlthéthMl mode
field 210 of the data packet. The result now in EMI mode A is then passed over interface 552
to a BSR recording media 550 and optionally to an output interface 570. When the sink device
130’ is a BSR device, it is allowed to record an EMI mode B data packet only once, so this data
packet is changed to an EMI mode A packet prior to recording to the BSR media 550. In this
embodiment, two different keys (A and B) are used to alter the decryption process used in the
single common decryption unit 544. As discussed further below, the key 554 (same as 524) can
be established during a source-sink authentication process. Circuit 160’ is advantageous because
it only requires a single decryption unit 544. Although two hash function circuits 546, 548 are
required, this additional circuitry is generally less than the circuitry eliminated by eliminating the
second decryption unit. Hash functions 546, 548 are readily implemented in software because
the function needs to be determined only once for a given key.

When the sink device 130’ is a bit stream recording (BSR) device, it is not allowed to
record EMI mode A encrypted data. Therefore, hash A circuit for EMI mode A is not
implemented in the BSR. Figure 6B illustrates the block diagram 670 of an alternative
embodiment of the EMI circuitry for a bit stream recording sink device 130’ without the hash
A circuit. In this embodiment, if the EMI extractor 540 detects mode A in the input 125, it stops
the common decrypt unit 544 and stops the BSR recording unit 550.

Circuit 500 of Figure 5A prevents intermediate devices from compromising the copy
protection in the following manner. If an EMI mode A data packet is altered on line 125 to an

EMI mode B data packet. the sink device 130’ will use the wrong decryption key (between key
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416 and according to a second encryption technique wthin encryption unit B
420. Unit 420 also places the "10" code (EM node B) within the EM nbde

field 210 of wigdwpeba packet. The result is then passed to npgdirigkS8E
(mux) 422 which is also controlled by line 426. Miux 422 passes the output

fromencryption unit B 420 to interfacet1425 using the optional output
driver 424. In this enbodinent, two different encryption units are used and

the encr yptaharkey3B)ewhas eflerdptin OB KRY d¥@l UBneAbSult B REMVIARs i WBrmati
encryption machgni sms. As |srggussed further bel ow, the key 16 can be

est abl i sHeeprdrsrtyBSRmedia560- ¥ian EMImbdanaiar aniEMI pode Bstata packet fromimbrfabevi ce
130 of Fi A tai | Kk ' [ tS . h f larit
o addi 11938 SR LAV e Ofiae ERRER: hen BBk ke 10 B Poretobmctny: 30

of Fi gur ele®pionhd the résullSs hyeh@Rabiai t A 448 which can decrypt an
encryption nmade by encryption unit A

1 1 418, assuUgurg7dlustiates kBgw dBgrapu] Modfdtaps wetfhrokeshbythé prasentatheaticonithi' ns
d t it B i ch d t ot i d ti
i+ B agtspestd8 e, Fotlor ik 587 By BR 7Y e RS CRS pedBi oo e e

is receivwad doyrée 86vidBIkdcophied®adh bthet.t Tk pRIeEssadanObd Yerfdrniel! usidGarious
extractor circuit 440. Crcuit 440 extracts the header infornmation fromthe

r ecei ved Paedeserprnecblicenselansksardice keysheAmf  iushber 2f oveflrkoowniaatieaticktion and
Dependi n opethe g‘M node extragt ed gi rCJII' t. 440 controls siﬂ%nal s over line
446, 11 ERTCTSEHSEAE BOFFIC@n O At R Ihp acsdanee Wb dhe presnt ysngion
directly1genpradit! eebiaf chlds 47t eRMHIMEAL B A ERBAWASQ1cOEssfuf afd sRpeMole be
directly output over line 470 w thoUt inhibition. I'f circuit 440
ext r act s emeredrpde apthentination Halledathenpatciten 7f foproicesse7G0acaturhe Svittout eoy &V

t hr ough - . 442 t o decryption unit A 448 which decrypts the data portion
of the dg'??i%lpagl@ Qeef(cﬁangeg.

At step 720 of Figure 7, the source device 120 utilizes the special codes to send an
encrypted key to the sink device 130 which decrypts the key. At this point, key 416 and key 452
are established between the source and sink devices and these keys are of the same value. At
step 730, the source device 120 receives a data packet having a first copy protection mode (e.g.,
using CCI modes) and translates this CCI mode into an EMI mode (e.g., copy prohibited, copy
once, unrestricted). At step 740, the circuit 150 places the proper EMI mode into the header
of the received data packet and encrypts the data portion of the data packet using one of two
possible encryption mechanisms according 1o the EMI mode. This data packet is then forwarded
over interface 125.

At step 740 of Figure 7, the since device uses circuit 160 to extract the EMI mode and
decrypt the data packet according to the EMI mode that was extracted. One of two possible
decryption mechanisms are used based on the EMI mode. This information is recorded in EMI
mode A (full protection) if EMI mode B was received. If EMI mode A was received, then no
recording is allowed. At step 760, if more data packets are required, then process 700 returns
to step 740 to process the next data packet. Otherwise, process 700 returns.

The operational procedure of the alternative embodiment of Figure 5B is similar to the
above except different keys are used to provide the different encryption and decryption

mechanisms of Figure 5B.
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(using key 452) and forwards the result to mux 454 which is also controlled
by select |line 446. Mix 454 routes the data packet fromthe output of

decryption | t 48 to the output line 470 only. Wen the_si i.ce 130
Is a BSR de&%é’?’%ﬁzis not allowed to record an EM node A 8% @E?osggiégt, SO

recording to the BSR nedia 456 is prohipited in this case. If circuit 440
extracts EM node B, then the data pack frominterface 125 is routed

of the dard iR TG SREREvIGES AR P A MR SR B "
code (nmode A) Figufeh® ifitratdseh hudblr of MiTdrentV\aaddes bhdeviessUttat Icn HeXust@4n
which is also controlled by select |ine 446. Mux 454 routes the data packet

fr om t he asgerdanceithdbeprpsent ipventinirt ABo 4B0vn in Kigere Suarpthe typeseof AAindorchatibh ows

t he BSR nedj 56 Lo rec th at a cket. now jn E de A., Wen_t he

si nk devi@@k%écg? ed@lﬁ&ﬂ\ﬁ‘%‘@ g?"’% c?‘gg%ﬁcf)%%a?%{wg %#@ﬁeﬁﬁld%’ﬁﬁe]ﬁe dat a
packet ondote@BigRal Iines fepiesetA V infeflRion ipickReREEMI odeB dallthéRIA shynpARES!

prior to recording to the BSR nedia 456. In this enbodinent, two different
decr ypt i oeprgsént A\ainforgmtidn packetsie EMmode AonThe fifsh devico plass isideyice clasphAer

key 452. . \Wh he sink devi 30 i bt St ‘ i SR
dovi oo i Trepsdeist Epde FrmpRtad RS et on o B 2N BUE RO S5kt ifmation ».
decrypt Wnktals® ihMideRlNbsd MR eé\tHab cdiecdivVOCENMBRE E Ani dRatnPR i%&t—lﬁkQS"rB?]@fO

illustrates the block diagram 665 of an alternative enbodi ment of the EM
ci rcui t r ywhielis ableta reseiveemsatallise broadaast (sigakin §&lifermnatiiang tignsmgibe date overdhy pt

unit A | ' odi,nment, if_the ract or,,440 detects de A i.n the
I nput 12&&@@%@%@%%5&‘@ yb?’gﬂlf?i %I\%e Sé-g cgeﬁffesltzépcgn %ﬁ%e%@‘?g%?’a‘?ﬁ%“ uni t
456.  packdt bfoipted e feitidrRNIE midde Y SVERM nddetB TREIBTDEIIRY 11268 Sarf £184M

conprom sing the copy protection in the follow gg manner. |f an EM node A

data pacheenernts /Y trapsissions| thaterd peyesticted. Biovicadde suppliat 4 Vplatwmation indEMI nk
Sl 1%190&@ é Ias gh%%vx;[ @y%t‘x’t%l?t%&a% i EMI%O&%:”A tas m% by output 628.

The second device class is device class B. These devices include receiving or sink

devices that are capable of responding to the EMI information that is present within AV
information packets. An example device within class B is the format cognizant recorder device
630. This device 630 is able to properly decrypt the received AV information packets in any

EMI mode, record the AV information using the IEEE 1394 standard format, record the EMI

information added thereto and transmit the reproduced data using the IEEE 1394 standard

format. If the AV information received is originated in EMI mode B, when recorded it is altered

to EMI mode A to prevent further copies. Device 630 is able to receive AV information packets

encrypted in EMI mode B 632 and in EMI mode A 634 but only can supply AV information

encrypted in EMI mode A 636.

The third device class is device class C. These devices include receiving devices that are
incapable of fully processing certain copy protection information (e.g., under CCI modes)
because these devices lack the specialized circuitry required to fully process this copy protection
information. One example of class C is the bit stream recorder (BSR) device 130 of Figure 8.
It is capable of receiving only AV information encrypted in EMI mode B via input 610 and 1s
capable of supplying only AV information encrypted in EMI mode A via output 615. The BSR
device 130 is capable of decrypting mode B encryption using the extracted EMI code and storing
this information, if EMI mode B is received. The BSR device 130 can also reproduce AV

information and transmit this information in EMI mode A under the IEEE 1394 standard.
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12 attenpting to recover the data. The result becones neani ngl ess

I nformati on recorded by BSR nedia 456. If an EM node A or an EM node B
dat a packet Wwoaenpsterface 125 is altered to an EM node O matdsogsaket ,
then sink device 130 will not perform any decryption and the result is not
render abl e. Figure 5B illustratgy a system 500 of the present

I nvention having a source device 120" and a sink device 130'. Figure 5B

i1l ustrates thEhdblirthidevios tlags id B6viceodlass Dy Pheseldesioey iicludeifeceitid@ dediosh dhhd
circuitry 160" of _a typical sink unit 130" of an alternative enbodi nent of
the preséenb Prmrﬁ%w}lomﬁn@rhw@%ﬁ@éé?mme informAteB Pagkesy. yin examplepf a class a

common dasr, | Al : 1S : ' L ffer Cj keys

(Koy A, " Rogeiiee g0 el e Ridioaln. U8 oBRAVTYRERINES Shieh 6 ey A0 ot

encrypt i emeypredypEMImote &ninpar622 and encrypied i EMIundde A 20 ingft 624 0uder B can
be a set- - box (tSTB) unit also called a broadcast receiver which contains
many wel | WiPdcstandard: sThedigital o(A29 &y able o decpyptiAY mermation from eitier EMAc ui t
150". Arr ' ' ' e ' mation in the formof a data
packet aﬁ%e%%%%%ggé83&?35%@%%“@%%% Iltﬁtj({r?der CCl standards. The result

i's forwarded d@Eeryptionandhdezaiptionmotéscdah de ticdniotl Hyenepiigdepeddiap obvhe fild6ifons
selected circuit 514) and also to an interface 513. Crcuit 514 is an EM
nmode sel &ick theentity yramtypadhisvsg 1brihe grtity sevndrcaedisplay doviseso tisensesofor

i nf or mat i ] fﬁlﬁa N\ Igﬁ/!n ool r tion
IS requi rdggb'&qi% fo cogltfdng‘o eclf:i on G:Hg%re%%un%%ees : ’[E@ggfnftgéagg%%‘i% aloégﬁ
passed dunizct30y decryptibeof EdE habe BrahdEderyptide f6) EMIARode0A afe hecessaper Evd
into EM fi el gc210 of the data pa&lé_et. Assum ng co% protection is
requi r ed Mmasdes &-and:B can pe cembingd withdicenserkeys andssarvies keysoss daserbeg|belosy withux)

516. Cog’g%egt% oné 4ridbS dinfiit ?f‘}%ﬁ’f%?%ﬂgf%%wt A 520 having a first hash

functio I ch generates a ey (key A) at its output. Key 524
is also routed to hash circuit B 522 having a second, different, hash

function |.C enerates a second cipher ke key B) at its output. If EM
mde A 1 EXEVELARY SERIACR ALASERCARIBNSIR) ARCARDANGE WITH  commn
encrypt i eyNg! i %@35 POFEZEW]% TN ion (e.qg., field 220) of
the data pac%\{mgccor fﬁg’ to key %I'ﬂg accor.@ﬁ% to a common encryption

t echni que w t [in ronerestbodimenn afrthé pbeként ikkérdtion ] Barticular communication services are

supported. In this embodiment, particular secrets (e.g., key codes) are defined depending on the
type of service used and whether a device is a source or sink device. According to the above
classifications of the transmitting devices and the receiving devices, the following indicates
service classifications for data transmissions. Transmissions within service 1 include transmitting
devices of Classes A, B, or C with receiving devices of Classes A, B, or C. Transmissions within
service 2 include transmitting devices of Classes A, B, or C with receiving devices of Class D.
Transmissions within service 3 include transmitting devices of Class D with receiving Devices
of Classes A, B, or C.

Generally, under service 1, a source unit which recognizes CCI copy protection format
sends AV information to a sink unit which also recognizes this CCI format (e.g., STD -->
display, or, STB --> format cognizant recorder). Both source and sink are copy protection
intelligent devices. Under service 2, a source unit which recognizes the CCI format sends AV
information to a sink unit which does not recognize CCI format but is implemented to recognize
the EMI codes in accordance with the present invention (e.g., STB --> BSR unit). The sink unit
does not have the same level of copy protection intelligence as the source unit. Under service

3, a source unit that does not recognize CCI format sends AV information to a sink unit that
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al so places the "1 1" code (EM node A) within the EM node field 210 of
t he data packet. The result is then passed over interface 530 to an

optional driyer circuit 526 which outputs the data packet tg~q e 125.
If EM node %Siggﬁésré’?ect ed, then mux 516 of Figure 5B sel ectgct/géﬁéil?g

forward to comon encryption unit 518 ych encrypts the data portion
(e.g., field 220) of the data packet according to key B and according to

the co r ' t echni i LR cryption unit

e TR GAE Pl 100, B L)

1 3 518. Uni tinoh8embsdimpitdE &2 prddent inbentich) deerét chtiesn@ds KBy coddshd? using theM
node field 210 of the data packet. The result is then passed over interface

530 to arEMpwmodesah antt Bwang theiservires 1 52 @ndBiachsiven (Sl clicepsed e the denisastof ths

interface_ 125 .1n this enbodjnent, it differ, key nd, B) ;are used to
dter ¢ nd BRegTan SrBRRe TRl A KB Ed iR b B o afidale s 1o
As di scugReEmiRk Siburelke th@imifidAs GdihghtiRntiadionsdieitsdibed BBovR. I8 IS Paienk

aut hentication process. After sharing a covert channel key, Kc, the source

devi ce 12l kaysdtha!n argidaseried iabevel g8l visdafos aReTyRtiRRpad dACtan@prB.cavasarf;ly, bet he
SO C2 O SR AT BIRR 2 12, L Sevice, 190 The
the work keys Ifeysevicd, Kand B)diferent key codes are necessary for the transmitting devices
and the receiving devices. For example, the key code for the transmitting device of the service
1 is different from the key code for the receiving device, Described here is the manner that the
key codes are provided to the individual devices. According to the table of Figure 9, there are
eight key codes used in this embodiment of the present embodiment. The device classifications
can be further refined according to types of data such as MPEG or DV. A pair including a
service key and a license key is allocated to services 1, 2, and 3, respectively. A source unit has
a service key and a sink unit has the licensed key corresponding to its supported services.
Therefore, services 1, 2 and 3 are distinguished by service key or license key.

For example, STB unit 120 can give service 1, 2 so STB unit 120 has service key 1 and
2. The DVHS 130 can receive service 2 and give service 3 so DVHS 130 has license key 2 and
service key 3. Each service can be divided into sub services within it own service group. A set
of encryption mode(s), service mode(s) and license key(s) is given to a unit depending on the
functions the device should have. For instance, a display device 620 could have decryption EMI
mode A and EMI mode B and license keys for services 1 and 3. The STB unit 120 could have
encryption for EMI mode A and EMI mode B and service keys for service 1 and service 2. The
DVHS (BSR) unit 130 could have decryption for EMI mode B, encryption for EMI mode A and
license key for service 2 and service key for service 3.

According to Figure 9, the devices of Class A are required to have key codes for the
transmitting devices of services 1 and 2 and key codes for EMI modes A and B and are provided
key codes: Secret 1T; Secret 1T; Secret 2T; Secret 2T; Secret A; and Secret B. Likewise, the
devices of Class B are required to have key codes for the receiving devices of service 1 and 3,
a key code for the transmitting device of Service 1, and key codes for Modes A and B, and are
provided key codes: Secret 1R; Secret 1R; Secret 3R; Secret 3R, Secret A; and Secret B. The

devices of Class C are required to have key codes for the receiving devices of Services 1 and 3
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Key A HKc(Na || Ca) key B HKc(Na || Cb) where Hkc a
keyed hash function using a key Kc and Ca and Cb are constant and are

| i censi ng cage 8922372 Circuit 150" is advantageous becauBer/U$Iseri2y
requires a single encryption unit 518. Although two hash function circuits
520, 522 are required, this additional f@rcuitry is generally less than the
circuitry elimnated by elimnating the second encryption unit. This is

parti cul and Keytdodes fof Mdtes Aash Bf 448 Gtd RESidaT IeyicBpdseS@Rpdta R iSBcreOf’. V&Rt 3Rash
functions are readil rg)l enented in software because the function needs to

y I : .
be det er Fe¢relBRifiegrebAcands Sacres Byj Therdelviogs of Class D ag; reRuigies fodwave 8@ey eddefogur e

5B cont ains._mn | own _Gircuits hown for clarit I n addi,tion to
e ol r oifredEatie de of B¢ AT iR My FHE BringlisPlek ol B Re dadiore s
si ngl e ceorovited kef Eotek: Suaret DR S&ﬂé’c}\ﬂf@'S@&eﬁﬁf‘arﬂf@écﬁitB.aﬂyﬁMZ)/tﬁé Lo MGG bY
common encryption unit 518, assum ng the corrected conmon key is supplied.
The dat aAperdxéar the trapsmissiensand 2 wse of MedeB @nly\fonthe Fageptionsds mauired: t or
circuit 540. Crcuit 540, like circuit 440, extracts the header infornmation
fromthe received data packet and extracts the EM field 210 fromthe
header. DPERYCITION OF PRESENT modeNeKyxacted, circuit 540 controls the
select line of nmux 542. If EM node Ois extracted by circuit 540, then the
dat a packKSINGSERVIGRKES s directly coupled to the bit stream recording

medi a 550 or i .l owed to he diregtly, output.over,ljne 570. .
reouni o cony Ths SRS aheesfiie e Gt YRt iilon daPiCpathels arg pansmine o
contr ol sfrb& sa8tce@evibd declRé AtblalsinR|devies of ldX B aotig aste¥céiviflg HevideO UMtRUata0
hash circuit A 546 having the first hash function which generates the first

ci pher kpacketgate trgnseittad fsom goynge dewes tosguk deyiag| apd areigeerded by the sink device.
The source device at the transmission side generates Kseed as a data key for encrypting

the data packets. The source device safely delivers the data key Kseed to the sink device at the
reception side using the secrets Secret 1T and Secret 1R for the transmitting device and the
receiving device of Service 1. Next, the source device makes an encryption Key A for Mode A
and a cipher Key B for Mode B by employing Kseed, Secret A, and Secret B. Specifically,

calculations are made by using:

Key A =h (Kseed | | Secret A)
Key B = h (Kseed | { Secret B).

Where letter h designates the hash function, and the expression a | | b designate a bit connection
of aand b.

The source device reads the value of the CCI added to the data to be transmitted. If the
CCl indicates the copy inhibition, the data packet is encrypted together with the CCI by means
of the cipher Key A for Mode A. The EMI mode (“11") is stored in field 210 and the data
packet is transmitted over the IEEE 1394 interface. If the CCI indicates the single generation
copy allowance, the data are encrypted together with the CCI by means of the cipher key B for
Mode B, and the EMI mode (“10") is stored and packeted in the EMI mode field 210 of the data
packet and the packet is transmitted over the IEEE 1394 interface. If the CCI indicates no copy
limit, the data packet is not encrypted but packeted. The EMI mode is stored as “00," in field

210 and the packet is transmitted. Therefore, what key the transmitting device uses to encrypt
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14 to hash circuit B 548 having the second, different, hash function which
generates the second ci pher key (key B) at its output. If EM node Ais
extracted fr ata packet, then nmux 542 selects key A to
common decry%ﬁ%}r%%ggit 544 which decrypts the data portion %(gr/{éé}w?l?éejl d
220) of the data packet according to ke% A and according to a conmon
decryption technique within decryption Rit 544. Unit 544 al so places the

"1 1" cod d ithip the : field, 2 ft ket .
The T eou e Ao o dehenfinbOh e sitior pisis ekgmiskf by wEER o udtfi B BEREE. 100
i s a BSR devi Ceikeithie doSirc@@bvied, tHaWRflt deQick emrslesKeyEMan ?B%r&ﬁtl@se&ﬁsibf@r%tE MSO

recording to the BSR nedia 550 is prohibited in this case.
node B i sAestdrSesreeB. phhediVE of the sergived pagketisinspecteddyy the gink dewipe, sod et datkey B

to forward £t o co n_decryptionguni 44 . whi,.c VRt he data rijon
(0. o BRIy g Sty A Ne iR EMUas tiedle{ F8HY 8. nd Fu G i o
t he commoBMIessdeihdiefte Mod8BIUNeM thb EMIRsde/4ddedtd tHe Hécr?ﬁéd. dhfaiid inffdted! SO
pl aces the "11 " code (EM node A3 within the EM node field 210 of the

dat a packE€he datacre agurecordedyifi the EMI medteindicates the eappubibitonovEhe EMI erodade 552
to a BSR recordi.ng.nmedia 550. and_ optj.onal | 0.an output interface 570.
Wnen the SRRkt e oF SnglaenBialior Booyylo%elth, Aith Rikicory BELERR =3 Heu
node B dafeaofR@k@gethot WitANEE dakO THhY EMIahcteNis ¢k@tdddStogtangnih te asta E¥lit node
A packet prior to recording to the BSR nmedia 550. In this enbodi nent, two

di f f er entinglisgtes pAcepilliBit. are used to alter the decryption process used in

the single co n_degrypti uni t 544, di scussed.f.urther bel ow. .t he key
554 (same as. SORLESA MHR tsdpeBiPecB for 7 cfedh BRREt R WG ATYF chin
process. Whéres the kodkivin® d@GEARLABIRAUS AS GPthe Forefoifld) bioceAftb] the Sowcs HaGde
decryption unit 544. Although two hash function circuits 546, 548 are

requi r ed, defivgrs thedseed ssfell toghe sink devige.i Bowevearthe pegretetoderusadh hemarec$ecestizly y

San are rRAQerS P Tl E5 PRl PRV e b B s BRI MRS 00

det er mi neghcBiptytheniae ﬂ‘xlczre&al@ha@ﬁpdﬁet}se EMI mode Med té ke &tk THe Vit ddfke 1S a
bit streamrecording (BSR) device, it is not allowed to
stores the proper in the packet header and transmits it.

The sink device generates the key B in a manner similar to that of source device.
Assume the sink device is inhibited to use Mode A for receptions by the license conditions so
that it does not generate key A. The sink device inspects the EMI mode of the received packet.
The sink device discards the packet if the EMI mode indicates Mode A. If the EMI mode
indicates Mode B, the sink device decrypts the data by means of the key B and records the
packets. At this time, the information indicating that the data have been encrypted in mode B
is recorded together with the data. If the EMI mode indicates 00, the sink device records the
data as they are. At this time, the information indicating that the data have not been encrypted
is recorded together with the data.

The preferred embodiment of the present invention, a2 method and system for providing
secure transmission of copy protected information between a source device and a bit stream
recording (BSR) device, is thus described. While the present invention has been described in
particular embodiments, it should be appreciated that the present invention should not be

construed as limited by such embodiments, but rather construed according to the below claims.
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record EM node A encrypted data. Therefore, hash A circuit for EM node A
is not inplenented in the BSR. Figure 6B illustrates the bl ock di agram 670
of an alter n¥?¥2%Rbodi nent of the EM circuitry for a bit REHESIRR2126
recordi ng sink device 130° without the_hash A circuit. In this enbodinent,
if the EM extractor 540 detects mode Alin the i nput 125, it _stops the
common decrypt unit 544 and stops the BSR recording unit §Eil

Circuit 500 of Figure 5A prevents intechgdMs e devices fr Hmamwﬂﬂn,
) .
3

the copy protection in the followng manner. If an EM no !
is altered on line 125 to an EM node B data packet the sink device 13 0O
Wl use the wong decryption key (between key
15 A and key B) when attenpting to recover the data. The result is
meani ngl ess i nf @r mat i,0, ' M. _node A or an
EM node B dat a?backe g'fg tr%‘?n@ﬁ%%%:ﬁgqrﬁﬁﬁ (érﬁg?i? gyséé&tcgﬂlgnﬁ%% node O data
packet, tHen si plsodRé¢i device3for efcbding Gin mgjpﬁdm @6e idRGREPENN) a6kt ithé an
result is not renderable. Figure illustrates a flow di agram 700
of steps pinféumation packehend ferseansmitiingnsaid infnimationepaket over 3 gemamni@ionf
Figure 5A., At step, 710, authentication is perforned so that sink device and
source dev%@f@&csg{frﬁoﬂﬁ’a HEHCYPPEHEE Thi s process can be performed using
vari ous predeterm ne ' vi . 0 :

q f’iﬂg? §§c§§pﬁg&g chEf £ e§&¥§tr1n Wita0b¢ il ‘igléb?{x}g{e}%n gﬁ&{;ettep

known aut henti cation an y éxchange esses can

710 in accordan?ﬁ,w&eamadepe&gqaaicgtgygmgtg{bdej dhdt he result, special codes
are exchanged it authentication was successful and step 720 is entered. If
aut henti t@ti on fai | ed,secomshenaryptiap citedit for onryptingeaid etata nf sgidt infurmatioy AV

i nf ti h d.
| nrormation excpglcrll(gte provided said EMI code indicates a second mode; and

a sink device for receiving said information packet from said communication
interface, said sink device comprising:
an extractor circuit for extracting said EMI code from said information
15 packet; and
a second decryption circuit for decrypting said data of said information
packet in response to said extractor circuit indicating that said EMI code is of said
second mode; and
wherein said first mode is a copy prohibition mode indicating that said information
20packet is not to be reproduced by said sink device and wherein said second mode is a copy
once inhjbition mode indicating that said information packet is not to be reproduced more

than once by said sink device.

2. A system as described in Claim 1 wherein said sink device further comprises
25a first decryption circuit for decrypting said data of said information packet in response to

said extractor circuit indicating that said EMI code is of said first mode.

3. A system as described in Claim 2 wherein said first encryption circuit, said
second encryption circuit, said first decryption circuit and said second decryption circuit are

30coupled to receive a same cipher key..
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At step 720 of Figure 7, the source device 120 utilizes the special codes
to send an encrypted key to the sink device 130 which decrypts the key. At
this point, wewmai®2and key 452 are established between t herGOUSMBAB2136d Si nk
devi ces and these keys are of the sam=2 val ue. At Step 730, —the—seurce
device 120 receives a data packet havi ﬁg a first I DRPERG inl de
(e.g., using CC nodes) and translates this CCl Wiﬂm'mlﬂmm!&gde
(e.g., copy prohibited, copy once, unrestricted). At Step #0s circuit
150 pl aces the proper EM node into the header of the received data packet
and encrypts thg data gafed R tahsférkigg detbinftRakelid sstengcanprisihg:t wo possi bl e
encryption nechani sns according to tﬁe EM node. This data packet is then
f orwar ded over &rsberdeadeyice2for encoding aptenstyption aodsf identifigre(EMD: ¢pde dptgcan

device uses circuit 160 to, extract ,the EM ., node and decrypt the data cket
accor di ng Hfopnaiqnpackstand ttr%ﬁg‘l%rséwt g)gmépgncgac St 6?5?%““1“&&

decrypti og. anj r X .on the EM node. This information is
recor ded 5}?[{%?#6%%%%&&5 Sﬁgg?‘g&?@%%'on) if EM node B was received. |If EM
node A was received, atddgindiedcefiofliciiguit forant&ptity déth oftseid idfomaiifn panket

data packets are required, then process 700 returns to step 740 to process
the next data phesedton @tfiust ke éf saddt EML sodeoiddicatesranfirst mode, angpherein said

Lo the Eﬁﬁ'vepéiég%ﬁfo% G Y 1S JOCTeRPREGAIRt FHE ‘Herpaianpiiel
To Chass Fi carPoReER A5l Ry TR pot R e g b venms o

10 a sink device for receiving said information packet from said communication

interface, said sink device comprising:
an extractor circuit for extracting said EMI code from said information
packet; and
a common decryption circﬁit for decrypting said data of said information
15 packet using said second key in response to said extractor circuit indicating that said
EMI code is of said second mode; and
wherein said first mode is a copy prohibition mode indicating that said information
packet is not to be reproduced by said sink device and wherein said second mode is 2 copy
once inhibition mode indicating that said information packet is not to be reproduced more

20than once by said sink device.

5. A system as described in Claim 1 or 4 wherein said sink device is a bit stream
recording device and wherein said sink device further comprises a recording media for
recording said information packet provided said EMI code is of said second mode and

25wherein said EMI code of said information packet is altered to said first mode by said sink

device upon recording onto said recording media.

6. A system as described in Claim 4 wherein said common decryption circuit of
said sink device is also for decrypting said data of said information packet using said first

30key in response to said extractor circuit indicating that said EMI code is of said first mode.

’ | THIS SHEET HAS BEEN |
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Figure 8 illustrates a nunber of different classes of devices that can be
used in accordance with the present invention. Al so shown in Figure 8 are
the types of WRPY%#Br nat i on packets (cl assifiedby 8213 pe

received and transmitted by each devi @. The 5 | i nes represent
AV information packets in EM node B and the iﬂ"!ﬁﬂ"ﬁﬁgﬂ!ﬂums represent
AV information packets in EM node A The first devicCen +1s device

cl ass A. These devices include transmtting devices that can add the EM

code to their packet information _and also include those devices that can
receive CCl dat? AnAcsysiep as describeddn Claim 2 giByvhersm sapd egmmynigatien interface

receiveasateIJite br oadcast .0., 4n CCl, for transmt the a&a
over the 1 Baesersl esmiBRaRET byifaed epdofinedo 45 TERE L cartPRiites s
generat e | Rd iAfbrRas ¢ MielinddRtiofbadket, EM rnode A or EM
node B. Tﬁéeﬁds‘&r dﬁe?vsia?e 12%1 cégﬁﬁ?@g g)éi%ér atne AV ?rgnsm' ssions that are
unrestricfed. Device 120 supplies AV information in EM node B as shown by
output 626.and in EM node A as shown by output 628. .. The second
devi ce class is8devi 6e53(§ItQiB§SBICSquh?_§emdéWI§ oF fcherein saidi spurrg @avien iska
or esent i PREFSR/ERRT ey 8 HEBRECEPIAT LAPEI TNl REQRIOns ff Bromaton o
the format ' i Eihe ad8YY protécHon!cddéfefettdin and
properly d%%?)g/g%&?ﬁéed ?\@t@&f@?&fﬁ@‘é}lﬁfé&%@onhgg&gg In aﬁyC%EI\/I em)de, an
record thewhdteimbaid sk aevicks isgndblectd prokesk3dinforandioncbachetnamicodedoithd"Che
EM information added thereto and transmt the reproduced data using the

| EEE 13910ifermstion. fornat. |f the AV infornmation received is originated in
EM node B, when recorded it is altered to EM node A to prevent further
copies. Device 630 is able to receive AV information packets encrypted in
EM node B 632 gnd i Qeberfiid RUE1ARR' Y of BNwRMER! Yaid YofoRheH o phdet
encrypted in El\/? m)dg %1\%%%99 rﬁ)%aTlEe taﬁ?rdodevi ce cl aasls I's devi cie) cl ass
C. These deptesests apottivheofaciigital amdjo/tidualqeegraimat are incapable of fully
processing certain copy protection information (e.g., under CClI nodes)
because these devices |ack the specialized circuitry required- to fully

o cess, 181 CORY B! il AALAAIFL Clin S35 SRTIElh AU il A4

only AV i njQhdBdLRBorRfiideyPt €d in EM node B via input 610 and is capabl e of
supplying only AV information encrypted in EM node A via output 615. The
BSR devi ce 130 i first hpsibdiscuitffordenenating sajd fiest &eyBbasad oy ptcbmmanskieygantdhe

extracted EM code and storing . i .
' a second hash circuit for generating said second key based on said common key and

wherein said common key is transferred between said sink device and said source device

20before said information packet is received by said sink device.

11. A method of transferring information that contains copy protection modes
comprising the steps of:

a source device receiving an information packet having a copy protection mode;

25 said source device storing an encryption mode indicator (EMI) code into a header of

said information packet depending on said copy protection mode;

said source device using a first encryption mechanism to encrypt data of said
information packet if said EMI code is of a first mode;

said source device using a second encryption mechanism to encrypt said data of said

30information packet if said EMI code is of a second mode; -
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this information, if EM node B is received. The BSR device 130 can al so
reproduce AV information and transmt this informatron inm EM node A under

Ege |EEE LS ?ﬁe”??t]?? deevi ce class i §4deuml!élﬁ,wm|’wu”ml ,H"le;a;inés\‘/g??elgs

i ncl ude receiving devices that can process Y nflor fratt on which is added

to the informati on packets. An exanple of a class D device is digital

tel evision 620. The digital TV set 620 I. I . o] AV i A AN
encrypted in EM& %c%dwuée ﬁxq{peafrygggg 3‘7’@ d%ﬁc"?f%@el ol%nmﬁﬁl? p%%kfggﬁa\iﬁ?@nput
624, under f Hed hsdd: sfgandard. The digital TV 620 is able to decrypt
AV | nfornnﬁdgﬁs?fr omeithet EM node A or EM node B and render the AV

i nf or mati on. said souréedevitettiansmittin shictinfgrtmiation pasitetto@ainkdevidecwinegei said an
entity depending on the functions which the entity, wants to achieve. Lf the

entity nanifstowdedsaepry Peohibition smode indieating dhatisgid 1y PP BACkS IR thdGe A
d EM npd sary.. |f th Lity s A% B i . ,

i B R R s L

modes A a“@gﬁsa?@ﬂlfbﬁxﬁaﬂ‘ghaé@ isMd: o be fBRRIBcIEMSreaRsh Srive\byCRidkaNE deviée and

descri bed ow W th respect to one enbodi nent of the present invention.
EXEMPLARY SR 6de/S5h hh@aFicETnddy indiceRpahicEaimidroaiorspake derie fierlyTHE
PRESENT | NVENTI ON .. . . In one enbodi nent of the present invention,

parti cul arrepaduoed asaidsink deXifees are supported. In this enbodi nent,
particul ar secrets (e.g., key codes) are defined depending on the

10 12. A method as described in Claim 11 further comprising the steps of:
said sink device receiving said information packet and extracting said EMI code
therefrom;
said sink device decrypting said data of said information packet using a first
decryption mechanism if said EMI code is of said first mode;
15 said sink device decrypting said data of said information packet using a second
decryption mechanism if said EMI code is of said second mode; and
said sink device not decrypting said data of said information packet if said EMI code

is of said third mode.

20 13. A method as described in Claim 12 further comprising the step of:
said sink device changing said EMI code from said second mode to said first mode
and storing the new EMI code into said information packet; and

said sink device recording said information packet.

25 14. A method as described in Claim 12 wherein said step of said source device
receiving an information packet having a copy protection mode includes the step of said
source device translating said information packet having encoded CCI information to extract

said copy protection mode.

30 15. A method as described in Claim 12 wherein said information packet is a




type of service used and whether a device is a source or sink device.
According tq the above classifications of the transmtting i d the
recei ving d&ég%?fmt he foll ow ng indicates service classi fi%%%n?%r dat a
transm ssions. Transmi ssions within service 1 include t+ansmtting devices
of Classes A, B, or Cwith receiving gevices of C asses s _

Transm ssions within service 2 include transmtting devi ﬂ"@ﬂﬂhﬁﬂﬂtﬁm
B, or C widigitat epedsentatoriefa pationdf 4 aslso/sual progsamssi ons " L SCC
include transmtting devices of Class Dwth receiving Devices of C asses
A B, or C General ly, under service 1, a source unit which

recogni zes CCl ,copy prot.ection fornpat sen V_i.nf armat i . i it
whi ch al so rec&@ni zé‘gmtehlog aé%FW@’Fm C{%E“gﬁw -S@lgqg‘ffg%?g{)?e %ra,sﬂr%%}_ >
format cogpl-fRRkeViGEAdRorein SRRk UV IeE it Sitedth rBERAGOPY Prot ection
intelligent devices. Under service 2, a source unit which recognizes the
CCl format sends AV information to a sink unit which does not recognize CCl
format but is inplenented to recognize the EM codes in accordance with the
present invention (e.g., STB --> BSR unit). The sink unit does not have the
sane | evel of copy protection intelligence as the source unit. Under
service 3, a source unit that does not recognize CCl format sends AV
information to a sink unit that

18 recognizes CCl format (e.g., DVHS --> Display). I n one

enbodi nent of the present invention, secret codes (e.g., key codes) for
using the EM nodes A and B and the services 1, 2, and 3 are given (e.g.,

| icensed) to the devices of the individual classes enunerated above. A key
code or "secret" is used by the two devices for

PR A

THIS SHEET HAS BEEN
REPLAGED -




perform ng secure key transm ssions during authentication, as descri bed
above. In this manner, the keys that are described above and used for
encrypti ony@eshdecrypti on can safely be transnmtted bet wemwustszzgesur ce and

si nk devi ces. In the services 1, 2, and 3, different key codes are
necessary for the transmtting devices and the receiving devices. For
exanpl e, the key code for the traﬂ ttlng device of the service |l is
different fromthe key code for the receiving device. Described here is the

ho I nrh \ll o I

i ces. According
d in|this enbodi ment

manner that the key codgs—afe—prop+ded—o—i
to the table of Figure 9, there re éTght Key codes usj{
of the present enbodi ne g;-qhe vi ce=icl aspi fications-¢an further
refined according to types_df datla sugh as| MPEG or DV~ A paiir including a
service key and a |licenge key IS ﬁlocated to servicesfl1l, 24§ and 3,
respectively. A source pnit _jhas ice—key and a sipk unjt has the

| i censed key correspond-ﬁg tlo itg’ orteld servicesr—rhehe4ore servi ces

1, 2 and 3 are distingu}8hed ide kely or |icense] key. | For
exanpl e, STB unit 120 cph gifve 1/2 so STB unit 120f{ has service key
1 and 2. The DVHS 130 c{ cei i ce {2 and give-sgervieg 3 so DVHS 130
has |icense key 2 and sprvi¢e ke . Each |service capnjpe diyided into sub
services within it own gervice —A sgt of encryptf on npde(s), service
mode(s) and |icense keyf(g)—{s daLyen t? a_ynit dependrmg omf he functions

t he device should have.}for|inst a dijspl ay devi 62Q_foul d have
decryption EM node A EM A ApT nd=tji cense keys [for sgervices 1 and 3.
The STB unit 120 coul d |fve] encry tig%fmj EM node Ajand-§M node B and
service keys for servide 1 pnd sé@ [ : it 130 could
have decryption for EM ption for EM node A gnd |icense key
for service 2 and servi i 3. cordrjng to Figure 9,

t he devices of Class A ekey codesdtpr_tihe transmtting
devices of services 1 & fa EM rmd & A gnd B and are
provi ded key codes: Seg PeCr et 2T, Seowet A,
and Secret B. Likew se, s B are r B req to hav ey
codes for the receiVving T<¢ and 3, a %by dode for e
transmtting device of codes for des™ A and B, d are
provi ded key codes: Seq Secret 3R —$ecreff 3R, Se t A
and Secret B. The devi ( ="[equired to_lhave hey code or the

recei ving devices of Sgrvig TH
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19 and key codes for
Secr et

Modes A and B and are provi ded key codes:
'R Secdret 3R Secret 3R Secret A and Secret B. The devi ces of

Secret 1R

Class D arewogoe3rezd to have a key code for the receivi ng MNEVUSI®22186 Ser vi ce

2 and a key code for the transmtting
key codes:
of Mbde A only for the
receptions is required. OPERATI ONegOH
The follow ng procedurq depcribes t

transmitted froma sourjce gegee of c

acting as a receiving deviIe; e dat 3
device to sink device dnd gt & r@Acor ded
source device at the trlansidd §5i@8n si dg
encrypting the data padkets UFiq sourd
Kseed to the sink devide a$s theyrecept
and Secret IR for the tjran torng deMi

ur c devi ce nak
B by enpl oyi ng

Service 1. Next, the sd
a ci pher Key B for Mdg

Secret 2R, Secret 3T, S@dvet A, and Secret B. Typically,
Aansm-ssions—gand the use of Mode B only

Specifically, calculatil
Secret A)

PACKETS
2
38b

device of Service 3 and are provided
t he use
for the
PRESENT | NVENTI ON USI NG SERVI CE KEYS
manner in which data packets are
ass A to a sink device of class B
packets are transmtted from source
by the sink device. The
generates Kseed as a data key for
e device safely delivers the data key
ion side using the secrets Secret IT -
i ce and the receiving device of
es an encryption Key A for Mdde A and
Kseed, Secret A, and Secret B.
usi ng: Key A = h (Kseed

34

TERCEPT
DEVICE

FIGURE 2

2

pACKETS —»|IN
38a

32

TRANSMIT DEVICE
(SOURCE OF DIGITAL
INFORMATION)
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Key B = h (Kseed Secret B). Wiere letter h designates the hash function,
and the expression a b designate a bit connection of a and b. The
source deviNasodrReds the value of the CCl added to the datpcggsdgf2126
transmtted. If the CCl indicates the copy inhibition, the data packet is
encrypted together with the CCl by neans of the cipher Key A for Mde A
The EM node ("11 ") is stored in ghgld 210 and the data packet is
transm.tted over the IIEEE 1394 interface. If the CC indicates the single
gener at} copy all owance, the data are encrypted together with the CCl by
means of the cipher key B for Mbde B, and the EM node ("10") is stored and
packeted in the EM node field 210 of the data packet and the packet is
transm jted over the IEEf 1394 interface. |f tthe CCl i ndicates]no copy
limt, fhe data packet i4 not encrypted but packeted. The EM de is
stored hs "00," in field he packet id traf@khAld. The¢refore, what

key the|traWhRELB§Sdevi BROADCAST

20 thejd efl i but ned by the EM
node ad:le%t?%%?l atEaF.§| ke the sourg¢e dg\}?gg‘i\/ﬁg‘ si mk device
gener at p<DiBYtaA BrR8IREY B from Kse Y15Secret A and ddlTet B. The EM of

the recpived packet is inpspected by the sink device, and the data is :
decryptpd by using the k¢y A, if the EM node i@' S Al and by
using kpy Bif the EM de i ndi cates Mde B. XEMIhe nodle added to
the decfypted data is ingpected.

N\
110
L~ 125
Y
EMI _+160
BIT STREAM
RECORDING
DEVICE /130
FIGURE 3




The data are not recorded if the EM node indicates the copy inhibition.
The EM node i's changed, if it indicates the single generation copy

al | onance, wote223nz copy inhibition and is recorded toget hroTvsssteiée dat a.
The EM node is recorded together with the data, if it indicates no copy
limt. Descri bed next is the processing for the case the
transmtting device is the of class¢#/m whereas the receiving device is of
class d. As in the foregoing procegﬁre, t he source device delivers the
Kseed safely to the sink device ver, the secrets to be used here are
Secret 2T and Secret 2R The sour céNdevice generates the keys Key A and Key
B, as described ahove. _and encrypt q\thp data in dependence upon the EM
node added to the dcﬁta The sodlrc vVl cel stores the proper EM in the
packet header and {jjangmts it e sink device generates the key B
in a manner simlj®|tofthat of |source [devfj ce. Assune.the sink device is.

i nhibited to use Mde %f or reg¢eptions] byl the license conditions so that it

does not gener at efkgy The sink| deviijce J nspects the EM node of the
recei ved packet. [lbe sj4tk devi ¢e [di scardsf t he packet if the EM nbde

i ndi cates Mbde A |@8f the EM nbdd i ndifcatjes Mbde B, the sink device
decrypts the @taﬂa) neans of {hg key |B and records the packets. At this
time, the infoyndti ¢n jndicatihg fthat ftheg data have been encrypted in node
B is recorded Yogether{with the data. {If the EM node indicates 00, the

si nk device rec Q;%E a ap tlhey gre.l] At this tine, the information

i ndi cating that tjhe a ve fhot| been encrypted is recorded together with
t he data T?ﬁ( ef'erred| enbodi nentj] of the present invention, a

met hod and systemg&or jprev-ei-rfy; decur g trfansm ssion of copy protected

i nformation betwaeg sbLﬁ-cI defjce and 4 bit streamrecordi ng (BSR)
device, is thus dﬁc bed—wni i |t he fdresient invention has been descri bed
in particular enodineghs, it shqul d e gppreciated that the present

i nvention shoul d [not bd@.constrped as lli mijted by such enbodi nents, but

g:.m

rat her construed acc:@@ng to thg bgl qw dl ai msq,
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21 1. A systemfor transferring information, said

systemconprising: 5 a source device for encoding an encryption ‘node
i dentifier w&bdazzppode into an information packet and f@prAksdasistti ng
said informati on packet over a communication interface, salrd source
devi ce conpri si ng: a first encryption circuit for
encrypting data of said informatiog,packet provi ded said EM code
indicates a first node; and 10 a second encryption circuit
for encrypting said data of said information packet provided said
EM code indicates a second node; and a sink devjce for receiving
said informati on packet from said conmuni cation I nt erf%;@esal d sink
devi ce conpri si ng: a tractar circuit xtracting
said EM code fromsaid information 1 . packet; and | a’
second decryption circuit for decry;g ng &id data of s , &i nfof pgt i on
packet in response to said extractontkircert indicati é& d [EM code
Is of & second node; an X vvherl "Bt] node is
a copﬁgrohl biti on node |nd£ating that sai d informts is not to
be reproduced by said S|nk vi ce andl wherein said second =5 |a copy
once inhibition node in £t|natha saldlnformatlo.pa%m =51 Nt to be
repr oduced nore t han{once by sai fl |si nk_devi ce, N7 g 3
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2. A system as described in Caim21 wherein said sink device further
conprises 25a first decryption circuit for decrypting said data of said

i nfornati woPaeket in response to sai d extractor circBCTUBISG®RE2at i ng t hat
said EM code is of said first node. 3. A system as
described in Caim2 wherein said fi&G/40 encryption circuit, said second
encryption circuit, said first decryption circuit and said second
decryption circuit are 30coupled to receive a sanme cipher key.

22 4. A systemfor transferring informationg said system
conpri si ng: a source device for encoding an engg@;ion node
identifier (EM) code into an I nfo acket—and fgr _transmtting
said informati on packet over a commuhi catd 5 interfade, said|source
devi ce conpri si ng: C’ cornndﬁ=n§3yption dircuit tor
encrypting data of said |nfornat|on' ackgt, © based.an._a #irst key
I f sa EM code indicates a first de, d MKH¥|n said common
encry@lion circuit is also for encrypting Math of s i gn packet -
based on a second key if said EM cogde i qdi cajes a $ 1 and 10
a sink device for receiving.said. infprnmtiop.packet (o] ni cation
- .
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interface, said sink device conprising: an extractor
circuit for extracting said EM code fromsaid information

packet; anggqs a comon decryption circui tcf(gr,usc;w yeting
sai d data of sal d |nf ormation 15 packet using said second ey in
response to said extractor circuit indicating that said EM code
is of said second node; and wherein said first node is a copy

prohi bi t iG@5 node i ndicating %% t sal d information packet is not to be
reproduced by said sink devi nd wherein said second node is a copy

once i nhi biti on+rode-i-ndci €ati -tha-t said informati on packet is not to be
reproduced,.aone.|25MIrED(T®A€ Rai i-ak-deviCce.caama-o -+ 5. A
system as *descrhb_e_d_Lu_C;l_aLnLl__oJ:_ erein said sink deyl ceis a bit
stream recording device and whereinjsaid sink device further conprises a
recordi ng 'ITEdI a for recor di ng said iinf or| mati on packet provided said EM

code i s of: said second "“ﬁ&d'm *sai d EMF Cade o6 ‘i i nf or meti on
packet IN®IWered 6~ SAWE)CEQ P B§ el"d's‘i‘ﬁk'l égﬁ&ﬁgﬁ‘ﬁp n recording

onto said re‘%ﬁ ing mie =~~~ """~ -+ A sy$tenrtas-descrithed in Caim
4 wherein sai orrrmn decryption circuit 480 sai d sinkq8gvice is also for

decrypting said data of said +nkermration packet using said first 30key in
response to said extractor |ci r ciW{EYi ndi qa{i ng that said EM code is of said

first node. e ———- + 452

FIGURE 6A
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2 3 7. A system as described in Caim2 or 6 wherein said

communi catiion interface Is a serial comunication interface conformng to
the | EEE 1394Wo9ameii2 cati on standard and wherein said i nf oPEEVSWA2BOCKket
is a digital information packet. 5 8. A system as descri bed

in Caim2 or 6 wherein said source device is a br oadcast receiver device
and further conprises a receiver cir®Wt for receiving an infornmation
packet encoded with CCl infornmation are—e ageti Ng a copy protection code

t heref rom and W[—Qel n said sink dgvi @eTAR'IUane to process an

i nformat i on packef=encoded with CCl { I on. 9. A
system as described in Claim2 or 6 V\/ner el n sal d informati on packet

repr esents a port i on qf—er—ctogttat—atretorvistrat ottt 10. A
Gyt em a5 dosert bed i | PERFORMAUT HENTICATION BROGESS Laing si nk

devi ce each conpri se: BETWEEI\F‘SfOURCEaAN@'SSNKtDEV @E@r Bting said

first key based on a dommmn key: and a_second rcuit for
generating said second key based on sai d wonmon key and mhereln sai d
common key is transferred between said geyi ce and said source device
20before said |nformat|on packet—rS received by Sar~d si ddSevi ce.

11. A rre.t_h.odrﬁl g | nf ntai’t opy protection
nodes cpnpri si 9the St eps~e &ﬁém@]&ﬁp '

ce_dexiTe receiving an
i nformatipn packet having a copy prat ecti on npde:

SOURCE DEVICE SENDS ENCRYPTED KEY TO SINK
DEVICE WHICH DECRYPTS THE KEY 4720

I

SOURCE DEVICE RECEIVES SIGNAL USING FIRST DATA
PROTECTION MODE AND TRANSLATES TO EMI DATA 730
PROTECTION MODE

Y

SOURCE PLACES EMI INTO HEADER OF DATE PACKET,

ENCRYPTS THE DATA PORTION OF PACKET 4740

DEPENDING ON THE EM! VALUE AND SENDS PACKET
TO THE SINK DEVICE

v

SINK DEVICE RECEIVES DATA PACKET, EXTRACTS EMI
AND DECRYPTS THE PACKET INFORMATION USING
DECRYPTION PROCESS INDICATED BY THE EMI AND

RECORDS THE INFORMATION WITH FULL PROTECTION

1750

LAST PACKET ? NO

[RETURN ] FIGURE 7




25 sai d source device storing an encryption node indicator (EM)
code into a header of said i nformati on packet dependi ng on said copy’

pr ot ect i onwEBe3T2 sai d source device using a firgtrngsssespsi on
mechanismto encrypt data of said information packet if said EM code is
of a first node; sai d source device using a second encryption
mechani smto encrypt said data okpgaid 30i nformation packet if said EM
code is of a second node; sai d source device not
encrypting said data of said information packet if said EM code is of a
third node; and said source device transmtting said information
packet to a sink device wherein said first node is a copy prohibition

mode indicating that said informati on packet is not to be garegroduced by
sai d sink device, said second node is a copy once inhibitiong e

i ndi cating that said information packet is not to be reprdudd nore than
once by said sink device and said third node is an unrestn c%éd node
indicating that said informati on packet can be freely reproduced by said

sink device. 10 T21 A nethod as described in C aién &1 further
conprising the steps [0f®@ __ said sink device receivirg dqaid
i nformati on packet andﬁxt‘Eacting said EM code :
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t herefrom said sink device decrypting said data of said

i nformation packet using a first decryption nechanismif said EM code
is of said fiVo99@de; 15 sai d sink device decrypting BETUSHWRRE60f
said information packet using a second decryption nmechanismif said EM
code is of said second node; and sai d sink device not decrypting
said data of 3@@d information packet, éf said EM code is of said third
node. 20 —— 13. A nethod as®@scribed in daim12 further
conprising the step of: sai d sink device changing said EM code
fromsaid second [m il St o[l New code
I nto said inforngt |€E%‘ZE¢§&{ arTcﬁhN‘gﬁmSSIG;al d si F#té]&éﬁ‘a'fr ecofding said
i nformati on packgt. 25 14. 338t hod las described in Cl him12
wherein said steg of said sourde RERCEPTION:CH vin ' tipn packet
having a copy prgtecti gqgmode ijnclude t7he stepg of gggﬂﬁig}?ce devi ce
translating saidy = | dedCClinfarnptioh to
extract sai d ¢opgERVICGE! 201 TRANSMISSION| 18pcrETSTh0d ps
described in Caiim 12 wherein dqaid i ngggmation fpacket I's a
RECEPTION SECRET2R
320 327
SERVICE 3 |TRANSMISSION SECRET3T
335
RECEPTION SECRET3R
330 337
MODEA SECRETA
340
MODE B SECRETB
360

FIGURE 9



. ,. . L e e ﬂ? Ca/yy
digital representation of ‘a portion of an audi o/ vi sual® @grogra
A method as described in Claim1l2 wherein said source device #

receiver devi if(’ffd wher ei 38 (el stboatl SRUpS& Y boaRiZREby St ream § ;”;""-'
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In a third transmission mode, a2 450 454 458 1]
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copying is availabe. Depending
on which secure mode is selected
between mode A and mode B, a different encryption process is used by the source device to encrypt the transmission. Further, depending
on which secure mode is selected between mode A and mode B, a different decryption process is used by the sink device to decrypt the
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