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Technical Field
The present appheatien-disclosure relates to the field of the Internet of Things, and

in particular, to identity authentication methods, systems, and computing devices.

Background

With the development of information technology, the Internet of Things has
gradually developed into a system that integrates information collection, transmission and
processing, and is widely used in all walks of life, which can shorten many business links and
reduce mechanical labor. In an Internet of Things system, data is collected by an Internet of
Things edge device, and is sent to a server for processing and analysis. The server then
issues an operation command, which is executed by the edge device. Since a large amount
of raw data needs to be sent to the server for analysis and processing, requirements for
network bandwidth and storage capacity are very high. At the same time, i#—such large

amount of raw data brings a large processing load to the server, which is prone to delay and

network instability. Therefore, it is unrealistic to connect all Internet of Things devices to the
Internet to communicate with the server. Edge computing is a technology developed based

on thereupon. For the Internet of Things, edge computing implements device controls



through local devices, thus greatly improving the processing efficiency and reducing the
processing load of servers.

At present, in the Internet of Things edge computing, many devices cannot
communicate with a server. Therefore, these devices cannot be operated through the
server, and can only be operated by establishing a LAN environment. For example, through
an installation of a client terminal and a device component LAN to operate devices, it is
necessary to authenticate various applications that can operate the devices to ensure the
security of the Internet of Things devices and the normal use of the functions. After a user
buys an Internet of Things device, the user only needs to download a relevant client
program to control the device. For example, after a user installs a camera used for home
monitoring, a control application of the camera can be downloaded through a mobile phone
in order to check the situations at home. However, such a method is prone to cracking and
obtaining an IP address by an illegal person to connect to the camera in a user's home, and
thus check situations in the user's home. Therefore, in order to ensure the security of an
Internet of Things device, not every client that can connect to the device has the right to
operate the device. Since a device at the edge of the Internet of Things does not have
networking conditions, it is impossible to authenticate a client that is used to operate the
device without an ability of accessing the Internet, thus posing a security risk.

In the above existing technologies, in a process of operating a non-networked device
by a networked device, the non-networked device cannot connect to an authentication
server, resulting in a problem that the networked device accessing the non-networked
device cannot complete an identity authentication. Currently, no effective solution has been

proposed.



Summary

This Summary is provided to introduce a selection of concepts in a simplified form

that are further described below in the Detailed Description. This Summary is not intended

to identify all key features or essential features of the claims subject matter, nor is it

intended to be used alone as an aid in determining the scope of the claimed subject matter.

The term “techniques,” for instance, may refer to device(s), system(s), method(s) and/or

processor-readable/computer-readable instructions as permitted by the context above and

throughout the present disclosure.

Embodiments of the present invention provide a method, a system, and a computing
device for identity authentication, to solve at least the problem of failing to complete an
identity authentication for a networked device that accesses a non-networked device due to
a failure of the non-networked device to connect to an authentication server during a
process of operating the non-networked device by the networked device under the existing

technologies.

According to an—aspectof-the embodiments of the present invention, an identity
authentication method is provided, which includes: a first device establishing a
communication connection with a second device, and obtaining encrypted information
through the Internet, where the first device is a device that is allowed to access the Internet,
and the second device is a device that is not allowed to access the Internet; the first device
encrypting identity information of an account that is logged into the second device by using
the encrypted information, and sending the encrypted identity information to the second
device; and the first device receiving a verification result that is returned by the second
device, wherein the second device verifies the encrypted identity information based on
verification information.

According to anether—aspect—of-the embodiments of the present invention, an
identity authentication method is further provided, which includes: a second device
establishing a communication connection with the first device, and receiving identity
information to be verified that is sent by the first device, wherein the first device is a device
that is allowed to access the Internet, and the second device is a device that is not allowed
to access the Internet; and the second device verifying the identity information to be

verified that is sent by the first device based on verification information, and obtaining a




verification result, wherein the identity information to be verified is data that is encrypted

using encrypted information.

According to anether—aspect—of-the embodiments of the present invention, an
identity authentication method is further provided, which includes: a second device
receiving identity information to be verified that is sent from a first device, wherein the first
device is a device that is allowed to access the Internet, and the second device is a device
that is not allowed to access the Internet; the second device verifying the identity
information to be verified according to verification information, and obtaining a verification
result; and generating a shared key used for encrypting and decrypting data in response to
the verification result indicating that the identity information is trusted, wherein the shared
key is used for ensuring secure data transmission between the first device and the second
device, and the identity information to be verified is data encrypted by using encrypted
information.

According to anether—aspect—ef-the embodiments of the present invention, an
identity authentication system is further provided, which includes: a first device that is
configured to obtain encrypted information through the Internet, encrypt identity
information of an account that is logged into a second device by using the encrypted
information, and sending the encrypted identity information to the second device; the
second device that establishes a communication connection with the first device, and is
configured to verify the encrypted identity information based on verification information,
obtain a verification result, and return the verification result to the first device, wherein the
first device is a device that is allowed to access the Internet, and the second device is a

device that is not allowed to access the Internet.



According to anether—aspect—ef-the embodiments of the present invention, a
computing device is further provided, which includes: a communication apparatus, which
establishes a communication connection with a control device, and is configured to receive
identity information to be verified that is sent from the control device, wherein the control
device is a device that is allowed to access the Internet; and a processor which is connected
to the communication device, and is configured to obtain a verification result by verifying
the identity information to be verified that is sent from the control device based on
verification information, and generate a shared key for data encryption and decryption if
the verification result indicates that the identity information is trusted, wherein the shared
key is used for ensuring secure data transmission between the communication device and
the control device.

According to anetheraspectef-the embodiments of the present invention, a storage
medium is also provided. The storage medium includes a stored program, wherein a device
in which the storage medium is located is controlled to perform any one of the above
identity authentication methods when the program is executed.

According to anether—aspect—oef—the embodiments of the present invention, a
computing terminal is also provided, which includes: a processor configured to execute a
program, wherein the program performs any one of the above identity authentication
methods when being executed.

According to another aspect of the embodiments of the present invention, an
identity authentication system is also provided, which includes: a processor; and a memory
coupled to the processor and configured to provide an instruction to the processor to
process the following processing steps: a first device establishing a communication

connection with a second device and obtaining encrypted information through the Internet,



wherein the first device is a device that is allowed to access the Internet, and the second
device is a device that is not allowed to access the Internet; the first device encrypting
identity information of an account that is logged into the second device using the encrypted
information, and sending the encrypted identity information to the second device; and the
first device receiving a verification result that is returned by the second device, wherein the
second device verifies the encrypted identity information based on verification information.

In the embodiments of the present invention, a communication connection is
established between a first device and a second device, and encrypted information is
obtained through the Internet, wherein the first device is a device that is allowed to access
the Internet, and the second device is a device that is not allowed to access the Internet.
The first device encrypts identity information of an account that is logged into the second
device using the encrypted information, and sends the encrypted identity information to the
second device. The first device receives a verification result returned by the second device,
wherein the second device verifies the encrypted identity information based on verification
information. The purpose of verifying identity information of an object that is used for
operating a non-networked device according to verification information built into the non-
networked device is achieved. As such, a technical effect of authenticating an identity of a
client by a non-networked device to improve the security of data transmission between the
client and the non-networked device when the client is used to operate the non-networked
device, thereby solving the problem of a networked device accessing a non-networked
device failing to complete an identity authentication due to a failure of the non-networked
device to connect to an authentication server during a process of operating the non-

networked device by the networked device under the existing technologies.



Brief Description of the Drawings

The drawings described herein are intended to provide a further understanding of
the present applicationdisclosure, and are intended to form as a portion of the present
apphieationdisclosure. The illustrative embodiments and a description thereof are used for
explaining the present apphicatiendisclosure, and are not to be construed as improper
limitations to the present appticationdisclosure. In the drawing:

FIG. 1 is a schematic diagram of an eptienal-exemplary identity authentication
system according to a-first-the embodiments of the present applicatiendisclosure.

FIG. 2 is a schematic interaction diagram of an eptienal—exemplary identity
authentication system according to the firstembodiments of the present applicatiendisclosure.

FIG. 3 is a flowchart of an identity authentication method according to a-secendthe
embodiments of the present apphicatiendisclosure.

FIG. 4 is a flowchart of an eptienal-exemplary identity authentication method
according to the seeend-embodiments of the present applicatiendisclosure.

FIG. 5 is a flowchart of an eptieral-exemplary identity authentication method
according to the seeend-embodiments of the present applicatiendisclosure.

FIG. 6 is a flowchart of an eptieral-exemplary identity authentication method
according to the seeend-embodiments of the present applicatiendisclosure.

FIG. 7 is a flowchart of an eptienal-exemplary identity authentication method
according to the seeend-embodiments of the present applicatiendisclosure.

FIG. 8 is a flowchart of an identity authentication method according to a—thirdthe

embodiments of the present applicatiendisclosure.




FIG. 9 is a flowchart of an identity authentication method according to a—feurththe
embodiments of the present apphicationdisclosure.

FIG. 10 is a schematic diagram of a computing device according to a—fifththe
embodiments of the present apphicationdisclosure.

FIG. 11 is a schematic diagram of an identity authentication apparatus according to a
thesixth embodiments of the present apphicatiendisclosure.

FIG. 12 is a block diagram showing a hardware configuration of a computer terminal

according to asevenththe embodiments of the present applicatiendisclosure.

Detailed Description

In order to enable one skilled in the art to better understand the solutions of the present
appheatiendisclosure, the technical solutions in the embodiments of the present application
disclosure are clearly and completely described hereinafter with reference to the accompanying
drawings in the embodiments of the present application. Apparently, the described
embodiments merely represent some and not all of the embodiments of the present
applicatiendisclosure. Based on the embodiments of the present apphicationdisclosure, all other
embodiments obtained by one of ordinary skill in the art without making any inventive effort
shall fall within the scope of protection of the present applicatiendisclosure.

It should be noted that terms such as “first”, “second”, and the like in the specification,
and drawings of the present application-disclosure are used to distinguish similar objects, and
are not necessarily used to describe a specific sequence or order. It is understood that the data
so used may be interchanged whenever appropriate, so that the embodiments of the present

applicatien—disclosure described herein can be implemented in an order other than those

illustrated or described herein. In addition, terms “including”, “consisting of”, and their




variations are intended to cover a non-exclusive inclusion. For example, a process, method,
system, product, or device that includes a series of steps or units is not necessarily limited to
such steps or units, and may include other steps or units not explicitly listed or that are
inherent to such process, method, product or device.

First, some of the nouns or terms that appear in a process of describing the
embodiments of the present applicatien-disclosure are applicable to the following explanations:

An Internet of Things refers to a huge network that is formed by combining the
Internet with various types of information that are needed, such as objects or processes
that are needed to be monitored, connected, and interacted with, etc., through various
types of information sensing devices.

Edge computing refers to an open platform that uses networking, computing,
storage, and application core capabilities on a side of an object or a data source and
provides nearest end services. Its application program is launched on the edge, resulting in a
faster network service response, and satisfying basic requirements such as aspects of real-
time transactions, application intelligence, security, and privacy protection, etc. The Internet
of Things edge computing enables controls of Internet of Things devices to be performed
through local devices, thereby reducing the processing load on servers and improving the
processing efficiency.

A first device may be a device connected to the Internet and have access the
Internet, which includes but is not limited to, a device that is installed with an application
program used for controlling or operating various Internet of Things infrastructure devices
in Internet of Things edge computing.

A second device may be a non-networked device, i.e., a device that is not connected

to the Internet. As an optional embodiment, the second device may be a variety of Internet



of Things infrastructure devices that are not connected to the Internet in the Internet of
Things edge computing.

FirstEmbediment

According to the embodiments of the present appticatiendisclosure, an embodiment
of an identity authentication system is provided, which can be applied to identity

authentication of an operation object of any type of non-networked device.

As—an-eptienalembedimentin implementations, the embodiment may be applied to

a client or a web-based application that is used for operating an Internet of Things edge
device in an Internet of Things edge computing, wherein the client or the web-based
application is installed on a networked device (which includes, but is not limited to a mobile
phone, a laptop, a tablet computer, a computing device, etc.), and a networked device can
communicate with a server.

Since a large number of Internet of Things infrastructure devices (for example, smart
lights, smart air conditioners, etc.) in the Internet of Things edge computing are unable to
communicate with a server, client application programs installed on networked devices (e.g.,
mobile phones) or Internet of Things web applications that are based on Web are used to
operate the Internet of Things infrastructure devices.

When using a client application installed on a networked device or a web-based
application to access an Internet of Things infrastructure device and operate the Internet of
Things infrastructure device, a first type of method in the existing technologies is to directly
log into this client application or web-based application to operate the Internet of Things
infrastructure device. The Internet of Things infrastructure device does not authenticate the
application that accesses or operates the Internet of Things infrastructure device, and data

transmission is a plaintext transmission with low security. A second type of method is to
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have an Internet of Things infrastructure device to directly access a server, with the server
sending a trusted list. When a client application or a web-based application is connected to
the Internet of Things infrastructure device, the device determines whether the current
application is in the trusted list, and then determines whether to provide or deny a service.

As can be seen from above, in the above first type of method, a security risk exists
when an application is used to directly operate an Internet of Things infrastructure device
without performing authentication on the application. In the second type of method, a
device communicates with a server, and a large number of devices are likely to cause an
increase in the processing load of the server.

Under the above circumstances, the inventors have found through studies that if an
identity authentication solution can be provided and applied to a device that is not
connected to the Internet (i.e., cannot communicate with a server) to perform
authentication on an identity of an object that operates the device, the security is improved
by performing authentication on applications that operate non-networked devices, without

increasing the processing load on the server.

As—an—optienal-embedimentin implementations, FIG. 1 is a schematic diagram of an

eptienal-exemplary identity authentication system 100 according to the embodiments of the
present application. As shown in FIG. 1, the system includes: a first device 284-102 and a second
device 203104. The first device is a device that is allowed to access the Internet, and the second
device is a device that is not allowed to access the Internet. In other words, the first device can
communicate with a server, and the second device cannot communicate with the server. It
should be noted that the second device may not communicate with the server, which may
include, but is not limited to the following two situations: (1) the second device itself has no

networking capabilities (for example, a variety of Internet of Things infrastructure devices in the

11




Internet of Things edge computing), and is not able to communicate with a server; and (2)
the second device has networking capabilities, but does not have the right to access the
server (for example, in order to prevent a problem of excessive service processing load
caused by a large number of devices accessing the server, some devices are not allowed to
access the server).

The first device 404-102 is configured to obtain encrypted information through the
Internet, encrypt identity information of an account that is logged in to the second device
using the encrypted information, and send the encrypted identity information to the second
device.

Specifically, the first device may be any terminal device capable of accessing the
Internet, including but not limited to a mobile phone, a notebook computer, a tablet
computer, a computer, etc. The second device may be a device that is capable of accessing
the Internet, or may be a device that is not capable of accessing the Internet. The identity
authentication method provided by the embodiments of the present application is mainly
applied in a second device that is not connected to the Internet or cannot communicate
with a server, which includes, but is not limited to any type of Internet of Things edge device
(or infrastructure device). The encrypted information may be key information used for
encrypting identity information sent by the first device to the second device. It is easy to
note that different encryption information is obtained using different encryption algorithms.

For example, when a symmetric encryption algorithm is used, the encrypted
information may be a key used for encrypting identity information. A sender (the first
device 404102) encrypts the identity information using the encrypted information, and a
recipient (the second device £03104) decrypts the identity information using the key. When

an asymmetric encryption algorithm is used, the encrypted information may include a private
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key that encrypts identity information and a public key that decrypts the encrypted identity
information. A sender (the first device 281102) encrypts the identity information using the
private key, and a recipient (the second device 383104) decrypts the identity information
using the public key corresponding to the private key.

It should be noted that applications installed on the first device include, but are not
limited to, applications of any one of the following operating systems: Windows, iOS,
Android, etc. The applications installed on the first device may be client application
programs or some web-based applications that need to be accessed through a browser
installed on the first device. A user can operate the second device through these
applications installed in the first device.

The second device 183-104 establishes a communication connection with the first
device, and is configured to verify the encrypted identity information based on verification
information to obtain a verification result, and return the verification result to the first

device.

Specificatyln implementations, since the second device is not connected to the

Internet, or is unable to communicate with a corresponding server, as—an—eptienalt
embediment-some information used for verifying an identity of an operating object may be
built into the second device when being shipped from a manufacturer in order to
authenticate the identity of the object that operates the second device. As such, when the
first device establishes a communication connection with the second device, the second
device may perform verification on identity information of the first device through

verification information that is built in.

In an-eptienal-embedimentimplementations, the verification information may be a

root certificate of a server certificate issuing platform, and the certificate issuing platform

may be a platform used by a server to issue a digital certificate to the first device.
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Optienalyln _implementations, the first device 461—102 can establish a

communication connection with the second device £03-104 using any one of the following
communication modes: a transmission control protocol (TCP), a user datagram protocol
(UDP), Bluetooth, Zigbee, and WiFi.

As—an-optionalembedimentIn implementations, as shown in FIG. 1, the system 100

may further include a server 385106, in communication with the first device 281102. The
server 105-106 receives a login request initiated by the first device 264102, and generates
encrypted information according to the login request. The encrypted information includes at
least one of: a key pair and a digital certificate. The key pair includes a private key and a
public key, used for performing asymmetric encryption on identity information sent by the
first device to the second device. Specifically, the first device encrypts the identity
information that is sent to the first device using the private key. The second device decrypts
the received encrypted identity information using the public key corresponding to the

private key. Optionatyln implementations, the above digital certificate may be used to

transmit the public key.

FIG. 2 is a schematic interaction diagram of an eptienal—exemplary identity
authentication system_ 200 according to the embodiments of the present
appheationdisclosure. As shown in FIG. 2, an interaction process among the first device
101102, the second device 183104, and the server 285-106 is as follows:

{3)5202: The first device 284-102 obtains a login account, and sends a login request

to the server 205-106 via the login account.

{25204 The server 105106 generates corresponding encrypted information
according to the login request of the first device, wherein the encrypted information
includes at least one of the following: a key pair and a digital certificate.

It should be noted that the server 185-106 may generate the corresponding encryption

information according to the login account of the first device in the login request. As—an
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eptional-embedimentin implementations, the server 485-106 may further generate a user

account (also referred to as a using account, which acts as an account for the first device to
use the second device) corresponding to the login account according to the login account of
the first device in the login request, and the corresponding encrypted information.

Optienatyln implementations, the server 385-106 can also grant different usage rights for

different user accounts.

It is easy to note that since the user account and the login account are in one-to-one
correspondence, the login account of the first device can be directly used as an account for
operating or using the second device, or a special user account can be generated. The
present apphication-disclosure does not have any limitations thereon, as long as it can be
used to identify the identity information of the first device, which is within the scope of the
protection of the present appheatiendisclosure.

{3)5206: After receiving the encrypted information returned by the server 185106,
the first device 164-102 generates encrypted identity information based on the login
account and the encrypted information.

Specifically, the first device 204-102 may encrypt the login account and/or a random
number using the private key in the key pair to obtain an encryption result, and generate
the encrypted identity information based on the login account and information of at least
one of the following: the encryption result and a digital certificate. Implementations thereof
include, but are not limited to the following three types:

In a first eptienal-implementation, the first device 484-102 encrypts the login
account by using the private key in the key pair returned by the server 205-106 to obtain an
encryption result, and generates encrypted identity information based on the encryption
result and the digital certificate. The digital certificate can be used to transmit the public key

corresponding to the private key.
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In a second eptieral-implementation, the first device 281-102 encrypts the login
account and a random number (assumed to be a first random number) using the private key
in the key pair that is returned by the server 185-106 to obtain an encryption result, and
generates encrypted identity information based on the encryption result and the digital
certificate. The digital certificate can be used to transmit the public key corresponding to

the private key.

In a third eptieral-implementation, the first device 484-102 encrypts a random
number (assumed to be a first random number) using the private key in the key pair that is
returned by the server 185-106 to obtain an encryption result, and generates encrypted
identity information based on the login account of the first device, the encryption result,
and the digital certificate. The digital certificate can be used to transmit the public key
corresponding to the private key.

{415208: The first device 204-102 sends the encrypted identity information to the
second device 403104.

Optienatlyln implementations, after the encrypted identity information is generated

by using any one of the eptienal-exemplary implementations of (3), the digital signature of
the first device may be added to the encrypted identity information that is generated, and
the digital signature is added. The identity information with the added digital signature is
sent to the second device 383104,

{5)5210: After receiving the encrypted identity information that is sent by the first
device 181102, the first-second device 84104 decrypts the encrypted identity information.

Specifically, when decrypting the encrypted identity information, the first-second
device 1041 may first determine whether the digital certificate included in the identity
information to be verified is trusted based on pre-installed root certificate(s), and return a
result of authentication failure to the first device 484-102 when the digital certificate is not

trusted.
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Furthermore, when the digital certificate is trusted, the second device 1043 extracts
the public key included in the digital certificate, and verifies whether the received data has
been tampered with using the digital signature. If the received data has been tampered with,

the first device receives a result of authentication failure returned by the second device.

Furthermore, when the received data has not been tampered with, the second
device 1043 decrypts the encryption result using the public key extracted from the digital
certificate to obtain the login account and/or the random number (i.e., the first random
number), and determines whether the login account exists in a trusted list, wherein the
trusted list includes at least one account that is allowed to log into the second device. If the
login account does not exist in the trusted list, a result of authentication failure is returned
to the first device.

Before determining whether the login account exists in the trusted list, the second
device 1043 may further determine whether any login account exists in the trusted list. If no
login account exists in the trusted list, the second device uses the login account that is
obtained from decryption as a management account and adds the login account to the
trusted list, wherein the management account is used to manage at least one login account
in the trusted list.

Optienatyln implementations, when the login account exists in the trusted list, the

second device 1043 generates a random number (i.e., second random data), and generates
a shared key based on the first random number and the second random number. The
shared key is used to ensure secure data transmission between the first device and the
second device.

{6)S212: The first device 1024 generates, based on the first random number and the
second random number returned by the server, the shared key subsequently used for

ensuring secure data transmission between the first device and the second device.
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Second-Fmbedirment

According to the embodiments of the present-apptication disclosure, an embodiment
of the identity authentication method is also provided, and—Fhe—embediment may be
applied to the identity authentication system in the first-foregoing embodiment, ard-which
includes, but is not limited to scenarios in the first-foregoing embodiment. It should be
noted that steps illustrated in a flowchart of the accompanying drawings may be executed
in a computer system such as a set of computer executable instructions. Moreover,
although a logical order is shown in the flowchart, steps shown or described therein may be
performed in an order different than that described herein.

In a process of operating a device through a client terminal, a technical problem that
an identity authentication of an already-connected client terminal cannot be completed on
the device exists when the device is not networked (i.e., unable to communicate with a
server).

In order to solve the above problem, the present application-disclosure provides an
embodiment of an identity authentication method. FIG. 3 is a flowchart of an identity
authentication method 300 according to the embodiments of the present
appheationdisclosure. As shown in FIG. 3, the method 300 includes the following steps:

Step S302: A first device establishes a communication connection with a second
device, and obtains encrypted information through the Internet, wherein the first device is a
device that is allowed to access the Internet, and the second device is a device that is not
allowed to access the Internet.

Specificallyln implementations, the foregoing encryption information may be key information

used for encrypting identity information sent by the first device to the second device. The first device

may be any terminal device that is capable of accessing the Internet, which includes, but is
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not limited to a mobile phone, a notebook computer, a tablet computer, a computing device,
etc. The second device may be a device that is capable of accessing the Internet, or may be a
device that is not capable of accessing the Internet. The identity authentication method
provided by the embodiments of the present application-disclosure is mainly applied to a
second device that is not connected to the Internet or cannot communicate with a server,
which includes, but is not limited to any one of the Internet of Things edge devices (or
infrastructure devices).

Optienatyln implementations, applications installed on the first device include, but

are not limited to, applications of any one of the following operating systems: Windows, iOS,
Android, etc. The applications installed on the first device may be client application
programs or some web-based applications that need to be accessed through a browser
installed on the first device. A user can operate the second device through these

applications installed in the first device.

In an—eptional—embedimentimplementations, the first device can establish a

communication connection with the second device 1043 using any one of the following
communication modes: a transmission control protocol (TCP), a user datagram protocol
(UDP), Bluetooth, Zigbee, and WiFi.

It is easy to note that different encryption information is obtained using different
encryption algorithms.

As—In_a first eptienal-implementation, when a symmetric encryption algorithm is
adopted, the foregoing encrypted information may be a key used for encrypting identity
information, and the first device uses the encrypted information to encrypt the identity
information, and the second device uses the key to decrypt the identity information.

As-In a second eptienral-implementation, when an asymmetric encryption algorithm

is adopted, the foregoing encrypted information may include a private key that encrypts
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identity information and a public key that decrypts the encrypted identity information. The
first device encrypts identity information using the private key, and the second device

decrypts the identity information using the public key corresponding to the private key.

Step S304: The first device encrypts identity information of an account that is logged
into the second device using the encrypted information, and sends the encrypted identity
information to the second device.

Specifieallyln_implementations, when the first device establishes a communication

connection with the second device, and obtains corresponding encrypted information from
the Internet, the encrypted information can be used to encrypt identity information of an
account of the first device that is logged into the second device. A method of encryption
includes, but is not limited to, the following three types: (1) the first device encrypting the
identity information of the first device using the encrypted information to obtain encrypted
identity information; (2) the first device encrypting the identity information of the first
device and a random number generated by the first device using the encrypted information
to obtain encrypted identity information; and (3) the first device encrypting a random
number generated by the first device to obtain encrypted identity information based on the
identity information of the first device, and using the encrypted information.

Step S306: The first device receives a verification result returned by the second
device, wherein the second device verifies the encrypted identity information based on
verification information.

Speciticallyln_implementations, since the second device is not connected to the

Internet, or is unable to communicate with a corresponding server, in order to authenticate

an identity of an object operating the second device, as—an—eptional-embediment—some

information for verifying an identity of an operation object may be built in the second
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device when being shipped from a manufacturer. As such, after the first device establishes a
communication connection with the second device, the second device verifies received
identity information that is sent by the first device based on built-in verification information,

and returns a verification result to the first device.

As—an-eptionalembedimentin implementations, the verification information may be

a root certificate of a server certificate issuing platform, and the certificate issuing platform
may be a platform used by a server to issue a digital certificate to the first device.

As can be seen from above, in the foregoing embodiments of the present application,
a first device that is allowed to access the Internet obtains encrypted information from the
Internet, and uses the encrypted information to encrypt identity information of an account
of the first device that is logged into the second device, so that the second device may verify
the received identity information using verification information, and communicate with the
first device upon determining that the identity information of the first device is trusted.

It is easy to note that the verification information in the second device can be used
to verify the encrypted information obtained by the first device, so that whether the
identity of the first device is trusted can be determined according to the verification result.
Therefore, through the solutions disclosed in the foregoing embodiments of the present
application, the purpose of verifying identity information of an object that is used for
operating a non-networked device according to verification information built into the non-
networked device is achieved. This thereby achieves a technical effect of improving the
security of data transmission between a client and the non-networked device by
authenticating an identity of the client by the non-networked device, when the client is used

to operate the non-networked device.
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Therefore, the solutions of the foregoing second embodiment provided by the
present application solve the problem of failing to complete an identity authentication for a
networked device that accesses a non-networked device due to a failure of the non-
networked device to connect to an authentication server during a process of operating the

non-networked device by the networked device under the existing technologies.

In an-optional-embedimentimplementations, as shown in FIG. 4, in step S304, the

first device encrypting the identity information of the account that is logged into the second
device using the encrypted information, and sending the encrypted identity information to
the second device include:

Step S402: The first device obtains a login account, and receives encrypted
information returned from an authentication server, wherein the encrypted information
includes at least one of the following: a key pair and a digital certificate.

Speeciticallyln _implementations, the authentication server may be a server for

authenticating an object that operates on the second device. For example, when the second
device is an Internet of Things device (such as a smart light, a smart air conditioner, etc.),
the authentication server may be a server that provides an application service, and the first
device can operate the second device by installing a corresponding application. Since the
second device is unable to communicate with the authentication server, in order to verify
whether the identity information of the first device operating the second device is trusted,
the first device that is capable of communicating with the server (i.e., the authentication
server) may log in to the authentication server based on a currently registered or already
registered account of the application. As such, the authentication server generates
corresponding encryption information, which is used by the first device to encrypt the

identity information sent by the first device to the second device.
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It should be noted that the key pair in the encrypted information includes: a private
key and a public key, and is used for asymmetrically encrypting the identity information sent

by the first device to the second device. Specificatyln implementations, the first device

encrypts the identity information that is sent to the first-second device using the private key.
The second device decrypts the received encrypted identity information using the public key

corresponding to the private key. Optienatyln implementations, the digital certificate may

be used to transmit the public key.

It is easy to note that the login account is used to represent the identity information
of the account of the first device that is logged into the second device, and may be an
account that the first device logs into the authentication server, or may be a corresponding
user account (also called a using account, which acts as an account of the first device to use
the second device) that is generated by the authentication server based on the account that
the first device logs into the authentication server.

Since the user account and the login account are in one-to-one correspondence, the
login account of the first device can be directly used as an account for operating or using the
second device, or a special user account can also be generated. The present applicatien
disclosure does not have any limitations thereon, as long as it can be used to identify the
identity information of the first device, which is within the scope of the protection of the
present appheatiendisclosure.

Step S404: The first device generates encrypted identity information according to the
login account and the encrypted information.

Speciticallyln_implementations, in a process of generating the encrypted identity

information by the first device according to the login account and the encrypted information,
the encrypted identity information may be generated by using any one of the following

methods: (1) the first device encrypting the login account using the encrypted information
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to obtain encrypted identity information; (2) the first device encrypting the login account
and a random number generated by the first device using the encrypted information to
obtain encrypted identity information; and (3) the first device encrypting a random number
generated by the first device based on the login account and using the encrypted

information to obtain encrypted identity information.

As—an-eptienaIn_implementations, when the identity information is encrypted by
using an asymmetric encryption algorithm, the obtained private key of the key pair is
encrypted, and the step S404 may include: the first device encrypting the login account
and/or the random number using the private key in the key pair to obtain an encryption
result at step $S46415404-2;

and the first device generating the encrypted identity information based on the login
account and at least one of the following information: the encryption result and a digital

certificate at step $408435404-4.

For example, at step $4041S5404-2, the first device encrypting the login account
and/or the random number using the private key in the key pair to obtain the encryption
result may include the following steps: the first device obtaining a first random number at
step S4041aS404-2a; and the first device encrypting the login account and the first random
number using the private key in the key pair to obtain the encryption result at step
$4041bS404-2b.

It is easy to note that in the present application, a specific key pair and a digital
certificate are obtained according to the login account of the first device. A specific
implementation may have no account, and the certificate of the key pair is obtained by
using another medium, which belongs to the scope of protection of the present application. .

Step S406: The first device sends the encrypted identity information to the second

device.
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Speecifieallyln _implementations, after the first device generates the encrypted

identity information according to the login account and the encrypted information that are
obtained, the generated encrypted identity information may be added with a digital
signature of the first device. The identity information added with the digital signature is sent
to the second device.

Through the solutions disclosed in the above steps S402 to S406, the purpose of
encrypting and sending identity information to be verified is achieved.

In an optional embodiment, before the first device encrypts the identity information
of the account that is logged into the second device using the encrypted information, and
sends the encrypted identity information to the second device, the method may further
include: at step S303, the first device initiating a login request to an authentication server,
wherein the authentication server generates the encrypted information according to the
login request, the encrypted information includes at least one of the following: a key pair
and a digital certificate, and he key pair includes: a private key and a public key configured
to asymmetrically encrypt the identity information sent by the first device to the second
device. In other words, the first device encrypts the identity information sent to the first
second device using the private key. The second device decrypts the received encrypted
identity information by using the public key corresponding to the private key. Optionally,
the above digital certificate may be used to transmit the public key.

It should be noted that, in order to ensure that data received by the second device
from the first device has not been tampered with, the first device may add a digital
signature of the first device when the encrypted identity information is sent to the second

device, and sends the identity information added with the digital signature to the second
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device. Therefore, as—an-optional-embedimentin implementations, as shown in FIG. 5, the

first device sending the encrypted identity information to the second device may at S406
include the following steps:

Step S502: The first device adds a digital signature of the first device to the
encrypted identity information.

Step S504: The first device sends the identity information added with the digital
signature to the second device.

Through the solutions disclosed in the foregoing steps S502 to S504, the second
device may be used to verify whether the content has been tampered with according to a

digital signature protocol after receiving the identity information sent by the first device.

Based on the foregoing embodiments, as an eptienal-exemplary implementation, as
shown in FIG. 6, after the first device sends the identity information added with the digital
signature to the second device, the method may further include the following steps:

Step S602: The second device determines whether the digital certificate included in
the identity information to be verified is trusted according to pre-installed root certificate(s).

Specificallyln implementations, a root certificate in the second device may be a root

certificate of a server certificate issuing platform, and the certificate issuing platform may be
a platform used by a server to issue a digital certificate to the first device. The root
certificate of the certificate issuing platform can be used to verify whether a digital
certificate returned by the certificate issuing platform (i.e., an authentication server) to the
first device is trusted.

Step S604: The first device receives a result of identity verification failure from the
second device if the digital certificate is not trusted.

Specificallyln implementations, when the identity information to be verified sent by

the first device is determined to be not trusted according to the root certificate(s) pre-
installed in the second device, the second device may return a result of identity verification

failure.
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Optienatyln implementations, when the digital certificate is trusted, the foregoing

method may further include the following steps:
Step S606: The second device extracts the public key included in the digital
certificate, and verifies whether the received data is tampered with using the digital

signature.
Step S608: The first device receives a result of identity verification failure from the

second device when the received data has been tampered with.

Since the identity information to be verified that is sent by the first device and
received by the second device is encrypted using the private key of the key pair, the identity
information to be verified is decrypted by the public key included in the received digital
certificate under a condition that the received digital certificate is determined to be trusted
according to the root certificate(s) installed in the second device. In order to avoid
unnecessary operations, a verification of whether content in the received data has been
tampered with may be first performed based on the digital signature of the first device
included in the received data. In case of tampering, a result of authentication failure is
returned.

Optienatyln implementations, when the received data has not been tampered with,

the foregoing method may further include the following steps:

Step S610: The second device decrypts the encryption result using the public key to
obtain the login account and/or the first random number.

When the content of the identity information received by the second device is not
tampered based on the received digital signature and a digital signature protocol, the
identity information encrypted by the private key may be decrypted according to the public

key extracted from the digital certificate to obtain the identity information of the first device
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(e.g., the login account), and the random number generated by the first device (i.e., the first

random number).

Step S612: The second device determines whether the login account exists in a
trusted list, wherein the trusted list includes at least one account that is allowed to log into
the second device.

Specifieallyln_implementations, the above-mentioned trusted list stores identity

information of at least one trusted account (for example, a login account, or a user account
generated according to a login account).

Optienatyln implementations, before determining whether the login account exists

in the trusted list, the method may further include the following steps: step S611a, the
second device determining whether any login account exists in the trusted list; and step
S611b, the second device using the decrypted login account as a management account
when no login account exists in the trusted list, and adding the management account into
the trusted list, wherein the management account is used to manage at least one login
account in the trusted list.

Through the above steps S611a and S611b, the identity information (for example,
the login account, or the user account generated according to the login account) that is sent
by the first device to the second device for the first time is used as a management account,
and is added to a list of trusted accounts. An account corresponding to the management
account may delete or add other accounts in the trusted list, thereby solving the problem
that the second device needs to be connected to a server to obtain a trusted list, which
leads to an excessive processing load of the server.

Step S614: The first device receives a result of identity verification failure from the
second device if the login account does not exist in the trusted list. If the decrypted login

account is not in the trusted list, the login account is not trusted. Therefore, a result of
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identity verification failure may be returned to the first device, and operations of the first

device to the second device are terminated.

Optienatyln implementations, when the login account exists in the trusted list, the

foregoing method may further include the following steps:

Step S616: The first device generates a shared key according to the first random
number and a second random number returned by an authentication server, wherein the
second random number is a random number generated by the second device when the
login account exists in the trusted list, and the second device generates the shared key
according to the first random number and the second random number.

In response to determining that the identity of the first device is trusted, the second
device generates a shared key for sending data between the first device and the second
device according to the second random number that is generated thereby and the first
random number generated by the first device, which can be used for secure data

transmission between the first device and the second device subsequently.

As—an-eptionatlembedimentIn implementations, FIG. 7 is a flowchart of an optional

identity authentication method 700 according to the embodiments of the present
appheationdisclosure. As shown in FIG. 7, the method includes the following steps:
{4)}-5702: A client (that is, the first device mentioned above) logs into an account. In
other words, a user logs in through a client program installed by the client device or a web-
based application.
{2}-S704: A server returns a user account, a key pair, and a digital certificate
corresponding to the login account.

Specifically, the server generates a user account and a key pair according to the login

account, and issues a digital certificate to the keys through an authorization platform.
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Optienatyln implementations, the server can save these pieces of information in the data,

so that these pieces of information can be directly read when the login account is logged in
next time.

{2)S706: The client establishes a communication connection with a non-networked

device (i.e., the second device described above). Sptienalyln implementations, the client

connects to the non-networked device via TCP or UDP.

{4}-S708: The client encrypts the user account and a random number (i.e., a first
random number) using a private key and sends it to the non-networked device, with a
protocol including a digital certificate and a digital signature.

{5}-S710 The non-networked device verifies the digital certificate and signature
according to a root certificate.

Specifically, after receiving data sent from the client, the non-networked device
parses the digital certificate, verifies whether the received digital certificate is trusted using
the root certificate, and returns an error of authentication failure if the digital certificate is
not trusted. If the digital certificate is trusted, a public key is extracted from the digital
certificate, and a verification of whether protocol content has been tampered with is
performed using a digital signature protocol. If the content has been tampered with, an
error of authentication failure is returned.

{6}-S712 A shared key is generated.

If the content has not been tampered with, the non-networked device decrypts the
user account and the first random number through the public key, and determines whether
a trusted list is empty. If the trusted list is empty, the user account is used as a management
account. A second random number is generated, and is used with the first random data of
the client to generate a shared key for secure data transmission between the client and the

non-networked device. The client generates the shared key for secure data transmission

30




between the client and the non-networked device based on the first random number
generated thereby and the second random number returned by the server.

Through the solutions disclosed in the foregoing embodiments of the present
applicationdisclosure, after a first device establishes a communication connection with a
second device, a digital certificate sends a public key through sent data that is encrypted by
a private key. After a non-networked device verifies that the digital certificate is trusted,
identity information of the first device is obtained by decrypting data extracted from the
digital certificate using a public key, thereby solving the problem that the non-networked
device needs to connect to a server to add a trusted account, and the purpose of identity
confirmation and shared key generation is completed in a single communication.

Third-Embodiment

According to the embodiments of the present apphicatiendisclosure, an embodiment
of the identity authentication method is also provided. The embodiment may be applied in
the identity authentication system in the first embodiment, and include, but is not limited to
the scenarios in the first embodiment. It should be noted that steps illustrated in a flowchart
of the accompanying drawings may be executed in a computer system such as a set of
computer executable instructions. Although a logical order is shown in the flowchart, steps
that are shown or described therein may be performed in an order different than the one
described herein.

FIG. 8 is a flowchart of an identity authentication method according to the
embodiments of the present application. As shown in FIG. 8, the method 800 includes the
following steps:

Step S802: A second device establishes a communication connection with a first

device, and receives identity information to be verified that is sent from the first device,
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wherein the first device is a device that is allowed to access the Internet, and the second
device is a device that is not allowed to access the Internet.

It should be noted that the second device may be a device that is capable of
accessing the Internet, or may be a device that is not capable of accessing the Internet. The
identity authentication method provided by the embodiments of the present application is
mainly applied to the second device that is not connected to the Internet or cannot
communicate with a server, which includes, but is not limited to, any type of Internet of
Things edge devices (or infrastructure devices). The identity information to be verified is
data encrypted using encrypted information. The first device may be any terminal device
that is capable of accessing the Internet, which includes, but is not limited to, a mobile
phone, a laptop, a tablet computer, a computing device, etc.

The second device may establish a communication connection with the first device
by using any one of the following communication modes: a transmission control protocol
(TCP), a user datagram protocol (UDP), Bluetooth, Zigbee, and WiFi.

Step S804: The second device verifies the identity information to be verified that is
sent from the first device based on verification information to obtain a verification result.

Speciticallyln _implementations, the verification information may be some

information used for verifying an identity of an operation object that may be built into the
second device when being shipped from a manufacturer. Since the second device is not
connected to the Internet or is unable to communicate with a corresponding server, in
order to authenticate an identity of an object that operates the second device, some
information used for verifying an identity of an operation object may be built into the
second device when being shipped from a manufacturer, so that the second device can

perform verification on received identity information that is sent by a first device based on
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built-in verification information after the first device establishes a communication

connection with the second device, and returns a verification result to the first device.

In ar-eptienal-embedimentimplementations, the verification information may be a

root certificate of a server certificate issuing platform, and the certificate issuing platform
may be a platform used by a server to issue a digital certificate to the first device.

As can be seen from above, in the foregoing embodiments of the present application,
a second device that is not allowed to access the Internet establishes a communication
connection with a first device that is allowed to access the Internet, and receives identity
information to be verified that is sent by the first device. The second device uses verification
information to verify the identity information of the first device, and conducts
communications with the first device only if the identity information of the first device is
determined to be trusted.

It is easy to note that the identity information to be verified that is sent by the first
device is data encrypted using the encrypted information, and the verification information
in the second device can verify the encrypted information acquired by the first device. A
determination as to whether the identity of the first device is trusted can be made
according to a verification result. Therefore, through the solutions disclosed in the foregoing
embodiments of the present application, the purpose of verifying identity information of an
object used for operating a non-networked device according to verification information that
is built into the non-networked device is achieved. This thereby achieves a technical effect
of improving the security of data transmission between a client and the non-networked
device by authenticating an identity of the client by the non-networked device, when the

client is used to operate the non-networked device.
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Therefore, the solutions of the third embodiment provided by the present
appheatien-disclosure solve the problem of failing to complete an identity authentication for
a networked device that accesses a non-networked device due to a failure of the non-
networked device to connect to an authentication server during a process of operating the
non-networked device by the networked device under the existing technologies.

Fourth-Embodiment

According to the embodiments of the present applicatiendisclosure, an embodiment
of the identity authentication method is also provided. The embodiment may be applied in
the identity authentication system in the first embodiment, and include, but is not limited to
the scenarios in the first embodiment. It should be noted that steps illustrated in a flowchart
of the accompanying drawings may be executed in a computer system such as a set of
computer executable instructions. Although a logical order is shown in the flowchart, steps
that are shown or described therein may be performed in an order different than the one
described herein.

FIG. 9 is a flowchart of an identity authentication method according to the
embodiments of the present apphicatiendisclosure. As shown in FIG. 9, the method 900
includes the following steps:

Step S902: A second device receives identity information to be verified that is sent
from the first device, wherein the first device is a device that is allowed to access the
Internet, and the second device is a device that is not allowed to access the Internet.

Specificallyln implementations, the second device may be a device that is capable of

accessing the Internet, or may be a device that is not capable of accessing the Internet. The
identity authentication method provided by the embodiments of the present application

disclosure is mainly applied to the second device that is not connected to the Internet or
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cannot communicate with a server, which includes, but is not limited to, any type of
Internet of Things edge devices (or infrastructure devices). The identity information to be
verified is data encrypted using encrypted information. The first device may be any terminal
device that is capable of accessing the Internet, which includes, but is not limited to, a
mobile phone, a laptop, a tablet computer, a computing device, etc.

Step S904: The second device verifies the identity information to be verified
according to verification information, and obtains a verification result.

The verification information may be some information used for verification of an

identity of an operation object that may be built the second device when being shipped

from a manufacturer. In ar—eptional—embedimentimplementations, such verification

information may be a root certificate of a server certificate issuing platform. The certificate
issuing platform may be a platform used by a server to issue a digital certificate to the first
device.

Step S906: A shared key used for encrypting and decrypting data is generated if the
verification result indicates that the identity information is trusted, wherein the shared key

is used to ensure secure data transmission between the first device and the second device.

Speciticalyln implementations , the shared key may be used for key information for

subsequent secure data transmission by the first device and the second device.

As can be seen from above, in the foregoing embodiments of the present application,
a second device that is not allowed to access the Internet establishes a communication
connection with a first device that is allowed to access the Internet, and receives identity
information to be verified that is sent by the first device. The second device uses verification
information to determine whether the identity information of the first device is trusted.
When determining that the identity information of the first device is trusted, a shared key

for conducting communications between the first device and the second device is generated.
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It is easy to note that the identity information to be verified that is sent by the first
device is data encrypted using the encrypted information, and the verification information
in the second device can verify the encrypted information acquired by the first device. A
determination of whether the identity of the first device is trusted is made according to a
verification result. Therefore, through the solutions disclosed in the foregoing embodiments
of the present apphcationdisclosure, the purpose of verifying identity information of an
object used for operating a non-networked device according to verification information that
is built into the non-networked device, and the purpose of generating a shared key for
secure data transmission when the identity is trusted are achieved. This thereby achieves a
technical effect of improving the security of data transmission between a client and the non-
networked device by authenticating an identity of the client by the non-networked device,

when the client is used to operate the non-networked device.

Therefore, the solutions of the feurthforegoing embodiment provided by the present
appheation-disclosure solve the problem of failing to complete an identity authentication for
a networked device that accesses a non-networked device due to a failure of the non-
networked device to connect to an authentication server during a process of operating the

non-networked device by the networked device under the existing technologies.

In an-optional-embedimentimplementations, before the second device receives the

identity information to be verified that is sent by the first device, the method further
includes: the first device obtaining a login account, and receiving encrypted information
returned by an authentication server, wherein the encrypted information includes at least
one of the following: a key pair and a digital certificate; the first device generating the
identity information to be verified according to the login account and the encrypted
information; and the first device sending the identity information to be verified to the

second device.
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In an-eptienat-embedimentimplementations, the second device receives the identity

information to be verified that is sent by the first device by using any one of the following
communication modes: a transmission control protocol (TCP), a user datagram protocol

(UDP), Bluetooth, Zigbee, and WiFi.

In an-eptionalembedimentimplementations, before the first device obtains the login

account and receives the encrypted information returned by the authentication server, the
method further includes: the first device initiating a login request to the authentication
server, wherein the authentication server generates the encrypted information based on

the login request.

In an-eptienal-embedimentimplementations, the first device generating the identity

information to be verified according to the login account and the encrypted information
includes: the first device encrypting the login account and/or the random number using a
private key in the key pair to obtain an encryption result; and the first device generating the
the-identity information to be verified based on the login account and information of at

least one of the following: the encryption result and the digital certificate.

In an—eptienalembedimentimplementations, the first device encrypting the login

account and/or the random number using the private key in the key pair to obtain the
encryption result includes: the first device obtaining a first random number; and the first
device encrypting the login account and the first random number using the private key in

the key pair to obtain the encryption result.

In an—eptienalembedimentimplementations, the first device sending the identity

information to be verified to the second device may include: the first device adding a digital
signature of the first device to the identity information to be verified; and the first device

sending the identity information added with the digital certificate to the second device.
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In ar-eptionat-embedimentimplementations, the second device verifying the identity

information to be verified that is sent by the first device according to the verification
information and obtaining the verification result may include: the second device
determining whether the digital certificate included in the identity to be verified is trusted
based on a pre-installed root certificate; and the second device returning a result of
authentication failure to the first device if the digital certificate is not trusted.

Optienatyln implementations, if the digital certificate is trusted, the method further

includes: the second device extracting a public key included in the digital certificate when
the digital certificate is trusted, and verifying whether received data has been tampered
with using the digital signature; and the second device returning a result of authentication
failure to the first device if the received data has been tampered with.

Optienatlyln implementations, when the received data has not been tampered with,

the method further includes: the second device decrypting the encryption result using the
public key to obtain a login account and/or a first random number; and the second device
determining whether the login account exists in a trusted list, wherein the trusted list
includes at least one account that is allowed to log into the second device; and the second
device returning a result of authentication failure to the first device if the login account does

not exist in the trusted list.

Optienatyln implementations, when the login account exists in the trusted list, the

second device determines a verification result as the identity information sent by the first
device being trusted.

Optienatyln implementations, after the second device determines the verification

result as the identity information that is sent by the first device being trusted, the method
further includes: the second device obtaining a second random number, and generating a

shared key according to the first random number and the second random number, wherein
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the first device generates the shared key according to the first random number and the

second random number returned by the authentication server.

As-ah-eptional-embedimentin implementations, after the second device decrypts the

encryption result using the public key to obtain the login account and/or the first random
number, the method further includes: the second device determining whether any login
account exists in the trusted list; if the second device setting the decrypted login account as
a management account and adding the management account to the trusted list no login
account exists in the trusted list, wherein the management account is used to manage at
least one login account in the trusted list.

It should be noted that the foregoing method embodiments are all expressed as a
series of action combinations for the sake of simple description. However, one skilled in the
art should understand that the present application is not limited by the described orders of
actions, because certain steps may be performed in other orders or in parallel in accordance
with the present application. Moreover, one skilled in the art should also understand that
the embodiments described in the specification are all preferred embodiments, and actions

and modules involved are not necessarily needed by the present applicatiendisclosure.

Through the description of the above embodiments, one skilled in the art can clearly
understand that the identity authentication methods according to the above embodiments
can be implemented by means of software plus a necessary general hardware platform, and
apparently can also be implemented through hardware. Nevertheless, in many cases, the
former is a better implementation. Based on such understanding, the essence of the
technical solutions of the present application, or the portions that make contributions to the
existing technologies, may be embodied in a form of a software product. Such computer
software product is stored in a storage medium (such as ROM/RAM, a magnetic disk, an

optical disk), and includes a number of instructions for causing a terminal device (which may
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be a mobile phone, a computer, a server, or a network device, etc.) to perform the methods
described in various embodiments of the present application.

EifthErredimont

According to the embodiments of the present applicatiendisclosure, an embodiment
of a computing device for implementing the foregoing identity authentication methods is
provided. FIG. 10 is a schematic diagram of a computing device 1000 according to the
embodiments of the present appheatiendisclosure. As shown in FIG. 10, the computing
device 1000 includes a communication device £864-1002 and a processor +8631004.

In implementations, the computing device 1000 may also include a memory 1006, a

memory controller 1008, and an external interface 1010.

The communication device £1661-1002 establishes a communication connection with
a control device, and is configured to receive identity information to be verified that is sent
from the control device, wherein the control device is a device that is allowed to access the
Internet.

The processor 1003—1004 is connected to the communication device, and is
configured to verify the identity information to be verified that is sent by the control device
according to verification information, obtain a verification result, and generate a shared key
used for data encryption and decryption if the verification result indicates that the identity
information is trusted, wherein the shared key is used to ensure secure data transmission

between the communication device and the control device.

As—an-optichal-embedimentin implementations, the computing device 1000 may be

an Internet of Things device (such as a smart light, a smart air conditioner, etc.) in the
Internet of Things edge computing, and the computing device cannot communicate with
servers. A client application installed on a device (for example, a mobile phone) or a web-

based Internet of Things application is used for operating an Internet of Things
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infrastructure device. The control device may be a networked device for controlling or
operating a computing device, and may communicate with a server. The control device
operates the computing device through an installed client application or a web-based
application, and includes, but is not limited to, a mobile phone, a notebook Computers,
tablets, computers, etc.

The computing device 1000 communicates with the control device through the
communication device 48841002. A communication protocol thereof includes, but is not
limited to, any one of the following: a transmission control protocol (TCP), a user datagram
protocol (UDP+, Bluetooth, Zigbee, and WiFi.

As can be seen from above, in the foregoing embodiments of the present application,
a first device that is allowed to access the Internet obtains encrypted information from the
Internet, and uses the encrypted information to encrypt identity information of an account
that the first device logs into the second device. As such, the second device may perform
verification on the received identity information using verification information, and
communicate with the first device only if determining that the identity information of the
first device is trusted.

It is easy to note that the verification information in the second device can verify the
encrypted information obtained by the first device to determine the identity of the first
device according to the verification result. Therefore, through the solutions disclosed in the
foregoing embodiments of the present application, the purpose of verifying identity
information of an object that is used for operating a non-networked device according to
verification information built into the non-networked device is achieved. As such, a technical

effect of authenticating an identity of a client by a non-networked device to improve the
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security of data transmission between the client and the non-networked device when the
client is used to operate the non-networked device.

Therefore, the solutions of the second embodiment provided by the present
application solve the problem of a networked device accessing a non-networked device
failing to complete an identity authentication due to a failure of the non-networked device
to connect to an authentication server during a process of operating the non-networked
device by the networked device under the existing technologies.

Sixth-Embodiment

An apparatus for implementing the foregoing identity authentication methods is also
provided according to the embodiments of the present application. FIG. 11 is a schematic
diagram of an identity authentication apparatus according to the embodiments of the
present appheationdisclosure. As shown in FIG. 11, the apparatus 1100 includes an
acquisition unit 11024, an encryption unit 11043, and a receiving unit 11065.

The acquisition unit 11021 is configured to establish a communication connection
with a second device through a first device, and obtain encrypted information through the
Internet, where the first device is a device that is allowed to access the Internet, and the
second device is a device that is not allowed to access the Internet;

The encryption unit 11043 is configured to encrypt, by the first device, identity
information of an account that is logged into the second device using the encrypted
information, and send the encrypted identity information to the second device.

The receiving unit 11065 is configured to receive, by the first device, a verification
result returned by the second device, wherein the second device verifies the encrypted

identity information based on verification information.
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It should be noted that the acquisition unit 11021, the encryption unit 11043, and
the receiving unit 11065 correspond to steps S302 to S306 in the seeend—foregoing
embodiments, and examples and application scenarios implemented by the foregoing units
and/or modules are the same as those of the corresponding steps, but are not limited to the
above content disclosed in the second embodiment. It should be noted that the above
modules, which act as a part of the apparatus, may be implemented in a computer system
such as a set of computer executable instructions.

As can be seen from above, in the foregoing embodiments of the present
applicatiendisclosure, a first device that is allowed to access the Internet obtains encrypted
information from the Internet, and uses the encrypted information to encrypt identity
information of an account that the first device logs into a second device, so that the second
device may verify the received identity information using verification information, and
communicate with the first device only if the identity information of the first device is
determined to be trusted.

It is easy to note that the verification information in the second device can be used
to verify the encrypted information obtained by the first device, so that whether the
identity of the first device is trusted can be determined according to the verification result.
Therefore, through the solutions disclosed in the foregoing embodiments of the present
applicationdisclosure, the purpose of verifying identity information of an object that is used
for operating a non-networked device according to verification information built into the
non-networked device is achieved. This thereby achieves a technical effect of improving the
security of data transmission between a client and the non-networked device by
authenticating an identity of the client by the non-networked device, when the client is used

to operate the non-networked device.
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Therefore, the solutions of the fifth-foregoing embodiments provided by the present
appheation-disclosure solve the problem of failing to complete an identity authentication for
a networked device that accesses a non-networked device due to a failure of the non-
networked device to connect to an authentication server during a process of operating the

non-networked device by the networked device under the existing technologies.

In ar-eptienal-embedimentimplementations, the encryption unit 1104 includes: an

acquisition module 1108 configured to obtain a login account, and receive encrypted
information returned from an authentication server through the first device, wherein the
encrypted information includes at least one of the following: a key pair and a digital
certificate; a generation module 1110 configured to generate the encrypted identity
information according to the login account and the encrypted information through the first
device; and the sending module 1112 configured to send the encrypted identity information

to the second device through the first device.

In ar-optionaslembedimentimplementations, the generation module 1110 includes:

a first encryption module 1114 configured to encrypt the login account and/or a random
number using the private key in the key pair through the first device to obtain an encryption
result; and a second encryption module 1116 configured to generate, through the first
device, the encrypted identity information based on the login account and information of at

least one of the following: the encryption result and a digital certificate.

In an—eoptionalembedimentimplementations, the first encryption module 1114 is

further configured to obtain the first random number through the first device, and encrypt
the login account and the first random number using the private key in the key pair through

the first device to obtain the encryption result.
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In an-eptienal-embedimentimplementations, the apparatus 1100 further includes: a

sending unit 1118 configured to initiate a login request to an authentication server through
the first device, wherein the authentication server generates the encrypted information
according to the login request, and the encrypted information includes at least one of the

following: a key pair and a digital certificate.

In an—eptional—embedimentimplementations, the first device establishes a

communication connection with the second device using any one of the following
communication modes: a transmission control protocol (TCP), a user datagram protocol

(UDP), Bluetooth, Zigbee, and WiFi.

In ar—eptional—embedimentimplementations, the sending unit 1118 is further

configured to add a digital signature of the first device to the encrypted identity information
through the first device, and send the identity information added with the digital signature

to the second device through the first device.

In anr-eptienalembedimentimplementations, the apparatus 1100 further includes: a

first determination unit 1120 configured to determine whether the digital certificate
included in the identity information to be verified is trusted according to a pre-installed root
certificate through the second device, wherein the receiving unit 1106 is further configured
to receives a result of identity verification failure returned by the second device through the

first device when the digital certificate is not trusted.

In an-eptienal-embedimentimplementations, when the digital certificate is trusted,

the apparatus 1100 further includes: an extraction unit 1122 configured to extract a public
key included in the digital certificate through the second device if the digital certificate is
trusted, and determine whether received data has been tampered with through the digital

signature, wherein the receiving unit is further configured to receive a result of identity
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verification failure returned by the second device through the first device, if the received
data has been tampered with.

In an-eptienal-embedimentimplementations, when the received data has not been

tampered with, the apparatus 1100 further includes: a decryption unit configured to decrypt
the encryption result using the public key through the second device to obtain the login
account and/or the first random number; and a second determination unit 1126 configured
to determine whether the login account exists in the trusted list through the second device,
wherein the trusted list includes at least one account that is allowed to log into the second
device, and the receiving unit_1106 is further configured to receive a result of identity
verification failure returned by the second device through the first device when the login

account does not exist in the trusted list.

In ar-eptienal-embedimentimplementations, when the login account exists in the

trusted list, the apparatus further includes: a generation unit 1128 configured to generate a
shared key according to the first random number and a second random number returned by
an authentication server through the first device, wherein the second random number is a
random number generated by the second device when the login account exists in the
trusted list, and the second device is configured to generate the shared key according to the

first random number and the second random number.

In ar—eptional-embedimentimplementations, the apparatus_1100 includes: a third

determination unit 1130 configured to determine whether any login account exists in the

trusted list through the second device; and a processing unit 1132 configured to cause the
second device to use the decrypted login account as a management account and adds the
management account to the trusted list, wherein the management account is used to
manage at least one login account in the trusted list, when no login account exists in the

trusted list.
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In implementations, the apparatus 1100 may further include one or more processors

1134, an input/output (I/0) interface 1136, a network interface 1138, and memory 1140. In

implementations, the memory 1140 may include program units 1142 and program data 1144.

The program units 1142 may include one or more of the foregoing units and/or modules as

described in FIG. 11.

In implementations, the memory 1140 may include a form of computer readable

media such as a volatile memory, a random access memory (RAM) and/or a non-volatile

memory, for example, a read-only memory (ROM) or a flash RAM. The memory 1140 is an

example of a computer readable media.

The computer readable media may include a volatile or non-volatile type, a removable

or non-removable media, which may achieve storage of information using any method or

technology. The information may include a computer readable instruction, a data structure,

a program module or other data. Examples of computer readable media include, but not

limited to, phase-change memory (PRAM), static random access memory (SRAM), dynamic

randon access memory (DRAM), other types of random-access memory (RAM), read-only

(ROM), electronically erasable programmable read-only memory (EEPROM), quick flash

memory or other internal storage technology, compact disk read-only memory (CD-ROM),

digital versatile disc (DVD) or other optical storage, magnetic cassette tape, magnetic disk

storage or other magnetic storage devices, or any other non-transmission media, which may

be used to store information that may be accessed by a computing device. As defined herein,

the computer readable media does not include transitory media, such as modulated data

signals and carrier waves.
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Seventh-Embeodiment
The embodiments of the present applicatien—disclosure may provide a computer
terminal, which may be any computer terminal of a group of computer terminals. Optienathy

in-the present-embedimentln implementations, the foregoing computer terminal may also

be replaced with a terminal device such as a computer terminal.

Optienallyln implementations, ir-the—present-embediment; the computer terminal

may be located in at least one access device of a plurality of network devices of a computer

network.
Fig. 12 is a block diagram showing a hardware configuration of a computer terminal
1200. As shown in FIG. 12, a computer terminal 1200 may include one or more {erh+oenre

shown)-processors 1202, such as a processor 1202A, a processor 1202B, ...., a processor

1202N, (the processor 1202 may include, but is not limited to, a processing device such as a
microprocessor MCU or a programmable logic device FPGA), a memory 1204 used for
storing data, and a transmission device 1206 used for communication functions. In addition,

the computer terminal 1200 may further include an internal bus 1208, a—display—an

input/output interface (I/0 interface) 1210, a universal serial bus (USB) port (which can be
included as one of the ports of the I/O interface), and a network interface 1212.

Furthermore, in some implementations, the computer terminal 1200 may further include a

display 1214, a keyboard 1216, and a cursor control device 1218.; In implementations, the

computer terminal 1200 may also include a power supply, and/or a camera.-may-furtherbe

ineluded: One skilled in the art can understand that the structure shown in FIG. 12 is merely
illustrative, and does not limit the structure of the above electronic device. For example, the
computer terminal 1200 may also include more or fewer components than the ones shown
in FIG. 12, or have a configuration different from that shown in FIG. 12.

It should be noted that the one or more processors 1202 and/or other data
processing circuits may be referred to herein generally as “data processing circuits”. The
data processing circuit may be embodied in whole or in part as software, hardware,
firmware or any other combination. Moreover, the data processing circuitry can be a single
and separate processing module, or incorporated in whole or in part into any of the other

components in the computer terminal 1200. As involved in the embodiments of the present
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application, the data processing circuit acts as a processor control (e.g., a selection of a

variable resistance terminal path connected to the interface).

The memory 1204 can be used to store software programs and modules of

application software, such as program instructions 1220 and/or data storage devices 1222
corresponding to the identity authentication methods in the embodiments of the present
apphieationdisclosure. The processor 1202 performs various functional applications and data
processing by executing the software programs and modules stored in the memory 1204,
i.e., implementing the identity authentication methods of the above applications. The
memory 1204 may include high speed random access memory, and may also include non-
volatile memory such as one or more magnetic storage devices, flash memory, or other non-
volatile solid state memory. In some examples, the memory 1204 may further include
storage devices remotely located relative to the processor 1202. These storage devices may
be connected to the computer terminal 1200 via a network. Examples of such network
include, but are not limited to, the Internet, an intranet, a local area network, a mobile
communication network, and a combination thereof.

The transmission device 1206 is used for receiving or sending data via a network.
Specific examples of the network described above may include a wireless network provided

by a communication provider of the computer terminal 1200. In an example, the
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transmission device 1206 includes a network interface controller (NIC) that can be
connected to other network devices through a base station to communicate with the
Internet. In an example, the transmission device 1206 can be a radio frequency (RF) module
used for communicating wirelessly with the Internet.

The display can be, for example, a liquid crystal display (LCD) with a touch screen
that enables a user to interact with a user interface of the computer terminal 1200.

It should be noted that, in some optional embodiments, the computer terminal 1200
as shown in FIG. 12 above may include hardware components (which include circuits),
software components (which include computer codes stored on a computer readable
medium), or a combination of both hardware and software components. It should be noted
that FIG. 12 is only one example of specific examples, and is intended to show types of
components that may be present in the computer terminal 1200 as described above.

It should be noted here that in some embodiments, the computer terminal shown in
FIG. 12 described above has a touch display (also referred to as a “touch screen” or a “touch
display screen”). In some embodiments, the computer terminal shown in FIG. 12 has a
graphical user interface (GUI), and a user can perform human-machine interactions with the
GUI by making a finger contact and/or a gesture on a touch-sensitive surface. Functions of
the human-machine interactions include the following interactions: creating web pages,
drawing, word processing, creating electronic documents, games, video conferencing,
instant messaging, emailing, calling interfaces, playing digital video, playing digital music,
and/or web browsing, etc. Executable instructions that are used for performing the above
functions of the human-computer interactions are configured/stored in one or more

processor-executable computer program products or readable storage media.

49




In the present embodiment, the computer terminal 1200 may execute program
codes of the following steps in an identity authentication method of an application program:
a first device establishing a communication connection with a second device, and obtaining
encrypted information through the Internet, where the first device is a device that is
allowed to access the Internet, and the second device is a device that is not allowed to
access the Internet; the first device encrypting identity information of an account that is
logged into the second device by using the encrypted information, and sending the
encrypted identity information to the second device; and the first device receiving a
verification result that is returned by the second device, wherein the second device verifies
the encrypted identity information based on verification information.

Optienatyln _implementations, the processor may further execute the following

program codes: a first device establishing a communication connection with a second device,
and obtaining encrypted information through the Internet, wherein the first device is a
device that is allowed to access the Internet, and the second device is a device that is not
allowed to access the Internet; the first device encrypting identity information of an account
that is logged into the second device using the encrypted information, and sending the
encrypted identity information to the second device; and the first device receiving a
verification result returned by the second device, wherein the second device verifies the
encrypted identity information based on verification information.

Optienatlyln implementations, the processor may further execute the following

program codes: the first device obtaining a login account, and receiving encrypted
information returned by an authentication server, wherein the encrypted information
includes at least one of the following: a key pair and a digital certificate; the first device

generating the encrypted identity information according to the login account and the
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encrypted information; the first device sending the encrypted identity information to the
second device.

Optienalyln _implementations, the processor may further execute the following

program codes: the first device encrypting the login account and/or a random number using
a private key in the key pair to obtain an encryption result; and the first device generating
the encrypted identity information based on the login account and information of at least
one of the following: the encryption result and a digital certificate.

Optienatyln _implementations, the processor may further execute the following

program codes: the first device obtaining a first random number; and the first device
encrypting the login account and the first random number using a private key in the key pair
to obtain the encryption result.

Optienatyln _implementations, the processor may further execute the following

program codes: the first device initiating a login request to an authentication server,
wherein the authentication server generates the encrypted information according to the
login request, and the encrypted information includes at least one of the following: a key
pair and a digital certificate.

Optienallyln implementations, the first device establishes the communication

connection with the second device using any one of the following communication modes: a
transmission control protocol (TCP), a user datagram protocol (UDP), Bluetooth, Zigbee, and
WiFi.

Optienatlyln implementations, the processor may further execute the following

program codes: the first device adding a digital signature of the first device to the encrypted
identity information; and the first device sending the identity information added with the

digital signature to the second device.
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Optienalyln _implementations, the processor may further execute the following

program codes: the second device determining whether the digital certificate included in
the identity information to be verified is trusted based on a pre-installed root certificate;
and the first device receiving a result of the authentication failure returned by the second
device if the digital certificate is not trusted.

Optienatyln implementations, when the digital certificate is trusted, the processor

may further execute the following program codes: the second device extracting a public key
included in the digital certificate when the digital certificate is trusted, and verifying
whether received data has been tampered with using the digital certificate; and the first
device receiving a result of authentication failure returned by the second device if the
received data has been tampered with.

Optienatlyln implementations, when the received data has not been tampered with,

the processor may further execute the following program codes: the second device
decrypting the encryption result using the public key to obtain the login account and/or the
first random number; the second device determining whether the login account exists in a
trusted list, wherein the trusted list includes at least one account that is allowed to log into
the second device; and the first device receiving a result of authentication failure returned

by the second device if the login account does not exist in the trusted list.

Optienatlyln implementations, when the login account exists in the trusted list, the

processor may further execute the following program codes: the first device generating a
shared key based on the first random number and a second random number returned by an
authentication server, wherein the second random number is a random number generated
by the second device when the login account exists in the trusted list, and the second device
generates the shared secret key based on the first random number and the second random

number.
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Optienalyln _implementations, the processor may further execute the following

program codes: the second device determining whether any login account exists in the
trusted list; and the second device using the decrypted login account as a management
account and adding the management account to the trusted list if no login account exists in
the trusted list, wherein the management account is used to manage at least one login
account in the trusted list.

One skilled in the art can understand that the structure shown in FIG. 12 is merely
illustrative, and the computer terminal can also be a smart phone (such as an Android
mobile phone, an iOS mobile phone, etc.), a tablet computer, a handheld computer, and a
mobile Internet device (MID), a PAD and other terminal devices. FIG. 12 does not limit the
structure of the above electronic device. For example, the computer terminal 1200 may also
include more or fewer components (such as a network interface, a display device, etc.) than
those shown in FIG. 12, or have a configuration different from that shown in FIG. 12.

One of ordinary skill in the art may understand that all or part of the steps of the
foregoing embodiments may be completed by a program to instruct related hardware of a
terminal device. The program may be stored in a computer readable storage medium. The
storage medium may include a flash drive, read-only memory (ROM), random access
memory (RAM), a magnetic disk, or an optical disk.

i Ermbodi

The embodiments of the present applicatiendisclosure also provide a storage
medium. Optienatyln implementations, -the—present-embediment—the storage medium

may be configured to store program codes executed by the identity authentication methods

provided by the foregoing embodiments. A device in which the storage medium is located is

controlled to execute any one of the identity authentication method in the epticral-er

preferredexemplary embodiments.
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Optionally-inthepresent-embedimentin implementations, the storage medium may

be located in any mobile terminal of a group of mobile terminals in a computer network, or

located in any mobile terminal of a group of mobile terminals.

Optienallyln implementations,—r-the-present-embediment; the storage medium is

configured to store program codes for performing the following steps: a first device
establishing a communication connection with a second device, and obtaining encrypted
information through the Internet, wherein the first device is a device that is allowed to
access the Internet, and the second device is a device that is not allowed to access the
Internet; the first device encrypting identity information of an account that is logged into
the second device using the encrypted information, and sending the encrypted identity
information to the second device; and the first device receiving a verification result returned
by the second device, wherein the second device verifies the encrypted identity information

based on verification information.

Optionalhy—in-the-present-embedimentIn implementations, the storage medium is

configured to store program codes for performing the following steps: the first device
obtaining a login account, and receiving encrypted information returned by an
authentication server, wherein the encrypted information includes at least one of the
following: a key pair and a digital certificate; the first device generating the encrypted
identity information according to the login account and the encrypted information; the first

device sending the encrypted identity information to the second device.

Optionaly—inthepresent-embedimentin implementations, the storage medium is

configured to store program codes for performing the following steps: the first device
encrypting the login account and/or a random number using a private key in the key pair to

obtain an encryption result; and the first device generating the encrypted identity
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information based on the login account and information of at least one of the following: the

encryption result and a digital certificate.

Optienallyln_implementations,—r-the—present-embediment, the storage medium is

configured to store program codes for performing the following steps: the first device
obtaining a first random number; and the first device encrypting the login account and the

first random number using a private key in the key pair to obtain the encryption result.

Optionaty—in-thepresent-embedimentin implementations, the storage medium is

configured to store program codes for performing the following steps: the first device
initiating a login request to an authentication server, wherein the authentication server
generates the encrypted information according to the login request, and the encrypted

information includes at least one of the following: a key pair and a digital certificate.

Optienallyln _implementations, the first device establishes the communication

connection with the second device using any one of the following communication modes: a
transmission control protocol (TCP), a user datagram protocol (UDP), Bluetooth, Zigbee, and
WiFi.

Optionathyy—in-the-presentembedimentIn implementations, the storage medium is

configured to store program codes for performing the following steps: the first device

adding a digital signature of the first device to the encrypted identity information; and the
first device sending the identity information added with the digital signature to the second
device.

Optienallyln implementations, ir-the—present-embeodiment; the storage medium is

configured to store program codes for performing the following steps: the second device

determining whether the digital certificate included in the identity information to be
verified is trusted based on a pre-installed root certificate; and the first device receiving a
result of the authentication failure returned by the second device if the digital certificate is

not trusted.
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Optionallyln _implementations, in—the—present—embodiment—when the digital

certificate is trusted, the storage medium is configured to store program codes for
performing the following steps: the second device extracting a public key included in the
digital certificate when the digital certificate is trusted, and verifying whether received data
has been tampered with using the digital certificate; and the first device receiving a result of
authentication failure returned by the second device if the received data has been tampered

with.

Optionaly—in-thepresent-embedimentIn implementations, when the received data

has not been tampered with, the storage medium is configured to store program codes for
performing the following steps: the second device decrypting the encryption result using the
public key to obtain the login account and/or the first random number; the second device
determining whether the login account exists in a trusted list, wherein the trusted list
includes at least one account that is allowed to log into the second device; and the first
device receiving a result of authentication failure returned by the second device if the login

account does not exist in the trusted list.

Optionally—in-thepresent-embedimentin implementations, when the login account

exists in the trusted list, the storage medium is configured to store program codes for
performing the following steps: the first device generating a shared key based on the first
random number and a second random number returned by an authentication server,
wherein the second random number is a random number generated by the second device
when the login account exists in the trusted list, and the second device generates the shared

secret key based on the first random number and the second random number.

Optienallyln implementations, irthe—present-embeodiment; the storage medium is

configured to store program codes for performing the following steps: the second device
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determining whether any login account exists in the trusted list; and the second device
using the decrypted login account as a management account and adding the management
account to the trusted list if no login account exists in the trusted list, wherein the
management account is used to manage at least one login account in the trusted list.

Ninth-Embodiment

The embodiments of the present application-disclosure further provide an identity
authentication system, which includes: a processor; and a memory coupled to the processor
and configured to provide instructions to the processor to process the following processing
steps:

a first device establishing a communication connection with a second device, and
obtaining encrypted information through the Internet, wherein the first device is a device
that is allowed to access the Internet, and the second device is a device that is not allowed
to access the Internet;

the first device encrypting identity information of an account that is logged into the
second device using the encrypted information, and sending the encrypted identity
information to the second device; and

the first device receiving a verification result returned by the second device, wherein
the second device verifies the encrypted identity information based on verification
information.

As can be seen from above, in the foregoing embodiments of the present applicatien
disclosure, a first device that is allowed to access the Internet obtains encrypted information
from the Internet, and uses the encrypted information to encrypt identity information of an
account of the first device that is logged into the second device, so that the second device

may verify the received identity information using verification information, and
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communicate with the first device upon determining that the identity information of the
first device is trusted.

It is easy to note that the verification information in the second device can be used
to verify the encrypted information obtained by the first device, so that whether the
identity of the first device is trusted can be determined according to the verification result.
Therefore, through the solutions disclosed in the foregoing embodiments of the present
apphication disclosure, the purpose of verifying identity information of an object that is used
for operating a non-networked device according to verification information built into the
non-networked device is achieved. This thereby achieves a technical effect of improving the
security of data transmission between a client and the non-networked device by
authenticating an identity of the client by the non-networked device, when the client is used
to operate the non-networked device.

Therefore, the solutions of the foregoing ninth embodiment provided by the present
application solve the problem of failing to complete an identity authentication for a
networked device that accesses a non-networked device due to a failure of the non-
networked device to connect to an authentication server during a process of operating the
non-networked device by the networked device under the existing technologies.

Serial numbers of the embodiments of the present application are merely used for
description, and do not represent the advantages and disadvantages of the embodiments.

In the foregoing embodiments of the present application, the descriptions of various
embodiments are different, and the parts that are not detailed in a certain embodiment can
be referred to related descriptions of other embodiments.

In a number of embodiments provided by the present applicatiendisclosure, it

should be understood that the disclosed technical content may be implemented in other
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manners. The apparatus embodiments described above are merely illustrative. For example,
a division of units is only a division of logical functions. In practical implementations, other
manners of division may exist. For example, multiple units or components may be combined
or may be integrated into another system, or some features may be ignored or not executed.
In addition, a mutual coupling, direct coupling, or communication connection that is shown
or discussed may be an indirect coupling or communication connection through some
interface, unit or module, and may be in an electrical or other form.

The units described as separate components may or may not be physically separated.
The components displayed as units may or may not be physical units, i.e., may be located in
one place, or may be distributed among multiple network units. Some or all of the units may
be selected according to actual needs to achieve the purpose of the solutions of the
embodiments.

In addition, various functional units in various embodiments of the present
application may be integrated into a single processing unit. Alternatively, each unit may
exist physically and separately. Alternatively, two or more units may be integrated into a
single unit. The above integrated unit can be implemented in a form of hardware or in a
form of a software functional unit.

If implemented in a form of a software functional unit and sold or used as a
standalone product, the integrated unit may be stored in a computer readable storage
medium. Based on such understanding, the essence of the technical solutions of the present
application, or the parts that make contribution to the existing technologies, or all or part of
the technical solutions may be embodied in a form of a software product. The computer
software product is stored in a storage medium, and includes a number of instructions for

causing a computing device (which may be a personal computer, a server, or a network
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device, etc.) to perform all or part of the steps of the methods described in various
embodiments of the present application. The storage medium includes: a U disk, a Read-
Only Memory (ROM), a Random Access Memory (RAM), a removable hard disk, a magnetic
disk, or an optical disk, and the like.

The above description corresponds to preferred embodiments of the present
appheation—disclosure only. For one skilled in the art, a number of improvements and
polishing can be made without departing from the principles of the present application.
These improvements and polishing should be considered to be under the scope of

protection of the present apphicatiendisclosure.
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The present disclosure can be further be understood using the following clauses.

Clause 1: An identity authentication system comprising: a first device that is

configured to obtain encrypted information through the Internet, encrypt identity

information of an account that is logged into a second device by using the encrypted

information, and sending the encrypted identity information to the second device; the second

device that establishes a communication connection with the first device, and is configured

to verify the encrypted identity information based on verification information, obtain a

verification result, and return the verification result to the first device, wherein the first device

is a device that is allowed to access the Internet, and the second device is a device that is hot

allowed to access the Internet.

Clause 2: The system of Clause 1, further comprising: a server that communicates with

the first device, and is configured to receive a login request initiated by the first device, and

generate the encrypted information according to the login request, wherein the encrypted

information includes at least one of: a key pair and a digital certificate.

Clause 3: An identity authentication method comprising: a first device establishing a

communication connection with a second device, and obtaining encrypted information

through the Internet, wherein the first device is a device that is allowed to access the Internet,

and the second device is a device that is not allowed to access the Internet; the first device

encrypting identity information of an account that is logged into the second device using the

encrypted information, and sending the encrypted identity information to the second device;

and the first device receiving a verification result returned by the second device, wherein the

second device verifies the encrypted identity information based on verification information.

Clause 4: The method of Clause 3, wherein the first device encrypting the identity

information of the account that is logged into the second device using the encrypted

information, and sending the encrypted identity information to the second device comprise:

the first device obtaining a login account, and receiving the encrypted information returned

by an authentication server, wherein the encrypted information includes at least one of the

following: a key pair and a digital certificate; the first device generating the encrypted identity

information according to the login account and the encrypted information; and the first

device sending the encrypted identity information to the second device.
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[0264] Clause 5: The method of Clause 4, wherein the first device generating the encrypted

identity information according to the login account and the encrypted information comprises:

the first device encrypting the login account and/or a random number using a private key in

the key pair to obtain an encryption result; and the first device generating the encrypted

identity information based on the login account and information of at least one of: the

encryption result and a digital certificate.

Clause 6: The method of Clause 5, wherein the first device encrypting the login

account and/or the random number using the private key in the key pair to obtain the

encryption result comprises: the first device obtaining a first random number: and the first

device encrypting the login account and the first random number using the private key in the

key pair to obtain the encryption result.

Clause 7: The method of Clause 3, wherein: before the first device encrypting the

identity information of the account that is logged into the second device using the encrypted

information, and sending the encrypted identity information to the second device, the

method further comprises: the first device initiating a login request to an authentication

server, wherein the authentication server generates the encrypted information according to

the login request, and the encrypted information includes at least one of: a key pair and a

digital certificate.

Clause 8: The method of Clause 3, wherein the first device establishes the

communication connection with the second device using any one of the following

communication modes: a transmission control protocol (TCP), a user datagram protocol (UDP),

Bluetooth, Zigbee, and WiFi.

Clause 9: The method of Clause 6, wherein the first device sending the encrypted

identity information to the second device comprises: the first device adding a digital signature

of the first device to the encrypted identity information; and the first device sending the

identity information added with the digital sighature to the second device.

Clause 10: The method of Clause 9, wherein: after the first device sending the identity

information added with the digital signature to the second device, the method further

comprises: the second device determining whether the digital certificate included in the
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identity information to be verified is trusted based on a pre-installed root certificate; and the

first device receiving a result of the authentication failure returned by the second device if

the digital certificate is not trusted.

Clause 11: The method of Clause 10, wherein: when the digital certificate is trusted,

the method further comprises: the second device extracting a public key included in the

digital certificate when the digital certificate is trusted, and verifying whether received data

has been tampered with using the digital certificate; and the first device receiving a result of

authentication failure returned by the second device if the received data has been tampered

with.

Clause 12: The method of Clause 11, wherein: when the received data has not been

tampered with, the method further comprises: the second device decrypting the encryption

result using the public key to obtain the login account and/or the first random number; the

second device determining whether the login account exists in a trusted list, wherein the

trusted list includes at least one account that is allowed to log into the second device; and the

first device receiving a result of authentication failure returned by the second device if the

login account does not exist in the trusted list.

Clause 13: The method of Clause 12, wherein: when the login account exists in the

trusted list, the method further comprises: the first device generating a shared key based on

the first random number and a second random number returned by an authentication server,

wherein the second random number is a random number generated by the second device

when the login account exists in the trusted list, and the second device generates the shared

secret key based on the first random number and the second random number.

Clause 14: The method of Clause 12, further comprising: the second device

determining whether any login account exists in the trusted list; and the second device using

the decrypted login account as a management account and adding the management account

to the trusted list if no login account exists in the trusted list, wherein the management

account is used to manage at least one login account in the trusted list.

Clause 15: An identity authentication method comprising: a second device establishing

a communication connection with the first device, and receiving identity information to be

verified that is sent by the first device, wherein the first device is a device that is allowed to
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access the Internet, and the second device is a device that is not allowed to access the Internet;

and the second device verifying the identity information to be verified that is sent by the first

device based on verification information, and obtaining a verification result, wherein the

identity information to be verified is data that is encrypted using encrypted information.

Clause 16: An identity authentication method comprising: a second device receiving

identity information to be verified that is sent from a first device, wherein the first device is a

device that is allowed to access the Internet, and the second device is a device that is not

allowed to access the Internet; the second device verifying the identity information to be

verified according to verification information to obtain a verification result; and generating a

shared key used for encrypting and decrypting data in response to the verification result

indicating that the identity information is trusted, wherein the shared key is used for ensuring

secure data transmission between the first device and the second device, and the identity

information to be verified is data encrypted by using encrypted information.

Clause 17: The method of Clause 16, wherein: before the second device receiving the

identity information to be verified that is sent from the first device, the method further

comprises: the first device obtaining a login account, and receiving the encrypted information

returned by an authentication server, wherein the encrypted information includes at least

one of the following: a key pair and a digital certificate; the first device generating the

encrypted identity information according to the login account and the encrypted information;

and the first device sending the encrypted identity information to the second device.

Clause 18: The method of Clause 17, wherein the second device receives the identity

information to be verified that is sent from the first device by using one of the following

communication modes: a transmission control protocol (TCP), a user datagram protocol (UDP),

Bluetooth, Zigbee, and WiFi.

Clause 19: The method of Clause 17, wherein before the first device obtains the login

account, and receives the encrypted information returned by the authentication server, the

method further comprises: the first device initiating a login request to an authentication

server, wherein the authentication server generates the encrypted information according to

the login request.




Clause 20: The method of Clause 17, wherein the first device generating the encrypted

identity information according to the login account and the encrypted information comprises:

the first device encrypting the login account and/or a random number using a private key in

the key pair to obtain an encryption result; and the first device generating the encrypted

identity information based on the login account and information of at least one of: the

encryption result and a digital certificate.

Clause 21: The method of Clause 20, wherein the first device encrypting the login

account and/or the random number using the private key in the key pair to obtain the

encryption result comprises: the first device obtaining a first random number: and the first

device encrypting the login account and the first random number using the private key in the

key pair to obtain the encryption result.

Clause 22: The method of Clause 21, wherein the first device sending the encrypted

identity information to the second device comprises: the first device adding a digital signature

of the first device to the encrypted identity information; and the first device sending the

identity information added with the digital signature to the second device.

Clause 23: The method of Clause 22, wherein the second device verifying the identity

information to be verified according to verification information to obtain the verification

result comprises: the second device determining whether the digital certificate included in

the identity information to be verified is trusted based on a pre-installed root certificate; and

the first device receiving a result of the authentication failure returned by the second device

if the digital certificate is not trusted.

Clause 24: The method of Clause 23, wherein: when the digital certificate is trusted,

the method further comprises: the second device extracting a public key included in the

digital certificate when the digital certificate is trusted, and verifying whether received data

has been tampered with using the digital certificate; and the first device receiving a result of

authentication failure returned by the second device if the received data has been tampered

with.

Clause 25: The method of Clause 24, wherein: when the received data has not been

tampered with, the method further comprises: the second device decrypting the encryption

result using the public key to obtain the login account and/or the first random number; the
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second device determining whether the login account exists in a trusted list, wherein the

trusted list includes at least one account that is allowed to log into the second device; and the

first device receiving a result of authentication failure returned by the second device if the

login account does not exist in the trusted list.

Clause 26: The method of Clause 25, wherein the second device determines the

verification result as the identity information of the first device being trusted when the login

account exists in the trusted list.

Clause 27: The method of Clause 26, wherein: after the second device determining the

verification result as the identity information of the first device being trusted when the login

account exists in the trusted list, the method further comprises: the second device obtaining

a second random number, and generating a shared secret key based on the first random

number and the second random number, wherein the first device generates the shared key

based on the first random number and the second random number returned by an

authentication server.

Clause 28: The method of Clause 25, wherein: after the second device decrypts the

encryption result using the public key to obtain the login account and/or the first random

number, the method further comprises: the second device determining whether any login

account exists in the trusted list; and the second device using the decrypted login account as

a management account and adding the management account to the trusted list if ho login

account exists in the trusted list, wherein the management account is used to manage at least

one login account in the trusted list.

Clause 29: A computing device comprising: a communication apparatus, which

establishes a communication connection with a control device, and is configured to receive

identity information to be verified that is sent from the control device, wherein the control

device a device that is allowed to access the Internet; and a processor which is connected to

the communication device, and is configured to obtain a verification result by verifying the

identity information to be verified that is sent from the control device based on verification

information, and generate a shared key for data encryption and decryption if the verification

result indicates that the identity information is trusted, wherein the shared key is used for

ensuring secure data transmission between the communication device and the control device.
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Clause 30: A storage medium comprising a stored program, wherein the program,

when executed, controls a device in which the storage medium is located to perform the

identity authentication method of any one of Clauses 3-14.

Clause 31: A computer terminal comprising: a processor configured to execute a

program, wherein the program, when executed, performs the identity authentication method

of any one of Clauses 3-14.

Clause 32: An identity authentication system comprising: a processor; and a memory

coupled to the processor and configured to provide an instruction to the processor to process

the following processing steps: a first device establishing a communication connection with a

second device and obtaining encrypted information through the Internet, wherein the first

device is a device that is allowed to access the Internet, and the second device is a device that

is not allowed to access the Internet; the first device encrypting identity information of an

account that is logged into the second device using the encrypted information, and sending

the encrypted identity information to the second device; and the first device receiving a

verification result that is returned by the second device, wherein the second device verifies

the encrypted identity information based on verification information.
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CLAIMS

1. A method implemented by a first device, the method comprising:

sending a login request initiated at the first device to an authentication server

over the Internet, the login request comprising a login account;

establishing a communication connection with a second device, and obtaining

encrypted information through the Internet in response to the login request, wherein the

first device is a device that is allowed to access the Internet, and the second device is a

device that is not allowed to access the Internet;

encrypting identity information of a user account that is logged into the second

device using the encrypted information, and sending the encrypted identity information

to the second device, wherein the user account has a one-to-one correspondence with

the login account; and

receiving a verification result returned by the second device, wherein the second

device verifies the encrypted identity information based on:

decrypting, by the second device, the encrypted identity information using

a public key extracted from a digital certificate included in the identity

information; and

determining, by the second device, whether the login account of the login

request exists in a trusted list, wherein the trusted list includes at least one user

account that is allowed to log into the second device.

2. The method of claim 1, wherein encrypting the identity information of

the user account that is logged into the second device using the encrypted information,

and sending the encrypted identity information to the second device comprise:

obtaining the login account, and receiving the encrypted information returned by

an authentication server, wherein the encrypted information includes at least one of the

following: a key pair and a digital certificate;

generating the encrypted identity information according to the login account and

the encrypted information; and

sending the encrypted identity information to the second device.




3. The method of claim 2, wherein generating the encrypted identity

information according to the login account and the encrypted information comprises:

encrypting the login account and/or a random number using a private key in the

kev pair to obtain an encryption result; and

generating the encrypted identity information based on the login account and

information of at least one of: the encryption result and a digital certificate.

4. The method of claim 3, wherein encrypting the login account and/or

the random number using the private key in the key pair to obtain the encryption result

comprises:
obtaining a first random number:; and

encrypting the login account and the first random number using the private key

in the key pair to obtain the encryption result.

5. The method of claim 1, wherein the authentication server generates the

encrypted information according to the login request, and the encrypted information

includes at least one of: a key pair and a digital certificate.

6. The method of claim 1, wherein establishing the communication

connection with the second device is performed using one of: a transmission control

protocol (TCP), a user datagram protocol (UDP), Bluetooth, Zigbee, and WiFi.

1. The method of claim 1, wherein sending the encrypted identity

information to the second device comprises:

adding a digital signature of the first device to the encrypted identity information;

and

sending the identity information added with the digital signature to the second

device.

8. The method of claim 7, further comprising:

after the first device sending the identity information added with the digital

signature to the second device, receiving a result of the authentication failure returned

by the second device if the digital certificate is determined to be not trusted by the second

device, wherein sending the identity information added with the digital signature to the
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second device enables the second device to determine whether the digital certificate

included in the identity information to be verified is trusted based on a pre-installed

root certificate.

9. The method of claim 1, further comprising:

obtaining a login account, and receiving encrypted information returned by an

authentication server;

generating the encrypted identity information according to the login account and

the encrypted information;

sending the encrypted identity information to the second device; and

generating a shared key based on a first random number generated by the first

device and a second random number returned by the authentication server, wherein the

second random number is a random number generated by the second device when the

login account exists in the trusted list, and the second device generates the shared secret

key based on the first random number and the second random number.

10. One or more computer readable media storing executable instructions

that, when executed by one or more processors of a second device, cause the one or

more processors to perform acts comprising:

receiving encrypted identity information to be verified that is sent from a first

device, wherein the identity information comprises a user account logged into the

second device having a one-to-one correspondence with a login account of login request

initiated at the first device, the first device is a device that is allowed to access the

Internet, and the second device is a device that is not allowed to access the Internet;

decrypting the encrypted identity information using a public key extracted from

a digital certificate included in the identity information;

verifying the identity information to be verified according to verification

information to obtain a verification result by determining whether the login account of

the login request exists in a trusted list, wherein the trusted list includes at least one user

account that is allowed to log into the second device; and

generating a shared key used for encrypting and decrypting data in response to

the verification result indicating that the identity information is trusted, wherein the

shared key is used for ensuring secure data transmission between the first device and the
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second device, and the identity information to be verified is data encrypted by using

encrypted information.

11. The one or more computer readable media of claim 10, wherein the

identity information to be verified that is sent from the first device is received by using

one of: a transmission control protocol (TCP), a user datagram protocol (UDP),
Bluetooth, Zigbee, and WiFi.

12. The one or more computer readable media of claim 10, wherein verifying

the identity information to be verified according to verification information to obtain the

verification result comprises:

determining whether the digital certificate included in the identity information to

be verified is trusted based on a pre-installed root certificate; and

returning a result of the authentication failure to the first device if the digital

certificate is not trusted.

13. The one or more computer readable media of claim 12, wherein the acts

further comprise:

extracting the public key included in the diqgital certificate when the digital

certificate is trusted, and verifying whether received data has been tampered with using

the digital certificate; and

returning the result of the authentication failure to the first device if the received

data has been tampered with.

14. The one or more computer readable media of claim 13, wherein the acts

further comprise:

returning the result of the authentication failure to the first device if the login

account does not exist in the trusted list.

15. The one or more computer readable media of claim 14, wherein the acts

further comprise determining the verification result as the identity information of the

first device being trusted when the login account exists in the trusted list.




16. The one or more computer readable media of claim 15, wherein the acts

further comprise:

obtaining a second random number, and generating a shared secret key based on

the first random number and the second random number, after determining the

verification result as the identity information of the first device being trusted when the

login account exists in the trusted list, wherein the first device generates the shared key

based on the first random number and the second random number returned by an

authentication server.

17. The one or more computer readable media of claim 14, wherein: after

decrypting the encryption result using the public key to obtain the login account and/or

the first random number, the acts further comprise:

determining whether any login account exists in the trusted list; and

using the decrypted login account as a management account and adding the

management account to the trusted list if no login account exists in the trusted list,

wherein the management account is used to manage at least one login account in the

trusted list.

18. A first device comprising:

one or more processors; and

memory storing executable instructions that, when executed by the one or more

processors, cause the one or more processors to perform acts comprising:

sending a login request initiated at the first device to an authentication server

over the Internet, the login request comprising a login account;

establishing a communication connection with a second device and obtaining

encrypted information through the Internet in response to the login request, wherein the

first device is a device that is allowed to access the Internet, and the second device is a

device that is not allowed to access the Internet;

encrypting identity information of a user account that is logged into the second

device using the encrypted information, and sending the encrypted identity information

to the second device, wherein the user account has a one-to-one correspondence with

the login account; and

receiving a verification result that is returned by the second device, wherein the
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second device verifies the encrypted identity information based on:

decrypting, by the second device, the encrypted identity information using

a public key extracted from a diqgital certificate included in the identity

information; and

determining, by the second device, whether the login account of the login

request exists in a trusted list, wherein the trusted list includes at least one user

account that is allowed to log into the second device.

19. The first device of claim 18, wherein encrypting the identity information

of the user account that is logged into the second device using the encrypted

information, and sending the encrypted identity information to the second device

comprise:
obtaining a login account, and receiving the encrypted information returned by

an authentication server, wherein the encrypted information includes at least one of the

following: a key pair and a digital certificate;

generating the encrypted identity information according to the login account and

the encrypted information; and

sending the encrypted identity information to the second device.

20. The first device of claim 19, wherein generating the encrypted identity

information according to the login account and the encrypted information comprises:

encrypting the login account and/or a random number using a private key in the

kev pair to obtain an encryption result; and

generating the encrypted identity information based on the login account and

information of at least one of: the encryption result and a digital certificate.






