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MEDI A Pl RACY Cross-Reference to Related Applications Enbodi nents of the
present iwWoeanswno claimpriority fromU. S. provisional patremtSGo200234
application Serial No. 60/353,076 filed January 29, 2002. BACKGROUND 1.
Field of Invention The present invention is directed to a digital nedia

pi racy threat response system that protects digital nedia from

unaut hori zed reproduction. 10 2. Description of Related Art This present
invention is directed to preventing illegal or unauthorized copying of
information and other nedia content or services provided over a network
(either public network, such as the Internet, or privately owned, such as
a LAN). Internet-based entertai nnent services rely heavily on the use of
stream ng and 15 downl oading to deliver video and audio content to
consuners. In a stream ng scenario, the digital nedia are stored on a
server and APPARARUS ANDIMETH@D ROR PREVENEING BIGIPALMEDIX PIRAGY Spl ay
audi o/video frames as they are "streanmed" across a network fromthe
server, wthout storing the nedia on the client. In a downl oad scenari o,
the digital nmedia are stored on a server and copied across a network to a

storage device on the CIdr@@é-ﬁe@éreage&amﬁm&pgt;%ﬁi}ﬁek. via a

client-resident nedia viewer. One of the key 'ens with both of these
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BACKGROUND
1. Field of Invention
The present invention is directed to a digital media piracy threat response system
that protects digital media from unauthorized reproducﬁon.
10 2. Description of Related Art |
This present invention is directed to preventing illegal or unauthorized copying of
information and other media content or services provided over a network (either public
network, such as the Internet, or privately owned, such as a LAN).
Internet-based entertainment services rely heavily on the use of streaming and
15 downloading to deliver video and audio content to consumers. In a streaming scenario,
the digital media are stored on a server and a client—resider& media viewer is used to
receive and display audio/video frames as they are “streamed” across a network from the
server, without storing the media on the client. In a download scenario, the digital media
are stored on a server and copied across a network to a storage device on the client for
20 subsequent playback via a client-resident media viewer. One of the key problems with

both of these approaches is the risk of the digital media asset being captured by the end

user and then re-distributed against the asset owner’s wishes.



WO 03/ 065630 PCT/ S&2/00234 2 In many cases, such nedia delivery systens
rely upon an encryption schene to protect against piracy, commonly
referred wo oaweiss@i t al Ri ghts Managenment (DRM). Under t hip€TsGozne34 di gital
nmedia files are encrypted using a private key known only to the
rights-holder or its authorized distributor. The digital nedia are
delivered to the 5 client and decrypted using a public key exchanged

bet ween the server and the client upon 2successful user authentication and
aut hori zation. Authentication/authorization is usually acconpanied via
sone form of paynent to the rights holder or distributor. This is usually
sufficient to protect against unauthorized viewing of digital nedia files.
There are a variety of nmechani snms available to the woul d-be digital nedia

pirate 10 when fmmedy vistd) sactORMR ALY I8 LR Lype :
encrypti on/ wat er mar k) protectionlschéﬁ%fgw%%ﬁhkgﬁﬁg§Fﬂﬁnﬁﬁgﬂﬂbﬂ$§@ef%e

client - si deprit@iaihit! SitacH ESIURS Q§g? deco .the nedia (converts the
medi a fromdigital polgnafog fofﬁ%t %fﬁgﬁ%gaﬂggﬁ?%ﬁséﬁméﬁ@F@bG@BVDces.
prot ot agal ner oo PR B B rbingg « pivisarisepnomiett e
copi od in d e PRI s ReFRET Aiteimior, e Gt avegia ah drbirad i the.
Phe compat eri-BEddeEilcn uhibg ARTIRICH exshendi tetwone Forgmer amdhcdliont ipmng and
signal s ar%mgegatﬁble qg t.he, video card bus. It is possible to capture and
record these signals gfrerfifdionaad grthorzstine c Avthentivation/ivdienizawdidis u@ihq?lz

e

capt ured, %'20 si npl e set of algorithnms may be used to regenerate t
original u ng%waé‘é ‘ SR SPRA fgl,m gkpayment to the rights holder or distributor. This is usually

sufficient to protect against unauthorized viewing of digital media files.
There are a variety of mechanisms available to the would-be digital media pirate
10 when faced with a DRM-only (or similar type encryption/watermark) protection scheme.
In displaying the media, the client-side viewer first decrypts and then decodes the media
(converts the media from digital to analog format) for presentation on analog devices.
The result is a series of video frames presented to the user. DRM does not protect against
copying the decoded video frames. In essence, once the content is decrypted and
15  decoded, it is unprotected and available to be copied in digital or analog form.

By the time the digital media is presented to the viewer, it has been fully
uncompressed and displayed on the computer screen. This image is a bitmap in memory,
and all timing and signals are available on the video card bus. It is possible to capture
and record these signals off the feature connector on a video card. Once captured, a

20  simple set of algorithms may be used to regenerate the original uncompressed movie, as
presented by the media player. All that remains is to make a master for duplication.
Figure 1 is a graphical illustration of a hypothetical digital path from the streaming

computer to the final product of encoded Video-CD (VCD). As Figure 1 shows digital



presented by the nedia player. Al that remains is to nmake a master for
duplication. Figure 1 is a graphical illustration of a hypotheti cal

di gi tal paDh3fo6mROt he streanmi ng conputer to the final predusGovho2eancoded
Video-CD (VCD). As Figure 1 shows, digital WO 03/065630 PCT/ SQG02/00234 3

data is captured fromthe video card 11 by the digital recording device 12,
which can then deliver the recorded digital data wwth a PC 13 that may use
a CD-RWto encode a VCD 14. Even though it is generally possible to get a
digital recording fromthe streaming 5 conputer, suitable hardware is
required, and the process is beyond the casual pirate. A nuch easier and
qui cker way is to use the anal og output. Mre specifically, analog
recording froma conputer is possible via a scan converter. Coupled with a

qual ity andkrisds ewptwiedyfromlthsvide QENVES BE i results.will be as good as
the streaning or downl oaded digital n}{edlé gl.ghaﬁf(f?rqslﬁgfﬁﬂ’é‘?e qwhishea then i s

possi bl e t o delivee thee @idgiléddigD Rt LA HM ich to create re-encoded out put,
suitable for the creation of a Vi de\é\ép&gl \}E%)]Tfayug‘f)é(QQ'qu ghcodssa MiOur e 2

shows, the whconpressed frane is presented to the viewer via a PC 20. This
is in nost cases via a 15 pin D Shell cable plugged into the back of a

conput er and t hatyvgalh§nG to the conputer nonitor. A commpn scan
converter 21 is all th%hqf){sg%?lg%%llyr%oamgﬁ '? gkt digital sicgriiig Hoamnkb febmidye

moni t or andednMiufer! il 1Ry8 si_gnal . capabl e of being displayed on a
tel evi si on saé]?i{eerl{’ leéﬂfi&%?lm ector Topired; and thecpropeds sgeyaeiihe @agbChAS &

cancorder 2duQf ;¥ 4§ fgsorder 25. The output fromthe scan converter 21
can vary dependi ng on the Gulfy 1o isetht byaleg peiptd yMopd @ﬁ&ﬁicﬁl@y,%gﬁg). Most

recording from a computer is possible via a scan converter. Coupled with a quality
analog to digital scan. éonverter, the results will be as good as the strearﬁing or
downloaded digital media. With further equipment it is possible to take a digital copy
10 with which to create re-encoded output, sﬁitable for the creation of a Viaeo-CD (VCD)

Specifically, as Figure 2 shows, the uncompressed frame is presented to the

viewer via a PC 20. This is in most cases via a 15 pin D-Shell cable plugged into.the

back of a computer and that cable connects to the computer monitor. A common scan
converter 21 is all that is required to take the signal bound for the monitor and turn it into

15 asignal capable of being displayed on a television screen 23, projector 22, or a fecording
device such as a camcorder 24 or a video recorder 25. The output from the scan
converter 21 can vary depending on the quality (usually directly related to price). Most

offer S-Video output or even a component output, an excellent reproduction quality for
analog recording. While most high-end PCs have a graphic card that is capable of

20  presenting a TV-compatible signal, the quality is presently inferior to that achieved

through a scan converter.

There are consumer products available that allow the capture and conversion of

analog signals into a format suitable for archiving to a digital medium such as digital
a



of fer S-Video output or even a conponent output, an excellent reproduction
quality for analog recording. Wile nost high-end PCs have a graphic card
that i s capabloeséad 20 presenting a TV-conpati bl e signal, tPha/SqoabizBy is
presently inferior to that achieved through a scan converter. There are
consuner products available that allow the capture and conversi on of

anal og signals into a format suitable for archiving to a digital nedium
such as digital W 03/065630 PCT/ SG02/ 06234 4 videotape. Fromthere it is
a small step to re-encode the novie via a conputer 26 to be used as a
master for a VCD 27, and then a CD-ROM burner for the small-scale pirate -
or a CD Stanper for larger scale operations. The VCD has enjoyed w de
popul arity andrd%{és a_ wdely accepted format within the Asian market, so
nmuch so that” - DUAShhsspeit is armovell Bepad ré-BiReoBBEHESho L @y back VCD movi es.
The anal og ﬁ%e;]ggé prgb%em%been faced by the video cor‘ﬁ’?ﬂ?fﬁ% Bt be e.
Wth the i épgswhlayfa 3, andl thagulch- ssible to record good
qual ity copi %g) $1:st raietght of f the DVD usi ngéﬁgag%gfngtg‘eﬁlﬁ?lkiﬁ?alewﬁs—Pls

def eat ed us# pgperebr laegeescaridesratisis. GRIPRLA hi cal | y enbedded dat a,

whi ch were \lﬁgil?ltl ally int roduceo(ljbby (?:Hosrrpqgﬁi es st Olﬁa‘é{’éieml@ﬁygmbisaio
inhibit pir yofccdfitad fofif i Sl ar sysfem could be inplenented on
scan converters to stop an ang?tgaAéggg{r&J%eﬁﬁogﬁ’E%S‘h@‘a‘clﬁ@St&\é‘hafab@rméw Figure

2, but thi sonstheé miatl@Npla$ badkW @S hiGRL and nmay lead to nore problems with
normal uses of projection units and tel evisions. WO 03/ 065630

PCT/ S&02/ 00234 The analog piracy problem has been faced by the video community before. With
. Wi
the introduction of DVD’s it would have been possible to record good quality copies

straight i
aight off the DVD using the analog output. This is defeated using digital watermarks

or steganographically embedded data, which were initially introduced by companies such
c

10 as Macrovision to inhibit piracy of VHS recordings

A similar system éould be

implemented
p On scan converters to stop an analog recording such as the scenario of

Figure 2, but this solution is impractical and may lead to more problems with normal u;
ses

of projection units and televisions.



5 SUMVARY OF THE | NVENTI ON The present invention is directed to a digital
verification and protection ("DVP') systemthat intelligently prevents

di gital mwaoicaopiésmcy t hrough net hods of threat response, pamgGor/bizgat es t he
need for the post-breach forensic diagnostic process common 5 in many
traditional digital nedia protection systens. The preferred enbodi nents of
the present invention aids in protection against the unauthorized copying
of digital nmedia that are delivered tospersonal conputers (PC) or to

tel evision sets via set-top boxes (STB). The invention protects agai nst
piracy in both stream ng and downl oaded digital nedia. In high-Ileve
ternms, the preferred enbodi nents of the present invention, anong other 10
features,: a) Positively identifies a known piece of equipnent, device, or

software, and searches for gligMARYOF 2AH ROEVEROGS OF 1ts equival ents;
b) Permts digital media playback only to view ng or downloadi ng equi pnent

of devi ces of ko prane: ARBRK SRRk IYs aPOeSﬂ iofh o pﬁtec'fq%%r}%%%changes

equi pnent configuration changes In rea

constitute @sRueach e [ t ect 0 sent |nvent|on

to provide %?otectloneﬁggﬁﬁigﬁ%F?%c$g%¥ o Wﬁ* 1%ﬁFg%ﬂgﬁ§ &i ehithesti ng

Gecodod medi o e T ““‘?;%afe‘gaﬁevr'reg e %FR PlaE doeiHE eragpoIsopOonhe
resent jnvention, a consunmer who w shes to

f mhodi .z,
5:‘ gwe:‘); ejOIuge ngan é’ WFQ uo@glnqlgﬁ‘? “ﬁ‘ﬂ’?tpr%fﬁ‘i 19 S¥ttems s [hsrprafetred embedimreyts afthess or

di spl ay dlggta
resent mventlon aids in protection against the unauthorized copying of digital media that

are delivered to personal computers (PC) or to television sets via set-top boxes (STB).

The invention protects against piracy in both streaming and downloaded digital media. In -

high-level terms, the preferred embodiments of the present invention, among other
10 features,:

a) Positively identifies a known piece of equipment, device, or software, and
searches for digital or analog outputs or its equivalents;

b) Permits digital media playback only to viewing or downloading equipment

. of devices of known and approved configurations; and | |
15 c) Identifies equipment configuration changes in real-time and determine if
such changes constitute a breach of security.

It is an object of the present invention to provide protection against piracy of
digital content by disallowing playback on devices that provide a mechanism by which
the decrypted and decoded media may be copied. In a DVP system in accordance witH

20 the preferred embodiments of the present invention, a consumer who wishes to view or
use digital content must gain permission before it may access or display digital media
(notwithstanding the fact that the digital media may or may not be additionally protected

with conventional anti-piracy measures such as DRM). A consumer may gain permission



(notwi thstanding the fact that the digital nedia nmay or may not be
additionally protected wth conventional anti-piracy neasures such as
DRM . A cwpameiedtmay gai n perm ssion WO 03/ 065630 PCT/ SQO2C0(2:84/00284t 0 gai n
access to the digital content if, in accordance with the present invention,
the consuner's hardware and software configuration or setup do not pose as
threats (i.e., cannot be used to reproduce the digital content w thout

aut hori zation). Further, in accordancedwith the preferred enbodi nents of
the present invention, upon detecting a 5 change in configuration of the
consuner's view ng or downl oadi ng setup, the delivery of digital content
is automatically stopped and nust regain perm ssion to the digital nedia.

It is another object of the present invention to maintain a database of

devi ce or $OREMercEes dnftheydistel amtdnn ifpinmasdoaines Wik 1BS pREL s .and
applications, that may be «classified as either acceptgﬁ%éhggghﬁgéé%btable

confi gur at i 6eRsUBEr’s daudpsrd ord @fiveRstiBEubk orl LbPhods O 98l Nl
perm ssion to access digital content. pecifi%al y?gphpé%%6¥g§ﬁﬂﬁqgﬁﬂth a

DVP syst em ofmnbhée prsed etreprotes ttho; it&lhﬁorﬂé{t LS Useg to determne if a
particul ar device configuration posegs at regﬁﬁ}%gt fuﬁtgo PRzl lcj\‘l‘@m@amt hat

have been saeatiandeedith R pRRkal® fibod; PGl tal recording device is
attached to the user's PCF theneth%lﬁfggg%g%aPﬁﬁ@ﬁ?W@W“Whyp%bd%W@Qganned to

det erm ng téahg@intddhBAradoH FiSe he.request 15 for digital nedia is
denied. In the case a%hﬁnknomn %%ﬁg#%ﬁﬁg??ﬁ%oﬁ%“H@F@@EéﬂWm{m@ddﬁ@naﬁase i s
1 ss . is preferably carried out that

rosult | in ah exparaion of (AL SheBLRER T e ers ion e skjuiorict and
respond to poten i@k ng'gétso'f the present invention to maintain a database of dé\;ice or
software configuration information, such as peripherals and applications, that may be
classified as either acceptable or unacceptable configurations of setups for a consumer to
10 " have prior to gaining permission to access digital content. Specifically, in accordance
with a DVP system of the present invention, the database is used to determine if a
particular device configuration poses a threat to the digital media that have been
requested. For example, if a digital recording device is attached to the user’s PC, then the
present invention may be programmed to determine that a threat exists, and the request
15 for digital media is denied. In the case an unknown configuration is detec;ted, the
database is updated, and a threat examination process is preferably carried out that result
in an expansion of the system’s ability to accurately detect and respond to potential
threats.
One advantage of the present invention is security of protected information,
20 copyright information, and media services, Specifically, the present invention ensures
that information is only sent to and can be accessed only by parties whose configuration

and setup are approved by the owner of the digital content to be cielivered. Furthermore

this system ensures that media may only be presented on devices approved by the asset



One advantage of the present invention is security of protected
information, 20 copyright information, and nedia services. Specifically,
the presewDoBw®Bd i on ensures that information is only seqi/SGo2/eeed4 can be
accessed only by parties whose configuration and setup are approved by the
owner of the digital content to be delivered. Furthernore, this system
ensures that nedia nmay only be presented on devices approved by the asset
WO 03/ 065630 PCT/ S&2/00234 7 owner. This system prevents the unauthorized
copying or reproduction of information displayed on an individual's PC or
medi a di spl ay devices such as a television. It is another object of the
present invention to notify digital content owners when an unapproved
user, device, or activity is taking place, and allows the digital content

S owner to responThiasysted prévetts W tlautorizdoBPhb At Sersifaidfid | or
measure. \VWile the enbodi nents of the presen?ﬁi%veﬁ??on é#ﬁx%?@ e%%%}y used
in  conj uncidispRyd érharMindRRIuEPs ResBAGkiL YO éé(% resent invention
is widely appl |ycabl e to any ot her s§stgﬁ1¥ n |§c hé% g%geglfsmﬁledi a content is
delivered from ongs Rafie¥ obie® AMY BEfent i rticular, .the jnvention may be
enpl oyed i n any appli cat ioo}r? in V\,hlln c{?ntllbo%llﬁg? %oa?oLElr@éf}ﬁgﬁalacPB‘!eate‘?Wésr e o
personal cogput PG, .hoxes .("STB"), or simlar devices, in
whi ch t her egilps %{ﬁ?\{e}g eurgeél)é tdeﬁﬁet’ tokggtbvétlyt 18 g?k(”fg@la?‘% ﬁﬂ‘g)éll?l‘ﬁﬁ Her digital gppient t o

protect the diqifal di a from upaut hori zed reproducti on or usage. A system
in acco?daﬂg%gﬁé?ﬁpgﬁgmﬁ?%@ﬁ R SRR AT Paligy Byregstregar dl ess of t he

means by which g@q d&%itahafedia ar e delivered to the client device, and

can be enpl oyed AUEGn"Y5CHRRPFHHAL fhey Breset iavetion| arpepieferghlyntwed i ion

schene beyond.conventiopnal protection
conjunction with Video On Demand (VOD) systems, the present invention is widely
applicable to any other system in which digital media content is delivered from one party
to another. In particular, the invention may be employed in any application in which

10  digital media are delivered to personal compu;ters (“PC”), set top boxes (“STB”), or

similar devices, in which there is an interest on the part of the rights-holder or owner to
protect the digital media from unauthorized reproduction or usage. A system in
accordance with the present invention may be employed regardless of the means by
which the digital media are delivered to the client device, and can be employed as .an

. 15 additional layer of digital media protection scheme beyond conventional protection

systems against piracy.



systens agai nst piracy. WO 03/065630 PCT/ S@&2/00234 8 BRI EF DESCRI PTI ON OF

THE DRAWNGS Figure 1 is an illustration of a possible path for digital
content fwomsacemputer to encoded VCD, Figure 2 is an ilPCasGoanizan of a
possi bl e recording or reproduction schenme using 5 digital-to-anal og

converting devices; Figure 3 is an illustration of the architecture of a
digital verification and protection ("DVP') systemin accordance wth the
preferred enbodi nent of the present in¥ention; Figure 4 is an illustration

of the operating characteristics of a DVP systemin 10 accordance with the
preferred enbodi nent of the present invention; Figure 5 is another
illustration of the operating characteristics of a DVP systemin

accordance with the preferred enbodi nent of the present invention; Figure 6

is yet another illustrat iBMEEﬂ)ES(ﬂlH’rIEONt@FQ“IIEIBm‘Wﬁﬁ&%“ cs of a DVP
systemin accordance with the preferred enbodi nent of the present

i nvention; 15 Fi figne Visias ilustrationustadtdind pah N8x8 G rure of the DVP
systemin accordance wth an alternati vepenboﬂ?%en?&:t)#?ﬁﬁ@ ap‘fogg’é‘ to
i nvention; EngdedVEBD;s an illustration of the architecture of the DVP
systemin accordance wth another alternative enbodi nent of the present

i nvention; Figure 18 i i specific inplementation of the
VP Systom i ng ghrel Bisadh fllhdttdBbet 8F b PBssfile FecBRfiig o' reproduction scheme using

5 digital-to-analog converting devices;

Figure 3 is an illustration of the architecture of a digital verification and
protection (“DVP”) system in accordance with the preferred embodiment of the present'
invention;

Figure 4 is an illustration of the operating characteristics of a DVP system in

10 accordance with the preferred embodiment of the present invention;

Figure 5 is another illustration of the 6perating characteristics of a DVP system in
accordance with the preferred embodiment of the present invention; |

Figure 6 is yet another illustration of the operating characteristics of a DVP
system in accordance with the preferred erﬂbodiment of the present invention;

15 Figure 7 is an illustration of the architecture of the DVP system in accordance
with an alternative embodiment of the present invention;
Figure 8 is an illustration of the architecture of the DVP system in accordance
with another alternative embodiment of the present invention;
Figure 9 is an illustration of a specific implementation of the DVP system in
20 accordance with the preferred embodiment of the present invention;
Figure 10 is an illustration of another specific implementation of the DVP system

in accordance with the preferred embodiment of the present invention;



20 accordance with the preferred enbodi nent of the present invention;
Figure 10 is an illustration of another specific inplenentation of the DVP
system iwoaswoeisdance with the preferred enbodi nent of th@Cprseszni234

i nvention; WO 03/065630 PCT/ SG02/00234 9 Figure 11 is an illustration of
anot her specific inplenentation of the DVP system in accordance with the
preferred enbodi nent of the present invention; Figure 12 is an illustration
of yet another specific inplenentation 8f the DVP systemin accordance
with the preferred enbodi nent of the present invention; 5 Figure 13 is an
illustration of yet another specific inplenentation of the DVP systemin
accordance with the preferred enbodi nent of the present invention; Figure
14 is an illust rg:ti Oél‘],\j)fs yet another specific inplenmentation of the DVP
systemin accord _ H?“tlﬂ‘és"rﬁ?*@f efrangticmspbeific imBplem&itatioA RS 9P System
invention; Figure 15 is an illustration of yet another specific

i npl enent at i"BACGTdapgEewitthe PIfersdsmbniinenesaly staRsSnVnib,t he preferred
enbodi ment of the present invention; Figure 16 is an il?’ustrati on of yet

anot her speci fi cFigwst Erénamillustratioh dfhyet BMher SYSEMRM e@%&é}{ogla(ﬁctg? \Iﬂ}}s}? t?_e
i's a ration

preferred enbodi nent of the present invention; Figure

of yet anot Hestens persidridance mithaheptRir@8medih, system ln accordance
with the preferred enbodi nent of the presén?ﬁioﬁygﬁ{ef%ﬁfnvf%“ﬁ gure 18 is an

il lustrafion of Pigtrearmoishar iIsRLG0LA Iof vk ntation of the DVP systemin
accordance with the preferred enbodi %e{r?iowg%eglﬂ & g‘?’i‘ﬂenf%‘\%rﬁ’fitbﬂ"n, V&nd

Fi gure 19 i system inlaoetsddns Wi 4R prEle PN SBBEL i C i npl enentation of the

Fg € present invention;
Figure 14 is an illustration of yet another specific implementation of the DVP

system in accordance with the preferred embodiment of the present invention:
Figure 15 is an illustraﬁon of yet another specific implementation of the DVP

10 system in accordance with the preferred embodiment of the present invention;

Figure 16 is an illustration of yet another specific implementation of the Dvp

system in accordance with the preferred embodiment of the present invention;
t

Figure 17 is an illustration of yet another specific implementation of the Dvp

system in accordance with the preferred embodiment of the present invention:

15 Figure 18 is an illustration of yet another specific implementation of the Dvp

system in accordance with the preferred embodiment of the present invention: and
Figure 19 is an illustration of yet another specific implementation of the DvP

system in accordance with the preferred embodiment of the present invention



systemin accordance with the preferred enbodi nent of the present

i nvention. WD 03/065630 PCT/ SG02/00234 10 DETAI LED DESCRI PTI ON OF THE
PREFERREDVBNBORA6MENTS The present invention is directed t@carsGappasat us and
nmet-hod for protecting digital content frombeing pirated or otherw se
reproduced wi thout authorization. A DVP systemin accordance with the
preferred enbodi nents of the present invention make a 5 risk deci sion based
on the exam nation of a user's view ng ui pnment configuration at the

begi nni ng of stream ng each digital content, such as a novie. Specifically,
if the DVP systemdetects that the user's downl oad or view ng equi pnment
configuration includes a recording device, such as an active plug-in

recordi ng devic connected to a set top box, then
the DVP may be. v sAruEBIBERERy ol JiipE PRERERR I fatbaDimannt fo ¢ he
user. Additionalb¥ the DVP system can be used to nonitor the users
equi prent  conf i gdPaPTeSH! FUYPRIRR 1§ Aigecisdo ppanpermtis eadimethod ifevirotectigdsdian, and
can interrupt or_stop the delivery of digital content if there is any
change to t FEMEERYL Rfing pissied o ethervise aepradided indthowf athoreeqindi RO DeVi ce to
the equi pnment configuration or setup. In accordance with the preferred
enbodi ment s SYSt¥e IDAEoxipsecewith ks prifeured smbadimadis af g{é(r}iréééﬂﬁnb&ﬂiro%ﬂ&'@iaze a
potential threat. The process begins when a client device first attenpts
to access dFigh desisionctisal onAthe tXxmmtindtiomef a BAPs VROt eQiDrichofitib Rt Ondé‘? jce' s
rel evant hardware and software profile. In constructing thtfs profile, the
syst em sear bégmminpof steeming eachdigitaleconrd:, SR WA Soviki RYELALIDL S . & are
known to provide information necessary to make gY&h?%d%R%@ bﬁﬁ?%@?%on.
system detects that the user’s download or viewing equipment configuration includes a

recording device, such as an active plug-in recording device on a computer or a VCR
connected to a set top box, then the DVP may be directed to deny delivery of the digital
10 content to the user. Additionally, the DVP system can be used to monitor the users
equipmént configuration during the entire download or viewing session, and can interrupt
or stop the delivery of digital content if there is any change to the users equipment such
as an addition of a recording device to the eqﬁipment configuration or setup.
In accordanc§ with the preferred embodiments, the DVP system uses heuristic
15  algorithms to recognize a potential threat. The process begins when a client d(;,vice first
attempts to access digital media. At that time, DVP registers the client device’s relevant
hardware and software profile. In constructing this profile, the system searches for
certain device and software “fingerprints” that are known to provide information
necessary to make a threat determination.
20 Having captured and registered a client device profile when the device is first
encountered, the DVP system improves threat determination performance by comparing

that client device’s profile with the registered profile on subsequent occasions. The

system then only goes through a full threat determination process when the current and



20 Having captured and registered a client device profile when the device
is first encountered, the DVP systeminproves threat determ nation

per f or marwe mpessempari ng that client device's profile w PaTiSG®2/0@34 St er ed
prafil e on subsequent occasions. The systemthen only goes through a ful
threat determ nation process when the current and WO 03/ 065630

PCT/ S&2/ 00234 11 registered profiles are different in some way. This

provi des an optimal user experience, Wilthout sacrificing security in a
significant manner. The preferred enbodi nents of the present invention wll
now be described with references to Figures 3-19. 5 Figure 3 illustrates a
DVP system architecture in accordance wth the preferred enbodi nent of the
present invention S%fcifi ally, the DVP systemin accordance with the
preferred ertRUFRHBRTG @y dbereat msoms vayr Vidis BByidestinaiptiatibnes exfiegibica) nedi a
content (either in encrypted or unencrypted forn). The DVP systemin

accor dance Withputspaifichieafearity ih asigifi¢antmanet.so i ncl udes a client device 30,
whi ch includes either a personal 10 conputer ("PC'), a set top box ("STB"),
and any ot her deViecprefested embodineplsay tith wrbdeat inveridh avill Foty He&kaes fwi%
typical client device may include a television and a set top box. not her
typi cal cli eaftrembeviodtiguray3-ifcl ude a personal conputer and a display
nonitor. The DVP systemin accordance with the preferred enbodi nent al so

includess a nedfigureideillbirald, a DIVIPCysteRYarbiBicBilye id S LOLisaHs L ng. the
display of digital content 15 (such as a set top %%§¥¥Qﬁﬁ@ﬁﬁ%Pﬁ%”§Hy

an appl | Cat on Sorver ad o e SO RN A By e AR O
the preferred embodiment includes a media server 35, which stores digital media content
(either in encrypted or unencrypted form). The DVP system in accordance with the
preferred embodiment also includes a client device 30, which includes either a personal

10 computer (“PC™), a set top box (“STB”), and any other device used to display digital
media. For instance, a typical client device may include a television and a set top box.
Another typical client device may include a personal computer and a display monitor.

The DVP system in accordance with the preferred embodiment also includes: a
media viewer 32, which may be any device for causing the display of digital content

15 (such as a set top box), including any device that converts digital signals into analog
signals for presentation; an application server 33, which coordinates download or viewing
requests from the client to the server/distributor, a streaIﬁ release criteria server (“SRC™)
37, which stores device configurations or setups that are determined to be accéptable
configurations or setups for receiving the digital content to be delivered; a threat

20  repository server (“TRS™) 38, which stores questionable or unknown device
configurations, and preferably logs the usage of such configurations; a configuration

verification server (“CVS”) 34, which mediates requests for media viewing; a

configuration verification client (“CVC™) 31, which determines the device configuration



requests fromthe client to the server/distributor, a streamrel ease
criteria server ("SRC') 37, which stores device configurations or setups
t hat are wetoansioned to be acceptable configurations or sSeCwssol/onn34
receiving the digital content to be delivered; a threat 20 repository
server ("TRS") 38, which stores questionable or unknown device
configurations, and preferably | ogs the usage of such configurations; a
configuration verification server ("CV&) 34, which nmediates requests for
media viewing; a configuration verification client ("CVC') 31, which
determ nes the device configuration WO 03/ 065630 PCT/ SG02/ 00234 12 or
setup of an user, and provides the infornmation to the CVS, and a digital
rights managenent server ("DRM') 36, which authorizes requests for
encrypt ed n@UiSTUARS ahpesli dhsk prevides thepinfamatiey to ithe €W Sy ladd ke digdlestihat ,
whil e the various conponents descri bed above are 5 illustrated in Figure 3
as separ at e "HaREAIERE SHesri CEBRM D36} svhicht duittoritzberego@pefodfent iy Be® RGN ind
invention to i[gleemant t he above-described functions via various software
i npl enment at povidees Hemigptiohikee sharing the sanme hardware resources. Figure 4
illustrates a typical operation schematic of a DVP systemin accordance

with the preferridhenidos mert i, Wit RRESAAbuY BHAIIHERS: pfasal Ly, a
consuner, using 10 the client device 30, first request%ﬁgg’%%iagg}'eo 1¥3from

t he cont &nt ilpseatdiRrFif@e 3086 sard Sidiqh k& i 6 st bel rout ed
t hrough the CVC 31 that pref g%bl y resrie?gg'c%tltﬁlpﬁmz]ﬁlgtﬁgé‘folpgﬂtﬂ‘gmsﬁlg or

Che OVC 31 by o ne wont T eeut; b N s B ESEn, SREPronie St sohvem
devi ce 30, giplementation methods while sharing the same hardware resources.
Figure 4 illustrates a typical operation schematic of a2 DVP system in accordance
with the preferred embodiment of the present invention. Specifically, a consumer, using
10 the client device 30, first requests pérmission from the content provider to acce‘ss digital
media, the request being routed through the CVC 31 that preferably resides within the
client device or otherwise has access to the client device 30. Upon receiving the request,
the CVC 31 obtains configuration or setup information from the client device 30, and
forwards or causes the information to be forwarded to CVS 34 for examination and
15 approval. Upen receiving the approval request from the CVC 31 or the ;:lient device 30,
the CV'S 34 retrieves or looks up from the SRC 37 a list of acceptable and unacceptable
configuration(s) or setup(s) that have been pre-approved with a predetermined approval
criteria.
Upon receiving the list of acceptable/unacceptable configuration or setups, the
20  CVS 34 compares the client device 30 configuration or setup against the retrieved or
looked-up list of acceptable configuration(s) or setup(s). In the case that the CVS 34

determines the client device 30 configuration or setup is acceptable, then the CVS 34

notifies the CVC 31 that the request for digital content has been approved. Once the



forwards or causes the information to be forwarded to CVS 34 for

exam nation and 15 approval. Upon receiving the approval request fromthe
CVC 31 orwDha/eiedent device 30, the CVS 34 retrieves or [Poalssoposs om t he
SRC 37 a list of acceptable and unacceptable configuration(s) or setup(s)
t hat have been pre-approved with a predeterm ned approval <criteria. Upon
receiving the list of acceptabl e/unacceptable configuration or setups, the
20 CVS 34 conpares the client device 30lkonfiguration or setup against the
retrieved or |ooked-up list of acceptable configuration(s) or setup(s). In
the case that the CVS 34 determnes the client device 30 configuration or
setup is acceptable, then the CVS 34 notifies the CVC 31 that the request
for digital content has been approved. Once the WD 03/ 065630 PCT/ S&)2/ 00234
13 CVC 31 r &0 ésreeeivrstd etider fhom tthe OS8S384hat hid udenas USBbrided BWikwihzed to
view the requested digital content, then the CVC 31 notifies the client

device 30 t hequestitedigiajuestent, ira tmevcmm&xv@ﬂtheth@ﬁt%%@ @0 ﬂéﬁ @t vi ever
32 requests the digital content fromthe nedia server

del i vers t haadbegh bpprovsnt Bisteatier, thh thetRiicveY B PR ech “0t ed
that, in detecting the client device 30 cc?nfl g gtslz%]%glgét%l C%g%tﬂg %l

preferably erBiaabser 35 W thdnieBRGS Hlb@ it oA SnediS L IENHE Of

unaut hori zed softmare overridi ng of Crovision measuy & f ppi ng
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pref-erred

software, overriding of Macrovision measures, ripping software, hacked or “fake” DRM

or encryption software, users running illegal configurations through what are called

"Trojan software" (which could be something that looks like an authorized software but

10 us really é.piece of ripping software). The DVP system in accordance with the preferred
'embodiment preferably can detect Trojan software and rogue software processes through
checking the "DLL Signature" of each process that is running. This is a bit like DNA
testing. For example a piece of ripping software is characterized by the way it uses DLLs
and other processes. Just renaming it as something else (like Word or Outlook) doesn’t

15 deceive DVP because it recognizes that the DLL signature of this process that claims to
be Outlook or Word resembles a piece of ripping software, not Outlook or Word.‘

In accordance with another embodiment of the present invention, if the DVP
system is used in conjunction with a conventional encryption or watermark security
system, then additional security measures can be taken. For instance, in Figure 4, the

20  digital content can be delivered to the media viewer 32 in encrypted form, after which the
media viewer 32 must request a license or authorization from the DRM 36, which may

determine at that time whether to grant authorization and deliver to the client device 30



enbodi ment preferably can detect Trojan software and rogue software
processes through checking the "DLL Signature" of each process that is
runni ng. whios/063@ bit |ike DNA testing. For exanple a piP€TSGOL/0023ppi ng
sof-tware is characterized by the way it uses DLLs and other processes.
Just renamng it as sonething else (like Wrrd or Qutl ook) doesn't 15
decei ve DVP because it recognizes that the DLL signature of this process
that claims to be CQutlook or Wrd resekbl es a piece of ripping software,
not Qutl ook or Word. In accordance with another enbodi nent of the present
invention, if the DVP systemis used in conjunction with a conventi onal
encryption or watermark security system then additional security neasures
can be taken. For instance, in Figure 4, the 20 digital content can be

del i vered t6“%%@“Wﬁ6@éhWWEMEH“3@Tpﬂweﬁmﬂyp&edsﬁmmmuoakhahemﬂh@hdﬂﬁﬁﬂ medi a
viewer 32 nust request a license or authorization fromthe DRM 36, which
may deternichierit that tine whether to grant authorization and deliver to
the client device 30 WD 03/ 065630 PCT/ SG02/ 00234 14 the appropriate

decryption key o Eigver, Hitid Cd§ 3ade@ssinésaBAthd PieM @Vt B aiﬁé{ﬁ—‘gﬁ‘ mg)i gi tal
content. In Figure 4, if the CVS 34 determ nes that the cli ent device

conf i gur at i fsmodhcesgtablp, thérSthe O SEAGRBAEADHE CVidENnk %4%% oLifles the CVC
31 that the request for digital content 5 is Qénﬁgﬁi e Eﬁ@#ﬂfOWﬁmiurn
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digital content is denied. In accordance Wit : BB nt of
expl 81 i ng. e Agong IR S BT RRa PR e B PR et tea,
such as poi gt ipPeQelﬁqﬁve%tion, the DVP system can also display messages to the user explaining
the reasons why the request for digital content was denied, such as poin.ting out a
particular device or software connected to the client device that may pose as a threat to
10  digital piracy.
Finally, if the CVS 34 in Figure 4 determines that the client configuration or setup
is not contained within the retrieved list of configuration and/or is otherwise unknown,
fhen the CVS 34 proceeds to take the steps illustrated in Figure 6. Figure 6 illustrates the
operation of the DVP system of the present invention in the event that the CVS 34
15  encounters an unknown client device configuration or setﬁp. In particular, the CVS 34
sends the detected questionable client device configuration to the TRS 38 for update of
database on unknown client device configurations, the data being able to be later (or
concurrently) used by content providers to analyze for its threat to di gital piracy.
Meanwhile, the CVS 34 retrieves from the SRC 37 a list of potential threat
20  responses that may be taken in response to the unknown client device configuration
detected, such response options being preferably based upon the digital content requested

and the geographical location of the requesting client device. The potential threat

response to an unknown user client device configuration can be simply a denial of digital



particul ar device or software connected to the client device that may pose
as a threat to 10 digital piracy. Finally, if the CVS 34 in Figure 4

det er m newotodasseBhe client configuration or setup i s not PCarsiGag/m@d4 wi t hin
the retrieved list of configuration and/or is otherw se unknown, then the
CVS 34 proceeds to take the steps illustrated in Figure 6. Figure 6
illustrates the operation of the DVP systenlof the present invention in
the event that the CVS 34 15 encounterslian unknown client device
configuration or setup. In particular, the CVS 34 sends the detected
guestionabl e client device configuration to the TRS 38 for update of

dat abase on unknown client device configurations, the data being able to be

| ater (or %8IEIV%U{(E ntly) used by content providers to analyze for its
threat to digit ‘%iv?réfc antipe-hetiRissian fordigial/@ndot deiverye e grahtiy PeipPasRC 37 a

list of pot gnti | threat 20 responses that may be taken in response to the
unknown cl i 82U Rpudiagisobsequiet emiditibns Seiah s&RERPNSE WPIHLQRS. Pei ng
preferably based upon the digital content requested and the geographical

| ocati on of changing bisips den digntalevieatorduiation wikhig aRPHMd thhe fHLERT  Tesponse to
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delivery, then the CVS 34 preferably notifies the TRS 38 of such result, and the CVC 31
and media viewer 32 are preferably notified of the request being denied.
10 In the event that the potential threat response dictates temporary delivery of
digital content, the CVS 34 preferably logs such result with the TRS 38, and requests the
TRS to check the expiration condition, or continuation condition, of the digital content
delivery. The condition for continuing digital content delivery is preferably related to the
user via the client device 30, and the CVS 34 then preferably checks the status of thé
15  temporary condition from time to time to determine whether the conditions for continuing
the digital content delivery is being met. If the required conditions are not met, then the
digital content delivery is ceased, with the user being notified of the same. The form of
temporary permission may vary. For example, one possible client device configuration
or user profile may dictate that the temporary permission be extended for 30 days, while
20 another may allow 10 approved separate access to the requested digital content.
In summary, there are at least three possible conditions encountered by the DVP

system when a client device configuration is examined against configurations known to

the SRC:



and the CVC 31 and nedia viewer 32 are preferably notified of the request
being granted. In the event that the potential threat response dictates
deni al ofwpeguexsso f or digital content delivery, then thePCVSGRZopseferably
not.ifies the TRS 38 of such result, and the CVC 31 and nedia viewer 32 are
preferably notified of the request bei g denied. 10 In the event that the
potential threat response dictates teng rary delivery of digital content,
the CVS 34 preferably logs such result with the TRS 38, and requests the
TRS to check the expiration condition, or continuation condition, of the
digital content delivery. The condition for continuing digital content
delivery is preferably related to the wuser via the client device 30, and

the CVS 34 (NGpRGRIAIAD! Y Cosalcrdd ishBlmS, Bk sites e TReL AL ﬁﬂgcggddi tion

fromtine to tine to determ ne ether the conditions t he
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exanpl e, one possible client P’ user profile may
dictate that the,tenporar erm ssion_be extended for 30 days, while 20
another may alld gnp ﬁ%r%fsﬁau%%dﬁﬁea& deterpimation g varishlerbegerben eduibgi ol
content. In_summary, .there are at |east three possible conditions
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exam ned agai nst configurations known to the SRC. WO 03/065630

PCT/ SG02/ 00°83#nsey pthRiopistomt dakkesninty et galt athiean detsrnination tfactbRe b&BEG 37 and

no threat is detected Threatening Configuration is known to the SRC 37 as
a threat determining if the condition is non-threatening, threatening, or unknown.

5 As also previously addressed, it is important to note that while the devices and
their functions are described as separate hardware modules for purposes of explaining the
present invention is a clear manner, it is contemplated within the scope of the present
invention that many of these functions can be embodied in different hardware hor sbftware
implementations or schematics to provide the same functions and results.

10 Figure 5 illustrates the operations of the DVP system in accordance with the
present invention in the event that new hardware or software are introduced to the client
device 30 during the download or delivery of digital content to the user. Specifically, if,
while the media viewer 32 is displaying or otherwise delivering digital content to the
client device, the CVC 31 detects a configuration change in the client device 30, when

15 the CVC 31 preferably directs the media viewer 32 to halt the delivery of digital content.
Additionally, the CVC 31 forwards the updated client device configuration to the CVS
34, which then compares the updated client device 30 configuration to that of the
retrieved list of acceptable/unacceptable configuration or setup from the SRC 37.

If, upon examination of the CVS 34, the DVP system determines that updated

20  client device 30 configuration is unacceptable, then the CVC 31 is directed to cause the



Unknown Configuration is unknown to the SRC 37 As di scussed previously,
threat determnation is variable based on a nunber of factors, including
medi a owwD,039ew8¢ aphi ¢ regi on, and so on. |n determ ni hg PCASGoOR/BEPONSE,
the system'takes into account all threat determ nation factors before
determining if the condition is non-tRQhreatening, threatening, or unknown. 5
As al so previously addressed, it is inportant to note that while the
devices and their functions are described as separate hardware nodul es for
pur poses of explaining the present invention is a clear manner, it is
contenplated wthin the scope of the present invention that many of these
functions can be enbodied in different hardware or software
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Figure 5 illustrates the operations of the DVP systemin acc ance w
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device, the .QVC 31 detects onfiguration, change in the cljient device 30,
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del i very _of d%g%tal content. Additionally, the CVC 31 forwards the updated
client dévi EXMEGRIR LT WkPeWnLthen the progess dgseribeghin Figurhewilt bhppleess t he updat ed
client device 30 configuration to that of the retrieved list of

accept abl e/ unaccEpeaENe the pIMpjaxitt oighe client devige ¢anfiguttien BRE iBTeasé fwhilepon
exam nation of the CVS 34, the DVP system determ nes that updated 20
client devi the IX0P exstmn henomes smeré awarn afppittiabibeatstahé thettbdniguE dtedsarydb r ect ed

to cause the WO 03/065630 PCT/ SG02/ 00234
identify threatening devices and software. In effect, the DVP system in accordance with

the present invention evolves and becomes more intelligent in its threat determination.

10 The DVP system may learns of additional threats in a variety of ways. In
particular, when the system reports an unknown configuration to the TRS 38, a human
expert in threat determination may analyze the configuration and informs the system of
the results through an administrative interface. Once this determination has been made,
the DVP system “understands™ the configuration and is able to make an automatic threat

15 determination in the case that a similar configuration is identified again.

As new device.s‘ and software become available to consumers, those devices are
examined by human experts or artificially intelligent programs to determine threat to
digital piracy and described to the system through an administrative interface. Afterward,
the system is able to automatically perform threat determination on such conﬁguratior\‘ls.

20 Additionally, different content owners may have varying opinions regarding acceptable
client device configurations. For example, one content provider may require that their
content be played only on devices that do not have video adapters with S-Video

connectors, while another may have no such restriction. Further, it may be that the same



17 digital content delivery to termnate, and to cause the client device to
notify the user of such action by the DVP system If the CVS 34 determ nes
t he updatwo oslossnde device 30 configuration is acceptabl epcCiris&o2/béza4 CVC 31
is-directed to cause the digital content delivery to resune. If the CVS 34
determ nes that the updated client device 30 5 configuration is unknown,
then the process described in Figure 68wl take place. Over tine, the
conplexity of the client device configuration may increase while the DVP
system becones nore aware of potential threats and the techni ques necessary
to identify threatening devices and software. In effect, the DVP systemin
accordance with the present invention evolves and becones nore intelligent

in its threatdideveenhaatifefnt 2oncERe BYRIRY SHETHI®ho %@rrﬁ@iaogeh@,dﬂis%-ma'
threats in a variety of ways. In particular, when the syst reports an
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the syste mCPEfea‘oﬁ’%V@%f é@f B‘?fﬁ‘?‘?’%g‘ﬂg? COTET RRtYPIHIER ptogr thepasi aithterb ningthiss uch
configurations. 20 Additjonally, different content owners nay have varying
opi ni ons r EYEFEFARFeatiedpY BsyEemdp jadeptedyiovdetest senhf najuerit trotso! aadrfugkanpl e,

one content provider may require that their
protect that media owner’s content according to the updated threat profile.

In a DVP system in accordance with the preferred embodiment of the present
10 invention, if the CVC 31, be it either hardware or software, is somehow tampered,
disabled, or malfunctioning, either due to actions by the user or otherwise, then ;111 digital
content delivery request is preferably denied until the CVC operates correctly again.
Again, the present invention has thus far been described in certain terms regarding
server and network architecture. It should be noted however that the architectural
15 specifics thus far described are merely illustrative, and should not be considered the sole
instance of the invention. Rather, the DVP implementation may vary in many instances, -
especially relating to network and server architecture. Specifically, while the preferred
embodiment of Figures 3-6 describe the various servers as being connected by a network,
a specific instance of the DVP system may have two or more servers contained within the
20 same physical computing device and communicating within that device rather than across
a network. Figure 7 illustrates a DVP system in accordance with an alternative
embodiment of the present invention. As shown, the CVS 34, SRC 37, and TRS 38 are

all contained within the DVP server 70. Figure 8 illustrates another alternative



content be played only on devices that do not have video adapters with
S-Video connectors, while another may have no such restriction. Further,

it may bewolnaweishe sanme WO 03/ 065630 PCT/ SG02/ 00234 18 nwdirsGown@s4 has

di fferent concerns regarding specific types of nedia (e.g., first-run

novi es), or may have different concerfi based on geographic area. In
anticipation of such circunstances, e systemallows for varying threat
profiles per media owner, per nedia item and per geographic area. The DVP
system of the present invention can be 5 configured to adapt as new t hreat
profiles are introduced. For exanple, in the future a content provider may
perceive that a certain networking protocol poses a threat. In this

ci rcunst anc ] V j ted to detect such pet rot ocol and
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profile. In_a DVP systemin.accordance with the preferred enbodi nent of the
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sonmehow t anpere di sabl ed, or mal functioning, either due to actions by
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preferably denied until the CVC operates correctly again. Again, the
present i nvErciedric RErieqtion @gpiast Preehordestthptizad reprodestivniof digininenteag akali ng
server and network architecture. It should be noted however that the
ar chi t ec urBipsent Biveniiagi miy slse fhe ssddato pefyr nbiduardientedesicy requitsienstfove, and
shoul d not be considered the sole instance of the invention. Rather, the
DVP i npl ememecting gentay digital contentraipr imsthesn) ceme medipeohedd hvy refuireithsgt 4 0
network and server architecture. Specifically, while the preferred
embodi nent dientrdayiceesusB nfetiestain hizimite syeifiationsSaMasSf dardiatd) gp&ampect ed
by a network,
system, software, and so on. Often, such requirements stem from a concern over media
playback quality. For instance, a media owner may believe that devices will present their
10 media with insufficient quality unless the devices have a CPU above some certain
performance specification or have a particular graphics processing capability. In another
example, the digital content provider may require that the client device be equipped with
certain parental control measures before delivering digital content of adult nature. The
core of present invention, the ability to determine a client device configuration and
15 compare that configuration to acceptable configurations, is ideally suited to ensure that a
device meets minimum specifications. In essence, some may view devices not meeting
such minimum specifications as a threat to quality rather than security.
Finally, the present invention is applicable not only to streaming and downloaded
digital video, but also to digital audio. The invention is easily implemented to protect
20  against digital music piracy.
Figure 9 shows a specific implementation of a DVP system in accordance with

the preferred embodiment of the present invention. Specifically, in this specific

implementation, the client device is a PC or set-top box 90 running Microsoft Windows



a specific instance of the DVP system nmay have two or nore servers
contained within the 20 sane physical conputing device and communi cating
wi t hi n t WO odegdese rat her than across a network. Figure PCITISGogbe2at es a
DVP systemin accordance with an alternative enbodiment of the present

i nvention. As shown, the CVS 34, SRC 37, and TRS 38 are all contained
within the DVP server 70. Figure 8 L%hustrates anot her alternative WO

03/ 065630 PCT/ SQ02/ 00234 19 enbodi t of the present invention whereby
the media server 35 and DRM 36 are contained within the application server
33. It should also be noted that, while the primary purpose of the present
invention is directed to protection against piracy or unauthorized

reproducti o - di.gi.Lal sent. inventiqn may al so be used
tops pecify %e%rtllr%‘gﬁ% é%rlﬁ’e%t gée\%/%‘e‘m%ggsﬁf ?ne%ﬁe Lt Lﬁéplofeé@@#’j’lr?l‘ﬁs%éor PP Ai gi t al

content. F nce e ne?i wner s requi that a  client device
nust meet gé)rs { g\fé % asﬁ%%n?hrarfj %Sté Feey q‘b?ec gﬁngl;] goqq%%t ef C&T% FarRvstieX ofesirat i ng
system so&; T and %g on..ften, sﬁgh requirements stemfroma concern
over nedia %ﬁag%al&? YedPracy Mg yathoihe sliend degden dranigh dhe Migrossd Wale t hat
devi ces mﬁl&vgrese their 10 nmedia with insufficient quality unless the
devi ces haJ&ViBdpsy graneh pstusentation) jnéarfase- nahce megiecyitwents Svindowshave a
particulardaraphics processing capability. In another exanple, the digital
cont ent Spr AVediePlapery andetha DRM serser is Microsdfidviedid RighteMorager; UTppEsplichtion
certain parental control neasures before delivering digital content of
adul t nat urServerksea MiaspsofiofiS BYebsSenter,i and dhret C'6% rurs ada iy dstaywitDsegi@éL I THeNE @
client device configuration and 15 conpare that configuration to acceptable
conf i gur at i@Vs and SViSuwalrynigis teectelyovie BOAPESIniyE OBject Access Protocol). TRS
and SRC are a Microsoft SQL Server 2000 database, under control of the CVS. In Figure
9, the equivalent of a CVC 31 is the CV Control.dll 109, the equivalent application server
10 33 is the DVP web server 108, the CVS 34 equivalent is the CVServices 106, and the
TRS 38 and SRC 37 equivalent is the ThreatDB 104.
Figure 10 is another illustration of a specific implementation of certain aspects of
the preferred embodiment of the present invention. Specifically, Figure 10 illustrates a
sequence diagram depicting the sequence of events that occur upon downloading the
15  CVC as software to a user’s computer.
Figure 11 is yet another illustration of a specific implementation of certain aspects
of the preferred embodiment of the present invention. Specifically, Figure 11 illustrates a

sequence diagram depicting the sequence of events that occur when a host web site
visitor elects to request and view the digital content.

20 Figure 12 is yet another illustration of a specific implementation of certain aspects
of the preferred embodiment of the present invention. Specifically, Figure 12 illustrates a

sequence diagram depicting the sequence of events that occur when a user starts a new



device nmeets m ni num specifications. In essence, sonme nmay view devi ces not
meeting such m ninum specifications as a threat to quality rather than
security.wbiogabicy) the present invention is applicable notrCarsiGp2he34

stream ng and downl oaded digital video, but also to digital audio. The
invention is easily inplenented to pr otget 20 agai nst digital nusic
piracy. Figure 9 shows a specific inplenentation of a DVP systemin
accordance with the preferred enbodi nent of the present invention.
Specifically, in this specific inplementation, the client device is a PC
or set-top box 90 running M crosoft Wndows WO 03/ 065630 PCT/ S@&2/00234 20
operating system and the consuner uses the Internet Explorer web browser
to access I conte CVCis
an Acti vexa%gér%?fgrl XH%!He&é Ege\g%{ch e °§§{§e‘i e@iltalﬁl:@v éﬁr}l gglel ng Wi THEt %\e d’é”}qelent
device thr ft WM (Wndows Managenent | nstrunentati on)
interface Qn{ gj%ﬁe\?l(’gr%vxgr is Wndows 5 Media Player, and the DRM server

is Mcrosoft I\/E 0 Server is a Mcrosoft
11'S Wb Server, %lé%l&%%gf‘ﬁfgasrﬁgu%ﬁ&agéﬁ% lazifaan%«@ﬁ bagle Yeb servighgecuttyC and

CVS comuni ¢ te s M OAP (Sinple pbject Access Protocol). TRS and
SRC are a A %P%%!o "gi t%ﬁ@‘%ﬂé@@m fate Epmdha serear, eeryplethisyS. | n
Figure t he egui val ent of a CVC 31 is the CV Control.dll 109, the

equi val ént daﬁpﬁ%é&nfiaﬁugéﬂwﬁckm 15 spryer aea PEmeiewile thedhusings, callnheVS 34
equi valent is the CvServices 106, and the TRS 38 and SRC 37 equivalent is
the Thr eat BEVEORCTyHiyihe datghatdt savsttheeelicnt, lcomiparas ihsrenaiypted slple cétfiined by
i npl enentation of certain aspects of

the client, and if the data matches, the server performs the actual business call. The

password used to encrypt the data on both sides is exchanged out-of-band. The encrypted
data is returned to the server in a base-64 encoded form so that it can be transported using

10 a SOAP (Simple Object Access Protocol) string. The return value for the business
function indicates if authentication fails.

Figure 14 is an entity-relationship diagram depicting a specific implementation of
the data scheme of the CVS 34 in accordance with the preferred embodiment of the
present invention. It is important to note that Figure 14 is merely illustrative and that

15 many alternative database scheme may be implemented in accordance with the preferred
embodiment of the pres;ent invention.

Figure 15 illustrates a packaging diagram depicting the typical system entities that
may be used directly or indirectly by the CVC 31 in accordance with the preferred
embodiment of the present invention .

20 Figure 16 illustrates what can be publicly visible properties and methods of the

CVC 31 in accordance with the preferred embodiment of the present invention.



the preferred enbodi nent of the present invention. Specifically, Figure 10
illustrates a sequence di agram depicting the sequence of events that occur
upon dowwoadioesg3t he 15 CVC as software to a user's conp®CE#ESGEI@ase 11 is
yet another illustration of a specific inplenentation of certain aspects

of the preferred enbodi nent of the present invention. Specifically, Figure
11 illustrates a sequence diagranldeg?cting t he sequence of events that
occur when a host web site visitor elects to request and view the digital

content. 20 Figure 12 is yet another illustration of a specific
i npl enentation of certain aspects of the preferred enbodi nent of the
present invention. Specifically, Figure 12 illustrates a sequence di agram

depicting the sequence of events that occur when a user starts a new WD

03/ 065630 PCT/ SE€© 02 Mustraies propcedmenm domigcihs methely Lded/bf@\msal e client
device while viewing or using the digital content being delivered. Figure

13 illustratey ot Secfuactvs dh agécadanct vigt 1ot pro@rmbd @mbadhfniVeP t@ﬁér\ééeﬁ?
security protocol. Specifically, a client requests sone random data from

t he server inepgsnypts this 5 data, and sends this data back to the server
as a paranmeter with the business call. The server encrypts the data that it

gave the client g gﬁWElﬁ}%vstaQQnﬁQﬁfiéﬁF %l?%s cﬁi?%%%n ;\xgqt%tég? &, Dy Scripg %@%{eiwgﬁérh e and

if the data matches, the server per bust né

R

The encrypte data 15 returne e serv
L SRR b SRR ot hecess ProtocoD
Figure 19 illustrates an encryption diagram depicting the functionality exposed by
the SNEncrypt.dll, which provides the SOAP challenge-Response security mechanism
that may be used between the CVC 31 and the CVS 34 in accordance with the preferred
10 embodiment of the present invention.
It should be noted that the present invention might be embodied in forms other
than the preferred embodiments described above without departing from the spirit or
essential characteristics thereof. The preferred embodiments are therefore to be
considered in all aspects as illustrative and not restrictive, and all changes or alternatives

15  that fall within the meaning and range or equivalency of the claims are intended to be

embraced within them.



function indicates if authentication fails. Figure 14 is an
entity-relationship diagramdepicting a specific inplenentation of the
dat a schewe osf6iche CVS 34 in accordance with the preferredcarscodiomnt of
the present invention. It is inportant to note that Figure 14 is nerely
illustrative and that 15 many alternative dat abase schene may be

i npl emented in accordance with the pr2ferred enbodinent of the present
invention. Figure 15 illustrates a packagi ng di agram depicting the typi cal
systementities that may be used directly or indirectly by the CVC 31 in
accordance with the preferred enbodinent of the present invention. 20
Figure 16 illustrates what can be publicly visible properties and net hods
of the CVC 31 in accordance with the preferred enbodi nent of the present
i nvention. WRABMKASEEAMPCT/ SR02/ 00234 22 Figure 17 illustrates a class

di agram show ng the nmethods used by CVS 34 to <carry out its functions in
accordance with gt he arbadi ent,. .jnvention. Figure
18 shows an i ntegrat %?S%Flg%gpdi ag?fgm%\%%}é@'fezgéla‘gp@g@% éi%gl%[]mf‘g%lﬁ%ﬁmtk 5
met hod t hat g; t . Q. ' host.. to.integrate wth the CVC 31
in accor da%@“%pfﬁ%lﬁg °§?‘e e}c%éygﬁ@ggfeﬁ%ﬁtdﬁt flehvécepgaé’glélﬁto i REVRHg .
Figure 19 i enctyption diagram depjcting the functionality
exposed by Al{l}ﬁé&éﬁtéﬁe(sfrh g‘?l.m %f%/“%\ﬂ%ef’{c]ﬁa‘ﬁf ATHEAHISIBeSOAP chal | enge- Response

securi tys mechani sm ..t hat y. be %sed be&,ween the CVC 31 and the CVS 34 in
accor darice wi t h 2 “b?eé‘feéﬁiﬁfmg igital media content; and

a configuration verification server for receiving from the client device the

configuration data of said client device, said configuration data including system
configuration information of said client device,
wherein said configuration verification server uses the received configuration data
10 of said client device to determine whether said client device is authorized to receive the
stored digital media content for playback, and
wherein if said configuration verification server determines that the clien‘g device
is authorized to receive the stored digital media content, said configuration Veriﬁéation
server causes the stored digital media content to be delivered from the media server to the

15  client device for playback.

2. The system of claim 1, further comprising a criteria server for storing sets
of pre-approved configuration data, wherein said configuration verification server
compares the received configuration data against said sets of pre-approved configuration

20  data in order to determine whether the client device is authorized to playback the stored

digital media content.



10 enbodi nent of the present invention. It should be noted that the present
i nvention mght be enbodied in forns other than the preferred enbodi nents
descri bedwelwewesedd t hout departing fromthe spirit or ess@amiS&lo2/00234
characteristics thereof. The preferred enbodi nents are therefore to be
considered in all aspects as illustrative and not restrictive, and all
changes or alternatives 15 that fall w4hin the neaning and range or

equi val ency of the clains are intended to be enbraced within them WO

03/ 065630 PCT/ SQ02/00234 23 WHAT WE CLAIM 1. A systemfor preventing
unaut hori zed duplication of digital nedia content distributed over a
communi cation network to a client device capable of performng playback of
the digital nmedia content, said systemconprising; 5 a nedia server for
storing digital Jredi aneapiedtor e B EAR iCTMpALALR MER L iEAL er for
receiving fromthe client device the confi ggr atéljon datra}5 o@@%?lgéﬁol\fent
devi ce, sai orGfetsIot Hab@Brishat GnbpGhLsH QL4 QUL ationel nf or mat i on
of said client device, wherein gél con??ada‘y% ?qﬁ(;]?lalgggﬁﬁ%{:%topgﬁng%amgr uses
t he recei ved epnbh@ucatHon .said client device to dejernne
whet her said cli e}nn? gevtlhcee%z\}egu(f‘%%ﬁ? Ifftég td%tar %%‘gisééalﬁh%i% 8% &P@‘H}‘?ﬂzﬁflt al
nedi a conte . 0l k. ,an erein i f sai.d configuration verification
server det _e(!r&r%ljﬁ %ém?]hg%gﬁﬁemg i g)n_ewec&lheﬁhgr H’ﬁt‘ﬁ’ﬁ?‘i Q & b ki e he
stored d§ gl];[l%lba&etgé gtorce%rziggel a{fnec%glcgntgn?.nfl guration verification

4. The system of claim 1, further comprising an application server that is
operatively coupled to the client device and the media server for coordinating delivery of

the stored digital media content from the media server to the client device.

10
5. The system of claim 1, wherein said client device includes means for
detecting the configuration data of said client device and sending the detected
configuration data to said configuration verification server.
15 6. The system of claim 1, wherein the stored digital media content includes

video files, and wherein said client device includes a media viewer for viewing said video

files.



server causes the stored digital nedia content to be delivered fromthe
nmedi a server to the 15 client device for playback. 2. The system of claim
1, furthewomommpidsi Nng a criteria server for storing sets Pofi/Saoee@pproved
configuration data, wherein said configuration verification server
conpares the received configuration daga agai nst said sets of pre-approved
configuration 20 data in order to determ ne whether the client device is
aut hori zed to playback the stored digital nedia content. WO 03/ 065630
PCT/ S&02/ 00234 24 3. The systemof claim1l, further conprising a threat
repository server for storing sets of unauthorized configuration data,
wherein said configuration verification server conpares the received
configuration data agai nst said sets of unauthorized configuration data in

order to deternihe WRich§ster e chiith aNWHIRM, Gk ﬂ@%&i$&§ t Bl ayback
the stored digital nedia content. 4. The sys€§§1of é alé? ?S ﬁ?fﬁgﬁﬁ
C

conpri si ng mBdiapRhicaiatd @ghng-&gq IS ratj vely. coupled to,.the client
devi ce and the nedia server for \goprgei: natqgﬁgﬁggl‘}ie}\égé%mgfse eh &euqdically

g 9Ll medaiaankapiod LA WAL TR ShASTUAESGodS, S TS

system of claim 1, wherein sal I ent 8t ecti ng

the config i id client devigce and sending the detected
confi gur at iu‘{)e?ll{ﬁl((i‘&a}{bg%?}ggrs gsi‘e% ﬁl%é% g d Pg%qtqﬁiﬁcog}ﬁg\frﬁq%xacfafaotﬁ @%W’é‘? whethergthe The

systemof claiml, wherein the stored djgital pedia content includes
y §( clihi Qevice 15 s%lFau%onzed o p?ay%ack theg stored digital media content, and wherein

if the configuration verification server determines that the client device is no longer
authorized to playback the stored digital media content, the configuration verification

server causes the delivery of the stored digital media content to stop.

10 8. The system of claim 1, wherein the stored digital media content is

delivered to the client device in encrypted format.

9. The system of claim 8, further comprising means for providing to the
client device a decryption key to be used to decrypt the digital media content that is

15  delivered to the client device in encrypted format.



video files, and wherein said client device includes a nedia viewer for
viewing said video files. WO 03/065630 PCT/ SQ02/ 00234 25 7. The system of
claim1l, woasmsis3o during the delivery of the stored digit@&CT/Seeeh@3cont ent
to the client device, the configuration verification server periodically
receives fromthe client device updated configuration data, wherein the
configuration verification server ugds the received updat ed configuration
data to determ ne whether the 5 client device is still authorized to

pl ayback the stored digital nedia content, and wherein if the
configuration verification server determnes that the client device is no
| onger authorized to playback the stored digital nedia content, the
configuration vehitofi C(Xi 021 @E)erver causes the delivery of the stored
digital nedia content A& wehpdfor ptdeting TneutBySle8 RicaiGl-3 wherein the
stored digi Eﬂ%lmﬁdciga content is del igver ed to ??I}glc?:ﬂngdgt@i elvlln?:agalc ent
encrypted f uted ovéfha comstuaitnidn GétabiR faedh @k &oNpL, S ans for
provi di ng t(;@;t Be client device a decrypt iﬁ,oﬁ dﬂ(%%/t feé,lcgecrgg%bé%l o?g’ege%‘i“P%t t he
di gi tal nedifaybasktafithe dipiatl nedia chBteiCld lient device in
encrypted format. WO 03?1065630 PCT/ é%dzl?lgtgg%&l&n%%fghesepﬁé’ ‘hod for
preventing unaut kiefihg e@itfluddiLahign of digital media content distributed
over a communi cation network to a ¢élient device capable of performng

pl ayback 5of the gﬁcgi‘,;nglﬁdﬁ?q;e%ig&n&eg& th said nmet hod conprising the steps of

€ conliguration data of said client device, said

configuration data including system configuration information of said client device;
using the received configuration data of said client device, determining whether
said client device is authorized to playback the stored digital media content; and

causing the stored digital media content to be delivered to the client device for

10 playback.

11. The method of claim 10, further comprising the steps of:

storing sets of pre-approved confi guration data; and

comparing the received configuration data against said sets of pre-approved

15 configuration data.

12. The method of claim 10, further comprising the steps of:
storing sets of unauthorized confi guration data; and

comparing the received configuration data against said sets of unauthorized

20 configuration data.

13. The method of claim 10, wherein the stored digital media content is

delivered in encrypted format.



storing digital nmedia content; 5 receiving fromthe client device the
configuration data of said client device, said configuration data
i ncl udi ngweysiesssconfi guration i nformati on of said client PARSGO2P02asi ng t he
recei ved configuration data of said client device, determ ning whether
said client device is authorized to p;f.yback the stored digital nedia
content; and causing the stored digit nmedia content to be delivered to
the client device for 10 playback. 11. The nethod of claim 10, further
conprising the steps of storing sets of.pre-approved configuration data;
and conparing the received configuration data agai nst said sets of
pre-approved 15 configuration data. 12. The nmethod of claim 10, further
conprising the steps of storing sets of unauthorized configuration data;
and conparing the received configuration data agai nst said sets of
unaut hori zed Zoé%onf%guragqggqfdalt a. 13. The nethod of claim 10, wherein
the stored digital meditme t claisn 1dglfirther @6mbriki y f t. WO
03/ 065630 P /S®2/19¢32§4 hdgdz 14. The method of jél aﬁ?{fs%%&?&?tpﬁge\{@g%rﬁ)ri si ng
the step of PFHRACHI thdedieyptievdce Kayddesphih ' vi.ce for decrypting
the stored digital nedia content deli vergg i%tgn(b:t?{/égtggl\{%lol? § content
delivered in encrypted format.

15. The method of claim 10, further comprising the steps of*

during the delivery of the stored digital media content to the client device

receiving from the client device updated configuration data;

using the received updated configuration data, assessing whether the client device

10  is still authorized to playback the stored di gital media content; and

if the client device is assessed as no longer authorized to playback the stored

digital media content, causing the delivery of the stored digital media content to stop



5 15. The nethod of claim 10, further conprising the steps of during the
delivery of the stored digital nmedia content to the client device,

recei vi ngwbrossishe client devi ce updated configurati on daral/Seo2/ng3s he
recei ved updated configuration data, assessing whether the client device
10 is still authorized to playback the stored digital nedia content; and if
the client device is assessed as no | oAdger authorized to playback the
stored digital nedia content, causing the delivery of the stored digital
medi a content to stop. WO 03/065630 PCT/ S&X2/00234 28 16. A
machi ne-r eadabl e medi um containing a set of executable instructions for
causing a conputer to performa nethod for preventing unauthori zed
duplication of gigital medi a content distributed over a conmmunication
network to a clidft dévinadinemsaiableemediupenonisinirieny sgl afydxacitalié irshactidhgi t al
medi a content, said nethod conprising the 5 steps of: storing digital

medi a cont ef®T; CaHERS R\FPIGUEY tperfosm @l hethed fbe praventingamaahéigy rdaplicfoflat a of
said client device, said configuration data including system configuration
i nf or mat i on digftak aiediac bantent denbutet ousi 0 GothRnicewR YatoBOR OMAt hon.dat a of
said client device, determ ning whether 10 said client device is

aut hori zed tapapleafpadirntiheplaytacieds Bk gidial memsl ' SLhg the
stored digital nedia conte%tyto be deﬁ%vered t%ﬂfﬁgﬁgp?g%?ﬂ%gﬁfggkﬂ%r

pl aybacks steps of:

storing digital media content;
receiving from the client device the configuration data of said client device, said
configuration data including system configuration information of said client device;

using the received configuration data of said client device, determining whether

10 said client device is authorized to playback the stored digital media content; and

causing the stored digital media content to be delivered to the client device for

playback.

17. The machine-readable medium of claim 16, wherein said method further

15 comprises the steps of:
storing sets of pre-approved configuration data; and

comparing the received configuration data against said sets of pre-approved

configuration data.

20



17. The machi ne-readabl e nmedi um of claim 16, wherein said nethod further

15 conprises the steps of: storing sets of pre-approved configuration data;
and conpawiDrig/063s80 r ecei ved configuration data agai nst sai ®RCTEGH2/06234
pre-approved configuration data. 20 WD 03/ 065630 PCT/ S@&2/ 00234 29 18.
The machi ne-readabl e nmedi um of claim 16, wherein said nethod further
conprises the steps of storing sets daf9 unauthorized configuration data; and
conparing the received configuration data agai nst said sets of unauthorized
5 configuration data. 19. The nmachi ne-readabl e nedi um of claim 16, wherein
the nethod further conprises of steps of: encrypting the stored digital
media content to be delivered to the client device; 10 and providing to

the client devicg a degcr ton for decrypting the encrypted stored digital
nmedi a content. 20 Tﬁé‘en‘é&tﬁ‘fq’?é@d@é}&dﬁd@%ﬁﬂam &6, whesgimsaig, meghas @ithert he

met hod further 15 conprises the steps of during the delivery of the stored
di gi tal nedfENREERt BastePLof he client device,

storing sets of unauthorized configuration data; and
comparing the received configuration data against said sets of unauthorized

5 configuration data.

19. The machine-readable medium of claim 16, wherein the method further
comprises of steps of: |
encrypting the stored digital media content to be delivered to the client device;
10 and
providing to the client device a decryption for decrypting the encrypted stored

digital media content.

20. The machine-readable medium of claim 16, wherein the method further
15  comprises the steps of:
during the delivery of the stored digital media content to the client device,
receiving from the client device updated configuration data;
using the received updated configuration data, assessing whether the client device
is still authorized to playback the stored digital media content; and
20 if the client device is assessed as no longer authorized to playback the stored

digital media content, causing the delivery of the stored digital media content to stop.



receiving fromthe client device updated configuration data; using the
recei ved updated configuration data, assessing whether the client device
is still wotodosicaed t o pl ayback the stored digital nedia ecmts&or/po2and 20 if
the client device is assessed as no | onger authorized to playback the
stored digital nedia content, causing the delivery of the stored digital
medi a content to stop. WO 03/ 065630 PCBpS@)2/ 00234 30 21. A systemfor
preventing unauthorized duplication of digital media content distributed
over a conmunication network to a client device capable of perform ng

pl ayback of the digital nmedia content, said system conprising; storing
means for storing digital nedia content; 5 verification nmeans for receiving
fromthe client device the configuration data of said client device, said
configuration datia i nChystind@ryysiaiheCaRthaiealdusitaliot of BBt BRdATontsAl d
client device, wherein said verification neans uses the receive

d
conf i gur at | Gk Akr salohifli@bn HAWHE %o LOARE! BLALS SRt fieherfihflec! | ent

device is authorized to receive the stored digita and

wherein if Saiylcl6fthé boh irggaimﬂﬁagghggﬁqgn?rg@?ﬁrﬂ% the client device is

authorized "to recelve the store iglt a cgﬁtent, said verification

nmeans causes th r (eTR® ia content to be delivered fromthe
means to the C|ﬁgﬁ?@gggP%gﬁ?%%g%F§§%§%dkufggg . The system of claim 21,
further §onprisk£ & - .approved configuration

_ means for storin gets of .. pr ]
data, wherein sal \r}%l% PPReEEt (B r{e??éva\'%% 8‘6‘&{3%1?%% g?l"écer & &pRfigyration data of
said client device, said configuration data including system configuration information of
said client device,
wherein said verification means uses the received configuration data of said client
device to determine whether said client device is authorized to receive the stored digital
10  media content and
wherein if said verification means determines that the client device is authorized
to receive the stored digital media content, said verification means causes the stored

digital media content to be delivered from the means to the client device for playback.

15 22.  The system of claim 21, further comprising means for storing sets of pre-
approved configuration data, wherein said verification means compares the received
configuration data against said sets of pre-approved configuration data in order to
determine whether the client device is authorized to playback the stored digital media
content.

20



configuration data agai nst said sets of pre-approved configuration data in
order to determ ne whether the client device is authorized to playback the
stored diwptoaloéssedi a content. 20 WO 03/ 065630 PCT/ SG02/ 00234G0300238. The
system of claim 21, further conprising nmeans for storing sets of

unaut hori zed configuration data, whereikp said verification nmeans conpares
the received configuration data against said sets of unauthorized
configuration data in order to determ ne whether the client device is

aut hori zed to playback the stored digital media 5 content. 24. The system
of claim 21, further conprising neans for delivering the stored digital
media content fromthe storing neans to the client device. 10 25. The
system of claim 21, wherein said client device includes neans for
detecting the corfi gulhe spverdaf xladh 3hifdrtidri e@ntprisiey ic@nanst aengd 0 bhe
detected configuration data to said configuration verification server. 26.
The system ohawherizn 20nfigurtiopidata) eersinGaicvedfigition mdaRItGnSoR RN feclipg] udes
15 video files, and wherein said client device includes nmeans for view ng

sai d video febhfegratidi. dathegsiyst@n oéts WfainiuBdnize W @B bS5 g\%tgqma%rc%[ I on

network is the Internet. 20 28. The system of claim 21, erein the stored

191) ?in;[a?l medidateaniné evhethies the AbhtVRVRH it QuthBifrel !t PRybARhE Sioldd BRGH YRLEd

5  content.

24.  The system of claim 21, further comprising means for delivering the

stored digital media content from the storing means to the client device.

10 25. The system of claim 21, wherein said client device includes means for
detecting the configuration data of said client device and sending the detected

configuration data to said configuration verification server.

26.  The system of claim 21, wherein the stored digital media content includes

15 video files, and wherein said client device includes means for viewing said video files.

27.  The system of claim 21, wherein said communication network is the
Internet.
20 28. The system of claim 21, wherein the stored digital media content is

delivered to the client device in encrypted format.



WO 03/ 065630 PCT/ S@&2/ 00234 32 29. The system of claim 28, further
conprising neans for providing to the client device a decryption key to be
used to dworogpeseBhe digital nedia content that is delivered/SGo2/béea4 cli ent
device in encrypted format. 5 30. The system of claim 21, wherein, during
the delivery of the stored digital neq&? content to the client device, the
verification nmeans periodically receives fromthe - client device updated
configuration data, wherein the verification neans uses the received
updat ed configuration data to determ ne whether the client device is stil
authorized to playback the stored digital nedia content, and wherein if
the verification neans 10 determnes that the client device is no |onger
aut hori zed to playback the stored digital nedia content, the verification

means causes thegdel Miewsystah of kiaimtas] Gdthdi SbhpsinBalbahs 160 Plooaingt @ L Op- 31.
A machi ne-readabl e nedi um contai ning a set of executable i1nstructions 15

for causi nglientdeicOny @&enHoh 18§ & belseto @&Y}ip@%et @R hAfiie R e ds of

digital nedia content playback, said digitdl nedia content belng

di stri but ediefif@en B thLieRMevRE &Y bl Bfpted¥fifiatd COMMUNI cati on network, said
met hod conprising the steps of: requesting fromthe content provider

digital nedia content for playback; detecting the system configuration
information of the client device; 20 sending to the content provider the

or ovi der’ aut hor P5at 1 i PAreR Pa e B dutbarghesl o Retpaddieent 1o
playback. media content to the client device, the verification means periodically receives from the
client device updated configuration data, wherein the verification means uses the received
updated configuration data to determine whether the client device is still authorized to
playback the stored digital media content, and wherein if the verification means
10 determines that the client device is no longer authorized to playback the stored digital

media content, the verification means causes -the delivery of the stored digital media

content to stop.

31. A machine-readable medium containing a set of executable instructions
15  for causing a microprocessor of a client device to perform a method of digital media
content playback, said digital media content being distributed from a content provider
over a communication network, said method comprising the steps of:
requesting from the content provider digital media content for playback;
detecting the system configuration information of the client device;
20 sending to the content provider the detected system configuration information;
receiving from the content provider authorization to receive the requested digital

media content for playback.



WD 03/ 065630 PCT/ S@&2/ 00234 33 32. The machi ne-readabl e nedi um of cl aim
31, wherein the nethod further conprises the steps of while receiving the
request edwaiogioszBo nedi a content for playback, periodical |l pPCTés0200230g
updat ed system configuration information of the client device; and 5
sending to the content provider the ugdated system configuration
information of the client device. 33°3The machi ne-readabl e nedi um of claim
31, wherein the nethod further conprises the step of notifying the user of
the client device of the status of the request for 10 digital nedia
content. 34. The machi ne-readabl e nedi um of claim 31, wherein the nethod
further conprises the step of halting the step of receiving the requested
digital nedia content for playback. 15 WD 03/065630 PCT/ S@G2/ 00234 34 35.
A system for di s¥i buthengadiingirtalableatédium ofichith 30y ®herainCieetiod ahitian
network to a client device capable of perform ng playback of the digital
medi a cont egumprisesthélsteyssdfem conpri sing: distribution nmeans for distributing
digital nedia content over the communication 5 network in encrypted

format; while receiving the requested digital media content for playback, periodically
detecting updated system configuration information of the client device; and
5 sending to the content provider the updated system configuration information of

the client device.

33. The machine-readable medium of claim 31, wherein the method further
comprises the step of notifying the user of the client device of the status of the request for

10  digital media content.

34. The machine-readable medium of claim 31, wherein the method further
comprises the step of halting the step of receiving the requested digital media content for
playback.

15



verification neans for receiving fromthe client device the configuration
data of said client device, said configuration data including system

conf i gur awoma/0658B@r mati on of said client device, wherei npsaiséoze4i cation
means uses the received configuration data of said client 10 device to
determ ne whether said client device is authorized to receive the
distributed digital nedia content for playback, and wherein if said
vitrification means deternines that ffe client device is authorized to
receive the distributed digital nedia content, said verification neans
provides to the client device a decryption key for decrypting the
distributed digital nedia content for 15 playback. 36. The system of claim
35, further conprising neans for storing sets of pre- approved
configuration daf.a, Ahestemnisaidrib@mgf digist i rosliarearnsit corparcesimivneati@cei ved
configuration data agai nst said sets of pre-approved configuration data in

order to 2Qefileton Bennaetifetaphible of perdstinimephyback of e idighi #eda tonecei ve
the distributed digital nmedia content. WO 03/065630 PCT/ S@2/00234 35 37.

The syst emgaif spdteth Bamdftisidgyr t her conprising neans for storing sets of
unaut hori zed configuration data, wherein said verification server conpares

the recei ved caRfiigHERhbAR fgﬁaiag@%igna%neﬁ ﬁ?ﬁiaﬁc%ﬁt%mﬁcﬁeveléﬁé%ﬂﬂ{&:in?c%n.

configuration data in order to eterm et her t ent device is

authori%edn%%mhg&%k&gmgggngkﬁtributed digital nedia 5 content.

verification means for receiving from the client device the configuration data of
said client device, said configuration data including system configuration information of
said client device,
wherein said verification means uses the received configuration data of said client
10  device to determine whether said client device is authorized to receive the distributed
digital media content for playback, and
wherein if said verification means determines that the client device is authorized
to receive the distributed digital media content, said verification means provides to tﬁe
client device a decryption key for decrypting the distributed digital media content for

15 playback.

36.  The system of claim 35, further comprising means for storing sets of pre-
approved configuration data, wherein said verification means compares the received
configuration data against said sets of pre-approved configuration data in order to

20  determine whether the client device is authorized to receive the distributed digital media

content.



38. The system of claim 35, wherein said client device includes neans for
detecting the configuration data of said client device and sending the

det ect ed womsyB0 ati on data to said verification neans. POTEG02/0084 Syst em
of claim 35, wherein, after a decryption is provided to the client device,
the verification neans periodically rggeives fromthe client device updated
configuration data, wherein the verification neans uses the received
updated configuration data to determ ne whether the client device is stil
authorized to receive the 15 distributed digital nedia content, and wherein
if the verification neans determnes that the client device is no | onger
authorized to receive digital nedia content -being distributed, the
verification nmeans causes the client device to halt its reception of the

di gital nedi a céfit enfThe 2@stéB. of Telains §$t ferthaf compaisimg 3beanwtfer etoring adtsl of
comuni cations network is the Internet. WO 03/065630 PCT/ S&02/00234 36
41. A net hoghafitherizdi sbnfiguitionglach, gikein smbvaifkaiineRtved Y @hpaeCBBmLBIvEAL | ON
network to a client device capable of perform ng playback of the digital
medi a cont ephfigur@indd4TetpaRistC iPrsei FTulathofi kP SorPlgiratlh tdataD i bfigr db gi t al
medi a content over the comrunication network in encrypted 5 format;

receiving f g&mﬁn@ vHetteP e el defict ReufRRbi oM et thdatk@ivtd 3Rk Aldignt

devi ce, sa
5 content.

38. The system of claim 35, wherein said client device incl}ldes means for
detecting the configuration data of said client device and sending the detected
configuration data to said verification means.

10

39.  The system of claim 35, wherein, after a decryption is provided to the
client device, the verification means periodically receives from the client device updated
configuration data, wherein the verification means uses the received updated
configuration data to determine whether the client device is still authorized to receive the

15 distributed digital media content, and wherein if the verification means determines that
the client device is no longer authorized to receive digital media content being
distributed, the verification means causes the client device to halt its recéption of the

digital media content.

20 40, The system of claim 35, wherein said communications network is the

Internet.



configuration data including systemconfiguration information of said
client device; using the received configuration data of said client device,
det er mi niwg oddoeisher said client device is authorized to PETSGIZGRE
distributed digital media content for 10 playback; and providing to the
client device a decryption key for deerypting the distributed digital
media content if the client device is determ ned to be authorized to
receive the distributed digital nedia content. 15 42. The nmethod of claim
41, further conprising the steps of: storing sets of pre-approved
configuration data; and conparing the received configuration data agai nst
said sets of pre-approved configuration data. 20 43. The nethod of claim
41, further conprising the steps of: storing sets of unauthorized
configuration ddia; anthethodar disgithtieg dittel wmedia comentgoreata @mmlaiatiagai nst
said sets of unauthorized configuration data. WO 03/ 065630 PCT/ SG02/ 00234

37 44. The mbtdibth etlialtalenice dapablerdfiperfonan® plaghadl of R @sifPscdh cohB&ei Vi Ng
fromthe client device updated configuration data; using the received

updat ed comﬁMgmmﬁmkgﬁmﬁahgﬂwa§§@gﬁing whet her the client device 5 is stil
authorized to receive the distributed digital nmedia content; and if the

client device i Qgisa3%88S8itASmORa LORER 'ovBN B AL A8 H iR SRS S, glilc%iq;[tgci medi a
5 format;

receiving from the client device the configuration data of said client device, said

configuration data including system configuration information of said client device;
using the received configuration data of said client device, determining whether

said client device is authorized to receive the distributed digital media content for

10  playback; and

providing to the client device a decryption key for decrypting ;[he distributed

digital media content if the client device is determined to be authorized to receive the

distributed digital media content.

15 42.  The method of claim 41, further comprising the steps of:
storing sets of pre-approved configuration data; and

comparing the received configuration data against said sets of pre-approved

configuration data.

20 43.  The method of claim 41, further comprising the steps of:
storing sets of unauthorized configuration data; and
comparing the received configuration data against said sets of unauthorized

configuration data.



content being distributed, stopping the distribution of the digital nedia
content to the client device 10 45. The nethod of claim41l, wherein said

conmuni cawba/oesssework i s the |Internet. PCT/SG02/00234

37

44.  The method of claim 41, further comprising the steps of:
receiving from the client device updated configuration data;
using the received updated configuration data, assessing whether the client device
'S5 s still authorized to receive the distributed digital media content; and
if the client device is assessed as no longer authorized to receive digital media
content being distributed, stopping the distribution of the digital media content to the

client device

10 45, The method of claim 41, wherein said communication network is the

Internet.



