RESILIENT DATA COMMUNICATIONS WITH PHYSICAL LAYER LINK
AGGREGATION, EXTENDED FAILURE DETECTION AND LOAD
BALANCING FIELD OF THE TECHNOLOGY [0002] The technology
relates to data communications and more particularly to resilient data
communications in networks such as wireless data communication
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environments that allow convergence of voice, data and video, as well as
storage on IP networks has created a need for carrier-class availability.

FIEIQ2ME FEIESERATHRSNICNTE, also known as "carrier grade” infrastructure, is
considered a relatively reliable network hardware and software
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use carrier-class infrastructure for handling their IP communications and

mission critical applications. For example, to carry voice traffic and
BAGESRNEYRrfic in converged environments, a carrier-class network

infrastructure may be configured to deliver the same level of availability as
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institutions that operate broadband wireless networks often use carrier-class infrastructure for
handling their IP communications and mission critical applications. For example, to carry
voice traffic and real-time traffic in converged environments, a carrier-class network
infrastructure may be configured to deliver the same level of availability as the public switched
telephone network. Thus, in establishing a carrier-class infrastructure, the communications

network can be deployed with topology designed to suit the needs of the particular enterprise.

[0004] A network topology is the pattern of links between nodes where a given node
has one or more links to other nodes in the network. Physical topologies of networks include
examples such as ring, mesh and bus. A logical topology is the nature of the paths that signals
follow from node to node, and, in many instances, the logical and physical topologies are

similar.

[0005] For increased bandwidth, load balancing and availability of communication
channels between nodes (e.g., switches and stations), link aggregation or trunking, according to
IEEE standard 802.3ad, is a method of grouping physical network links into a single logical
link. With link aggregation, it is possible to increase capacity of communication channels
between nodes using their Fast Ethernet and Gigabit Ethernet technology. Two or more Gigabit

Ethernet connections can be grouped to increase bandwidth, and to create resilient and
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[0005] For increased bandwidth, load balancing and availability of
communication channels between nodes (e.g., switches and stations), link
aggregation or trunking, according to IEEE standard 802.3ad, is a method
of grouping physical network links into a single logical link. With link

a gregation it is possible to increase capacity of communication channels
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takes too long, creating a convergence problem. SUMMARY
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communications. Existing configurations further require excessive
convgygehesPr e Abt incorporate resilience at the physical layer and provide a
slow failure detection and recovery response. For example, in a LAN or
other type of network, a layer-2 link aggregation looks at MAC (media
access control) addresses of the source and destination. In particular, a
SU]\@??R?Y”W aggregation finds a link aggregation group number for each
ernet frame transported through the network by performing a XOR
computation on the least significant bytes (LSBytes) of the source and
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(i.e., frame membership).
further require excessive overhead, do not incorporate resilience at the physical layer and
provide a slow failure detection and recovery response. For example, in a LAN or other type of
network, a layer-2 link aggregation looks at MAC (media access control) addresses of the
source and destination. In particular, a layer-2 link aggregation finds a link aggregation group
number for each Ethernet frame transported through the network by performing a XOR
computation on the least significant bytes (LSBytes) of the source and destination MAC

addresses. The XOR computation produces a key that determines the link aggregation group to

which an Ethernet frame belongs (i.e., frame membership).

[0009] In some embodiments in a physical layer link aggregation, there is a group in
which members are physical links but there are no keys. Accordingly, various embodiments
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[0009] In some embodiments in a physical layer link aggregation, there is
a group in which members are physical links but there are no keys.
Accordingly, various embodiments 2 that implement this featureless,
layer-1 approach provide resilient packet communications with the

application of a physical layer link aggregation protocol, extended failure ]
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implemented using external equipment such as routing devices, the
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overhead is needed. In other words, the improved Gigabit Ethernet car
further prayvidateaiostslpre Ripsat et mytes loasifsdess Mess@kswith less
impact on the throughput. [0013] Hence, various embodiments of
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links of a network for packet communications, and combining the physical
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rovides for
othep words, the improved Gigabit Ethernet card implementation is preferred because it

provides better results with less impact on the throughput.

[0013] Hence, various embodiments of systems and methods can be provided for
providing the desired resilient packet communications in a network. One exemplary method
may comprise: instantiating a rapid channel failure detection algorithm, instantiating a physical
layer link aggregation protocol associated with links of a network for packet communications,
and combining the physical layer link aggregation protocol with the rapid channel failure

detection algorithm. The combination is responsive to failures in the network and provides for
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automatic failure recovery of the network in order to render
communications of packets through the network resilient to such failures.
[0014] Another method for resilient packet communications in a network
may comprise instantiating a physical layer link aggregation protocol and
instantiating a rapid channel failure detection algorithm that is operative to
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Also, the rapid channel failure detectionéfalgorithm Is autonomous in the
detection of failures in that it is independent from other network system
failure indications, and it is agnostic to the number of hops required for

transporting payloads through the network. The traffic flow is preferably

restored to any failed link aggregation member once the failure condition
acenciated with it dicanneare Thiie the nhvecical Iaver link aaareaation



functions associated with the combined physical layer link aggregation
protocol and rapid channel failure detection algorithm. The engine can be
implemented in a logic circuit, an FPGA (field programmable gate array)
or an ASIC (application specific integrated circuit). [0020] Preferably
also the}l\%hysical layer link aggre}gatior] protocol is implemented to
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[0024] In sum, various embodiments provide resilient packet
communications using a physical layer link aggregation, extended rapid
channel failure detection and load balancing, as illustrated herein. These
and other features, aspects and advantages of various embodiments will

become better understood from the description herein, appended claims,
perfofird SR SRAPRHTIG HUFAVHTABYS S5 HerPRlcidse i, SRicptation and its

corrd3foraim T EAQRLBE iR SR AVENGSsimill0SRRIdANEs aREQRIRRRYINGN link has

drawings, which are incorﬁorated in and constitute a part of this
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therewith. Wherever convenient, the same reference numbers will be used
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(DAC). [0027] Figure 2A is a block diagram showing the overhead

used j rocessing engjne within an existing DAC. [0028] Figure 2B is
THO?I I?l 1m Eeme%tlngg{ e Valnous em odslme ts Aﬁle I{etworL m%y g"e a wireless
state diagram owing Keep-allive message Insertion.

communications network. In such cases, the network includes wireless links between a
plurality of nodes, and each node has a transmit status and a receive status associated
therewith. The transmit status at a particular node is a reflection of the receive status at another,

far-end node that is wirelessly linked to that particular node.

[0022] In a typical implementation, the rapid channel failure detection algorithm
formats packets with an extended header field that contains receive status information and a
header integrity field. The header integrity field contains and indicia of integrity such as a
calculated checksum (CRC). The reflection of the receive status from which the transmit status
is derived is obtained from the receive status of packets received from a far end node, wherein
failure in a particular node is determined based on whether its associated receive and/or
transmit status are bad. The rapid channel failure detection algorithm may be independent from
the presence of payload in packets transported through the network, and in the absence of
payload it inserts keep-alive packets to maintain link status. The rapid channel failure detection
algorithm inserts the keep-alive packets at a predetermined rate based on network traffic load.
The rapid channel failure detection algorithm is operative to provide wireless operations with
error resiliency, and wherein the number of possible successive error packets is adjusted to
filter out error bursts including fewer than a predetermined number of such packets. The rapid
channel failure detection algorithm determines a ‘good’ transmit or receive status upon
detecting a predetermined number of successive packets with valid integrity an indicia of

which is the calculated checksum (CRC).

[0023] As described above, the rapid channel failure detection algorithm is preferably
hardware-assisted and operative to provide network end-to-end failure detection and recovery.
The rapid channel failure detection algorithm discovers a failure in either direction, transmit or

receive, independently, and a failure in one direction does not prevent traffic flow in the



[0029] Figure 3A illustrates the user interface of a physical layer link
aggregation configuration program. [0030] Figure 3B is a diagram
showing link redundancy configuration with physical layer link
aggregation. [0031] Figure 4 is a block diagram illustrating an FPGA
(field programmable gate array)-based implementation for rapid channel

OPPYsifitiFraeieBtidRS eI e Dalkue ge |HEGEHEB deigstries thp presence of a
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illustrates packet traffic alignment. [0034] Figure 7 illustrates
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wireless network configured for physical layer link aggregation with a

mo[%(f)féﬂ ﬁ glargltvg}lr(l)ﬁg%%b% tl?n%%%%%v? £ gegl?érgt: p% I'T'get communications using a
physical layer link aggregation, extended rapid channel failure detection and load balancing, as
illustrated herein. These and other features, aspects and advantages of various embodiments will
become better understood from the description herein, appended claims, and accompanying

drawings as hereafter described.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] The accompanying drawings, which are incorporated in and constitute a part of
this specification illustrate various aspects of the various embodiments and together with the
description, serve to explain the principles associated therewith. Wherever convenient, the
same reference numbers will be used throughout the drawings to refer to the same or like

elements.

[0026] Figure 1 is block diagram of an existing Gigabit Ethernet data access card
(DAC).

[0027] Figure 2A is a block diagram showing the overhead used in a processing engine

within an existing DAC.
[0028] Figure 2B is state diagram showing keep-alive message insertion.

[0029] Figure 3A illustrates the user interface of a physical layer link aggregation

configuration program.

[0030] Figure 3B is a diagram showing link redundancy configuration with physical

layer link aggregation.

[0031] Figure 4 is a block diagram illustrating an FPGA (field programmable gate
array)-based implementation for rapid channel failure detection (RCFD) in a DAC-GE.

[0032] Figure 5, illustrates an enhanced Ethernet packet encapsulation for RCFD.
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[0036] Figure 9 is a diagram of a multi-node wireless network

configuration with a DAC-GE for physical layer link aggregation.

[0037] Figure 10, is a block diagram of a physical layer link aggregation

with the FPGA in a DAC-GE feeding a pair of ODUs via a TDM bus.

[0038] Figure 11 is a link aggregation_payload redistribution state diagram.
99}3?43:&%“)?25@138%8& PRSEFRHR B8RRIk portion of the FPGA in

a DACGE; the figure illustrates the insertion and extraction of the

ovgaodaiinforaatian dfaadsidiviiiseately asedoitvtnagldiaif it elate ction siotam

each virtual container. .[0040] Eigure 13 is a floyw diagram of a method
a5 06 R R B Gre BB 8 Pl 2
DESCRIPTION [0041] The following description is provided in the
con@93SdtHigisAp pieativel e aétsyreky givefimmed forapiabsiead lpgesbmlofggregation
-.ordi l.in i invention. Various
Wlthr%%gﬁéé%%ﬁé%ﬁﬁeﬁﬁﬁ%gﬁgF%E%éjg%mga%@nﬁbwn are possible and
variousﬁ?eneric rinciples defined herein may be applied to these and

othid0&ad s ts ATHUE AR O Tchelintld MR tioRI SstBebB Ak comféentpdon with a

DAMEESHSpARE CRNSIstant e Rsinciples, features and teachings
disclosed herein.

[0037] Figure 10, is a block diagram of a physical layer link aggregation with the
FPGA in a DAC-GE feeding a pair of ODUs via a TDM bus.

[0038] Figure 11 is a link aggregation payload redistribution state diagram.

[0039] Figure 12 is a block diagram of a carrier link portion of the FPGA in a DAC-
GE; the figure illustrates the insertion and extraction of the overhead information that is

ultimately used for rapid failure detection for each virtual container.

[0040] Figure 13 is a flow diagram of a method for rapid channel failure detection and

recovery.

DETAILED DESCRIPTION

[0041] The following description is provided in the context of this Application and its
requirements to enable a person of ordinary skill in the art to make and use the claimed
invention. Various modifications to the embodiments described and shown are possible and
various generic principles defined herein may be applied to these and other embodiments.
Thus, the claimed invention is to be accorded the widest scope consistent with the principles,

features and teachings disclosed herein.

[0042] Generally, various embodiments relate to data communications in networks
such as wireless communications networks with carrier-class infrastructure. To improve their
performance, such networks may rely on resilient wireless communication techniques. This
applies, for instance, to extended capacity, redundancy, load balancing, resiliency, reliability,
response time and manageability of communications networks.
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[0042] Generally, various embodiments relate to data communications in
networks such as wireless communications networks with carrier-class
infrastructure. To improve their performance, such networks may rely on
resilient wireless communication techniques. This applies, for instance, to
extended capacity, redundancy, load balancing resmency, rellablllt

rect99ASE el o VR SE TR SrtRRbiBh R Stoes S platform from
Hari9843ldR SRliamRUNhwirstags radiisySienass BHRD A8 ﬁ?@vﬁ@@ﬁﬁ(ﬂ?ﬂbutdoor unit

latform from Harris Stratex Networks, Inc., of Marrisville, NC, the links

(ODLpe by sshiatiisiessasliodolaront [opemeiitions- wirdledes abire pratisiPACs to

facilitaRleBIBhiAienSo NS Aedes Slian Mrde DA eitifacHiatehieving improved
communications between them. Therefore, the design for achieving

perfarpBCR B ST HiSHRA AP R dAying existing DACs.  [0044] To
illustrate, Figure 1 is block diagram of an existing DAC. As shown, a
ph)[ﬁﬂnﬂ]lmdxiﬂdmsﬂeliwel?iggrpawgad)m dingireles$ netasrkimBADCcAehawn, a
carlr er.chan | with glphélsllc media ponentﬁ such a ;hysmal

h or deliverin o) wirele tWOT carr a‘E{annel with
PIYYiRk afgregation engikey 2 Balkbone inteface) a Moallatriderioduls

physm& rmmﬂéa&erﬁmmmwﬁﬁ)ﬂrﬁetfmeﬂ@@kﬂr dindét aggmfgaaoimagémma Hhekbone
b({)?ks in,the 9 OVIde I SW|tch|n bi |t|es loa
inter ace a OI‘/d 1nter I}CX %“C% Cr ac an antenna.
ransport an ot ura |on monito r|n U I tions.
TheIEfberrthe ﬁaihlﬁtgelﬁmﬂzsamﬁbaﬂ)m@mmddm Ithyerelistoinbing |@ia|1bllﬁtherlpayload
rts 101 is roce ssed b sical la tal oroges onent
e R T e B e R s
payl&dﬁﬁ@gﬁ@mshamrmmﬁl@ad@&ihamﬁﬁmm ]rﬁbdepﬂéoeém&\ﬁaydu physical layer
ernet data streamsf hysical digita] processing.compo
g e I TSl e B e o T S yer or taer
2) ofctetfopdPCeaddressesugaudicet€rviimefethecounodte povt fmemndiitgﬁﬂernet data
suceR100 Wl B8 SEINGHER 818 R0 B AT GLIG PR AEYE i
in addition t5 the & formation: ntefnal an externalv
sour{gfanch d&sﬁmamlafflmpdlam;qeso nﬁgﬂoé@ﬂﬁ@gupmmbdﬂetmmm@amuput port
p le. U nfgrmati witch 111 applies policing,
Overs\gaf%ﬁ [Fné) 2 8?0&%%1%%% ge(r)er(li)lgn% flg%)de rmine path and priority that
each packet should take and whether it should be consumed, forwarded

or P8APEHorTthamey kg, dplvewitdh additipeigibs a@wapi}@ﬁomztiﬁn internal and
exteﬁ%linvfﬂlrﬁb{f?ﬁm FelatRRRRP A FWET dnigeneiR! ?h%ﬁ@ﬁp?i’é’ Hﬁﬁ' Bulter capacity

The shaper functions to shape the data’streams being forwarded
also playai efdﬂéwgn@lﬂheltfam@mvésthﬁ aiijathythanpkies Brbeirs sifeduling and/or

shap%‘f}%1 MRHIHQQJ@J&QHAQ%E?EMEHQQW'ﬁgygﬁlgﬁgél%? A6 SRIEAY and whether it

message and a scheduler for computing release times. 5'0046 The

shoudhbe ireRsaysA maphaedrd ar dropred Bsthissad) Biethwitct pAbipsfaasadeshaper 112
in dﬂﬁ%ﬁ{@mg%%&ﬁwfﬂ%ﬁm@'&%ﬁﬁﬁg%gﬁf&t@%ﬁ%fwﬂdhmem%a er

layer Ia¥‘er 3) and issues service requests to the physical layer (layer-1).

functepns {9 shagfeththatpralians ReiE&raY Hdedpid u’ralfﬂlﬂ@érﬁggéhedﬁeéﬁc rules in
aligrilApafeTaReluRemAAResaiaafRs aRd: 4 imayARiRYIde fos %%?rlgﬁtﬁfct'@fbues for

and correction that may occur in the physical layer. Some data link
sortlﬂgdgg‘éégmgqlifi scheduler for computing release times.
[0046] The data link layer may be layer-2 of the OSI model or the TCP/IP reference
model, and, as such, it responds to service requests from the network layer (layer-3) and issues
service requests to the physical layer (layer-1). This is a layer that provides functional and

procedural means for data transfer between adjacent nodes and it may provide for error

detection and correction that may occur in the physical layer. Some data link protocols might



include a handshake or reception and acceptance acknowledgment as
well as checksum verification to increase reliability. The data link layer is
split into media access control (MAC) and logical link control (LLC)
sub-layers. For each physical device type, the MAC sub-layer uses MAC
addresses. In a LAN or other network, the MAC address is a node's

inclyslg; g heishilia s TaerRifRY %Hgtaaceawégﬁaﬁ%@%@@ga@#am%lka%ﬁéeckwm

veriffQAR S 16 iAcdRs e RSl 1Y, amEMeI MakUANy i%%ﬁh@ﬁ%ﬂﬁeﬁﬁatﬁ&m%l&rol (MAC)
Ethernet address. {a047 ] To carry out packe%{)rocessmg functions, a
S

and {ggieal K ARPIIHES ks EPoRyesinbos saeP hyg cal geviss kype AhaMidCopub-layer

uses MPAD-RRISEARIIFSSINY 8NBIAE: ﬁemﬂw&ema&@@d@%@{s&@lm&@
to transport channels TC1/TC2 through ports P6/P7, the processing

hardwagiidephsierdhatarrnsreronderetdan rglﬂ{sm@ Hioerdquith addisstagng on an
EthetRREISINS )it T iesenhloaksirreserrsieshbymthadaekplane interface 110 and
by the radio link(s) 60. Although the number of transport channels and the
car, %49 slots W|th |n etpendent ti s con bIe mllth S, .
eX| |ng Olg%r NiatiBAs tse overn Ié%dl in 6?%1 ggcﬁ p18§3| j§ & processing
enginb%var@mﬁ%n@&l@m@ﬁ’é@ based(@@dn&]sﬁ@léﬁg&ﬂell[mqumlﬂlewhen
paciQyCReagsed 0 o processing cpaife wibina PAC I e oEor At In.gne.
NSANCE, the roceSS| g engme iS'a progra € gate arr
engl(lEH(BAt}-ztmﬁﬁdldmhé trmmm)mmimablqjddckt pmﬂemﬂgamahaalﬂmﬂ'ﬂéese
GA- bas C SSI onfigyrati n be re t
blocgﬁl &b Iifoglc glt%U itry, %%lgv% eriace E%Ejﬁﬂ AQ’ ?Re radloq eF \S/jvf\)lrgkrﬂ}‘s%%ugh the
numtra]maﬁpo)mmmn antlelneararﬁﬂremtsﬂJasKshﬁrln@atdEﬁnnmﬂg)Zs

contifShETReR] j9serionmodule 202 In an P Garhased prasessing endine .
i%g app lestol ﬁf Vel 8“&% con?roT1 ﬁ% Eﬁ? e encapsu |on

possﬁdgnienltammmoeesmmdhermrmm by an inverse multiplexer 210 that
divides the incoming frames into the configured number of segments and
aSORAIPFi RO fimgrslela AN Al EOIFNRS LA ALY Denin 2 DAC in
used for the transport (bandwidth allocation). The inserted overhead

the papcapsiansiNgHBes for Prechateh Sohshitohi 24N Pogiaminilbtezate array

(FPGRYPRRIB NI MG SIP LRGSR S6Y ’ﬁ%’&fe%ﬁﬁ% HRORIGGT RALASEANEbased
backplane interface to a radio access card (RAC) 35, 37 that will transmit

procgsiRetPREIGH anfiEBTaLen ik hekxyréa%mfbr@aw%n@m@iﬁﬁwwrzomwever-
the transport channel stream when no payload is present. [0050] In

the[gouBIEAS $RERIYEIARAE) Wirereto Raten iR AWl eeeRiY SWHe M AN € BFHeFacket
unit (—(F)DU) frames that contajn the multiple seﬁ%ments via links with time

arriveffd Ttk Srd beifly 0¥ethtatianapion edkindiisdnmsie’ Fragd processing engine

108 sp@iee s @l aivRnsieredaimthehackaamednexteaedgaaitie RAgmbhtition
multiplexer (MUX) 212 in the DAC, reassembles the orq%:nal Ethernet

PrOCH RS HIh P it tRIE Se UM i) Shatrvinics (s dsageliges into the

config{@eaatigibéransdiennemely R44cide Veatrniatmibel sitegidtyighith@ontainers (links)
packet, a hyte synchronizatjo |s present. The aforementioned
that 8@]3 ?(515

PR S S R RS o FHH&E‘&B‘& d elr‘é“ﬁﬁtég fH&T%3h of

(enctipeundeppadient Wm@mﬁwﬁmﬂmﬂ@ migliphavgneffectiveitime slots.
aligning them back to the ori %g)agc out An idle fI(# Jpresent in th

e%?a?ﬁ% A AEH RS T ThiS é‘?tFéf:i‘S &2 HBPQATSS A ?RAC) 35,
37 tt(ﬂtemnlﬂr&nﬁigmeeﬁ]) xliibagartca@&lkkailﬁnktsAlmd@mﬁe@haﬂélamﬁmmgserted 206
hthe TC1 an% |nterfac s the SE i ﬁﬁa s transferred to the layer-2
in thg fraRRPOrt § Eigare v eﬂ%%" ARG RIF Lt shows the insert
keep-alive packets operation. As shown, after a channel idle condition is
det@dEM] meﬁamlww@mamiﬂimmiansmo Ao mi Bteady s faitendd2 outdoor
e stat ack f|II continu ile in.th
i R o B R S R B SLE e  beine
usedttammmpa:gam litlecelgopithlmattdhkitionsgmehts steadypgtatedd02.the backplane

10



[0052] Since keep-alive packets are only inserted when the channel is idle
the amount of overhead due to such packets is minimal. The delay
introduced by these packets is sufficiently small and almost undetectable
because the size of these packets is so small. In the worst case scenario

~anew packet ready and waiting to be transmitted will be delayed by the
interigrtibh e il the cepuiinEpacRel B imindthitAfe EfoaH B original

EthcReW RREKR! foatae siie srRicahRA O bie ke e RraliMRdnseriianHiman ndFmation
idle traffic conditions. 0053] Among other thin%s, the approach of using

from g BRMORY <ita FREEHHESPB N RS SHIE ol ReBypRiZAjoN stage is

presétemdedfitanbitadnceanssdlinfavalrhilitusadbandeidhy WoHR differences that
avoiding loop formation. Thus, when a link aggregation grou &LAG) IS

eachob the NSPrRIdGUS fsdRIh Bt IR yarspaiing ik s aat glybigging them

backi®QRE@RigiAs memhessaft asipalacviituatdiekt (@ shealadogicathinkiefsSis removed
mentioned, a DAC includes a plurality of ﬁ)orts, virtual containers (time
e then

208 shofsyeurid sk syreliation By idhkitg whicr 1AVEes 185 RARPE

rem&RIIF PR angdier ik tuall cartaicemeerthal, e paiveik nesigsfandene layer-2
. interconnected using multiple links ~ [0054] Figure 3A illustrates the user
switghrerface of a physical layer link aggregation (port) configuration program.
As can be seen, the selection of port aggregates can create various
logioab g} dluging 2 BiporstateSiieprimgidat ghoupity odpeorisapeatasgadlts operation.
As s@g %Cg}{earnad f)‘gr?rlll%bllclfltg &%X‘{&SR irs]%tvélec():rtiécp %%%%ihtlre dQ%I:S 7 n al%?rith transitions
onventionally, link aggregation can be implemented at differentlevels in
fronthepiptaasel 4ierarchydnd de géddirig padke (IS¢ davields witlilese diffédenitate 404
information to establish which fr r segments thereof) will be . .
and B B T e B T M T BN Bhmit again. te
algoimiplenentationtusks tladylA@iaddlesses of the source, destination or
both. A layer-3 implementation uses the corresponding IP addresses; and

higfisAYGHID Rk%@.%nﬁtma@%%ﬁdg%@@h@%ﬂéﬁmﬁ%@%qmg the amount

layer relevant information. And although either one of the layer-1, layer-2

of oviheypdrdgesisistiehpackstbésimiponabrnkee delily bt GrogbbE Behetisk dans
suffiLR AP LAYAH AL RANE Ui R SR AR SREWAES FANIE WARHRRS {USIBhall. In the

e.g., Control code or other means to determine which approach is
Worg cavarsarape danese RrstRics ahimpe Wajtingdel Reitaannmiied wibhsatdiayed by the

inseRi®h BR8AY %ﬁeé&yﬁfv@ d?&i@e&‘%&hlﬁﬁf‘glﬁa‘%%t%ﬁﬁ%a%f‘t?@ M\@@@% thatches

the field. [0056] Generally, however, load balancing is not optimize
the grpisHoBridhakiefPadiinfctarersi e émmaider palssiEiteansditieanes end
up in one transport channel or the other. Moreover, the distribution is

depeosiInt eofediueeshings, MApRdaasT. RitbediaprsphysieerliikIhe transport

event of a link failure the whgle link aggregation bundle wil] collapse and

data Sraifie HEUMSEHAES Kridb 'S8 yBICBAHIRIBYAS Mt Hifdrayailability and

band@sdlieR@ilandsREnTRpcRraBENSHecansa theykderit-eptioizedepdLAG) is
balancing, these problems may be better addressed with layer-1 link
Creat&ag?)é‘@fé%?ﬁ tnde REESralnyhys amemieesA Bl e rdisheRGdfeas members

of a phygsicatayaidinkaggirgatinal(RWP WsAdatiryel Daautiohides a plurality of

Specifically, layer-1 link regation is combined with the application ofa . |
POrt BB U4 BERE o TR HERRITGE SAHLR DRI o ogicall
group@essaryhssekadpingfunctionsiiteraetta procdiees iNRBEEAcan be

interconnected using multiple links.

[0054] Figure 3A illustrates the user interface of a physical layer link aggregation (port)

configuration program. As can be seen, the selection of port aggregates can create various
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[0058] Inherently, the layer-1 solution has an additional benefit of
unilateral (unidirectional) failure detection and faster reaction time to
failures. Also, because the physical layer represents a true physical
connection it doesn't rely on higher-layer features (e.g., MAC/IP address
features of frames) to deliver frames. Namely, the data transport is

logiqalgfpRpREs P A utHCiHegispb Err iR 2 g5 RIS A Fe et regacity and

avaiRBLItoRaedhadailbve driaction and physical layer link aggregation
require less overhead then earlier solutions. Furthermore, some

im tions can provide featureless load balancing within.the link 12 .
R M L SR SR s A s Bisligs in e
proteauTieiksaat ghowdepe hridwreBe OSI[REBRiIMIIH layetitdiak agoiagaiiono establish
. h group has physical li carrier) members, and, being featurele .
e ST CB P 1 L0 e T X a2 ik
aggragarieis gt eramgoaupe Maeddvar, alprefey ef RCibrandiesiomésy & both. A

ool JSEISH, 0 R s Sied RCEP a0 oot K458 Apementations

per-IIIil e(Icl)r per-carrier) status a proat,gn rather ther a glo
can ayedrgactl. pArcanfieninchrdasitht@HyseatmediaifdoeastivngAdaialstkeaymsither one
where a set of different data streams (a data,container) can be carried by .
o Rt et 0 0 0 B EOR oA iR Sotuions can
be dtipkgedhanneisjana inetiiketiorayisefefit date giodl gontientiamsnghysgicabntrol code or
omefgnaSCHon oo I ie conted, of ok Aagreaation NeSe MALBR. deployed with
collectively reterred to as s"and a'link'aggregation group whose
all threempersaaheslinks, akartitbts ol oanriérsayray? be bifernIetdutathtocas be activated in

'.'tr1 nsport channel” or a "trunk."” [0061] Based on the foregoing, in
the fleg. . . o
ordér to achieve improved performance, one approach modifies a data

interface card such as the above-descr.ibeql DAC. \'/ar.ious'embodim_ents of
thel 8 6irfeenerally chovtsy ele prag ddlpneiag ia aqt oPamiEristingoniialegsal

infraS BT GUQRPIRHOPIS BHE hAS. BGOSR 1 NAHIAHS S HEPRIA or the

embodiments we present a modified Gigabit Ethernet card which we refer

othefoMergey ep e ditbutiongodarienhentgiefeatiiris aygrdgaonddsmpiné the frames.
Inde)é\dmnﬂ?ﬁe%%Po?lzgﬂﬂﬁ%?ﬂm@\fﬁe@lﬂei m%@%@ggﬁw BhiYERAl i&hlalgse and stop

aggregation; although both may include principleés on which the RCF

carr g Rfotithis i\pesetllaysrdb seliiensdenst ol pddpislicatismeeyl rqdundancy
probleBHEE83e ﬁll%g E&5P 1t 3Pk RGN G AS RGO RNAIRIMEIRIThRY be better addressed

__reference. The RCFD algorithm preferably employs individual énd-to-end
withdgyigrslfdmk agssartieating carrier in order to detect failures in individual
carriers associated with a transport channel on the DAC-GE. Although the

failppgsdgiectisraiaany be dapenonQerEAtigERASIs1BUSIKEaNIRG @Nthk

re-configuration may be done collectively based on the individual carrier,
aggrgmr&m%l?LA) 1S a layer-1 solution. Specifically, layer-1 link aggregation is
combined with the application of a rapid carrier failure detection (RCFD) algorithm together

with the necessary housekeeping functions in order to produce RWPLLA.

[0058] Inherently, the layer-1 solution has an additional benefit of unilateral
(unidirectional) failure detection and faster reaction time to failures. Also, because the
physical layer represents a true physical connection it doesn’t rely on higher-layer features
(e.g., MAC/IP address features of frames) to deliver frames. Namely, the data transport is
featureless and, in turn, the layer-1 link aggregation is featureless. Additionally, the failure
detection and physical layer link aggregation require less overhead then earlier solutions.

Furthermore, some implementations can provide featureless load balancing within the link

12



[0063] Figure 4, illustrates a processing engine 109 in a DAC-GE (a

modified DAC) 41 designed to perform the foregoing functions (the

embodiment shown has some elements in common with the DAC of

Figure 2 with like designation numbers). Note that other configurations of

the processing engine are possible although the preferred design employs ]
agerasHip el adars ek irh Slath FRERERRY A PRESAC RS PPIRGRCATHSEY as shown in
Figupsagessing engine or other logic circuitry (we refer to these

implementations collectively as the "FPGA-based processing engine" or

T SIS T T

and, diciag 6fdineclisds (Rege,inhoaebdeinditt thpwidiasucoRunLmicatiaredink)h the
pecifically, the processing engine 109 | DAC-GE 41.at each nod
e B e R St TR S e

hardRXrstalisiéd Riripuiad heseedrpardfonmsatiopabiiained fraredhetyattitus approach
th ali nmen{ [ qictattor 714 as }/lve/g as the.re?e'vedh%a@kets nd their integrity. dat

rathepiaeR R &3NS TS TAHRENEA of (HETE B Node s FRXCKALIS iAo At 44

streamcomeeyeddndhéifieededahthie raceivedtpacketmeln thistdasigiydbsahofsame

h S?gari[f}ggﬁ%ble registers allows adjustment of the system behavior to meet
phy particular carrier class specifications. [0065] These registers are:

keep-alive insertion rate, packet receive timeout, CRC (cyclic redundancy .
chd0R9UbNo&i dratthraskolprmdORG dirds tishashels. ANdeahiccele alige refer to logical

condt%r?ﬁl%ﬁé,iﬂﬁ%&'i‘ B dGERSH 1%%.rfﬂ?Eﬁé%ﬁé@oﬁﬁﬂﬂ%&%@?ﬁ%%@%%& be

e packet’insertion engine will wait before inserting a kéép-alive packet

collquirtdy fdfertrsffie sorigiionspdrhinpaciesegecei gravpevbesegisrapars ore links,
chanRRY A5 LRERES R TUELASAGENYS: Ak HEARIRENGINE Wil wait

for a packet before declaring an idle RX timeout. The CRC validation
threshold register 711 represents the number of consecutive good CRC

patRR 1BasGdiPRAbe iy o e dR/BERT Y aehito CHARERY $HPSHaTRaREmone
apprBacht2806ds ThalRieereerctheshaldsragiseveQR sepregamisthe pumber

of consecutive bad CRC packets that will have to be received in order to
embedipentsrok theRrdifisg BoSar BedlepHy sl dn b gl riplir b REs agintspless

comRIgMERi e PIaiRsERISIR RUOHDREHGOOE SiRtHSioscHatiApRR BB hents we present
number of errors. [0066 Ta;pically, the DAC encapsulation into an

a modhfydcijgabip kst dRiet Wanths rdéelvddion TC1 or TC2

is used for synchronization purposes. However, for the purpose of

achomgppihe luppraviesk perdersas e e wihi RWRIth f @ RECRIC ko AtBiff@ieRides an
packet structure islf oposed with the addi%%n of a header field extension

IMPIQYENERLLYSHIRGS ZiegadRrSTRarER Rt BaxrRs e REARiGLen which the
RCRDQIBsehaddibtiard] ayassadskdifa esirahetdgplicidicnDeeis RX s1#89$,983, filed

R () A Rt g B R (e N 00 SO b AR A AN
employs individual end-to-end status for each participating carrier in order to detect failures in
individual carriers associated with a transport channel on the DAC-GE. Although the failure
detection can be done on a per-carrier basis, housekeeping and re-configuration may be done

collectively based on the individual carrier status results.

[0063] Figure 4, illustrates a processing engine 109 in a DAC-GE (a modified DAC) 41
designed to perform the foregoing functions (the embodiment shown has some elements in
common with the DAC of Figure 2 with like designation numbers). Note that other

configurations of the processing engine are possible although the preferred design employs a
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[0067] Figure 5 shows the proposed header field extension 501 and the

CRC field 503 alongside the payload field 298. The extended header field

501 includes receive and transmit (TX, RX) status information. [0068]

The traffic alignment is intended for maintaining the integrity of packets

that have been divided into segments and need to be re-constructed
hardyasisertyisicd SRBITRM RN E0EP(AéRBER NS Mt hrsarParcs (siskepgine or other
logivdtheigteeometed it f l@ﬁi@n@ﬁ%gﬁ)E&l&@tﬁr@[ﬁh@%ahp%@-mfﬁocessing

.byte ('10") going to a second container, and so on. With four containers in
englﬂ?is(gx%ﬁ’iﬂgé, PRRCRFHNSIBESY also goes to the first container and the

first byte is pushed to the right. [0069] Figure 7, illustrates

de¢ododd2itiompitmsegt) emthaxichref aampiesitidy g dldiakytreamnsaygd in an

implemented in @ node with .a du hannel configuration itF such
exte B IETRS TORSHE ) HdE SATARdE B e s AR Vi
commUidtiond inith Sppaifiafltadicegeoessicardsg{RADD anthRBEC)GH¥I at each node
keep%i@é(x?e%ﬁ'e%rﬁe;rc%WI %g%g{ %%2@(”%?5”““%%%%{906& HAMES LOMOM. computed
the processing engine in thé GE en receiving an outgoing
basedata isfigamt{dn<otiatagiream Yliberaftie rdég it ievdée 66117 disas sefhkethe received

the TX data.stream into foyur segments, creatin ontainer of faur_data
Pkl R S e T e S R s
indichxo(fibar datenstrgahis xhweitieddr of the e ddtpsireanis dointpdgthe ficsdf
confl ACab(lRAeclls)[eerlQ glf&%soggtﬁs{won%%iﬂ% 19 thte S%%%ggi(l)? A(g: n@é% Sa icllr}laeraccar%rier class

or the RAES A respectiv m{ﬂﬁp exer 604,606 assem (RS Sh & Hame
specffartiansassembly of the two data streams (1a,2a and 3a,4a, respectively).

A modulator 608 and 610 in each RAC modulates the respective air frame

g”gg{%ﬂ‘ﬁ%@f%@%ﬁ; %ng&té‘rlk{ﬁl%%&?ﬁgﬁt)a@ﬁ%k@ h&eSReeiE cre

and ODU ansmission. That'is, in a dual channel

(cycheneidindaisnscheskyx ditetiondareshokbamd{ o paorshorddrilfaeeaprive packet
insel@efBhtb 'i%gﬁ'fkf%@ }a3nd & Re6eng:P ﬁM?&QE@@&E&@@Iﬁ%é*HMPi&%&%n engine

[0070] Foriincoming (RX) data streams, the ODUs receive separate parts

will gfagk bakgre|Bsspackets anal respediidiadgiddlg atehiscemnd tionse rbe maglket receive
timet§ %é%{é?cf?@ﬁ%ﬂ%éﬂfsf{mﬂ_&%fjﬁmm@ﬁ& ALIHORR AR gﬁ‘gﬁe will wait

disassembled by the corresponding inverse multiplexers 605, 607 into two

for ageasirs efaseadsclmmgipmisiodsydonoaty. TheS&kSewidniontbrpdudddogigter 711
repréi6nS M RURRE3 R R RAGGholoe i Dy ANHENRI R IEXRIER2A in order

[0071] Existing techniques for reassembling the original TX data streams

to changgi tyH {aresbaf teecatshhitte R Haaa atibeaThold peaiséstt A atigpus the
numfR¥: BIQRAsLEAPRETRICRIhac RO IRal T4f193IR 3T Bam R ed Al REQPBhee RX

reassembly of the Ethernet frame). The incoming data streams are

statusdspied thbah kv {ocrptiBaAR I {yR Sy e D isttribaiddesy s ViAo avoid bad-

gooPAFESSES MR FroneRiitRGRBYSIHRIGKS fails the system may loose all
the payloads associate with such link because there is no way to quickly

kniﬁ/ which link failed. A physical link failure would prevent reconstruction
of

e Eapisa G o BRI B 9P WO Ul ghgacket sirticture of

Etheg@niraisatiosh wyGtenT defligigd i eved inopeiallisization purposes. However, for
the purpose of achieving the improved performance with RWPLLA and RCFD, a different
packet structure is proposed with the addition of a header field extension such that redundancy
and status information can be transferred without too much additional overhead. The extra
header field conveys RX status, and a CRC (checksum) guarantees the integrity of the header

information.
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[0072] However, with a modified DAC such as the DAC-GE with the
hardware-assisted FPGA-based physical layer link aggregation engine,
when a physical link failure occurs such engine can re-direct the data
streams to the remaining links (remaining members of the link aggregation
group). An RCFD managed by such physical layer link a %regation engin

is H9Q67) Siicarr enthesce i, prepatad Sieater Melditorisny iaR Pd<thesthe CRC field 503

alon?@iﬁmﬁé disreRtianeRf PosNTHNGALRIE hERiR PRSI iAshigRde8MikKand transmit
ailure detection of individual links may increase the load on the remaining

(TX REp1sheiriRECTSRA Yhile but it will operate to preserve connectivity
between nodes and allow continued reception of substantially all
trapedeBicrhdaiatfic ali POVt Asineieitdejoreaithei aipgra@dnteftising packets that
ultiple ical links to transport data traffic between nodes is typically. _.
ha e TS LT VR ET L UBETR M A SR A RO wAmAPC o Figure 6
for iasaidigHe bt formaatiofa(pagkethei dbidite gmoperhid thtadfiicelie speegoing to a first

when using leng ragj?dj ks} However, the detection and the Wj ingin . )
container a§ec n e olngto a SICCBII coatalne{ an 68 on., With four containers in
an existing system-'wo commonly be made within ms; and fallure

this eraondeythodiltiidkecIetdn cdsuoes aostanfiastc-onesisagimg dppfiostdbyte is pushed to
the r{fﬁl{s, to achieve or exceed carrier class Ethernet transport channel

Staridards the link aggregation depends on fast failure detection and

recovery. [0074] Advantageously, a RWPLLA in combination with a

hal@@eftFageistédIRCFDCa drndhposiliowsifaiagnrenip andacapenipesienyof data
strea;PHE‘HE‘i Qﬁ?e%%eﬁlfiﬂ‘é%ﬁ@%ﬂgﬁ a5 FeMRALP ARG RIBROREARRICAG i curation,

hat would normally take up to seconds. The redundancy characteristics 0

a nogelng incbosatintbehwitte b YGSiEanEnfrskfhilisre HDRCHB N aigorittan of radio
acceQPEIRIE RARGIRR RIEH3 e, Anexna femaming Jeligkle RBYSICal kit Ethernet
The switching and queuing of the packets is reorganized by a link
framaggrfé“gandhedmﬁ@ﬁséagw@m;hg& ntHee %&@e@ih@dﬁ@ﬂam@ SWigshng data
streaﬂb?f%fqeﬁa_mleemy%%qu@é@é Mt@%%%?ﬁi%@%ﬁ@é%% stream into four

preferably includes an RCFD engine and the aforementioned layer-2

segmgiftciegAHSha pdpEIes il oviolat el stitens f 15w 2h. Sagitie- dme SR Mile603
trans%%ﬁ%&ﬂfénd%gsém}éﬂry}w {%0@1‘? @J&@H@Qﬂ%‘@)ﬁh two B%Qﬁé}(ﬁjf%aﬂa%\ﬁ‘%g’ going to

igure 8 illustrates deployment of a modified DAC in a wireless

the fashitidnidatibns dshiisrRItcH ageineivdik e RAGHER Aofembrished the
RACGCHRSESE I At BreXBes s gihpted dmabiRs el WH&'@%EP&H%@%&W& the two

system includes two nodes, each with a split-mount configuration that

datajg{egasd bhan el gisrtan SO eHTY ¢INUR Jn0 Bl abpiep Al (e Heead Riti- modulates
the HYRRRUS 42 30046 A8dfERPEGHVE MndNEVINKI0SHARS) ti@%éﬂto’tg]:t@grespective

and RAC1 and RAC2 (not shown) for effecting the communications o

ODhaand i fatwEelsthEnoaas s dBaribetd asobchnad gmapigheps the TX
data SHEAMS %E‘ﬁtqgfl\b%yﬁgﬂ!%Eé%fﬂ%‘eﬁﬁféﬂ%ﬁ'é’,@% l%@%&"l@@@ 1eatha Ndond part
and external data egiwpment 27,29. Advantageously, the illustrated
(segpfiifedd torHRIgR AR System is configurable for link aggregation where
the wireless data traffic uses two radio paths 60 and 62 between the two

nod®¥701 Forgpeespip s Rt aip ihgamse e BB poesrgeritipmats s mithe

wireRIFOpRICNGAT 08k pildl Gl i RI@S MORESBB sRIYdSWMbahAie thBacause afithae air
fast detection of a link failure or fading conditions the wireless

framegnli HrcabHagL imRmaapiasrehaitAss R shRy hk (e6espey)ing inverse

mulipRkélLelidtionalivotaking aghcantage pf the nendinkspeidirastionatdaibdigents are
detection ca&gbilities of the RCED algorithm, a system with physical la

passylR gBRebENbRECRNA 9o BHASSGHRARRCASaFUNS By PR B Rk

thr available in one direction while using onl mited throughput .
(o RS 5 AR e TG LA Sfeats Feire tha

all puitesf e adaasiingisiatesisann béthatapphedtionstdabhprply Hs8sembly of the
broadcast or multicast transmission or that are asymmetric in nature.
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[0078] In the next example, as shown in Figure 9, the wireless
communication system included at least three nodes. The DAC-GE 41,43
is deployed in the INU of at least two of the nodes 30,31,32. The DAC-GE
includes functionality that enhances failure detection and recovery without
compromising throughput, providing, for instance, below-50ms failure

origipa dohdatfitiEcaphe DA ARWREIPEESANRM R K éthinEfheats! dyatem 2he incoming
data 3B QMO AR Sida@RtVtintharadio acaesafA R (RHAGS) AGiReSuBhOMAC

the other. The data from each RAC flows to a respective one of the ODUs
addressgs. ABusy7f q8e 81 th phypiraklitintialsidinsntamaBandonssigidhnmydneis
assofMRUINHRENINRIR S ik OB cR2isGfb W8y ASRRIRIE KNWRRAiIRKink failed. A physical

regation group (LAG) is created, otherwise independent physical links

.. ag 3

link fTeze Wpld Bes VAR FessbmsaRnCrABihetisHs Andatithosbilate dldata it would

rendBr€RRREE AL A slABle yiteial ditic(ansinalodpaiepklimkh.  [0079] Note that
there could be multiple hops between nodes 30 and 32. Nevertheless, the
failfoe7dg1@ctiensand itk covietifpenrionsdf 1ehD PAGERfeithdiéaiaatiore-

.th r of hops and they beneficially facilitate network end-to-en )
assi S TAT A ALBVE T SB[ AhSPES o & R T failure
occuiietact@n gne ¢aceveiyeto ingaandsuiiching € asmaociug ainthe datailiike members of

the R OOV S Sl R P A ) . getgetion enine

is basdfod hard decarelpeptritians aneopatony ecdaktaé Ciatanlinkntedy#@sypéion of

the layer-2 switch and shaper). While the data link layer |s responsihle for
comEnSE, S PG Ty AE EACS g P Tk B Tay
incrémsplémknidneh aastarainaghepisabléolinke ivicaingilleintegrity @fcilae: to preserve

d%h si%a cthannels nd dgtaﬁi:ts any failures frotm engt etndtoaglthelmatworktt d dat
CONTEGTThStaRce” Hhé Priysieartayer Can Giickly deteas8ehe df méomimy e cata-
data streams once a predetermined time threshold is reached and

red@fiidlthe toesidipyont.tHe sysreaclilebming il ipkuiphgsiseklutkaltetmansport data
w5 RS RS L RERIENCR SRR AT R i
whildiayrahnridigdeen i siratebahbilie Haceeistab hies DRCPGE arigweing two
radi?fiRRE .%S%@é@ért?h%'l?e"t‘éé%%ﬂ%‘?&fﬁl%es%gﬂﬁi QPMSARA, ngE’EeﬂlW'ﬁ commonly

DAC-GE 41. In the INU, the TDM bus 110 p?owdes the b%c bone through

be nwdﬁcﬁﬂéﬂd@@mar@s%f&ibwﬂaewmmmmgﬂ Tondadmagsaging
apprBRch RAGS 33 :2RiAVE GORNREIE, TR NGGEIREIIes A DAt eRERh LR ARt ds the link
functions as a bus master controlling access by the various cards
aggrpgalielindgpee D ACIGEfedveeAteteriaugil ties @iestomer interface ports
(Gigabit Ethernet ports) 101, the DAC-GE communicates with customer
dafeysiNnsaandNRIRAGIVBIIANIHREBM ARIW RS thRRAar& & ddted RCFD
and the wireless front-end, the ODU 45 and antenna 23. = [0082] As
algor et KHBWALIAE FISEORSEEILERIESTh T D ABNRds afdugratfgals as compared
to thiugigHienalilyisopcamisiadvisufacilitaigtheapbypieakiRyandinknageaadakien;

detection of carrier failures and redistribution of traffic among the

chargeterishirsPhodnabidiee mbvaatpr Wit fhemgnid shaprrd dabwe df Esrppatsesithm

operdik REFEQIFRS: FRRINY ING SHRehorethahill Facandiguigithe 1swiicirieldwieching and
the new capacity of the remaining available carriers. The traffic is_

quening o (he PE IR dSIRAEIHERIP DA Bl RSP HOR FRIEP Lk tRJiRecn the shaping
engifiakst doptesieromiDhbRioR, ROHhesWANdSethswilsh amidaeiie-fakhe DAC-

card is dynamically reconfigured under control of the CPU in the NCC

GE Rafargided Qv opardibh i ametaciid Sion BteTy Ot e g s -2 switch and shaping

engine. More details on such engine and on failure detection and recovery will be provided

below.
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[0083] Each transport channel has more than one virtual container's worth
of capacity allocated to it (by reason of the logically grouped links) In the
present example, each container can use an independent link (such as
radio link) to transport the payload and the capacity of each transport
channel can be 2 x 155 Mbps containers. In this case, because the link

agPAGaliBHSSs heatry <t tHaYsh{situstairs daplpurfliah sriradiaeb R Culiby wireless
comiidhR ASHIRIHIRBRS tnenTRMas ANk BIRibarant Jrkendngh SA8HSES R ™ platform.

intervention form the layer-2 switch, The layer-2 switch actually is not

The Jlpsieatse thel e that sy PRI SHMYMIS ENb BMdehtin RO desecach with a
splitifetmatiniti ayalrienta miav@is2swian ssdimias daitheNaspart epannekly

capacity according to which the switch will shape the traffic payload (i.e

interfieed BB L Us 4343 8a1Pori8atr Berihag TRaMNY Brovidsdis AC-GE and
RAGPaARAE (Eansipil 4] Xorend aleansh snitusramentetiaprsfrialoetween the

uniformly, or alternatively, based on capacity or speed of the transport

nodasyis s ibPHERRmLREAATREBE SURRTSITEF I5)RY West o p EEARTE Sstpsctions
101 Beiiakie SeUNtANARDaa Asihe &Yiphe R % e sareigpess atte Ristrated

and TX are configured for. the same boundaries so that the frames are

wirelgss1 SO5RYBIFIH G s LRy s WAl uEals ek [iuagrraraiaasvigre the wireless data
traffREGIBEROdadicthetie eBvaEe tbeyFamBeseameats are reassembled (with
proper alignment, e.g., as shown in Figure 7B) to produce the original

apgse 1 (00831 R.one [mplemeriafion, bofh ends. 1X,and B, ha0dIe, o ang
one frame at a time, exciusively. In such Serial operation, one or mor
elimiterat ongsavaydoe peitdroned Bdam ety fitha spodirtgealbthe séginéntsmman/fading
con ﬁ%‘ﬂ'{ @%ﬁ?ei)@sas”c%%ﬁ%@%l?&vsv*‘sﬁ%@}&%ﬁ‘%ﬂ’ y %ﬁ%ﬁ'g)eé“s?dsléﬁﬁﬁﬁrfao or 62).
an the number of carriers, as each segment IS -assigned to a carrier. In

another embodiment, more than one frame is transported simultaneously.

In $08H7pareleicopbhationnehedserinasrs G mrtiplls Maesctenabdailure detection
capaBIRGESSEChS REHBNAgUSIY.RY Alpcatingiln ﬁ%%f‘ﬂcgf[gg%’g]lﬂlﬁﬁggf‘ég%on could have

carriers from among the total pool of carriers. Frames

an agapmRifabem ieabsdmbipeahe frl anilitrey ghpvganzatlceim anadeesyiam while
usingfoiﬁglq‘ﬁﬁﬁ@éﬁt%fbﬂéﬁﬂﬁ%ﬁg {@ﬁﬂiﬂﬂ%&ix}{ﬁhMﬂﬁﬁéﬁ?ﬂ% SR This is the case

carrier fails, the remaining channels can be used to transport the frames

of video-brapdedttrarfiy ERscUReenBii e T &mbhsmdl rapabitgydcast gogyjticast
trans’?ﬁ%f_s%ﬁhlytﬁQ@aFé:’a@ﬁnIHﬁ&ﬁgqﬂrﬂﬁlﬁ@ent a featureless link aggregation is

designed to apply extended failure detection. In particular, the failure

dete@ig] Iz xtanded fiaplansapplicalion; ofine, Re M il dbe saieS At system
once (i.e., the entire transport channel) to a per-carrier application of the

inclydedrgy lansb HtFRn novRR d eRe4rreE REED!S HamliRyGd I BdRGdMN §or at least two of the

nodes 30,31,32. The DAC-GE includes functionality that enhances failure detection and
recovery without compromising throughput, providing, for instance, below-50ms failure
response time. The DAC-GE interfaces with a customer data system 27, 29 on one side and
with the radio access cards (RACs) 33, 35, 37, 39 on the other. The data from each RAC flows
to a respective one of the ODUs (e.g., 45, 47, 49, 51; in a split mount system such as the
Eclipse™) and through the wireless link 60, 62, 64, 66. As before, when a link aggregation
group (LAG) is created, otherwise independent physical links 60,62, or 64,66, are respectively

combined into a LAG to operate as members of a single virtual link (a single logical link).
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failures can be detected and isolated, and then, when carriers recover,
they can be individually brought back online. Failures can be established
using a carrier status appended to frames. The respective status
determinations for a per-carrier approach and for an entire transport
channel (all-or-nothing) approach have common failure detection steps.

Holf8721 Nats that-bsrerdshPs apnitiphcBapebstster drodst AOrithdidtaNevertheless,

the faAlieUiSdatar Raeckdne P seiesninativondoGingre MU ANSROthe number of
channel can be derived blécomblnlng the individual carrier status values

hopsARg RYARF SR CAsUiAtbfR S it K e Gk railios, delsKREeR AR DAY -
if all the carriers have failed the status of the entire transport channels
be 00863 Mact adrentide fitidiay dégaoidn Iimsrésmf&&dh&nglhimmﬁhiﬁgg can occur

r here, if on of th rriers fall tlre ns
ot g L ORI TAEERD B G s e b L bl gptecton
operstﬂtms d&llﬁﬁiﬂdﬁl@nﬁam&hdﬁﬂfﬂmal lay80@8ydrigura flik B@f@ﬂtﬁldlﬂz@my operations
arep tratlH%Rh d% l”f Lafellu[e? %Sltorgjg )égl? Ut%dsEX g‘%\%l%Ehe data link
3 etecting a KK LiureSin ofe of ctive poris of e rk topo ogy.
laye Addiipnasip] ¢Herstaténtiagramft ale&cbl slagwmthe dte p&gxhelpleykwddelayar is better for
‘m 1fa}yledtllnk is 1 srt%e It.i ISI ortgllgl1 tom I[;Iﬁ réthat in some networ Sﬁrr}el nd
p 8r|§ﬁ1alf%o oij Will ROt b e res ored’after ion oFglil%ﬁ(Ca annets 4

detec&sﬁnpaﬁmﬂ:urdksﬁsmmwm whed appiccationd!. e ROER:-ante paydealikyer can

mcl?f‘ t‘égcqf%%h%é%ﬂﬁ%gf one pr.more carlers, a SEF‘E%%%”S&“P” Mol is
q 2a y State opérati OnS BTG involves mar mgatlrn)e associated data
reacstlatdresia$ne rhesaiplelogheif statystsiiEa)nd2O M2 sddusmnthyofhdernate ports).

Thlsga%lootat trafflcl)s[edlstrlbugle akrpop he re alnlnlg atrrlgrsrg%zz {ilnd the

ome € Ia Ic
ﬁaper SWa{%?'I componen US S he fra ansmission rate tO ‘the

remaining capacity based on the reduced trafflc capacity 924. When the

pelMFHEF appibetidh sralsdiREMELQG Ve d lankidiagsaaviaryignstdi@ illustrates the
mteﬁé%@%@%‘e@d %@X@Mﬁﬁ‘&v@‘?eﬁé&@&@@és%@%ﬁ%’ Eﬁ&ﬂﬁc@Y@%@i%DUs

(their status is 'good’) 930. Consequently, the payload traffic can be

45 4Fe@i?§tr|{1)m@ﬁ%%ﬁgqﬁém&%ﬁ@é@lﬁhﬁhﬁﬁwﬁéﬂ@%W&iﬂﬂ the ksiekpene through
whidREARES G AME L ARSTBIESIA B RAsaen e pistersed AR ACs 33,35 are

capacity 934. [0089] In some embodiments, one of the requirements

conrfesrierle TRANE Gensburdtt alprsaseid 16 adhuepiandentanmssipreeaiieling access
by tthf %Ydﬁégaﬁf@ﬁiﬁdﬁ&h?g%@m@t -EpReae PHReeh THERRISAUTARARL: ports

the algorithm is designed to detect the absence of payload traffic (idle)

(Gigahi Hibermatauptalile! padr thabramnamisteths1ihkustamer 33 fosieas. and the
RACY keepalive RMKELES basisally the $AmR aR3NQUIBRRAYICAE RRCSESU 45 and

format but without the payload segment and it conveys the same status
anteaiilAtegrity information. [0090] In addressing resiliency under
various traffic conditions, a DAC-GE design for RWPLLA includes

impisEratienie b aieremePGan et Réfdesalgartibn CoGERteating and its
failures in individual c rrlers The desijgn ?f the RCFD algorithm includes_a

funcHORAHE! BrRSBY! B‘ijet‘& rafifata e wurab pNGFiH porsse Holn dsiseenef garrier

failuséiCindesipepnsidarptiaffis Dackyvards sompatiphifypith exisin I Rei gt 115 in

Ethernet card f S. It is also deslrable desl n the aJgorithm to be
the O L s BT R U Gy e

switflame is senhouichyadis ettt ek thei ikoansnbitlehannat Sttt s siihulddiatibuted via

o R B B A R s bl on.
othealgori %ﬁMt@rFﬁﬁ&Bﬁ?t(gﬂ cﬁftaislrayﬂmla:arbhy;&rlegaéf?gw@ﬂbm@@amlog? of the
ansport ¢
P SR S e o BF e O A SRRt OP s St channl
failure detection algorithm should be able to resolve failures in either

direction independently (i.e., unidirectional failures).
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[0092] Radio link fades and outages occur due to natural conditions and
they are typically bidirectional, but hardware failures may not be. The
failure of a power amplifier, or transmit (TX) or receive (RX) synthesizer,
for example, would cause a unidirectional failure. The algorithm should be
capable of detecting and indicating independently when the failure

ocdPRY BAehWRBHREFFhBRED BRI H B ARPNT G Aletiingiva ctigih of capacity

allocaRAeaPRicALRDR HraNensBRANIF Qo LBERARSIRilkYIRE hRYEH MRIMIFRSIQRAIcontainer
traffic still going throu%h. Link aggregation for examh%e may benefit from

can ¥ ARGIIFE CHicR HRK kM EAT Bk (QiFEQTBATAHY BRYWBAS M HfmgRPacity of
eachRagtsport RARR] Mereevel, ithe Napid @hannelfaiigdeiecivaalgarthimts

preferably autonomous in the detection of a failure in that it does not

aggragintdbmuthat thearhgsiabigresRartsian Bleraatiand s tdi i distribution
of thé-dRildrev ueh alaauimnksalse iRdeRend entiiemitierorps@eagyef-2 switch. The

payload traffic. . [0094] In addition to being autonomous, the rapid ]
layeishmHiraf iR dttichVarg oY fRe bbb RA M, RetP kS RiRdA e ggent links.

The igfsveiticanvaifatiere royistaneestfithenpreiasahysesdpoimeiementipecity
failure detection remains in operation (attempting to.re-establish.
accordineminmbatiu iviw bR YAI- shrpedhe A tis fry et Y- pratans i g falsk
to recover automatically when the link is restored. [0095] Apart from
the[ 068 dinglcad b iypical gl ésigry pounidedanttis BRG(refdrabiynb@ioW X) end are
50ms) failure detection ability. To this.end, the configyration an
cach R T R RSl o TR P e specd of he
trandpilurehaeielstidhalgonttimand dhdbesiowt ase tyeeowbod, ket etvadikr suitable
anagement syst N verhead channel ti link to ..
b A o LRGSR e R i Afe cghigured for he
samglbsigwed d¢o soatfarthets funes tion svellthained lekbist @ hvases) oMiakedwitithTX end the
framlgaosvae{ehs%agﬁe%?esd?%?héo‘ aln, i tﬁ?é‘%cﬁg'léss@refgﬁ?sb' ?er@abscs)grlneoqe (é‘m{l roper
ardware-assisted protocol Imp ementation. Ethernet frame encapsulation
aligrisitnerefgpredgsigmea 16 aweoBirogatelthe secregginehismss Specifically,
the addition of a header field extension allows redundancy and status
Infoumesian IO IANSRIED WAL TNCHAIIUAARIRVGTDEAhETIE: time,
extra header field conveys RX and TX status information and provides
exclysisghin/ e nedk SrHOPRaHeR i RRSrATANOFE iteratjopoglaa ded erenedidNamely,
trandplSii 1A i abiagkfiagramQlirGarietink R A e ER A igltk: of

programmable gate array) in a DAC-GE. In this embodiment, a carrier link

segnaghthiis paaes o Bppymbas of spepaieadh s s drtatignedkea carrier. In
anothdPERIIFHARNE ASRANA! JNERAlR JE43pBE SIHIRAINES Ofn such T%arallel
e

HDLC-like packet structure to avoid interfering with the true payload.

operatjogptigswgipanistelvartiie Hapssdanbs P teEPdERN Tat8Y7alosating to
eachiBathe RGHR AgURRmRRaBASRRNdeNtfsem thapigsence of

payload traffic in the carrier channel. The insertion occurs in the presence

of nce of payload traffic, and a CLSP appear as a special signature,

Witi&ﬁ%}réﬁ‘@% 5‘%%5?1“53&18‘&%?%8{%@%6% &E‘Fe%}l@n‘c? 54 gfze them in the event
of fafGeOrakiNgbte GRErRIITN 28I Rxcstau inferraiinenie! gaely endief fink,ishe

kept in the DAC_(EE by the FPGA. The RX status is computed based on .
remg BROHEAh E‘fﬁ)é (HEBPSP 105 @?éé&tﬁéﬁﬂ?@&ﬁ@‘(éﬂ% continue using
the reheeksigno)pddieyrarrier TX status is a reflection of a far-end carrier RX

status indicator conveyed in the CLSPs. The status of an entire transport

ch is,the status,s fall carrier channels. As, further,shown, in this .

e T IR R IR
desigonfigurpple ergisiedst idnadfestigih&mehaidarofith&dystalet¢otimme et extended
rronATISHAASR SRERHIcRU9RS  TIeaR eainlera NANde & SRLISTITK SIS channe) o
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algorithm is may discover unidirectional fink failures in that TX failure

detection is independent of RX failure detection. Figure 13 is a flow

diagram illustrating the preferred



failure detecting and recovery algorithm. This diagram shows RCFD
algorithm including the TX and RX status updates and recovery
conditions. [0098] Initially, a default value of the status indicates RX
and TX status being bad 1002. Subsequently, a number of conditions may
be used to detect an error, which either perpetuates a bad status or
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alive packet is basically the same as a normal payload packet format but without the payload

segment and it conveys the same status and integrity information.

20



[0101] Any of the foregoing timeout or error conditions described above
may indicate a bad receive (RX) status and all of them will have to be
absent in order to declare a good RX status. The RX status (good or bad)
will be added to all packet headers associated with it's transport channel,
notl% the far end node in this way of the current receive conditions.
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is removed 'sim, ah oug 'various émbodiments have been

described in conS|derabIe detail, other versions and applications of the
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the  spirit and scope of the appended claims should not be Ilmlted to the
transais diption eicgiscdiRier fratheysionsossreaidel Werdihcause a unidirectional failure.

The algorithm should be capable of detecting and indicating independently when the failure
occurred and whether it took place in the transmit or receive direction. Some applications may
benefit from the possibility of having unidirectional traffic still going through. Link
aggregation for example may benefit from having two channels transmitting in one direction

and only one coming back.

[0093] Moreover, the rapid channel failure detection algorithm is preferably
autonomous in the detection of a failure in that it does not depend on other alarms or signals
available in the system to determine the failure. Such algorithm is also independent from the

presence of payload traffic.

[0094] In addition to being autonomous, the rapid channel failure detection algorithm is
preferably designed to automatically recover from a failure. For instance, if the protocol used
to implement the failure detection remains in operation (attempting to re-establish
communication with the far-end) after a failure takes place, it will be able to recover

automatically when the link is restored.
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CLAIMS What is claimed is: 1. A method for providing resilient packet
communications in a network, comprising: instantiating a rapid channel
failure detection algorithm; instantiating a physical layer link
aggregation protocol associated with links of a network for packet

communlcatlons the physical layer link aggregation protocol including
seltH 6PpB raggﬁlg‘gé@@%l&r@af‘etwé fiaﬂﬁypv?@grsmmﬁa@%f(mfﬁgably
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rapid channel failure detection algorithm, wherein the combination is

PfOCFé%?fdﬁQ’(f‘é%%)ﬂ BRSO oS eI PRBURd & ke Slstrrancatgntifm and it does

not J%MMthﬁBﬁqﬂ@M@ﬂfﬁ%ﬂi@Hﬂefﬁ @9&6W'§%&@§&émﬂéﬁﬁesem in the
through the network resilient to such failures. 2. A method as in claim 1,
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per-link failure status detection.

protocol is preferably embodied as a hardware-assisted protocol implementation. Ethernet

frame encapsulation is therefore designed to accommodate these requirements. Specifically,

the addition of a header field extension allows redundancy and status information to be

transferred without too much additional overhead. The extra header field conveys RX and TX

status information and provides integrity check of the header information.

[0096] As to the status, Figure 12 is a block diagram of a carrier link portion of the
FPGA (field programmable gate array) in a DAC-GE. In this embodiment, a carrier link status
packet (CLSP) 730 is a small packet that is inserted into the Ethernet frame at regular intervals
and uses the stuffing rules of HDLC-like packet structure to avoid interfering with the true
payload. The CLSP insertion intervals are dependent on the CLSP insertion rate 717 so that the
RCFD algorithm may be independent from the presence of payload traffic in the carrier
channel. The insertion occurs in the presence of absence of payload traffic, and a CLSP appear
as a special signature within a frame that can be easily detected at the far end of a link.
Accordingly, carrier TX and RX status information for each end of link is kept in the DAC_GE
by the FPGA. The RX status is computed based on information obtained from the CLSP
packets and their integrity (e.g., checksum). The carrier TX status is a reflection of a far-end
carrier RX status indicator conveyed in the CLSPs. The status of an entire transport channel is
the status sum of all carrier channels. As further shown, in this embodiment for each carrier
channel (virtual container) there is a set of configurable registers for adjusting the behavior of
the system to meet carrier class specifications. These registers include a carrier link status
packet insertion rate register 717, an integrity validation threshold register 725 and an integrity

error threshold register 726.

[0097] In addition to being independent of the presence or absence of payload traffic,
RCFD algorithm is may discover unidirectional link failures in that TX failure detection is

independent of RX failure detection. Figure 13 is a flow diagram illustrating the preferred
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3. A method as in claim 2, wherein the per-link failure status detection

provides individual end-to-end status for each link in the network involved
in the physical layer link aggregation protocol. 4. A method as in claim 2,
wherein the physical layer link aggregation protocol includes creating the

_link aggregation group b)l/\ﬁlogicallyﬁrouping links to operate, in ] ]
failuge AgsrEn8 rnd s QTR BPIERIMNKTS diagtd therenkE ERgryithi mcluding the

TX RS asipaieLanthetsieynisagialidinks that participate in the link
aggregation group have failed, the link aggregation group maintains a
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ar OEIEHRORIPTIRE! e8GR SRRSO Who b and he
integrity status is set to ‘OK’ 1006. The packet received timeout condition indicates that there
has been an unexpectedly long period of time during which no packets have been received.
However, if frames are received timely 1004, such frames may contain multiple packet

segments with associated time slots that are used in connection with transporting the payload.

[0099] Although not shown here, one way to improve the integrity of the packets is
through byte synchronization that uses the overhead information to offset time differences that
each of the independent links use for transporting payload effectively aligning the packets to
their original layout. If this alignment fails, a traffic alignment error can be used as an alarm

indicating that the local receiver has not yet synchronized with the far end transmitter.

[0100] Another or an additional way to improve the integrity of the packets is to
compute the integrity value, e.g., CRC, checksum or other, and to compare it with a known
integrity value (1014 and 1016). If the computed integrity value doesn’t match the known
integrity value, there is an integrity error and the integrity error counter is incremented 1018. If
such integrity error counter exceeds the integrity error threshold 1020, such condition indicates
that the last n consecutive packets received had an integrity error and that, therefore, the
channel is not reliable. In this case, n is a configurable parameter that will change according to
the transport channel capacity. If the integrity value is correct (a match is found) 1016, the
integrity error counter is reset (set =0), the integrity ‘OK’ counter is incremented and TX status
is set to match the packet status 1022. However, before declaring a link’s status as good, the
number of consecutive packets with correct integrity (i.e., the integrity ‘OK’ counter) needs to
exceed the integrity ‘OK’ threshold value. The number of consecutive packets used to declare

a carrier link status as good is usually smaller than the number of consecutive bad packets used
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9. A method as in claim 1, wherein the physical layer link aggregation
protocol is dynamic. 10. A method as in claim 1, wherein for each link, the
physical layer link aggregation protocol obtains status of such link, via the
rapid transport failure detection algorithm. 11. A method as in claim 1,
wherein the physical layer link aggregation protocol and rapid channel
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transport channel, notifying the far end node in this way of the current receive conditions. The

TX status (set on step 1022) therefore is a reflection of the far end node RX status as reported

over packets with good integrity. The far end RX status contained in bad packets shall be

ignored.

[0102] In order to meet carrier class failure detection expectations, the configurable
threshold and parameters of the failure detection algorithm can be adjusted according to the
different capacities allocated to the transport channel. For instance, the number of successive
packets in error can be adjusted to filter out error bursts and provide a confidence level for the
error detection. The keep-alive packet insertion rate can also be tuned depending on the
expected traffic load to achieve better response time. For a high utilization percentage the use
of keep-alive messages will have a low probability of occurrence, whereas in low utilization

percentages these messages will be inserted on regular basis.

[0103] Of course, it is beneficial and preferred that once a failure is detected the
algorithm continues to work. To that end, the insertion of keep-alive messages and CLSPs to
recover the link status needs to be maintained even if the payload traffic has stopped to flow in
the affected transport channel. These keep-alive messages will carry all the information
required to recover to a good link status once the impairment that caused the failure is

removed.

[0104] In sum, although various embodiments have been described in considerable

detail, other versions and applications of the resilient physical layer link aggregation combined with
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16. A method as in claim 14, wherein for each segmentation, performed

on a frame or group of frames, a reassembly is correspondingly performed

to reconstruct such frame or group of frames, and wherein each

segmentation and its corresponding reassembly are configured for similar

boundaries. 17. A method as in claim 16, wherein each link has transmit
the rapidl vapaigE ErycAlsiring AarRBna inentdiar Rospifed aerHere. the spirit and
scopt! BNNHPBLHS ARTHRSPOIRI NG NSABRRPY dsAR G 84 HIRHEpedErRAVBrsions

order to maintain substantial alignment of traffic flow at the transmit and
contalped\ReEHBs. 18. A method as in claim 17, wherein the transmit and

receive ends cooperate to handle frames or groups of frames, serially, in

parallel or in interleaved mode. 19. A method as in claim 1, wherein the

network is a wireless communications network. 20. A method as in claim

1, wherein the network includes wireless links between a plurality of

nodes, each node having a transmit status and a receive status

associated therewith, and wherein the transmit status at a particular node

is a reflection of the receive status at another, far-end node that is

wirelessly linked to that particular node. 21. A method as in claim 1,

wherein the rapid channel failure detection algorithm is autonomous in the

detection of failures in that it is independent from other network system

failure indications, and it is agnostic to the number of hops required for

transporting payloads through the network.

25



22. A method as in claim 1, wherein the rapid channel failure detection
algorithm formats packets with an extended header field that contains
receive status information and a header integrity field. 23. A method as in
claim 22, wherein the reflection of the receive status from which the
transmit status is derived is obtained from the receive status of packets

CLABSived from a far-end node, and wherein failure in a particular node is
determined based on whether its associated receive and/or transmit

Wh tf\tglséiargdblad. 24.A method as in claim 1, wherein the rapid channel
aifuré detettion algorithm is operative to meet a requirement of being
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bursts including fewer than a pre rrined number of such packets.
detection algorithm, wherein the combination is responsive to failures in the network and
provides for automatic failure recovery of the network in order to render communications of

packets through the network resilient to such failures.

2. A method as in claim 1, wherein the rapid channel failure detection algorithm is
extended from failure status detection of all the links in a link aggregation group to a per-link

failure status detection.

3. A method as in claim 2, wherein the per-link failure status detection provides individual
end-to-end status for each link in the network involved in the physical layer link aggregation

protocol.

4. A method as in claim 2, wherein the physical layer link aggregation protocol includes
creating the link aggregation group by logically grouping links to operate, in combination, as a

single virtual link in order to increase capacity.

5. A method as in claim 2, wherein unless all links that participate in the link aggregation
group have failed, the link aggregation group maintains a ‘good’ status condition, all-be-it at a

reduced capacity, and when any of the failed links recovers the capacity increases accordingly.

6. A method as in claim 2, wherein the failure recovery includes prompting the physical
layer link aggregation protocol to redistribute packet traffic flow to links aggregation group
members that remain in ‘good’ condition and restore traffic flow to links that recover to ‘good’

condition and rejoin the link aggregation group.
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27. A method as in claim 26, wherein the rapid channel failure detection
algorithm determines a 'good' transmit or receive status upon detecting a
predetermined number of successive packets with valid integrity an
indication of which is a calculated checksum (CRC). 28. A method as in
claim 22, wherein the header integrity field contains a checksum (CRC).
7. 20 ANTREPRHAHE AR WhehrR-HRktHBARNEIERAHE BaliRk demegron group are
menfHERIBNEJR SRRRAtIVe to provide network end-to-end failure detection and
recovery. 30. A method as in claim 1, wherein the rapid channel failure
detection algorithm discovers a failure in either direction, transmit or

8. recgivetiydenandently7afd g faluen QRS eRciiom Jea%atnk
prevent traffic flow in the opposite direction. 31. A method as in claim 1,
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presence of one or more failure conditions including a traffic alignment
errar, a packet timeout exceeded and a packet integrity error threshold
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dyndgiection algorithm continues to operate in the presence of failures and
errors once detected.

10. A method as in claim 1, wherein for each link, the physical layer link aggregation

protocol obtains status of such link, via the rapid transport failure detection algorithm.

11. A method as in claim 1, wherein the physical layer link aggregation protocol and rapid
channel failure detection algorithm are implemented in a data access card to effect
configuration of ports associated with the data access card including the selection of port

aggregates to create the logical groupings of the outputs of the ports.

12. A method as in claim 11, wherein the data access card includes an engine for
performing functions associated with the combined physical layer link aggregation protocol
and rapid channel failure detection algorithm, the engine being implemented in a logic circuit,

an FPGA (field programmable gate array) or an ASIC (application specific integrated circuit).

13. A method as in claim 1, wherein the physical layer link aggregation protocol is
featureless.
14. A method as in claim 1, further comprising combining the physical layer link

aggregation protocol with load balancing, wherein, for load balancing, each frame, or each

group of frames, is segmented and associated with a particular link aggregation group.
15. A method as in claim 14, wherein the segmentation is performed uniformly, on a

boundary of a byte, word, packet or frame, based on capacity or speed of links is the link

aggregation group, or any combination thereof.
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33. A system for resilient wireless packet communications, comprising:
means for instantiating a rapid channel failure detection algorithm;

means for instantiating a physical layer link aggregation protocol
associated with links of a network for packet communications, the physical
layer link aggregation protocol including selection of port aéggregates to

16. creAtBSRpdaAt b EBiRy s brotrisiRd U §6R S &Mantati¢heBFEFSR b At fiigne o
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detection algorithm, wherein the combination is responsive to failures in _
of friyRehetNbIISHE SN FE8 TSP Al IhiRMd Fanee TRRRBR st btk aptigured for
simiRdssdedegnrder communications of packets through the network resilient to
such failures. 34. A system as in claim 33, further comprising means for
combining the physical layer link aggregation protocol with load balancing,
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for associating with a particular link aggregation group each frame or each
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the links in a link aggregation group to a per-link failure status detection.

endsgg A system as in claim 35, wherein the rapid channel failure detection
algorithm is extended from failure status detection of all the links in a link
aggregation group. to a per-link failure status detection.

18. g% rget%lod z?s ?n gla?m 1p7, wherein the transm?t and receive ends cooperate to handle

frames or groups of frames, serially, in parallel or in interleaved mode.
19. A method as in claim 1, wherein the network is a wireless communications network.

20. A method as in claim 1, wherein the network includes wireless links between a
plurality of nodes, each node having a transmit status and a receive status associated therewith,
and wherein the transmit status at a particular node is a reflection of the receive status at

another, far-end node that is wirelessly linked to that particular node.

21. A method as in claim 1, wherein the rapid channel failure detection algorithm is
autonomous in the detection of failures in that it is independent from other network system
failure indications, and it is agnostic to the number of hops required for transporting payloads

through the network.

22. A method as in claim 1, wherein the rapid channel failure detection algorithm formats
packets with an extended header field that contains receive status information and a header

integrity field.

23. A method as in claim 22, wherein the reflection of the receive status from which the
transmit status is derived is obtained from the receive status of packets received from a far-end
node, and wherein failure in a particular node is determined based on whether its associated

receive and/or transmit status are bad.
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37. A system as in claim 36, wherein the per-link failure status detection
provides individual end-to-end status for each link in the network involved
in the physical layer link aggregation protocol. 38. A system as in claim
36, wherein the physical layer link aggregation protocol includes creating
the link aggregation group by logically grouping links to operate, in
combination, as a single virtual link in order to increase capacity. 39. A
24. systemeainslaimAth WheksisivmesaRd inksithahpadianatadn inglinlm is
aggregation group have failed, the link aggregation group maintains a
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. as.in claim 36, wherein the failure recovery includes prompting the
mainiptp dink $5885-link aggregation protocol to redistribute packet traffic flow to
links aggregation group members that remain in ‘good' condition and
restore traffic flow tq links that recover to ‘good’ condition and rejoin the
25 linkagGHRYAAdH G1BUP.| A My Lherraid inerfh 8 rertRR LA m inserts
the KRRpigiptpdEkthe dinkRetyRaati gsaUpagse sneiRe)ik efSHehd@mup. 42.
A system as in claim 41, wherein the traffic flow is restored to any failed
link aggregation member once the failure condition associated with it

26. disapREed¥Sd as in claim 1, wherein the rapid channel failure detection algorithm is
operative to provide wireless operations with error resiliency, and wherein the number of
possible successive error packets is adjusted to filter out error bursts including fewer than a

predetermined number of such packets.

27. A method as in claim 26, wherein the rapid channel failure detection algorithm
determines a ‘good’ transmit or receive status upon detecting a predetermined number of

successive packets with valid integrity an indication of which is a calculated checksum (CRC).

28. A method as in claim 22, wherein the header integrity field contains a checksum
(CRO).
29. A method as in claim 1, wherein the rapid channel failure detection algorithm is

operative to provide network end-to-end failure detection and recovery.

30. A method as in claim 1, wherein the rapid channel failure detection algorithm discovers
a failure in either direction, transmit or receive, independently, and wherein a failure in one

direction does not prevent traffic flow in the opposite direction.
31. A method as in claim 1, wherein the rapid channel failure detection algorithm

determines the presence of one or more failure conditions including a traffic alignment error, a

packet timeout exceeded and a packet integrity error threshold exceeded.
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43. A system as in claim 35, wherein the physical layer link aggregation
protocol is featureless. 44. A system as in claim 35, wherein each data
access card is further operative to enable operations of the physical layer
link aggregation protocol with load balancing, wherein, for load balancing,
each frame, or each group of frames, is segmented and associated with a

32. paricbpshemRSggHalRHoVGratp hegapid gBasne Lkt dripguomHgpsifm continues

to opBRagMRPAteR:S sratHiRiree didniesmlynanrbeadary of a byte, word,
packet or frame, based on capacity or speed of links is the link

aggregation group, or any combination thereof. 46. A system as in claim

33. 44, AiRtei fiar et Regmenapkap epiarmataioadrapepeisioup of
frames, a reassempbly is correspondingly performed to reconstruct such

frafeas; b 'BRiamEE ARl whrrash fALR deliriion e gt its
colfRsRemeigstaasaan e coMiguekiag SisslabRovstdasiessodibted with links

system as in claim 35, wherein the network is a wireless communications

of a HeliRitk (04 BA &y ABHI UL A 9B SED R SRi YR b REgHgAHE N BfRiAs ! including
seledRiglipoRIgatmdormataRaskels withgin &deodghReagerdelshdnat
contains receive status information and a header integrity field. . )
means for combining the physical layer link aggregation protocol with the rapid
channel failure detection algorithm, wherein the combination is responsive to failures in the
network and provides for automatic failure recovery of the network in order to render

communications of packets through the network resilient to such failures.

34. A system as in claim 33, further comprising means for combining the physical layer
link aggregation protocol with load balancing, wherein the means for load balancing includes
means for segmenting and for associating with a particular link aggregation group each frame

or each group of frames.

35. A system as in claim 33, wherein the rapid channel failure detection algorithm is
extended from failure status detection of all the links in a link aggregation group to a per-link

failure status detection.

36. A system as in claim 35, wherein the rapid channel failure detection algorithm is
extended from failure status detection of all the links in a link aggregation group to a per-link

failure status detection.

37. A system as in claim 36, wherein the per-link failure status detection provides
individual end-to-end status for each link in the network involved in the physical layer link

aggregation protocol.

38. A system as in claim 36, wherein the physical layer link aggregation protocol includes
creating the link aggregation group by logically grouping links to operate, in combination, as a

single virtual link in order to increase capacity.
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49. A system as in claim 35, wherein the rapid channel failure detection
algorithm is operative to provide wireless operations with error resiliency,
and wherein the number of possible successive error packets is adjusted
to filter out error bursts including fewer than a predetermined number of
such packets. 50. A system as in claim 49, wherein the rapid channel
failure detection algorithm determines a 'good' transmit or receive status

39. UpeiantindAdpRASE HRRINUMNRE L BT SikeGRESPRRASAE T \WEN YRlifh gregation
integrity an indicia of which is a calculated checksum (CRC). 51. A

group\haxerfajleth hadinaassipetdnn SRRl FRe grigPRdic @BHsTlion, all-be-itat a
reduSBEekFAM GREWh O afy DiSIRMTAS ANl R @RicyhaEQI RS JaRIFGh&MRbrdingly.

failure detection algorithm is operative to discover a failure in either
direction, transmit or receive, independently, and wherein a failure in one

40. directipnigioas il pie sy WRiimfitawinithe RppasHa tiredioprompting the physical
layer link aggregation protocol to redistribute packet traffic flow to links aggregation group
members that remain in ‘good’ condition and restore traffic flow to links that recover to ‘good’

condition and rejoin the link aggregation group.

41. A system as in claim 36, wherein links that participate in the link aggregation group are

members of such group.

42. A system as in claim 41, wherein the traffic flow is restored to any failed link

aggregation member once the failure condition associated with it disappears.

43. A system as in claim 35, wherein the physical layer link aggregation protocol is
featureless.
44. A system as in claim 35, wherein each data access card is further operative to enable

operations of the physical layer link aggregation protocol with load balancing, wherein, for
load balancing, each frame, or each group of frames, is segmented and associated with a

particular link aggregation group.

45. A system as in claim 44, wherein the segmentation is performed uniformly, on a
boundary of a byte, word, packet or frame, based on capacity or speed of links is the link

aggregation group, or any combination thereof.

46. A system as in claim 44, wherein for each segmentation, performed on a frame or
group of frames, a reassembly is correspondingly performed to reconstruct such frame or group
of frames, and wherein each segmentation and its corresponding reassembly are configured for

similar boundaries.
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47. A system as in claim 35, wherein the network is a wireless communications network.

48. A system as in claim 35, wherein the rapid channel failure detection algorithm formats
packets with an extended header field that contains receive status information and a header

integrity field.

49. A system as in claim 35, wherein the rapid channel failure detection algorithm is
operative to provide wireless operations with error resiliency, and wherein the number of
possible successive error packets is adjusted to filter out error bursts including fewer than a

predetermined number of such packets.

50. A system as in claim 49, wherein the rapid channel failure detection algorithm
determines a ‘good’ transmit or receive status upon detecting a predetermined number of

successive packets with valid integrity an indicia of which is a calculated checksum (CRC).

51. A system as in claim 48, wherein the header integrity field contains a checksum (CRC).

52. A system as in claim 35, wherein the rapid channel failure detection algorithm is
operative to discover a failure in either direction, transmit or receive, independently, and

wherein a failure in one direction does not prevent traffic flow in the opposite direction.
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