METHOD OF PROTECTI NG RECORDED MULTI MEDI A CONTENT AGAI NST UNAUTHORI ZED
DUPLI CATI ON Technical Field The present invention relates to copy
protection techniques and nore particularly to content protection in
digital set-top boxes for receiving cable/satellite video/audio
transm ssi ons. Background Art- Recent advances in cable and satellite
di stribution of subscription and "on-demand" audio, video and other
content to subscribers have given.rise to a growi ng nunber of digital .

set-top boxes (sommmnretwc?ﬂeewﬁer@:ebt}@i g TRAIERSIAM nal s or
"DCTs") for decodi ng}%and deliverin &I tall roa cast programm ng. These

boxes often i ncl ud&CRHEENTAGAINET ARNAUIVIQRIZER OYMHICATHPNt i bl e with

ol der anal og encodi ng schenes for audio/video distribution. As t he mar ket
for digital nmultinmedia content of this type grows and matures, there is a
corr espofgdinGeA5 9 h of demand for new, nore advanced features.

Vi deo--on-denmand and audi o-on-denmand are exanpl es of features nmade practi cal

by broadban Vi a alea satellite. Unljke earlier
servi ces Whe(rjlel(ijé @Je%glclrnlg er?oglcr\%% 8 ﬁgcoé’?ftpe SR e q(])le%?f’rﬁléai’feé’aﬂe’ﬁiﬁr 3 ed ,
br oadcast®itdné prpigetiom i «hgﬁdﬂaamab$>oxessfb1e1eba{rmg‘éﬁﬂéféat@ml&gﬁaémdag) etc. ) ‘t hese
“on-demand services pernt a subscriber to request a desired video, audio
or ot her W’e%sat any tinme. Upon receiving the request for programi ng
(and, prgs # nmapl aut hori zation to bill -the subscriber's account), the

service fhen transnits the requested programto the subscriber's
set-top box for view ng/listening. programnmaterial is typically

"streamed" t cB?cﬁ%t adycey Ing@ple apd Mﬁé@fe 4183F‘1hﬁ‘t101f Qfrsubseniptivmargl “on-demand”
I b
vi ewi ng/duist s dnd @t}lt‘:r SRRl LSS %%ffgi?én hy tE G ég%\éi'ﬁlg nhm%exsoef;dixgﬁ?% ‘ OX.

(typi cal I%/ on a hard-disk drive or VIiew n eni ng,
-top boxes (sometunes referred to as Digital Consumer Termmals or “DCTs”) for decoding

and delivering digitally broadcast programming. These boxes often include additional
circuitry to make them compatible with older analog encoding schemes for audio/video
distribution. As the market for digital multimedia content of this type grows and matures,

the_re is a corresponding growth of demand for new, miore advanced features.

Video-on-demand and audio-on-demand are examples of features made practical by
broadband digital broadcasting via cable and satellite. Unlike earlier services where
subscribers were granted access to scheduled encrypted broadcasts (e. g., movie channels,

. special events programming, etc.), these on-demand services permit a subscriber to requeet a
desired video, audio or other pregram at any time. Upon receiving the request for
programming (and, presumably, authorization to bill the subscriber’s accoﬁnt), the service
provider then transmits the requested program to the subscriber’s set-top.box for
viewing/listening. The progrem material is typically “streamed” to the subscriber in MPEG

~ format for immediate viewing/listening, but can also be stored or buff_ered in the sef-top box.

(typically on a hard-disk drive or “HDD"} for subsequent viewing/listening,



1 A natural extension of on-demand programming is a personal video/audio
recorder (PVR) capability whereby desired progranm ng (e.g., a "broadcast"
novi e, program audi-o recording, etc.) can be recorded to a storage nedium
(e.g., HDD) and played back | ater. However, the potential unauthorized
copying of stored content poses a significant problemfor content

providers and MSO's (Multiple Service Operators). Since the prograns

stored on a P i " | e", Qi k. i to
oot ect the conFiny ceRnaBRat PGP B ponl i ARG 17,
subscr i b@VR)rcapabiliit mteschwtiesimadyitb gramiring (¥ 0, a fhossless’ movief piopans etdibop box.
The term "PVR' is used herein to refer broadly he, vi deq/ audi o HDD
record aNEPTIBRaspAER" Peirerded goe%'ﬁtoraaampﬁl&m@@s HODbe lalwdi%@gk f%% and a
"DVR' (Digital Video/Audio, Recor d_er% subsystem The term "PVR application”
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| ow- | evedtordd gih o RVR/indy b ackiderdddD ber‘waloatdel, itdn desplably év poidss ihetcententat t he
PVR applicatjan operates..The br.gader .topjc of protecting nultinedi

cont ont g Ak ST AIIPY e essa g dEL By B by Ot el B Vel oo

" di gi t al poskeghibs oPBBRGEWEMBbx. or DRM- Ful | inplementation of a DRM schene

i nvol ves consi derabl e conplexity and expense, .and is often undesirable in

set.-top boxesphewhing P VRS s Red Béreii 16 esket o SHY $Ethi RRTES/a8lioAD Fedore@sd . Dat a
encryption is often used as a neans to_protect data aﬁal_ nst unaut hori zed

access Rleybgek fogtuge el andrinadndes 2 ‘BYR appleationr anga nbiYbe tah Vissoeslio t h

such sc elate to set-top boxes - nostly related to the
physi carﬁiéggigﬁiss%%%%he? st orage nedium (e.g., HDD)

The term “PVR application” is used herein to refer to an application program running
on the set-top box that provides the subscriber with features related to video/audio HDD
record and playback.

' The term “DVR” is used herein to refer to the low-level digital video/audio HDD
recorder and player subsystem that the PVR application operates.

The broader topic of protecting multimedia content against unauthorized
access/copying is often referred to as “digital rights mahagement” or DRM. Full
implementation of a DRM scheme involves considerable compléxity and expense, and is

often undesirable in sei—top boxes, which must be provided to subscribers at minimal cost.

Data encryption is often used as a means to protect data against unauthorized access
' (e.g., stored content), but there are a number of problems with such schemes as they relate to
set-top boxes — mostly related to the physical security of the storage medium (e.g., HDD)
and/or the security of the encryption key or keys. Axﬂong the most serious coﬁcerns for

content providers with respect to simple data encryption schemes are:



and/or the security of the encryption key or keys. Anong the nobst serious
concerns for content providers with respect to sinple data encryption
schenmes are: 2 Published Key attacks, 'Sinple Key Derivation attacks,

PC- based di-sk -anal ysis attacks, Access to deleted content, and -

"Acci dental playback of the wrong content. Published Key Attacks In this
formof attack, a person attenpting to gain unauthorized access to stored
content (a "hacker") discovers the encryption key for a particular set-top
box,. and " publHubHeked Keyredacksey (e.g., via the Internet), where other
"hackers" can retrieve that key and use it to decrypt content on any
set--top box. SSinpisl leeyKegrivagioh atiddkon Attack .In this form of attack, the
"hacker" uncovers a relatively sinple nethod of deriving a key generated
by conbi ni ng iDif-baseddiskanslesdbdtackavai | able to the hacker - e.g., a network
address. (sonmetines referred to - as a MAC address or unit address) of a
set-top box, Acotsrtodtiert cshehgahdon the HDD, the date the set-top box was
installed, or anything else the -hacker could readily determ ne. This

vul ner abi | iiymi@h@%wa%hckggtﬂgaymﬂgg&tm_ a set-top box, is unique to the
set-top box, but can be derived based on information that is readily

avai | abl @ublidedRecasuals hacker. PC Based Di sk Analysis Attack One of the
most |ikely forns of attack is a "physical" attack, whereby the hacker

IrDeC m\éﬁz ngs Hgghﬁ@fonﬁto'?%ﬁa&g 2p886 Mplﬁ% td éﬁ%gﬁhosneztea %géaehs Bls?ocreef 't ina
g content (a “hacker”) discovers the encryption key for a particular set-top box, and “publishes”
that key (e.g., via the Internet), where other “hackers” can retrieve that key and use it to

decrypt content on any set-top box.

Simple Key Derivation Aftack

In this form of attack, the “hacker” uncovers a relatively simple method of deriving a
key gcnérated by combining information readily available to the hacker — e. g., anetwork
address.(sometimes referred to as a MAC address or unit address) of a set-top box,
information stored on the HDD, the date the sef-top box was installed, or anything else the
hacker could readily determine. This vulnerabili'ty exists whe;n the key used by a set-top box .
is unique to the set-top box, but can be derived based on infofmation that is readily available

to a “casual” hacker.

PC Based Disk Analysis Attack

One of the most likely forms of attack is a “physical” attack, whereBy the hacker
removes the HDD (or other storage medium) from the set-top, places it in a PC, and uses PC-
based disk utilities to scan the disk to either find or derive the key. In combination with the
other methods of attack described hereinabove, even sttongly encrypted material can be

Tetrieved using this approach (due to the vulnerability of the keys).



based disk utilities to scan the disk to either find or derive the key. In
conbination with the other nethods of attack described herei nabove, even
strongly encrypted material can be .retrieved using this approach (due to
the vulnerability of the keys). 3 Access to Del eted Content DVR storage is
simlar to file storage on conputer systems, Typically, when program
material is "deleted”, it is not actually erased. Instead, directory
entries aggcegit%lbg% gﬁ Elgocati on tables are altered to nmark the space
occupi ed unused, but the stored content remains on the
storage nedi unf%egng{ can potentially be retrieved, either deliberately or
accidental ly Ua#9 iy sinpifpg t%@leéicéwecmmomputwjrdteﬂm Dfdally | WhepBY0f her
content, rhaterialng deldidd™ torage mediumretains the -
del et ed c ntent. This fteér)rlé(grs %ile}tgjt2 s i%sﬁet \gh‘?”?frtﬂigﬁ?m%iﬂei sk enage nar y
means, logrite tifdes g5 eliernd tcemetistts stianectcupias ke thd doaRnt Esctﬁl‘(ﬁéd R &

tht
Further, td?&[ 0ss) bi |t that after a set-top box 1s "recycl ed" by
MSO (i . o foer![t%qrt Eghga’tq %‘8 %’dtqt%ﬁﬂhh@rede&wedmmdr t o anot her

subscrr beite)lberathhtoracadér&ﬂqu@uenﬁlu Ghd B8 unaut hor access to
cont ent’ stored previ ous subgjzrr ber te%(%ﬁéntg‘rﬁ%tﬂgﬁﬁ%t@ y8 er
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MBSO s havendeaieleed rom subscrj bers who claim that
i mpr oper _ pr.ogr am co(ﬁ)?ﬁeég? g’lm%"gl %ﬁé}%f &%1 ?ﬁ@snﬁ%tt ORbRYProgat *tﬁettmesel i nvol ve

subscr i b&pdkenfemresnyeting faFuttheri trhemat thte(pbsdﬂﬁﬁt)‘ihﬁﬂﬂﬂ%ﬁget gontent when

they tho Eppeog, une f to the Disney( Xhannel Such
occurrenglgg%l%re gelﬂ%?ba(it ‘ﬁ? tﬁﬁggsp PY]O@%@@@tbﬁr@pidﬁiweﬁednmmmtber but
serve toSltthflrbelr)gﬁtathhlﬂaqumt QibBcribes A %Iﬁtggﬂu‘fﬂaﬁtﬂo ﬂe?%cge% oz&%ten?ccess to

t

stored coptent that content is encr stored by
2 Brevmus stﬁ)scn er, eltrf'rer mtenttonally or unintentiona l%lyp

Accidental playback of the wrong content

From time to time, MSO’s have had to respond to reports from subscribers who claim
that improper program content was dlsplayed The most notorious of these involve
subscribers who report that their set-top box displayed adult content when they thought | they
had tuned, for example, to the Disney® channel. Such occurrences are generally due to bugs

in the set-top box firmware, but serve to highlight the problems associated with unauthorized
access to stored content, event when that content is encrypted, '



GLOSSARY DRM Digital Rights Managenent = bVR Digital Video Recorder HDD
Hard Di sk Drive NVMEM Non-vol atile Menory PVR Personal Video Recorder SHA
Secure Hash Al gorithm XOR Exclusive. OR DES Data Encryption Standard

3-DES Triple-BES encryption 5 SUMVARY CEr BdgAENTION In Iight of the
foregoing discussion, there is a need for a srnple, effective schene for
preventing unauthorized access to stored content in set-top boxes. It is

t herefore anpgjtect of ihe Ry @Nﬁn&é&%{{%ﬂ{i on to provide a technique 'for
substantially hindering the ability of a "hacker” to gain unauthorized

access to stopgd cont e B GHt oxes either by analysis of the
st orage nedium (e.qg., HIZ%)a orléf%yR%glﬁegati on of encryption keys. It is a

further objegipef the F'aﬁ?ﬁi:]j vention to protect stored content against
unaut hori zed access w %ou red-lt}cei ng the "robustness” or reliability of the

set-top box PV i.cation running therein. By way of exanple, if
many progr ansgfval\?gxdr ecoﬁgggrglflrt]lgewgﬂlgpypt ed with a given key, and if that key
is |lost, thep he subs§rrisbe5‘)/\cf})ulxg l%”%e the ability to view the content
recorded using that |ost R8y. 1% TEE obj ect of the invention to ensure
1Egialt urfa)hl. s sihyation '%ﬁ?&ﬁ%’ﬂ?&ogﬂﬁ kely (barring a catastrophic hardware

XOR Exclusive OR
DES Data Encryption Standard
'3.DES Triple-DES encryption



It is a further object of the present invention to prevent recovery of
previously deleted content. It is a further object of the present

i nvention to prevent a subscriber in possession of a "recycled" set-top
box from accessi ng DVR content recorded by a previous subscriber. It is a
further object of the present invention to prevent accidental playback of
the wong DVR content. Accordi{¥MYARYtGR THE ENVENTION net hod for preventing
unaut hori zed access to stored content on a video appliance such as a
set-top box/PVﬁpgon?ri es storing programcontent on a digital storage
medi um of the = %‘EF {oraeeing flsemsioyghed if oneed faivesimpler yifiction sit®me for

accompl | shedventitg RARRGILCE S8GU S MAPEIKEY il Quel X associ ated wi th each

vi deo appliance "wth event-specitic Infor %uel y associated wth
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content handl e plerl ve rom’ an ;
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content, uniguel identifying jt. The process of deriving the conten
handl e rrugfl S%‘éoﬁé%%ﬁétg?fcbﬁ/ Wg/ﬁlé\?é the; strege medigm e @i HPD)or iy despeivn off t he
i nvent i on,enthptibakeiskey i s derived from (and optionally identical to)
fi Xed base information stored in a secure protected | ocation of the. video

appl i ance (e. 0.t iseShrhRRHROKLR ’ 0] uitable secure storage is
programmabl e st or age i nt%re-nal Mt re%é?ﬁ@?%%ﬁﬁpg%wzrﬁk& %ﬁ%ﬁ%&ﬂ@?{ he |
pr ogr amaBPatBeried gecqss withoutupdusingtthatrobtstnessthorat lidblitaoE 8setob befor a4 Si de

of the m grgc : t.ne,m crocontrqll.er can access it. This ‘nakes
"hacki ng" " of %ﬁ)gfcﬁdfm%e THF o PYEA S X FﬁF’d PRLGPIOBHS ST Frperded and
acconpl i senerypled et agjvankeynaddie chab ki tos fthdnBe bibs&ftel Yduld lose the ability ¢
decodi ng/gfeew tlotn of enc ted, stored  programcontent,; 1S acconp | Shed
by recreatl ngtﬁlgﬁ%n 8’%&‘&0}‘@%%@?& tgatilﬂ"rtéiPYm@ iR quienhrf the invsotieretotenian dhas
associ at ethit fiemtuh isextramblyl uhlidbly RbRERS & cthstiofRictARRvat  Blndde event-specific

It is a further object of the present invention to prevent recovery of previdusly deleted
content. | ' |

It is a further object of the present invention to prevent a subscriber in possession of a

“recyeled” sef-top box from accessing DVR content recorded by a previous subscriber.

It is a further object of the present invention to prevent accidental playback of the
wrong DVR content.

According to the invention, a method for preventing unauthorized access to stored
.content on a video appliance such as a set-top box/PVR comprises storing program content on
a digital storage medium of the video appliance in encrypted form. The encryption is
accomplished by hashing a secure base key uniquely associated with each video appliance
with event-specific information uniquely associated with the encrypted content to be stored on
the digital storage medium. A content handle derived from, and preferably identical to, the
event-specific information is stored along with the encrypted progfam content, uniquely

identifying it. The process of deriving the coittent handle must be mathematically reversible.



[ lon is the sane as the content handle) and hashing it with the base
ngozgfelﬁi ved from the fixed base information) to reproduce the event key
that was used to encrypt the stored content. This event key is then used
to decrypt the stored content, thereby making it available for pl ayback.
Accor di ng to angt her, aspect of the invention, to del ete content thgt 'S no
| onger desired “GHAUiEe B @vaspestng therievontesith bast kepfs deriaed ﬂmml(ir&ﬂo;ﬂﬁﬁ@ﬁ%eto
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pur poses, | hpbsLiBha o ST ?%@Meﬁjﬁlhd@eﬁé@@ﬁiogrﬂiﬂm?b entoodgeds mé elél s© tnat én
-has uni quecatn@itie-a8HREd fhdim ol Rl rﬁfarocgﬁ%ﬂef.y Qﬂfy thg mgc'}gé%ﬁ-toﬁerr ?M%GSB
different event key, thereby mnimzing the | Kel'i hood™or T . ug
causi ng i ot He8akpy Ggeldng nefi the Fagd hase befordiatiph aifficult Aciegoddiblg td Secanppliter
aspect of the invention, when a set-top box is recycled, all of the _

content hand| es\®&ruling woadtheraspect ofterinvantivmrdeobdihg/desrason, ofteﬂgfg?ﬂga, s_lt_%rgg .

) [ ! | I stored. content irretrievahl e/ undecod _
;ﬁgdg{ Ihg? Pgé ec'[cg}{%ﬁ{c;%so 5 EEP @Sh(‘?& by frersating theevenivereifie H’fmqtloag@@nﬁlee}/la '?'?nt
in I'i ght cohtehtiendkssideitetethaicwat (SaRsd b@;&@g?&g@%a\sl%{h%/ %1{:?% aSE%éCCRupon aON

) Fi, | i bl ock di _a PV e
sogt T? E thl?g\ ,""}I’%E’glrlg ﬂ%&% as fh??é‘fom%gbfwhgg andyaghing itowitle the babwolady (derigpdafrom

I 11 ustr at itigfi-eiddass MﬂrﬁﬁoﬂtOQ&ﬁg&geQ%ﬁgﬁeg%ﬁ wik Q g&eﬁﬁ{’]‘ﬁ%’ﬁg‘ﬁ?ﬁf@?c ordi ng

the invention: Figure 3°1s a data gramllfus ocess
E)]? encr ypCPHgita by hés\/@/%@t key is then used to decrypt the stored content, thereby making it available

for playb ack.

According to another aspect of the invention, to delete content that is no longer desir_ed.
‘while preventing the possibility of unauthorized access to the deleted content, it is only
necessary to erase (i.e. overwrite) the content handle associated with the deleted content. By .
eliminating the means by which the event key is recreafed, decryption of any lingering deleted

content-on the digital storage medium becomes, for all practical purposes, impossible.

Since each unique “event” or item of stored content has unique event-specific
information, each event is encrypted by a different event key, thereby minimizing the

likelihood of a firmware bug causing incorrect program material to be displayed.

According to another aspect of the invention, when a set-top box is recycled, all of the
content handles are erased (e.g., overwritten with zeroes), thereby rendering all previously
stored content irretrievable/undecodable,

_ These and other aspects and ijects of the present invention will become evident in
light of the ensuing detailed description thereof.



(program content) for storage in a set-top box/PVR, according to the
invention; and Figures 44 and 4b are data flow diagrans illustrating the
“process of decrypting stored content in a set--top box/PVR, according to
the invention, S DETAILED DESCRI PTI ON OF THE | NVENTI ON The present
“invention provides protection agai nst unauthorized access to stored
"program content on a set- %&%B&S\QWWRTQEWEMWIWGSW gure 1is a

bl ock diagramof a system 1,00 of this type. The system conprises a
set-top. PVR sysﬁem 102, which in turn conprises a set-top box 104 and
digital storage'%BHT LM 20ack diagiam of aRif R syitei bated wpon a 54HBEY hox, Fo@rdingits al

- storage negeiiRehbh;may be either internal or external to the set-top box
104 and is used for storing programcontent, Secure,' fixed base

i nformation 108g;l i i.Lh d.unigue to the set-top box 104, This
fi xed- base i nf g?‘%%f%%%oag%g&?&staga%lrlg Srhfaﬁn%or%ﬁ?i’ﬁ%tfont Atorsfagauéent pn a storage

subst ant i alpgium; prrorissiobheitventidiackers" by placing it in secure, protected
storage. One exanple of secure, protected storage is the on-chip PROM or
FLASH nenory ofFigur Tisactid flok deiprehiiPskaik ahoch8 oPLRSY e Gmake
readout of, data stored_therein inpossible except by i1nternalF access by the
i cr ocont r8f4BEFR F?rggft forfjosageyn @ sefrtop bex/P¥Rs aesordjeg toathabiveition; end sts i n
many nodem mf};r,olfroce_ssors and m crocontrollers as protection against

- unaut hori zed ddpEPEafRaRd db aredainsflow disgrrasdllustrating Greqmodend of deatyipting swaat her
exanpl e ofcoSRELIRE, Re IRk is P .0r FLASH menory external to a
m cr opr ocessor chisgp%gtb%i nt er’ﬁatg?grta%gttélgmsuggxbg% box: 104. Al though not
quite as secure as the internal protected nmenory of a m croprocessor chip,
such PROM and FLASH nenory is sufficiently difficult for a subscriber or
hacker to access ~-that it provides a considerable barrier to accessing the
contents thereof. The fixed base information 108 is not |isted anywhere on
the box and is not stored in any place that is



[ [ - [ I fi 10 is al so
accessible to a subscriber or hacker. A set-top identifier 1 : o
associated with and unique to the set-top box 104. The set-top identifier
110, however, is not necessarily hidden fromthe subscriber. It can be
printed on the outside of the set-top box 104 and/or can be accessible to

' ' ' - - b 104.
Typi cal 1y, the set top L HEAtHRPET RGBT ale Phret BFGERITRE: ccs or
serial number. The set -top identifier 110 and the fixed-base infornmation

ile both ' he set.-top box 104, are nat_he_rratically .
orthoannal i nELobEEe L0kt S R on s BTl ageass prtired

i nf of mat i canaobn hectep bee o Eiafi8t HifRel 106D Jl & pd -
{”m;gr UZ? Isgprt(:mglé/ ,hgngfi cgl pr (l)tz[:l_eIPgnglrn %Soﬁ t ﬁ%ﬁe'll?/ipl cac{c}(;l,aé%%g%ﬁ xed .
base i nf or WYG’%E 01‘%% ityRe- Jaeisusien coppiisean S%trtp]:cn _tPNQralylitgna]jsrﬁg gigmfilmumta)ﬁ; |

| oped iR { | ; | 1y,
(i xed base. o ormeraen oglod 18 Bk WORel BEBM LE el dp B By
associ at ed TPPR). tHhe digital sopegooxedivdd 1 0Pmef be eitley intéhs BRRBRIGEY the s1qbp 8bLF ed |

[ [ : r manent npry of the set-top box,, but is
g;ie\iteljy(l:{)br?:)%taé%l§£§§6rgg§% & Rr%raglcog%%rg al gorithmon the fixed base
information (1Q8), A ternatively,. hoywever, the fixed base information can
be used as thec%gsuefﬁjﬁv)éif{.baﬁ@f -E?nggﬁﬁsffe@tqdﬂléb@ﬂﬁ‘é@@%tﬂﬁ sgt-top box
communi catitn s Medlhie jofornaiSh 10CR sRhQMhdGhannlf IO N wBlBMIHES
br oadcast .and/ or, .subscri ption program content. Typrcally, the Co ni ca

i ons | i nk Fasessdleto; dagkersbysiacing it itese@wmnﬁestﬁd @mr@ys@m%xahipﬁ@fkﬂ:&;r?,grleg,s
| ternati : . ifﬁﬂiecllﬁl(‘s’ as. a-wre or W

gr ogziband\tﬁl?eet??g? %@g Il‘()‘gﬁclglgﬁ g?%aﬁ net \AérFE‘ PA%?’%OQGOS%%IO&P%%&%&P%F]Ratml\l)

connect i oif® PEYEEREe domeknteadouif dith etomeithdrein imposeibiiesxcbft by internal access by

d-by.th t-t box for, view ng and/or o
F?g? gﬁ?/ng%ﬁﬁg&su gg@%g{es%ﬁsrf@%éweeﬁ%uﬁvg ¢R® ‘Ef@@?li‘@sexﬁﬁm(@%ﬁm@@ evi si on,

stereo Syﬂﬂ@ielwprocessors and microcontrollers as protection against unauthorized duplication of

sensitive data or program information. Ancther example of secure, protected storage is
PROM or FLASH memory external fo a microprobessor chip but infemal to the set-top box
104. Although not-quite as secure as the internal protected memory of a mjcroproces_sor chip,
such PROM and FLASH memory is sufficiently difficult for a subscriber or hacker to actess
that it provides a considerable barrier to accessing the contents thereof. The fixed base
information 108 is not listed anywhere on the box and is not stored in any place that is
accessible to a subscriber or hacker.

A set-top identifier 110 is also associated with and unique to the set-top Box 104. The
set-top identifier 110, however, is not necessérily hidden from the subscriber. It can beé
printed on the outside of the set-top box 104 and/or can be accessible to the MSO/service-
provider by electronic query of the set-top box 104. Typically, the set-top identifier 110 will
be a network address or a serial number. The set-top identifier 110 and the fixed-base
information 108, while both ﬁm’q[ue to the set-top box 104, are mathematically orthogonal

(independent of one another). That is, the fixéd base information 108 cannot be derived from
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ersonal conputer, handheld device, etc.). The present inventive tec
gnploys an gﬁcryption scheme whereby stored programcontent is encrypted
using an "event key" derived by hashing a "base key" unique to the set-top
box/PVR with a "content handle" that uniquely identifies the stored program
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' Fi xed base
st or age i fnfor@efiod & RWLEYRLI84 1@ cording to the invention. ‘
infor:i]ntiolr;L 308a0i s either useg € er| ve a base key 308 by neans of a

rocess s ehplayad B eexdns 53?%’?5%#4 viea SRSk Ry Ik R sEViRb prae <
mai nt ai nedr &had p@lvg@s bmddmt’s mzdé??b@pﬂom% c?iqrt%d% gnyeﬁﬁ] Fﬁoe? nglt Igg:] e
rleagl Ib;‘/l > gv gﬁ%‘%ﬁ)& ? %ﬁ;nﬁé 1% ei& r|"]1|Hc @F °5§atff€1§{? m\?ﬂ%’ﬁ systeybsBk Il conldshes to
record (stbemptiely,deant ottehsuifabledthkDaRE ak aweq%gfgpwgtgggs lzfgﬁ 5 ng%t%le‘c’ier ive
t he base Iieeél gfgg ng Ogl?&fﬁ‘UOfOI va?fe a‘;g;‘ Xe%gvgrlko(%/ Ogo?:lizcu?:m Program content rom

the service provider is decoded/decrypted/converted by the set-top box for viewing and/or

listening on a subscriber’s viewing/playback devices 114 (e.g., television, stereo system,

. personal computer, handheld device, efc.).

The present inventive technique employs an encryption écheme whefeby stored
_program content is encrypted using an “event key” derived by hashing a “base key” unique to
the set-top box/PVR with a “content handle” that uniquely identifies the stored program
content. Each separate item of stored program content is referred to as an “event” and has its

own content handle derived from information uniquely identifying the event. T]:us is
illustrated in Figure 2,

Figure 2 is a block diagram showing the organization of a digital storage medium 206
(compare 106) to store a plurality of “events” (stored program content) 216a, 216b, 216¢ ...
216n. Each event-2'16_a, 216b, 216¢ ... 216n is stored in encrypted foim and has an associated
content handle‘21'8a, 218b, 218c ... 218 that uniquely identifies it. Preferably; the content
handles 218 x” are stored on the digital storage medivm 206 along with the stored content

(216%". Alternatively, they can be stored elsewhere in another storage medium in the set-top
box.
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no conversion process is used, the fixed base information 308a can be the
sane as the base key). Atranslation/formatting al gorithm 324 processes
"paraneters 322 associated with an "event" requested by the subscriber to
produce event-specif i c i nformation 326. Typically, the paraneters 322 wll
be sonet hi ng uni nt. re cha the date and tinme of the
request. Qther in orma %‘gﬁta%} &13 a s@éWfS PRI PIAcAY 9f sRepPlng aneveni 316,
| engt h, fOI(pmgraIIEctdnie)nt) fopstbfhgalis Osdd o BRI VRBOY, Ia@@&dl%lg%tﬁetlm}eﬁtl&{”ﬂge and

will not b E}r.?ﬁ‘ilat ed by .a simlar event request
transl ati o qﬁéd%@ﬂ@r gsed te deiioa msghey 308byanehnt of sradrsvetsha

araneters d@§ event -specific info tion 326.
'FI)'he event - £E§C|Sql3? %ﬁgg%ﬁ%ﬂhg%ggé&g%bg lft]ﬂ) HV?:TSIOWF%CS[SH%G%E]QE‘: OmBESE 199, a

hashi ng afigedt bashinfaRgThiobmeduy 368 Esrmauﬁmtad kewhaa @lse TRE deNERd HeB¥nanel S
' (unencoded/ decr ypt ed)

used.as th tion ke I n-text

content 31 1@?%%% t!é%égruy%il’i l?quﬁg ﬁ/ H%E‘)%t%Q nyahentisellicderivad fiymtasy cont ent
316a. The BrfampivheeadkeyvaB01d a%ﬁ@s@n@é}lo‘fh‘:l&{re the duration of the
encryption process and is discarded upon corrpfetlon t hereof The encrypted

content 316a i SWHIBR sEhRFiBE WBh& t§h% %{’{?are 06 h as
a hard di sk dr(it (HDD) al ong wth a co t lr%g%] ’Iee% ase%nforﬁ%‘ §H§ used
0

to identif¥ USy qﬂflé‘?ﬂ}eeb@ﬁ%/ et Hi8 bcmmwnpf ﬂnandﬂn&réﬂdxﬁpramis Bhe (e\\l&ﬂ%]atﬁﬂ?ciff I C
i nformati ern ver, the content
nandl 0. 318 s o og FOEsERhebd e BT as ol il Yt i Hpaaoh ot fhe base
event - speck®i).c A tiftolation/fomBite algonthmsalm@goceﬁegpérmhbt@}s(ﬁz%socﬁ%@wﬂﬁﬁmf

one- vay mat Qgﬂ“[a}% %@lt @gss u& d to- convert an mgut nmessage to a "hash
val ue" or "grgest? el‘%ﬂ' spbsc @tﬂgwu%?‘i&’ét"ﬁ@c @ﬁa&qmé%t Repically, dipait
message, Ipararhéters haz Wit o 84:0irigliqus (/838 o0 Yed B TR iDL : 4Bl B 8 al:"®
hash val ue Gi%éthé\ |nput messages either inposs or ex r emne

unl i kel.y. Bi imépriatie suchjag C@’éﬂéﬂ‘ﬂ@ﬁﬁ“ﬂ&ﬂﬂé@n‘aﬁm étttima},enpthpﬁnaﬁst én a
mat hemat i Cb@hld)/aléor Bensed %Jr@sh@ecp{hgﬁ?ﬁ%tfﬁ%%&'@%l hé¢ b'esd (I,aftelzdcby & siilar event
. request. The translahon/formattmg process 324 simply organizes and formats the parameters
into a simple identifier: the event-specific information 326, |

The event-specific information 326 is “hashed” with the base key; 308bya haslﬂng
algorithm 328 to produce an event key 330. The event key 330 is used as the encr)-/ption key
to encrypt plain-text (unencoded/decrypted) content 316 via an encryption algorithm 332 to
produce encrypted content 316a. The encryption key 330 is used only for the duration of the
encryption process and is discarded upon completion thereof, |

The encrypted content 316a is then st_oi'ed to a storage medium 306 (compare 106)
such as a hard disk drive (HDD) along with a content handle 318 (ref. 218 x’) used to identify
it, Preferably, the content handle 318 and the event-specific information 326 are one and the

same. Alternatively, however, the content handle 318 couldbe a mathematxcally revers1ble
derivative of the event-specific information 326.

‘ A “hashing” algorithm (e.g., 328) is a one-way mathematical process ﬁse& to convert
an input message to a “hash value” or “digest”. Typically the hash value is shorter than the
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| npossible to reproduce the inputs fromthe hash value, but the sane inpu
QFII al ways produce the same hash value. In the context of the, present
i nventive technique., the "input message" is the conblnatlon"of t he )
event -specific information 326 and the base key 308 and the "hash val ue

t he event key 330 erabl t he hashing algorithmis a secure
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cuccubsi onHasPR A% ALE ututs PO RSk Bl toh oot dobis wiptiogsel,
Fi gure 4a pdecedht santd lowh ehlagr Bnhi kbx&tﬁtb@iﬂeﬁﬂes%ﬁﬁn%ﬁ@@%&hﬁ@gé R <in ut
decrypting store, ent, 416 in a set-top b PVR for case

base key 40§%¢ %HP%%T&?HMUS@ﬁ the gvenispecélip inforwetivy 32Gamsicbebase kaBﬁ&laﬂdilt

rotect ed @gkOhag& 420 S box. When a- subscriber w shes to view
?or |jsten to)a%gpglgll ffsgﬁ%%gr%?%%gntent 416, the content handl e 418

. ted t | f..the con andle is a

ﬁzts gglrgt ?ca}M dg%egﬁb%%m%hﬁ%gléggé 4 e((::lllrg a@%ﬁ’f’%ﬂ?ﬁﬁfﬁf}( %2%5% Fig 3)

used to erdlgyphmiadeptsd as @tbdemhindmtnatith prdcbssi’ng staddard® buy &ty %ﬁtalﬂf—:%gﬁﬁﬁg must
or ,

h t eci fi'c informati on. h
bﬁrgggggsgggcl&ﬁhﬂﬁsﬁelﬁﬁg cﬁﬁwté’ ‘g‘?ﬁg‘iﬁt?“§s ¥&BiHed that the content hand{lﬁ 4ﬁ8 )
dth event- |nfor ion 2 are one and the sane, in iC
.225e tﬁe contenr&%‘%ﬁhé’l’@1 ﬁlﬁg’ﬂé‘ﬂl :ﬂ)ztlﬁafrﬁ’@leo]agﬁ al@@pl*hﬂ@@simdaai hashi ng

al gori t hmp#adsi fbe etdrggtiont BiDKS -abgﬂrEntc ioft Hﬁ’ad S PUSLY when
thg conter{? vva ncrrglgt ed store t o produce angﬁ\t/ent&lg1 \Gggntlcal to
the event R any stab ﬁ‘ﬁm%élg@bﬁhmﬂuldbmgnpibycqgrodUC| ng vi ewabl e,

decrypt ed cont nt 416a. The event key 430 is not stored anywhere, and must
be dgfl ved fromigugedans eAtta fawaliesramyilvatiativgthe pk@ps%aeﬁdénryptm stéred ed

content 4%6ntst 418 i8S sEt665 BRLBYRR the case where a base key 408 (compare 108, 308) is
stored directly in secure, permanent, protected storage 420 of a set-top box. When a-
subscriber wishes to view (or listen to) specific program content 416, the content handle 418
associated with the content 416 is refrieved. If the content handle is a mathematical derivative
of the eveﬂt-specific information (see 326, Fig 3) used to encrypt the stored content 416, then
 the derivation process must be reversed to re-produce the event-specific information. For the
purposes of Figure 4a, however, it is assumed that the content handle 418 and the event-
speciﬁc information (326) are one and the same, in which case the content-handle 418 is
hashed with the base key 408 via a hashing algorithm 428 identical to the hashing algorithm
328 used previously when the content was encrypted/stored to produce an event key 430
identical to the event key 330 used to encrypt the content, thereby producing viewable,
decrypted content 416a. The event key 430 is not stored anywhere, and must be derived from
the content handle 418 and base key 408 each time stored content 416 is to be décrypted and
viewed. ‘The event key 430 is-used in combination with a decryption algorithm 432 to

reverse the encrypf._mn process 332 performed at the time the content was stored. Without the
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viewed. The event key 430 is used in conbination with a decryption
algorithm 432 to reverse the encryption process 332 perforned at the tine
the content was stored. Wthout the 12 event key 430, decryption and

view ng of the stored content 416 is not possible. The event key 430 is
~di scarded i medi atelg after it.is used and nust be recreated fromthe base
key 408 a5Y§UesHtA8Rt dasamipre aad giewingrof fhe stered hentett d 6 i oo posittle. 4T dvent

accessed. ' ; ' 3 el et.ed he content- handl e 418.is
o aseds ci ea ol o feRaiRBADket, 3R L8 R S sLbe B e R R G
unr el at ed and cohtentdrangiedas e@aﬁrttfﬁmmhh&ndeldeoﬂtﬁhwﬁf-is Jd%ﬁé‘sedi.eﬂdi@ﬁ %rdg@eﬁrfl EoRRNT
handl e irrgtrievable, Wthout fhe content handle, the event-specific

i nf or mat | o‘ﬁ%&ﬁ%}?ﬁﬁ%@ Bontf?“ég‘%wﬁ? g’c%lsteF?éefE?ﬂéﬁﬁd RE\fe8s opervaitien sythiskres or
Consequentsoyhe dkkte pN@A kY CRMMOH DB %&Béﬂ%ﬁﬁg%a@ﬁ fﬁﬁlté{&%lmg’é?% gateecgn&eﬁ{“’e”t

1
cannot be decrypted. The advantage of this sc
unnecessarypnelg IgetEevabie: eWitheutdhneonidny bandte therrverfitispedifi¢ mftrinmeion eamiradl kg

rocess) I, l,e, Erasure.of. the content handle
Besoc: at ed aER e cLAE P RIS8RI T, SRt Fup e Rr B etne: IS i Ghced. o
si gni fi carndfegrdelaed ¢omtanh earinbobé deetypaaic s adViliipe DE L QPR ka3 B
. "recycled! (returned to the MSO service provider for re-issue to another
subscri ber ,e%eﬁsé’%@rﬂvémmﬁéﬁe W"ﬁe"%eﬁg@l‘?ﬁ&%%PW%PTP@@W)'DQ%H@RI y and

easily, t higseDireRIBYE Hridge SLHRS BSHER hasH Eéc@ﬁ%c’g\p{_%ﬁ E{&Segglgrb%gfcﬁﬂt@h"(‘égﬁéng

content previously recorded by another subscri I's a

f1ow di agiathffisienide pravides signifipand basier woBhuthériztdecyest.i ng st ored cont ent
416 in a set-top box/PVR for the case where the base key 408 is derived
fromthe fixe et-fon fookereare Srecyd8 (ranuhérbio thd S Meirvige sdooiderifoflirs-etid y as

descri bed ' W ' 0.t he proce 400a,. of Figure 4a.. The
process .46&8@0?%& %ﬁﬁ%}tﬁ? %Jngﬁﬁ%gc b ingd (frased{pgrradiien) geigkly qid gasilye
except i onthehebty prérenfing adbstpsatsubndibermt havkedAdBan viewihd &dnt@Ppretioasiyupon by

a conver s Bl B aRSmer inbdinds | Vo the base key 408.

Figure 4b is a data flow diagram illustrating the process 400b of decrypting storéd
content 416 in a set-top box/PVR for the case where the base key 408 is derivéd from the
fixed base information 408a, rather than being stored directly as described hereinabove with -
respect to the process 400a of Figure 4a. The process 4000 is identical in all regards to the '
process 400a, with the exception that the fixed based information 40éa is first operated upon
bya convérsion process 434 to derive the base key 408. '

In summary, then, the base key has the following characteristics:

¢ Unique ~ the key is derived in such a way that each set-top box has a different base

key.

» Secret — the key is derived in such a way that a hacker should not be able to calculate
the base key for the set-top box, given information about that set-top which is
generally or externally available (e.g. the network address). .
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In summary, then, the base key has the follow ng characteristics: Unique

-- the key is derived in such a way that each set-top box has a different

base key. Secret - the key is derived in such a way that a hacker should
not be able to calculate the base key for the set-top box, given

i nformation ot 5 f-hat. -t which is generally or externally available
(e.g. the neta'b mﬁdc{ggdr%g@@ ’ %Bﬁsﬁ—ﬁg%gﬁm—rg‘ﬁp aspc%ﬁeé]éqt therhecks sancd gasily findbr ed
.in a place thatinthechecketeckdRPigegaGiiby. rbt fh@éadilyrhc@esﬁﬁfe%rx?emaqlir%%?%ﬁgon
storage locatiop; naot in readily accessible external nmenory or on e
digital storaget I3hftorage mefim-ne base key for a given unit never
changes. = Recoverable - the base key can always be derived fromthe -
contents of decdittc - Uprhmsekeeidr e grengeit tat civeges. changes. (Ei ther the base
key i.tself or information used to derive the base key is stored in secure,
prot ect ed st dr alyegoverfible ~Bhs badédyy paroalivdpshet dreive@abmend Qmdad deader PVR

encryption. All rg%ée%&ée%s\;gre deLived by usi ng the base key. Preferably,
the base key i P2 0&fTPEF VR GEYCT SRUGR dEIBF 1Bp Brsater isahorinfoanatimsesed to

i nformation st ateiolit Msskdlk siordBE Y, BRG] &llaghor age area of the set-
top .box, and is unique to the set-top box. Barring 31 cat astrophi ¢ hardware

failure that deBid®ys KehPrSBEdi ife sePhR BTG SHL bFRE:, %%ﬁ%?.t 8@&%@%&% _gmjl :

~al-ways be c{e,tri evable. To further protect agalinst una
to preventdsfivedbrysing therbesmieayu Preforablyy thmbeseritegrit a derhel vee Pro@keevent

(program ! i th its own. uni que key. = Hashing the base
oy i 1 oSk bn e P DR Gal bt & e Fer mi b eliyoee aghes tomat
hashi ng t HPpbexend ispigisitd thd sef-wprtakl BarigialdaektraslEShA ghMAac kS f rom t he

security he .event key si.nce the base key itself provides the security.
" The event eseyOYﬁu@? segire, Igl‘gyep S&,r%ggtaégat the base Key will always be retrievable. :

To further protect against unauthorized access and to prevent viewing of erroneous

program content, each recorded event (program contenf) is encrypted with its own unique key.
~ Hashing the base key with event specific information produces the “event key.” Note that
hashing this event specific information neither adds nor detracts ffom the security of the event
key since the base key itself provides the security. The event key must be, to the greatest
extent possible, unique for eaéh event for the Iifé of the product. This implies that the event |

specific information nused to create the event key should be a value that is unique to each
event,

~ To insure against unauthorized access to stored content, the event key (like the base
key) must not be stored where ii; can be found by a hacker.” When the stored key is deleted,

the event specific information and/or content handle associated therewith is also deleted.,

Thg present inventive technique maintains robustness of the set-top box/PVR system
by ensuring that the encryption keys cannot be lost. The necessary keys can be derived at any
time (barring a catastrophic hardware failure).

By securing the base key and encrypting each “event” separately by a different event
‘key, the likelihood of accidental playback of erroneous content is greatly reduced. Further,
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extent possible, unique for each event for the |ife of the product. This
inplies that the event specific information used to create the event key
shoul d be a value that is unique to each event. To insure against

unaut hori zed access to stored content, the event key (like the base key)

must not e re.iit can hacker. ' -When the stored ke
i s delet ed‘%tﬁquﬁg‘ i?é%? °Ys fberqmes 4i ‘-P%FB& ﬁﬁt@R?ﬁSlgﬁdS" G?Cflél@ir@%lé itayhapkctesed or Y
associ at e%rbheﬁ#y\ﬁélbte&(%mﬁbﬁoexﬁé@ ?Ta%ten-ﬁ dgé&%?“t inventive technique

mai nt ai ns robustness of the set- system by ensuring that the

encryption key riv a
time (barring gn%ggﬁgg%%lggﬁ%fg%meé rgﬁc ?Qﬁ %gjrdé?és & %Zléaullﬂ’cﬁﬁ ¥ He 8?501:?%‘5
and encr yponigt ethetthareviden/ Huctre prantatt&iuyh byprivatah drican Bifor@MBe (likk@yeiall he

l'i kel i hoo ent al of erroneou ontent is greatly reduced.
Furt her, %ﬁgjmﬁﬁ srtg’hc © ger?’tpaﬁsé‘é% 3 %#yt@mgtt bg$enfspossi bl e to

decrypt aretciyp B.MU mmrselﬁbn@é andPdsS)Et @i‘ﬂ? |a%oﬂ%ﬁﬁ{aﬁgle(€ﬂfht &0k daté nt)e;lgx B¥hed

det ermi ned hacker, An additional benefif to the PVR encryptio ecryption
i s that |tpr‘&t§ﬁe é‘nﬁl‘étgﬁﬂ%eé a6pe58 Ectubsqibhtse persorehéata earpalso/heimerentsti o cont ent
such as private personal informati omgl i ke social security nunbers, cr edi t
card nunbers, Q@ﬁg‘ ¢ Byentionday beepyle ﬁ@thhmbmumwﬁlmmﬂb@hmﬂntéﬂemoﬁptnson

schene an each.data ite

or ot ect bR S0 iRAL Sl AN sl Tt B Broateale Bosk Sipeg iy
pr event ed that indightye thm&ﬁgbtngﬂed@hﬁgé)&@@oﬂh%w Iﬂ’ibﬁdvdnﬁo@i%fﬂitbﬁtﬁﬁlt@&nw&@aﬂ
enbodi mentsﬁcht ereﬁ,res g:fb evi d nt, t hat alternatives, nodifications;

‘and vari ati ons W B@P@ﬁ?ﬂ ARG 8s | ﬂ’é%lthPﬁmeﬁ"élS&?HeqfﬁhqarP@mdedf

t he foregeolaitgs.t eachi ngs. Accordingly, the invention is intended to enbrace
all such alternatives, nodifications and variations as fall within the
spirit and scope of the appended cl ains.
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15 Cdains: |I. A nethod for preventing unauthorized access to stored content
on a video appliance, conprising: storing fixed base information uniquely
associated with the video appliance in a secure, protected storage

| ocation in the video appliance; deriving a base key fromthe fixed base

I nformation; and storing programcontent on the video appliance by:

provi di ngCfairngir am content to be stored on the video appliance; deriving an
event key by hashing a base key with event-specific information unique to
the program content; encrypting the programcontent with an encryption
algorithmto produce . encrypted program content, using the event key as an
encryption key: ‘%IEPﬁ\?F‘ﬁ‘@' PEevEBtEautharigndacessy in Hored eantent os paidedi c

i nf or mati gguliagt Ebrﬁﬂ-x encrypted programcontent on a digital storage
medi umin ﬁ%le vef’)deo appl i ance; and storing the content handle in the video

et hod accor di g Rl b Oy Rt RLED s Bl RIS oS Reptirsin Shase

i nf or mat i estusy, protdeeedseirae. lochtioAiRE Mado agsined;ng to claiml or 2, wherein:
the event-specific information and the content handle are the sane. 16 4. A

met hod accor didgving adasg lfoEOI?EﬂTQrﬁX@d base infommation; and
storing program content on the video appliance by:

providing program content to be stored on the video appliance;

deriving an event key by hashing a base key with event-specific information

unique to the program content;

encrypting the program content with an encryption algorithm to produce

encrypted program content, using the event key as an encryption key:;

deriving a content handle from the event-specific information;

storing the encrypted program content on a digital storage medium in the video

appliance; and

storing the content handle in the video appliance and associating the encrypted

_program content therewith.

2. A method according to claim 1, wherein:

the base key and the fixed base information are the same.

‘3. A method according to claim I or 2, wherein:

the event-specific information and the content handle are the same.
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the base key is derived mathematically fromthe fixed base information. 5.
A net hod according to anyone of the preceding clains, wherein: the content
handl e is derived mathematically fromthe event-specific informati-on by a
reversi bl e mat hemati cal process. 6. A nmethod according to any one of the
preceding clains, further conprising: retrieving and decrypting the stored

program cont en, R¥ieth@CdcB@Hingdo biafin $VEH3 wWREEILL i ¢ 1 nformation by reversing
a mat hematical process used to create t?he content handl e; hashing the

content handl eth\é’ibtai?:léeg}‘?sWd%ehﬁ&%%@%&%&e%aﬁw decrypting

the encrypted program content on t storage um-using the
event key as a decryption key. 7. A nethod according to any one of the
preceding clains, further conprising: deleting undesired stored content on

nge\s{: (rjgg S?gl%?g’%ﬁ@gﬁ?;@gg\o %‘e‘f‘ﬁ%ﬁ’%ﬁeﬁ?@n{‘% %%%gﬁvieg%%dow E Eet gsecedi ng

cl ai ns, wherei C : i I S: A et had. gecor di to any
one of the pr e@gggﬁg}f? al eﬁ%?i@%éecﬁgf&ﬁe@%éﬁuiﬁﬁgﬁe %Vgﬂgﬁjgclglc 8?’3’1“88%%& t he
di gi tal sreveside metheosatical frokess. A net hod for decodi ng encrypted content

stored on a video appliance, conprising: providing encrypted content on a
st orage nedi um associated with the video appliance, said encrypted content

havi ng been ermrﬂmeﬁd)dlh‘éi:d}ging@o%e&{edfﬂe;%&%%%lﬁsawfgﬁfgﬁg?@gd key

~with event-specific information uniquely "assocrat
content; . retrieving and decrypting the stored program content by:

recreating the event-specific information by reversing a mathematical process

used to create the content handle;

hashing the content handle with the base key to produce an event key; and

decrypting the encrypted program content on the digital storage medium using
the event key as a decryption key.

7. A method according to any one of the preceding claims, further comprising:
deleting undesired stored content on the video appliance by erasing a content handie
associated with the undesired stored content.

8. A method according to any one of the preceding clé.ims, wherein the video
appliance is a PVR.

9. A method according to any one of the preceding claims, wherein the content handle
is stored on the digital storage medium.
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provi ding a content handl e associated with the encrypted content, said
content handle being derived fromthe event-specific information by a
reversi bl e process; recreating the event-specific information by reversing
the reversible process; recreating the event key by hashing the base key
with the event-specific information; and decrypting the encrypted content
‘usi ng t he eventiOka¥n@bodfof @soNiRE e cdi.ng to claim
10, wherein: the base key is de%ive ‘%?gﬁ%%??@ﬁaggggﬂFﬂgﬁﬁ%%¥gon securely
stored i n “PREMNGeo appliance. 12. A nmethod according to claimi10 or 11,
wherein: the base key is securely stored in the video appliance. 13. A
met hod accor di REPViding ensrymterontent ayra storagdhmediiim: astdoitedoritietht vidas abptiaasg t he

event - speghifiichct ' : etk A hod accor di tQ any one
of ol ai o 45 fer s CaGd hiAg Rec 1B BNy an ST kY e OEHY frsfihe aSaSe o
for prevekey wihgrenishenficiatbrmetessniquelsissodatedwith Has@edt@mdnton a Vi deo
appl i ance, conprising: providing a video appliance having: fixed base

i nf or mati on unp@yilingree (mgant bmﬂfeeaﬂsdciamld\siﬂcﬂhé encrﬂfg@d &?&@d sbi@%@%t}eﬁmaﬁaléer eof ;
and a di gjf: r i um associ ated.therew th_and accessi bl e thereto;
provi di ngb%ﬁédgllri‘%r%aérign g‘%ﬁﬁﬂﬂ#’@%‘ﬁ oAby drevers €% ng bet ween a
service provi he vi deo. appliance; providing event-specific

i nf or mati on un%%%gﬁlgédtgé%‘%ﬁﬁ?@?ﬂﬁoﬁnﬁﬁl@yﬁvﬁﬂﬁg thsreyegsiblg process;

recreating the event key by hashing the base key with the event-specific information;

and

decrypting the encrypted content using the event key as a decryption key.

11. A method according to claim 10, wherein:

the base key is derived from fixed base information securely stored in the video
appliance.

12. A method according to claim 10 or 11, wherein:

the base key is securely stored in the video appliance.

13. A method according to claim 10, 11 or 12 wherein:

the content handle and the event-specific information are the same.

1% A method according to any one of claims 10 to 13, wherein the video appliance is
aPVR.
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stored on the video appliance; encrypting programcontent to produce
“encrypted program content, using an event key derived fromthe fixed base
i nformati on associated with the video appliance and the event- specific

i nformation; storing the encrypted programcontent on the digital storage
medi um associ ated with the video appliance along with a content handl e

derived fromths &Yx?é%ddsfgleﬁje{/énﬁn.%%ﬁﬁﬁ@ L@ BeceNd sﬁ?@ﬂ%%)%éﬁgﬁ}é\ee oo d1®

encrypted program content;” recreating the event key i Xed base

i nf or mat | BideaApplianes, eomprisiagyeci fic information; and using the event key to
decrypt the encrypted programcontent. 16. A nmethod according to claim 15,
wher ei n: the fpsosdlingaedendnpliameihonings used to derive a base key which in
turn is used to derive the encryption key, 17. A nethod according to claim
15 or 16, wherein: fikes bageinforsptiai finiqud théretorstdrédin azachre, peotecad lesdtionand! e

are the sane. i t.hod according to, cl.aim15, 16 or 17 further
conpri si ng: deﬁ"g’i"*i&ﬁa‘l@ﬁg@é‘%ﬁﬁ°ﬁ%¢ﬁ8‘?@%%ﬁ”&’8ﬁf‘@ﬁ°@ @%ié'g?‘?ﬁﬁ%]ﬁﬂ?@%ﬁnt ent
handl e associ ajed .therewith. 19. A metho ccording to any one of clains
15 to 18 wher 2]|5r§91§131|gc?n\c; CHESreopap Lo Hﬂ‘ﬁ%\?ﬂmﬁﬁ'?%ﬁp&g BRSNS e for
storing apdvidecad thevidse apriagek; cont ent, conprising: a storage nedi um for

storing the encrypted content, said encrypted content having been

encrypt ed _ufs | ngroviding\evait-skeifi€ nfstRtoMinifad biiBcided 3B Pfedfat¥ichitent to be
event -s pe&é)reéi %n the video appliance;

encrypting program content tq!produce encrypted program content, using an event key
derived from the fixed base information associated with the video appliance and the event-

specific information;

storing the encrypted program content on the digital storage medium associated with
the video appliance along with a content handle derived from the event-specific information

and associated with the encrypted program conient;

recreating the event key using the fixed base information and the event-specific
information; and

using the event key to decrypt the encrypted program content,

16. A method according to claim 15, wherein:

the fixed base information is used to derive a base key which in turn is used to derive
the encryption key,

17. A method according to claim 15 or 16, wherein:

the event-specific information and the content handle are the same.
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[ rmation uniquely associated with the encrypted content; a processor for
k?;orecreating ?he gvent-specific information associated with the stored
encrypted content and (ii) recreating the event key by hashing the base key
with the recreated event-specific information; and a decoder for
decrypting the encrypted content using the event key as a decryption key.

21. A video applgi | SRR et I 'ﬁﬁ‘.ﬁ y\/ner.ei:n the appliance is
a PVR 22. A \e?ge%qg%%?cit%ﬁce |gﬁag%§%\rytsj’alr$cée% 1\7\” g SPRYSIE or 21, conprising

a receiver for defefffindeRfbdleAGvHRg Eéflﬁérﬁ‘gy%xoagfhg e don 2 i Bssoctated ovider. 20
' therewith.

19. A method according to any one of claims 15 to 18 wherein said video appliance
isaPVR.

20. A video appliance for storing and decoding encrypted content, comprising:

a storage medium for storing the encrypted content, said encrypted content having
been encrypted using an event key created by hashing a base key with event-specific

information uniquely associated with the encrypted content;

a processor for (i) recreating the event-specific information associated with the stored

encrypted content and (ii) recreating the event key by hashing the base key with the recreated
event-specific information; and

a decoder_ for decrypting the encrypted content using the event kejr as a decryption
key. '

21. A video appliance in accordance with claim 20, wherein the appliance is a PVR.

22. A video appliance in accordance with claim 20 or 21, comprising a receiver for
receiving the encrypted content from a content provider.
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