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the service provider"s boundary and care routers. In particular, RSVP
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signaling process is frequently refreshed (by default once every 30
seconds) wo mEed2ae forwardi ng path across the | P network PEH/USOHAHS and
therefore informati on about the QoS and capacity requested by a fl ow nust
be conmmuni cated periodically. This so-c&lled soft-state node of operation
creates an additional processing |l oad 0rf"a router even greater than that of
an .ATM switch. Furthernore, if the processor of a boundary router is
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request appropriate resource allocation at each network element between the transmitter and

receiver, policy queries by ingress node 12b-12d to determine which flows to admit and police
their traffic accordingly, as well as numerous other handshake messages. Consequently, the
processing required by Intserv RSVP signaling is comparable to that of telephone or ATM
signaling and requires a high performance (i.e., expensive) processor component within each

boundary or core IP router to handle the extensive processing required by such signaling. RSVP
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- Diffserv network customer link can experience a Denial of Service (DoS) attack if a number of




solution to the DoS attack problem Figure 5 is a nore detailed block
di agram of a QoS-aware CPE edge router that maybe utilized within the
net wor k wiccépidresebur es depicted in Figures 4 and 7; Fi gur ePGRUBE/83450r e
detail ed bl ock diagram of a QoS-aware boundary router w thout VPN function
that may be utilized within the network architectures illustrated in
Figures 4 and 7; Figure 6B is a nore defailed block diagram of a QoS-aware
Pﬁu?dary Louterlhavgng 5h WO 02/ 076029 - 6 PCT/ US02/083=15 VPN function

at may be utilize within the network architecture illustrated in Figure
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respectively identified by letters a through d. Each CPE ER provides.

net wor k theradiniged Bows execedstbe caparity Xiofggress hiak Lot ngdf(m'\ié?sulfwem@éﬁwaéef
provider net rh{?based VPN ma u [ TBNY NDre customers than the two
shown |nS‘ErH‘i°\é\Q? _Lﬁuét_.on}eﬁsit?\%er}é@% S'rly ¢ommuni cation scenario depicted in
Fi gure 3, hostgvitiat & the likRtaliOhattéhdant to conventional implementations of the Intserv

and Diffserv standards, the present invention reco gnizes that it would be useful and desirable

to provide a method, system and apparatus for data communication that support a
communication protocol that, unlike conventional Intserv implementations, is highly scalable
and yet protects against the DoS attacks to which conventional Diffser\{ and other networks
are susceptible.

A network architecture in accordance with the present invention includes a
communication network that supports one or more network-based Virtual Private Networks
(VPNs). The communication network includes a plurality of boundary routers that are connected
by access links to CPE edge routers belonging to the one or more VPNs. To prevent traffic from
outside a customer's VPN (e.g., traffic from other VPNs or the Internet at large) from degrading
the QoS provided to traffic from within the customer’s VPN, the present invention gives
precedence to intra-VPN traffic over extra-VPN traffic on each customer’s access link through
access link prioritization or access link capacity allocation, such that extra-VPN traffic cannot
interfere with inter-VPN traffic. Granting precedence to intra-VPN traffic over extra-VPN

traffic in this manner entails special configuration of network elements and protocols, including
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the first VPN custoner coupled to CPE ~ edge routers 24b-24d, those within
a second VPN custoner's LANs coupled to CPE edge routers 25a-25d, as well
as siteswapomreekot 0 ot her unillustrated CPE edge routers PCHMUSER/a834boundary
routers 22a-22d, may all transm.t packet flows targeting the LAN coupled to
the first VPN custonmer CPE edge router_g4a. If the conventional Diffserv
network of the prior art described above with respect to Figure 2 were

i npl enented, the outgoing access link 1 of boundary router 22a coupled to
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in accorg‘zﬁg]g),with the present invention can be realized as a CPE-based VPN
i npl enen 10N, as described below with reference to Figures 4-6, or as a
net wor k- bas ed FiRiVeiqiithstrmataatexomplaag netesdk arbkitecturs Slabprowides a CoEebasad ¥ AN

Figures 7-8. Re errinsg first to Figure 4, there is illustrated an exenpl ary
networ k aelotion tocthgRoS3wtack Rrobdsl oys a CPE-based VPN to resist DoS attacks.

The depicted Ik i LIAG; F;q%so ,Od3-hivaRICPE Iregtet fRadidbly be
net wor k 44, a%%@%??%ﬂ%{lgg%%‘ﬁ?%mﬁg V\Drkﬁ4%, and a Iﬁ?gl ity of custoner
Local Ar gglitNet withiosthé héheyk a2hit€ustes depictedisFigaressdand Ticl ude one or nore

hosts 7. VO %‘%&7(56604&2 193 am repﬁéiygﬂo glcl)g? gﬁgram of a QoS-aware boundary router without
VPN function that may be utilized within the network architectures illustrated in Figures 4 and

7,

Figure 6B is a more detailed block diagram of a QoS-aware boundary router having



48 that can function as a transmtter and/or receiver of packets

comuni cated over one or both of networks 44 and 46. In the exenplary

i mpl emenwal 020016021 ustrated in Figure 4, it is assunmed thapCT/uSt2mses5 LANS
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be used to access the other network. That is, since tﬂg%\?_gﬁgers are on

separ at eagsesslink yofrhowndary rqutep22n, xhile directingdrafils fo oF SheHSF AR i s
possible. Wth reference nowto Figure 5 there is illustrated a nore
detail ed bl ock diagram of a QoS-aware CPE edge router 34 that may be
utilized within the network architecture depicted in Figure 4. As
illustrated, CPE edge router 34 includes a nunber of LAN ports 60, which
provi de connections for a correspondi ng nunber of custonmer LANs 32. For
example, in Figure 5 LAN port 60a is connected to a custonmer LAN 32

i ncluding a nunber of hosts 48 respecéively assigned 32-bit | P addresses
"a.b.c.d,"” "a.b.c.e.,” and "a.b.c.f." Each LAN port is also coupled to a
forwardi ng function 62, which forwards packets between LAN ports 60 and one
or nore |logical ports (LPs) 66 residing on one or nore Wde Area Network
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WO 02/ 076029 -10 PCT/US02/083:15 nultiplex packets fromlogical ports 64
onto the transm ssion nedi um of an access network 38 and forwards packets

r ecei vedwig ozm7ae@ess network 38 to the respective | ogi cal PEBIUSOAISE4S zi ng a
forwardi ng function 70. When a LAN port 60 of CPE edge router 34 receives
packets froma custoner LAN 32, the packgts first pass through a classifier
80, which deternines by reference to a tlassifier table 82 how each packet
wi |l be handl ed by CPE edge router 34. As illustrated in Figure 5,
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the illustrated enbodi nent, scheduler 90 of LP-2 66a inplenments WQ based
upon the weight w associated with each LP queue i and the overall WQ
schedul er rate r2 for logical port 2, thereby shaping traffic to the rate
r2. Finally, as noted above, schedul er 68 of physical WAN port 64 services
the various |l ogical ports 66 to control the transm ssion rate to access
network 38. CPE edge router 34 receives packets from access network 38 at
WAN physi cal port 64 and then, utilizing forwarding function 70, forwards
packets to the appropriate |ogical port 66a or 66b as indicated by
configuration of access network 38 as it maps to the |l ogical ports. At each
| ogi cal port 66, packets pass through a classifier 100, which generally
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1 WO 02/ 076029 -12 PCT/ US02/083~15 based upon the packets' DSCPs. As
descri bed above, queues QO Q@ of LAN port 60a are serviced by a schedul er
102 t hat wowalozeeat s WFQ and transmits packets to cust oner PCENS®A834ef erri ng
now to Figure 6A, there is depicted a nore detailed bl ock diagramof a QS
awar e boundary roister without any VPN function, which may be utilized
within the network architecture of FiguPé 4, for exanple, to inplenent
boundary roisters 42. As shown, boundary roister 42 of Figure 6A includes a
plurality of physical ports 116, a plurality of |ogical ports 110 coupl ed
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connection to best effort IP public network 46. Alternatively, in a second configuration,
boundary routers 40a-40b and 42a-42b may be individually configured to shape the‘ traffic

destined for each L2 access network logical connection to a specified rate, where the sum of



For traffic communi cated to access network 38 through boundary router 42,
classifier 132 accesses classifier table 134 utilizing the DSCP of the
packet s tm ebg7ed each packet to the appropriate one of qRET/ESIIBH 2 for
the QoS indicated by the packet's DSCP. For a custoner that has purchased a
Di f fserv-enabl ed | ogical port 110, this_ has the effect of delivering the
desired QoS since the source CPE has. pbPl’ced and marked the flowwth
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234a provides forwarding routes for VPN A, and VPN forwardi ng table 234b
provi des forwarding routes for 14 . .. WO 02/ 076029 -15 VPN B.



PCT/ US02/ 08345 VPN forwarding tables 234 are accessed utilizing the source
port and DA as indices. For exanple, in the exenplary network configuration
r epr esentyarh2/ored2or war di ng tabl e 234a, traffic within VPN PCHUSIZ884d with a
DA having a 24-bit I P address prefix of"a.b.d." traverses TNL-1 240a, and
traffic received at TNL-1 240b is direci&_d to LP-A 224a. Simlar routing
bet ween TNL-2 240b and LP-B 224b can bé&*Seen in VPN routing table 234b. As
di scussed above, VPN forwardi ng tables 234 can be popul ated by static
configuration or dynamcally utilizing a routing protocol. Follow ng

pr ocessi myltiplex packetsdiom ldgica pouis164 Gi80 theicansmésseonamediom afiap aeesyinetyorlp 38

r ket wiid P et opaok S SRRl Bl ete febrori ol BpeniN oBEBI R FoygPRRE ' ©
packets PFRGMREnMAIARHDAFOS cl ass associated with DSCP Ol 0 are placed in

Q1l, and traffic marked with DSCP 000 is placed in Q0. Schedul ers 6 %nd
'252 then schedVhen aLApiporb60 plERE edgefrpuier gﬁ@q@yew@mt@%em%%e& 32,

est . Weth ref ' . S
et ar hepace Biskphsh FRRf § RPEb e WA telenmidiEE chfirdnot Ad (IR Bitribie
sol ut i ongs RowhkackRket Willle Handlt ®NCPEedge giuter 34, Alsiiltwstmedlcn Figuere §jclassifles

and traffic notations are utilized to identify features) C(()irres onding to
f eat ur estable §omaphaves mymbe of indices,ineluding Sewrce Addregs (SH)An SB‘@’&‘PH Tess

t wor k i f, i Ton ) | i
re e ORGP G P e SRl inTrpr [0, RRIARNBe D) 8 6r ShePhiias
publ i ¢ nebpdekéR’ i theBrarkior Bhnspyriddyee hedderse BakatnaionArpaak ddstvatiek Sor(opaks)

32. As above, custoner LANs 32a and 32h belong to the sgme nd . ea

i ncl ude owee of thessriadices clasaifies ’F?a@btalaﬁvaﬂu?k'{or% O%fﬁméﬁ%‘ﬂ’i’fmﬂ&é%‘%ﬁ’
receiver _o at s. ' iMbeautiZEd &5 g cesUher
34 and aa‘b@gﬁ%ﬁ‘gﬁb‘zéﬁ‘g&ﬁﬁ@ﬁ@#&%éﬁ@gf%g{aﬁ%g& net wor k?(g.g., an
L2 or L3paskeesk alimmivienitadiméms obihe peesenttioventionslooku aithk destigation’kF god
4, which have separate | ogical  connegtio or S and. be ff.or ic,
access néesiipatign ig ﬂua%erﬁﬂwoe&ﬁbféﬂ f@&ﬂ?@%ﬁ)ﬁwe@%ﬂ ﬁﬂgtfoé‘r@tritggr Lg?r; clhdsftc

D ffservggnabled I P VPN network 44, which have separate | ogical connections

to boundary routers 42 of best effort |P public network 46. Thuts, i ntra- VPN
traffic desti mecshbem, tablewnty valuesivdthin classifigunphle 82 may bedully spegificsh PRy «

46 bot h.zout ed.th h bound 6,5 '
wor k- condertifsit Bineipieng o MRSl B e bg oo Pa ol e SAs of hosts 48
WO 02/ 07@PZAN 3B aR @l R2RitHBirpdblt Posidiskes, PAsof teverhl deitinetien hosdsara

consequence, the conplexity of boundary routers 156 necessarily.increas
because @ 'ltib\utﬂid?amgﬂ‘i-btttlélﬂddls@ pﬁ&&esﬁ}%1d§ﬁt§%paﬁlcglé{,§’r%0 %@@F‘Eﬂ‘ 1%bl e

for each.aftached custo : ' iEor ' bdhk
tnat can ‘B ALEa S ARFRPcin B ol ke, IELERE BRCMRKEL BRY DR
depi ct ed vgRies, WeichifbeTht&dre dlowdiaag taken GonaRYS- RESY eneseagesomay be gpeafiedfori n

whi ch the policers, shapers. schedulers, | ogical ,por} access networ

connect i @l efamplﬁﬁﬂfmrnﬂ%h@t fons @é’r&?‘@nﬁlﬁn‘flf‘%l}{eé&ahﬁ)%ﬁpmf\?}c%é at pOHQerlh and

Diff - 5 t | itH o K k.
Serv Pﬁér}g&l dlgféi g’pgﬁ@%ﬁ%&?@ @Qn‘é@‘s%eﬁx\éﬂ&a Wikt DSTH 10 111es WadlKas packets

architec As” shown, boundary router 156 includes a
pl ural i t yhaoingRhSAi ‘d.c.od niakal7eith SRS iHowevsr, rbasvidiex tably 82 distingyishesy

lurality of Diffserv-en ed, |l.ogical. rts 174 . AG

154 by o PeBrSRR AT UHEE BTFrL So Rt R b g ng Bl 4@%&5%@%&%3&@%;%%
for outggj t (iRQ ifHOIPND Fraffic) dndataffioaddressed tss
bet mengﬁ%‘glﬂ%g&?gglgratsg@%ﬂg%g%wgggﬁ lports 173. c,geca saeii(ﬁ_ach CEEMa

e‘ ”»
rout er 34lsesvhenupl the Interaet Kbenewira VPditraffic) SEhusy besause AP adgrgssePraiiess g%ﬁr nk

t hrough gccess, network, 154, . each .ne I ' 4 nﬁ%}@qh@geDAsis
boundary %ﬁtyer“%ﬁpw gﬁég}opggqtlﬁsgl*@e‘}?ﬁg%ggl eﬂ‘%gﬁgé‘? ports 174, one
for intragyRiaUpaf §6£totsikeraites withinehd saméRPN pedritheDiffserv-enabind/ TR VPN network

D ffserv-enabl ed | ogical ports LP-AL 174a and | P- 4 serv si ngte

cust omer 44 whildell other tgfficiswemy vie LRt @b ‘iorh?FtLFét’é't @tzqubl‘%‘?%ﬁﬁg 4§US'[ oner

sites having the 24-bit |IP address prefixes "a.b.c.” and "a.b.d.” In the
depi cted enbodi nent, LP-Al 174a provides access to QoS traffic comruni cated

across Diffserv-enabled IP VPN network 44 to and fromsites belonging to
VPN A, while LP-A2174b provi des access to best effort traffic to and
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frombest effort IP public network 46. As further illustrated in Figure 8,
each core-facing physical port 176 of boundary router 156 is logically
partiti owedb2ionéoa plurality of sub-interfaces inplenent eBCHESI20§345al
tunnel s 180. As will be appreciated by those skilled in the art, a tunnel
may be inplenented utilizing any of a \r@al ety of techni ques, including an
| P-over-1P tunnel, a Generic Routing Encapsul ation (GRE) tunnel, an |Psec
operated in t unnel node, a set of stacked Miulti-Protocol Label Sw tching
(MPLS) labels, or a null tunnel. Such tunnels can be distinguished from

| ogi cal port sThmldghai porb 66 end)LP qneratawhich pasketsara fopyasd m@gt@aiﬁt%@med by

associ ated.w t a tunnel in a ted or I

ot oy B e e (e n GRREDY Bl TR R RO EHESRIER B, b VPN DG

02/ 0760 %m}ihfﬁffr&%@%&wmt IARIR roldif 2 ArEbutet 84 ssHotdemutehinsthled fordid on
boundary router while the bottommopst | abel determ nes the destination VPN

‘I'n oper asamedestinatioad®iafl{itess. Ayph priodtycan be aghi¢veddn gnxafseyad waygi Bgluding (i

rout or - 188 % e Rar Ny PRaR (GO BT PRRE BB LT il PR AGRERLERGE

by ref er gnggid fbu@mg% peedll UReribta®aick Ioel(Z)twdeloe' EEGP td\mﬁﬂlpbath &PN phdessarid er
tables 190a and 19

b are accessed utilizing r¢D S an index to
det er ni nlaternet rapies.opith ahighsnlocal prefesenss b@g@ve@ bﬁ?yaré’&?esport PHY-1 176a
oS By s PR G e AL LGBl syl by

classified by |er erence to a cl bl'e 197 to
det er m ngnhdamadkeRy MIO[ ML, MDD asamdfcatﬁddi;aﬂas@ﬂembﬂ@& emtthep awkteheddry fonearding

at "L achpisy 62t cHRpGloRl oo 468, P8 Saectird BhtiecebE R » il B

ports 17 %dﬁﬁgﬁ%él E)B&e%slﬁe Qiketie] B HBEL duRudRD e iiBULY ebsifier

194a- 1947 assoclated with a respective VPN and shared
| nt er net tabler 8Zar dJanuenmb IQQ Qngerfﬁmsadmmorez@rmléaaserd)um githey availgble puffgr

t t di P, t
For war di FeEABYEiSBolSE ok PR BT an P Aa s it B bllriRiLp
packet s 5 DOLQY ab&rdidg @6 a ddkcted £dheﬂhh gdﬁ@r{tmm aith ab Firet Thpliest omoﬁnF@); ed
for Internet access) as a source. Forwar

ing tables 194 are accefse
utili zi nBriofity, Wangh‘adpl&omanRdbmA(WRK)nW%éged Fair Quening §WHQ) emE aéﬁ'gﬁ‘ﬁ?dar y

net wor k g¢onf.i on repres nt ed . n. tdi

traffic 8‘:‘1823@% oL, expm v}rhéhe 11@1%& é%h%%adgr ésss‘;h%rée f;z&offaﬁ"iplE 6%1'

traver segydibfnedts IWE®) baskd hﬁo@mer@elgl?uvi(ass@mated WY gaeh LPt quehié i u and tlm/twesaib

TNL-2 180b (which could be a null tunnel). Forwargl ng. tabl e @] furthe
e

i ndi cat eSVEQ® achednier sate/pNor Jogical port %dbifrﬁbmslwalm 4 fogbg rate r2d| F1oted p- A

1 174 d al
T 23p0Braviarcbedirts Oy AN Ml SRR BEpl IR o dooEphiol e

i's sent tndads#ad fAbto a'dcais‘netwbxfkatiSterm nat es to ot her ports on boundary

router 156 (i.e traffic_havin

boundary I’Ol(.lt &P gizerppar 34Fesav %P?fh‘ %‘0 QCSf%féeiwﬂgﬁ#Oatwgg%h&g{cagpsoq b4
forwar di Yok ek s RSE 6 1o0gidagport 564

t hose assﬁ%%%g ‘?‘ﬂgﬁm&?é ﬁlh&%ﬁc?”éi th%s%bagre ass?g%gdpto |dr%: ?r?%cei on
boundar y of 66b @s mcﬁé‘ated:by bmﬁgugatmmﬁéwsmglebxorkéﬂwarlﬁmﬁ@s toithe lqgigal pods. At

Docr val e 0BG e peckaphae eigdlas el 190 RAR@REERY BBt
indices within the same set of indices discussed above to access a classifier table 102. In a
typical implementation, the lookup results of classifiers 100 are less complex than those of
classifier 80 because policing and marking are infrequently required. Thus, in the depicted

" embodiment, packets are forwarded by forwarding function 62 directly from classifiers 100 of

logical ports 66 to the particular queues Q0-Q2 of LAN port 60a specified in the table lookup
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PCT/ US02/ 08345 cl ass associated with DSCP 101 are placed in @, packets
mar ked with the QoS class associated with DSCP OL0 are placed in QL, and
best eff ewo odw7@é®i ¢ nmarked with DSCP 000 is placed in Q. PGEMSRMS3+S 196

t hen schedul e out put of packets from queues QO- @ to achieve the requested
QS. As has been described, the present_jnvention provides - -an inproved
network architecture for providing QoS'}% infra-VPN traffic while
protecting such flows agai nst DoS attack from sources outside the VPN. The

present invention provides DoS-protected %S to selected flows utilizing a
net wor k- baseddipoBNhe packet® RSEPs He sescaibed mbovas quewast QE-Q2,ofckANGPRIE 83 @8 0 a

CPE edge rout usi,n ccess. net 1 rd i
rout  ng. BOeE By & St 1P BRE FRRREhY o0 Yl BaRRR R & chiifrr 8.
net wor k- based RURINiAEhEWRS Figute SACINIrd ie desicred hasbrt deratledblotiediaggincaf 4 QoS-
partitioning infra-VPN and.extra-VPN traffic tcg prevent ..

2 ] S taQ ah VPN
‘net wor k ewetedmandasytreutgn witheut anyr YPN fanstipnnwhichgnay baigliged; withip the petwork
t 1 P - - 1 ~ -
o Y i PASEET RE be EA pt

I'C originati e custoner's.
possi bl erdiféryR of Figuare\6 Abmkiuvdys cplntalioy of phypicalperts ¢6,aplurhbtyCflogichl porto Lt kr

d/ th S b d t , d i,hed in |ETF C 299 Y,
Bor net epounled 1oasoeh BRGUSK AP Pt KTHEEHPEREG ek A BEe BBE RESKGH B0 & PRSP cr
Net wor ks'ilw&'ou@%%%acﬁ@h z{r@ta"iﬂ%ra] n%%ﬁ&%’hﬂ'iglt&ft forardRipasiesd bétweailoghial may

)
be realized in -based net wor k-"based i enment ati ons. The CPE-based
i npl emenpaits P10 pat pigsicabpsns T f Thgimpiémentationt dfenltipleghysicahported 16ipeknity

o be. of FENCEIFBIPRAETIOBIo BB COTTBREReARS A BTSSR aoupldloghel T o
service Bofytflfed 5 hiRiknentBfk SEURAK cOARAR IR 0AYIRIdaDRored KA DPADERE by

permts serving sche g that permts extra-VPN traffic to |
utilize eDiffsarvanabisd lagimdpott ynda second legicabparhfi.ca LPFNL k0ba s 4 best-gifort togical
vari ous enbodi ments of the present invention have been described above, it
shoul d b&%nderstood that they have been presented by way of exanple only,

and not |im t atph,0For AW comnbfiniia@Adidin adsSepPerkds thivaghLEsx110biofbentdany
should not be imted by any of the abovedescri bed exenpl ary. enbodig%ﬁha,'

but shoukohtted2dewardsdhemstyoikreons classifieci24af LB-2 hiobrdirectsailpgclststo mar

their equival ents. For. ex | t ' i .

descri bed® WCPFFP%I’E% ﬁ'étgtdatsﬁﬁgFéggrﬁg d Iig#g%al?l gg%ﬂqé&? %ﬂmélﬂc%ﬁﬁéétl%ara{l}i%aggg%Pm
are i npl eERNDSAP\G0b thils Redfyinghl: Paske 6o BEst-cFoT/ttdShe/ Clasaferi20fof €Pvl 110a,
network, it should be understood that the present invention is not ved
restri ct &y cootrastentilizenclpssifierdable §23 toonpsincaging pgclcﬁg,t‘@aah B%Vec??‘i‘?é‘fy receive

net wor k- Iﬁ(’g&? glhégﬁ?giaﬁ’*&kﬁ%t%gﬁgs.igmleﬁ'f@%nﬁx%qideif-ﬁfanﬁg‘eﬁr@i’ﬁ1ed rduit&l 34, into

BGP/ MPLS Virtual roisters as taught in RFEC 2917
[ K. Mit hujeieshQmQ2ein BHY;1 1¥a0shish EaSs are aibhlassoeipted egth g dffeaplevelad§nS. | n

ddition,_ al t hough Fi 3, 4 and 7.kl th ' CPE
cdge. rof Bepmseahepapsrs Tt aariedk hEtmpl PR Fl R o R PR b b BRSR 1
it shoul 33%, b#ﬂﬁﬁr% ]‘r&ﬁ& AohRbd ndiQEmbRALOERREN, IfhdRives dgssending CPE edpyronter

connect e e access links to one or nore access networks, whjch
provi de |voeremat adostedcCPBnboundanneuter 42oveuld alseungeg tp gemads and,po é"&d??ck?tst he
VPN and best, e f(}_'rpt [ﬁ@works. In such "dual hom ng" inplenentations, the
mul ti pl e TERAIERGAY K ikd1®n be utilized in either a primary/backup or

| oad- shari ng apgIRREREBIALsifikHioH dhd hgdiighintheoaseof traffiztréceived at ldi2 il h0h )y traffic

service provider boundary roisters or dynam ¢ confi g%a ion (Pf é%%.seﬁé ce
provi der ib6umwdede to an anpsppriate piysigahport bif oriegipal #Ed Y%@Wg“.f Ing-Rmetion +ig-o
woul d require that 19903 R, SR th RIS 1RE AT BWArdin
tables a ngtﬁwgqeedtg?g%‘ggﬁcﬁs 0$J'%P152%{)cgtu:aﬁg pr otlocol_ Por the VPN and 5

| nt er net 1661&g:§ Doasdhi ¢ 26utsiP4 employh an isitpinetiendesignom wiick fotwasdiopfunctigs 118
roister would be simlar to that illustrated in Fi.gupe 8 and descr | din
t he associcsesses foswarding tehlegi28,with §.’Pﬁ‘§1%5%9q %ﬁg? 1&?1 egu&uﬁapfe{, 1?%1%%12, o
Internet routes. 19 - WD 02/076029 CLAI M5 What is clainmed.is:

PCT/ OS02/ 08345 1. A network system conpri sing:
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a network infrastructure providing a virtual private network {VPN) and ~ a
best effort public network; a first egress boundary router of said VPN and
a secondwsgeesodoundary router of said best effort publiPCn@so8k4s hat are
each coupl ed for comrunication with an egress access network having an
access link to which a destination host helonging to the VPN is coupled; a
first ingress boundary router of the vP3and a second. i ngress boundary
router of the best effort public network, wherein said first ingress
boundary router transmits only packets originating fromsources within the
VPN and tid0getP-2d 10heorddEY i Irikii6ia gm tHiossampte. 3aiﬂue daise of 2 e WEN mpuendarvardiagt er

S8 00 L, S SRR, bR L bR bR

dest i nat i@RichQatightisR (g 8600MHI6N bEMES 2Aintedddrése piefix “l.af.3 alith BAt116bj.or t
public network; wherein af |east said first egress boundary router i,

S
.conf i gur el altemative mplepesiatin coslibpentiallyitacsathe WHROKHY feragting fgnddigngn

desti ti hqst to t . { [ 1] Zi .
ogi cal - coRHEGRmEHE oM O2narh oAy TIehATRL Mo i Fidy S Bhchies that
best ef f qfgun@ailrbGer il $HKall EEIEHR boliad for e mewek<old tolonlysorroftieeclydichl gorts

deni al of service attacks originating fromsources outside the VPN kﬁﬁThe
net wor k shistcenmertediozi cord rouldre fepthenembediments it i possiblesof sarseniorlpadibalansi n

a Differentjated S i, d in. .3 : : [
Pt hee SR BRAS BB SR S ISR SPRbehe B oty
first egrggsiofapdaabymofilogical it t60né AgnERIorI0BtEss are birnaight fowand extensions at

| east the first ingress boundary router. 4. The network system of Caim 3,
wher ei n: ofdheldepigfee desigibcess network is connected to each of said first

i ngress bound gé gchu?lﬂgiglgtgd fo AEE0 AL HPOTA A b§§mﬂdr05fégag%ﬁsgﬁmr y

router; PCT/ U /tf?g ~ ngress access network hds separate |ogical
connect i ofesedses slakdifiér table HBadutilezing thei RECRSH the packets, tor dineat reacli packet to the

networ k. tampraRHARons R aBPERM g Tos hatdad titisete i e s PR S FoP 6 EiGmer
bel ongi Ntyh Opde i 8 1981sthnl rfablod! IBGILESForP QAo Aié @ffoltrst detinaring te

ot her pa sal d secon ngress boundary router. ) ,
desired QoS since the source CPE has policed and marked the flow with appropriate DSCP

value. Although a best-effort customer is capable of receiving higher quality traffic, preventing

such a one-way differentiated service would require significant additional complexity in the
classifier and include distribution of QoS information via routing protocols to every edge router
in a service provider network.

With reference now to Figure 6B, there is depicted a more detailed block diagram of a
QoS-aware VPN boundary router 40, which may be utilized to provide Diffserv-enabled and
DoS-protected VPN service within the network architecture depicted in Figure 4. As shown,
boundary router 40 includes a plurality of physical ports 226 for connection to core routers of
Diffserv-enabled IP VPN network 44, a plurality of Diffserv-enabled logical ports 224 coupled
to an access network 38 by a forwarding function 220 for incoming packets and a scheduler 222
for outgoing packets, and a forwarding function 228 that forwards packets between logical ports
224 and physical ports 226.

Each Diffserv-enabled logical port 224 implemented on boundary router 40 serves a
respective one of a plurality of VPNs. For example, Diffserv-enabled logical port LP-A 224a
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5. The network systemof Claim4, and further conprising a CPE edge router
coupled to said ingress access network, wherein said CPE edge router

i ncl udesv@ @/@s@jgf ier that classifies at |east sone packePE€TASNZ/8MK i ng to
one of said first and second ingress boundary routers based at |east in
part on a host service markings in pack b headers. 6. The network system of
Caim3, wherein: said egress access ne'?work IS connected to each of said
first egress boundary router and said second egress boundary nuter; said

egress access network has_separate |ogical . ti t, ' '
second egemesa basiorden &t&hﬂﬂ@?@g tpofP IﬁAg ;ﬂ[@‘@ﬁgﬁa‘q&%&#@g& @?ﬁﬁﬁﬁ{%’d@ﬁ%ﬁ{ %fjb‘)atqu ge
router; and. said.fir.st, egress. Hquw . ' ,

VPN to s dndrenphre g it B 0y GO Rl R SRR A A b RS
sai d secQniisReeR sie belonghigito VRN @&, whichnisoiutles tvac tustandrrsites hindng et 24bit 6P t

public net k t i d ' ' '

Pogi cal " et pIees “hod b e RISHIBRIN A POKS TR SREsis |

egress a , ' . i QL . : :

a0 T B b A o e e e seond.

ﬁg;gtsselg)?gg@.ﬁ%lijﬂgmesi. 8i The network s]%/st emof Claim7, wherein said
ry.youter, sha ' | ' '

nost t o pr everk SrRFvBREHobin INgase ot o oo HEBEp AL B Ay BRMAFPIR, .,

that is o@stidadnlhuidihcd aRb hRAKLIRY obaRtintdfaciitflahuikasiysicarmumicl C240.m

6, wherein sal st egress undafy router shapes tragic 21" WO

ozéI o7ap(2j%mn&a&pam&mﬁbmsse skildedtin theraniea theaelmax bedmpheaentedutilizing &y ofat e
and said second. egress houndary rguter S i tH

destinat |V6‘H°Wd%ttecg‘8“ﬁle§’éegﬁgmgépé? '%rép)ztpﬁgghaehéﬁééco Od?ﬁg Efnleg:‘gstu iégﬁ’é‘ SRBnd
rates is ohdll fAimec Opeftdl il RAEN H64Q" SppasiatiedMubtiPtotacy dsibel Bwitchihg.
The network systemof Claim1l, wherein said first ingress router includes:
first andMBdHrdbélagi bayeri2npunneling Brateecd L2THR), Pé‘éé‘ilﬁﬁ“‘@"eir §P‘IL’1P furigelscap bg

for the VE . . o . . .
© 1s|%nag?1{jshfeg from logical ports in that routing information for multiple VPNs can be associated

with a tunnel in a nested manner. For example, in the Border Gateway Protocol (BGP)/MPLS
VPNs described in IETF RFC 2547 [E. Rosen et al., “BGP/MPLS VPNs” March 1999], the
topmost MPLS label determines the destination boundary router while the bottommost label
determines the destination VPN. |

In operation, a classifier 230 on each of Diffserv-enabled logical ports 224 classifies
packets flowing from access network 38 through boundary router 40 to the network core of
Diffserv-enabled IP VPN network 44 in accordance with the packets’ DSCP values by reference
to a respective classifier table 232. As depicted, classifier tables 232a and 232b are accessed
utilizing the DSCP as an index to determine the appropriate one of queues Q0-Q2 on physical
port PHY-1 226a for each packet. Packets received by physical ports 226 are similarly classified
by a classifier 250 by reference to a classifier table 254 to determine an appropriate one of
queues Q0-Q2 for each packet on one of logical ports 224. After classification (and optional
(re)marking as shown at LP-B 224b), forwarding function 228 switches packets between logical
ports 224 and physical ports 226 by reference to VPN forwarding tables 234a-234n, which are
each associated with a respective VPN. Thus, for example, VPN forwarding table 234a provides

forwarding routes for VPN A, and VPN forwarding table 234b provides forwarding routes for
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the best effort public network, respectively; first and second | ogical
output interfaces for transmtting traffic over the VPN and the best effort
public netowdsowespectively; and a forwarding function tRGT/USS34Tes
packets received at said first logical input interface to said first

logi cal output interface and that switchgs packets received at said second
| ogical input interface to said second I'0Ogical output interface. 11. The
P_etw;)rk Zystem gfl a ai mI 10, wherein said first egress router includes:

irst and secon ogical input interfaces for receiving traffic fromthe
VPN and fYIB-he best effort public network, respectivgl y; a first |ogical

out put interf ?qr?@}ﬁg%@?%@gg%@éélzbam@bes@w WHEzidg¥hE bEREEpdEARITA by Bidices. QR ed

-to separate first and s ogi cal connections on said egress access
net wor k, ewbephs, in thaieterhpiasy ndtworkominfigutation rapnesented i forwarding tabletd34n4 traffic

o, @ asy e LGt . . .
Second | GiSRN P Agderestlar T AR e 2AShit PRk mERRPC G £ e et
effort p%b?cmm}XBE‘fﬁéaééx}édia%?gﬁgg ha0s peansttddasiTFa 12aa0 Sinileniouting between

f orwar di ng unction t SW packets received at said first [ogical
i nput i NtIAYE-2240band 4iPeB 224% tan heeermin ORI pontingriatde 23die Andisqussrd abgve,ciN

packets recei ved at sald second .l ogical .in Lt er . bof] s .
oai cal dapptmeses Sidea bs BorvueRLY ok SR Rp! By il BRE R
first egrgsgchoundary router includes a scheduler, coupled to each of said
first and second | ogical output interfaces, that transmts packets from

s ait d f ikr s \t/vh an dj"qihmdpgpﬂoogisbm bydarwarding fanstipn & &8 paekets asepagh dgededtofheaiput

net wor kK, erein sai d schedul.er. t hi LOLJ '
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150 that provides a network-based VPN solution to the DoS attack problem. In Figure 7, like
reference numerals and traffic notations are utilized to identify features corresponding to features
of network architecture 30 depicted in Figure 4.
As depicted, network architecture 150 of Figure 7, like network architecture 30 of
Figure 4, includes a D_iffserv-enabled IP VPN network 44, a best effort IP public network 46,
and a plurality of customer Local Aréa Networks (LANs) 32. As above, customer LANSs 32a
and 32b belong to the same VPN and each include one or more hosts 48 that can function as a
transmitter and/or receiver of packets. Each customer LAN 32 is coupled by a CPE edge router
34 and a physical access link 153 to a respective access network (e.g., an L2 or L3 access
network) 154. In contrast to access networks 38 of Figure 4, which have separate logical
connections for QoS and best effort traffic, access networks 154 are only connected to boundary
routers 156 of Diffserv-enabled IP VPN network 44, which have separate logical connections to
boundary routers 42 of best effort IP public network 46. Thus, intra-VPN traffic destined for
network 44 and extra-VPN traffic destined for network 46 are both routed through boundary

routers 156, meaning that work-conserving scheduling between the two classes of traffic is
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24-bit IP address prefixes “a.b.c.” and “a.b.d.” In the depicted embodiment, LP-Al 174a

omer sites having the

provides access to QoS traffic communicated across Diffserv-enabled IP VPN network 44 to and

- from sites belonging to VPN A, while LP-A2 174b provides access to best effort traffic to and
from best effort IP public network 46.

As further illustrated in Figure 8, each core-facing physicai port 176 of boundary router

156 is logically partitioned into a plurality of sub-interfaces implemented as logical tunnels 180.

As will be appreciated by those skilled in the art, a tL_mnel may be implemented utilizing any ofa

variety of techniques, including an IP-over-IP tunnel, a Generic Routing Encapsulation (GRE)

tunnel, an IPsec operated in tunnel mode, a set of stacked Multi-Protocol Label Switching

(MPLS) labels, or a null tunnel. Such tunnels can be distinguished from logical ports in that

routing information for multiple VPNs can be associated with a tunnel in a nested manner. For

example, in the Border Gateway Protocol (BGP)/MPLS VPNs described in IETF RFC 2547, the
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packets flowing from access network 154 through boundary router 156 to the network core in

accordance with the packets’ DSCP values by reference to a respective classifier table 190. As
depicted, classifier tables 190a and 190b aré accessed utilizing the DSCP as an index to
determine the appropriate one of queués Q0-Q2 on physical port PHY-1 176a for each packet.
Packets received by physical ports 176 are similarly classified by a classifier 198 by reference to
a classifier table 192 to determine an appropriate one of queues Q0-Q2 for each packet oﬁ one of
logical ports 174. After classification (and optional (re)marking as shown at LP-A2 174b),
forwarding function 178 switches packets between logical ports 174 and physical ports 176 by
reference to VPN forwarding tables 194a-194n, which are each associated with a respective
VPN and shared Infemet forwarding table 195. Thus, for example, forwarding table 194a
contains entries providing forwarding routes for VPN A, while Internet forwarding table 195
contains entries providing forwarding routes for packets specifying LP-A2 or TNL-2 (i.e., the
logical interfaces configured for Internet access) as a source.

Forwarding tables 194 are accessed utilizing the source port and DA as indices. For
example, in the exemplary network configuration represented in forwarding table 194a, intra-
VPN traffic addressed with a DA having a 24-bit IP address prefix of “a.b.d.” traverses TNL-1
180a, while extra-VPN (i.e., Internet) traffic traverses TNL-2 180b (which could be a null
tunnel). Forwarding table 194a further indicates that intra-VPN traffic received via TNL-1180a
is directed to LP-A1 174a, and all other traffic arriving from the Internet via tunnel TNL-2 180b
addressed with a DA having a 24-bit IP address prefix of “a.b.c.” is sent to LP-A2 174b. Traffic
that terminates to other ports on boundary router 156 (i.e., traffic having a Local DA) is sent to
other ports of boundary router 156 (indicated as LP-x). In other words, the entries in forwarding
table 194a marked “Local” specify address prefixes other than those assigned to VPNs (e.g.,
a.b.c/24) that are assigned to interfaces on boundary router 156.

Following processing by forwarding function 178, packets are each directed to the output

port queue corresponding to their DSCP values. For example, packets marked with the QoS
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QoS.

-2 to achieve the requested

As has been deécribed, the present invention provides an improved network architecture
for providing QoS to intra-VPN traffic while protecting such flows against DoS attack from
sources outside the VPN, The present invention provides DoS-protected QoS to selected flows
utilizing a network-based VPN service and a best effort Internet service connected to a CPE edge
router using a L2 access network with appropriately configured routing protocols. Diffserv
marking at the edge and handling in the network-based VPN core provides QoS to selected flows
while logically partitioning intra-VPN and extra-VPN traffic to prevent DoS to a VPN network
customer site due to traffic originating from outside of the customer’s VPN exceeding that site's
access capacity. Even further protection from traffic originating from within the customer’s
VPN is possible using Intserv policy control, implemented on the CPE edge router and/or the
QoS-aware boundary router, as described in IETF RFC 2998 [Y. Bernet et al., “A Framework
for Integrated Services Operation over Diffserv Networks” Nov. 2000].

The network architecture of the present invention may be realized in CPE-based and
network-based implementations. The CPE-based implementation peﬁnits easy configuration of
the access networks linking the CPE edge routers and service provider boundary routers and
permits QoS to be offered to VPN sites without implementing Diffserv across the entire service
provider network. The network-based configuration advantageously permits work conser\"ing
scheduling that permits extra-VPN traffic to utilize excess access capacity allocated to intra-VPN
traffic.

While various embodiments of the present invention have been described above, it should
be understood that they have been presented by way of example only, and not limitation. Thus,
the breadth and scope of the present invention should not be limited by any of the above-
described exemplary embodiments, but should be defined only in accordance with the following
claims and their equivalents. For example, although the present invention has been described

with respect to préferred embodiments in which network-based VPNs are implemented within a
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. [K. Muthukrishnan et al.,”“A %ore MPLS IP VPN Architecture” Sept. 2000]. In addition,
although Flgures 3, 4 and 7 illustrate the connection of each CPE edge router to a VPN network
and a best effort network by one access link, it should be understood that, for redundancy, a CPE
edge router may be connected by multiple access links to one or more access networks, which
provide logical connections to one or more boundary routers of each of the VPN and best effort
networks. In such “dual homing” implementations, the multiple access links can be utilized in
either a primary/backup or load-sharing arrangement through installation of static routes in the
service provider boundary routers or dynamic configuration of the service provider boundary
routers utilizing routing protacols (e.g., EBGP). This would require that the CPE edge router
implement multiple forwarding tables and separate instances ofthe rbuting protocol for the VPN
and Internet access address spaces. The implementétion of such a CPE edge router would be

similar to that illustrated in Figure 8 and described in the associated text, with only a single VPN

table and a single table for Internet routes.
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1. A network system, comprising;

a network infrastructure providing a virtual private network (VPN) and-a best effort
public network;

a first egress boundary router of said VPN and a second egress boundary router of said
best effort public network that are each coupled for communication with an egress access
network having an access link to which a destination host belonging to the VPN is coupled;

a first ingress boundary router of the VPN and a second ingress boundary router of the
best effort public network, wherein said first ingress boundary router transmits only packets
originating from sources within the VPN and targeting the destination host to said first 'egress
boundary router via said VPN, and wherein said second ingress boundary router transmits
packets originating from sources outside the VPN and targeting the destination host to said
second egress boundary router via said best effort public network; |

wherein at least said first egress boundary router is configured to transmit packets
received via said VPN and targeting said destination host onto the egress access network
utilizing a separate logical connection than that employed for packets communicated over the
best effort public network, such that the access link is protected from denial of service attacks

originating from sources outside the VPN.

2. The network system of Claim 1, wherein at least said VPN is implemented within a

Differentiated Services domain.
3. The network system of Claim 1, and further comprising:

the egress access network connected to at least said first egress boundary router; and

an ingress access network connected to at least the first ingress boundary router.

4. The network system of Claim 3, wherein:

said ingress access network is connected to each of said first ingress boundary router and
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. said ingress access network has separate logical connections to said first and second
ingress boundary routers for a customer premises equipment (CPE) edge router; and

said ingress access network transmits packets having ‘both source and destination

addresses belonging to the VPN to said first ingress boundary router and transmits other packets

to said second ingress boundary router.

5. The network system of Claim 4, and further comprising a CPE edge router coupled to
said i ingress access network, wherein said CPE edge router includes a classifier that classifies at
least some packets for routing to one of said first and second ingress boundary routers ‘based at

least in part on a host service markings in packet headers.

6. The network system of Claim 3, wherein:

said egress access network is connected to each of said first egress boundary router and

said second egress boundary router;

said egress access network has sepérate logical connections to said first and second
egress boundary routers for a customer premises equipment (CPE) edge router; and

said first egress boundary router transmits packets from the VPN to said CPE edge router
via a first of said logical connections and said second egress boundary router transmits packets
from the best effort public network to said second ingress boundary router via a second of said

logical connections.

7. The network system of Claim 6, wherein said egress access network assign's a higher

priority to traffic received from said first egress boundary router than traffic received from said

second egress boundary router.

8. The network system of Claim 7, wherein said first egress boundary router shapes traffic
destined for the destination host to prevent starvation of traffic of said second egress boundary

router that is destined for the destination host.

9. The network system of Claim 6, wherein said first egress boundary router shapes traffic
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10.  The network system of Claim 1, wherein said first ingress router includes:
first and second logical input interfaces for receiving traffic destined for the VPN and for
the best effort public network, respectively;
firstand second logical output interfaces for transmitting traffic over the VPN and the best
effort public network, respectively; and
a forwarding function that switches packets received at said first lo gical input interface to
said first logical output interface and that switches packets received at said second logical input

interface to said second logical output interface.

11.  The network system of Claim 10, wherein said first egress router includes:

first and second logical input interfaces for receiving traffic from the VPN and from the
best effort public network, respectively,

a first logical output interface and a second logical output interface respectively coupled
to separate first and second logical connections on said egress access network, wherein said first
Jogical output interface transmits traffic received from the VPN utilizing said first logical
connection and said second logical output interface transmits traffic received from the best effort
public network utilizing the second logical connection; and

a forwarding function that switches packets received at said first 1o gical input interface to
said first logical output interface and that switches packets received at said second logical input

interface to said second logical output interface.

12.  The network system of Claim 11, wherein said first egress boundary router includes a
scheduler, coupled to each of said first and second logical output interfaces, that transmits packets
from said first and second logical output interfaces onto said egress access network, wherein said
scheduler grants a higher priority to traffic from said first logical output interface than to traffic

from said second logical output interface.
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14.  The network system of Claim 11, wherein the VPN is one of a plurality of VPNs, and
wherein said forwarding function has a corresponding plurality of VPN forwarding tables and a

shared forwarding table for best effort traffic.

23



