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AUTHENTICATABLE DEVICE 

Eia.D...OF..mEmYBNXIQM 

00011 This disclosure relates generally to hardware verification, and 

in particular but not exclusively, to binding authentication to protect 

against tampering and subversion by substitution. 

CROSS REFERENCE TO RELATED APPLICATIONS 

0002] Tins application, claims the benefit of application S.N, 14/103,599 

filed. December 11. 2013, and claims the benefit, of provisional applica­

tion S.N. 61/902.283 filed November 10, 2013, both of which applica­

tions are incorporated by reference here. The contents of U.S. Patent 

Application Publication No. 2013/0212642 and Applicant's co-pending 

U.S. Patent Application Serial. No, 13/829.326 are also Incorporated 

here by reference, in particular their disclosure of a Resilient Device 

Authentication System, with which suitable embodiments of the sys­

tem described herein car; be used. 
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BACKGROUND OF THE INVENTION 

[0003] The unique properties of PUFs provide several advantages oyer 

traditional public key infrastructure (PKI) constructions. In general, 

PUFs provide two core properties: tamper detection for a larger cir­

cuit, and to act as a noisy random oracle. The first property follows 

from the physical design of the PUF itself. As the PUP relies on un~ 

elonablc hardware tolerances (e.g. wire delays, resistance, etc.), any 

modification to either the PUF or the attached integrated circuit will 

irreversibly alter the POP's mapping; from challenges to responses. The 

second property is assumed in ideal theoretical models, where PUEs are 

treated as oracles that provide (noisy) responses to challenges, where 

the mapping between challenges and. responses cannot be modeled or 

duplicated in hardware. Ruhnnair et al. ('Modeling attacks'on physi­

cal unclonahle tactions/ Proceedings of the 1 "ilk ACM conference on 

Computer and Communications Security, CCSMO, pages 237-249, New 

York, 2010, ACM pRiihrmair F)) have refuted the claim of model­

ing robustness, and propose a hardware construction resilient to such 

attacks (Euhrinair et al. 'Applications of high-capacity crossbar mem­

ories in cryptography," IEEE Trans. Nanoiecknohgy, 10(3):489~498, 

May 2011 ("Ruhrmair IP)). Thus, theoretical constructions assum-
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lag that PUFs cannot be modeled remain interesting; as existing PUF 

hardware can be replaced with Eiihrmair et al.'s (Ruhrmsir 11} pro­

posed design, 

[0004 j Literature on physimlly unclonahle junctions (PU Fs) evaluates 

the properties of PUF hardware design (e.g., Gassend et al., s Silicon 

physical random functions, * Proceedings of the 9th ACM conference on 

Computer ami Communications Security, CCS'02, pages 148-180, New 

York, 2002, ACM..; Kateenbeisser et al., ®PUFs: Myth, fact or busted? 

A security evaluation of physically unclonahle functions (PUPs) east 

In Silicon/ CB'ES, pages 283-301, Springer, 2012; Ea.vikanth, 'Physi­

cal One-Way Functions/ Phi). Thesis, 2001; Riihrmair II: Sub et a.L, 

'Physical Undonahle Functions for Device Authentication and. Secret 

Key Generation.J* Pfvceedings of the 44th Annual Design Automation 

Conference/ DAC5Q7- pages 9-14, New York, 2007, ACM; Yu et al,, 

* Recombination of Physical Unclouable Functions/ CQMACTech, 2010 

(®Yu F)), provides formal theoretical models of PUF properties, and 

designs protocols around those definitions (cf. Armkneeht et al, *A. 

formalization of the security features of physical functions/ Proee&i-

ings of the Mil IEEE Symposium on Security and Privacy, SP'Il, 

pages 397-412, 'Washington, DC, 2011: Bmiska et. al., "Physically u.n~ 

cioneable functions in the universal composition, framework/ Advances 

in Cryplology - CRYPTO 80 J t - Si si- Annual Crypiotogy Conference, 
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vol. 6841 of Lecture Notes in Computer Science, page 51, Springer, 

2011; Frikkea et al, "Robust authentication using physically imclon-

able functions,8 Information Security, vol. 5735 of Lecfmre Notes in 

Computer Science, pages 262-277, Springer Berlin Heidelberg, 2009; 

Handsehuh et aL; 'Hardware intrinsic security from physically tin-

clonable tactions./ Towards Hardximrr--Intrinsic Security, Information. 

Security arid Cryptography, pages 39-53, Springer Berlin Heidelberg, 

201.0; Kirkpatrick et al, "PUF ROKs: A hardware approach to read-

once keys,9 Proceedings of the 6th ACM Symposium on InformaUon, 

Computer and Comrmmimti&ns Security, ASIAGCS'II, pages 155-164, 

New York. 2011, ACM: Para! et al, "Reliable and efficient PUF-basecl 

key generation using pattern matching/ Hardwam-Oriented Semmtp 

and Imst (HOST), 2011 IEEE International Symposium, pages 128-

133, June 2011; Riihrtnair et al,, *PUFs In Security Protocols: Attack 

Models and Security Evaluations,* $01$ IEEE Symposium on Security 

and Privacy, pages 286-300, 2013 (*Biihramir III*); van Dijk et al, 

''Physical Unclouable Functions in Cryptographic Protocol??: Security 

Proofs and Impossibility Results/ Cryptoloyy ePrint Archive* Report 

2012/228, 201.2; Wo et al, "On foundation and construction of physi­

cal unckmable functions/ Cryptology ePrint Archive, Report 2010/171, 

2010; Yu et aL 'Lightweight and Secure PUF Key Storage using limits 

of Machine Learning/ Proceeding of the 13th International Confemuw 
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on Cryptographic Hardware and Embedded Systems, CHES'll, pages 

3.58-373, Berlin, Heidelberg. 2011, Springer-Ver lag ("Yu IF)). 

[0005! Ravikanth introduced the notion, of physical one-way functions 

in Ms Ph.D. dissertation. The physical construction is based on. optics, 

using the speckle pattern, of a laser fired through a serni-transpareni 

gel to construct an iinclonable and one-way function. This seminal 

work led to more realistic constructions of physically umionable func­

tions (PUFs) that did not rely on precise mechanical alignment and 

measurements. 

[0006] Gassend et al. introduce the notion of PUFs constructed 

through integrated circuits. This work improves upon the original 

physical one-way function construction using optics by Ravikanth by 

removing the precise requirements necessary for mechanical alignment 

and output measurement. By implementing PUFs in integrated cir­

cuits. the hardware is widely available, and easy to integrate into ex­

isting systems , 

[0007] Siili. et al. introduced the ring oscillator construction of a PUF, 

which lias many desirable properties. Specifically, the ring oscillator 

design is easy to implement in hardware, robust, and unpredictable. 

The authors demonstrate thai, ring oscillator constructions exhibit 48% 

inter-chip variation, yet have only 0.5% Intra-chip variation.. 
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[0008] Ruhrmair II describe a candidate direction, to alleviate the 

problems with existing PUP constructions demonstrated in Ruhrmair 

L They introduce the notion of a s-uper high information content (SHIC) 

PUF. A SHIC-PUF contains a large amount of information (e.g. 10iu 

bits) while having a self-imposed slow readout rate that is not circuin-

ventahie by construction. Thus, if an. adversary attempts to acquire 

the full challenge-response pair set, the time required to achieve this 

would exceed the lifetime of the device. Using lithographic crossbar 

memory, a small PUF would require at least three years of continuous 

reading to fully model. As nanoteclmology develops, the promise of 

a nonlithographie crossbar 10-nm) would require decades to folly 

model Thus, the security of the SHIC-PUF is independent of the 

computational abilities of the adversary and inherently linked to the 

physical construction. Further, the crossbar can he used as an overlay 

PUF, which protects the underlying circuitry. 

[0009] Yu I describe PUF constructions that treat the unique hard­

ware characteristics of devices as genetic material. Similar to genetic 

recombination, these properties may be reconibined to produce output 

with different characteristics than the original material. In the authors' 

construction, a PUF5 may be altered to provide NIST certifiable random 

output, an exponential challenge space and real-valued outputs. True 

random output is a necessary characteristic for use in eryptographicafly 
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strong authentication protocols. The real valued output facilitates soft 

decision error correction, where both the signal and strength are re­

ported (Yu et al., "Secure and 'Robust Error Correction for Physical 

Undonable Functions,* IEEE Des. Test 27 (1}:48»65; January 2010, 

("Yu HP)). Finally, the authors also demonstrate how to construct a 

multi-modal PUF, with, separate genemtion and atiihertMmiion modes. 

[0010] Kateenbeisser et al evaluate the assumed properties of vari­

ous PUF eonstnictiQiiSj finding that many lack essential, characteristics 

of an ideal PUF. The arbiter, ring oscillator, SRAM,, flip-flop and latch 

PUF constructions are compared for robustness and unpredictahOity 

in varying environmental conditions. While all PUP' constructions are 

acceptably robust; the arbiter PUF has low entropy while flip-flop and 

latch PUFs are heavily affected, by tern.perafcu.ro fluctuations. A draw­

back for ring oscillators is low mm~entropy; while SRAM lacks an. expo­

nential input space. However, both ring oscillator and SRAM designs 

more closely approximate an ideal PUF. 

[001.1] Next, we review the literature on applying PUFs- to crypto­

graphic protocols, and developing formal models to evaluate the secu­

rity of PUF-dependent protocols. 

100121 Handschuh et al, give a high level description of how PIJFs 

can be applied to anti-counterfeit and intellectual property domains, 

( 



WO 2015/116288 PCT/US2014/064738 

The authors outline the shortcomings of existing property protection 

approaches, which is primarily key storage design. By employing PUFs, 

the secret key is no longer dnpllcable, as PIIFs are by design unelonable, 

[0013! Ruhrmair I describe attacks on a variety of PUF constructions, 

including arbiter and ring oscillator designs. The modeling attacks re­

quire only a linear mirnber of challenge response pairs with respect to 

the structural parameters of the PUF constructions. In constructions 

where the attacks require superpolynoniially many challenge response 

pairs, the underlying construction grows superpolynomially m the num­

ber of components. Thus, the underlying construction becomes infeasi-

ble. to build, and the designer and ad versary face the same asymptotic 

difficulty. The attacks presented, are sufficient to break most PUF con­

structions in production, and demonstrate that cither approaches seem 

to meet with exponential increases in complexity for both defender and 

adversary. 

[00141 Wu et al. demonstrate that, a PUF' with l~b:it input, m~hit 

output and n components does not implement a random function when 

n < — for some constant c, That is, the sim of a random function 
O 

family must be equal to the size of the output domain. Letting JF 

be a function family of PUB* and Z be the output; domain, we have 

that \Z\ ™ 2m\ However, when jjF| — n < then |JF| — 2"K'<""" < 

2?ni"' \Z\; This information theoretic bound establishes PUFs with. 
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n < —• components as a pseudcnmdom function family. In order 

for such PUF families to implement a proper psuedorandom family, 

confusion and diffusion of the input arc necessary. The authors show 

how to construct a physically unelonable pseudorandom permutation 

by rising a PUF to generate the key for a block cipher. Finally, the 

authors construct a secure helper data algorithm called the majority 

voting dark bit for error correction that is more efficient than, standard 

soft decision error correcting codes. 

[00151 Yu II describe a machine learning based rationale for security 

by considering an adversary's advantage against PUFs with a given 

classification error. By assuming that a PUF with k bits in the param­

eter requires at least k ehall.enge~respon.se pairs to gain a classification 

advantage, the authors conclude thai; a, classification error rate of 0.5 is 

equivalent to security. Technically, the anthers should specify that this 

result would only apply to PUFs with a single bit output. By removing 

the assumption that the output of a PUF is independent and identi­

cally distributed (Ltd.), the complexity of the PUF can be reduced in 

addition to reducing the complexity of the error correcting code. 

[0016] Kirkpatrick et al. describe how to use PUFs to generate read-

once keys, where, upon use the; key is immediately destroyed and fur-

th.er use is impossible. Such a construction would, facilitate one-time 

programs as proposed by Gold.wa.sser et al. (fiOne-time Programs/ 
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Proceedings of the 28th Ammal Conference on Oryptology: Advances 

in Cryptol&gy, CRYPTO 2008. pages 39-56, Berlin, Heidelberg. 2008, 

Springer-Verlag). The PUF-ROK construction requires integration 

with a register that stores an initial seed value, which is the. effec­

tive security" parameter. The PUF and register are in a feedback loop, 

so upon reading the output of the PUF the In!Mai key is permanently 

destroyed, The authors also des.eri.be how to allow decryption with 

read-once keys in an arbitrary order. Thus, an effective k~rmd. keg can. 

be constructed. 

[001T] Annknecht et al. give formal security definitions for the de­

sirable properties of a PUF, Existing models did not allow tlie broad 

range of PUF constructions to he accurately modeled., for example by 

requiring the PUF to act as a physical one-way function. With the 

Introduction of PUFs that output only a single bit, inversion becomes 

trivial. The authors' PUP model requires robustness physical unclon-

ability and unpredictability, and formal security definitions and. games 

are given to demonstrate that a PUP construction is secure. This fa­

cilitates the use of PUFs in. cryptographic protocols, where the security 

of protocols must be reducible to existing hard problems. 

[0018! Brzuska et al. construct cryptographic protocols for oblivious 

transfer, bit commitment and key exchange using PUFs in a oniverally 

eomposable framework. The universally eomposable (UC) framework. 
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of Canetti (* Universally Composable Security: A mm paradigm for 

cryptographic protocols,* Proceedings of the 42nd IEEE Symposium on 

EotmdaUom of Computer Science. FOCS'Ol, Washington, DC, 2001, 

IEEE Computer Society) facilitates security proofs of protocols to he 

derived from sub-protocols lis. an arbitrary system. 

100191 The work: of van Dijk et al. improves upon the work of Brmska 

et at by considering more realistic attack scenarios for cryptographic 

protocols involving PUF devices. Specifically, the authors5 new secu­

rity- model focuses on when an adversary has access to the PUF device 
fo 

during a protocol. The authors demonstrate that any protocol for 

oblivions transfer or key exchange based solely on the use of a PUF Is 

impossible when the adversary .has posterior access to the PUF. Simi­

lar impossibility results are given, for other security models, evert, when 

the PUF is modeled as an ideal random permutation oracle. The au­

thors introduce formal security definitions in three models, and. give 

novel protocols for bit commitment- key exchange and oblivious trans­

fer under a subset of these models. Finally the authors demonstrate •• 
that the application of Brxuska et ah to the universally eomposable 

framework of Canetti is not valid in these security models, and should 

be considered an open, problem. 
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SUMMARY OF THE INVENTION 

[0020] A device authentication system according to one aspect of 

the present invention includes one or more devices, child servers capa­

ble of eo.mmimk?atm.g therewith, and a root server configured to enroll 

devices by: collecting device-specific tokens and creating a complete 

verification set ("CVS*) therefrom,: creating a working verification set 

(' WYS") by selecting a subset; of the CVS; creating a iiroited. verifica­

tion set (*LVS*) by performing a derivation function, on at least part of 

the WVS; and distributing part or all of the LVS to child servers. A de­

vice authentication system according to another aspect of the invention 

is configured such that a PUF-containing device and a server commu­

nicating with the device can perform an extended BPV generation. A 

system according to yet another aspect of the invention includes a de­

vice that contains a POP and is configured to perform error decoding 

on subsets of an authentication-related value multiple times. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] Fig. 1 is an illustration of the core components of the enroll­

ment and authentication algorithms; 
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0022] Fig. 2 is an illustration of the derived key tree contraction: 

0023] Fig, 3 is an illustration, of our experimental setup; 

0024] F ig> 4 is an illustration of overlapping intra- and intcr-PUF 

error rate distributions; 

!0025| Fig. 5 is an illustration of separated intra- and Inter-P'UF error 

rate distributions; and 

[0026] Fig. 6 is an illustration of the experimentally observed intra-

and inter--PUP error rate distributions. 

[0027] We review the enrollment and authentication protocols of 

Frikken et al. The authors consider PUF authentication in the context 

of banking authentication. The identity of banking clients is proved 

through a zero knowledge proof of knowledge, which, demonstrates that 

the client knows a password and is in possession of a device capable 

of generating the discrete logarithm of a pre-enrolled group element. 

The construction is robust against many forms of attack, including de­

vice and server compromise by an adversary, Further, the construction 

is easily extended to support panic passwords, where authentication 

succeeds but the banking server is notified that the client was under 
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duress. We build on a subset of the authors' construction in this work, 

removing the user and focusing only on. authenticating the hardware. 

[0028| We modify their protocol in two ways. First, we reduce the 

number of necessary modular ixitiltiplications, as the PUF itself resides 

on a resource-constrained device (i.e., a device having a mat-hematic 

computational capability that is comparatively significantly less than 

that of personal computers widely available at the time of comparison). 

Second, we modify the enrollment algorithm such that it needs to occur 

only once. Many PUF-based authentication protocols assume a trusted 

enrollment stage, where the PUF device interacts with a server with­

out adversarial intervention. As re-enrollment is costly, particularly in 

large-scale- deployed: systems, we modify the enrollment protocol to ac­

count for future failures or the need to generate additional enrollment 

tokens-

Overview 

[0029] We first describe the enrollment and authentication protocols 

of Frikken et al in terms of the primitives used In. the construction. 

The core operations of the protocols are illustrated in Fig. 1. 

* The enrollment server issues a random challenge C to the device, 

which is passed as input to the PUF, Let O denote the response 
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of the PUF to challenge C. 

• The device chooses a .random group element rand 6 G?:;, and uses 

the extended BPV generator process (Boyko et aL, "Speeding 

up discrete log and factoring based schemes via preeomptatious, * 

Advances in Oryptology BUR()Gl~iYPTf98} vol, 1403 of Lecture 

Notes in Computer Seienee, pages 221-235, Springer Berlin Hei­

delberg; 1998) to construct a pair (r, gr rood p) that depends 

critically on the random group element rand, and substantially 

reduces the number of mod ular multiplications necessary to con­

struct gr mod p. 

•• As the PUP output 0 is noisy, there is no guarantee thai when 

queried on challenge C in the future, the new output (7 will, sat­

isfy O' = O. However, it is assumed that O and Of will be t-close 

with, respect to some distance metric (e.g. Hamming distance). 

Thus, an error correcting code may be applied to the PUP output 

such that at most t errors will still recover O. We apply error 

correction over the random group element rand, and blind this 

value with the output of the PUF O, so that the final helper value 

P ~ ECCixmxi) <B O reveals no information about rand. During 

recovery, computing the exchisive-or of ECCirmd) ©0©0' will 

return rand whenever 0 and 0' are £~e!ose. This process is re­

ferred to as fuzty extructum, &nd Is described in detail In Section 

15 



WO 2015/116288 PCT/US2014/064738 

34 

• The pair (Pr gr rood p) is returned to the etirollment server as 

a commitment to be used for authenticating the device in the 

future. Note that neither P not cf mod p need to be kept secret, 

as without the PDF output 0, the private exponent r cannot be 

recovered. 

# When a server wishes to verify the device as authentic, it sends 

the tuple (C, F? Nonce) to the device, acting as the verifier in the 

zero knowledge proof protocol of Chatiin. et al (9Ars. improved 

protocol for demonstrating possession of discrete logarithms and 

some generalizations,* Proceedings of the 6th annual international 

conference on Theory and Application of Cryptographic Tech­

niques, EUR:OCRYPT?S7? pages 127-141, Berlin, Heidelberg, 1988, 

Springer-Verlag), On input the challenge C, the device returns 

n n output ()'. 

* The exelnsive-or of the POP output 0' and the error corrected 

helper data P Is run through error decoding, So long as Of and 

the original PUF output O are £-close, the decoding process will 

successfully recover the random group element rand. 

• The group element rand .is used as input to the extended BPV 

generator process, which returns a pair (r,gr mod p). 
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• After recovering the private exponent r, the device constructs the 

zero knowledge proof response pair (c-, w), acting as the prover. 

The server aets as the verifier m the soe.ro knowledge proof, and 

accepts the device as authentic if the pair (e'? w) satisfies the proof 

condition. 

We now give a formal description of the modeling assumptions about 

the PUF, as well as each primitive involved in the enrollment and 

authentication algorithms. 

Model 

0030] We consider three principal entity types: 

• A set of servers S, where each server a* £ S controls authentica­

tion of devices on its system. 

• A set of devices di € 'Z>, each with an embedded PUF. 

• An adversary A that wishes to masquerade as a legitimate device 

?/, € 'D to. obtain resources stored on some subset of the servers 

C5. 

"We assume that all entities are bound to probabilistic polynomi 

time (PPT), That Is, all entities may perform computation requiring 
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poiynomially many operations with respect to a global security param­

eter A. In. our setting, A refers to the number of bits in the group 

modulus p. The restriction implies thai; computation requiring expo­

nentially many operations with respect to A is not, efficient for the 

agents, and will succeed with only negligible probability. 

PUF Device 

[003:2] The specific POP device used in the construction is of critical 

importance, Riihrrnair I define three distinct classes of PUF devices: 

1, Weak PUF: A. weak PUF is typically used only to derive a se­

cret key. The challenge space may be limited, and the response 

space m assumed to never be revealed. Typical constructions 

include the SRAM- (Holcomb et al, 'Initial SEAM state as a. fin­

gerprint and source of true random numbers for RFXD tags/ In 

Proceedings of the Conference on RFID Secwii% 2007) , Butterfly 

(Kumar et al, 'Extended Abstract: The Butterfly PUF protect­

ing IP on every PPGA," Hardware-Oriented Security and Trust> 

HOST 2008, IEEE International Workshop, pages 87-70, 2008) 

and Coating (Tuyls et al.? 'Read-proof hardware from protec­

tive coatings." Proceedings of the 8ih International Conference 

on Crypiogmphie Hardware and Embedded Systems. GHES?06, 
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pages 369-383, Berlin, Heidelberg, 2006, Springer-Verlag) PUFs. 

2, Strong PUF: A strong PUF is assumed to (i) be physically 

impossible to clone, (ii) Impossible to collect a complete set of 

challenge response pairs in a reasonable time (i.e. on tlie order 

of weeks), and (iii) difficult to predict the response to a random 

enge. 

3> Controlled PUF: A controlled PUF satisfies all of the criteria 

for strong PUFs, and additionally implements an auxiliary control 

unit for computing more advanced functionalities,. 

[0033] In our setting, the amiroll&l PUF is the most desirable. Fur­

ther, we will require that it Is physically impossible for an adversary to 

observe the output of the PUP that is passed to the auxiliary control 

unit. We assume that only the final output of the auxiliary control 

unit is ever revealed, and that all. intermediate calculations cannot be 

observed by an adversary. 

Formal PUF Definition 

Formally, an ideal PUP construction .satisfies Definition 1; 

Definition 1. ,4 physimUy unelonable fmiction P4 ; {0,1};;; > {0,1}K;: 

mid to a device d is a function with the following properties: 
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L Unelonable: We require that Fr[disfc(y, x) < t\% i— , y 4~~ 

F(x}; a P;] < c\f the pw'bability of duplictding. PUF P with a 

clone PUF P'. such thai their output distributions t-statisiimily 

close is less than some sufficiently small 

B, Unpredictable; We require thai .Adv^(sg) Pr\r ~ pj, de­

noting the probability of the adversary A guessing the correct re­

sponse r of the PUF P to the challenge c, is negligible in for 

all probabilistic potynonmal time adversaries A. 

3. Robust; We require ttia;tPr\d}siirg,z) > t\x. 4™ U^/y P(;:c),. £ 4~ 

P(ar)] < €2, the probability of a fixed PUF P yielding responses 

t-Mstant on the same input x is less than some sufficiently small 

€2- This property is satisfied by binding the PUF device d with a 

(m. I, t} €$} fuzzy extractor (Gen, Rep) > 

4> Fuzzy Extraction: We -require, thai during the enrollment phase 

for a PUP d,s given a challenge c. the PUF computes (&.» P) «— 

Gen(r), where r i P#*(c) and outputs P. The helper string P 

allows for R to be recovered when the challenge W* is t-close to 

the original challenge W> 

5. IndistinguiahatnUty: We require that the output of the PUF 

be computationally indistinguishable from a mndom string of the 
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same length, such that the advantage of a PPT adversary A is 

< | 4 €3 ? where 63 is negligible. 

Fuzzy Extraction 

[0035] The output of a PUF device is noisy, and thus varies slightly 

despite evaluating the same input. In order to generate a fixed value for 

a given input over this noisy taction, a fuzzy eittmcior is necessary. 

In out construction, we implement £imy extraction in the auxiliary 

control unit, such, that the output is constant for a fixed input. We 

now formally define the Hamming diste.ee construction of Dodis et; 

al. (9 Fuzzy extractors: How to generate strong keys from biometries 

and other noisy data/ SI AM J. Gomput, pages 97-139, March 2008), 

based on the fuzzy commitment function by Juels et al (*A fiizssy com­

mitment scheme * Proceedings of the 6th ACM conference on Computer 

and Communications Security, CCS99, pages 28-36, New York, 1999, 

ACM), which, is used during the enrollment process. 

Definition 2. Let C he a binary in. k, 2r 4- 1) error correcting cade, 

and l$t rand 4™ {0,1}^ he a random k-hii value. Then the. following 

defines a secure skeieJi for input siring O: 

SS(0; rand) - O © ECC(rand) (1) 

[0036] In Fig. 1, Enrollment Challenge 1 illustrates the enroll­
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ment server issuing a random challenge C to the device. The challenge 

is drawn uniformly at random from {0,1}* for a k-bit challenge. 

[0037! Definition 2 is used to build the Gen procedure for the en­

rollment phase, which must output a set (rand, P}., where rand is a 

random value and P is a helper string that is used to recover rand. 

Algorithm 1 Tlie Gen Algorithm 
Input : A prime order subgroup q of Z* where p = 2#-f 1; A challenge 
c 
O i PlIFtc) 
rand 4- random G Z*, a. random group element 
P O © ECCirmiii) 
return (rand- P) 

[00381 PUF Query 2 illustrates the hardware device querying the 

PUF on challenge C, and yielding a response O. 

Reducing Modular Multiplications 

(0039) Modular exponentiation is an expensive operation, hindering 

the implementation, of a PUP-based authentication system on. resource-

constrained, devices, for example a mobile device (i.e., a device capable 

of being conveniently carried in one hand). We have identified a way 

to exploit a characteristic of the Frikken et al. protocol to adapt a 

means of reducing the onboard expense of this operation by an order 

of magnitude, 
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[0040] A protocol used in other contexts for securely outsourcing 

modular exponentiations to a server was given by Boyko et aL, and 

their approach is typically referred, to as utilizing BPV generators, 

Nguyen et al. (*Distribution of modular sums and the security of the 

server aided exponentiation,® Ch^yptogrnphy and Computational Num­

ber Theory, vol. 20 of Progress in Computer Science and Applied Lwjic, 

pages 331-342, 2001) then gave bonrnis on the distribution, of modu­

lar sums, and demonstrated how BPV generators can. be extended to 

reduce the computational load on resource-constrained devices to se­

curely perform modular exponentiation with, the aid of a server. Chen 

et a!, ("New algorithms for secure outsourcing of modular exponentia­

tions," Computer Security. ESOB1CS 2012, vol, 7459 of Lecture- Notes 

in Computer Science, pages 541-556, Springer Berlin Heidelberg, 2012) 

give methods to perform simultaneous modular exponentiation, and 

give a more thorough security analysis of their protocols, 

[0041] Constructing our PUP-based authentication system, with, en­

rollment and authentication protocols that do not impose a specific 

structure on exponents enabled us to successfully adapt extended BPV 

generators- to reduce the computational cost of computing modular ex­

ponentiation, as follows; 

[004.2] Parameter Selection: As suggested by the original authors 

of BPV generators, for a 256-bit prime- p tlie parameters \n -•••• 258, k •= 
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16} a re suggested to maintain the security of tlie discrete logarithm 

problem through, the corresponding subset sum problem, of breaking 

the BPV generator. 

[0043! Preprocessing: Generate n random, integers Q:I5"* ,an € 

•Zp....j to serve as exponents under the group ZJ. For each j € [1, — • . ?*]< 

compute. Bj zz g®'* mod p, where g is the generator for the group ZJ. 

These values are stored in the set V ~ {(ait $t), • • * »(a«, &)}• This 

stage is performed, by the server, and the database V may be publicly 

revealed. In mr setting, V is stored on the device. 

[0044] Pair Generation: When a secret pair (a.\ (f mod p) .is to 

be generated, a random subset S C fl, > • • , n] is generated such that 

\S\ ™ k, 1 < k < a. We then compute: 

x ^ mod (p — 1) (2) 
icS' 

x ~ nft- p (s) 
j •• •*> 

[0045] If :i -•: 0 mod (p 1), tlie set 5 is randomly regenerated until 

this equivalence does not hold. The secret pair is then (x, X) , Thus, we 

have constructed the PairGen function, given by Algorithm 2y where 

/'(•) is defined m Equation 4. 
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Algorithm 2 The Pair Generation Algorithm 
P ™ {(«s- A), - - , A J} 

Gp? a group of prime order 

n, the number of bits in tlie modulus 

A:, 1: he size of the subset 

p. the prime group modulus 

S 4- random C [I, - - • , %j ~ /'(/?} fco be kept secret 

x f- a-\s\ 

X. 4— Pg, 

for 1 < j < k do 

.r 4---- a: 4- o mod (p — X) 

X < X • mod p 

end for 

return (a\.X) 

.[0046] As PairGen(-) outputs a pair X.} we 'denote by PairGer%(-) 

the output x, and siniilarly denote by PairGenx(-) the output X -•-•-••• (g* 

mod p). Note that .X need not he private, while the private exponent 

% must not be revealed. 

[0047] The use of BPV generators results in a substantial reduction 

in. the number of modular multiplications required to compute a secret 

pair mod p), For a 256-bit prime p, the squ&re-and-nmltiply 
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algorithm requires L5n mod alar multiplications :for an n-bii exponent; 

to perform modular exponentiation, Thus, rather than requiring 384 

modular multiplications, use of a BPV generator requires only 15, an 

improvement of an order of magnitude. 

[0048] In our const r net ion, the device Is required to generate a specific 

pair {x.g* mod p) thai, is dependent on the output; of the PUF'(') 

function. In the enrollment; protocol (Algorithm 3), the generation 

function (Algorithm 1) takes as input a challenge c and returns a pair 

(rand, P) that depends on the output of PUF(c), The value rand is 

a randomly selected group element of Qpt which may be recovered by 

the PUB* when given the same challenge e and the helper string P, 

Thus, we need the output of PairGen(:n, k) to depend critically on the 

private value rand so that, the same pair (s; X) is generated for a fixed 

challenge. We accomplish this by defining a deterministic: function 

f(R) H" S for generating the set of indices S from the recovered value 

rand. Specifically, we define f(:) as follows; 

f(M 
Si : //; Hi) mod n 

Sk : Hn(> • - Hi(R)) mod n 

•••••> S (4) 

49] Thus, the set of k indices S is generated through a hash chain 

over R, reduced modulo the total number of pairs, n. In our implemen-

26 



WO 2015/116288 PCT/US2014/064738 

tation, //(•) is the SHA.-256 hash algorithm. As the group element rand 

is secret, knowledge of the definition of ./•(-) and the complete set V ~ 

{(a:i, j$i}} • - • , (ft;-;., 8n)} does not yield an advantage to any probabilis­

tic polynomial-time adversary A* We redefine function PairGen(«, •) to 

accept the index argument; R and a set "P — {(<%, /iiy, - • * , 

100501 Eefering still to Fig. I. BPV Generation 3 illustrates 

the device choosing a random group element rand € Gp, and using 

the extended BPV generator process to construct a pair (r, gr mod p) 

that depends critically on the random- group element rand, which sub­

stantially reduces the number of modular multiplications necessary to 

construct tf mod p, 

[0051] Error Correction 4 illustrates the hardware device employ­

ing error correction, As the PUF output O is noisy, there is no guar­

antee that when queried on challenge € in the future, the new output 

O' will satisfy 0! ~ 0> However, it is assumed that- 0 and Of will be 

t~close with respect to some distance metric (e,g> Hamming distance), 

Thus, an error correcting code may be applied to tlie PUF output such 

that at most t errors will still recover O, We apply error correction over 

the random group element rind, and blind this value with the output; 

of the PUF O. so that the final helper value P — SCCfrand) @ O 

reveals no information about rand. During recover}', computing the 

excliisive-or of ECCimnd) @ O © Of will return rand whenever O and 
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O' are i-close. This process is referred to as fuzzy extinction. 

[0052] Enrollment Data Tuple 5 illustrates the hardware device 

constructing the pair (P, gr mod p), consisting of helper data P to be 

used for error decoding, and a commitment gr mod p to the exponent 

r. Note that neither P nor gr mod p need to be kept secret, as without 

the PUP output O, the private exponent r cannot be recovered, 

[0053] Store Enrollment 8 illustrates the server storing the hard­

ware- device enrollment token. f.P, gr mod p) for use in future authen­

tication. protocols. 

[0054] The enrollment phase collects a series of n tokens {(ei>,Pugn 

mod p),,.,.; (c?{., Pnt gr,i mod p)} from the PUF device In response to 

challenge queries by the server. The authentication tokens serve as 

commitments so that the device cars he authenticated in the future. 

Note that no sensitive information is transmitted over the communi­

cation channel or stored in non-volatile memory. The private expo­

nent r is generated by the device, and discarded after construction of 

{/ mod p. When the exponent; r is needed, to authenticate the de­

vice through a zero knowledge proof protocol, an enrollment token 

(c«, JR|, gn mod p) allows the device to regenerate r and complete the 

proof. This provides a substantial benefit over alternative PUF au­

thentication protocols,, such as the naive challenge-response protocol 

28 



WO 2015/116288 PCT/US2014/064738 

or a PKI construction, as both require private information to be stored 

in ncm-volatile memory. 

[0055] Algorithm. 3 describes the enrollment protocol, in pseudocode. 

Algorithm 3 The Enrollment Algorithm 
for Server .$ do 

p 4™ 2q 4-1 where p,q € prime 
g <••••• random € G#5 a random group element 
while ^ -1 mod p do 

g i~~ random € Qr, a random group element 
end while 

end for 
for 1 < i < n do 

for Server s do 
Ci «-- random € Gp; a random group element 
Device d 4- fep, 9} 

end for 
for PUF Device d do 

3; -• ff(eiyp,g} 
{Rif P$) -f- Gen(/(a?)) where /(•) is the PUF function and Gen 
is Algorithm I 
helper.; •••••.•.• p. 
token*: ~ gri mod q ~ PairGenx (/V*)> V) 
Server s {tokens helper^} 

end for 
for Server s do 

Store new enrollment entry {c*? (gri mod p). I\} 
end for 

end for 

0056] Ideally, the enrollment; process should be required only once, 

while the device is in a trusted .environment at the manufacturer. Fur­

ther, this process must; ensure that in the event of a security breach. 
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tlx6 device can remain active without re-enrolhnent through a minor 

change on the server side. We realize this property by constructing a 

challenge-response tree, where only the root; node :1s directly derived 

from a PUF response. This -minimises the Impact of an adversary 

succeeding In. solving the discrete logarithm problem (e.g., when the 

modulus is small, as in our current implementation). 

[0057! To prevent such an attack from forcing a re-enrollment pro­

cess, we generate derived tokens from those collected during enrollment. 

Should an adversary succeed In solving the discrete logarithm problem, 

the recovered exponent will not help an adversary masquerade as the 

device to a server with a different; derived token. The tiered authenti­

cation structure is as follows.: 

Definition 8, The complete verification set (CVS) is defined to he 

the set {(euPhgr> mod (c«., Pm gr" mod p)}, where r.j, is linked 

to the PUF ampul through the Rep protocol (Algorithm 4)> 

[0058! Tlie CVS consists of & set of challenges and their associated 

PUP responses, where the secret f.j, known only given, access to the 

PUF, is hidden in the exponent. From this set of root challenge-

response pairs, we derive a tree structure for tiered authentication. 

Definition 4, The working verification set (WVS) is a subset of 

the CVS, dwtmgtiished by the choice of a single root ehalhnge-mspome 
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•pair (a, Pi, gn mod p), whew- this pair serves as the root of the mi-

ihenMcation tree„ 

[0059] ID. Fig, 2, Working Verification. Set 13 illustrates the 

selection of a member- of the complete verification set to serve as the 

working verification set. 

[0080] A given WVS chooses a. single pair (e^ Pi, if' mod p) from 

the CVS. This pair will serve as the root of the authentication tree. 

We now describe how child nodes of this root value are derived. 

Definition 5, A limited verification set (LVS) is a subset of the 

WVS,. derived from the root node hy constructing the authentieatiim set 

[g • mod p< c-iy Pi, hgufi smd • 

lb create a child node, the root node chooses a random value 

e-i € i and constructs gmi mod p, This value hides the root node 

gn, as the child node cannot decrypt to recover c;, The 

encryption function is defined as: 

Ek($)~£Bk (5) 

Derived Exponent 14 illustrates the generation of a ran­

dom exponent, e.;, which is used to generate the derived token {gnGf 
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mod p, e-iy Ph-Bfityi mod »}(e*)}- The random exponent; e* blinds the root; 

exponent; 

[00S3] We require that the child node is unable to generate the key, 

yet the PUF device must be able to decrypt tlie exponent e* to success­

fully prove knowledge of the exponent In the zero knowledge proof. We 

use H(gri mod p) as the key, as the PUF can recover (r^.gr;- mod p) 

using a through the Gen protocol (Algorithm 1}* The derivation struc­

ture for the verification seta is illustrated in Fig. 2. 

[00641 Derived Enrollment Token. 15 ilkistrates the derived to­

ken. to be distributed to other servers. The token .mod Cj. Piy 

Eftitf-i n^dp}(ei)} allows another server to authenticate the device, while 

revealing nothing about the root exponent r.;. Even if the derived token 

is compromised (revealing tycO, no information about n is obtained, 

which prevents an adversary from masquerading as the hardware device 

to any server other than the one in possession of ' mod p. 

[0085] By only distributing' derived tokens, an adversary *4 able to 

solve the discrete .logarithm problem recovers only mod (p — 1). 

However, tins does not allow A to masquerade as the device with, any 

other server, as each derived exponent e$ is .randomly generated. In 

order to impersonate the device with a different server, A .must solve 

another discrete logarithm problem. Further, recovering a derived ex~ 
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ponent r.c; yields A no advantage in attempting to recover rn the root 

exponent. Rather thaw foreing a re-enrollment, the root server simply 

issues a new derived token to the compromised child server. 

S6| Returning to Fig. 1, Authentication Challenge 7 illus­

trates a server attempting to authenticate a hardware device. The 

server sends the tuple (C, P, Nonce) to the device,, acting as the veri­

fier in the zero knowledge proof protocol of Ch&um et al 

[0067] We now define the Rep procedure sneh. that, on input ()' where 

dist(0,O') < tf the original PUF output rand may be recovered; 

Definition. 6. Lei D be the decoding scheme for the binary in, k/2t + 1) 

error-cmrecMng code ECCf and lei ()' be an 'input such that dist{O, Or) : 

t. Then Rep is defined as: 

Rep(0', P) ™ 1){P®0') 

- D(0 @ ECG'(rs,nd) © (.)') 

[0088! From Definition 6, we can now describe the Rep algorithm 

that allows a PUF output O' that differs from tire original output O 

by at .most t to reproduce output rand such. thai. Rep(O') •••••• rami using 

the public helper string P - O (|? .SCC(rand): 

[0069] We use the Gen and Rep algorithms in the Enrollment and 
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Algorithm 4 The Rep Algorithm 
Input : A challenge e, Helper string P 
0\~ PUF(c) 
rand <-• D(P © Cf) 
return rand 

Authentication protocols to ensure that the same random, value rand 

is recovered so long as the PUF outputs O. (J differ by at most i bits. 

[0070] PUF Recovery 8 illustrates the hardware device querying 

the PUF on challenge €\ and returning output where O' is not nec­

essarily equal to O. If the device is authentic, verification will succeed 

when 0' differs from O by at most t-bits, where a t-bit error correcting 

code Is used, 

[0071] Error Correction Removal 9 Illustrates the hardware de­

vice removing the error correction to recover the random group element, 

The exclusive-or of the PUF output (7 and the error corrected helper 

data P is run through error decoding. So long as 0! and tlie origi­

nal PUF output O are £~cIose? the decoding process will successfully 

recover the random group element rand, 

[0072; BPV Regeneration 10 illustrates the hardware device us­

ing the group element rand as input to the extended BPV generator 

•proem,, which, returns a pair (r, if mod p). 

Knowledge Proof 11 illustrates the hardware de~ 
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vice constructing a zero knowledge proof receipt Alter recovering the 

private exponent ?% the device constructs the zero knowledge proof 

response pair (ey&O, acting as the prover, 

[0074] Verify Zero Knowledge Proof 12 illustrates the server at­

tempting to verify the zero knowledge proof receipt (cVu?). The server 

acts as the verifier in the zero knowledge proof, and accepts the device 

as authentic if the pair (</, w) satisfies the proof condition. 

[0075] The authentication phase allows a server to verify that a client 

device is authorised to issue a, request. Upon receiving a request from a 

device, the server engages in. Chaum et aL5s zero knowledge proof pro­

tocol with the device d to establish permission to perform the request. 

The protocol is given as pseudocode in Algorithm 5. 

Implementation 

[0078] As seen in Fig, 3, we implemented our protocol on a Xil-

inx Spartan 6 FPGA SP80S development board as a proof of concept. 

One of ordinary skill will readily recognize how to. adapt the hardware 

modular math engine to accept larger moduli, preferably at least 1024 

bits. Both the PUF and modular math engine reside in the FPGA 

fabric, while all other operations were performed in software using the 

MieroBIaze processor. The device communicates with, a desktop server 
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Algorithm 5 The Authentication Algorithm 
for PUF Device d do 

Server 5 request 
end for 
for Server a do 

Device d (c, g,p, Pt N"} where N is a nonce and P is the helper 
string 

for PUP Device d do 
•x 4-~ //(c.g.p) 
B R.cp(/(:r}< P) where /(•) is. the PUF output function and Rep 
is Algorithm 4 
leaser <- random E Cap, a random group element 
v PairGen;F(/' j, V) 
w 4- v — d{r ™ PakGen<?(f\B)/P)'} mod p 
i' 4— gt! mad p PairGenx (f (%,r}, P) 
d H(g, gr mod p. = PairGmx(f(R)/P), i\ N) 
Server s f™ {V, w} 

end for 
for Server $ do 

// t™ <f gr'- mod p 
h ~ h(g, /, i fir" mod p. /V) 

over an ES232 connection. The enrollment and authentication proto­

cols for the device and server were written in €? with a Java, front end 

on the server side for the user interface and communicating with a local 

SOL database-
V 

end for 

end for 



WO 2015/116288 PCT/US2014/064738 

Error Correcting Code 

[0077] Ideally. the Inter-PUF error rate between two separate PUFs 

on the same challenge should be approximately .50%, while the intra-

PUF error rate on a challenge should be substantially less. The greater 

the distance between, these two distributions, the less likely false pos­

itives and false negatives are to occur,. Fig. 4 illustrates the possible 

relationship between the inter-PUF and intra-PUF error in the case 

where the distributions overlap, making It Impossible to avoid false 

positives and false negatives. Fig, 5 illustrates more distant distribu­

tions. where establishing a boundary to minimize false positives and 

false negatives is simpler. Finally, Fig. 8 illustrates the true inter-

PUF and intra-PUF error rates we observed experimentally using three 

.Xilffix development boards. The observed Inter-PUF error rate has 

(ji ~ 129s a ~ 5), which satisfies the Ideal error rate of approximately 

half of the output bits differing. The observed intra-PUF error rate 

lias f/.i = 15,'<7 — 4). 

[D078] Error decoding is the most computationally expensive opera­

tion that must be performed, on the device. Our implementation chose 

a (n, k,2t + I) BCH code (Bose et al, *On a class of error correct­

ing binary group codes/ Information, and Control, pages 68-79. 1980) f 

where the code has length, n} accepting original data of length at most 

k and correcting at most t errors. As we extract 258 bits from the 

»"J i>T 
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PUF, originally a (1023,868.73) BCH code was used, so that up to 38 

errors could be corrected. However, the PUF itself has only 32 bits, 

so to extract 256 bits the PUF is queried eight times. Rather than 

perform error correction over the 256 bit concatenated output, we use 

a (127,71,17) BCH code over each 32 bit output block. This change 

substantially reduces the size of the generating polynomial, which im­

proved decoding speed despite having to run eight times, rather than 

once. 

[0079] A benefit of this change is that a total of 64 bits may now he 

corrected in the PUF output while simultaneously reducing the decod­

ing time. This comes ai; the price of only being able to correct 8 errors 

per 32-bit block, as the error correction code is now defined for block 

sizes of 32 bits, rather than 256 bits. Thus, the error correcting code 

handling up to 64 errors is likely to capture all of the intra-PUF er­

ror without introducing false positives by "correcting8 inter-PUF error. 

On the other hand, while this gives the appearance of a 258-bit func­

tion, its security is equivalent to a brute force search over 2ti2 -elements. 

Thus, rather than attack a presumed 256-bit function, an adversary 

with some knowledge of the system could attack a 32-bit permutation 

and combine each smaller challenge-response pair block to generate the 

full PUF mapping. Consequently it would be preferred to use a PUF 

accepting a 1624-bit input in a deployed system. 
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[OOSOi We experimentally determined the total time necessary for 

each operation, including storage and retrieval, of values from a SQL 

database on the server, and eommnnieation between the device and the 

server. The server Is equipped with an 8-eore •3.1GHz processor and 

1.6GB of RAM. Table .1 reports the average time per protocol over 1,000 

trials. 

Table 1; Performance Results 

Protocol Average Runtime St, Dev. 

Enrollment 1.279! seconds 0.0603 
0.0602 
0,0620 

.r\.il 1110 i 1U ( . a i l 011 

Derived Authentication 
1 «o i ;;H. btX- QlKi^: 

1,4480 seconds 

0.0603 
0.0602 
0,0620 

[0081] Wte note that all experiments had a 0% false positive and 

false negative rate, Bv setting: the maximum error correction threshold 

at 64 bits, we are able to perfectly distinguish between PUP devices. 

However, in a deployed system, environmental factors may affect the 

intra-PUF error rate. If the intra-PUF error rate increases beyond 

the error correction threshold, the introduction of false negatives is 

inevitable. 

[0082] A frequent concern about deploying PUFs hi large scale au­

thentication systems is that they may not be robust to varying environ­
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mental conditions. As tlie PUF hard ware ages, the number of errors 

present in the responses is expected to increase. Maiti et al ("The im­

pact of aging on an FPGA-based physical unelonable function,* Field 

FrvgrarrvmaMe Logic mid Applications (FPL), SOU International Con-

ferenmt pages 151-156) study the effects of simulated aging on PUF 

hardware by purposefully stressing the devices beyond normal operat­

ing conditions. By varying- both temperature and voltage, the authors 

were able to show a drift in the intra-PUF variation, that, over time, 

will lead to false negatives. We mitigate this inevitable drift by choos­

ing the error correction threshold to maximize its distance from both 

the intra- and inter-PUF error distributions. 

[0083] In authentication, systems, false negatives tend to be less -dam­

aging than false positives.. Maiti et al. note? thai the error drift, strictly 

affected the intra-PUF error rate distribution.. Thus, there is a ten­

dency for intra-PUF error rates to drift towards the maximum entropy 

rate of 50%. This inevitability should be considered when, determining 

the re-enrollment cycle or the device lifespan. 
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What is claimed is: 

1. An authenticatable device for use with an 

authentication system, comprising: 

a. a physically-unclonable function (APUF') device 

having a PUF input and a PUF output and 

constructed so as to, in response to the input of 

a specific challenge C, generate an output 0 that 

is characteristic to the PUF and the specific 

challenge C; 

b. a processor having a processor input that is 

connected to the PUF output, the processor 

configured to: 

i. in response to the receipt of an output 0 from 

the PUF output, generate a commitment value 

that depends upon a private value r; and 

ii. in response to the contemporaneous receipt of 

an authentication query that includes a nonce 

and of an output 0 from the PUF output, return 

a zero knowledge proof authentication value 

that corresponds to the commitment value; 

wherein the zero knowledge proof authentication value 

further corresponds to an authentication token that 

includes a blinded value that depends upon the 

private value r and a random value, and wherein the 

processor is configured to decrypt the random value. 

2. The authenticatable device of claim 1, wherein the 

authentication system has a working verification set 

that includes the specific challenge C and commitment 

value. 
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3. The authenticatable device of claim 2, wherein the 

authentication system has a limited verification set 

that includes the specific challenge C and a 

corresponding token. 

4. The authenticatable device of claim 1, wherein the 

authentication system includes: a root server having 

a working verification set that includes the specific 

challenge C and commitment value; and a child server 

having a limited verification set that includes the 

specific challenge C and a corresponding token. 

5. The authenticatable device of claim 1, wherein the 

authentication system includes: a root server having 

a working verification set that includes the specific 

challenge C and commitment value; and a plurality of 

child servers each having a different limited 

verification set; wherein each limited verification 

set includes the specific challenge C and a 

corresponding token that is specific to the 

particular child server. 

6. An authenticatable device for use with an 

authentication system that includes a root server 

having a working verification set and a child server 

having a limited verification set, the 

authenticatable device comprising: 

a. a physically-unclonable function (APUF') device 

having a PUF input and a PUF output and 

constructed so as to, in response to the input of 

a specific challenge C, generate an output 0 that 
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is characteristic to the PUF and the specific 

challenge C; 

b. a processor having a processor input that is 

connected to the PUF output, the processor 

configured to: 

i. in response to the receipt of an output 0 from 

the PUF output, generate a commitment value 

that depends upon a private value r; and 

ii. in response to the contemporaneous receipt of 

an authentication query that includes a nonce 

and of an output 0 from the PUF output, return 

a zero knowledge proof authentication value 

that corresponds to the commitment value; 

wherein the working verification set includes the 

specific challenge C and commitment value and the 

limited verification set includes the specific 

challenge C and a corresponding derived token that 

includes a blinded value that depends upon the 

private value r blinded with a random value, wherein 

the zero knowledge proof authentication value further 

corresponds to the derived token, and wherein the 

processor is configured to decrypt the random value. 

7. The authenticatable device of claims 1 or 6, wherein 

the random value is generated externally from the 

authenticatable device and the processor is 

configured to decrypt the random value using a key. 

8. The authenticatable device of claims 1 or 6, wherein 

the processor is configured to, during generation of 

43 



WO 2015/116288 PCT/US2014/064738 

the commitment value, generate and discard the 

private value r. 

9. The authenticatable device of claims 1 or 6, wherein 

the commitment value is an exponential function of 

the private value r. 

10. The authenticatable device of claims 1 or 6, wherein 

the blinded value depends exponentially upon the 

private value r multiplied by the random value. 

11. The authenticatable device of claims 1 or 6, wherein 

the commitment value is an exponential function of 

the private value r and wherein the blinded value 

depends exponentially upon the private value r 

multiplied by the random value. 

12. The authenticatable device of claims 1 or 6, wherein 

the random value is an element of a group of prime 

order. 

13. The authenticatable device of claims 1 or 6, wherein 

the PUF device is a controlled PUF device. 

14. The authenticatable device of claims 1 or 6, wherein 

the PUF device is a super high information content 

PUF. 

15. The authenticatable device of claims 1 or 6, wherein 

the processor is further configured to perform 

operations as part of an extended Boyko-Peinado-

Venkatesan generation. 
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16. An authenticatable device for use with an 

authentication entity, comprising: 

a. a physically-unclonable function (APUF') device 

having a PUF input and a PUF output and 

constructed so as to, in response to the input of 

a specific challenge C, generate an output 0 that 

is characteristic to the PUF and the specific 

challenge C; 

b. a processor having a processor input that is 

connected to the PUF output and connectable to 

the authentication entity and a processor output 

that is connectable to the authentication entity, 

the processor configured to: 

i. in response to the receipt of an output 0 from 

the PUF output, generate a commitment value 

that depends upon a private value r; and 

ii. in response to the contemporaneous receipt of 

an authentication guery that includes a nonce 

and of an output 0 from the PUF output, 

perform operations as part of an extended 

Boyko-Peinado-Venkatesan generation and return 

a zero knowledge proof authentication value 

that corresponds to the commitment value. 

17. The authenticatable device of claim 16, wherein the 

processor is further configured to receive pre-

processed exponents from the authentication server 

and employ those exponents in extended Boyko-Peinado-

Venkatesan generation. 
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18. The authenticatable device of claim 16, wherein the 

processor is further configured to perform operations 

including the input and processing of a hash chain. 

19. The authenticatable device of claims 1, 6, or 16, 

wherein the processor is further configured to, in 

response to the receipt of an output 0 from the PUF 

output, generate a helper string along with the 

commitment value. 

20. An authenticatable device for use with an 

authentication entity, comprising: 

a. a physically-unclonable function (APUF') device 

having a PUF input and a PUF output and 

constructed so as to, in response to the input of 

a specific challenge C, generate an output 0 that 

is characteristic to the PUF and the specific 

challenge C; 

b. a processor having a processor input that is 

connected to the PUF output and connectable to 

the authentication entity and a processor output 

that is connectable to the authentication entity, 

the processor configured to: 

i. in response to the receipt of an output 0 from 

the PUF output, generate a commitment value 

and a helper string that depend upon a private 

value r; and 

ii. in response to the contemporaneous receipt of 

an authentication guery and of an output 0 

from the PUF output, generate a full block 

value based on the output 0, break the full 
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block value into a plurality of subparts, 

carry out error-correcting code on each of the 

subparts, and return a zero knowledge proof 

authentication value that corresponds to the 

commitment value. 

21. The authenticatable device of claim 20, wherein the 

error-correcting code is Bose-Chaudhuri-Hocguenghem 

( ABCH') code. 

22. The authenticatable device of claims 16 or 20, 

wherein the authenticatable device is resource-

constrained . 

23. The authenticatable device of claims 16 or 20, 

wherein the authenticatable device is a mobile 

device. 
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