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AUTHENTICATABLE DEVICE

FIELD OF THE INVENTION

0001 This disclosure relates generally to hardware verification, and
in particular but not exclustvely, to bigding suthentication to protect

against tampering and subwersion by substitution.

CROSS REFERENCE TO RELATED APPLICATIONS

0002 This application claims the benefit of application S.N. 14/103,509
filed Deceraber 11, 2013, and elaims the begelit of provisiousd spplica-
tion SN 617802283 fled Novewmber 10, 2013, both of which applica-
tions are incorporated by reference here. The contents of ULS. Patent
Application Publication No. 2013,/0212842 and Applicant’s co-pending
LS Patent Application Serial No, 13/820,826 are also ipcorporated
here by reference, in particudar thelr disclosure of 3 Resilient Device
Authentication Systen, with which suitable exnbodiments of the sys-

torn deseribad herein can be used.
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BACKGROUND OF THE INVENTION

0003]  The unigue properties of PUFs provide several advantages over
traditional public key infrastructure (PRI} constructions. In generad,
PUFs provide two core properties: tamper detection for a larger cir-
cuit, and to act as & neisy random ovacle, The fivst property follows
from the physical design of the PUF itself, As the PUF relies on noe
clonable hardware tolerances {e.g. wire delays, resistance, ete.), any
medification to efther the PUF or the attached integrated cireult will
irveversibdy alter the PURF s mapping from challemges to vesponses. The
second property is assumed in ideal theoretival models, where PURs are
freated as oracles that provide {nolsy) responses to challenges, where
the mapping between challenges and responses cannot be modeled or
duplicated in hardware. Rithrmair et al. {"Modeling attacks on physi-
cal unclonable functions,” Proceedings of the I7th ACM conference on
Commeder and Commaonicadions Security, CUS 10, pages 237-248, New
York, 2010, ACM ("Ribumair 1) have refuted the claim of model-
ing robustness, and propose a hardware construction resilient to such
attacks (Rithrmair et al., "Applications of high-capacity crosshar mem-
ories in eryvptography,” [EEE Trans. Nanotechnology, 10{3):480-49%,

May 2001 "Rahrmaie 11"}, Thas, theorstical constructions assum-
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ing that PUFs cannot be wodeled remain interesting, as existing PUF
hardware can be replaced with Rihemair ot alls (Rithrmair ) pro-

pased design.

0004 Literature on physically uncloneble functions (PUF) evalnates

the properties of PUF hardware design {n.g., Gassend et al., "Silicon

Computer and Commaidcations Security, CCSDL, pages 18160, New
York, 2002, ACM.: Katzenbeisser et al, "PUFs Myth, fact or busted?
A security evaluation of physically unelonable functions (PUFs) cast
in Silicon,” CHES, pages 283-301, Springer, 2012 Ravikanth, "Physi-

cal One-Way Functions,” Ph.D. Thesi, 2001 Rithemair 11 Suboet al,

"Physiea] Unclonabls Fanctions for Device Authentication and Secrst
Rew Generation,” Proceedings of the {{th Annual Design Automation
Conference,” DACHT, pages 8-14, New York, 2007, ACN, Yu «f al.,
"Recombination of Physival Unclonabde Punctions,” GOMACTech, 2010

and

{"Yu I'}), provides formal theovetical models of PUF properties,
designs protocels around those definitions {of. Armbunecht ot sl, "A
forraalization of the security features of physical functions,” Progsed-
s of the 841 TEEE Symposium en Secwrdty and Frivecy, SPLL
pages 397-418, Washington, DO, 2011 Brzusks et al., "Physically wo-
cloneable functions in the universal composition framework,” ddvances

in Cryplology - CRYPTO 2011 - 31st dvnual Cryptology Conference,
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vol. 6841 of Lectwre Notes in Compuder Science, page 51, Springey,
2011, Frikken et al, "Robust awtherdication using physically unelon-
able functions,” Iformaiion Security, vol. 5735 of Lecture Notes in
Computer Science, pages 262-277, Springsr Berlin Heldelberg, 2008;
Handsehubh st all, "Hardware iniringic security from physically wne
clonable hunctions,” Towards Hordware-Intrinsie Security, Information
Security and Cryptography, pages 38-53, Springer Berlin Heidelberg,
2010; Kirkpatrick et al., "PUF ROKs: A hardware approach to read-
once keys," Proceedings of the 6th ACM Sympostem on Informaetion,
Computer and Commundcations Security, ASTACCR', pages 185-164,
New York, 2011, ACM; Paral et al., "Reliable and efficient PUF-based
kev generation using patiern matching.” Hoerdwore-Oriented Security
ond Trast (HOST), 2011 IEEE Wternotiondd Synpoesiwn, pages 128-
133, June 2011; Rihomair et al., "PUFs in Security Protocols: Attack
Models and Security BEvaluations,” 2018 IEEE Sympostuwm on Securthy
and Privacy, pages 286-300, 2013 {(Rihrmair T van Dijk st all,
PFhysical Unelonable Functions in Cryvptographic Protocols: Security
Proofs and lmpessibility Resulig,® Oryplelogy ePrint drefive, Report
20027228, 2002 W et all, "On foundation snd constraction of physi-
cal unelonable fanctions,” Cryptelogy «Print Archive, Report 2010/171,
2000 Yu et al., "Lightweight and Secure PUF Key Storage using Hmits

of Machine Learndng,” Procesdings of the 13th Infernational Conference
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an Cryplographic Hardware and Bmbedded Systermns, CHES 1L, pages

358373, Berlin, Heidelberg, 2011, Springer-Verkag ("Yu 11"

0005 Ravikanth introdnced the notion of phusical one-way functions
in his PhoD. dissertation. The physical construction is based on opties,
using the speckle pattern of a laser Hred through a semi-transparent
gel to construct an wnelonable and one-way function. Thix seminal
work led to more realistic constructions of physicelly unclonable func-
tons (PUFs) that did not rely on precise mechanical alignment and

measurements,

0006]  Gassend st all fntroduce the notion of PUFR constructed
through integrated cireudts. This work tmproves upon the original
physical one-way function construction wsing optics by Ravikauth by
removing the precise requirements necessary for mechanieal alignment
and output measurement. By implementing PUFs in integrated cir-
cuits, the hardware Is widely available, and easy to integrate into ex-

isting systems,

0007 Subetal introduced the ring oscillator constraciion o a PUF,

which has many desivable properties. Specifically, the ring oscillator
desigrn is easy to tmplempent in hardware, robust, and unpredictable.
The authors demonsirate that ring oscillator constructions exhibit 46%

frter-chip variation, vet have only 0.5% fndra-chip variation.

a1
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0008 Rithrmair 11 deseribe a candidate direction to alleviate the
problems with existing FUF constructions demonstrated in Rihrmair
L They introduce the notion of a super high information content (SHIC)
PUR, A SHIC-PUF containg a large amount of information {eg. 109
bits} while having a self-imposed slow readout rate that is not clreurm-
vintahie by comstroction. Thus, if an adversary attampis o acquire
the full challengs-response pair sef, the fime required to schieve this

would excesd the lfetime of the device. Using Hthographic crossbar

msmory, a small PUF would require at least three years of continuous
reading to fnlly model.  Ax nanotechnology develops, the promise of
a nonlithographic crossbar (& -} would require decades to fully
model,  Thus, the security of the SHIC-PUF i independent of the
computational abilitiss of the adversary and inherently linked fo the

physical construetion. Further, the crossbay can be used ax an overlay

PUF, which protects the underlyving cireuitry

0009 Yu [ describe PUF constructions that treat the unigue hard-
ware charscteristics of devices as gevetic material, Stadlar to genetic
recombination, these properties may be recambined to producs output
with different characteristics than the original material. In the suthors’
coustruction, a PUF may be altered to provide NIST certifiable random
output, an exponential challenge space and real-valued outputs, True

random output is & necessary characteristio for use in cryptographically

£
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strong awbhentication protocols. The real valued oubput facilitates soft
decision ervor correction, where both the signal and strength are ve-
ported {(Yu et al, "Secure and Robust Frror Correctinn for Phvsical
Unelonable Fanctions," [IEEE Des. Test, 27 {14865, Jannary 2010,
Yu HEPY. Finally, the anthors also damonstrate how to construet s

multi~modal PUR, with separate generofion and authentiontion modes.

0010 Katzenbedsser et al. evaluate the assumed properties of vari-
ons PUF constructions, finding that many lack essentisl charvacteristics
of an ideal PUE. The arbiter, ving oscillator, SRAM, Hip-flop and Lutch
PUF constructions are compared for robustness and wnpredictability
in varving sovironmental conditions. While all PUE constructions are
acceptably robust, the arbiter PUEF has low entvopy while Hip-Hop and
Ianteh PURs are boavily affected by temporature Huetuations, A deaw-
back for ring oscillatars is low min-entropy, while SRAM lacks an expo-
nential nput space. However, both ring oscillator and SRAM designs

raore closely approximate an ideal PUF.

0011]  Next, we review the literaturs on applying PUFS to orypto-
graphic protocols, and developing formal modeds to evaluate the secu-

vity of PUF-dependent protocols.

0012 Handschuh et sl give s high level description of how PUFs

can be applied to anti-counterfeit and intellectual property domains,

-,
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approaches, which is primarily key storage desdgn. By emploving PURs,

the secrst key is ne longer duplicabls, as PURs are by design unclonable.

0013 Rithemair T deseribe attacks on a variety of PUT constructions,
including srbiter and ring oscillator designs. The modeling attacks re-
guire culy a lnesy mumber of challenge response pairs with respect to
the structural parameters of the PUT comstructions. In congtructions
where the attacks require superpolviomially many challenge response
pairs, the underlying construction grows superpolviiomially in the num~
ber of components. Thus, the underlying construction becomes infeasi-
ble to builkd, and the designer and adversary face the sames asymptotic
difficudty. The attacks presented arve suflicisnt to break most PUE com-
structions in production, and demonstrate that sther approaches seom
to meet with exponential fnereases in complexity for both defender and

adversary.

0014] W et al. demonstrate that a PUF with &bit input, m-bit

owbput and 7 components does not implement a random function when

for some constant ¢ That i3, the size of a random function
fanily must be equal fo the size of the coutput demain. Letting F
be a function :i’a.ntz:iﬁiy of PUKs and Z be the ouiput domain, we hc}w

then [Fl= 2

that (&1 = 2" However, when [Fl = n <

2w [ Z] This information theorstic bound establishes PUFs with

A
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no< componenis ag a psendorandom function family, In ordey
for such PUF families to fplement a proper psuedorandom family,
comfusion and diffusion of the fnput are necessary. The authors show
how to constract a physically unclonabls pssudorandom permriation
by using a PUEF to gensrate the key for a block cipher. Finally, the
anthors constriet a secure helpey data algorithm called the majority
voting dark M for ervor correction that is more efficisnt than standard

soft decision error corvecting codes.

00150 Yu I deseribe a maching learning based rationale for security
by considering an adversary’s advantage against PUEs with a given
classifieation srror. By assuming that o PUF with & bits i the paranme-
eter requires at least & challimge-response pairs to gain a olassification
advantage, the authors ronslude that a slassification arror rate of 0.5 s
eepuivalent to sepurity, Technieally, the authors should specify that this
vesult would only apply to FUEs with a single bit output. By removing
the assumption that the ontput of a PUTF & independent and identi-
eally distributed (1.i4.), the complexity of the PUF ran be reduced in

addition to reducing the complexity of the evror correcting code.

0016)  Kirkpatrick of al. describe how o use PUFs to generats read-
ence heys, where upon use the kev is inaoediately destroved and fur-
ther use is hmpossible. Such a construction would faciliiate one-tims

programs as proposed by Goldwasser ot all  ("One-time Programs.”
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g

o
ANt

Proceedings of the 28h Annuwal Conference on Cryplology: Advances
e Cryptelogy, CRYPTO 2008, pages 33-56, Berlin, Heidelberg, 2008,
Springer-Verlag).  The PUF-ROK construction requires integration
with a register that stores an initial sesd value, which s the affec-
tive security parameter. The PUF and register are in a fsedback loop,
so upom reading the cutput of the FUF the dnidial key s paymanently
destroved,  The anthers also deseribe how to allow denvyption with
read-once kevs in an arbitrary order, Thus, an effective b-rend key can

be ponstructed.

0017 Armkoecht et al. give formal security definitions for the de-
sivable properties of a PUF. Existing modeds did not allow the broad
rangs of PUF construetions to be acourately modeled, for example by
requiring the PUKF to act as s physical one-way function. With the
introduction of PUFs that output only s single bit, inversion becomes

vl wnelon-

trivial. The anthors’ PUF model requives robustness, phy

ability and wypredictability, and formal security definitions and games
are given to demonstrate that a PUF constroction iy secure. This fa-
cilitates the use of PUFs in eryvptographic protocols, where the security

of protocols must be reducible to existing hard problems.

0018 Brauska et al. construct cryptographdc protocols for oblivions
transter, bit commitment and key sxchange ustng PUR o o undverally

composable framework., The universally composable (UC) framework

10
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of Canettl {"Usniversally Composable Security: A new paradigm for
cryplographic protocals,” Proceedings of the 42nd IEEE Sympostum on

Foundations of Computer Science, FOOS0L, Washington, DO, 2001,

Connputer Soclety) fasdlitates security proafs of protocols to be

derived from subsprotocols in an arbitrary system.

0018 The work of van Difk et al. taproves upon the work of Breuska
et 1l by considering more realistic attack scenarios for cryptographic
protocols involving PUF devices. Specifically, the authors’ new secu-
vity modal focuses on when an adversary has access to the PUF device
during a protocol.  The authors demomstrate that any protocol for
oblivious transfer or key exchangs based solely on the use of o PUF s
impossible when the adversary has posterior access to the PUF. Simd-
by impossibility results are given for ather security maodeds, even when
the PUF is modeled as an ddes] random permutation aracle. The au-
thors introduce formal security definttions in three models, and give
novel protocals for bit conmmitment, key exchange and oblivious trans-
fer vmder a subset of these wondels. Finally, the anthors demonstrate
that the application of Brauska et all to the universally composable
framework of Canetti iy not valid in these security models, and should

be constdered an open problem.

11
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SUMMARY QF THE INVENTION

00200 A device authentication system according to one aspect of
the present invention includes one or more devices, child servers capa~
ble of communicating thevewith, and a root server configurad to enroll

2

devices by: collecting device-specifie tokers and creading a complete

verification set ("OVE") therefrony creating & working verifieation set
CWVET) by selecting a subset of the CVS; creating a Hmited verifica-
tion set {"LVE") by performing a devivation function on ad least part of
the WV and distributing part ov all of the LVS to child servers. A de-
viee anthentication systerm according to another aspect of the fnvention
s configured such that a PUF-containing device and a server commu-
wicating with the device can perform an extended BPFV generation. A
system according to vet another aspect of the invention includes a de-

vice that contains a PUF and s configured to perform error decoding

on subsets of an authentication-related value multiple times.

BRIEF DESCRIPTION OF THE DRAWINGS

00211 Fig 1 is an illustration of the core components of the enroll-

ment and authentication algorithms;
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00220 Fig 2 is an llustration of the derived key tree construction;
00237 Fig 3 is an illustration of our experimental setup;

0024]  Fig 4 & an llustration of overlapping intra- and inter-PUR

error rate distributions;

0025 Fig 5 is an Hlustration of separated intra- and inter-FUF ervor

rate distriboations; and

0026]  Fig 6 v an illustration of the experimentally observed intra-

and inter-PUE error mate distributions.

DETAILED DESCRIPTION OF EMBODIMENTS

0027 We review the snrollment and anthentication protoends of
Frikken et al. The suthors consider PUF anthentivation in the context
of bankinug anthentivation. The identity of banking clients Is proved
through s zevo knowledge proof of knowledge, which demonstrates that
the client knows a password and I8 In possession of a device capable
of gencrating the discrete logarithm of a pre-enrolled group element.
The construction is robust against many forms of attack, inchuding de-
vice and server compromise by an adversayy, Further, the construction
is easily extended to support panic passwords, where authentication

suceeedds but the bapking server is notified that the client was under

13
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charess, We budld oo o subset of the authors’” constraction fn this work,
removing the user and focusing ondy on anthenticating the hardware.

0028 We modify their protocol in two ways. Fiest, we reduce the
number of necessary modnlar multiplications, as the PUY itself resides
on a resowrne-constrained devies (Lo, a device having o mathematic
computational capability that s comparatively significantly less than
that of personal computers widely available st the thine of comparison},
Second, we modify the envollient algorithin such that it needs to ocowr
only once, Many PUEF-based authentication protocols assume a trasted
saroliment stage, where the PLUE device interacts with a server with-
out adversarizal intervention. As re-snrollment i costly, particularly in
large-scale deploved systems, we modify the enrollment protacol to ac-
count for ture failures o the need to generate adsditional enrediment

tokens.

Overview

0029 We first deseribe the enrollment and authentication protocols

of Frikken et al in terms of the primitives wsed in the comstruction.

The core operations of the protocols are lustrated in Fig, 1.

o The envollment server issues a random challenge ¢ to the device,

which is passed as input to the PUF. Let O denote the response

14
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of the PUF to challenge O

e The device chooses a random group element rand € Gy, and uses
the extended BPV genevator process (Bovko b al., "Speeding
N~ L PR S (N PUN SN PR U VO . S R SV SO
up discrete log and factoring based schemes via precomptations,
Advances in Cryptology FURQCRYFTU98, vol. 1403 of Lecture

DY

Notes in Computer Science, pages 221-235, Springer Berlin Hei-
delberg, 1998} fo construct a pair (r.g" mod p} that depends
eritically on the random group element rand, and substansially

vecduees the mumber of modular maliiplications necessary o con-

struet ¢& mod p

o Ag the PUF sutpot O s noisy, there is no guarantee that when
queried on challkkmge € in the future, the new output O will sat-
isfy OF = O, However, it is assumed that O and OF will be t-close
with respect to some distance metrie {e.g. Hamming distance}.
Thus, an errer corresting code may be applisd tothe PUF output
such that at most ¢ ervors will still recover O We apply avvor
correction over the random group element vand, and blind this
value with the output of the PUE ¢, so that the Hnal helper value
F o= ECC{rand) £ O reveals no information about rand. During
recovery, computing the exclusive-or of ECC{rand) O &0 will

retirny rand whenever O and (O are f-close. This process iy re-

ferved to as fussy extraction, and s deseribed in detadl in Section

15
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34

o The pair (F.¢" mod p) is retwrned to the enrollment server as
3 commitment to he used for anthenticating the device in the
fature, Note that neither P nor ¢° mod p need to be kept secret,
as without the PUF output 0, the private exponent v cannot be

recovered.

# When a server wishes to verify the device as anthentic, it sends
the tuple {C, F, Nonee) to the device, acting as the verifier in the
zere konowledge proof protecol of Chawm et al. ("An improved
protocol for demonstrating possession of diserete logarithms and
some generalizations,” Proceedings of the 6th annusd international
conference on Theory and Applcation of Cryptographic Tech-
wigues, BUROQCRYPTRT, pages 127-141, Beolin, Heldslberg, TUKS,
Springer-Verlag), Own dopat the challenge ) the deviee returns

an ontput O

o The exchmive-or of the PUF output O and the error corrected
helper data £ i3 run through ervor decoding. So long as € and

the original PUF output O ave f-close, the decoding process will

sucecesshully recover the random group element rand.

e The group element rand s wsed as Input to the extended BPYV

generator process, which returns a pair {r, " mod p).

16
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zevo knowledge proof response pair (¢, w), acting as the prover.

eeeee

The gerver acts as the verifier in the zevo knowledgs proof, and

aceepts the devies ag anthentis i the pair (¢, w) satisfies the prool

condition.

We now give a formal description of the modeling assumptions about
the PUF, ax well as each privaitive lnvolved in the enrvollment and
anthentication algorithmus.
Model
00301 We consider three principal entity types:

& A got of servers &, where ench server & €5 controls authentics-

tion of devices on its system.
o A setoof devices d; € D, each with an embedderd PUL.

o An adversary 4 that wishes to mascguerade as o legitimate device
d; & T to abtain resources stoved on some subset of the servers

Ry e Wd
RN

00311 We assume that all entities are bound to probabilistic polynomial-

gime {(PPT). That i, all entities may perlorm computation requiring

17
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polynomially many operations with respect to a global security param-
cter A In owr setting, A refers to the number of bits in the group
modulus po The restriction implhiss that computation requiring expo-
nentially many operations with respect to A i not efficient {or the

agents, and will sucesed with ondy nsgligibde probability,

PUF Device

0032 The specihe PUF device used in the construction is of critical

inportance. Rihrmair 1 dedfine three distinet classes of PUF devizes:

1. Weak PUF: A weak PUF is typleally used only o derive i se-
cret keve The challenge space may be Bmited, and the response
space is asstumed to never be revealed.  Typieal constroctions
include the SRAM (Holcomb et sl., "Initial SRAM siate as a fin-
gerprint and source of true random worabers for REID tags” fn
Proceedings of the Conference on RFID Security, 2007), Butterfly
{Kumar et al., "Extended Abstract: The Butterfly PUF protect-
ing 1P on every FPGA" Hardware-Oriented Security and Trust,
HOST 2008, IEEE Internotional Workshop, pages 67-T(0, 2008}
and Coating {(Tuvls et al., "Read-proof hardware from protec-
tive coatings.' Proceedings of the Sth Internotionad Conference

on Cryptogrophic Hordwore and Embedded Systems, CHESD6,

138
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pages 308-383, Berlin, Heidelberg, 2006, Springer-Verlag) PUFs,

2. Strong PUE: A strong PUF b sssumed to (1) be physically
impossible to clong, () Impossible to collect s complete set of
challenge response paivs in a reasonable time e on the order
of weeks), and (i) difficult to predict the response to s random

challenge.

3. Countrolled PUFE: A controlled PUF satisfies all of the criteria
for strong PUFs, and additionally implements an auxiliary control

unit for computing more advanced functionadities.

00330 In our setting, the pondrolled PUF ix the most desirable. Far-
ther, we will require that i1 is physically impaossibile for an adwrsary to
observe the output of the PUF that is passed to the auxilisry control
unit. We assume that only the final output of the auxiliary conivel
unidt is ever revealed, and that all intermediate caleulations cannot be

observed by an adversary.

Formal PUF Definition

00384 Formally, an ideal PUF construction satisfies Definition L

Definition 1. 4 physivally wnclonable function Py {0,115 - {D, 1}

bound to a device o 45 o function with the following properiics:

19
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1. Unclonable: We require that Pridist{y. ) < e & Ugy

Pl), o o P < ey, the probability of duplicnting PUF P with a

clone PUF P! such thet thedr oulput distributions are t-slodistically

close 15 less than some suffciently small ¢,

= e . ) Lk Y . . o e
Unpredictable: We reguire that Advi{k) = Prir = ¢/, de-

\

noting the probability of the adversary A guessing the correct re-
sponse v of the PUF P fo the challenge e, s negligible i we for

all probabilistic polynomial fime adversaries 4.

3. Robust: We require that Pridist{y, 2} > {lp & Uy« Ple), o +

Pl < ey, the probability of ¢ fived PUF P yielding responses

t-distent on the stwme ingnd x4z less then some sufficiently small
This property s sotisfied by binding the PUF device o with o

{m, £, ¢, e3) fuzzy extractor (Gen, Rep).

Fuzzy Bxtraction: We requare that during the envollment phase

5,
i

for o PUF A, given w challenge ¢, the PUF computes (B, F) «
Gen{r), where v ¢ Pyle) and owdpuds B The helper string F
allows for R {o be recovered when the challenge W is t-close to

the original challenge W,

gy

5. Indistinguishability: We require that the culput of the PUF

be computationally indistingudshable from o random string of the

20



WO 2015/116288 PCT/US2014/064738

same length, swch that the advantage of o PPT adversary A i

~"“'k‘3~""’it{'i i () < L 4 ean where ey ds negligible,

Fuzzy Extraction

0035 The ontput of a PUF device is noisy, and thus varies slightly
despite evaluating the same input. In order to generate a fixed value for
a given input over this nolsy funciion, a fussy exdracior 3 NOCSSSaTy.
In our construction, we bmplement fuzey extraction in the auxiliary
controd unit, such that the output is constant for a fixed input. We
now formally defing the Hamming distance construction of Doslis et
al. ("Fuzey extraciors: How to generate strong kevs from biometries
and gther nolsy data,” STAM J. Compad., pages 97-138, March 2008},

based on the fuzzy commitroent function by Juels et al. ("A fuzsy com-

and Commadcadions Security, COS™0Y, pages 2836, New York, 1999,

ACM), which is used during the enrollment process.

Definition 2. Let C be o Mnary (0, £, 26+ 1) ervor correcting cede,
73 N y 3w N Fr SE P .
and let rand & {0,1}° be a rondom k-bit volue. Then the following

defines a secure sketeh for input string O

SS(vand) = O & ECC{rand)

.,
i
. .

0036] In Fig. 1, Envollment Challenge 1 illustrates the suroll-
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ment server issuing a random challenge O to the device. The challenge

. I ~ 3 3%k P . ) :
i drawn uniforraly ab random from {0, 1} for a A-bit challenge.

0037 Definition 2 i used to build the Gen procedure for the en-
rollment phase, which must ontput a set {rand, P}, where rand is a

random value and P is a helper string that s used to recover vand.

Algorithm 1 The Gen Algorithm
Input @ A prime ovder subgroup g of &), where p = 2+ 11 A challenge

O e PUF{a}
rand « random € &, a random group element
F e O @ BECCrand)
3 }
retuarn  {rand, P}

0038 PUF Query 2 illustrates the hardware device querving the

PUF on challenge €, and yielding a response O,

Reducing Modular Multiplications

00381 Modular exponentiation is an expensive operation, hindering
the implementation of a PUF-based anthentication system on resource-
constrained devices, for exarmple s mobile device {Le., a device capable
of being conveniently carried in one hand). We have identified a way
to exploit a characteristic of the Frikken et al. protocol to adapt a
means of reducing the onboard expense of this operation by an order

of magnitude.
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00400 A protocal used in other contexts for securely outsourcing
modular exponentiations to a server was given by Bovke et all, and
thelr approach is typically referred to as utilizing BPV generators,
Nguver of al. {"Distribution of modular sues and the security of the

server aided exponeniiation,” Cryptography aend Congrdational Num-

~

ber Theory, vol. 20 of Progress én Computer Science and dpplied Logie,
pages 331-342, 2001) then gave hounds on the distribution of modu-
b sums, and demonstrated how BFV generators can be extended to
tar sums, and demonstrated how BFV generators van be extended tc

reduce the computational load s resource-constrained devices o se-

curely perform modular exponentiation with the aid of a server. Chen

ef al. ("New algorithms for secure outsourcing of modnlar exponentia-
sioms,” Computer Securdty, ESORICS 2012, vol. 7458 of Lecture Notes
in Computer Sclence, pages 541-556, Springer Berlin Heldelberg, 2012}

give methods to perform shwmliancous modular exponentiation, and

give a more thorough sseurity analysis of their protocols,

X

0041 Coustructing ouwr PUF-based anthentication system with en-
vollment and anthentication protocols that do not impose a specifie
structure on exponents enabled us to suceessfully adapt extended BPY
generators (o reduce the computational cost of computing modular ex-

ponentiation, s follows:

0042)  Parameter Selection: As suggested by the original anthors

Lae,

of BPV generators, for a 256-bit privae p the parameters {n = 256 & ==
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16} are suggested to maintain the security of the discrete logarithm

problem through the corrssponding subset s problem of breaking

the BPV generator,

00437 Preprocessing: Generate n random integers aq, -« iy, &

Zipq to serve as exponents under the group &, Foreach j € 1, 0,

£

compute 3 = g™ mod p, where g is the generator for the group &,

These values are stored in the set P o= {{ay A1), (e, 80} This
stage is performed by the server, and the database P may be publicly

revealed. In our setting, P is stored on the device,
0044 Pair Generation: When a secrel pair (z,¢% mod p) & fo

be generated, s random subset § ¢ {1+« (1] is generated such that

S = k1 <k < We then compute:

o= Y ay wmod (p—1) (2)

4 S 1";‘:’ oy avy e, .*"", N
X = 18 modp (3)

jel
;

00458 o =0 mod (p-1), the set § is randomly regenerated until
this equivalence does not hold, The seeret pair is then (v, X). Thus, we
have constructed the PairGen function, given by Algorithme 2, where

FY s defined in Equation 4.
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Algorithm 2 The Pair Generation Algorithm

P {{:“}: ‘\)i} Ty {O‘{fu \3‘>§}

(2 gronp of prime ovder
7, the number of bits in the modulus
&, the size of the subset
P, the prime group modulus
& random G {1, - nd = J7{H) to be kept seoret
S g ¢ TS
X & {g,
for 1 < 7 < kdo
@ - 2y, wod (p - 1)
N e X, modp
end for

retarn (e, X}

0048 As PairGen{ ) outputs a pair {o, X} we denote by PairGer, (-
the ontput 2, and similaely denote by PairGeny () the ontput X = (g
mod p}. Note that X nsed not be private, while the private exponent
o must not be revealed.

0047 The use of BPV generators results in a substantial reduction

ire the number of modular udtiplications required to compute a secret

pair {r,¢" wmod p). For a 256-bit prime p, the square-and-multiply

B Soul
Lind
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algorithm requires Lin moedular multiplications e an n-bit exponent
to perform modular exponentiation. Thus, rather than requiring 384
modular multipheations, use of a BPV generator requires only 15, an

inprovement of an order of magnitude,

0048 In our construction, the deviee is required to generate a specifi
pair (o, g% mod pi that s dependert on the output of the PUEF()
function. In the enrollment protocol {Algorithm 33, the generation
function {(Algorithm 1) takes as input a challenge ¢ and returag a pair
{rand, P} that depends on the output of PUF{e}. The value rand s
a randeridy selected gronp element of Gy, which may be recovered by
the PUEF when given the same challenge ¢ and the helpsy string P
Thus, we need the output of PairGen{n, &) to depend eritically on the
private valne rand so that the same pair {o, X} is gonerated for a fixed
challenge.  We accomplish this by defining a deterministic function
FH{RY = § for generating the set of indices 8 from the recovered value

rand, Specifically, we define £/{4) as follows:

Sy c Hy(R) wmodn

PR b S (4)

Sy (HLGCHUR) wmodn

0049]  Thus, the set of b indices S is genevated through a hash chain

over H, reduced modilo the totad ruaber of pairs, s In our implemen-
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fation, H{ ) is the SHA-256 hash algorithe. As the group element rand
is secret, knowledge of the definition of f'{1) and the complete set P =
o, B0, (e, On) ) does not yield an advantags fo any probabilis-

tie polviromial-time adversary A, We redefine function PairGen(-, -} to

aceept the index argument R and a set P o= {{ey, S (0w, Fa b

0050 Referring still o Fig. 1, BPV Generation 3 illustrates
the device choosing a random group element rand € &, and using
the extended BPY generator process to construet a pair {rg” wmod p)
that depends critically on the random group element rand, which sub-

stantially reduces the number of modular multiplications necessary to

constinet ¢ mod p.

0051 Error Correction 4 illustrates the hardware device exaploy-
ing error correction. As the PUF ontput O i nolsy, there is no guar-
antee that when gueried on challenge (¢ in the fubure, the new output
O will satisfy O = (3 However, It is asswmed that O and OF will be
f-close with respect fo some distance metric {e.g. Hamuuing distance),
Thus, an srror correcting code may be applied to the PUE output such
that at most # errors will still recover O, We apply error correction over
the random group elemsnt rand, and blind this value with the output

of the PUEF O, so that the final helper value P = EOC{rand) & O

veveals no information about rand. During recovery, computing the

exclusive-ar of FCCrand) € O & O will return rand whenever (2 and
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(2 are -close. This process s referced to as fuzzy extraction.

0052 Enrollment Data Tuple 5 illustrates the hardware device
constructing the pair {P, 57 wmod »), consisting of helper data P to be
used for error decoding, and a commitment ¢¢ mod p to the exponent
r. Note that neithey P ooy ¢ mod preed to be kept secret, as without

the PUF output (2, the private exponent v cannot be recovered,

0053 Store Envollment 6 illustrates the server storing the hard-

ware device enrcdlment token (P ¢" mod p) for use in fatwre authen-

tication pratocols.

0054 The enrollment phase collecty a series of n tokens {{ey, P, g™
mod Pl (e Fe ¢ mod pi} from the PUEF device in response to
challenge queries by the server. The authentication tokens serve as
commitments so that the device can be anthentiated in the futurs,
Note that no sensitive fndormation is fransmitted over the communi-
cation channel or stored in non-volatile memory. The private expo-
nent v is generated by the deviee, and discarded after consiruction of
g5 mod po When the exponent v is needed to authenticate the de-
vice throngh a zero knowledge proof protocol, an envollment token
(o By g™ mod p) allows the device to vegenerate v and complete the
proof, This provides a substantiad benefit over altemative PUYF au-

thentication protocals, such as the naive challenge-response protocol
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or a PRI construction, as both require private information to be stored

in nor-volatile memory.

00558 Algorithun 3 describes the enrollment protocol in peewdoonde,

Algorithm 3 The Enrollment Algorithm
for Server s do
P4 2g -+ 1 where p,g € prime
g - rangd

om £ Gy, a random group element
while ¢ ¥ # 1 mod p do
¢ « random € {3, a random group element
end while
end for
for 1 <i<ndao
for Server & do
£y ramdnm & {5, a random group element
Deviee d + {50 0}
end for
for PUF Device d do
----- = Hie ,n g}
ab P, )‘\ >>>>> - Gren{ o)) where {0} is the PUF function and Gen
i Almoz I.i-}.ﬂi{'z. 1
helper, = F
tokeng == ¢ mol g = PalrGeny {(f/(H:), P)
Server & « {token,, helper;}
exd for
for Server & do
Store pew envollment extry {¢, (¢ wod p), P}
end for
end for

0056 Ideally, the enrollment process should be required only onee,
while the device is o a trusted environment at the maaufacturer, Fue-

ther, this process must snsure that in the event of a security breach,
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the device can remuain active without re-ervollment through a minor
change on the server side. We realize this property by constructing a
challenge-response free, where only the root node is divectly derived
from o PUF response. This minimizes the impact of an adversary

suceeeding in solving the discrete logarithm problem {s.g., when the

modudus is small, as in owre current plementation).

D087 To prevent such an attack from forcing a re-enrollment pro-
cess, we generate dertved tokens from those collected during envollment.
Should an adversary suceeed in solving the discrete logarithm problem,
the recovered exponent will not help an adversary masquerade as the

devics $o a server with a different derived token. The tiered authenti-

cation structure is as follows:

¥ ‘g .
3

Definition 8. The complete verification set (CVS) is defined to be
the set {{en, Prog™ mod pyoo o {on, P g™ mod pi}, where vy s linked

=
ey d 2

to the PUF oulput through the Rep protocol {Algarithm 4.

0058 The CVS consists of a set of challnges and their associated
PUF responses, wheve the searet i, known only given acosss to the
PUE, is hidden in the exponerdt.  From this set of root challenge-

response pairs, we derive a tree structure for tiered authentication.

ForOYY v

Definition 4. The working verification set {WVS) s o subset of

the CVS, distinguished by the cholce of a stngle root challenge-response
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padr (o, FPog™ wod p), where this podr serves as the voot of the an-

thentication tree,

0059 In Fig. 2, Working Verification Set 13 illustrates the
selection of & member of the complete verification set fo serve as the

working verification set.

00601 A ghven WVS chooses a single pair (¢, Pl g™ mod p) from
the CVE. This pair will serve as the root of the anthentication tree

We now deseribe how ehild nodes of this ot value are derived,

Definition 5. A lmited verification set (LVS) iz o subset of the

WS, derdued from the rool node by constructing the authentication set

il
3

™ mod oo, B Brg wes i)

(}(}Sl To create a child node, the root node chooses a random value

ey & Zyq and constructs ¢ mod po This value hides the root node
¥

g", as the child node cannot decrypt o weq ple) to recover g5 The

ancryphion fnction is defined as:

Eyla) =2

0062] Derived Exponent 14 illustrates the genevation of a ran-

dom wxponent e, which s used to gensrate the derived token (g%
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mad 0 P Eivgs mog miea)). The randon exponent «; blinds the root

I

exponent v

00631 We reguire that the child node is unable fo gensvate the key,
yet the PUT device must be able to decrypt the exponent g to suocess-
fally prove knowledge of the exponent in the zero knowledge proof. We

v

use Hig™ mod p)osas the key, as the PUF can recover {rg, g%

rod g}
using o throngh the Gen protocol {Algorithm 1), The derivation strae-

ture for the vortfieation seds i illustrated in Fig. 2.

0064, Derived Envollment Token 15 illustrates the devived to-

I

ken to be distributed to other servers. The token (g™ mad p, e, B,

%

Fsiore woa mi€e)) allows another server to authenticate the deviee, while

¢

revealing nothing about the root exponent vy, Even i the derived tolen

i compromised (revealing e, no formation about # is obtained,

& as the hardware device

which prevents an adversary from masquerading

to any server other than the one in possession of ¢ mod p.

0065 By only disivibuting devived tokens, an adversary A able to
solve the diserete Ingarithmm problem recovers only vy mod {p— 1)
However, this does not allow 4 o masquerade as the devies with any
other server, as each derived exponent ; I8 randomly generated. In
ordey to impersonate the devics with a different server, A must solve

anothsy discrete logarithm problem. Further, recovering a derived ex-

oz
s
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ponent rye; vields A no advantage in attermpting fo yecover ry, the root
exponent. Rather than foreing a re-enrolloeent, the voot server strmply

issnes a new dertved foken to the compromised child server.

00661 Returning to Fig, 1, Authentication Challenge 7 illus-
frates a server atternphing to authenticate a hardware device. The
servey sends the tuple (€, P, Nonce) to the device, acting as the vexi-

fier in the zero knowledge proot protoco! of Chawm ef al.

0087 We now define the Bep procedure such that, owcinput OF whers

Aist{ O, ) < £, the arigingl PUF output vand may be recovered:

Definition 6. Lot D be the decoding scheme for the bincry (n, &, 20+1)
ervor-correcting code ECC, and let O be ancinput such that dist{(2, 01 <

t. Then Rep i defined ax:

Rep(Q, P} = D(P &)

= yand

0068 From Definition 6, we can now deseribe the Rep algorithm

that allows a PUF output O that differs from the original swipat O

00689]  We use the Gen and Rep algorithons in the Enrollment and
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Algorithm 4 The Rep Algorithm
Input : A challenge ¢, Helper string P
O e P UF{e)
rand - {2 {f‘ SR e
1*&13111?1‘1 ranud

Authentication protocols to ensure that the same random valus rand

is recovered so long as the PUY outputs O, O differ by at most § bits.

0070] PUP Recovery 8 illustrates the havdware device gquerving
the PUF on challenge ¢, and returming eutput (¥, where ' is not nec-
essarily equal to O, If the device 1s authentie, verification will succesd
when (¥ differs from € by at most &-bits, where a 6bit ervor correcting

coredes 1 used.

0071 Ervor Corrvection Removal 8 illnstrates the hardwave de-
vice removing the error correction to recover the random group element,
The exclusive-or of the PUF output O and the ervor corrected helper
data P iy mun through error decoding. So long as OF and the origi-
nal PUE output O are -close, the decoding process will suecessfudly

recover the randon group element rand.

0072 BPYV Regeneration 10 illustrates the hardware device ns-
mg the group element rand as input to the extended BPV generator

process, which returns a pair (v, 6" mod p).

0073]  Zero Knowledge Proof 11 illustrates the hardware de-
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vice constructing a zero knowledge proof receipt. After recovering the
private exponsnt . the device constructs the wero knowledge proof

response pair (¢, w), acting as the prover,

0074 Verify Zero Knowledge Proof 12 illustrates the server at-
tempting to verify the zero knowledge proof receipt (¢, 1), The server
acts as the verifler in the zero knowledge proof, and accepts the device

as authentic if the palr (¢, w} satisfies the proof condition.

0075 The anthsntication phase allows a server to werify that a olient
deviee is authorized to issue a request, Upon receiving o request from a
device, the server engages in Chaum et al's zere knowledge prowst pro-
tocol with the device o to establish permission to perform the request.

The protocol is given as pseudocode in Algorithm 5.

Implementation

00761 As seen in Fig. 3, we implemented onr protocol on a Xil-
e Spartan 6 FPGA SP605 development board as a proof of concept.
One of ordinary skill will readily recognive how to adapt the hardware
modular math engine to accept larger moduli, preferably at least 1024
bits. Both the PUF and modular math engine reside in the FPGA

fabric, while all other operations were performed in software using the

MicroBlaze processor. The device communicates with o desktop server
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Algorithm 5 The Authentication Algorithin
~for PUF Device d do
Server § ¢ reguest
end for
for Server & do
Device d « {¢, g,p, P, N} where N is a nonce and P is the helpe
siring
end for
for PUF Devies d do
@ s Hie, g.p)
R e Fogw Flady, Py where £} s the PUF output fanction and Rep
is Algorithm 4

Uy ¢ random & Gy, a random group element

2 - PairGen, "f"’ (Cpards P)

TR R E A | dH(’r(‘i{ AR, P‘E mmi e

£ g% mend p o= PairGene (P (tper ), F)

o e H{g o mmi p = PairGeny “’*}%”} Py N

Server s « {¢/, w}
end for
for Server s do

¢ g g x‘m‘}{'{ P

o= H{g.g", 9" g mod p, N
RS \}{ ( . h
Device d « 4 04
dﬁtl‘ly o s A

end for

over an RS232 connection. The envollmernt and avthentication proto-
cols for the device and server were written in O, with a Java front end
on the server side for the user interface and communicating with a local

3 - dd? dbﬂ@(‘

P
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Error Correcting Code

0077 Ideally, the inter-PUF arvor rate between two separate PUFy
on the same challenge should be approximately 50%, while the intrs

PUF crvor rate an a challenge should be substantially less, The greatey
the distance between these two distributions, the less likely false pos-
itives and false negatives are to ocour. Fig. 4 illustrates the possible
redationship between the inter-PUF and intra-PUF ervor in the case
where the distributions overlap, making it impossible to aveld false
positives and false negatives. Fig. b illustrates wore distant distribu-
tlons, where establishing a boundary to minimize false posttives and
false negatives iv simpler. Finally, Fig. 6 illustrates the true inter-
PUEF and intra-PUEF arvor rates we observed experimentally using three
Xilinx development boards. The observed Inter-PUE error mats has
(g¢ = 129, 0 == 5}, which satisfles the ideal error rate of approximately
half of the output bits differing. The observed intra-PUE error rats

hr}.h {;i‘ ~~~~ ,‘;}S 7w .§~\‘}i

0078 Error decoding is the most computationally expensive opera-
tion that must be performed on the device, Our truplementation chose
a {n k204 1) BOH eode (Bose et all, "On a class of exvor correct-
ing binary group codes,” Infermotion end Condrol, pages 68-79, 1960},
where the code has length n, accepting original data of length at most

Eoand correcting at most ¢ ervors. As we extract 256 bits from the

3

s
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PUF, originally a (1023, 668, 73) BCH code was used, so that up to 36
arvors cowld be corrected. However, the PUF itself has ondy 32 bis

» b0 extract 256 bits the PUF & queried eight tirmes. Rather than
perforie sryor correction over the 256 bit concatenated outputl, we use
s (127,71, 17) BUH cosle ovvey each 32 bit output block, This changs
proved decoding speed despite having to run sight Himes, rather than

QLICe,

007TS A benefit of this change i that a total of 64 bits may now be
corvectsd in the PUF output while simuliancousty reducing the decod-
ing time. This comes at the price of ouly being abls to correct 8 errors
per 32-hit block, as the error correctinn code I8 now defined for block
sizes of 32 bits, rather than 256 bits. Thus, the ervor sorrecting code
handling up to 64 ervors is Hkely to capture all of the intra-PUF er-
ror without introducing false positives by "correcting” inter-PUF ervor.
On the other hand, while this gives the appearance of a 256-hit fune-
tion, its security is squivalent to a brute force search over 2% elerments.
Thus, rather than attack a presumaed 256-bit function, an adversary
with some knowledge of the system conld attack a 32-bit permutation
and combine each stoaller challenge-response pair block to genevate the
full PUE mapping. Consequently, it would be preferred to use a PUF

accepting a 1024-bit input in a deploved system.
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00800 We experimentally determined the total #ime necessary for
cach operation, including storage and retrieval of values from o SQL
database on the server, and communication between the device and the
server, The server iy equippsd with an S-core 3.1GHz processor and
16GE of RAM. Table 1 reports the average fime per protocol over 1000

trials.

Table 1; Performance Results

Protocol Average Runtime St. Dev.

Earollment L2781 seconds .0603
Authentication 1.3784 seconds .0602
Dierived Authentication 14480 seconds (,0620

D081 We note that all experiments had a 0% false positive and
false nogative rate, By setting the maximum error correction threshold
al 64 hits, we ars able to perfectlv distinguish betwesn PUF devices.
Howsver, in a deploved system, envivormnental factors may affect the

intra-PUE ervor vate. N the inbra-PUE srror rade increasss bevond

the error correction threshold, the introduction of false negatives ix

mevitable.

00821 A Bequent concern sbout deploving PUFs in large scale aw-

thentication systems s that theyv may not be robust to varving environ-
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mental conditions. As the PUF hardware ages, the number of srrors
present o the responses i expected to increase. Maiti ef all {"The -
pact of aging on an FPGA-based physical unclonable function,’ Fileld
Progravomable Logic end Applications (FPL), 2011 International Con-
Jerence, pages 151-156) stwldy the effects of simulates] aging on PUF
hardware by purposedudly stressing the devices beyond novmal operat-
ing consditioms, By varving both temperature and voltage, the authors
were able to show s drift in the intea-PUE variation that, over time,
will lead to false negatives. We mitigate this inevitable drift by choos-
ing the error correction threshold to maxdindze its distance from both

the intra- and ger-FPUF error disteibuiions.

D083 In authentication systams, false negatives tensd to be less dam-
aging than false posttives. Maiti ot al. note that the arrvor detft steictly
affected the indra-PUF ervor rate distribution. Thus, there is a ten-
derncy for intra-PUF ervor rates to drift towsrds the maximum entropy
rate of 80%. This inevitability should be considered when determining

the re~enrollment cyele or the devies lifespan.

40
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What is claimed is:

1. An authenticatable device for use with an
authentication system, comprising:

a. a physically-unclonable function (‘PUF’) device
having a PUF input and a PUF output and
constructed so as to, in response to the input of
a specific challenge C, generate an output O that
is characteristic to the PUF and the specific
challenge C;

b. a processor having a processor input that is
connected to the PUF output, the processor
configured to:

i. in response to the receipt of an output O from
the PUF output, generate a commitment value
that depends upon a private value r; and

ii. 1in response to the contemporaneous receipt of
an authentication query that includes a nonce
and of an output O from the PUF output, return
a zero knowledge proof authentication value
that corresponds to the commitment value;

wherein the zero knowledge proof authentication value
further corresponds to an authentication token that
includes a blinded value that depends upon the
private value r and a random value, and wherein the

processor is configured to decrypt the random value.

2. The authenticatable device of claim 1, wherein the
authentication system has a working verification set
that includes the specific challenge C and commitment

value.

41
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The authenticatable device of claim 2, wherein the
authentication system has a limited verification set
that includes the specific challenge C and a

corresponding token.

The authenticatable device of claim 1, wherein the
authentication system includes: a root server having
a working verification set that includes the specific
challenge C and commitment value; and a child server
having a limited verification set that includes the

specific challenge C and a corresponding token.

The authenticatable device of claim 1, wherein the
authentication system includes: a root server having
a working verification set that includes the specific
challenge C and commitment value; and a plurality of
child servers each having a different limited
verification set; wherein each limited verification
set includes the specific challenge C and a
corresponding token that is specific to the

particular child server.

An authenticatable device for use with an

authentication system that includes a root server

having a working verification set and a child server

having a limited verification set, the

authenticatable device comprising:

a. a physically-unclonable function (‘PUF’) device
having a PUF input and a PUF output and
constructed so as to, in response to the input of

a specific challenge C, generate an output O that
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is characteristic to the PUF and the specific

challenge C;

b. a processor having a processor input that is
connected to the PUF output, the processor
configured to:

i. in response to the receipt of an output O from
the PUF output, generate a commitment value
that depends upon a private value r; and

ii. 1in response to the contemporaneous receipt of
an authentication query that includes a nonce
and of an output O from the PUF output, return
a zero knowledge proof authentication value
that corresponds to the commitment value;

wherein the working verification set includes the
specific challenge C and commitment value and the
limited verification set includes the specific
challenge C and a corresponding derived token that
includes a blinded value that depends upon the
private value r blinded with a random value, wherein
the zero knowledge proof authentication value further
corresponds to the derived token, and wherein the

processor is configured to decrypt the random value.

The authenticatable device of claims 1 or 6, wherein
the random value 1s generated externally from the
authenticatable device and the processor 1is

configured to decrypt the random value using a key.

The authenticatable device of claims 1 or 6, wherein

the processor is configured to, during generation of
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the commitment value, generate and discard the

private value r.

The authenticatable device of claims 1 or 6, wherein
the commitment value 1is an exponential function of

the private value r.

The authenticatable device of claims 1 or b, wherein
the blinded value depends exponentially upon the

private value r multiplied by the random value.

The authenticatable device of claims 1 or 6, wherein
the commitment value 1is an exponential function of
the private value r and wherein the blinded value
depends exponentially upon the private wvalue r

multiplied by the random value.

The authenticatable device of claims 1 or 6, wherein
the random value is an element of a group of prime

order.

The authenticatable device of claims 1 or 6, wherein

the PUF device is a controlled PUF device.

The authenticatable device of claims 1 or 6, wherein
the PUF device is a super high information content

PUEF.

The authenticatable device of claims 1 or 6, wherein
the processor i1is further configured to perform
operations as part of an extended Boyko-Peinado-

Venkatesan generation.
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An authenticatable device for use with an

authentication entity, comprising:

a.

a physically-unclonable function (‘PUF’) device
having a PUF input and a PUF output and
constructed so as to, in response to the input of
a specific challenge C, generate an output O that
1s characteristic to the PUF and the specific
challenge C;
a processor having a processor input that is
connected to the PUF output and connectable to
the authentication entity and a processor output
that is connectable to the authentication entity,
the processor configured to:
i. 1in response to the receipt of an output O from
the PUF output, generate a commitment value

that depends upon a private value r; and

ii. 1in response to the contemporaneous receipt of

an authentication query that includes a nonce
and of an output O from the PUF output,
perform operations as part of an extended
Boyko-Peinado-Venkatesan generation and return
a zero knowledge proof authentication value

that corresponds to the commitment value.

The authenticatable device of claim 16, wherein the

processor 1s further configured to receive pre-

processed exponents from the authentication server

and employ those exponents in extended Boyko-Peinado-

Venkatesan generation.
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18.

19.

20.

The authenticatable device of claim 16, wherein the
processor 1is further configured to perform operations

including the input and processing of a hash chain.

The authenticatable device of claims 1, 6, or 1o,
wherein the processor is further configured to, in
response to the receipt of an output O from the PUF
output, generate a helper string along with the

commitment value.

An authenticatable device for use with an

authentication entity, comprising:

a. a physically-unclonable function (‘PUF’) device
having a PUF input and a PUF output and
constructed so as to, in response to the input of
a specific challenge C, generate an output O that
is characteristic to the PUF and the specific
challenge C;

b. a processor having a processor input that is
connected to the PUF output and connectable to
the authentication entity and a processor output
that is connectable to the authentication entity,
the processor configured to:

i. in response to the receipt of an output O from
the PUF output, generate a commitment value
and a helper string that depend upon a private
value r; and

ii. in response to the contemporaneous receipt of
an authentication query and of an output O
from the PUF output, generate a full block
value based on the output O, break the full
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block value into a plurality of subparts,
carry out error-correcting code on each of the
subparts, and return a zero knowledge proof
authentication value that corresponds to the

commitment value.

The authenticatable device of claim 20, wherein the
error—-correcting code is Bose-Chaudhuri-Hocquenghem

(YBCH’") code.

The authenticatable device of claims 16 or 20,
wherein the authenticatable device is resource-

constrained.

The authenticatable device of claims 16 or 20,
wherein the authenticatable device is a mobile

device.
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