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Member ID Group ID
A Gr1
B Gr1
C Gr1
A Gr2
Group information storage unit

S —
Re-encryption
Group ID Member ID key
Gr1 A rKGr—A
35 Gr1 B KGr1-B
Gr1 C Ker1-c
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( Start )

A

ST1- Load file to be uploaded
Y

ST2 Generate symmetric key
Y

ST3~ Encrypt file
Y

ST4-— Acquire public key of group
Y

ST5— Encrypt symmetric key
Y

ST6~{Upload and store encrypted file and symmetric key

/

( End )

FIG. 4
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(st )
Y
ST11— Transmit file download request
Y
ST12- Load file
Y
ST13— Separate symmetric key portion from file
Y
Y Y 1
STI41—  requestof symmete. | | - Sendfleporion
key portion o client
Y ) esgcrzaltlgn
ST14-2 Re-encrypt symmetric STI4-1~ ST14-2
key portion
Y Y Y
Y
Send symmetric key portion to client —ST14-3 ~ ST14-5
Y
Decrypt symmetric key portion —ST5
Y
Decrypt file portion —ST6

Y

( End

)

FIG.6
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C Start )
Y

ST41— Transmit member deletion request

Y

ST42~ Call insertion processing unit, and insert processing

Y

ST43— Transmit request to delete
re-encryption key of member
Y
ST44~ Delete re-encryption key of member

)

Return notification that re-encryption

ST45- key of member has been deleted
Y

ST46- Insertion processing ends
Y

ST47 - Delete member

Y

ST48-1 Return notification that member has been deleted

Y

( End )
FIG.10
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Problem:

Data protection depends on
trustworthiness of server.

There is risk of setting mistakes,
inside job, bugs,...

p
. | Customer

AL

Person in charge

D~\=f|
Confidentia ]

=

Conﬂdntia

Communication
path encryption
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E(Pker1.D)  [Decryption D (Encryption

Conventional encryption ~ A7)

technique r %
(decryption lg%ecessary) E——_—J‘l> j :>

FI1G. 16A

E(pkgr1,D) Re-encryption

Re-encryption technique

(no decryption is necessary) pkA,
rkGrpA
Re-encryption key
Private key
skgr Creation of
re-encryption key
rkGr1—+A
A Re-encryptlon key
pka
Re-encryption key

FIG. 17
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Qbrid schenD‘

Data Encrypted data
D E(k, D)

g
| >
Encryption based

on public key pk E(pk k)

FI1G. 20
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(@

Rl

Encrypted data

(encrypted using public key)

} Symmetric key

-

Several ten bytes

Data
(encrypted using symmetric key)
Several K bytes to G bytes

FIG. 22
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