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SPECIFICATION

TITLE OF THE INVENTION
A SECURITY VERIFICATION DEVICE AND A SECURITY
VERIFICATION METHOD

TECHNICAL FILLD
The present invention relates to security of a svstem and relates in
particular to a security vertfication device and a sceurity verification

method which verify a security design and a program for that.

BACKGROUND ART

Various related technologies are known concerning a security technology.

Patent document | discloses an information security measures decision support
device, indicated below.

The information security measures decision support device receives an input of
attribute information of a diagnosis target system.  Consecutively. the information
security measures decision support device refers to such as a list of threats or relation
between the threats and security measures (hereinafter. described simply as “measures’)
and finds out problems on information security included in the diagnosis target system.
Here. the list of threats is one generated on the basis of a security event transition model
which 15 a structured procedure of an operation of tHegal accesses.

Next. the information sccurity measures decision support device presents
patterns for measures 10 keep the information security of the diagnosis target system.

Also. the information security measures decision support device refers (o a list of
measures which indicates cost and effects of cach measure and calculates. for each
measure found out, the cost that the measure needs, the effects in case the measure i
performed. residual risk and so on.  And the mformation security measures decision

support device selects and presents & measure for matching a request on the basis of this
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calculation result.  The measure for matching the request is such as: an example of the
measure which mintmizes the cost and can secure required strength of the measure, an
example of the measure which makes performance per cost maximum. and an example of
the measure which disregards the cost and maxinizes strength of the security measure.

Patent document 2 discloses an integrated syvstem security design method.
indicated below.

The integrated system security design method of patent document 2 18 a security
design method related to a site and an information system which conform to two
standards of International security standard 1SO17799 (ISMS (Information Security
Management Svstem}} and 1SO15408 (CC (Common Criteria}).

A security design support device which implements the integrated system
security design method receives. concerning a certain site. an input of information of a
property group which becomes a target of security.

Next, the securitv design support device displavs the inputted mformation of the
property group.  Then the security design support device receives an npul of
“information of property” of the information system corresponding to cach property
group.

Next. the sccurity design support device displays the inputted information of the
property group.  Then the security design support device receives an input of
‘information of threats of site” concerming each property group.

Next, the security design support device displays. on the basis of a
corresponding relationship between the property group and the property. the inputted
information of threats of site” and the “mformation of property” concerning the property
group.  Then the security design support device receives an input of “information of
threats of information syvstem” concerning the property,

Next. the security design support device displays the inputted “information of
threats of site”.  Then the security design support device receives an input of “measures
policy of site” concerning each of the threats of site.

Next. the security design support deviee displays. on the basis of a
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corresponding relationship between the “information of threats of site” and the
“information of threats of information syster’. the "measures policy of site” which was
mnputied corresponding 1o the "information of threats of site” and the “information of
threats of information system™.  Then the security design support device receives an

5 input of “measures policy of information system’ concerning cach of the threats of
information system,

Nexd. the security design support device displays the inputted “measures policy
of site” and displays an upper-level measures standard by referring to a measures standard
mapping table.  Then. the security design support device receives a selection input of the

10 upper-level measures standard concerning the selected “measures policy of site”.  Here,
the measures standard mapping table is a table which stores a corresponding relationship
between the upper-level measures standard conforming to the ISMS and a lower-level
measures standard conforming to the CC.

Next. the security design support device displays, on the basis of a

15 corresponding relationship between the “measures policy of site” and the “measures policy
of information system’. the ‘measures policy of information system” corresponding to the
selected "'measures policy of site’. Next. the security design support device displays the
upper-level measures standard which are selected corresponded to the “sclected measures
policy of site” and the lower-level measures standard which has the corresponding

20 relationship in the measures standard mapping table.  Then. the security design support
device receives a selection mput of the lower-level measures standard concerning the
selected "measures policy of infonmation system”.

Next. the security design support device generates and outputs  sccurity
specifications conforming to the ISMS and security specifications conforming to the CC

25 according to the corresponding relationships including those correspondences from the
correspondence of the information of the property group and the information of the
property until the correspondence of the selected upper-level measures standard and the

selected lower-level measures standard.

[Patent document|
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[Patent document 1] Japanese Unexanined Patent Application Publication No.
2069-110177

{Patent document 2} Japanese Unexanuned Patent Apphication Publication No.

2005-258512

SUMMARY OF THE INVENTION
[PROBLEM TO BE SOLVED BY THE INVENTION]

However. mn the technologies which are disclosed in the patent documents
mentioned above. there is a problem that 1t is not possible to venify that elements (for
example. cquipment and software) for implementing security measures necessary for a
system can be prepared without omission.

The reason that the verification 1s not possible is as follows.

In a security design of a svstem. it is necessary to implement [T (Information
Technology) security measures. which satisty security requirements (for cexample.
confidentiality/mtegrity protection of property which a customer invests) of the system.
by the equipment and the software of which the system is structured.

The security requirements of the system are. for example. structure/operation
requirements of the svstem meeting a request from a user.  The security requirements of
the system are also those which correspond to various security rules designated by the
user (security requirements defined by the industry such as NISC (National Information
Security Center) standard).

The I't security measures need to be verified. concerning how ¢ implement
those security requirements of the system by the elements of which the system 15
structured. whether it is designed with certainty.

The information security measures decision support device of patent document |
does not verify integrity between an implementation means of the security measures by
the systemn and each component.  Therefore, in the design by the information security
measures decision suppaort device, # cannot be guaranteed whether a product necessary

for the security design is included without omission, and there i3 a possibility that missing
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product supply and so on may occur at the time of svstem construction.
Simitlarhy, the hmtegrated sysiem security design method of patent document 2
does not verify integrity between an implementation means of the sccurity measures by

the svstem and each component either.

W

Embodiments of the present invention provide a security verification device
and ‘a security verilication prethod which can solve the problems mentioned above and a

program for that.

[MEANS FOR SOLVING A PROBLEM]
1o According to a first aspect, there is provided a security verification device including: a verification
item storage means which stores equal to or more than one of verification
items which includes at least a security function name which is information for specifying

contents of security, an implementation method which is information for indicating an

implementation method of said security, and parts information which includes parts

=4

identification information which is identification information of each of equal ©0 or more
than one of parts which implements said security: a function item storage means which
stores equal to or more than one of funiction items which includes at least said parts
identification information. said security function name. and an implementation means
which 1s information for indicating an implementation means of security specified by said
20 security function name of parts specified by said parts identification information: a
requirement model generation means which. on the basis of a svstem requirement which
1s information for indicating requirements of security of a system to be verified. selects
and outputs said venfication itemn from said verification item storage means. and. on the

basis of a security target model which 15 information for indicating a structure of a

iJ
A

security target part of said system to be verified, generates and outputs information which
indicates the requirements of security of cach part which is specified by the parts
dentification mformation included in the parts information of said selected verification
item: a possessed function model generation means which. on the basis of the

implementation method which 18 included in said verification ftem which said
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requirement model generation means selected, extracts said function tem from said
function item storage means. and on the basis of said extracted function item. generates
and outputs information which indicates a possessed function of security of each part
included in said security target model; and a verification means which performs
comparison and verification of said information which indicates the requirements of
securify of each part and said information which indicates the possessed function of
security of each part. and outputs a verification result of said comparison and verification.

According to a second aspect, there is provided a security verification method including: a computer
which stores equal to or more than one of verification items which includes at
feast a security function name which is information for specifving contents of security. an
implementation method which is information {or indicating an tmplementation method of
said security and parts information which includes parts identification information which
is identitication information of cach of equal to or more than one of parts which
mmplements said security. and equal 1o or more than one of function items which includes
at least said parts identification information. said security function name and an
implememation means which is information for indicating an implementation means of
security specified by said security function name of parts specified by said parts
identification information. on the basis of a system requirement which is information for
indicating requirements of security of a system to be verified. selecting and outputting

said verification item from among said stored equal 1o or more than one of the

o

verification Hems; on the basis of a security target model which is information for
indicating a structure of a security target part of said system to be verified. generating and
outputting information which indicates the requirements of security of each part which is
specified by the parts identification information included in the parts information of said
selected verification item: on the basis of the implementation method which is included in
said selected said verification item. extracting said function item from among said stored
equal to or more than one of the function items: on the basis of said extracted function
item. generating and outputting information which indicates a possessed function of

security of each part included in said security target model: performing comparison and
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verification of said information which indicates the requirements of security of each
target part and said information which indicates the possessed function of security of each

part: and outputting a verification result of said comparison and verification.

According to a third aspect, there is provided a non-volatile storage medium {0 store a program which

makes a computer storing equal to or more than one of verification items

which includes at least a security function name which is information for specifying
contents of security, an implementation method which is information for indicating an
implementation method of said security and parts information which includes parts
identification information which 1s identification information of each of equal to or more
than one of parts which implements said security. and egual 1o or more than one of
function items which includes at least said parts identification information. said security
function name and an implementation means which is information for indicating an
implementation means of security specified by said security function name of parts
specified by said parts identification information carry out: a process which. on the basis
of a system requirement which 1s information for indicating requirements of security of' a
system to be verified. selects and outputs said verification item from among said stored
equal to or more than one of the verification items: a process which. on the basis of a
security target model which 1s information for indicating a structure of a security target
part of said system to be verified. generates and outputs information which indicates the
reguirements of security of cacl part which is specified by the parts identification
information included in the parts information of said selected verification item: a process
which. on the basis of the implementation method which 15 included in said selected said
verification item. extracts said function item from among said stored equal 1o or more
than one of the function items: a process which. on the basis of said extracted function
e, generates and outputs information which indicates a possessed function of security
of each part included in said security target model: a process which performs comparison
and verification of said information which indicates the requirements of security of each

target part and said information which indicates the possessed function of the security of
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each part: and a process which outputs a verification result of said comparison and
verification.

[EFFECT OF THE INVENTION]
Embodiments of the present invention make it possible to verify that the

elements for implementing the security measures necessary for the system can be

prepared without omission.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 115 a block diagram showing a structure of the first exemplary

. 2 is a figure showing an example of a svstem requirement in the first

exemplary embodiment.
Fig. 3 is a figure showing an example of a security target model in the first

s exemplary embodiment.

Fig. 415 a figure showing an example of a verification item database in the first

exemplary embodiment.
Fig. 515 a figure showing an example of a verification item in the first

o

exemplary embodiment.

Fig. 6 is a figure

&

20 showing an example of a requirement model in the first
exemplary embodiment
Fig. 7 is a figure showing an example of a function item database in the first

exemplary embodiment.
an example of a function item in the first exemplary

Fig. 8 is a figure showing

25 embodiment,
an example of a possessed function model in the first

Fig. 9 is a figure showing

exemplary embodiment.
Fig. 10 15 a ligure showing a hardware structure of the first exemplary

embodiment.
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Fig. 11 is a flow chart showing operation of a security verification device 101 in
the first exemplary embodiment,

Fig. 1215 a block diagram showing a structure of the second exemplary
embodiment.

Fig. 13 is a figure showing an example of a svstem model in the second
exemplary embodiment.

Fig. 14 is a block diagram showing a structure of the third exemplary
embodiment.

Fig. 15 is a figure showing an example of a security rule database in the third
exemplary embodiment.
Fig. 16 1s a block diagram showing an example of a non-volatile storage medium

in which a program 18 recorded.

EXEMPLARY EMBODIMENTS FOR CARRYING OUT OF THE
INVENTION

Embodiment for carrying out the present invention will be described in detail
with reference to drawings

<< The first exemplary embodiment »>>

Fig. 1 is a block diagram showing a structure of the first exemplary embodiment
of the present invention.

Referring to Fig. | a secunty verification device 107 according to this
exempiary embodiment includes: a requirement model gencragion unit 200, a verification
item database (also called as a verification Hem storage means) 210. a possessed function
mode! gencration unit 300, a function item database (also called as a function tem
storage means) 310 and a verification unit 400,

First. an outhine of operation of the security verification device 101 according to

this exemplary embodiment will be deseribed.
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The security verification device 101 receives information which indicates
reguiremnents of security of a system o be verified from an external device (not shown) or
an operator (not shown).  Also, the security verification device 101 receives information
which indicates a structure of a security target part which corresponds to the requirements

5 of security and which is in the system to be verified.  Then the security verification

device 101 verifies the security (safety) of the system to be verified on the basis of the
receved information and outputs a result.

Fig. 2 is a figure showing an example of a system requirement 110 which is
information for indicating the requirements of security of the system to be verified.  As

10 shownin Fig. 2. the system requirement 110 includes as keywords which concern the
security requirements. for example, “subject authentication’. " WEDB (meaning World
Wide Web) . "AP (APPRICATION APPLICATION)Y and ‘DB (DATABASE).

Further. the system requirement 110 shown in Fig. 2 indicates one case of the
requirements of security.  However, the system requirement 110 may be one which

15 indicates an arbitrary number of security requirements.

Fig. 3 1s a figure showing an example ot a security target model 140 which is
information for indicating the structure of the security target part of the system to be
verified.  As shown in Fig. 3. the security target model 140 includes as information
which indicates the structure of the security target part of the system to be verifred.

20 conmection source identification information (for example. device name and function
block name) 142 and connection destination identification information 143 Further. the
sccurity target model 140 shown in Iig. 3 is the information which indicates the structure
of the security target part of the system to he verified corresponding o the system
requirement 110 shown in Fig. 2. Ip case the system requirement 110 indicates a

25 plurality of case numbers of the security requiremnents, the number of the existing security
target model 140 is the same number of kinds of structures of the security target part of
the system to be verified corresponding to the securtty requirements.

The result of the verification of the security of the system to be verified s

information which indicates whether a function which the security target model 140
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possesses satisfies the requirements of security indicated by the system requirement 110,
Further. the result may include other mformation (for example, operational conditions of
a security function and setting information © satistv the security).
Next. each component provided in the security verification device 101 in the

first exemplary embodiment will be described.  Further. the components shown in Fig. |

indicate the components in units of functions. not the components in units of hardware,

- Requirement model generation unit 200 5

The requirement model generation unit 200 refers to contents of the verification
item database 210, selects and outputs a verification item in which the security function.
an implementation method and target parts are made 1o relate on the basis of the system
requirement 110 of the system o be vertfied.  Also. the requirement model generation
unit 200. on the basis of the security target model 140, generates and outpuis information
which indicates the requirements of security for each of the target parts which are
included in the selected verification item.

Specifically. 1irst, the requirement model generation unit 200 refers 1o the
verification item database 210, and selects and outputs the verification item
corresponding to the received system requirement 110,

Fig. 4 is a figure showing an examiple of the verification iteny database 210,

As shown in Fig. 4. the verification item database 210 includes equal to or more than one
of records (verification items) i which a security function name 212, a implementation
method 213 and parts information 214 are made to relate.  The security {unction name
212 18 information which specifies contents of security (for example. subject
authentication).  The implementation method 213 is information which indicates the
implementation method (for example. ID (IDENTIFICATION)Y password method) of
security specified by the security function name 212, The parts information 214
inciudes identification information (for example, WWW server. AP server and DB
servery of each of equal 1o or more than one of parts (for example. devices and function

blocks) which implements the security.
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Fig. 5 1s a figure showing an example of a verification ttem 211 which the
requirernent model genieration unit 200 selected.  Further, ig. 5 indicates an example of
a case when. corresponding to the system requirement 110, one record is sclected from
the verification item database 210, However. in case the system requirement 110
designates a plurality of the contents of security. the selected record may also be in plural.

Second. the requirement model generation unit 200 generates a model which
indicates requirements of security verification for each part from the received security
target model 140 and the verification tem 211,

Fig. 6 is a figure showing an example of a requirement model 230 which is a
model which indicates the requirements of security verification for each part,  As shown
in Fig. 6, the requirement model 230 includes cqual to or more than one of records which
is structured from parts identification information 232. a security function name 233 and
an implementation method 234, The parts identification information 232 is information
which identifies each part.  This parts identification information 232 is identification
information where identification information of the parts which is indicated in the parts
information 214 of the verification item 211 and the connection destination identification
information 143 which is included in the received security target model 140 coincide.
The security function name 233 is a copy of the security function name 212 of the
verification item 211, The implementation method 234 is a copy of the implementation
method 213 of the verification item 211,

That is. the requirement model generation unit 200 extracts. among the
wdentification information of the parts which are indicated in the parts information 214 of
the verification item 211 the parts which are specified by identification information
which coincides with the connection destination identification information 143 which is
included in the recetved secunity target model 140, Consecutively. the requirement
mode] generation unit 200 generates the requirement model 230 which indicates the

requirements of security for each extracted part.

= Verification item database 210 =
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The verification item database 210 stores a plurality of the verification items

51
L1

I, and owputs them n reply (o a request.

The possessed funcuon model generation unit 300 extracts a function item {rom
the function item database 310 on the basts of the implementation method 213 which s
included in the verification item 211 which the requirement model generation unit 200
outputs.  Consccutively. the possessed function model generation unit 300, on the basis
of the extracted function item. generates and outputs information which indicates a
possessed function of security of each part included in the security target model 140.

Specifically. first. the possessed function model generation unit 300 extracts, on

-

the basis of the implementation method 213 of the received verification item 211, the
function item from the function item database 310.

Fig. 7is a figure showing an example of the funpction item database 310, As
shown in Fig. 7. the function item database 310 includes equal to or more than one of
records {function items) in which parts identification information 312, a security function
name 313 and an implementation means 314 are made to relate.  The parts identification
information 312 is information which identifies each part.  The security function name
313 is information which specifies the contents of security (for example. identity
authentication).  The implementation means 314 is information which indicates an
implementation means (for example, ID (IDENTIFICATION Wpassword method) of the
security specified by the security function name 313 of the parts specitied by the parts
identification information 312.

Fig. 8 is a figure showing an example of a function item 320, As shown in
Fig. 8. the function item 320 includes equal to or more than one of records selected from
the verification item database 210,

Second, the possessed function model generation unit 300 generates a model
which indicates the possessed function of security verification for each part from the

received security target model 140 and the function item 320,
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Fig. 9 is a figure showing an example of a possessed function model 330 which
1s a model which indicates the possessed function of security verification for cach part.
As shown in Fig. 9, the possessed function model 330 includes equal to or more than one
of records which is structured from parts identification information 332, a security
function name 333 and an implementation means 334, The parts identification
information 332 is information which identifies each part.  This parts identification
information 332 1s identification information where the parts identification information
312 of the function ftem 324 and the connection destination identification information
143 which is included in the received security target model 140 commeide. The security

MY T1 Y

function name 333 1s a copy of the security function name 313, The implementation

3
3

means 334 15 a copy of the implementation means 314 of the function item 320,

‘That is, the possessed function model generation unit 300 extracts, among the

parts identification information 312 of the function item 320, a record which includes the
parts identification information 312 which coincides with the connection destination
identification information 143 which is included in the received security target model
140, Consecutively, the possessed function model generation unit 300 generates the
possessed function model 330 which indicates the possessed tunction for each extracted

part.

= Funetion item database 310
The funcuon item database 310 stores a plurality of the function ems 320, and

outputs them in reply 1o a request.

= Verification unit 400 s

The verification unit 400 performs comparison and verification of the
requirement model 230 and the possessed function model 330 and outputs the verification
result,

Specifically. first. the verification unit 400 vernifies. among the parts
identification information 232 included in the requirement model 230, whether the parts
identification information 232 exists which coincides with neither of the parts

identification information 332 which is mcluded i the possessed function model 330,
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Second. the verification unit 400 outputs the verified result. This verification
result 1§ mformation which indicates that the sceurity target model 140 satisfies the
system requirement 110 or information which indicates not satisfying it
(00591 Turther. the verification unit 400 may cutput the security function

S name 233 and the possessed function model 330 in addition to the verification result.

Above is a description concerning each component in units of functions of the
security verification deviee 101,

Next. the component in units of hardware of the security verification device 101
will be described.

1o Fig. 10 is a figure showing a hardware structure of the security verification
device 101 according to this exemplary embodiment and its peripheral device,  As
shown in Fig. 10, the security verification device 101 includes: a CPU (Central
Processing Umt) 1070, a memory unit 1071 a storage device 1072, an mput unit 1073, an
output unit 1074 and a communication unit 1075,

15 Frg. 16 1s a block diagram showing an example of a non-volatile storage
medium 1077 m which a program is recorded.

The CPU 10670 makes an operating svstem (not shown) operate and controls
entire operation of the sccurity verification device 101 according to this exemplary
embodiment.  Also. the CPU 1070 reads a program or data. for example, from the

20 non-volatile recording medium 1877 (or storage mediumj loaded on the storage device
1072 and writes the read program or the data i the memory unit 1071, And the CPU
1070. following the program read or on the basis of the data read. executes various
processing as the requirement model generation unit 200, the possessed function model

generation unit 300 and the vertfication unit 400 shown in Fig. 1.

|33
n

Further. the CPU 1070 may download the program or the data into the memory
unit 1071 from an external computer (not shown) connected (o a communication network
(ot shown).

The memory unit 1071 stores the program or the data.
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The storage device 1072 is. for example. an optical disc. a tlexible dise. a
magnetic optical dise, un external hard disk and & semiconductor memory and includes
the non-volatile storage medium 1077, The storage device 1072 records the program so
that 1t is computer-readable.  Also. the storage device 1072 may record the data so that it
is computer-readable.  The storage device 1072 may include the verification item
database 210 and the function item database 310.

The input unit 1073 15 implemented. for example, by such as a mouse. a

evboard. and a built-in key button. and is used for input operation.  The mput unit 1073

is ot limited to the mouse. the keyboard and the built-in key button. and may be. for
example. such as a touch panel. an accelerometer. a gyroscope sensor and a camera.

The output unit 1074 15 implemented by, for example. a display. and 15 used in
order to check the output.

The communication unit 1075 implements interface between the secunty
verification device 101 and an external device (not shown).  The communication unit

‘

1075 is included as a part of the requirement model generation unit 200, the possessed

function model generation unit 300 and the verification unit 400

Above is a description concerning each component in units of hardware of the
security verification device 101,

As has been described above. the blocks in units of functions shown in Fig. |
are implemented by the hardware structure shown in Fig, 10, However. the
implementation means of each part provided in the security verification device 107 is not
Jimited to the above,  That is. the security verification device 101 may be implemented
by one device which is phvsically combined or may be implemented by connecting equal
to or more than two devices which are physically separated by wire or by wireless, and by
these pluralities of devices.

Also. the non-volatile recording medium 1077 in which the program mentioned
above is recorded 1s supplied (o the security vernification device 101, and the sceurity
verification device 101 may read and execute the program stored in the non-volatile

recording medium 1077, That is. this exemplary embodiment includes an exemplary
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embodiment of recarding medium which stores temporarily or non-temporarily the
program which the security verification device 101 executes.

Next. operation of this exemplary embodiment will be described in detail with
reference to Fig. 1 - Fig 11
Fig. 11 is a flow chart showing operation of the security verification device 101,
Further. processing by this flow chart may be execuated on the basis of program control by
the CPU mentioned above.  Also, as for a step name of the processing, it is described by
a symbol like S601.

The securtty vertfication device 101 receives the system requirement 110 and
the security target model 140 from an external device (not shown) (S610).

For example, the security verification device 101 receives the system
requirement 110 and the security target model 140 from an external server (not shown)
via the commumication unit 1075 shown in Fig. 10, Also. the security verification
device 101 may recetve the system requirement 110 and the security target model 140
which an operator inputs from the input unit 1073 shown in Fig. 10

Next, the requirement model generation unit 200 of the security verification
device 101 extracts the kevword (in case of the system requirement 110 shown in Fig. 2.
“subject authentication’) which indicates the security function which is included in the
received system requirement 110 (S612).

Next. the requirement model generation unit 200 searches through the
verification item database 210 and selects and outputs a record (the verification item 211)
which tnchudes the security function name 212 which coincides with the extracted
keyword (S614).

Next. the requirement model generation unit 200 selects the connection
destination identification information 143 of the security target model 140 which
coincides with the identification information of parts (here. "WWW server’, "AP server’
and DB server’) which are included in the parts information 214 of the selecied

verification ttem 211 (S616).
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Consecutively. the requirement model generation unit 200 generates the
requirement model 230 by the following first. sccond and third procedures. First the
requirement model generation unit 200 lets the selected connection destination
identification information 143 be the parts identification information 232, Second. the
requirement model generation unit 200 lets the security function name 212 of the
verification item database 210 be the security function name 233, Third, the
requirement model generation unit 200 lets the implementation method 213 of the
verification rtem database 210 be the implementation method 234(5618).

Next, the possessed function model generation unit 300 acquires the
implementation methad 213 from the received verification item 211 (S620).

Next, the possessed function model generation unit 300 scarches through the
function item database 310, and acquires a record including the implementation means
314 which comncides with the acquired implementation method 213 as the function item
320(S6225.

Next, the possessed function model generation umt 300 extracts the keyword (in
case of the system requirement 110 shown in g, 2. "WEBR™. "AP” and "DB") which
indicates the parts which i included in the received svstem requirement 110 (S624).

MNext. the possessed function model generation unit 308 selects. among the
tunction ttems 320, a record including the parts identification information 312
corresponding to the extracted kevword (5626).

Consecutively. the possessed {unction model generation unit 300 generates the
possessed function model 330 by letting the parts identification information 312 of the
selected record be the parts wdentification information 332 and by letting the
mmplementation means 314 be the implementation means 334 (5628).

Next. the verification unit 400 determines whether the possessed function model
334 includes a record which corresponds to cach record included in the requirement
model 230 (8630).  Here, the record which corresponds to each record included in the
requirement model 230 and which is included in the possessed function model 330

satisfies the following {irst. sccond and third condition.  First. the parts identification
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information 232 of the record incladed in the requirement model 230 and the parts
identification mnformation 332 of the record included in the possessed function model 330
coincide.  Second. the security function name 233 of the record included in the

MY

requirement mode! 230 and the security funetion name 333 of the record included in the

(o

possessed function model 330 correspond.  Third. the implementation method 234 of the

record included in the requirement model 230 and the implementation means 334 of the

record included in the possessed function model 330 coincide.  Further. the security
function name 333 which corresponds to the security function name 233 is. for example.

“identity authentication’ against “subject authentication’. which represents a same

10 authentication function.

In case the possessed function model 330 includes records which correspond to
all the records included i the requirement model 230 (YES in S630). the verification unit
460 outputs information which indicates that the security target model 140 satisfies the
system requirement 110 (86325,

13 In case the possessed function model 330 does not include a record which
corresponds to either one of the records included in the requirement model 230 (NO in
5630), the verification unit 400 outputs information which indicates that the security
target model 140 does not satisty the svstem reguirement 110 (S634).

The first effect in this exemplary embodiment mentioned above is a point that it

20 makes possible to verify that elements for implementing the security measures necessary

for the system can be prepared without omission.

The reason 1s because the tollowing structure is included.  That is. the
requirement model generation unit 200 generates the requirement model 230 which

indicates the security requirements for each part corresponding to the security

2]
1

requirements of the system to be verified.  Second, the possessed function model
generation unit 300 generates the possessed {unction model 330 which indicates the
possessed functions concerning the sceurity for each part which structures the security

target parts of the system 1o be verified.  Third. the verification unit 400 performs
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comparison and verification of the requirement model 230 and the possessed function
modef 350
The second effect in this exemplary embodiment mentioned above is a point
that it makes possible to present how the system requirement 110 is implemented by the

3 components of the system to be verified.

The reason is because the verification unit 400 outputs the security {unction
name 233 and the possessed function model 336 1 addition to the verification result.

<<« The second exemplary embodiment >

Next, the second exemplary embodiment of the present invention will be

10 described in detail with reference to drawings.  Hereinafter, the description will be
omitted concerning the contents overlapping the deseription mentioned above within the
range that the description of this exemplary embodiment will not become uncertain.

Fig. 1215 a block diagram showing a structure of a security verification device
102 according to the second exemplary embodiment of the present invention.

15 Referring to Fig. 12, the security verification device 102 of this exemplary
embodiment further includes a security target model extraction unit 500 compared with
the security venfication device 101 of the first exemplary embodiment.

The security verification device 102 recetves. instead of the security target
model 140 which the security verification device 101 of the first exemplary embodiment

20 receives, a system model 120 as shown i Fig. 130 The system model 120 includes a
structure of the secunty target model 140 as a part of the entire structure.  For example.
the system model 120 is information which indicates a structure of the entire svstem to be
verified.

Fig. 13 1s a figure showing an example of the svstem model 120, As shown in

(o
i

Fig. 13. the system model 120 includes. as information which indicates the structure of

the entire system to be verified. the connection source identification information 142 and

the connection destination identification information 143,
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The sceurity target model extraction unit 500 generates the security target
muodel 140 from the received svstern model 120 on the basis of the system reguirement
110 and outputs it

For example. the security target model extraction unit 500 extracts. on the basis
of the kevword “WER" included in the system requirement 110, records which concern a
route from “external WWW server” to “internet” from the system model 1206, Further.
the security target model extraction unit 500 extracts. on the basis of the keyword "AP”
included in the system requirement 110, records which concern a route from "AP server”
to ‘internet” from the system model 120, Further. the security target model extraction
unit 500 extracts, on the basis of the keyvword "DB” included in the system requirement
110, records which concern a route from "DB server” to “internet” from the system model
120, Next. the security target model extraction unit 300 outputs these extracted records
as the secunty target model 140,

The effect in this exemplary embodiment mentioned above is a point that it
makes possible to generate the security target model 140 correctly.

The reason is because the security target model extraction unit 500 generates
the security target model 140 on the basis of the system requirement {10,

<<< The third exemplary embodiment >>>

Next. the third exemplary embodiment of the present invention will be
described in detail with reference to drawings.  Heremnafter. the description will be
omitted concerning the contents overlapping the description mentioned above within the
range that the description of this exemplary embodiment will not become uncertain.

Fig. 14 is a block diagram showing a structure of a security verification device
103 according to the third exemplary embodiment of the present invention,

Referring to Fig. 14, the security verification device 103 of this exemplary
embodiment further includes a security rule databases (also called as a security rule
storage means) 410 compared with the security verification device 107 of the first

exemplary embodiment.  Also, the security vertfication device 103 includes a
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verification unit 403 instead of the verification unit 400 when compared with the security

verification device 101 of the first exemplary embodiment.

== Security rule database 410 =
Fig. 15 is a figure showing an example of the security rule database 410, Ag
shown in Fig. 13, the sccurity rule database 410 includes equal to or more than one of
records in which a security function name 412 and rule identification information 413 are
made to relate.  The security function name 412 is information which specifies the
contents of security.  The rule identification information 413 is information which
specifies equal to or more than one of each rule in security standards set in advance
corresponding to the contents of security specified in the security function name 412,
Here. the security standards set in advance are. for example, public security standards (for
exampte, “Uniform Standards for Information Security Measures for the Government
Organization’).  Also. information which specities each rule is. for example. a title
number of “Standards for Information Security Measures for the Central Government
Computer Systems”™,  Also, the information which specifies each rule may be a set of a
standard name (for example. ISMS) and identification information of each sceurity
function which is stipulated by the standard specified by the standard name (for example,

ISMS: 12,1 4)

= Verification unit 403 ===

The verification unit 303 outputs. in addition to the verification result which the
verification unit 400 cutputs. the rule identification information 413 corresponding to the
security function which is a target of the verification result,

For example, in case verification is performed concerning the requirement
model 230 of which the security function name 233 is “subject authentication’, the
verification unit 403 acquires “2.2.1.1 (1) (@) of the rule identification information 413
by referring to the security rule database 410 and outputs it together with the verification

result.
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Further. the verification unit 403 may refer to other database (not shown), and
output refated information (for example, setting information of the parts spectfied by the
parts identification information 332} together with the vertfication result.

Also. the verification unit 403 may output the security function name 233 and
the possessed function model 330 in addition to the verification result same as the first
exemplary embodiment.

Further, the verification unit 403 may be applied to the second exemplary
embodiment.

The first eftect in this exemplary embodiment mentioned above is a point that it
makes possible 1o indicate. for each item of the security rules defined by the
government/industry. whether the system to be verified satisfies the rules.

The reason is because the verification unit 403 refers to the security rule
database 410, and output the rule identification information 413.

The second effect in this exemplary embodiment mentioned above 1s a point
that it makes possible to present how the security standards set in advance are
implemented by the components of the system to be verified.

The reason 1 because the verification unit 400 outputs the security function
name 233 and the possessed function model 330 in addition o the verification result.

Further. in each exemplary embodiment mentioned above. cases are described
where input information is inputted to cach security verification device coneerning one
security function, and one verification result corresponding to that is output from each
security verification device.  However, each security verification device may be such
that the input information is input concerning a plurality of security functions. and a
plurality of verification results corresponding to that outputs.  In this case. the
verification result and other related information may be output in a form of a table.

Also. in case of the exemplary embodiment 3, the table may be each item of the
security standards set in advance and a hst corresponding to cach item.

Fach component deseribed in cach exemplary embodiment mentioned above

may not necessarily be a being which is independent to each other.  For example. for
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each component. a plurality of components may be implemented as one module. or one
component may be implemented by a plurality of modules.  Also. each component may
he a structure such that a certain component is a part of other component or a part of a
certain component and a part of other component overlap.

Each component and modules which implement each component in cach
exemplary embodiment described above may be, as needed and if possible, implemented
by hardware-wise. implemented by a computer and a program. or implemented by a
mixture of hardware-wise modules. the computer and the program.  The program is
recorded and provided in a non-volatile computer-readable recording medium such as a
magnetic disk and a semiconductor memory and at a time of startup of the computer and
s0 on, it is read by the computer.  This program which is read makes the computer, by
controlling operation of the computer. function as the components in each exemplary
embodiment mentioned above.

Also, according to cach exemplary embodiment described above, even though a
plurality of operations has been described m sequence in the form of the flow chart, the
order of the description does not fimit the order in which the plurality of operations is
executed.  For this reason, when cach exemplary embaodiment is carried out, the order of
the plurality of operations can be changed within the range which does not cause a
trouble to the contents.

Further, according to each exemplary embodiment described above. the
pluraiity of operations is not Himited to be executed at a timing which differs to each
other.  For example, other operation may accur during execution of a certain operation.
or execution timing of a certain operation and other operation may overlap in part or in
all.

Further. according to each exemplary embadiment deseribed above. although a
certain operation 1s described to be a trigger of other operation. the description does not
Himit all the relations between the certain operation and the other operation.  For this
reason, when each exemplary embodiment is carried out. the relation of the plurality of

operations can be changed within the range which does not cause a trouble to the
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contents.  Also, the specific deseription of each operation of each component does not
Hmit cach operation of each component,  For this reason. cach specitic operation of cach
component may be changed within the range which does not cause a trouble in function.
in etficiency and v other characteristics when cach exemplary embodiment is carried out.

Although the present invention has been described with reference o exemplary
embodiments as above. the present mvention s not lmited to the exemplary
embodiments mentioned above.  Various changes which a person skilled in the art can
understand within the scope of the present invention can be performed in the composition
of the present invention and details.

This application claims priority based on Japanese Patent Application No.
2011-263754 filed on December 1. 2011 and the disclosure thereof 1s incorporated herein

in its entirety.
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CLAIMS

i

A security verification device compnising:

a verification item storage means which stores equal to or more than one of
sertfication items which includes at least a security function name which is information
for specifving contents of security, an implementation method which is information for
indicating an implementation method of said security. and parts information which
includes parts identification information which is identification information of each of
equal to or more than one of parts which implements said security:

a function item storage means which stores equal to or more than one of
function items which includes at least said parts identification imformation, said sceurity
function name. and an implementation means which is information for indicating an
implementation means of security specified by said security function name of parts
specified by said parts identification information;

a requirement model generation means which, on the basis of a system
requirement which is information for indicating requirements of security of a systen Lo
be verified. selects and outputs said verification item from said verification item storage
means. and. on the basis of a security target model which is information for indicating a
structure of a security target part of said svstem to be verified. generates and outputs
information which indicates the requirements of security of each part which s specified
hy the parts identification information included in the parts information of said selected
verification item:

a possessed {unction model generation means which. on the basis of the
implementation method which 1s included in said verification item which said
requirement model generation means selected. extracts said function item from said
function item storage means. and on the basis of said extracted function item. generates
and outputs information which indicates a passessed function of security of each part

included in said security target model: and
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a verification means which performs comparison and verification of said
information which indicates the requirements of security of cach part and said
information which indicates the possessed function of security of each part. and outputs a
verification result of said comparison and verification.

2

The security verification device according to claim 1 characterized by further
cOMprising a security target model extraction means which. on the basis of said system
requirement and a system model which includes a structure of said security target model

as a part of an entire structure. generafe and outputs said security target model.

‘.2

The security vertfication device according to claims | or 2 characterized by
further comprising a security rule storage means which includes equal to or more than
one of records in which said security function name and rule identification information
which is information for specifying equal to or more than one of each rule in security
standards set in advance and corresponding to the contents of security specified by said
security function name are made to relate. wherein

sard verification means refers to the security rule storage means and outputs the
rule wdentification information corresponding 1o a security function which is a target of
satd verification result.

4

The security verification device according to either one of claims 1 to 3.
wherein characterized by said verification means further outputting arbitrary information
among said information which indicates the requirements of security of each part and said
information which indicates the possessed functions of security of each part.

5.

A secunty verification method comprising:

a computer which stores equal to or more than one of verification items which
includes at least a security function name which s information for specifving contents of

security, an implementation method which 1s information for indicating an
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implementation method of said security and parts information which includes parts
identification information which is identification information of cach of equal w or more
than one of parts which implements said security. and equal to or more than one of
function items which includes at least said parts identification information. said security
function name and an implementation means which 1s mformation for indicating an
implementation means of security specified by said security function name of parts
specified by said parts identification information.

on the basis of a system requirement which is information for indicating
requirements of security of a system to be vertfied, selecting and outputting said
verification item from among said stored equal to or more than one of the vertfication
ems:

on the basis of a security target model which is information for indicaling a
structure of a security target part of said system to be verified. generating and outpulting
information which indicates the requirements of security of cach part which is specified
by the parts identification information included in the parts information of said selected
verification item:

on the basis of the implementation method which is included in said selected
said verification item. extracting said function item from among said stored equal to or
more than one of the function items:

on the basis of said extracied function item. generating and outputting
information which indicates a possessed function of security of each part included in said
security target modeh

performing comparison and verilication of said information which indicates the
requirements of security of cach target part and said information which indicates the
possessed function of security of each part: and

outputting a verification result of said comparison and verification.

6.

A non-volatile storage medium to store a program which makes a computer

storing equal to or more than one of verification items which includes at least a security
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function name which is information for specifving contents of security. an
implementation method which is information  indicating an implementation method of
said security and parts information which includes parts identification mformation which
is identification information of each of equal to or more than one of parts which
implements said security. and equal to or more than one of function items which includes
at least said parts identification information. said security funetion name and an
implementation means which 1s information for indicating an implementation means of
security specified by said secunty function name of parts specified by said parts
identification information carry out:

a process which. on the basis of a system requirement which is information for
mdicating requirements of security of a system to be verified. scleets and outputs said
verification item from among said stored equal to or more than one of the verification
items;

a process which. on the basis of a security target model which is information for
mdicating a structure of a security target part of said system to be veritfied. generates and
outputs information which indicates the requirements of security of ecach part which 1s
specified by the parts identification information inchuded in the parts information of said
selected verification item:

a process which. on the basis of the implementation method whicl is included
in said selccted said verification item, extracts said function item from among said stored
equal to or more than one of the {unction items:

a process which. on the basis of said extracted function item. generates and
outputs information which indicates a possessed function of security of each part
inchuided 1n said security target model:

a process which performs comparison and verification of said information
which indicates the requirements of security of each target part and said information
which indicates the possessed function of the sccurity of each part: and

a process which outputs a verification resuit of said comparison and

verificauon.



