
PATENTS ACT 1977 P3731GB/ALM/mkf Description of Invention "Method and
apparatus for bridging local area network' THIS INVENTION relates to
methods and apparatus for bridging together local area network. This
invention   relates   particularly   to   a 5     communications  system
and  method  for  interconnecting multiple local area networks across
broadcast, simplex channels independently and transparently of protocols
above the data link layer so that the system appears to a user at a station
in a local area network as one large 10    single network. Ethernet
networks and/or 802.3 Local Area Networks (LAN's) are being installed in
conjunction with a wide variety of office automation and data communication
15    products.  The LAN's are used to interconnect a number of products
which use various network architecture (e.g. TCP/IP,XNS,DECnetetc.).
As  additional  LAN's  are installed in other locations the need to link
together the remote LAN's is often initially ignored. Then, when 20
interconnect  options  for  interconnecting  the  remote LAN's are
investigated, it often becomes apparent that the simple, multipurpose data
highway environment (that exists  within  a  building  or  a  single  LAN)
has disappeared. 25 Connecting a number of remote LAN's can present
problems in software and can also present problems in complex multi-vendor
compatibility.   The architecture for interconnection can also become an
issue. Redundant 30   configurations for different internet protocols may
be    -2- required, and some of the LAN stations may not support an
internet implementation. It is a primary object of the present invention to
5     interconnect   multiple   Local   Area  Networks   by   a
communications system which avoids problems presented by prior art
techniques. 



It is a specific object of the present invention to 10    connect more than
two Local Area Networks across simplex channels through a bridge and to
provide communication between stations. According to the invention, there
is provided a 15    communications system for interconnecting multiple
local area networks across backbone networks independently and
transparently of protocols above the data link layer and so that the
multiple local area networks appear to the users of stations of all local
area networks as one large 20    single local area network,  said system
comprising:  a plurality of local area networks with each local area
network having at least one station for sending or receiving communications
to or form another station using data link frames containing at least a
destination 25    address and a source address;  at  least one backbone
network comprising only simplex broadcast channels and connecting two or
more local area networks and wherein the or each  backbone  network has
one and only one transmit simplex channel associated  with  one  or more
receive 30    simplex channels; a plurality of bridge means with each
bridge means interconnecting across simplex channels a plurality of local
area networks to permit one or more stations. in one local area network to
communicate with one or more stations in one or more of the other local 35
area  networks;  each  said  bridge  means  comprising: network interface
means for interfacing the bridge to related local area networks and for
sending information    -3- in frame format between related local area
networks across one or more backbone networks, bridge management means  for
defining  the  association,  in  a  backbone network, of the single
transmit simplex channel and the 5     receive simplex channels in three
possible topologies, i.e.   non-rooted,   single   rooted  and
multi-rooted; learning means for learning the location of end user stations
relative to the backbone network so that frames received from the backbone
network can be forwarded or 10    discarded;    forwarding means  for
forwarding a frame 



received from one station in one local area network to a designated station
in another local area network across one  or  more  backbone  networks
independently  and transparently of protocols above the data link layer; 15
discarding means associated with each receive simplex channel for
selectively discarding frames; wherein the transmit simplex channel
characteristics are completely independent of receive simplex channel
characteristics and the characteristics of each individual receive 20
simplex channel are independent of other receive simplex channel
characteristics;  and  wherein  the or each backbone network is not
required to be related to the local area network access technique or
bandwidth. 25         In another aspect, the invention provides a method of
interconnecting in a communications system multiple local   area   networks
across   backbone   networks independently and transparently of protocols
above the data link layer and so that the multiple local area 30   networks
appear to the users of stations of all local area networks as one large
single local area network, each of the local area networks having at least
one station for sending or receiving communications to or form another
station using data link frames containing at 35    least a destination
address and a source address, said method comprising:  interconnecting
local area networks    through a plurality of bridges with each bridge
having at least one associated backbone network which comprises only
simplex broadcast channels and which has one and only one transmit simplex
channel associated with one or 5     more receive simplex channels;
defining in each bridge the transmit simplex channel and receive simplex
channels of an associated backbone network in three possible topologies,
i.e. non-rooted, single rooted and multi- rooted; learning the location of
end user stations 10    relative to each backbone network so that frames
received from the backbone network can be forwarded or discarded;
forwarding  through a bridge  frame  received  from  one station in one
local area network to a designated station in another local area network
across one or more backbone 



15    networks; selectively discarding frames received on the receive
simplex channels; employing transmit simplex channel characteristics which
are completely independent of receive simplex channel characteristics and
employing characteristics of each individual receive simplex 20    channel
which are completely independent of other receive simplex channel
characteristics; and forwarding frames across a backbone network in a way
which is not required to be related to the local area network access
technique or bandwidth. 25 The  invention  also  provides  a  bridge means
for  a communications system of the kind in which there are a plurality of
local area networks with each local area network having at least one
station for sending or 30   receiving communications to or from another
station using data link frames containing at least a destination address
and a source address and of the kind in which multiple local area networks
are interconnected across backbone  networks  independently  and
transparently  of 35    protocols above the data link layer and so that the
multiple. local area  networks  appear to the users of stations of all
local area networks as one large single local area network, said bridge
means comprising: network    -5- interface means for interfacing the bridge
to related local area networks and for sending information in frame format
between related local Area networks across one or more backbone networks
and wherein each backbone network 5     comprises only simplex broadcast
channels and has one end only one transmit simplex channel associated with
one or more receive simplex channels; bridge management means for defining
the association, in a backbone network, of the single transmit simplex
channel and the receive 10    simplex channels in three possible
topologies, i.e. non- rooted, single rooted and multi-rooted; learning
means for learning the location of end user stations relative to the
backbone network so that frames received from the backbone  network  can
be  forwarded  or  discarded; 



15   forwarding means for forwarding a frame received from one station in
one local area network to a designated station in another local area
network across one or more- backbone networks independently and
transparently of protocols above the data link layer; discarding means
associated 20   with  each  receive  simplex  channel  for  selectively
discarding frames; wherein the transmit simplex channel characteristics are
completely independent of receive simplex channel characteristics and the
characteristics of   each   individual   receive   simplex   channel   are
25   independent   of   other   receive   simplex   channel
characteristics; and wherein the or each backbone network is not required
to be related to the local area network access technique or bandwidth. 30
In order that the invention may be more readily understood, an embodiment
thereof will now be described, by way of example, with reference to the
accompanying drawings, in which: 35       Figure 1 is a diagram
illustrating a taxonomy for describing Local Area Network (LAN)
interconnection;    -6- Figure 2 is a view of four Ethernet networks
bridged together across a satellite backbone network in the present
invention; 5           Figure 2A is a view which corresponds to Figure 2
but which shows the actual simplex channel configuration for a four node
network; Figure 3 illustrates how the Figure 2 configuration 10    can be
expanded using a terrestrial line; Figure  4  illustrates  how  two
bridges  can  be interconnected using either a broadcast medium or a point
to point medium (e.g., a terresterial data link); 15 Figure 5 is a
comparison view showing the use of simplex channels including a single
broadcast simplex channel for star communications contrasted with the use
of multiple point to point duplex links for star 20   communications;
Figure 5A is a view like Figure 5 showing a star 



topology.    Figure  5A  is  a  four  node  network  and illustrates   the
simplex   channel   used   for   star 25   configuration; Figure 5B
illustrates another topology.  In Figure 5B a four node network is
connected in what is referred to as multistar topology.   Figure 5B
illustrates the 30 simplex channels required to support that topology.
Figure 6 shows how simplex channels are used to support a fully connected
topology. Figure 6 is a view like Figure 2 but emphasizing and illustrating
the 35  simplex channels.    -6a- Figure 7 illustrates a configuration
containing two star topologies connected to a LAN in the cental site;
Figure 8 is a view of an expanded Figure 7 5     configuration.   Figure 8
shows a communications system embodying the present invention and
incorporating a fully connected  network.    Figure  8  illustrates  how
star configurations are connected through a Local Area Network, and how a
number of those locations can be 10    connected  by  a  fully  connected
network.    Figure  8 illustrates the actual configuration (as distinct
from the  user  perspective).       The  user  perspective  is illustrated
in Figure 9; 15          Figure 9 is a diagrammatic view showing the user
perspective of a communications system embodying the present  invention.
As  illustrated  in  Figure  9 the overall configuration is viewed by all
LAN stations as containing a single LAN. 20 Figure 10 illustrates the
primary role of a bridge embodying the present invention; Figure 11
illustrates secondary roles of the bridge 25    embodying the present
invention; Figure 12 is a view of a bridge constructed in accordance with
one embodiment of the present invention. Figure 12 shows major component
parts of the bridge. 30  Subsequent figures of the drawings show further
details of these component parts; 



Figure 13 illustrates features of the forwarding function of the bridge; 35
Figure 14 illustrates features of the management functions of the bridge;
-6b- Figure 15 shows the format of a forwarding data store incorporated in
the bridge; Figure 16 shows details of a multicast array data 5  store
entry structure as used in the present invention; Figure 17 illustrates the
logical structure of a local or backbone network component of the bridge
shown in Figure 12; 10 Figure 18 illustrates how a frame is encapsulated in
certain operations of the bridge illustrated in Figure 12; 15
Figure 19 illustrates how an encapsulated frame is decapsulated in the
bridge illustrated in Figure 12; Figure 20 is a pictorial view of a
communications system  for  interconnecting  Local  Area  Networks  in 20
accordance with one embodiment of the present invention. 25 30
1DESCRIPTION OF THE PREFERRED EMBODIMENTS: 2 3 In the text of this
description the following references will be referred to by the 4
abbreviations in the brackets as indicated. 5 6 [DEC84]         Digital
Equipment Corporation, Network and Communications 7
Catalog, Summer, 1984 8 9 [DIX82]          Digital, Intel, and Xerox, The
Ethernet: A. Local Area Network 10                  Data Link Layer and
Physical Layer Specifications, Version 2.0, ll                  Nov. 1982
12 



13  [Hawe84)         Bill Hawe, Alan Kirby, and Bob Stewart, "Local Area
Network 14                  Connection", Telecom munications, April, 1984
15 16 [EEa83]         IEEE Project 802 Local Area Network Standards, "EEE
Standard 17                  802.3   CSMA/CO   Access   Method   and
Physical  Layer 18                  Specifications", Approved Standard,
July, 1983 19 20 [IEEb83]         IEEE Project 802 Local Area Network
Standards,  "Draft IEEE 21                  Standard 802.4 Token Bus Access
Method and Physical Layer 22                  SpecificationaP, Working
Draft E, July, 1983 23 24 [EEc83]           IEEE Project 802 Local Area
Network Standards, "Draft IEEE 25                  Standard 802.5 Token
Ring Access Method and Physical Layer 26                  Specifications".
Working Draft, July 1983 27 28 [IS033]            ISO-3309, "HDLC, Frame
Structure", available from Computer and 29                  Business
Equipment Manufacturers Association, 1928 L St., N.W. 30
Washington, DC, 20036 31 32 [Orns75]         Severo M. Ornstein and David
C. Walden, "The Evolution of a High 33                  Performance Modular
Packet Switch", 1975 Internat. Conf. on 34                  Comm., San
Francisco, CA, June, 1975 35 36[Stew84]          Bob Stewart, Bill Hawe,
and Alan Kirby, "Local Area Network 37                 Interconnection",
Telecom munications, Mar. 1984 38    8 1     Curently, Ethernet networks
and/or 802.3 Local Area Networks (LAN's) are 2being installed in
conjunction with a wide variety of office automation and data
3communication products.  Once installed, many of these LAN's become the
data 4 highway for interconnecting multiple products which utilize various
network 5architectures (e.g. T CPIP, X NS, DE Cnet, etc.). 6 7     After
one successful LA N inflation, many organizations repeat the 8 iniation in
multiple other locations. In many cases the need to link re mote LA N's
9together is initially ignored. Later as organizations begin.to investigate
their 10interconnect options, they discover that the simple multiple
purpose data highway 11environment that exists within the building has
disappeared. 12 



13      The traditional Internet LAN interconnection techniques support a
single 14 architecture and consequently a subset of the current or
potential LAN population. 15 Also, since Internet processes in the LAN
stations must assist in the interconnection, 16costly software upgrades may
be required and complex multi-vendor compatibility 17 problems can occur.
Which architecture to interconnect becomes an issue. Redundant 18
configurations for the different Internet protocols may be required. Some
of LAN 19stations may not support an Internet implementation. 20 21      In
contrast the TransLAN configuration and method of the present invention
22provide a simple and elegant LA N interconnect solution that
transparently extends the 23public data highway paradigm to LAN
interconnection. From the perspective of all 24LAN stations, the present
invention turns an arbitrary number of Ethernet/802.3 25 LA N's into a
singe LA N. 26 27      Using the IS0 Reference Model, this description
briefly describes the 28 relatioship  of the present invention to other LAN
interconnect devices. Next the 29 simple architecture and operational
characteristics of the present Invention are 30 defined. This is followed
by a description of the flexibility of the present invention 31 relative to
satellite, terrestrial, and mixed configuration support, as well as its 32
extensibility to 802.4 and ther LA N's 33 34 35 36 37 38    9 1
Relationship of the Present Invention to Other Products 3     An
interconnection system and method constructed and operated in accordance
4with the present Invention uses a device termed the Vitalink Bridge.
Before discussing 5how the Vitalink Bridge operates, it is useful to
understand its relationship to other 6LAN interconnect devices. 7 8
Figure 1 illustrates a taxonomy for describing LAN interconnection
[Stew84]. 9The taxonomy associates a LAN Interconnection device with an ISO
Reference Model 103ayer. A device is associated with the layer in which it
relays information from one 11 network to another. The term network in this
context ranges from LAN segments, 12 satellite links, and terrestrial lines
in the lower layers to network architectures (e.g. 13 DECnettoSNA) inthe
higherlayers. 



14 15      In this taxonomy it is important to hote that the layer
performing the relay 16does not utilize information fom the higher layers
In fact, differing higher layer 17protocols can (and do) concurrently
utilize the same lower layer relay. Generally, the 18 higher the relay
layer, the more speciall ed are the set of products and protocols
19serviced by the relay. Also, factors such as overhead and complexity
increase the 20higher the layer number. 21 22      The layer relays of
direct interest to the present invention are Repeaters, 23Bridges, and
Routers, layers 1-3 respectively. The most common of the three, 24Repeaters
and Routers are briefly described and then compared and contrasted with
25Bridges. 26 27 28REPEATERS: Physical Layer Relays 29 30      Repeaters
relay physical layer protocol data units (bits) and control signals 31(e.g.
collision detection). They operate at LAN speed and add only a very small
32amount of addition delay (e g. less than 1 microsecond). 33 Repeaters are
used to extend LAN configurations by connecting LAN channel 35segments
together directly or across an Internal point to point link. In general,
the 36use of Repeaters in a LAN configuration is transparent to LAN station
protocols. 37 38    10 However, the use of Repeaters as a general mechanism
for interconnecting 2multiple LAN's is severely limited. The length of a
single LAN (including any internal 3point to point links) is limited by
Physical layer constraints such as maximum round 4trip propagation delay
budget. This limits LAN expansion using Repeaters to a few 5kilometers. The
maximum number of stations that can be effectively serviced by a 6single LA
N Is another limiting factor. 7 8     Since Repeaters relay bits, they are
unable to selectively filter Data Link 9frames.  Consequently, LAN
expansion is restricted by maximum LAN capacity. 1OAnother consequence of
the absence of flitering is that links used by repeaters to tie 11 together
two segments must operate at LAN speed. 12 13      An Ethernet Repeater
[DIX 82] Is an example of a Repeater device. 



14 15 16ROUTERS: Network Layer Relays 17 18      Routers are the
traditional LAN interconnect devices.  When using these 19devices, LAN
stations must be able to distinguish between communication with a 20station
on the same LAN and a remote LAN. Remote communication requires LAN 21
stations to transmit/receive Data Link frames to/from a Router on the same
LAN. 22 23      The frames contain Internet protocol data units (packets)
created by the LA N 24 stations. Routers utilizes the Internet protocol
controlinformation in the packets and 25a local configuration topology
table to determine how to relay the packets between 26the LAN and other
networks. (e.g., point to point data links). 27 28      When compared to
Repeaters, Routers are not transparent to LAN station 29protocols. They
only work with LAN stations havieng a compatible Internet layer. 3OAlso,
compared to Repeaters Routers add significant delays. They operate as a
store 31 and forward packet relay (not a bit relay). Their internal
processing time usually 32 ranges from 5 to 50 milliseconds but more
significant are the internal queue delays 33 and transmission time between
Routers. 34 35     Since LAN stations perform the filtering function for a
Router (by only sending 34 it packets destined for a remote LAN), the
Router to Router links do not need to 37 operate at LAN speeds. Typical
link speeds range from 9.6 Kbps to 56 Kbps. Also, the 38    1 maximum
number of stations that can be effectively serviced by a single LAN Is no 2
longer a limiting factor. Stations can be spread among multiple
interconnected 3L A N's. 4 5     A DE Cnet Router Server [DE C84 I is an
example of a Router device. 6 7 8BRIDGES: Data Link Layer Relays 9 10
Bridges interconnect LA N's using the same media as Routers, but operate
11totally within the Data Link layer. LAN's connected together by Bridges
logically 12appear to the LA N stations as a single LAN. 13 14      LA N
stations simply address Data Link frames to other stations as if they were 



15on the same LAN. Broadcast and Multicast destination frames are handled
properly. 16They are received by the addressed group of stations regardless
of location. LAN 17stations do not address frames to Bridges as they must
with Routers. 18 19      The Frame Check Sum value created by the source
system is delivered to the 20destination station.  Bridged LAN's have the
same level of protection against 21corrupted data as is present on a single
LAN. With Routers, the original FCS is 22removed by the first Router and
recreated by the last. 23 24      Like Routers, Bridges store and forward
frames. This means, that unlike 25Repeater, they are able to selectively
filer and discard frames addressed to local 26stations Bridges keep local
traffic on one LA N from interfering with local traffic on 27the other
LAN's. As a result, Bridge to Bridge links can operate at less than LAN
28speeds. In fact, in almost all configurations the same link speeds used
to interconnect 29Routers can be used to interconnect Bridges. 30 31
Als, as with Routers, the maximum number of stations that can be
effectively 32serviced by a single  LAN is no longer a limiting factor. The
stations can be spread 33amoung multiple bridged LAN's [Hawe84] . In
contrast with Routers, since Bridges 34relay and filter for all LAN
stations, they provide the more general solution for a 35congested LAN. 36
37     Since Bridges operate at a lower layer than Routers, they have less
processing 38    12 loverhead and are capable of processing and relaying
frames at higher rates (thousands 2 of frames/second). Consequently,
Bridges are capable of effectively utilizing high 3bandwidth links (1-10
megabits/sec) between LA N's. 4 5      When bridging remote LAN's together
with a link operating at LAN speed or 6two local LA N's together directly,
Bridges add a very small amount of additional delay 7(at most a few
milliseconds). In contrast, when utilizing lower speed links, Bridges 8
like Routers add sigifcant delays due to transmission time. However, for
the same 9configuration, the delay associated with a Bridge should be less
than with a Router. 10 This is due to the reduced processing overhead
within a Bridge. 11 12      While conceptually a Data Link Bridge is not a
new idea, recently the potential 13for these devices has greatly increased.
Specifically, Digital Equipment Corporation 14was the first to recognize
this new potential [Stew84 ]. The use of 48 bit global 



15addressing in Ethernet and the 802 LA N's forsthe first time places a
unique world wide 16identifier in the Data Link layer. Also, Bridges are
processing and memory intensive 17devices that are able to exploit medium
to high speed broadcast and point to point 18 technologies. Significant
cost reductions and technical advancements are occurring In 19 all of these
areas. 20 21 220perational Characteristics 23 24     To describe the
operational characteristics of the present invention it Is useful 25to
first illustrate and discuss one configuration of the present invention.
Figure 2 24 illustrates four Ethernet [DIX82] and/or 802.3 [IEEa83] LAN's
bridged together 27across a satellite backbone network. 28 29     The
backbone is operating in a fully connected broadcast mode such that any 30
frame transmitted by one Vitalink Bridge (VB1, VB2, VB3 or VB4) is received
by all 31other Bridges. Each Vitalink Bridge can be configured to Transmit
at the same or a 32different rate. 33 34     A fully connected Vitalink
satite network is very similar to an Ethernet or 35 02.3 LAN. Both are a
broadcast transmission media, support a promiscuous (receive 36 all frames)
reception mode, and have a very low bit error rate. 37 38    13 1     Both
Ethernet and 802.3 utilize an unacknowledged datagram  protocol. 2Likewise,
the Vitalink Bridges utilize an unacknowledged datagram protocol across
3satellite backbone. The forwarded Ethernet/802.3 frames are simply
enveloped inside 4the HDLC frame structure [IS033]. In order to allow for
concurrent support of 5Ethernet and 802.3 stations, the Vitalink Bridges
support the 48 bit 802.3 Address 6Field. 7 8     A single Vitalink Bridge
can concurrently relay between 2-9 different 9networks For clarity and
brevity, the following discussion configures each Vitalink lOBridge with
only two networks  This allows a simplified operational model to be 11
utillized. 12 13 14 Listen Only Mode 



15 16      When Vitalink Bridge 1 in Figure 2 is powered on it enters into
LISTEN ONLY 17 mode. It remains in LISTEN ONLY mode for 10-60 seconds. VB1
operates in 18 Promiscuous mode relative to LAN I and the satellite
backbone. As a result it l9 receives all frames being transmitted by LAN
stations A-C or Vitalink Bridges 2-4. 2ONo frames are relayed by VB1 during
LISTEN ONLY mode. 21 22      During LISTENONLY mode, VB1 automatically
creates a local data base 23(termed the Forwarding data store). A
Forwarding data store entry is created from 24each frame received with a
unique Source Address value. The entry contains the 25address and a local
variable which identifies the source of the frame (LAN I or 26satellite
backbone). A Vitalink Bridge can support a Forwarding data store of up to
278000 entries 28 29      The following assumptions are made about the
current activity within the 30Figure 2 configuration.   Stations (A,B),
(M,N), (Q,R), and (X,Y) are only 31communicating locally on LAN I, II, III,
and IV respectively. Stations (NS), (R,Z) are 32communicating with each
other across the satellte backbone. Station C is turned 33off. As a result,
the initial VB1 Forwarding data store (in sum mary form) contains the
34following entries 35 36       Entry 1 -addressA, source=LAN I 37
Entry 2 - addressB, source=LA N I 38    14 2     Entry 3 -address=N,
source=SATELLITE BACKBONE 3     Entry 4 -address=S, source=SATELLITE
BACKBONE Entry5-address=R, sourceSATELLITE BACKBONE Entry6-address=Z,
source=SATELLITEBACKBONE 6 The entry source values of LAN I or SATELLITE
BACKBONE are a locally 8 assigned value. They are not globally administered
or used as a global identifier 9 between Vitalink Bridges in any manner. 10
11 12 Forwarding Mode 13 14     After the LISTE N O NL Y time period, the
Vitalink Bridge enters F O R W A R DIN G 15 mode. In FOR WA RDING mode the
maintenance of the Forwarding data store based on 



16ource Address continues in the backbround as defined above. Determining
whether to 17 filter (discard) or relay frames becomes the major foreground
activity. 18 19 Relaying and Filtering Rules 20 21     When a single
destination frame is received, a hash is created from the 22Ethernet/802.3
destination address. The hash is used to locate a matching Forwarding
23data store entry (in under 40 microseconds). If the matching entry's
source value 24identifies the frames source network, the frame is
discarded. Otherwise, the frame is 25 relayed to the identified network. If
no matching entry is located, the frame is 26 relayed to all networks other
than the source. 27 28     Since multicast or broadcast address values
never appear as Source Addresses, 29 Forwarding data store entries are not
automatically created. As a result, multicast 30and broadcast frames are
relayed like single destination frames with no matching 31 entries.
However, this can be changed by configuring broadcast and micast entries 32
into the Vitalink Bridges. When this is done, multicast and broadcast
destination 33 frames are selectively fltered in the same manner as single
destination frames. 34 3 5 Upon entering FORWARDING mode, VB1 in Figure 2
begins relaying and 36fllteing frames in the following manner. 37      1)
Frames received from LAN I destined for A or B are not relayed to the 38
15 1          satellite network. (i.e., frames local to LAN Iare fltered).
2 2)  Frames received from the satellite network destined for N, S, R, or Z
are not relayed to LAN L  Frames destined for M, N  Q., X, and Y are not
received on the satellite network because they are filtered locally by the
6          associated Bridge. These stations are not co m municating with
remote LA N stations. 8 9     3)  Frames received from LA N I destined for
L-Z are relayed to the satellite 10           network. 11 



12     4)  Frames received from the satellite network destined for A or B
are 13          relayedtoLANL 14 15 Maintaining the Forwarding Data Store
16 17      In FORWARDING mode Vitalink Bridgeslearnthe location of new LAN
stations 18 very quickly. For example, assume that when station C is
initialized, it generates an 19initial multicast frame containing a "Hello"
or "Help" message. This is normal 20behavior for many just initiallized LAN
stations. VB1 relays the frame from LA N I to 21the satellite backbone and
creates the following Forwarding data store entry: 22 23           Entry
-address C, source=L AN I 24 25      VB2-4 receive the "Hello or Help"
frame on the satellite backbone and relay the frame to LAN's II-IV
repectively. In additior, they each create the following 27Forwarding data
store entry: 28 29           Entry - addressC, source=SATELLITE BACKBONE 30
31   As a result, the "Hello" or "Help" message is received by all
addressed LAN 32 stations. Also, all Vitalink Bridges learn the relative
location of station C and are 33able to appropriately filter and relay
frames destined to it. 34 35 36 37 38    16 1     If a Vitalink Bridge does
not receive a frame containing a particular destination 2or source address
value for about 15 minutes, the associated Forwarding data store 3entry is
considered stale. Stale entries are automatically deleted. If station A In
4Figure 2 moves to LAN II, the Vitalink Bridges will forget A's association
with LAN I 5independent of any action by station A. 6 If station A in less
than 15 minutes moves and generates, for example, a "Hello" 8 or "Help"
multicast frame on LA N II, the VB1 and VB2 entries change as follows: 9 10
VB1 Entry -address=A, source=SATELLITE BACKBONE (was LAN I) 11
VB2 Entry - address=A, source=LAN II (was SATELLITE BA C KBONE) 



12The source value in the VB3 and VB4 entries remains equal to SATELLITE
13BACKBONE. Relative to VB3 and VB4, station A did not change position. 14
15      Experience has shown that the "no matching entry" case for single
destination 16frames is rare. When it does occur, it usually occurs for one
frame and NEVER results 17in a Vitalink Bridge forwarding error.  The
frames always reach the addressed 18 destination. 19 20Expanding the
Configuration 21 22      Expanding a TransLAN configuration of the present
invention is extremely 23easy. For example, the Figure 2 configuration can
be expanded as illustated in Figure 243. The addition of VB5 and VB6
results in VB1-4 learning about more stations. For 25example, If station D
generates a single destination frame to station Z. the following 26entries
are created: 27 28           VB6 Entry-address=Dsoure=LAN V 29
VB5 Entry -address=D, source=TERRESTRIAL LINK 30           VB4 Entry -
address D, source=LA N IV 31 32Since VB4 does not relay the frame to the
Satellite Backbone (the VB4 Entry for 33station Z has a source value of L A
N IV), VB 1-3 do not create entries 34 3 Subsequently, If D generates a
single destination frame to station A, VB4 will 36relay the frame and VB1-3
will then create the following entries: 37           VB3 Entry -address-D,
source=SATELLITE BACKBONE 38    17 1          VB2 Entry-addressD,
source=SATELLITE BACKBONE 2          VB1 Entry -address= D,
source=SATELLITE B AC KBO NE 3 4     If station E initializes and generates
a "Hello" multicast frame, VB1-6 create 5the following entries: 6
VB6 Entry - addressE, source=LAN V 7          VB5 Entry - address=E,
source=TE R REST RIAL LIN K 8          VB4 Entry - addressE, source=LA N IV
9          VB3 Entry - addressE, source SATELLITE BA C KBONE 10
VB2 Entry - address=E, source SATELLITE BA C KBO NE 11           VB1 Entry
- address=E, source SATELLITE BA C KBO NE 



12      The Vitalink Bridges automatically adapt to the new configuration.
The addition of VB5 and VB6, a terrestrial link, and LAN V requires no
configuration 14changes to existing Bridges. The new and existing Bridges
simply learn the relative 151ocation of new stations. 16 17Supported
Topologies 18 19      The configuration illustrated above indicates that
the Vitaink Bridge supports 20interfaces to both a broadcast satellite
network and a point to point data link. The 21present invention is also
capable of supporting other point to point and broadcast 22m edia such as
terrestrial microwave. 23 24      Both broadcast and point to point
interconnect media are supported by the 25system and method of the present
Invention in a number of ways. 26 27Dual Bridge Topologies 28 29      Two
Vitalink Bridges can be interconnected using either a broadca medium or 30a
point to point medium (e.g., terrestrial data link). A broadcast and point
to point 31dual end point configuration is illustrated in Figure 4. In both
configurations, VB 1 and 32VB2 are connected to a LAN. 33 34    When
utilizing a broadcast medium, VB1 or VB2 relay frames destined to 35remote
LA N stations onto a simplex broadcast channel. They each receive the other
36Bridges transmit channel When utilizing the point to point medium, VB1
and VB2 37each transmit on one side of the duplex data link and receive
from the other. 38    1     R elative to both the broadcast and point to
point configuration, frames 2transmitted by one Bridge are almost always
relayed and not filtered by the other 3Bridge. This occurs because each
Bridge normally filters frames received from its 4L A N that are destined
for local stations  As a result, only frames destined for 5stations on the
other LA N are transmitted. 6 7      Typically, a point to point medium
(terrestrialline), provides the same transmit 8rate in both directions.  In
contrast, the concept of broadcast simplex channels 9encourages the use of
different transmit rates to cost effectively accommodate 10asymmetric data
transmission requirements. For example, if most of the traffic is 11 LAN I
stations transferring files to LAN II stations, the present invention
allows the 12 transmit rate of the VB attached to LA N Ito be much higher. 



13 14 Star Topology 15 16      The system and method of the present
invention can interconnect more than 17two Vitalink Bridges using a star
topology. The medium used to interconnect the star can be broadcast or
point to point. See Figure 5. In both cases, the present invention
19automatically relays and filters frames as appropriate. Support of the
broadcast and 20point to point medium is summarized below using the
configurations illustrated in 21Figure 3. In both of the configurations,
VB1 through VBN are each connected to LAN. 22 23Bradcast Star Topology 24
25     In broadcast star topology each Vitalink Bridge has a simplex
transmit 26channel. VB1's simplex channel is received by all remote VB's.
Each remote VB's 27transmit channels only received by VB1. This alows
numerous remote LAN stations 28to statistically share a high speed VB1
transmit channeL The VB2-N transmit channels 29can be low speed in
comparison. 30 In configurations where a large percentage of the data is
transferred from a 32oentral site to remote locations, the broadcast star
topology is particularly 33effective. In addition, TransLA N maintains full
connectivity. (e.g., VB2 LAN stations 34can send frames to both VB1 as
wellas VB3-N LAN stations). 35 36 37 38    19 2point to Point Star Topology
3 4     The point to point star topology is interconnected by individual
duplexed data 5links. One end of each link Is attached to VB 1; the other
end of each link Is attached 6to one remote VB. Each link can have a
different transmit rate; but, the VB1 and the 7remote VB transmit rates are
always equal for a given line. 8 9     As with the broadcast star topology,
TransLAN maintains fully connectivity. 10VB2-N LAN stations can send frames
to VB1 LAN stations and VB1 willappropriately 11switch frames between VB2-N
LAN stations. 12 13Fully Connected Topology 



14 15      Figure 2 Illustrates a configuration of the present invention
that interconnects 16Vitalink Bridges using a fully connected broadcast
topology.  A fully connected 17topology is characterized by each VB being
directly connected to all other VB's. 18 19      The use of simplex
channels In accordance with the present Invention to support 20a fully
connected topology is illustrated in Figure 6. Each Vitalink Bridge has a
21tansmit channel that Is received by all other Bridges. To fully connect
the set of N 22LA N's using a broadcast topology requires N simplex links.
23 24      To fully connect a set of N LAN's using point to point medium
requires N(N- 251)/2 links. If N equals 3, 4, 8, or 16, the number of links
equals 3, 6, 28, or 120 26respectively. The number of broadcast simplex
channels required for the same N 27values is 3, 4, 8, or 16 respectively.
28 29      A fully connected broadcast topology Is chosen over a star
topology when the flow of information between the remote sites Is balanced,
not predominantly to and 31 from a single central site. This does not imply
that the transmit rate of each Bridge 32must be the same. In fact, In a
fully connected topology the present invention allows 33each Bridge to have
the same or a different rate. 34 35 Mixed Topologies 36 37      The ease of
mixing a fully connected topology and a point to point link has 38    20 1
already been illustrated in Figure 3 and discussed. The simple rule is that
the present 2invention is capable of mixing any supported topology within a
configuration. The only 3restriction is that the topologies cannot be
configured together in such a way as to 4form a loop. 5 6      Figure 7
illustrates a configuration containing two star topologies connected to 7a
LAN in the central site. The star topologies and the LAN are labeled In
Figure 7 for 8the convenience of this discussion. There are no
corresponding global identifiers in 9the actual implementation of the
present invention. 10 11      The topology of Star 1 and Star 2 can be both
broadcast or point to point, or 12one broadcast and one point to point. The
remote sites each have a LAN and a 13Vitalink Bridge. Any remote site is
directly connected (one hop) to the centrl site 



14and two hops away from any other remote site. 15 16      As discaussed
earlier, a frame transmitted between remote sites on the same 17star is
relayed by the associated central site Bridge. The frame is not transferred
to 18LAN L A frame transfrred between a Star 1 remote site and a Star 2
remote site is 19relayed between VB1 and VB2 across LAN L Normaly, relaying
a frame across LAN I 20 will add only a few additional milliseconds. 21 22
It is interesting to note the extent to which each bridge understands the
Figure 237 configuration. Both YB1 and VB2 think they are relaying and
filtering for LA N Iand 24functioning asthe center ofStar 1 and 2
respectively. Each Star1 and Star 2 remote 25VB in turn thinks that it is
relaying and filtering for its local LAN and functioning as a 26remote
Bridge in a singlestar. The pointisthat 27 28           A VITALINK BRIDGE
DOES NOT REQUIRE KNOWLEDGE OF THE 29           ENTIRE CONFIGURATION. TO
FUNCTION CORRECTLY, A VITALINK 30           BRIDGE ONLY NEEDS TO UNDERSTAND
ITS ROLE IN NETWORKS TO 31           WHICH IT DIRECTLY INTERFACES. 32 33
It is this characteristic that allows configurations to be so easily
expanded. For 34example, the Figure 7 configuration can be expanded as
ustrated in Figure 8. In the 35expanded configuration, the following
occurs: 36       1) the perspective of all Star 1 and Star 2 Vitalink
Bridges does not change 37          (stays the same asin the Figure 7
configuration). 38    21 1       2) the VB3 and the Star 3 remote VB's have
the same relative perspective as 2          either of the respective Star 1
and 2 Bridges. 3       3) VB4 is only aware of relaying and filtering for
LAN II and the fully 4          connected broadcast network. 5 6       4)
VB5 is only aware of relaying and flterng for a LAN  , the fully 7
connected broadcast network, and the point to point link. VB5 Is another 8
example of a Vitalink Bridge interfacing to more than two networks. 9 10
5) VB6 Is only aware of relaying and filtering for LAN m and the point to
11           point data ink. 12 13      While the perspective of VB1-VB6 in
the Figure 8 configuration is greatly 



14simplified, the LAN stations have by farthe simplest perspective. (see
Figure 9). The 15overall configuration is viewed by allLAN stations as
containing a single LAN. When 16transmitting frames, stations always assume
the destination is on the same LAN. This 17is true for both single
destination and multicast destination frames. 18 19Network Management 20 21
Figure 9 illustrates the transparency of the configuration of the present
22invention. However, providing this transparency elevates the need for
distributed 23network management visbility and control. 24 25
Fortunately, network management communication to and from Bridges can
26exploit the simplicity of the single LAN  perspective.  Each Vitalink
Bridge 27automatically creates the following permanent Forwarding data
store entry. 28 29           Entry - address=LOCAL BRIDGE, source=SELF 30
31When a frame with the LO CAL BRID GE Destination address is received, it
is passed to 32the local Bridge management process and not relayed. Entries
are also created for 33certain Bridge multicast address values. 34
Entry -address=BRIDGE MULTICAST 1, source=SELF 35          Entry -
addressBRIDGE MULTICAST 2, source=SELF 36 37 38    22 1     When a frame
with a BRIDGE MULTICAST destination address is received, itis copied for
the local Bridge management process and then relayed. 3 To com municate
with a Vitalink Bridge anywhere in a configuration of the 5present
invention, a LAN station only needs to generate a frame with Bridge single
6destination or multicast   destination address.  The frame will be
received and 7 processed by the Vitalink Bridge(s) with a matching entry. 8
9 A Bridge management process simply generates single destination and
multicast 10frames. Except during LISTEN ONLY mode, a Vitalink Bridge
treats the local Bridge management process like another network. A frame
generated by the local bridge 



management process is relayed or filtered in the same manner as a frame
received 13from a network. 14 15      During LISTEN_ONLY mode, Bridge
management frames are relayed to and 16 from the local Bridge management
process. All other frames received during LISTEN 17 ONLY mode are filtered.
18 19       One use of this capability is for Loop detection. During LISTE
N O NL Y mode a 20 Bridge transmits LOOPDETECTION multicast frames. If a
LOOP DETECTION frame is received with a source address equal to the LOCAL
BRIDGE address, the bridge 22 does not enter F O R W A R DIN G m ode. If it
did, a loop would be created. 23 24       Each Vitalink Bridge maintains an
extensive set of statistical and local 25 configuration information. The
local Bridge management process provides an 6 information access service.
The service supports information retrieval and orline 27 28
reconfiguration. This service can be accessed by both network operators and
peer management processes 29 30 Network Operator Communication 31 32
Network operators can access a Vitalink Bridge from one or more remote
locations using terminals attached to system Management stations. The
Management station com munication with a Bridge uses a Virtual terminal
protocoL 35 36 37 38    23 I      An operator can establish up to 4
concurrent connections to different Bridges 2from the same terminal. This
allows an operator to concurrently view the perspective 3of several
Bridges. Optionally, an operator can access a Bridge through its local
4console. The operator interface from the console and terminalare the same.
5 6      Multiple Bridge consoles, and terminals (or printers) can be
configured to 7receive alarms and statistical messages Each may receive all
or a subset. 8 9Peer Process Com munication 10 



11      A Vitalink Bridge supports a simple request/response
protocollayered directly 12 on top of either Ethernet or 802.3. When a
request is received within an Ethernet or 13802.3 frame, a Bridge transmits
the associated response using the same type of 14frame. The destination
address in the response frame equals the source address value 15received in
the request frame. 16 17      The request/response protocol provides the
mechanism through which both 18 Ethernet and 802.3 stations can co m
municate with a Bridge. The protocol provides 19access to essentially the
same information that is available to a network operator. 20 21Beyond
Ethernet and 802.3 22 23      The system of the present invention expects
the following from a LAN. A 24promiscuous receive mode Is supported. All
frames sent and received from a LAN 25contain a 48 bit destination and 48
bit source address. Frames contain a 32 bit Frame 26Check Sequence and have
a length between 64 and 1518 octets. A single class of 27sevice is provided
to the LAN stations. LAN's which are compatible with these 28assumptions
are termed compatible with the system of the present Invention. 29 30System
Compatible LANs 31 32      The development effort to support a LAN
compatible with the system of the 33present invention ranges from no effort
to developing a new LAN interface. For 34example, changing the medium to
broadband or fiber optics, only requires a different 35transceiver.
Depending upon the implementation, the impact of changing LAN speeds 36from
10 megabits to one megabit ranges from a configuration change to developing
a 37new LAN interface. The list of "TransLAN system compatible" LA N's
includes the 38    24 1otherpotentalEEE 802.3 standards, Cheapernet and
AT&T's SLAN. 2 3      Adding a "TransLAN system compatible" LAN to a
TransLAN configuration of 4the present invention is no different than
adding an Ethernet or 802.3 LAN to the 5configuration. Only the Vitalink
Bridge interfacing to the LAN is aware of the LA N's 6existence. The LAN
stations still have a single LA N perspective. 7 8Almost TransLA N System
Compatible 9 10      A LAN is considered "almost TransLAN system
compatible" when a simple 



11protocol translation at the LAN interface makes the LAN appear "TransLAN
system 12compatible" to the rest of the configuration. The other Bridges
are unaware of the 13LAN's true properties. 14 15      For example, IEEE
802.4 [IEEb83] is an "almost TransLAN system compatible" 16LAN. 802.4
supports a maximum frame size that is largerthat 1518 octets and offers
17multiple clases of service. Concurrent system support of 802.3 and 802.4
can be 18accomplished by limiting the frames on the 802.4 LA N(s) to 1518
octets and providing 19a translation function directly on top of the 802.4
LA N interface. 20 21      In each Bridge interfacing to an 802.4 LAN, the
translation function does the 22flowing: .23 24       1) removes the class
of service in received 802.4 frames. 25 26       2) adds preconfigured
class of service information to transmitted 802.4 27           frames.
Bridges can be configured to all insert the same class of service 28
or to each Insert different classes as appropriate. 29 30      Bridging
together "TransLAN  system  compatible" LAN's with "almost 31TrasLAN system
compatible" LAN's has an interesting effect. The single LAN 32perspective
by the LA N stations is preserved, but each LA N station thinks the single
33LAN Is of the type to which it interfaces. For example, 802.3 stations
view the 34 configuration as an 802.3 LAN, and 802.4 stations view it as an
802.4 LAN. Also, 35 802.3 and 802.4 stations can exchange frames. 36 37 38
25 2 3Not TransLAN System Compatible 4 A LAN is considered "not TransLAN
system compatible" when a simple protocol translation at the LAN interface
Is not possible. In this case the LAN frames can be 7encapsilated inside a
system compatible frame and sent across a syste m configuration 8to a
destination Bridge. The destination Bridge decapsulates the frame and
relays the 9frame back to its native LA N environment. 10 



11      This technique allows LAN's which are "not TransLAN system
compatible" to 12share the interconnection capabilities of the present
Invention. Frames from the 13group of incompatible LAN's are essentially
"tunneled" through the configuration and 14m ethod of the present
invention. 15 16      Support of a group of LAN's which are "not TransLAN
system compatible," 17 results In two separate single LAN perspectives. As
expected, all of the stations 18attached to LAN's within the configuration
have the same single LAN perspective. 19Their perspective is unchanged by
the presence of the "not TransLAN system 20compatible" LA N's.
Concurrently, all of the stations attached to the "not TransLAN 21system
compatible" LA N's have a different, not overlapping, single LAN
perspective. 22 23Partial Sum mary of the Description Above 24 25
Vitalink Bridges have the transparency of repeates but are able to
selectively 26 filter and relay by automatically learning the relative
location of stations. The 27Bridges are able to support a wide variety of
point to point and broadcast topologies 28Because Vitalink Bridges are
essentially transparent to each other, configurations of 29the present
invention can be easily expanded to support a very large number of LA N's.
30 31      Bridges perform a Data Link layer relay. Consequently, they can
interconnect 32  L A N stations independent of their higher layer
architecture. Interconnected LA N 33stations view any configuration of the
present invention as a single logical LAN. 34 Due to the high degree of
transparency, emphasis Is placed by the system and 36method of the present
invention on network management visibility and control 37Fortunately,
accessing Bridges is easy; they all appear to be on the local LA N. 38
26 1 2 3     The present invention bridges together Ethernet and/or 802.3
LAN's. 4Supporting other LA N's is, In many cases, straight forward. This
allows the free use of 5different LA N technologies, while preserving the
ease of co m munication on a single 6LAN. 7 8     Bridges are simple and
elegant devices that provide a new general purpose 9networking glue. While
the work with this glue is just beginning, its effect is expected 10to be
significant. 



11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35
36                                 27 37 38    27 IFURTHER AND MORE
SPECIFIC DESCRIPTION OF THE TECHNICAL 2BACKGROUND OF THE PREFERRED
EMBODIMENTS (AND IN PARTICULAR THE 3BRIDGE) 4 5     In the following text
the following references will be referred to by the 6numerical codes as
indicated to the left side of the references. 7 8       2.2 -    The
Ethernet, A Local Area Network Data Link Layer and 9
Physical Layer Specifications, Version 2.0, November 1982. 10 



11       2.3 -    IEEE Project 802, Local Area Network Standards, IEEE
Computer 12                Society, July 1983. 13 14       2.4 -
Ethernet System Product Line Software Technical Reference 15
Manual, Preliminary Draft, May 1983, Bridge Com munications Inc. 16 17
2.5 -    ESPL Software Technical Reference Manual, Volume One, July 18
1983, Bridge Communication Inc. 19 20       2.6 -     ESPL Software
Technical Reference Manual, Volume Two, July 21                 1983,
Bridge Communication Inc. 22 23       2.7 -     ESPL Software Technical
Reference Manual, Volume Three, July 24                 1983, Bridge
Communication Inc. 25 26      This description describes the high level
design of the bridge of the present 27invention. Sometimes the present
Invention Is referred to as the Vitalink Bridge or the 28Bridge. 29 303.1
-  Networks 3 1          The reader should understand the following
Vitalink Bridge concepts 32           concerning networks: a)    Network
IDs Relative to a Vitalink Bridge, a Network contains a single Transmit (or
output) access point and one or more Receive (or input) access 36
points. In some cases the Transmit and Receive access points 37
utilze a eom mon I/O port (e.g. Ethernet) and in other cases they 38    28
1                 utilize different I/O  ports (e.g. FDMA Transmit and
Receive 2                 frequencies). 3 4                 Each Transmit
and Receive access point is assigned a local 5                 identifier
termed a Netwcrk ID (NID). The minimum number of 6                 NID's
associated with a network Is two (Le., one for Transmit, a 7
TNID and one fbr Receive, a RNID). However, in certain cases 8
(defined later), a TNID or RNID will be associated with a PSEUDO 9
(non existant) Transmit or Receive access point. 10 



11           b)    LocalNetwork 12                 A network that contains
a station that Is either the source or 13                 destination for a
frame that is transmitted on the Extended 14                 Network. The
network is considered a local network relative to 15                 that
frame. 16 17           c)    Backbone Network 18                 A network
across   which a frame on the Extended Network Is 19
transmitted but does not contain either the source or destination 20
station for the frame.  The network is considered a backbone 21
network relative to that frame. 22 233.2    -         Extended Network
(ENET) Frame 24                 The Vitalink Bridge Design assumes that the
"standard" Extended 25                 Network (ENET) frame that either all
Local Networks utilize, or 26                 that their Bridge translates
or encapsulates/capsulates to/from 27                 before forwarding.
The Vitalink design requires an ENET frame to 28                 conform to
the Ethernet/802.3 Frame Size Limitations and contain 29
the following Ethernet/802 Protocol Information. 30                 a)  48
Bit Destination GLOBAL ADDRESS 31 32                 b)  48 BitSoure GLOBAL
ADDRESS 33 343.3    -  Satellite Backbone Physical Topologies 35
Vitalnk Bridges collectively support the following Physical Satellite 36
Backbone Topologies. 37 38    29 a)    NON ROOTED Network (also referred to
as full mesh and fully connected) This is the simplest type of Backbone
Network. A NON ROOTED network has the same topology as an Ethernet or a
point to point terrestrial link. In this topology, each Vitalink Bridge is
classified as a BRAN CH and is configured as follows: 1)  has a sine
Transmit Frequency that is received by the other BRANCH(es). A BRANCH
classifesits Transmit frequency as NON ROOTED. 10                 2)  only
receives Transmit frequencies from Vitalink Bridges that 



12                     receive its Transmit frequency. 12 b)    SINGLE
ROOTED Network (also referred toasstar) 14                 In this
topology, a Vitalink Bridge is classifed as either a BRAN CH 15
ora ROOT. 16         1)  Each BRANCH has a single Transmit Frequency that
is 17                       classified as ROOTED BRAN CH and is only
received by the ROOT. 19                  2)  The ROOT has a single
Transmit Frequency that is classified 20 21.                      as ROOT
and is received by all BRANCHes. 21 22                  A SINGLE ROOTED
topology must contain multiple BRANCHes. 23 24                  (ie.,
Otherwise, it is NON ROOOTED) 25 25            c)    MULTI ROOTED Networic
(al referred to as multi-star) This is the most complex topology a Vitalink
Bridge supports. In 27                  this topology, a Vitalink Bridge Is
classified as a BRANCH, a 29                   ROOT, oraSECONDARY ROOT. 30
1)  Each BRANCH has a single Transmit Frequency that is 31
classified as ROOTEDBRANCH and is received by all 31
ROOT's. 32                   2)  Each ROOT has a single  Transmit Frequency
that is received by all BRANCHes and other ROOT(s). One ROOT classifies its
Transmit frequency as ROOT. Allother ROOT(s) classify their Transmit
frequency as SECONDARY ROOT. 3 6 37 38    30 1.              A
MULTI_ROOTED  topology  must contain one or more 2               BRAN CHes.
(Le., Otherwise, it is N ON ROOTED) 3 4         d)    Multiple Topology
Support 5               A Vitalink Bridge can concurently interface to
multiple topologies 6               with the following restrictions: 7
1)  each topology has its own Transmit/Receive frequencies 8
2)  a multi bridge configuration (defined later in the document) 



9                    support only 1 Satellite Backbone 10
Multiple Satellite Backbones of any topology can always be 11
supported at a location by multiple Vitalink Bridges connected to a 12
common LAN. 13 143.4    -  SINGLE ROOTED Encapsulation/Decapsulation 15
The Logical Topology of an ENET Is defined to be a Branching Tree with 16
no alternate paths that create loops. In order to preserve the ENET 17
logical topology, Vitalink Bridges operate as follows when utilizing 18
Transmit and Receive frequencies associated with a SINGLEROOTED 19
Satellite Network. 20 21         a)    A BRANCH always encapsulates frames
to be transmitted on a 22               ROOTEDBRANCH frequency. The frames
are encapsulated within 23               an ENET Frame with a maximum size
of 1530. The GLOBAL 24               A DDRESS values of the encapsulated
frame are 25               1)  The Destination Address =       BRANCH_ 26
ENCAPSULATION  (BE) 27
Vitank       multicast 28
address. 29               2)  TheSource Address= GLOBAL ADDRESS of the
BRANCH 30 31         b)   In order to allow BRANCHes to operate in the
ENET, the ROOT 32               decapsulates received BE frames. The ROOT
then forwards to the 33               associated ROOTED Transmit frequency,
the decapsulated BE 34               frames that are either 35
1)  destined for a station known to be accessible through the 36
Transmit frequency (from a Forwarding data store entry) 37               2)
have an unknown destination. 38    31 1               2)  Have an unknown
destination. 2                The forwarding of these frames back to the
SINGLE ROOTED 3                Satellite Backbone is termed D O UBLE H
OPPING. 4 5          c)   The ROOT always encapsulates a DOUBLE HOPPED
frame within 6                an ENET Frame with a maximum size of 1530.
The GLOBAL 7                A D DRESS values of the encapsulated frame are
8                1)  The DestinationAddress=         ROOT 



9                                                    ENCAPSULATION (RE) 10
Vitalink multicast 11
address. 12                2)  The Source Address =            Source
Address of the 13                                                    BE
Frame  (Le. the 14
GLOBAL_ ADDRESS of 15                                                   the
BRANCH   that 16                                                    created
the BE) 17 18          d)   each BRANCH processes received RE frames as
follows: 19                1)  All RE frames with a Source Address equalto
the BRANCH 20                     GLOBAL ADDRESS are dscarded. 21
2)  All other RE frames are decapsulated and processed like any 22
otherreceived ENET frame. 23 24          e)   The ROOT does not encapsulate
NON DOUBLE HOPPED frames 25                forwarded to the Satellite
Backbone. 26 27          f)    BRAN CHes process received non encapsulated
ENET frames. 28 29          g)   To preserve compatability with support of
a MULTI ROOTED 30               topology, the ROOT also processes received
non encapsulated 31                ENET frames. 32 333.5    -  MULTI ROOTED
Encapsulation/Decapsulation 34          As in 3.5 above, in order to
preserve the ENET logical topology, Vitalink 35          Bridges operate as
follows when utilizing Transmit and  Receive 36          frequencie
associated with a MULTI ROOTED Satellite Network. 37 38    32 1          a)
A BRANCH always encapsulates frames to be transmitted on a 2
ROOTEDBRANCH frequency within a BE Frame (same as a 3                SINGLE
ROOTED) 4 5          b)   In order to allow BRANCHes to operate in the
ENET, all ROOTs 6                decapsate the received BE frames.
SECONDARYROOT(s) 7                decapsulate received BE frames, and
process as a normal ENET 8                frame. The ROOT decapsulates
received BE frames and then 



forwards to the associated  ROOT Transmit frequency, the 10
decapsulated BE fames that are either 11                1)  Destined for a
station known to be accessible through the 12                     Transmit
frequency (from a Forwarding data store entry) 13               2)  Have an
unknown destination. 14                The forwarding of these frames back
to the MULTI ROOTED 15                Satellite Backbone is termed DOUBLE
HOPPING. 16 17          c)   The ROOT always encapsulates a DOUBLE HOPPED
frame within 18                an ENET Frame with a maximum size of 1530.
The GLOBAL 19                A D DRESS values of the encapsulated frame are
20                1)  The DestinationAddress=         ROOT 21.
ENCAPSULATION (RE) 22
Vitink multicast 23
address. 24                2)  The Source Address              Source
Address of the 25                                                    BE
frame  (Le.  the 26
GLOBAL_ADDRESS of 27                                                   the
BRANCH   that 28                                                    created
the BE) 29          d)   Each BRANCH processes received RE as in the SIN
GLE_ROOTED 30                case above.  The SECONDARYROOT(s) discard
received RE 31                fames 32 33          e)   The ROOT does not
encapsulate NON DOUBLE HOPPED frames forwarded to the Satellite Backbone.
SECONDARY ROOT'snever 35                encapsulate frames forwarded to the
Satellite Backbone. 36 37 38    33 1          f)    BRANCHes, ROOTs  and,
SECONDA R Y_ROOT's process received 2                non encapsulated ENET
frames. 3 43.6    -  Ku Band Rain and NON ROOTED Satellite Backbone 5
A NON ROOTED Ku Band Satellite Backbone can operate on a sunny day 6
in its normal no DOUBLE HOP mode. However, rain has a disruptive 7
effect on Ku band transmissions.  Therefore, when a NONROOTED 8
BRANCH is in the rain, it and the other NON ROOTED BRANCHes 



9          operate as follows: 10 11           a)    The BRANCH
intherainistermeda RAIN BRANCH. The RAIN_ 12                BRANCH
reconfigures its Transmit access point to be RAIN_ 13
ROOTED (the Transmit poweris also increased) 14           b)    A RAIN_BRA
N CH always encapsulates frames to be transmitted on 15                a R
AIN R OO TE D Transmit access point within a R AIN B R A N C H 16
ENCAPSULATION (RBE) Frame with a maximum size of 1530. 17
The GLOBAL ADDRESS valuesofthe encapsulated frameare 18                 1)
The Destination Address=        RAIN BRANCH 19
ENCAPSULATION 20                                                     (RBE)
Vitalink multicast 21
address. 22                 2)  TheSourceAddress                GLOBAL
ADDRESSof 23                                                     the BRAN
CH 24 25           c)    Another B R A N C H with a large dish is always
configured as a R AIN_ 26                 RO OT and its Transmit access
point is conflguredas RAINROOT. 27 28           d)   In order to allow the
RAIN BRANCH(es) to operate in the ENET, 29                 when the first
RBE frame is received, the RAIN _ROOT marks the 30                 Receive
accesspointas RAIN. A RAIN ROOT alwaysdecapsulates 31                 a RBE
frame. The RAIN ROOT forwards to the associated RAIN 32
ROOT Transmit access point, a decapsulated RBE frame that Is 33
either: 34                 1)  Destined for a station known to be
accessible through the 35                     RAIN_ROOT Transmit accspoint
(from an FDSE) 36                 2)  Has an unknown destination. 37
The forwarding of these frames back to the RAIN RO OT Transmit 38    1
access point Is termed DOUBLEHOPPING. (The RAIN ROOT 2
Transmit power is also increased.) 3 4          e)    When a non
encapsulated ENET frame is received from the RAIN- 5                ROOTED
Satellite Backbone, it is DOUBLE HOPPED by the RAIN 6                ROOT
when either: 7                1)  It Is destined for a station whose
Receive ENID is marked 8                     RAIN and is known to be
accessible through the RAIN ROOT 9                     Transmit access
point (from an FDSE) 



10                2)  Has an unknown or multicast/broadcat destination. 11
- 12          f)   The RAIN ROOT always encapsulates a DOUBLE HOPPED frame
13                within an ENET Frame with a maximum size of 1530.  The 14
GLOBAL ADDRESS values of the encapsulated fame are 15                1)
The MulticastAddres=            RAIN ROOT 16
ENCAPSULATION 17                                                    (RRE)
whenthere is a 18
matching FDSE or RAIN 19
ROOT DOUBLE 20                                                    HOPPED
UNKNOWN 21                                                    (R RDU). 22
2)  The Source Address =            Source Address of the 23
decapsulated BE frame 24
(Le. the GLOBAL 25                                                    A
DDRESS of the 26                                                    B R A N
C H that created 27                                                    the
BE) or the RAIN 28                                                    ROOT
GLOBAL_ 29                                                    ADDRESS 30 31
g)    When a non encapsulated ENET frame is received from a Receive 32
access point assoiated with another network, it Is encapsulated by 33
the RAIN ROOT and transmitted on the RAIN ROOT Transmit 34
access point when either: 35                1)  It is destined for a
station whose Receive ENID is marked 36                     RAIN and Is
known to be accessible through the RAIN ROOT 37
Transmit access point (from an F DSE) 38    35 1                2)  Has an
unknown or multicast/broadcast destination 2                    These
frames  are  termed  NONDOUBLEHOPPED 3                    encapsulated
frames. 4 5          h)   The RAIN ROOT always encapsulates a NON DOUBLE
HOPPED 6                frame within an ENET Frame with a maximum size of
1530. The 7                 GLOBAL ADDRESS values of the encapsulated frame
are 8                1)  The Multicast Address=          RAIN ROOT 9
ENCAPSULATION 



10                                                    (RRE) whenthereisa 11
matching F DSE or RAIN 12
ROOT UNKNOWN 13                                                    (R RU).
14                2)  TheSource Addres-               the RAIN ROOT 15
GLOBAL ADDRESS 16 17          i)    BRANCHesand RAIN
BRANCHesdiscardreceived RBE frames. 18 19                RAIN BRAN CHes
discard received non encapsulated frames. 20 21          k)    RAIN
BRANCHes process received RRE frames as follows: 22                1)  A11
RRE frames with a Source Address equal to the RAIN_ 23
BRA N C H GL OBAL A D D RESS are discarded. 24                2)  All other
RRE frames are decapsulated and processed. 25 26          1)    RAIN
BRANCHes decapsulate and process received RRDU and 27                RRU
frames 28 29           m)   BRANCHesprocessreceived RRE frames as follows:
30                1)  All RRE frames with a Source Address equal to the
BRAN CH 31                     GLOBAL ADDRESS are discarded. (Thisis
necessary because 32                    the BRANCH may have just
transitioned from a RAIN_ 33                     BRANCH.) 34
2)  All other RRE frames are decapsulated and processed. 35 36          n)
BRANCHes discard RRDU but decapsulate and process received 37
RRU frames 38    36 1          o)    When the rain stops, reversing the
above requires the follwing: 2                1)  The RAIN BRANCH to
reconfigure its Transmit access point 3                     to NON ROOTED
and become a BRANCH. 4                2)   When the first non encapsulated
frame is received, the RAIN 5                     ROOT changes the Receive
access point to N O R AIN. 6 73.7    -  Ku Band Rain and ROOTED Satellite
Backbones 8          This design assumes that the ROOT In a SINGLEROOTED Ku
band 9          network has a large dish. It likewise assumes that the ROOT
with the 



10           MULTIROOTED Transmit frequency in a MULTI ROOTED Ku band 11
network has a large dish. These large dish ROOTS are termed DOUBLE 12
HOP ROOTs. 13 14          Since a R 0 0 TE D Ku Band Satellite Backbone
operates on a sunny day in 15           DOUBLEHOP mode, rain does not
require reconfiguration.  The 16          BRAN CH(es) and ROOT(s) operate
as normalexceptthat 17 18          a)   The R AIN B R A N C H increases its
Transmit power. 19 20          b)   The DOUBLE HOP ROOT increasesits
Transmit power. 21 223.8    -  Ku Band Rain Alernative 23          As
defined below an alternative method of dealing with Ku band Rain is to 24
reconfigure the RAIN BRANCH  to and from a temporary SINGLE ROOT 25
network. This m ethod requires extensive coordination by BR A N C H and 26
ROOT Management Function processing and protocols. Consequently, this 27
method will not be implemented initially (if ever?). 28 29          a)   A
temporary  SINGLE ROOTED network is configured from part of 30
a NON ROOTED Network as follows: 31 32                1)  The  RAIN  BRANCH
DISABLES  its normal Receive 33                     frequencies, ENABLES a
RAIN_ROOT Receive frequency, and 34                    increases Transmit
power. A network is configured from the 35                     ROOTED
Transmit frequency and RAINROOT Receive 36                    frequency. 37
38    37 2)  The other BRAN CH(es) DIABLE their RAINBRANCH 2
Receive frequency and ENABLE a RAINROOT Receive 3
frequency. 4                3)  The RAIN_ROOT enables a RAINROOT Transmit
frequency 5                     (with increased power) and reconfigures the
RAIN BRANCH 6                     Receive frequency into the network
aociated with the RAIN 7                     ROOT Transmit frequency. 8 9
b)   A temporary SINGLE ROOTED networics configured from part of 



10                a ROOTED Network as follows: 11                1)  The
RAIN BRANCH DSABLES its normal Receive frequency, 12               ENABLES
a RAINROOT Receive frequency, and increases 13                     Transmit
power. The Transmit frequency and RAIN ROOT 14                     Receive
frequency are configured as a network and Transmit 15
frequency remains RO OTED. 16                2)  The other B R A N C H(es)
are not Involved. 17                3)  The DOUBLE HOPPING ROOT enables a
RAIN_ROOT 18                     Transmit frequency (with increased power)
and reconfigures 19                     the RAINBRANCH  Receive frequency
into the network 20                     associated with the RAIN R O OT
Transmit frequency. 21 22           c)    When the rain stops, the complex
processing In A) and B) above Is 23                reversed. 24 253.9    -
PROTECTED Network 26           The Vitalink Bridge supports a concept
termed a PROTECTED Network. 27           A PROTECTED Network has a Transmit
access point which is configured 28           as PROTECTED. 29 30
If a Transmit access point Is PROTECTED the Forwarding Function will 31
only forward frames to that access point which have an FDSE which 32
matches the Destination GLOBAL ADDRESS.  (Single destination or 33
multicast/broadcast.) A1 other Forwarding rules apply. 34 The PROTECTED
Network. concept allows the PROTECTED station to 36          interface to
the Vitalink Bridge utilizing ENET frames without having to 37
fter superfluous frames. Consequently P R OTE CTE D Networks can have 38
38 1          a lower bandwidth than NONPROTECTED networks and the
processing 2          capacity of the PROTECTED Station can be much less
than a Bridge. 3 4          It Is anticipated that a PROTECTED Station will
configure most of the 5          FDSE's in the associated Bridge using
standard Bridge Management 6          commands.  The known exception Is the
F DSE which matches the 7          GLOBAL ADDRESS of the Station. The FDSE
can be built in the normal 8          fashion from a soume GLOBAL ADDRESS.
9 



10          A Bridge cannot be a PROTECTED Station relative to any Network.
12 13SECTION 4 - HIGH LEVEL DESIGN OVERVIEW 14 154.1    -  Vitalink Bridge
Roles 16          The primary role of Vitaink's Bridge Is to relay Extended
Network (ENET) 17          frames to/from  Vitalink's Satell1ite Backbone
Network.  This role is 18         illustrated in Figure 10. 19 20
Secondary roles the Vitalink Bridge will also support are illustrated In 21
Figure 11. 22 23          From a design perspective, a Vitalink Bridge will
be capable of supporting 24          the following Bridge roles: 25 26
a)    MULTIEND POINT medium(s) to MULTI END POINT medium(s) 27
(e.g. Satel1ite Backbones arid/r LANs to Satellite Backbones 28
and/or LANs) 29 30          b)   DUAL END POINT medium(s) to MULTI END
POINT medium(s) 31                (e.g. Terrestrial Links to Satellite
Backbones and/cr LANs) 32 33          c)    DUAL END POINT medium(s) to
DUAL END POINT medium(s) 34                (e.g. Terrestrial Links to
Terrestrial Links etc.) 35 36 37 38    14.2    -  Functional Areas 2
Conceptually, the Vitalink Bridge design Is divided into four functional 3
areas: 4 5          a)    Forwarding Function 6 7          b)
Local/Backbone Network Control 8 9          c)    Management Functions 10
11          d)    Executive Functions 



12 13          The logical organization of these functional areas is
illtrated in Figure 14           12. 15 16          The Vitalink Bridge
design has one Forwarding Function, one set of 17           Management
Functions, and one set of Executive Functions.  These 18          functions
are executed bya CPU onthe Main CPU (MCPU) board. 19 20           When the
Vitalink Bridge is supporting multiple local and/or backbone 21
networks, the Bridge will respectively contain multiple Local and/or 22
Bachbone Network Control Functions. The Local and Backbone Network 23
Control Functions execute on both the MCP U board and their respective 24
interface boards 25 26SE CTION 5 - FO R WA R DIN G FU N CTIO N 27The
Forwarding Function conditionally forwards Extended Network Packets between
28 two of the following: 29 30          a)    Local Network Control 31 32
b)    Backbone Network Control 33 34          c)    Management Functions 35
36 A11 Network Control processes which input packets to the Forwarding
Function run as 37Interrupt handles Management Functions which input ENET
frames run as Tasks. A 38    40 1typical forwarding sequence for a ENET
frame from a local network is illustrated In Figure 13. 3 4rhe discard time
of single destination ENET frames from some NON ROOTED Local 5Networks can
be reduced significantly by utilizing a simple cache. A Discard Cache is 6
useful when on the average there are only a few stations actively utilizing
the Local 7Network to interact with other local stations. A Discard Cache
should: 8 9          a)    Contain the last n source GLOBAL ADDRESSes
received from the 10                network (n should equal at least 2 x
the interacting station 11                average) 



12          b)    Be accessable by a rudimentary Network Control Forwarding
13                Function 14 15          c)    Be used for discarding
only, not forwarding 16 17          d)    Not interfere with the use and
maintenance of the FDS. 18 19A typical forwarding sequence for a ENET frame
from Management Functions is 20 illustrated in Figure 14. 21 225.1    -
Data Stores 23 245.1.1     Forwarding Data Store (FDS) 25 26          The F
DS is used by the Forwarding Function to determine how to forward 27
single or multicast destination frames. For single destination frames, the
28          F DS has a single entry (F DSE) for each address that has been
seen as a 29          source address in a recently processed ENET frame.
All multicast FDSE's 30          and optionally single destination F DSE's
are created fom Reconfiguration 31          orSet Parameters commands. 32
33          An FDS may contain from 1 to 65,536 Non Collison FDSE's and 0
to 8192 34          Collision FDSE's (CFDSE). The FDSE's and CFDSE's may
share the same 35          contigious memory segment (up to 524,288 octets)
or two different 36          contigious segments  When the number of FDSE's
and CFDSE's exceed 37          8192, the CF DSE's must come from a
contgious segment of up to 38    41 1          65,536. An FDS with one
shared 65,536 octet segment has the format 2          shown in Figure 15. 3
4          The F DSE variables are defined below: 5 6          a)    The
first 40 bits of GLOBALADDRESS that was used to create 7
this FDSE. In single destination FDSE's, If the SNID equals ZERO, 8
the GLOBAL A DDRESS identifies this Bridge. 9 10          b)   SNID/AID is
defined as follows: 11                 1)  In single destination frames the
field Is a Source NID (SNID) 



12                     and bits 40-47 contain the SNID value associated
with the 13                     received ENET frame that was used to create
this FDSE. 14                 2)  For multicast destination frames, bits
40-47 contain an Array 15                     ID (AID) value that
identifies that Multicast Amay Data Store 16                     Entry
associated with the multicast GLOBAL A DDRESS used 17
to create this F DSE. 18 19           c)    FFF, bits 48-50, which contain
the following flags 20                 1)  FORWARD/DO NOT FORWARD ENET
frame with matching 21                      Destination GLOBAL ADDRESS (1
bit). This flag currently 22                     not used in a m
ulicastFDSE. 23                 2)  Aging Value (2 bits), one of the
following values 24                     a.  RECENTLY USED 25
b.  NOT RECENTLY USED (atleast 1 DELETE cycle) 26                     c.
NOT RECENTLY-USED (at least2 DELETE cycles) 27                     d.
FIXED (can not be removed due to aging). Multicast 28
F DSE's always have this value. 29 30           d)    The CF DSE IN DE X,
bits 51-63, which contains either: 31                 1)  ZERO, if there is
not a subsequent CF DSE or 32                 2)  The IN DEX associated
with the next CFDSE 33 345.1.2      Receive/Transmit Data Store (R/TDS) 35
This data store contains the folowing: 36           a)   Bridge State
(INIT/LISTEN/OPERATE/BRO KEN) 37 38    42 1          b)   BridgeFDSE
Type(LEARNING/NOT 2                LEA RNIN G), Default=LEA RNIN G 3 4
c)    Multicast Monitor Mode (TRUE/FALSE), Default=FALSE 5 6          d)
Transmit Data Store Entries (TDSE's) exist for each Transmit 7
access point. Each TDSE has a unique NID value, termed a TNID. 8
The TNID values range from 00(16) to 39(16). TNID 00(16) is 9
associated with Management Functions. 10                The T DSE's are
ordered such that the TNID can be used as an index 11                to
locate the associated T DSE. Each T DSE contains the following: 



12                1)  State (OFF/INIT/ON/BROKEN) 13                2)
BROKEN Reason(LOOP DETECTED) 14                3)  Type (NOT
PROTECTED/PROTECTED) 15                4)  Topology (NON ROOTED/RAIN
ROOTED/ROOTED 16                     BRANCH/ROOT/RAIN ROOT/SECONDARY ROOT)
17                5)  Network Type (SATELLITE/TERRESTRIAL/ETHERNET 18
802.3/MANAGEMENT) 19                6)  Statistics 20
a.  Frames Transmitted 21                          1. Single Destination
(matching FDSE) 22                         2. Single Destination(no F DSE)
23                         3. Multica  Destination (matching FDSE) 24
b.  Bytes Transmitted (optional) 25                     c.  Frames
Discarded (congestion) 26 27          e)    Receive Data Store Entries (R
DSE's) exist for each Receive access 28                point. Each RDSE has
a unique NID value, termed a RNID. The 29                RNID values range
from  40(16) to 79(16).  RNID 40(16) is 30                associated with
Management Functions. 31 32                The RDSE's are ordered such that
an RNID minus 40(16) can be 33                used as an index to locate
the associated RDSE. Each RDSE 34                contains the following: 35
1)  State (OFF/ENIT/ON/BRO KEN) 36                2)  BROKEN Reason(LOOP
DETECTED) 37                3)  Type (TRANSMIT RECEIVE/RECEIVE ONLY) 38
1                4)  TNID (The value of the Transmit access point
associated with 2                    this Receive access point.) 3
5)   RAIN (TRUE/FALSE) 4                6)  Network Type
(SATELLITE/TERRESTRIAL/ETHERNET 5                    802.3/MANAGEMENT) 6
7)  NON Encapsulated framesflag (CONTAIN/DO NOT 7
CONTAIN an FCS). If associated TDSE Type equals 8
PROTECTED, the DEFAULT value equals DO NOT 9                     CONTAIN.
Otherwise,the DEFAULT equals CONTAIN. 10                8)  Statistics 11
a   Frames Received 12                    b.  Frames Discarded 



13                     c.  Bytes Received (optional) 14                9)
The  alarm   Counters  for  each  type  of  Backbone 15
Encapsulation. (i.e. BE errors, RBE errors, RE errors, RRE 16
error  RRDU erors, RRU errors) 17 185.1.3     MuticastArray DataStore(MADS)
19          This data store contains a set of bit army entries (MA DSE)
arranged in 20          AID order such that the AID values in multicast
FDSE's can be used as 21          indexes to locate an associated MADSE.
Each MADSE has the structure 22          shown in Figure 16. 23 24
As Illustrated In Figure 16, a MADSE contains a set of bits associated 25
with TDSE's and a set associated with RDSE's. Each bit is associated with
26          one TDSE or RDSE NID value (including MANAGEMENT) and is
defined as 27          flows: 28 29          a)   each TDSE Bit is defined
as folows: 30                O = FORWARD to the associated T DSE network
(DEFA ULT) 31                1 = DO NOT FORWARD totheassociated TDSE
networic 32 33          b)   each RDSE Bit is defined as fllows: 34
0 = FORWARD from the associated RDSE network (DEFAULT) 35                1=
DONOTFORWARD from the associated RDSE network 36 37 38    44 15.1.4  -  No
Match Array Data Store (N A DS) 2         This data store contains a single
bit array (NA DSE) which has the same 3          structure as a MIA DSE. A
N A DSE contains a set of bits associated with 4          T DSE's and a set
associated with RDSE's. Each bit Is associated with one 5          TDSE or
RDSE NID value (including MANAGEMENT) and Is defined as 6          follows:
7 8          a)   each TDSE Bit Is defined as follows: 9                O
FORWARD totheassociated TDSE network (DEFAULT) 10                1= DO NOT
FORWARDtotheassociatedTDSEnetwork 11                (These bits are used to
support a P ROTE CTE D T DSE Type) 12 



13          b)   each R DSE Bit Is defined as follows: 14                0=
FORWARD from the associated RDSE network (DEFAULT) 15                1= DO
NOT FOR WARD from the associated RDSE network 16                (currently
the RDSE bits are not used) 17 185.1.5   -  Discard Broadcast Type Data
Store (DBTDS) 19          A descending list of 0 to 15 Ethernet Type
values. The last Type value 20          always equals ZERO. If the list is
empty, the first entry equals ZERO. A 21.          MATCHING FRAME COUNT is
associated with each value. 22 235.1.6   -  Circular Input Queue Data Store
24          The Circular Input Queue (CIQ)  data store is used by the
Forwarding 25          Function to input ENET frame processing information
to the Forwarding 26           Data Store Maintenance Process. The CIQ
contains the following: 27 28          a)   A fixed maximum number of
entries (CIQE's). Each CIQE contains 29                the following
information: 30                1)  GLOBALADDRESS = the Source Address from
the ENET 31                     frame 32                2)  SNID =Source
NID parameter from the OUTPUT CALL 33 34          b)   A fixed  maximum
number of entries Configuration  CIQE's 35                (C CIQE). Each C
CIQE contains the following information: 36                1)  USED/NOT
USED flag 37                2)  GLOBAL ADDRESS= the FDSE GLOBAL ADDRESS 38
45 1                3)  SNID  the FDSE SNID value 2          c)   The data
store also contains the following queue depth and 3
threshold values to monitor CIQ processing: 4                1)  CIQE TOTAL
-    the totalnumber of CIQE's 5                2)  EMPTY CIQE-
thenumberofempty CIQE's 6                3)  THRESHOLD 2 -  an acceptable
EMPTY CIQE queue value 7                                      that
indicates that CIQE maintenance 8                                      can
take place at a normal priority. 9                4)  THRESHOLD  1 - an
EMPTY CIQE  queue value that 10
indicates that the number of non empty 11
CIQE's is excessive. 12                5)  THRESHOLD -   an EMPTY CIQE
queue value that is used 



13                                      to limit the Forwarding Maintenance
14                                      processing time when the EMPTY CIQE
15                                      value equals zero. 16 175.1.7   -
F DSE Maintenance Data Store (F M DS) 18           This data store contains
a pointer to the FDS and the LIFO queue of 19           E MPTY COLLISION
FDSE's. The data store also contains the following: 20           a)   the
FDS HASH INDEX SIZE 21           b)   countof TOTAL NUMBER of FDSE's 22
c)   count of CURRENTLY DEQUEUED FDSE's 23          d)   countof TOTAL
NUMBER of COLLISION FDSE's 24           e)   countof CURRENTLY DEQUEUED
COLLISION FDSE's 25          d)   and e) are only present when FDSE's and
COLLISION FDSE's come 26                from different memoryr segment
(this will not be supported in the 27                Initial release) 28
f)   count of MAXIMUMNUMBER of FDSE's dequeued (high water 29
mark) 30          g)   the FDSE SHORTAGE value. (i.e. CURRENTLY DEQUEUED
value 31                which cause the invocation of the DELETE process)
32          h)   count of number of DISC A R DE D CIQE's 33          1)
countofnumberof UPDATED FDSE's 34          j)    the following counts of
COLLISION FDSE Index values with n FDSE's 36                1)  count of
double collisions 37                2)  count of triple collisons 38    46
3)  count of quadruple collisions 2                4)  count of 5 or more
collisions 3          h)   count of number of RESET's received. 4 55.1.8  -
Priority 2 Forwarding Data Store Maintenance Mailbox 6          The
Forwarding Data Store Maintenance Mailbox is used by the 7
Management Functions to forward Network Management requests. 8 95.2    -
ENET Frame Service Interfaces 10          The Forwarding Function
Interfaces to both Network Control and 11           Management Functions.
The input and output service interface between 12          the Forwarding
Function and Network Control Is considered a Network 



13           Control service interface and consequently is defined in the
Network 14           Control section. 15 16           The input and output
service interface between the Forwarding Function 17          and
Management Functions is considered a Forwarding Function service 18
interface and consiquently is defined below. 19 205.2.1   -  Forwarding
Function Input 21           The Forwarding Function Input Interface is the
service interface utilized 22          to input an ENET frame to Management
Functions. The Forwarding 23          Function Input Interface utilizes a
procedure call and return   The 24          required parameters for the
call and return are: 25                INPUT CALL (Forwarding Function to
Management Functions) 26                     INPUT FRAME-
Theaddressofthelinkedlistofbuffer 27
descriptors which identifies the complete ENET 28
frame. 29                     FCS -  Identifies whether the ENET frame
contains/does 30                             not contain an F CS. 31
SOURCE NETWORK IDENTIER(SNID) - A two octet 32
system specific identifier which identifies the source 33
network. The two octet field Is defined as follows: 34
bits 0-7 - These bits are reserved. They must have a value of 00(16). 36
bits 8-15 - These bits contain the Source NID value. 37
INPUT RETU RN (Management Functions to Forwarding Function) 38    47 1
RETURN CODE-TBD. 2 35.2.2  -  Forwarding Function Output 4          The
Forwarding Function Output interface Is the service interface 5
utilized to output an ENET frame from  Management Functions. The 6
Forwarding Function Output Interface utilizes a procedure call and 7
return.  The required parameters for the a and return are: 8
OUTPUT CALL (Management Functionsto Forwarding Function) 9
OUTPUT FRAME - Theaddressofthelinkedlistof buffer 10
descriptors which identify the complete ENET 11
frame. 12                     FCS -  Identifies whether the ENET frame
contains/does 



13                             not contain an F CS. 14
SOURCENETWORK IDENTIFIER (SNID) - A two octet 15                     system
16                             specific identifier which identifies the
ENET frame 17                             source. The two octet field is
defined as follows: 18                             bits 0-7 - These bits
are reserved. They must have 19                             a value  of
00(16). 20                             bits 8-15 - These bits contain the
NID value of 21                             00(16), which   means the ENET
frame is from 22                             Management Functions. 23 24
DESTINATION NETWORK IDENTIFIER (DNID) - A two octet 25
system specific identifier which Is defined as follows: 26
bits 0-7 -are defined as OE R R R R R R, where 27
0 the FOR WA R D ONLY flag and is defined as follows: 28
0=      FORWARD ONLY flag is off 29                             1
the ENET frame is to be forwarded only 30 to the network associated with
the NID 31                                      in bits 8-15. 32
E = the FORWARD EXCEPT flag and Is defined as 33
follows: 34                             0=       FORWARD EXCEPT flag is off
1=       the ENET frame is to be forwarded all. 36
networks except the network associated 37
with the NID in bits 8-15. One used for 38    48 1
Multicast frames. 2                         R R R R R RESE RVE D and have a
value of 000000(2). 3                    bits 8-15 -      if the 0 and E
flags equal 00(2), these 4                            bits have value of
00(16). Otherwise, these bits 5                            contain a SNID
value which is used by the 6                            Forwarding Function
to locate the associated TNID 7                            value. 8
OUTPUTRETURN (Forwarding Function to Management 9       -
Functions) 10 11                         RETURN CODE-TBD. 



12 135.4     -  Forwarding Function Process Description 14          Upon
receipt of a CALL containing an ENET frame, the Forwarding 15
Function processes the frame as follows: 16 175.4.1  -  Pre-Forwarding
Processing 18          If Bridge Type equals LEARNING. and the fame
wasinput from Network 19          Control, the SNID value is used to locate
the associated RDSE (termed 20          the SNIDRDSE). If the SNIDRDSE
State Is not equal to OFF, the 21          Forwarding Function creates an
entry in the Circular Input Queue (CIQ) 22          and decrements the
EMPTYCIQE value.  Normally, the Forwarding 23          Function does not
interact with the Forwarding Data Store Maintenance 24          Process (F
MP) running at P RIO RIT Y 0. The exceptions are as follows: 25 26
a)   If the EMPTY CIQE value equals THRESHOLD 1, the FMP isset 27
dispatchable at its P RIO RIT Y 1. 28 29          b)  If the EMPTYCIQE
value equals zero, the FMP Is called by the 30                Forwarding
Function. The F MP executes (as an Interupt Handler) 31
until the EMPTY CIQE value equals THRESHOLD 0. 32 335.4.2     Directed
Forwarding of an ENET Frame 34          The ENET frame Is Forwarded to the
network identified in a DNID CALL 35          parameter with the FOR WA R D
ONL Y flag set as follows: 36          a)   If any of the following are
true, the ENET frame will not be 37               forwarded. 38    49 1
1)  The ENET frame wasinput from Network Control. 2                2)  The
Forwarding State is equalto OFF. 3 4          b)    The D NID NID value is
used to locate the associated T DSE. 5 6          c)   If TDSE equals OFF,
the ENET frame will not be forwarded. 7 8          d)    Otherwise, it Is
forwarded to the network associated with the 9                T DSE as
follows: 10  If TDSE  Topology equals NON_ ROOTED, ROOT, or 11
SE C O N DA R Y R OOT, the following occurs: 



12                     a.  If there is no F CS, the frame is passed to the
Network 13                          Control Encaption process associated
with the T DSE 14                         network. The value of the EN
CAPSULATION ID equals 15                          N O F CS and the EN
CAPSULATION SOU R CE A DDRESS 16                          value equals the
GL OBAL A D D RESS of this Bridge 17                     b.  Otherwise, the
frame is passed to Network Control 18                          process. 19
2)  If TDSE Topology equals ROOTED BRANCH, the frame Is 20
passed to the Network Control Encapsulation process 21
associated with the TDSE network.  The value  of the 22
ENCAPSULATION ID equals BE and the ENCAPSULATION 23
SOURCE ADDRESS value equals the GLOBAL ADDRESS of 24
the Bridge. 25                3)  If TDSE Topology equals RAIN ROOTED, the
frame Ispassed 26                    to the Network Control Encapsulaton
process associated with 27                    the TDSE network. The value
of the ENCAPSULATION ID 28                     equals RBE and the
ENCAPSULATION SOURCE ADDRESS 29                     value equals the GLOBAL
ADDRESS of the Bridge. 30                4)  If TDSE  Topology equals
RAINROOT  processing  is 31                     dependert, on the F-DSE-R
DSE RAIN value as follows: 32                     a)  If RAIN equals FALSE,
the following occurs: 33                          1) If there is no FCS,the
frame is passed to the 34                             Network Control
Encapsulation process associated 35                             with the
TDSE network. The value of the 36                             ENCAPSULATION
ID equals NOT ENCAPSULATED 37 38    50 1                            and the
ENCAPSULATIONSOURCE ADDRESS 2                            value equals the
GLOBAL ADDRESS ofthe Bridge. 3                         2) Otherwise, the
frame is pa sed to the Network 4                             Control
process. 5 6                    b)  Otherwise, the frame is passd to the
network Control 7                         Encapsulation process associated
with the T DSE 8                         network. The value of the EN
CAPSULATION ID equals 9                         RRE and the ENCAPSULATION
SOURCE ADDRESS 10                         value equals the GL OBAL A DD
RESS of this Bridge. 11 



12                     Otherwise, the forwarding of the ENET frame as
defined 13                    below. 14 155.4.3  -  Technique for Locating
a Matching FDSE 16          The Forwarding Function uses the destination
GLOBAL A DDRESS of a 17          ENET frame to search the FDS to locate a
matching FDSE. The 18          technique for locating a matching F DSE is
defined below: 19          a)   The trailing n bits (n = F DS IN DE X SIZE)
of the Destination 20                GLOBAL A DDRESS are multiplied by 2
and used as an index to the 21                F DSE Index. 22 23
b)   If the indexed FDS Index value is 0000(1 6), there is no matching 24
F DSE. 25 26          c)    Otherwise, the first 40 bits of the ENET
frame's destination 27                GLOBAL ADDRESS is compared to the
first 40 bits of the FDSE. 28                If the two values are equal, a
matching F DSE has been found. 29 30          d)    Otherwise, the F DSE CF
DSE-index is examined as follows: 31                1)  If equal to ZERO
there is no matching FDSE. 32                2)  Otherwise, the F DSE CF
DSE IN DE X is used to locate the 33                     COLLIION FDSE and
processing continues as in b. above. 34 35          e)   Ifa matching F DSE
or CF DSE Is found it is referred to as the 36                FDSE or the
matching FDSE. 37 38    51 1 2 5.4.4  -  Forwarding of a Singe Destination
ENET frame 3           The forwarding of Single destination ENET frames is
dependent upon 4           whether a matching F DSE was located. Both cases
are defined below. 5           a)   If a matching F DSE Is found, the
following occurs 6                 1)  If the Ageing value in the matched F
DSE Is not equal to 7                     FIXED,itissettothevalueof
RECENTLY USED. 8                 2)  If the GLOBAL ADDRESS is a local
address[ie., theFDSE 9                     SNID equals 00(16)], the ENET
frame Is forwarded to DIF 10                     (local address F DSE's
have an Ageing value of FIXE D). 11.                3)  Otherwise, if the
FDSEF0RRD/DO NOT FORWARD flag 



12       -              has a value of D0 N OT FOR WA RD, the frame is
discarded. 13                4)  Otherwise, the RDSE associated with the
SNID in the 14                      matched FDSE is Located (this RDSE is
termed the FDSE 15                      R DSE). If the F DSE R DSE State is
not equal to ON, the 16                      frame is discarded. 17
5)  Otherwise, the TDSE associated withthe TNID inthe FDSE 18
R DSE Is Located (this is the only T DSE that will need to be 19
Located). If the TDSE'sState equalsto OFF, the frame Is 20
discarded. 21                 6)  Otherwise, if the ENET frame was input
from Management 22                      Functions, it is forwarded to the
network associated with the 23                      TDSE. (i.e. Local
Management Functions can forward during 24                      INIT/B R O
KE N) as follows: 25                      a.  TfTDSE Topology equals N ON
ROOTE D, R OOT or 26                           SE C ON DA R Y ROOT, the
following occurs: 27                           1) If there is no FCS,the
frame is passed to the 28                              Network
ControlEncapsation process associated 29                               with
the T DSE network. The value of the 30                              EN
CAPSULATION ID equals N O F CS and the 31                              EN
CAPSULATION SOU R CE A DDRESS value equals 32
the GLOBAL ADDRESS of the Bridge 33                           2) Otherwise,
the frame Is passed to Network Control process b.  If TDSE Topology equals
ROOTED BRANCH, the frame 36                           is passed to the
Networic Control Encapsulation process 37
associated with the TDSE network. The value of the 38    52 1
ENCAPSULATION ID equals BE and the 2                         ENCAPSULATION
SOURCEADDRESS value equals the 3                         GLOBAL ADDESS of
this Bridge 4                     a.  If TDSE Topology equals RAIN ROOTED,
the frame is 5                         passed to the Network Control
Encapsulation process 6                         associated with the T DSE
network. The value of the 7                         EN CAPSULATION ID
equals RBE and the 8                         EN CAPSULATION SOU R CE A
DDRESS value equals the 9                          GL OBAL A DDRESS of this
Bridge 10                     d.  If T DSE Topology equals R AIN R O OT
processing is 11                         dependent on the F DSE RDSE RAIN
value as follows: 



12                          (a)  If RAIN equals FALSE, the frame is passed
to 13                             Network and the following occurs: 14
(1)  If there is no F CS, the frame is passed to the 15
Network Control Encapsulation process 16
associated with the T DSE network. The value 17
of the ENCAPSULATION ID equals NO FCS 18
and the EN CAPSULATION SOUR CE 19                                  ADDRESS
value equalsthe GLOBAL 20                                  A DDRESS of this
Bridge 21                             (2)  Otherwise, the frame is passed
to Network 22                                  Control process 23
(b)  Otherwise, the frame is passed to the Network 24
Control Encapsationprocess associated with the 25
TDSEnetwork. ThevalueoftheENCAPSULATION 26                            ID
equals RRE and the ENCAPSULATIONSOURCE_ 27
ADDRESS value equalsthe GLOBAL ADDRESS of 28
this Bridge 29                7)  Otherwise the frame is discarded, if
either of the following 30                     isTRUE: 31
a.  The R/TDS Bridge State is not equalto OPERATE 32                     b.
The TDSE State isnotequalto ON 33                8)  Otherwise, the RDSE
associated with the SNID INPUT CALL 34                     parameter Is
located (this R DSE is termed the SNID R DSE). 35                    Ifthe
SNID RDSE State is not equalto ON, the frame is 36
discarded. Otherwise, the TNID value in the SNID RDSE is 37
compared against the TNID value inthe FDSE RDSE. 38    53 1
a.  If equal, the following occurs: 2                         1. If the
TDSE Topology equals NON_ROOTED, RAIN_ 3                            ROOTED,
ROOTED BRANCH, orSECONDARY 4                            ROOT, the ENET
frame is discarded. 5                         2. If the TDSE Topology
equals ROOT, the following 6                            occurs: 7
(a) If theINPUTCALL EID parameterequals BE, 8
the ENET frame Ispassed tothe Network 9
Control Encapsulation process associated with 10
the T DSE network. The value of the 11
ENCAPSULATION ID equals RE. 



12                            (b)  If the INP UT CALL EID parameter equals
13                                 NOT ENCAPSULATED, the frame is 14
discarded. 15                            (c)  If the INPUT CALL EID
parameter does not 16                                 equal BE, the
following occurs: 17                                 (1)  An ALARM
isgenerated. 18                                (2)  The frame is discarded.
19                         3. Otherwise, the value of the T DSE Topology
equals 20                             RAIN ROOT and the processing of the
ENET frame 21                            is based on the INPUT CALL EID
parameter as 22                            follows: 23
(a) If the EID equals N OT EN CAPSULATED, the 24
following occurs 25                                 (1)  TheSNID RDSE RAIN
value issetto 26                                      FALSE 27
(2) If the FDSE RDSE RAIN value equals 28
TRUE, the ENET frame is passed to the 29
Network Control Encapsulation onprocess 30
associated with the TDSE netwric. The 31
value of the ENCAPSULATION ID equals 32
RRE 33                                (3)  Otherwise, the ENET frame is
discarded 34                            (b) If the ENCAPSULATION ID equals
RBE, the 35                                 following occurs: 36
(1)  The SNID RDSE RAIN value is set to 37
TRUE 38    54 (2)  The ENET frame s paed to the 2
Network ControlEncapsulation process 3
associated with the T DSE network. The 4
value of the EN CAPSULATION ID equals 5
R RE. (The F DSE-R DSE R AIN value is 6
not examined because the BRANCH may 7
be changng to R AIN.) 8                            (a)  Otherwise, the
following occurs: 9                                 (1)  An ALARM
isgenerated. 10                                 (2)  The frame is
discarded. 1 1                    b.  Otherwise, if not equal, the ENET is
forwarded to the 



12                         T DSE network as follows (ie., using the same
logic as if 13                         the frame came from Management
Functions) 14                         1. If TDSE TopologyequalsNON ROOTED
or ROOT, 15                             the following occurs: 16
(a)  If there is no F CS, the frame ispassed to the 17
Network Control Encapsulation process 18
asociated with the T DSE network. The value 19
of the ENCAPSULATION ID equals NO FCS 20
and the ENCAPSULATION SOURCE 21                                 ADDRESS
value equalsthe GLOBAL 22                                 A DD RESS of this
Bridge 23                             Cb)  Otherwise, the frame is passed
to Network 24                                 Control process 25
2. If TDSE Topology equals ROOTED BRANCH, the 26
frame Is passed to the Networic Control 27
Encapsulation process associated with the T DSE 28
network. The value of the ENCAPSULATION ID 29
equals BE. 30                         3. If TDSE Topology equals RAIN
ROOTED, the frame 31                            Is passed to the Network
Control Encapsuation 32                            process associated with
the TDSE network. The 33                            value of the EN
CAPSULATION ID equals R RE. 34                         4. If TDSE Topology
equals RAIN ROOT processing is 35                            dependent, on
the F DSE R DSE R AIN value as 36                            follows: 37
(a)  If RAIN equals FALSE, the following occurs: 38    55 1
(1)  If there is no F CS, the fame is passed to 2
the Network Control Encapsulation 3
process associated with the T DSE 4
network. The value of the 5
ENCAPSULATION ID equals NOT 6
ENCAPSULATED and the 7                                      EN CAPSULATION
SOU R CE A DD RESS 8                                      value equals the
GL OB AL A D D RESS of 9                                      this Bridge
10                                 (2)  Otherwise, the frame is passed to
11                                      Network Control process 



12                             (b)  Otherwise, the frame is passed to the
Network 13                                  Control Encapsulation process
associated with 14                                  the TDSE network. The
value of the 15                                  EN OAPSULATION ID equals
RRE. 16 17           b)   If no matching F DSE is found, the ENET frame is
processed as 18                follows: 19                 1)  Ifthe frame
was input from Management Functions, and the 20                     NA DSE
bit associated with the MANA GEMENT RDSE equals 21                     DO
NOT FOR WA RD, the frame is discarded. Otherwise, the 22
frame is forwarded as follows to all Transmit access points 23
with a TDSE for which the TDSE Type is equal to TRA NSMIT 24
RE CEIVE and the T DSE State is not equal to OFF. 25                     a.
If T DSE Topology equals SE CO N DA RY R OOT, N ON 26
ROOTED, or ROOT, the following occurs: 27                          1) If
there is no FCS the frame is passed to the 28
Network Control Encapsulation process associated 29
with the TDSE network. The value of the 30
ENCAPSULATION ID equal NO FCS and the 31
ENCAPSULATION SOURCE ADDRESS value equals 32
the GLOBAL ADDRESS of this Bridge 33                          2) Otherwise
the fame is passed to Network Control process 35                     b.  If
TDSE Topology equals ROOTED BRAN CH, the frame 36
is passed to the Network Control Encapsulation process 37
associated with the TDSE network. The value of the 38    56 1
ENCAPSULATION ID equals BE and ENCAPSULATION 2
SOURCE ADDRESS equalsthe GLOBAL ADDRESS of 3                        this
Bridge 4                    c.  If TDSE Topology equals RAIN_ROOTED, the
frame is 5                         passed to the Network Control
Encapsulation process 6                         associated with the T DSE
networic. The valu of the 7                         ENCAPSULATION ID equals
RE and 8                         ENCAPSULATION SOURCE ADDRESS equalsthe 9
GLOBAL A DDRESS of this Bridge 10                    d.  If TDSE Topology
equals RAIN ROOT, the frame is 11                         passed to the
Network Control Encapsulation process 



12                         associated with the T DSE network. The value of
the 13                         ENCAPSULATION ID equals RRU and 14
ENCAPSULATION SOURCE ADDRESS equalsthe 15                         GLOBAL
ADDRESS of this Bridge 16                2)  If the frame was input from a
local/backbone network, it is 17                    processed as follows:
18                    a.  If R/TDS Bridge State Is not equalto OPERATE, the
19                         frame is discarded. 20                    b.
Otherwise, the RDSE associated with the SNID INPUT 21
CALL parameter is located (the located RDSE is again 22
termed the SNID RDSE). If the SNID RDSE State is not 23
equalto ON, the frame Is discarded. 24                    c.  Otherwise,
the ENET frame is forwarded to allTransmit 25
access points with a TDSE as follows: 26                         1. The
TDSE State equals ON 27                         2. The N A DSE bit
associated with the T DSE equals 28                            FORWARD 29
3. If the TNID associated with the T DSE does not 30
equal the SNID R DSE TNID value the following 31
occurs: 32                            (a) If T DSE Topology equals N ON R
OO TE D 33                                 SECONDARY ROOT, or ROOT, the
following 34                                 occurs: 35
(1) If there is no FCS the frame is passed to 36
the Network ControlEncapsulation 37
process associated with the T DSE 38    57 1.
network. The value of the 2
ENCAPSULATION ID equals NO FCS and 3
the ENCAPSULATION SOURCE 4                                      A D D RESS
value equals the GL OBAL 5                                      ADD RESS of
this Bridge 6                                 (2)  Otherwise, the frame Is
passed to 7                                      Network Controlprocess 8
(b)  If TDSE Topology equals ROOTED BRANCH, 9
the frame is passed to the Network Control 10
Encapsulation process associated with the 11
T DSE network. The value of the 



12                                  ENCAPSULATION ID equals BE. 13
(c)  If T DSE Topology equals R AIN ROOTED, the 14
frame Is passed to the N etwork Control 15
Encapsulation process associated with the 16
T DSE netwcrk. The value of the 17
ENCAPSULATION ID equals RBE. 18                             (d)  If T DSE
Topology equals R AIN R O OT, the 19                                  fme
is passed to the Network Control 20
Encapsulation process associated with the 21
TDSE network. The value of the 22
ENCAPSULATION ID equals RRU. 23                          4. If the TNID
associated withthe TDSE equalthe 24                             SNID R DSE
TNID value the following occurs: 25                             (a)  if
TDSE Topology equals N ON ROOTED, 26
SECONDARY ROOT, RAIN ROOTED, or 27                                  ROOTED
BRAN CH, the frame is not 28                                  forwarded. 29
(b) If TDSE Topology equals ROOT, the processing 30
Is dependent upon the INPUT CALL EID 31
parameter value as follows: 32                                  (1) If the
EID equals BE, the ENET frame Is 33
passed to the Network Control 34
Encapsulation process associated with 35
the TDSE network. The value of the 36
ENCAPSULATION ID equals RE. 37 38    58 1
(2)  If the EID equals N ON- 2
ENCAPSULATED, the ENET frame is 3                                      not
forwarded 4                                 (3)  Otherwise, the following
occurs 5                                      (a)   An ALA R M is
generated. 6                                      (b)   The frame Is not
forwarded. 7                            (c) If TDSE Topology equals RAIN
ROOT, the 8                                 following occurs: 9
(1) If the EID equals 10                                     (a)   NOT
ENCAPSULATED,theSNID 11                                            R DSE R
AIN vaue is set to F A LSE 



12                                            and the frame is passed to
the 13                                            Network Control
Encapsulation 14                                            process
associated with the T DSE 15
network. The value of the 16
ENCAPSULATIONID equals 17                                            RRDU.
18                                      (b)   RBE, the SNID,RDSE RAIN value
19                                           IssettoTRUE andthe frame is 20
passed to the Network Control 21
Encapsulation process associated 22
with the TDSE network. The 23
value of the ENCAPSULATION ID 24
equals RRDU. 25                                      (c)   Otherwise, the
following occurs 26                                           (1)   An ALA
R M is generated 27                                            (2)   The
frame is discarded 28 295.4 5   -  Forwarding of Multlcast/Broadcast
Destination ENET Frame 30          The forwarding of  MulticasVBroadcast E
NET fram es is defined below: 31          a)   If the ENET frame was Input
from a local/backbone network, the 32                following occurs: 33
1)  if matching FDSE is not found (as desribed in 5.4.3), the 34
following occurs: 35                     a.  If the R/TDS Bridge State is
not equalto OPERATE, the 36                        frame is discarded. 37
b.  Otherwise, the RDSE associated with the SNID INPUT_ 38    59 .1
CALL parameter is located (the located R DSE is again 2
termed the SNID R DSE). If the SNID_R DSE State Is not 3
equal to ON., the frame is discarded. 4 5                     C.
Otherwise, if the NADSE bit associated the SNID RDSE 6
SNID equals DO NOT FORWARD, the frame is 7
discarded. 8                     d.  Otherwise, the forwarding of the ENET
frame to each 9                         Transmit access point with a T DSE
occurs as follows: 10                          1. The TDSE State equal ON
11                          2. The N A DSE bit associated with the T DSE
equals 



12                             FORWARD 13                          3. If
the TNID associated withthe TDSE does not 14
equal the SNID R DSE TNID value the following 15
occurs: 16                             (a)  If T DSE Topology equals N O N
R OO TE D 17                              SECONDARY ROOT, or ROOT, the
following 18                              occurs: 19
(1)  if there is no FCS, the frame is passed to 20
the Network Control Encapsulation 21
process associated with the T DSE 22
network. The value of the 23
ENCAPSULATION ID equals NO FCS, 24
and the ENCAPSULATION SOURCE 25
ADDRESS value equals the GLOBAL 26                                       A
D DRESS of this Bridge. 27                                 (2)  Otherwise,
the frame is passed to 28                                       Network
Control process. 29                             (b)  Otherwise, If TDSE
Topology equals ROOT 30                                  BRANCH,the frame
is passed to the Network 31                                  Control
Encapslation process asociated with 32                                  the
T DSE networc. The value of the 33                                  EN
CAPSULATIO N ID equals BE. 34                             (c)  Otherwise,
if T DSE Topology equals RAIN 35                                  ROOTED,
the frame is passed to the Networic 36
Control Encapsulation process associated with 37 38    60 the TDSE network.
The value of the 2                                   ENCAPSULATION ID
equals RBE. 3                              (d)  Otherwise, If T DSE
Topology equals R AIN 4                                   R O OT, the frame
is passed to the Network 5                                   Control
Encapsulation process associated with 6
the TDSE network. The value of the 7
ENCAPSULATION ID equals RRU. 8                          4. Otherwise, If
the TNID associated with the TDSE 9                              equals the
SNID R DSE T NID value the following 10
occurs: 11                              (a)  if T DSE Topology equals N O N
R O O TE D, 



12                                   SECONDARY ROOT, RAIN ROOTED, or 13
ROOTED BRAN CH, the frame is not 14
forwarded. 15                              (b)  Otherwise, ifTDSE
Topologyequals ROOT, 16                                   the processing is
dependent upon the IN P U T_ 17                                   CALL EID
parameter value as follows: 18                                   (1)  If
the EID equals BE, the ENET frame is 19
passed to the Network Control 20
Encapsulation process associated with 21
the T DSE network. The value of the 22
ENCAPSULATION ID equals RE 23                                   (2)  If the
EID equals NOT ENCAPSULATED, 24                                        the
ENET frame isnot forwarded 25                                   (3)
Otherwise, the following occurs 26
(a)   An ALARM is generated. 27                                       (b)
The frame is discarded. 28                              (c)  Otherwise, if
T DSE topology equals R AIN- 29                                   ROOT, the
following occurs: 30                                   (1)  If the EID
equals 31                                        (a)   NOT ENCAPSULATED,
the SNID_ 32                                              R DSE R AIN value
is set to F A LSE 33                                              and the
frame is passed to the 34
Network Control Encapsulation 35
process associated withthe TDSE 36
network. The value of the 37 38    61 ENCAPSULATION ID equals 2
RRDU. (b)   RBE, the SNID RDSE RAIN value is set to TRUE and the frame Is
passed to the Network Control 6
Encapsulation process associated with the T DSE network. The value of the
ENCAPSULATION ID 9 equals RRDU. 10                                      (c)
Otherwise, the following occurs 



11                                           (1)   An ALA R M is generated.
12                                           (2)  the frame is discarded.
13                2)  If a matching F DSE Is found (as described in 5.4.3),
the 14                     following occurs: 15                     a.  The
associated M A DSE is located using the F DSE AID 16 17
b.  If either the MA DSE bit associated with the 18
MANAGEMENT TDSE equalsFORWARD orthe R/TDS 19
Multicast Monitor Mode flag equals TRUE, a copy of the 20
ENET frame is forwarded to Management Functions. 21                     c.
Otherwise, If the Destination Address value equals the 22
Broadcast value and the Type field matches a value In the DBTDS, the frame
is discarded and the associated 24                          MATCHING FRAME
COUNT value isincremented. 25                      d.  Otherwise, if the
R/TDS Bridge State Is not equal to 26                          OPERATE, the
frame is discarded. 27                      e.  Otherwse, the RDSE
associated with the SNID IN PUT 28                           CALL parameter
Is located (the located R DSE is again 29                          termed
the SNID RDSE). Ifthe SNID RDSE State is not 30
equal to ON, the fame is discarded. 31                      f.   Otherwise,
the MA DSE bit associated with the SNID 32                           RDSE
parameter in the INPUT CALL islocated. If the value of the located bit
equals DO   N OT FOR WA R D, the ENET frame is discarded. 35 g.  The
forwarding of the ENET frame to each Transmit access points with a T DSE
occurs as follows: 37 38    62 1                        1. The T DSE State
equals ON 2                        2. The MA DSE bit associated with the T
DSE equals 3                           FORWARD 4                        3.
If the T NID associated with the T DSE does not 5
equal the S NID RDSE T NID value the following 6
occurs: 7                            (a)  if TDSE Topology equa  NON ROOTED
8                                SECONDARYROOT, or ROOT, the following 9
occurs: 



10                                (1)  ifthereisnoFCStheframeispassedto 11
the Network Control Encapsulation 12
process associated with the T DSE 13
network. The value of the 14
ENCAPSULATION ID equals NO FCS and 15
the EN CAPSULATION SOUR CE 16                                      ADDRESS
value equal the GLOBAL 17                                      A DDRESS of
this Bridge. 18                                (2)  Otherwise, the frame is
passed to 19                                      Network Control process.
20                            (b)  Otherwise, if T DSE Topology equals or
21                                 R O OTE D B R A N C H, the frame is
passed to the 22                                 Network Control
Encapsulation process 23                                 associated with
the T DSE network. The value 24                                 of the
ENCAPSULATION ID equals BE. 25                            (c)  Otherwise,
if TDSE Topology equals RAIN 26                                 ROOTEDthe
frameispassedtothe Network 27                                 Control
Encapsulation process associated with 28
the TDSE network. The value of the 29
ENCAPSULATION ID equals RBE. 30-                           (d)  Otherwise,
if T DSE Topology equals R AIN 31                                 ROOT, the
frame ispassed to the Network 32                                 Control
Encapsulation process associated with 33
the TDSE network. The value of the 34
ENCAPSULATION ID equals RRU. 35                         4. Otherwise, if
the TNID associated with the TDSE 36                             equals the
SNID R DSE T NID value the following 37                            occurs:
38    63 I                           (a)  If TDSE TopologyequalsNON ROOTED,
2                                SECONDARY ROOT, RAIN ROOTED, or 3
ROOTEDBRANCH, the frameisnot 4                                forwarded. 5
(b)  Otherwise, if T DSE Topology equals R OO T, 6
the processing is dependent upon the IN PUT 7
CALL EID parameter value as folows: 8                                (1)
If the EID equals BE, the ENET frame is 9
passed to the Network Control. 



10                                     Encapsulation process associated
with 11                                    the T DSE network. The value of
the 12                                     EN CAPSULATION ID equals RE 13
(2)  If the EID equal NOT ENCAPSULATED, 14
the ENET frame is not forwarded 15                                (3)
Otherwise, the following occurs 16                                     (a)
An ALARM Is generated. 17                                     (b)   The
frame is discarded. 18                            (c)  Otherwise, if T DSE
Topology equals RAIN 19                                 ROOT, the folowing
occurs: 20                                (1) Ifthe EID equals 21
(a)   NOT ENCAPSULATED, the SNID 22
R DSE R AIN value is set to F A LSE 23
and the frame is passed to the 24
Netwa* ControlEncapsulation 25
process associated with the T DSE 26
network. The value of the 27
ENCAPSULATION ID equals 28                                            RRDU.
29                                     (b)   RBE, the SNID RDSE RAIN value
30                                           issetto TRUE and the frame is
31                                            passed to the Network Control
32                                            Encapsulation process
associated 33                                            with the T DSE
network. The 34                                            value of the EN
CAPSULATION ID 35                                            equals RR DU.
36                                      (c)   Otherwise, the following
occurs 37                                           (1)   An ALARM Is
generated. 38    1                                           (2)   The
frame is not 2 forwarded. 3 b)    Otherwise, the ENET frame wasinput from
Management Functions and the following occurs: 6               1)  If the
frame was Input from Management Functions, and the NA DSE bit assoclated
with the MA N A GE ME NT R DSE equals 8                    DO N OT FOR WA
RD, the frame is discarded. Otherwise, the frame is forwarded as follows to
all Transmit access points 



10                    for which the following is true: 11
a.  The TDSE Type is equalto TRANSMIT RECEIVE 12                    b.  The
TDSE State is not equal to OFF c.  If the OUTPUT CALL contained a DNID with
the 14                         FORWARDEXCEPT flag, the NID associated
withthe 15                         T DSE network does not equal the NID
value in the D NID 16                    d.  If TDSE Topology equalSECON DA
RY ROOT, NON 17                         ROOTED, OR ROOT, the following
occurs: 18                         1. If there is no F CS, the frame is
passed to the 19                             Network Control Encapsulation
process associated 20                             with the TDSE network.
The value of the 21                             ENCAPSULATION ID equals NOT
ENCAPSULATED 22                             and the EN CAPSULATION SOU R CE
A D DRESS 23                             value equalsthe GLOBALADD RESS of
this Bridge 24                         2. Otherwise, the frame is passed to
Network Control 25                             process 26
e.  If TDSE Topology equas R OOTE D BRAN C H, the frame 27
is passed to the Network Control Encapsulation process 28
associated with the T DSE network. The value of the 29
EN CAPSULATION ID equals BE and EN CAPSULATION 30
SOURCE ADDRESSequalsthe GLOBAL ADDRESSof 31                          this
Bridge 32                     f.  If TDSE Topology equals RAIN ROOTED, the
frame is passed to the Network Control Encapsulation process associated
with the T DSE network. The value of the EN CAPSULATION ID equals RBE and
36                          ENCAPSULATION SOURCE ADDRESS equalsthe 37
GLOBAL A DDRESS of this Bridge 38    65 g.  If T DSE Topology equals R AIN
R OO T, the frame is passed to the Network Control Encapsulation process 3
associated with the TDSE network. The value of the ENCAPSULATION ID equals
RRU and 5                        EN CAPSULATION SOU R CE A DDRESS equals
the 6                        GLOBAL A DDRESS of this Bridge 2)  Otherwise,
a matching F DSE is found (as described in 5.4.3), 8                    and
the associated MADSE is located using the FDSE AID value 



10               3)  If the MA DSE bit associated with the MA NA GEMENT
RDSE 11                    equa DO NOT FORWA RD, the frame is discarded 12
4)  Otherwise, the ENET frame is forwarded to all Transmit 13
access points: 14                   a.  The TDSE State is not equalto OFF
15                    b.  If the OUTPUT CALL contained a DNID with the 16
FORWARDEXCEPT flag, the NID associated withthe 17                         T
DSE network does not equal the NID value in the D NID 18
c.  The MADSEbitassociated withtheTDSE TNID equals 19
FORWARD 20                     d.  If TDSE Topology equalsNON
ROOTED,SECONDARY 21                          ROOT cr ROOT, the following
occurs 1. Ifthere is not FCS, the frame is passed to the 23
N etworic Control Encapsulation process associated 24
with the T DSE networic. The value of the 25
ENCAPSULATION ID equals NOT ENCAPSULATED 26                             and
the EN CAPSULATION SOU R CE A DDRESS 27                             value
equals the GLOBAL ADDRESS of this Bridge 28                         2.
Otherwise, the frame is paed to Network Control 29 process. 30
e.  If TDSE Topology equals RAIN ROOTED, the frame is passed to the Network
Control Encapsulation process 32                          associated with
the T DSE network. The value of the EN CAPSULATION ID equals RBE and
ENCAPSULATION SOURCE ADDRESS equalsthe 35                          GLOBAL A
DDRESS of this Bridge 36                     f.  If TDSE Topology equals
ROOTED BRAN CH, the frame 37                         is passed to the N
etwork Control Encapsulation process 38    66 1
associated with the TDSE network. The value of the 2 3
ENCAPSULATION ID equals BE and ENCAPSULATION 4
SOURCE ADDRESSequalsthe GLOBAL ADDRESS of 5                        this
Bridge 6                     g.  If TDSE Topology equals RAIN ROOT, the
frame is 7                        passed to the Network Control
Encapsulation process associated with the T DSE network. The value of the 



8 ENCAPSULATION ID equals RRU and 10                         ENCAPSULATION
SOURCE ADDRESS equalsthe 11                         GLOBAL A DDRESS of this
Bridge 12 135.5    -  Forwarding Data Store Maintenance Process Description
14          The Forwarding Data Store Maintenance Processes (F MP's) are
totally 15          responsible for maintaining the Forwarding Data Store.
(The special T RB 16          and ROB processing must still be added to
this Section.) 17 Maintenance of the data store includes: 19           a)
Creating new F DSE's. 20           b)    Updating existing FDSE's. 21
c)    Deleting unused F DSE's. 22           The creating of new entries and
updating existing entries is handled by a 23           CREATE UPDATE
process thatruns at 3 priorities: 24           PRIORITY2    -  a high
background priority 25           PRIORITY 1    -  a priority which is
higher than allbackground tasks 26           PRIORITY 0    -  a priority
which interrupts the Forwarding Function 27
processing 28 29            When a Reset Request Is received, the entire F
DS must be purged. This is 30            handledby a RESET process which
runs at P RIO RIT Y 1 31 32            Deleting old entries Is handled by a
DELETE process that normally runs at 33            PRIORITY 3
whichislowerthanPRIORITY2. However,insomecases 34            the DELETE
processis CALLED by the CREATE UPDATE Process. 35 36 37 38    67 1 SECTION
6 - Local/Backbone Network Control 2 3 The logical structure of a local or
Backbone Network Control Is illustrated in Figure 4 17. 5 6 As Figure 17
illustrates, there are two external Interfaces to a Local/Backbone 7
Network Control The interface labeled 1. is the Frame-Related interface and
is 



8 between the Forwarding Function and one of the following processes: 9 10
a)    Network Interface 11            b)    Translation 12           c)
Encapsulation/Decapsulation 13 14 The interface labeled 2. is the
Management-Related interface and is a queued 15 interface. These interfaces
are discussed later in this section. The above figure also 16 identifies
the following major processes within a Local/Backbone N etwork Control. 17
18            a)    Translation or Encapsulation/Decapsulation 19
b)    Network Interface 20            c)    Local/Backbone Network
Management 21 22 These processes are also discussed later in this section.
23 24 6.1    -  Data Stores 25 26 6.1.1   -  Local/Backbone Network
Interface (NI) Data Store 27           An NI data store is defined for each
local/backbone network. The data 28           store contains the following:
29 30           a)    The NID of local/backbone network 31           b)
The state of the local/backbone network (OFF, INIT, ON, 32
BROKEN). 33           c)    The Mode of the local/backbone network 34
(NORMAL/PROMISCUOUS) 35           d    Pointers to the following: 36
1)  Network Interface Output Queue Data Store 37                 2)
Network Interface Input Queue Data Store 38    68 3)  Input Filter Data
Store 2                4)   Management Functions Mailbox 5)  Init Process
Mailbox 4 5 6.1.2   -  Network Interface Output Queue (NIO Q) Data Store
The NIOQ containsa FIFO queue for ENET framesto be transmitted to a 7 



local/backbone network. A Network Interface process in the M CPU 8
insertsthe ENET framesinto the NIOQ. A Network Interface processin 9 the
networic interface board removes the ENET frames in a FIF O 10 manner. The
NIO Q also contains the following statistics: 11           1)    FramesSent
12           2)    Bytes Sent 13           3)    Current Queue Depth in
Bytes 14          4)    Discard Depth in Bytes Each of the above
statistical fields is a 32 bit unsigned integer. 16 76.1.3   -  Network
Interface Input Queue (NIIQ) Data Store 18            The NIIQ contains a
FIFO queue for ENET frames received from a 19           local/backbone
network. A Network Interface process on the network 20            interface
board insets ENET frames into the NIIQ. A Network Interface 21
processinthe MCPU removesthe ENET framesina FIFO manner. the 22
NIO Q also contains a pointer to the associated NI and the following 23
statistics 1)    Frames Received 25 2)    Bytes Received 26   3)  Bridge
Frames Received (frames sent to this system) 27            4)    Bridge
Bytes Received (bytes sent to this system) 28            Each of the above
statistical fields is a 32 bit unsigned integer. 29 6.1.4   -  Input Filter
Data Store 31           The Filter data store (FIL DS) contains the
following address information 32            that is utilized to filter
Received fram es. 33 a)   If the network is in N O R MAL mode, the data
store contains the system's GLOBAL ADDRESS. 3 6 37 38    69 b)   The data
store also contains the following: 1)  A 40 bit VITA LIN K M ULTIC AST-ID
field which is deflned as follows: 



4 a.  The first 24 bits equals the assigned Vitalink Company value plus the
broadcast bit (bit 7 1 ). 6 b.  The last 16 bits are set to zero 7 9
2)  The following list of FIL DS entries. Each FIL DSE is associated with
either: 10 a.  A non encapsulated ENET frame with an F CS 11
b.  The last 8 bits of an assigned Vitalink Multicast value 12 13
FILDSE FLAGS                            ASSOCIATED VALUE 14
PASS/DISCARD/ERROR                      FCS (ENET frame 15 16
with F CS) PASS/DISCARD/DECAPSULATE/ERROR          NO FCS 17 Two sets of
the following FIL DSE's are specified, one for EN ET Frames 20
without F CS's and one for ENET frames with F CS's. 21 22
PASS/DISCARD/DECAPSULATE/ERROR          BRANCH_ EN CAPSULATION(BE) 23
PASS/DISCARD/DECAPSULATE/ERROR          ROOT_ 24
EN CAPSULATION(RE) 25 26           PASS/DISCARD/DECAPSULATE/ERROR
RAIN ROOT_ EN CAPSULATION(RRE) 27           PASS/DISCARD/DECAPSULATE/ERROR
RAIN ROOT DOUBLE_ 28 28 HOPPED 29
UNKNOWN(RRDU) PASS/DISCARD/DECAPSULATE/ERROR          RAIN ROOT 31
UNKNOWN(RRU) 32 33           PASS/DISCARD/DECAPSULATE/ERROR          RAIN
BRANCH ENCAPSULATION(RBE) Each FILDSE also contains a count of the number
of ERROR frames 35           discarded 36 37 



38    70 1         The FIL DSE flag values are set based on the value of
the a  ssciated T DSE 2         Topology as deflned below. Other than F CS,
the FILDSE flag value of 3         PASS is only used in BMUX's and IMUX's
where all multicast values are 4         configured as P ASS. 5TDSE
TOPOLOGY        FIDLSE MULTICAST VALUES      FILDSE FLAG 6
VALUE 7NON ROOTED           FCS                          PASS 8
NO FCS+RRE+RRDU+RRU           DECAPSULATE 9                     RBE
DISCARD 10                     BE+RE                        ERROR 11 12RAIN
ROOTED          RRE+RRDU+RRU                  DECAPSULATE 13
FCS+NO RCS4RBE                DSCA RD 14                     BE+RE
ERROR 15 16ROOTEDBRANCH        FCS                           PASS 17
NO-FCS+RE                     DECAPSULATE 18
BE+RRE+RRDU+RRU+RBE          ERROR 19 20ROOT                 FCS
PASS 21                     NO FCS+BE                     DECAPSULATE 22
RE+RRE+RRDU+RRU+RBE          ERROR 23 24RAIN ROOT             FCS
PASS 25                     NO FCS+RBE                   DECAPSULATE 26
BE+RE+RRE+RRDU+RRU           ERROR 27 28SECONDARYROOT       FCS
PASS 29                     NO FCS+BE                   DECAPSULATE 30
RE                           DISCARD 31
RRE+RRDU+RRU+RBE             ERROR 32 33 34 35 36 37 



38    71 16.1.5   -  Network Control(NC) Mailbox 2           A FIFO queue
with twopriorities, normaland urgent. An urgent message 3          is
inserted at the front of the queue, after other urgent messages. All 4
Data Link m anage ment requests are inserted into the N C mailbox. 5 66.1.6
-  Network Dependent Management Mailboxes 7           FIF O queues with two
priorities, Normal and Urgent. An Urgent message 8           is inserted at
the front of the queue, after other Urgent messages. All 9
Local/Backbone  Network  dependent  Management processes (e.g., 10
initialization) receive N etw ork Manage m ent requests fro m these queues.
11 126.2    -  ENET Frame-Related Interface 13           The Network
Control interface to the Forwarding Function exchanges 14           only
ENET Frames.  The input and output Network Control service 15
interfaces are defined below. 16 176.2.1   -  Network ControlInput 18
The Network Control Input interface is the service interface utilized to 19
input an ENET frame to Forwarding Function. The Network ControlInput 20
Interface utilizes a procedure call and return  The required parameters 21
for the call and return are: 22           INPUT CALL (Network Controlto
Forwarding Function) 23 24                 INPUTFRAME -The address of the
linked list of buffer 25                                  descriptors which
identifies the complete ENET 26                                  Frame. 27
28                 FCS -            TRUE/FALSE.  Identifies whether the
ENET 29                                  frame contains/does not contain an
F CS. If the 30                                  frame was Decapsulated the
value of this Field 31                                  is set from the EID
value. Otherwise, it Is set 32                                  from the
value of the NON Encapsulated frames 33
flag in the associated R DSE. 34 35                 SNID -           A two
octet system specific identifier which 36
identifies the source network. The two octet 37
field is defined as follows: 



38    72 1                     bits 0-7 -      These bits are reserved.
They must 2                                     have a value of 00(16). 3
bits 8-15 -      These bits contain the source NID value 4
associated with this E N E T fra m e. 6               ENCAPSULATION ID
(EID) -     If the frame was 7
DE CAPSULATED, this is the 8
value of Bits 40 - 47 of the 9
DE CAPSULATED. Destination 10
Multicast GLOBAL 11                                             ADDRESS. If
the Frame was 12                                             not
DECAPSULATED, this 13                                             field
equals ZERO. 14 15               ENCAPSULATION SOU RCE 16
ADDRESS (ESA) -        If the ENCAPSULATION ID value is 17
NON ZERO., this isthe 18                                       DECAPSULATED
Source GLOBAL 19                                       ADDRESS. Otherwise,
this field 20                                      contain the GLOBAL A
DDRESS of the 21                                      local Bridge. 22 23
INPUT RETU RN (Forwarding Function to Network Control) 24 25
RETURN CODE-TBD. 26 276.2.2  -  Network Control Output 28          All
output from the Forwarding Function utiizes a procedure call and 29
return. Network Control and the Forwarding Function run at the same 30
priority. The required parameters for the call and return are: 31
OUTPUT CALL (Forwarding Function to Network Control) 32 33
OUTPUT FRAME -   The address of the linked list of buffer descriptors which
identify the input ENET 35                                   frame. 36 37
38 



1               FCS - TRUE/FALSE.  Identifies whether the ENET frame has an
2                                    F CS or N O_F CS. The value of the F
CS 3 equalsthe FCS value of the INPUT CALL. 4 5               SNID -
A two octet system  specific identifier 6
which identifies the source network. The 7 two octet field is defined as
follows: 8                      bits 0-7 -    These bits are reserved. They
currently 9                                       are ignored by Network
Control 10                       bits 8-15 -    These bits contain the
Source NID value. 11.                                     If Input from
Management Functions 12                                      this parameter
has a value of 00(16). 13 14                ENCAPSULATION ID 15
(EID) -             if the frame is to be ENCAPSULATED, 16
this is used in computing the value of Bits 17
40  - 47  of the  ENCAPSULATION 18
Destination Multicast GLOBAL ADDRESS. 19 20
If  the   Frame  is  not  to  be 21
ENCAPSULATED, this feld equals ZERO. 22 23                EN CAPSULATION
SOURCE 24                ADDRESS (ESA) -      Ifthe ENCAPSULATION ID value
is NON 25                                     ZERO, this is the
ENCAPSULATION 26                                     Source GLOBALADDRESS.
(e.g., the 27                                     ESA  parameter from
INPUTCALL). 28                                     Otherwise, this field is
ignored by N C. 29 30           0 UTP UT RETURN (Network Control to
Forwarding Function) 31 32                RETURN CODE - NOT DISCA
RDED/DISCA RDED 33 34 6.3    -  Frame-Related Process Description As was
stated earlier, the ENET frame-related interface is between the 36
Forwarding Function and Multiple  Network Control processes. Logically, 37
the Forwarding Function may directly Interface with the Network 



38    74 1          Interface process. In other cases, the Forwarding
Function interfaces 2          with a network specific Translation process
or with a network specific 3          Encapsulation/Decapsulation process.
These different cases are discussed 4          below. 5 66.3.1   -  Network
Interface To/From Forwarding Function 7          This     mode      of
operation     is    possible     when 8         ENCAPSULATION/DECAPSULATION
is not required by the underlining 9          Local/Backbone Network. In
this case, input and output ENET frames 10          flow through Network
Control as follows: 11 12          a)   Input Frames 13
When a ENET frame has been received and completely processed 14
by the Network Interface Board process(es), it is placed in the 15
associated Network Interface Input Queue. The ENET frame is 16         -
subsequently removed (in a FIFO manner) by a Network Interface 17
Process on the MCPU. If the state of the Network Interface is 18
"ON", the ENET frame is passed to the Forwarding Function in an 19
Input Call (EID  NOT ENCAPSULATED, FCS  TRUE) 20 21          b)    Output
Frames 22                When the Network Interface process receives an
Output Call from 23                Forwarding Function, the following
occurs: 24                1) It locates the Network Interface Output Queue
data store with 25                    a NID equalto the NID in the Output
Call. 26                2) If the Current Queue Depth is greater than the
Discard Depth, 27                   the frame is discarded and a RETURNCODE
of DISCARDED 28                    is generated. 29                3)
Otherwise, the following occurs: 30                    a. TheENET frame is
then inserted on the queue. 31                    b. The NIO Q Statistics
fields are incremented as appropriate. 32                    c. A
RETURNCODE of NOT DISCARDED Isgenerated. 33 34                The process
on the Network Interface Board dequeues the ENET 35                frames
in FIF O manner and transmits them. 36 37 



38    75 16.3.2  -  Networic Translation To/From Forwarding Function 2
This mode of operation Is utilized when the underlining local/backbone 3
network does not utilize the ENET frame, but a simple transformation is 4
posible. In this case the input and output ENET frame flow changes as 5
follows: 6 7          a)   Input Frames 8                The Network
Interface process on MCPU passes input non-ENET 9                frames to
the network specific Translation process instead of the 10
Forwarding Function. The network specific non-ENET frame is 11.
then translated into an ENET frame and is then passed to the 12
Forwarding Function in an Input Call 13 14          b) .  Output Frames 15
The network specific Translation process receives the Output Call 16
from the Forwarding Function instead of the Network Interface 17
process. The output ENET frame is translated into the network 18
specific frame. The network specific frame is then passed to the 19
Network Interface process to be inserted on the Network Interface 20
Output queue. 21 22          It is anticipated that this mode of operation
wil be utilized to Interface 23          to other 802 LA N's. The High
Level design will be completed when the 24          decision to interface
to one or more of these LA N's is made. 25 266.3.3   -  Backbone
Encapslation/Decapsulation From/To Forwarding Function 27          As
described In Section 3, this mode of operation is utilized for handling 28
ROOTED configurations and Ku band rain. Certain Input and output 29
ENET   frames  from/o  the  Forwarding  Function  must  be 30
encapsulated/decapsulated. (See Section 5.) ENET frames without an 31
F CS are also encapsulated/decapsulated when transmitted across a 32
Backbone network that does not utilize the ENET 32 bit FCS. 33 Backbone
Network encapsulation/decapsulation mode of operation is discussed below.
This Section DOES NOT describe the Local Network 36
encapsulation/decapsulation mode of operation identified in Reference 37
2.1. 



38    76 16.3.3.1   -     Encapsulation to a Backbone Network 2
When present, the Encapsulation process receives all OUTPUT 3
CALL's from  the Forwarding Function.  Only the Forwarding 4
Function accesses the Encapsulation process. The ENET frame in 5
the OUTPUTCALL is encapsuated as illustrated in Figure 18 and 6
discussed below: 7 8                a) Upon receipt of an OUTPUTCALL WITH A
NONZERO 9                    ENCAPSULATIONID or FCS = FALSE, the
Encapsulation 10                    process encapsulates the ENET frame as
illustrated above. 11                    The DA, SA, and DATA fields are
deflned as follows: 12 13                    D A (DESTIN ATIO N A D D
RESS)=  VrrALINK MULTICAST 14
ID (40 bits)+ 4 bits 0000 + the 15
following bit values computed 16
from OUTPUT CALL 17                                               parameter
values 18                                               1) FCS(TRUE/FALSE)
bit 19                                               2) ENCAPSULATION ID
bits 20                                                     57 21 22
SA (SOURCEADDRESS)        ESA parameter from OUTPUT 23
CALL 24 25                    DATA= OUTPUT FRAME parameter from OUTPUT CALL
26 27                b) After the above encapsulated frame Is created, it
is passed to 28                   the Network Interface proes using the
OUTPUTCALL 29                    defined in Section 6.2.2. 30 316.3.3.2
-     Decapsulation from a Backbone Network 32                If a backbone
Decapsulation process exists, the Network Interface 33
process on the MCPU passesallinputframestothe Decapsulation 34
process  An encapsulated frame is decapsulated as illustrated in 35
Figure 19 and discussed below: 36 37 



38    77 1                a) Upon receipt of an INPUTCALL (as defined in
Section 6.2.1 2                    with ZERO EID and ESA parameters), the
decapsulation 3                    process does the following: 4
1) Compares the first 40 bits of the frame's DESTINATION 5
ADDRESS to the VITALINK-MULTICASTID value. If not 6
equal, the frame Is not a BACKBONE ENCAPSULATED 7
frame and Is associated with the FIL DSE labeled F CS. 8
2) Otherwise, the frame's SOU R CE A DD RESS Is compared to 9
this Bridge's GLOBAL_ADDRESS. If equal, the frame is 10
discarded. 11                    3) Otherwise, the last 8 bits are used as
an FIL DSE index. 12 13                b) The processing of the frame is
determined by the FIL DSE flag 14                    values as follows: 15
1) If the flag equals DISCA RD, the frame is discarded. 16
2) If the flag equals DECAPSULATE, SA and DA fields are 17
removed. 18                    3) If the flag equals PASS, the frame passes
through the 19                        Decapsulation process unchanged. 20
4) If the flag equals E R R O R the following occurs 21
a. The associated FILDSE E RROR count is incremented 22
by 1 23                       b. If the count is lessthan 6, an ALA R M is
generated 24                        c. Theframeisdiscarded. 25 26
c) The Decapsulation process then passes all frames that were not 27
discarded to the Forwarding Function using the INPUT CALL 28
defined in Section 6.2.1. 29 30      Figure 20 is a pictorial view of a
communications system for interconnected 31multiple local area networks and
constructed in accordance with one embodiment of 32the present invention.
Figure 20 shows how the present invention is associated with a 33satellite.
Figure 20 also Illustrates how the system of the present invention provides
34for modular expansion of extended networks. 35 36 37 



38    78 1     The system shown in Figure 20 embodies the apparatus and
methods described 2above in this specification, 3 4     While we have
illustrated and described the preferred embodiments of our 5invention, it
Is to be understood that these are capable of variation and modification,
and we therefore do not wish to be limited to the precise details set
forth, but desire 7to avail ourselves of such changes and alterations as
fall within the purview of the 8following claims. 9 10 11 12 13 14 15 16 17
18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 



38    -79- CLAIMS: 1.   A   communications   system   for   interconnecting
multiple local area networks across backbone networks in- dependently and
transparently of protocols above the data link layer and so that the
multiple local area networks 5     appear  to  the  users  of  stations  of
all  local  area networks as one large single local area network, said
system comprising: a plurality of local area networks with each local area
network having at least one station for  sending  or  receiving
communications  to  or  form 10    another station using data link frames
containing at least a destination address and a source address; at least
one backbone network comprising only simplex broadcast channels and
connecting two or more local area networks and wherein the or each backbone
network has one and 15    only one transmit simplex channel associated with
one or more receive simplex channels;  a plurality of bridge means  with
each  bridge  means  interconnecting  across simplex channels a plurality
of local area networks to permit one or more stations in one local area
network to 20   communicate with one or more stations in one or more of the
other local area networks; each said bridge means comprising:  network
interface means for interfacing the bridge to related local area networks
and for sending information in frame format between related local area 25
networks across one or 'more backbone networks, bridge management means for
defining the association, in a backbone network, of the single transmit
simplex channel and  the  receive  simplex, channels  in  three  possible
topologies, i.e. non-rooted, single rooted and multi- 30   rooted; learning
means for learning the location of end user stations relative to the
backbone network so that frames received from the backbone network can be
forwarded or discarded; forwarding means for forwarding a frame received
from one station in one local area 35  



-80- network to a designated station in another local area network   across
one   or   more   backbone   networks independently and transparently of
protocols above the data link layer; discarding means associated with each
5     receive  simplex  channel  for  selectively  discarding frames;
wherein   the   transmit   simplex   channel characteristics are completely
independent of receive simplex channel characteristics and the
characteristics of   each   individual   receive   simplex   channel   are
10    independent   of   other   receive simplex    channel
characteristics; and wherein the or each backbone network is not required
to be related to the local area network access technique or bandwidth. 15
2.   A system according to claim 1, wherein the bridge means include local
processes and the forwarding means are operative to forward a frame
received from (a) one station in one local area network attached to the
bridge means or 20         (b)  a process within the same bridge means or
(c) simplex links attached to the bridge means to and from one or more (1)
local area networks attached to the bridge means and 25         (2)
simplex channels attached to the bridge means and finally to a designated
station in another local area network or (3) to a local process in another
bridge means. 30    3.   A system according to claim 1, wherein there is a
network interface means operatively associated with each input and output
simplex channel connected to the bridge means. 35    4.   A system
according to claim 2, wherein the bridge management means include data
store and index means for associating the transmit simplex channel with one
or more receive simplex channels to form a non-rooted, rooted or    -81- 



multi-rooted network. 5.   A system according to claim 4, wherein the data
store and index means include a forwarding data store 5    which contains
entries created from frames received with a unique source address value and
a local variable which identifies the receive simplex channel of the frame.
6.   A system according to claim 5, wherein the data 10    store and index
means are effective,  for each entry created in the forwarding data store,
to insert the address value also into a source network cache such that a
frame received from the network with a destination address value already in
the cache is discarded quickly 15    without accessing the forwarding data
store. 7.   A  system  according  to  claim  5,  wherein  the forwarding
means for locating a matching forwarding data store entry use the last
12-16 bits of a 48 bit 20    destination address. 8.   A  system  according
to  claim  5,  wherein  the discarding means discard a frame from an
receive simplex channel based upon the recognition that the frame's 25
receive  simplex  channel  and  the  simplex  channel identified in the
matching forwarding data store entry are part of the same network so that
discarding that frame thereby avoids unnecessary propagation. 30    9.   A
system  according  to  claim  5,  wherein  the forwarding means  for
forwarding  a  frame  to  transmit simplex channel are based on associating
the receive simplex channel identified in the matching forwarding data
store entry to the transmit simplex channel of the 35    network to which
the frame is to be forwarded. 10.  A   system   according   to   claim   4,
including    -82- encapsulation,  decapsulation,  and discarding means to
give rooted and multi-rooted networks the appearance of being non-rooted
such that the retransmitted frames are appropriately filtered. 5 11.  A
system according to claim 10, wherein the bridge management  means  include
reconfiguration  means  for 



permitting reconfiguration, through communication with a reconfiguration
process in the bridge means, of part of a 10    network  from  a
non-rooted  to  a  rooted  topology configuration and vice versa. 12.  A
system according to claim 11, wherein the dynamic reconfiguration means are
constructed for dynamically 15    reconfiguring the topology from a
non-rooted to a rooted configuration and vice versa in response to a signal
indicating the desirability of such reconfiguration. 13.  A   system
according   to   claim   2,   including 20    configurable discarding means
for allowing networks to be sheltered from frames with specific single
destination addresses or multicast destination addresses such that those
frames from remote local area networks are not forwarded onto specific
simplex channels or input from 25    specific  input  simplex  channels  to
thereby  preserve locality. 14.  A   system   according   to   claim   2,
including configurable discarding means for allowing networks to be 30
sheltered from all but frames with specific destinations addresses. 15.  A
system  according  to  claim  2,  wherein  the forwarding means execute in
an interrupt level mode and including local processes that are within the
bridge means and that execute in a non-interrupt mode such that the bridge
management means of the bridge means cannot    -83- interfere with the
forwarding means. 16.  A system according to claim 4, wherein the data
store and index means include a forwarding data store for 5     receiving a
frame and finding a matching forwarding data store entry for the single
destination address, the forwarding data store also contains a source
network ID, the source network ID is not a network in the sense of being a
rooted network or a non-rooted network, the 10    source network ID
identifies a receive simplex channel, the transmit network ID identifies a
transmit simplex channel, the source network ID is used as an index into a
receive data store, the index locates a receive data 



store entry in the receive data store, the entry so 15    located defines
the receive simplex channel, one of the values in the located entry is a
transmit network ID, the transmit network ID is used as an index into the
transmit data store, said one value further locates an entry in the
transmit data store, the entry so found in the 20    transmit data store
defines the transmit simplex channel associated with the forwarding data
store entry that the frame was received on, and wherein when the bridge
means receive a frame from the receive simplex channel, the bridge means
get with the frame from the network 25    interface means the received
network ID associated with that receive simplex channel and wherein the
bridge means go through the same train of logic to find the transmit
simplex channel associated with that network. 30    17.  A  system
according  to  claim  1,  wherein  the forwarding means are effective to
forward frames based on a determination of two questions: (1)  What simplex
channel is the destination on? and (2) What simplex channel did the frame
come from? 35 18. A method of interconnecting in a communications system
multiple local area networks across backbone    -84- networks independently
and transparently of protocols above the data link layer and so that the
multiple local area networks appear to the users of stations of all local
area networks as one large single local area 5     network, each of the
local area networks having at least one station for sending or receiving
communications to or form another station using data link frames containing
at least a destination address and a source address, said method
comprising: interconnecting local area networks 10    through a plurality
of bridges with each bridge having at least one associated backbone network
which comprises only simplex broadcast channels and which has one and only
one transmit simplex channel associated with one or more receive simplex
channels; defining in each bridge 15    the transmit simplex channel and
receive simplex channels 



of an associated backbone network in three possible topologies,  i.e.
non-rooted,  single rooted and- multi- rooted; learning the location of end
user stations relative to each backbone network so that frames received 20
from the backbone network can be forwarded or discarded; forwarding through
a bridge frame received from one station in one local area network to a
designated station in another local area network across one or more
backbone networks; selectively discarding frames received on the 25
receive  simplex  channels;  employing  transmit  simplex channel
characteristics which are completely independent of receive simplex channel
characteristics and employing characteristics  of  each  individual
receive  simplex channel which are completely independent of other receive
30   simplex channel characteristics;  and forwarding frames across a
backbone network in a way which is not required to be related to the local
area network access technique or bandwidth. 35    -85- 19.  A bridge means
for a communications system of the kind in which there are a plurality of
local area networks with each local area network having  at least one
station for sending or receiving communications to or from another 5
station using data link frames containing at least a destination address
and a source address and of the kind in which multiple local area networks
are interconnected across backbone networks independently and transparently
of protocols above the data link layer and so that the 10    multiple local
area networks appear  to the users  of stations of all local area networks
as one large single local area network, said bridge means comprising:
network interface means for interfacing the bridge to related local area
networks and for sending information in frame 15    format between related
local area networks across one or more backbone networks and wherein each
backbone network comprises only simplex broadcast channels and has one end
only one transmit simplex channel associated with one or more receive
simplex channels; bridge management means 



20    for defining the association, in a backbone network, of the single
transmit simplex channel and the receive simplex channels in three possible
topologies, i.e. non- rooted; single rooted and multi-rooted; learning
means for learning the location of end user stations relative 25    to the
backbone network so that frames received from the backbone  network  can
be  forwarded  or  discarded; forwarding means for forwarding a frame
received from one station in one local area network to a designated station
in another local area network across one or more backbone 30    networks
independently and transparently of protocols above the data link layer;
discarding means associated with each receive simplex channel for
selectively discarding frames; wherein the transmit simplex channel
characteristics are completely independent of receive 35    simplex channel
characteristics and the characteristics of   each   individual   receive
simplex   channel   are independent of other receive simplex channel
charac-    -86- teristics;  and  wherein        backbone network  is  not
required to be related to the local area network access technique or
bandwidth. 5     20.  A   communications   system   for   interconnecting
multiple local area networks across [backbone networks] independently and
transparently of protocols above the data link layer so that the system
appears to a user at a station in a local area network as one large 10
single network, substantially as hereinbefore described with  reference
to,  and  as  illustrated   in,  the accompanying drawings. 21.  A method
of  interconnecting  in a communications 15    system multiple local area
networks across backbone networks independently and transparently of
protocols above the data link layer so that the system appears to a user at
a station in a local area network as one large single network,
substantially as  hereinbefore  described  with  reference  to  the 20
accompanying drawings. 22.  A bridge for a communications system  of the
kind in which multiple local area networks are interconnected across
backbone networks 



independently and transparently of protocols above the 25    data link
layer and so that the system appears to the user at a station in a local
area network as one large single network, substantially as hereinbefore
described with  reference  to,  and  as  illustrated  in,  the accompanying
drawings. 30 35    




