
User credentials are pre-registered in the system

An appropriate credential user ID is assigned

An identifier is assigned to each user interface window opened by user

Throughout the working session of the identified user, the sequence of 

opened user interface windows is recorded

A pre-set number of working sessions of a given user is accumulated

The accumulated data is analyzed, notably, the repeating sequences of 

the visited user interface windows (patterns) are identified.

A set of parameters characterizing the time elapsed between the 

transitions of a given user from one user interface window to another 

user interface window is calculated for each identified pattern

The specified number of patterns of a given user is saved and on the 

basis of the set of parameters calculated for each pattern, at least one 

classifier is trained to identify a given user by the sequence of visited 

pages

At least one classifier that was trained is applied to further confirm the 

identity of the user, during the working sessions of which at least one 

classifier was trained
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