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Receive a data sample at a neural network trained on the data in
a clean dataset and a watermark dataset.

¥

Determine a class label for the data sample using the neural
network

¥

Determine a watermark class for the data sample using the
watermark neural network
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Determine that the data sample is an adversarial data sample
using the class label from the neural network and/or the
watermark label from the watermark neural network

1308

FIG. 13
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Receive a latent vector from one of non-overlapping gaussian | 1402
distributions ’

¥

Generate a watermark from the latent vector using a generator | 1404
neural network g

v
Assign a class identifier to the watermark using a classifier
neural network, where the class identifier corresponds to a
watermark label.
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Generate a watermark using a watermark generator ~1502

¥
Train a neural network that is a honeypot classifier using the
watermark, where the training determines a class label for the 1504
watermark

¥

Train the neural network that is the honeypot classifier using a
clean data sample, wherein the training determines a class label 1506
for the clean data sample

¥

Adjust weights of the watermark generator and the neural
network based on the class label for the watermark and the class /1 508
label for the clean data sample

FIG. 15
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