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What Is Claimed Is: 

1. A computer-implemented method for executing applications, the method comprising: 

establishing an enclave in a first physical processing unit of a processor; 

recording a first trust declaration declared by a first application, the first trust 

declaration declaring whether the first application trusts any application to execute with the 

first application on the first physical processing unit; 

assigning the first application to a first logical processing unit hosted on the first 

physical processing unit; 

providing a set of enclave entry instructions for the first logical processing unit to 

execute, to cause the first logical processing unit to enter the enclave when a predefined 

entering condition is satisfied, wherein the predefined entering condition is satisfied when all 

logical processing units hosted on the first physical processing unit are loaded with 

applications and all loaded applications are declared as trusted by the first application; and  

providing a set of enclave exit instructions for the first logical processing unit to 

execute, to cause the first logical processing unit to exit the enclave when a predefined 

exiting condition is satisfied.  

 

 2. The method of claim 1, wherein the set of enclave entry instructions instructs the first 

logical processing unit to determine whether the predefined entering condition is satisfied by 

performing steps comprising: 

updating an entry status record to indicate that the first logical processing unit is 

loaded with the first application and is waiting to enter the enclave; 

determining whether all logical processing units hosted on the first physical 

processing unit are loaded with applications; and 

in response to a determination that not all logical processing units hosted on the first 

physical processing unit are loaded with applications, repeating the determination of whether 

all logical processing units hosted on the first physical processing unit are loaded with 

applications.  

 

3. The method of claim 2, wherein the set of enclave entry instructions instructs the first 

logical processing unit to determine whether the predefined entering condition is satisfied by 

performing steps further comprising: 
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in response to a determination that all logical processing units hosted on the first 

physical processing unit are loaded with applications, determining whether all loaded 

applications are declared as trusted by the first application based on the first trust declaration; 

and 

in response to a determination that not all loaded applications are declared as trusted 

by the first application, repeating the determination of whether all loaded applications are 

declared as trusted by the first application.   

 

4. The method of claim 3, wherein the set of enclave entry instructions instructs the first 

logical processing unit to determine whether the predefined entering condition is satisfied by 

performing steps further comprising: 

in response to a determination that all loaded applications are declared as trusted by 

the first application based on the first trust declaration, carrying out processes associated with 

entering the enclave. 

 

5. The method of claim 1, wherein the set of enclave entry instructions instructs the first 

logical processing unit to determine whether the predefined entering condition is satisfied by 

performing steps further comprising: 

determining whether a timeout limit is reached; and 

in response to a determination that the timeout limit is reached, executing the set of 

enclave exit instructions.  

 

6. The method of claim 1, wherein the set of enclave entry instructions instructs the first 

logical processing unit to determine whether the predefined entering condition is satisfied by 

performing steps further comprising: 

determining whether an exit condition is triggered; and 

in response to a determination that the exit condition is reached, executing the set of 

enclave exit instructions.  

 

7. The method of claim 1, wherein the predefined exiting condition is satisfied when all 

logical processing units hosted on the first physical processing unit that have been loaded 

with applications declared as trusted by the first application have started executing the set of 

enclave exit instructions.  
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8. The method of claim 1, wherein the set of enclave exit instructions instructs the first 

logical processing unit to determine whether the predefined exiting condition is satisfied by 

performing steps comprising: 

updating an exit status record to indicate that the first logical processing unit is loaded 

with the first application and is waiting to exit the enclave; and 

determining whether there is at least one other logical processing unit hosted on the 

first physical processing unit that has been loaded with an application declared as trusted by 

the first application based on the first trust declaration. 

 

9. The method of claim 8, wherein the set of enclave exit instructions instructs the first 

logical processing unit to determine whether the predefined exiting condition is satisfied by 

performing steps further comprising: 

in response to a determination that there is at least one other logical processing unit 

hosted on the first physical processing unit that has been loaded with an application declared 

as trusted by the first application based on the first trust declaration, sending a termination 

command to each of the at least one other logical processing unit requesting the at least one 

other logical processing unit to execute the set of enclave exit instructions. 

 

10. The method of claim 9, wherein the set of enclave exit instructions instructs the first 

logical processing unit to determine whether the predefined exiting condition is satisfied by 

performing steps further comprising: 

determining whether each of the at least one other logical processing unit has started 

executing the set of enclave exit instructions; and 

in response to a determination that not each of the at least one other logical processing 

unit has started executing the set of enclave exit instructions, repeating the determination of 

whether the at least one other logical processing unit has started executing the set of enclave 

exit instructions.   

 

11. The method of claim 10, wherein the set of enclave exit instructions instructs the first 

logical processing unit to determine whether the predefined exiting condition is satisfied by 

performing steps further comprising: 

in response to a determination that each of the at least one other logical processing 

unit has started executing the set of enclave exit instructions, carrying out processes 

associated with exiting the enclave.   
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12. The method of claim 1, further comprising: 

providing an interface for obtaining the first trust declaration declared by the first 

application. 

 

13. The method of claim 1, further comprising: 

recording the first trust declaration in a memory space of the first physical processing 

unit. 

 

14. The method of claim 1, further comprising: 

recording the first trust declaration in a memory space shared by all physical 

processing units of the processor. 

 

15. The method of claim 1, further comprising: 

recording the first trust declaration in a memory space located outside of the 

processor. 

 

16. The method of claim 1, wherein the processor comprises the first physical processing 

unit and at least one other physical processing unit.   

 

17. The method of claim 1, wherein the first physical processing unit hosts the first 

logical processing unit and at least one other logical processing unit.   

 

18. A device for executing applications, comprising: 

a processor including one or more physical processing units; and  

a computer-readable instruction code storage coupled to the one or more physical 

processing units and having instructions stored thereon that are executable by the one or more 

physical processing units to perform: 

establishing an enclave in a first physical processing unit of the processor; 

recording a first trust declaration declared by a first application, the first trust 

declaration declaring whether the first application trusts any application to execute with the 

first application on the first physical processing unit; 
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assigning the first application to a first logical processing unit hosted on the first 

physical processing unit; 

providing a set of enclave entry instructions for the first logical processing unit to 

execute, to cause the first logical processing unit to enter the enclave when a predefined 

entering condition is satisfied, wherein the predefined entering condition is satisfied when all 

logical processing units hosted on the first physical processing unit are loaded with 

applications and all loaded applications are declared as trusted by the first application; and 

providing a set of enclave exit instructions for the first logical processing unit to 

execute, to cause the first logical processing unit to exit the enclave when a predefined 

exiting condition is satisfied.  

 

19. A non-transitory computer-readable medium having stored therein instructions that, 

when executed by a processor of a device, cause the device to perform a method for 

executing applications, the method comprising: 

establishing an enclave in a first physical processing unit of the processor; 

recording a first trust declaration declared by a first application, the first trust 

declaration declaring whether the first application trusts any application to execute with the 

first application on the first physical processing unit; 

assigning the first application to a first logical processing unit hosted on the first 

physical processing unit; 

providing a set of enclave entry instructions for the first logical processing unit to 

execute, to cause the first logical processing unit to enter the enclave when a predefined 

entering condition is satisfied, wherein the predefined entering condition is satisfied when all 

logical processing units hosted on the first physical processing unit are loaded with 

applications and all loaded applications are declared as trusted by the first application; and 

providing a set of enclave exit instructions for the first logical processing unit to 

execute, to cause the first logical processing unit to exit the enclave when a predefined 

exiting condition is satisfied.  


