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METHOD AND Cl RCUI T FOR ENCRYPTI NG A DATA STREAM
Abstract: Current legislation requires the
possibility of encryption when storing television
(120 INIGREATTOSAL PRI CATHONBURM I ADER THEBAENE ICOOPERJEIGYN TREATY (PCT)

pl ayback apparatuses w | | :
(19) Worid intellsetpg) Propgrty Qreanization (7ol
a w é}ﬁ@naﬁonal Bureau

(43) International Publication Date
1 September 2005 (01.09.2005)

e able to play back

S | O P

(10) International Publication Number

WO 2005/081544 A3

G11B 20/00

(51) International Patent Classification7:

(21) International Application Number:
PCT/IB2005/050594

(22) International Filing Date:
17 February 2005 (17.02.2005)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
04100708.9
04100754.3

23 February 2004 (23.02.2004)
26 February 2004 (26.02.2004)

EP
EP

(71) Applicant (for all designated States except US): KONIN-
KLIJKE PHILIPS ELECTRONICS N.V. [NL/NL];
Groenewoudseweg 1, NL-5621 BA Eindhoven (NL).

(72) Inventors; and

(75) Inventors/Applicants (for US only): DE HAAN, Wiebe
[NL/NL]; c/o Prof. Holstlaan 6, NL-5656 AA Eindhoven
(NL). TREFFERS, Menno, A. [NL/NL]; ¢/o Prof. Holst-
laan 6, NL-5656 AA Eindhoven (NL). STARING, Anto-
nius, A., M. [NL/NL]; c/o Prof. Holstlaan 6, NL-5656 AA
Eindhoven (NL).

(74) Agents: GROENENDAAIL, Antonius, W., M. et al;
Prof. Holstlaan 6, NL-5656 AA Eindhoven (NL).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KP, KR, KZ,LC, LK, LR, LS, LT, LU, LV, MA, MD,
MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM, PG,
PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SM, SY,
TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU,
ZA, 7M, 7ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, MC, NL, PL, PT, RO,
SE, S1, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN,
GQ, GW, ML, MR, NE, SN, TD, TG).

Declaration under Rule 4.17:
as to applicant’s entitlement to apply for and be granted
a patent (Rule 4.17(ii)) for the following designations AE,

(34)

[Continued on next page]

(54) Title: METHOD AND CIRCUIT FOR ENCRYPTING A DATA STREAM

100

107

150
Y
-—101
104
] -t
102+ >
: Lot
i
[ e
y
120\_D]< |_—~103
\J

(57) Abstract: Current legislation requires the possibility of encryption when storing television programmes received by broadcast.
& However, legacy playback apparatuses will not be able to play back such encrypted data in a regular way, but possibly in a wrong
& way. This may result in problems like damage of speakers. Therefore, the application intends to hide any of such possibly damaging
streams by intentionally providing such streams with a wrong identification during the encryption process. The application provides
O among others a method and circuit for encryption and a method and circuit for decryption. The application is especially suitable for
DVD recorders, but may also be employed for other video and/or audio recorders. The invention may even be used for encrypting

non-audiovisual data.
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