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24

Select, for a current test case, at least one to-be-mutated structured parameter 

from structured parameters included in the test case

For each to-be-mutated structured parameter, obtain a parameter structure 

corresponding to the to-be-mutated structured parameter

For each to-be-mutated structured parameter, mutate the to-be-mutated 

structured parameter based on the parameter structure corresponding to the to-

be-mutated structured parameter, to obtain a mutated structured parameter

26

Generate a test case including each mutated structured parameter, and use the 

test case as a test case input to a to-be-tested smart contract

28

 

FIG. 2 

Parameter root 
type R

Parameter 
sub-type T2

Parameter 
sub-type T1

64-bit integer 
type

256-bit hash 
type

String type
 

FIG. 3 

  



 

2/5 

C
o

n
tra

ct 

in
p

u
t

To-be-tested smart 

contractTest report

E
x

ecu
tio

n
 feed

b
a
ck

Parameter structure 

mutation

Parameter value 

mutation

Parameter structure

User dictionary

Initial test case

Automatic test scheduler

Blockchain execution 

engine  

FIG. 4 

Parameter 

selection unit

Structure 

identification unit

52

51

53

50

Case generation 

unit

Parameter 

mutation unit

54

 

FIG. 5 

  



 

3/5 

Parameter selection 

unit

Structure 

identification unit

52

51

531

Type identification 

subunit

Data selection 

subunit

532

533

Case generation unit
First mutation 

subunit

50

Parameter mutation unit54

53

 

FIG. 6 

Parameter selection 

unit

Structure 

identification unit

52

51

534

Data adding subunit

First location 

identification subunit

535

54

50

Parameter 

mutation unit

53

Case generation unit

 

FIG. 7 

  



 

4/5 

Parameter selection 

unit

Structure 

identification unit

52

51

536

Data deletion 

subunit

Second location 

identification subunit

537

54

50

Parameter 

mutation unit

53

Case generation unit

 

FIG. 8 

Parameter selection 

unit

Structure identification 

unit

52

51

538

Data sequence 

adjustment subunit

Sequence 

identification subunit

539

54

50

Parameter 

mutation unit

53

Case generation unit

 

FIG. 9 

  



 

5/5 

Structure 

identification unit

5251
53

50

Case generation 

unit

Parameter 

mutation unit

54

Parameter 

selection unit

First case 

acquisition unit

55

 

FIG. 10 

Structure 

identification unit

5251
53

50

Case generation 

unit

Parameter 

mutation unit

54

Parameter 

selection unit

Second case 

acquisition unit

56

 

FIG. 11 


