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cryptographi c operati on on a nessage, computer system
client conputer, server conputer and conputer program
el peeetsptddeni nvention relates to a nmethod for
cryptographically processing a nessage, a nethod for
generating a cryptographically processed nessage, a
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computer system, a client computer, a server computer and

computer program elements.

The number of people using computer networks for data
transfers, particularly the Internet, has significantly

increased in the last years.

Some of the data transferred using a computer network or
stored in a computer network is often secret, e.g. it
should not be read or changed by people who are not

privileged to do so.

Therefore, information (or data) security solutions and
network security solutions, i.e. methods for guaranteeing
security of computer networks, for example for preventing
that non-authorized people access the computer network
and/or the data transferred in the computer network, are

of major importance.

Existing information security solutions and network

security solutions are barely keeping pace with the
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inside, e.g. by a computer system which is part of the
computer network. Firewalls concentrate security at one
port, aggravating the single point of failure phenomenon.
Intrusion detection systems can only detect an attack
after the damage has been done. Hackers normally work
faster to come out with new attack methodologies to avoid .

being detected.

Dpplication server computers which make use of public key
cryptographic (PKC) systems for securing data transfers
are playing an increasingly important role in the
Internet, for example in electronic commerce. Such
application server computers are for example web server
computers that serve Internet client computers, like a
web server computer hosting the web site of a bank and
transferring the state of an account of a user to an-

Internet client computer used by that user.

Most of the web server computers use the SSL (Secure

sockets layer) protocol to protect the communications



transferring the state of an account of a user to an-
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publicly accessible computer network separated from the
enterprise's computer network by the firewall, such that
web client computers are able to access the web server

computer.

In particular, the web server computer is not protected
by the firewall. This makes the web server computer
vulnerable to attacks. If the web server computer carries
a private key which is used for secure data transfer by
an underlying PKC, the web server computer becomes a

vulnerable point of failure.

In [1], the RSA algorithm, which is the most popular PKC

algorithm, is described.

An object of the invention is to prevent the security
problems which arise when a private key is stored on a

computer which is vulnerable to attacks.



In [1], the RSA algorithm which is the nost popul ar
PKC algorithm is described. An object of the
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ari se when a private key is stored on a conputer which
is vulnerable to attacks. 4 The4object is achieved by a

nEQm@ﬁ(ﬁ&ﬁeéﬂyfgogﬁﬁfgégélﬁ%tQrgﬁﬁﬁﬁ%g??ﬁrn@?i@gggagphically

met hod for generating a cryptograp y pro
mePS&GEeSsanget hod fesspgef or M ngmatooypt ofsaphig@nerating a

operation_on.a sage, a conputer system a client
coﬁ%g%gggrgpgéfggiycoﬁﬁﬁ%ﬁsggg cgﬁﬁﬁﬁﬂemro@ranmethOd for
el eprifosmtngh bhecf @ot o @A oIdHNA tidd hen 5 message, a
i ndependent clains. A nethod for cryptographically !

pr GEBBEILRE SYigEsFage i ignsvicdewuteher e rserfér stomputer and
pagt y [ e n second parti al .
cr5%?%8?%%h?%Q%gﬁﬁxﬁ%%ﬁgﬁﬁﬁ?%ﬁ%%ngg?ofpa&@&&ﬁp&ﬁﬁ?%ﬁ%ng to
of thepindapendeypt ograpbi c key, are used; the nessage

is processed using the first partial cryptographic key
resulting in a first partially processed nessage; the

eSS age: h&d Precessefh .ﬁBbHﬂB%Iﬁ%POBQOEQEEhﬁb message is
cryptographic key resulting in a’secon partlaJ?y

pr BEe¥sEadneybageinand filmstf prstt ipdr timidbogregdessetey and a

ne a secon arti.ally. processed nessage ar
co%%?%gg Eégﬁga%mggwg¥%ﬁ%&)%ﬁrggﬁrcif%ﬁhﬂ885§g§8°ng to a
medsagepobittber ofa aephadater geaAiddithid key, are used;

cryptogra hically,grocessed nmessage, a nethod for _
pe 8rmqé}%?%ﬁyp% gr BPRFES8BEr atividn Bheesddgst a partial
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processed message; the message 1is processed using the
second partial cryptographic key resulting in a second
partially processed message; and the first partially
processed message and the second partially processed
message are combined resulting in a cryptographically

processed message.

Further, a method for generating a cryptographically
processed message, a method for performing a
cryptographic operation on a message, a computer system,
a client computer, a server computer and computer program
elements according to the method for cryptographically

processing a message described above are provided.

Tllustratively, a method for protecting a private key
(e.g. a RSA key) by splitting the private key into
multiple key parts is provided. Partial operations
corresponding to the multiple key parts are performed

separately and the results are later combined. Thus, it



a client conputer, a server conputer and conputer
program el ements according to the nethod for
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are provided. Illustratively, a nethod for protecting
a private key (e.g. a RSA key)5by splitting the
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signature or a partial decryption, and
which combines the results.

For example, the key parts are stored in an application
server computer and in one or more key server computers.
In one embodiment, the key server computers each carry
out a partial private key cryptographic operation, e.g.
compute a partial signature or a partial decryption, and
send the results to the application server computer which
assembles the results to form the result of the complete
private key cryptographic operation, e.g. the complete
signature or decryption. Alternatively, the application
server computer computes a partial signature or a partial
decryption itself and combines it with the results. from

the key server computers.

The procedure is for example controlled by an
administrator managing the key parts on different key
server computers and application server computers and who

creates key-pairs (consisting each of a private key and a



send the results to the application server conputer
whi ch assenbles the results to formthe result of the
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appl i cation server conputer cénputes a partia
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In existing prior art, a private key of an application
server computer has to be duplicated. on all load
balancing server computers or all the load balancing
server computers share a common private key. (A -load
balancing server computer is in this case a computer
performing cryptographic operations for the application
server computer based on the private key, i.e., "helping”
the application server computer at performing
cryptographic operations.) However, this makes the
private key more vulnerable to attacks since each of the
load balancing server computers might be subject to an
attack. The method according to the invention provides

much better security and scalability at the same time.

By splitting the private key in different ways and
sharing the private key parts with different ‘key server
computers, the security of the system is not compromised
if some of the key server computers fail or are

successfully attacked.



server conputer based on the private key, i.e.

"“hel ping" the application server conputer at
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makes the private key nore vul nerable to attacks since

each of the | oad bal anci ng server conputers m ght be
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intrusions ‘and attacks - it can
is built into a computer system so that the computer
system 1is tolerant to intrusions and attacks—- it can
maintain the overall system security even when individual
components are repeatedly broken into and controlled by

an attacker.

Preferred embodiments of the invention are given by the
dependent claims. The embodiments which are described in
the context of the method for cryptographically
processing a message are analogously valid for the method
for generating a cryptographically processed message, the
method for performing a cryptographic operation on a
message, the computer system, the client computer, the

server computer and the computer program elements.

It is preferred that the processing of the message using
the first partial cryptographic key is carried out by a

first computer and the processing of the message using



mai ntain the overall system security even when
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the invention are given by the dependent clains. The
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It is further preferred that the nethod further

conprises the step of transmitting the nmessage from
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further preferred that the fir partial cryptographic ..
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computer to the second computer.

It 1is further preferred that the first partial
cryptographic key and the second partial cryptographic
key correspond to a decomposition of the private
cryptographic key into a plurality of partial
cryptographic keys.

Preferably, the plurality of partial cryptographic keys

give, when summed, the private cryptographic key.

In other words, this means that the private cryptographic
key is decomposed into a sum of partial cryptographic

keys.

It is further preferred that the cryptographical
processing of the message is the signing of the message

or the decrypting of a message.



key correspond to a deconposition of the private
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private cryptographic key. In“other words, this .neans
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of the nessage is the signing of the nmessage or the
decrypting of a nessage.9 It is preferred that the
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receiver can decrypt the message using the private key.
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Since the message can only be decrypted using the private
key and the private key is kept secret by the receiver,
the message can mnot be decrypted by some unauthorized

person.

Preferably, the public key cryptographic algorithm is the
RSA algorithm.

The invention can also be applied to other cryptographic
methods than RSA, for example to other assymetric
cryptographic methods, key generating algorithms or other
signing methods. In general, the invention can be used
with every algorithm were the result (for example .the
decrypted or signed message) 1is given by some function £
which fulfils £ (x+y)=f (x) £(y) were X and y are
cryptographic key parts. For example, cryptographic
methods which are based on the discrete logarithm satisfy

this prerequisite.



person. Preferably, the public key cryptographic

algorithmis the RSA algorithm The invention can al so
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for exanple to other assynetric cryptographic nethods,

key generating algorithnms or dCher si gning nethods. In
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the drawi ngs, wherein: Figure 1 shows a conputer

sy m accordin 0 ,an _enbodi of, the .i.nventign. .
Figﬁf%ﬁﬁr%%ﬁﬁi gm%PSWmSP aréﬂgggégr$9%fQE%%ﬁlgkg explained
enpetbwent t10frd herd@ntd athe drawings, wherein:

Figure 1 shows a computer system according to an

embodiment of the invention.

Figure 2 shows a flow diagram according to an embodiment

of the invention.

Figure 3. shows a private key, a first private key part
and a second private key part according to an embodiment

of the invention.

Figure 4 shows a flow diagram according to an embodiment

of the invention.

Fig.l1l . shows a computer system 100 according to an

embodiment of the invention.

The computer system 100 comprises an application server
computer 101, which resides in a DMZ. 102. The DMZ 102

(demilitarised zone) is a subnetwork that 1is located



Figure 3. shows a private key, a first private key
part and a second private key part according to an
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d the applicati server, comnput 101 serves
eSO B 08 bbb GPRGUES CRe Web BUBTREatigirork 104
Foﬂvhﬁ&ﬁ”@lsecoﬁ Be@PPb i €3¢ | OPpSLENEIoROSPLYEF dOApHOstS101.
the web side of the enterprise which ows the secure
subnet 103. The secure subnet 103 conprises a first
ke rv co an secon y
consTRer TiBe 2P e e o ST Rt or 08 ) b YEation  server
conpuperesysi@m uset hymﬁna@@&una$umatose@ﬁethecemputer 101
subnet 103

serves the client computer 105 according to the web
application. For example, the application server computer
101 hosts the web side of the enterprise which owns the

secure subnet 103.

The secure subnet 103 comprises a first key server
computer 107 and a second key server computer 108 and an
administrator 109, 4di.e., a computer system used by an

administrator of the secure subnet 103.

The secure subnet 103 is protected at the boundary to the
DMZ 102 by a firewall computer 106.

The application server computer 101 is responsible for
the processing of secure operations, e.g. .SSL (secure .
socket layer) authentication of the client computer 105,
decryption of encrypted data sent from the ' client
computer 105 to the application server computer 101 and
signing messages sent by the application server computer

101 to the client computer 105.



The secure subnet 103 is protected at the boundary to
the DMZ 102 by a firewall conputer 106. The
wa@ppsiosari on server conputer 101 is responsi bl BCT/8G2004@00320
processi ng of secure operati onsz e.g. .SSL (secure
socket | ayer) authentication the client conputer

10%, C&%Ceryg%ift)%hjﬁ?éenﬁﬁ ip%§GCg§tsa oxeng fs%%@rbh%&l%éilﬁﬁcation

conputer 1 application server conputer

antesivgehngt hes sageki sEmtoy sdwevappldomitorr sekler and the
conmput e% 101 to the cli'@wt conmputer, 105.1 2 Iﬁ]ethero £
f oftd®fhg, C?lﬂﬁuﬁ?ﬁce.ss ' a YeolFE o i catiin Process o
behueepothggapp! i gatifhe sesmer codpuites Adpmiehthen server
client conmputer 105, in particular the process of

deceypuiny andessagepsedt byothie Cdperitc ATBI ISy Vd> and the
fﬁg@%tc%rs sano feggciﬁé{%lﬁﬁd abymé g@a(gé ' %%Eltc Of@cyrﬂ eﬁ:hEOSaﬁgiji cation

process o 0 g a nessage sent fromthe
appkireati eompereer l0anpd ethd 0d1t entheospiugrtr ddiputecording
105 according to an enbodi rent of the invention.is
exEIOaPﬁ‘e&.mbPa@lfﬂe@Eo% %h?lW%?Bb?%ﬁ?o%xagﬁb?ﬁ?ng to
an enbodi nent of the invention. In the enbodi ment of
the invention now described with reference to fig.| .
an&ifgi.g. shoyst e fFROX aligeriarh@0 O ereeaathipl® fdestR | pgodiment
inn‘?%l]ﬁ S useg.. The foll owm ng denotations are used: N
: d I'hl?s,lnﬁffeg Ut of two | arge prine nunbers p and ¢
, 1.e. N=p * q (D

In the embodiment of the invention now described with
reference to fig.l1 and fig.2, the RSA algorithm, for
example described in (11, is used. The following

denotations are used:

N: modulus, product of two large prime numbers p and g,

e: Public exponent

d: Secret exponent, which satisfies

ed = 1 mod ®(N)
(2)

where

®(N) = (p-1) (g-1)



e !

Public exponent d : Secret exponent, which

satisfies ed =1 nod F (N . . . (2) where F (N =
W@ Bospgg23) (3)1 3 M: Message (to be encrypt eRBQT/€52004/000320
G pher text D Cryptographic QLgest of nessage M To
0

encrypt a nmessage M, i.e. t

rma cipher text C

according to the nessage M, Cis conputed according
to CMnod N (4) Thereby, it is assunmed that the
neldsafesbabas (tbhebé¢ crmemofptaad) nt eger, which is snaller

th ..
e éaé%g?e§u

n Larggxgﬁssages are broken up into smaller

at the small er nessages can each be

expressogtagrhphedeisosimldermd Hadgd M To decrypt the

C

pher text C, i.e. to reconstruct the nmessage M from

the ci pher text C, one calculates M=C nod N (5) To

si@g
conmput e

I ¢ul D 6 '
IERpA0e Mo e 62l gul af €5 DUIDEN(6) Righor text c

om hashi'ng ‘al gor
according to the message M, C is computed according to

C=M€ mod N
(4)

Thereby, it is assumed that the message M has the form of
an integer, which is smaller than N. Large messages are
broken up into smaller messages, such that the smaller
messages can each be expressed as integers smaller than

N.

To decrypt the cipher text C, 1i.e. to reconstruct the

message M from the cipher text C, one calculates

M=C% mod N
(5)

To sign a message M, one calculates

DA mod N
(6)

D is computed from M by some hashing algorithm. For
example, D can be generated using MD2, MD4, MD5, the SHA-
0 (Secure Hash Algorithm) or the SHA-1.



exanpl e, D can be generated using MD2, MD4, MD5, the

SHA- O (Secure Hash Algorithn) or the SHA- .1 4 In
wWGeL®p/02323 the adm nistrator 109 determ nes a PCbGL04/000320
key (e, N) and a correspondin% private key (d, N)

for use with the RSA al gorithf® The adninistrator can

gener t key:pair.. : ivel t = pad :
nﬁ%ﬁtgggpea f”engg gﬁgékég%ggnfﬁis%?%tggt%gé?ggﬁii?spubllc
t heel (€ady) exh&t & ngokeyspdindsng hovl datee skepe (d, N) for use
reflected in Fig. . The public key can be nmade known

t ovbsershe Mihe it@Mhet work 104 by a certificate,

which is digitally signed by a correspondi ng

certificate authority. The adm nistrator 109 creates _

t hEhpubl iadnkieyi ssrmhitiche pr eeat e kesnesi g st dntar d Key-pair.

ge ation, technigues., In_step 202 th '

ST E et e oS de dbcdvhi By racy <l dE gapd che
.. ad@id 73t Vhesei fust. dplilsi nheger)ready t beipathg abyd This
, Which is in the following referred to as the private
ke§hoal ¢ habgh, be ordpel exerd 11 He-Prdvate key is nade up

of d and N ). Each share can be stored on a different

key server conputer 107, 108 (accordingly, the secure _
subnet phB3icarkegyommri See amadét kpowoi tho ofiskey deréye public

conputers) .. In .this enbadi nent, it. i.s assu t .

i s EW?FEiﬁpé 3%6 %aFF§tég&8? Fhg "o <one” T ¢13Y Signea

degonpos ti OBorke8porddng certificate authority. The
administrator 109 creates the public key and the private

key using standard key generation techniques.

In step 202 the number d is split into a number of shares

according to

d =dy + dp + d3z+ .. +d1
(7)

Wherein dj, dp, d3, ..,d1; (1 integer) are the parts of d,

which is in the following referred to as the private key
(although, to be exact, the private key is made up of d
and N) .

Fach share can Dbe stored on a different key server
computer 107, 108 (accordingly, the secure subnet 103 can
comprise a multiplicity of key server computers). In .this
embodiment, it is assumed that d is split into two parts

according to some decomposition, i.e.,



d =d + d or (according to another deconposition) d d
+ (9) Cenerally, this is wittenas d =+ d i (10) in
waokiosi3ansl are sel ected randomintegers. d i s PEESG2004/000320
assigned to the application server conputer, i.e., is
stored on the application ser¥ér conputer and is
stored %n_t e K@y server conputer 107, 108.
Pref erably, h@j__%%%ﬂch corresponds to a deconposition
whi ch iggpssigned the nunber i) is stored on the i key
server conputer, i.e., one of the key server conputers
107, 108 which is assigned the nunber i . In this
enmbodi nent, it is assung t is stared on the first

at
keY* s &R Tt renAey ASCOROSH P Vhat in step
203 a cipher text has to be decrypted or a nessage
di gest has to be signed. First, it is explained how a.
ci pher dextdis+deonypted according to this enbodi nent.
The ci pher text, which is denoted by C, is generated
froma h®ssage M by using the public key generated in
step 201. The cipher text Cis e.g. sent to the
applicationl 6 server conputer 101 by the client
cofputerllIPh. thEos exanmpligient ks cl i ent conputer 105
used the public key generated in step 201 to encrypt a
nmessage to create the

d = djji + doi
(10)

in which djj and dp; are selected random integers. di; is

then assigned to the application server computer, i.e.,

is stored on the application server Computer and dpi 1is

stored on the key server computer 107, 108. Preferably,

do>; (which corresponds to a decomposition * which 1is

assigned the number i) is stored on the i*® key server
computer, i.e., one of the key server computers 107, 108
which is assigned the number i. In this embodiment, it is

assumed that dp; 1s stored on the first key server

computer 107.

It is assumed that in step 203 a cipher text has to be
decrypted or a message digest has to be signed. First, it
is explained how a cipher text is decrypted according to

this embodiment. .

The cipher text, which is denoted by C, is generated from
a message M by using the public key generated in step

201. The cipher text C is e.g. sent to the application



ci pher text C. According to the nessage M, Cis
assuned to be an integer generated according to

weouwansam (4). To decrypt the cipher text C, PEESG2004/000320
appl i cation server conputer 101 in step 204 first

conputes Cli mod N (H) Then, lfhe application server

uter es t h r S r

S, ABhBERCS 0 D N S R SELUERIGATDHLE!  ror
Shﬁkﬁ@&% t hehpr i ¥atenkeyomputetrepl 265, us e ﬁﬂﬁstpkéﬂic key
server conputer 107 conputes C 2i nod N . (12) th
sé}ﬁi%el%al’f@dr b1 R %We SPpPREEYPEN asé‘i"?ﬁesragceonib%t gFeate ©

1 i R the results of the cal cul ations according
to ornulas (11) and (12) the application server
computer 101 conputes Cli * C2i nod N=c |i 2i) nod

13 t 6 17 T t i ,
e§&C%£$§¥hé6%y%§ %éé%%%gg sage” igﬁﬁéd 08 BLPAE integer

Jtst ethcola nprld @A oserMer. conput er 101
n1ght calculate its partial decryption according to
equatlon (11) at the sane tinme as the first key server

Copput gl & ? g% i phery fext 40 the fdd Stserver
mmuer an

key serve ile the first key server
comgmudere A Q01 Sirc oyt (290G Iftl&‘st computes

cd1i mod N
(11)

Then, the application server computer 101 passes C to the
first key server computer 107, which is assumed as

mentioned above to hold the share dp; of the private key.
In step 205, the first key server computer 107 computes

cd2i mod N
(12)

and sends the result to the application server computer
101. Using the results of the calculations according to
formulas (11) and (12) the application server computer

101 computes

cd1i * cd2i mod N = c(d1i+d2i) mod N = Cd mod N = M
(13)

in step 206.



partial decryption according to equation (12), the
application server 101 creates its partial decryption
wa@rooshasgane time. Now, the process for signi NBCESG2004/000320
nmessage digest D is explained. The nessage digest Dis
e.g. generated by the application server conputer 101
fromthe nessage M, which has to be sent fromthe
appl i cation server conputer 101 to the client conputer
10mud)y s ngiphdrastefunctiondedrysteap 207 the message M is
application server conputer 101 calcul ates a partia
siAFANAtE WdS&Sr-ding to D 1i nod N (14) Then, the
application server conputer 101 sends Dto the first
key server conputer 107. In step 208, the first key ,
sefheer appirposeion 0 Becorput@sizr nbdl NmipE)t1 gah@dlate 1ts

sends the result to the application v uter
TR AP DTS e b ST dR 100 hight o the sane
cal oid ahg ithe per#d@l ks gnaitee assqyuliewy LO7equati oan pass
(14) at the sanme tinme as the first key server congut%r q
107he | ¢iplpr phst DEPo thie RS iK%t KoY SBr geRPULer 107 an
Cogﬁfigrtﬁg7 @99t“&b§e§gf% ol :§eiU¢ri§9QQM%%&ing its
107°Ts conqulng its partial signature according to

eqpiatt oal ( 18pcrybeiappl cabirdinger ver 1@duateates (il€g, the
pagééficggfégpééggegtlb eé%%?%es its partial decryption at

the same time.

Now, the process for signing a message digest D is
explained.

The message digest D is e.g. generated by the application
server computer 101 from the message M, which has to be
sent from the application server computer 101 to the

client computer 105, by using a hash function.

In step 207 the application server computer 101

calculates a partial signature according to

DA1i mod N
(14)

Then, the application server computer 101 sends D to the
first key server computer 107. In step 208, the first key.

server computer 107 computes

pd2i mod N
(15)



time . Analogously to formula (13) the application

server conputer 101 conputes in step 209 the signature
waewonshideyy to DIi D 2i nod N=1i 2i) nod N =PCr/s6zho000320

(16) So, the application server conmputer 101 does not

performthe security functi ongBal | by itself, but

co r ' t y r AUt 51 D 75108 I
th?@geggﬁgfgk%gth tlgﬂ%iggt%ggy sersgficonputer 167, mputer
forOperform ng security operations, such as decryption

or signing. The key server conputers 107, 108 are

| ocated inside the secure subnet 103 and are well

pr gt eghede ; bynthephbinnewahbnc amputer 106 mAghteptilenedre its
the private key sﬁares are stored by the keg server
copputdrl sbDgnat@set scassiingatp St Funkt4onabf the same

the,application.serv cQ inthys e
s o o e
setyerheorgiy efi467) kel Sethermdoompsteat Ai07108nd swhile the

responsi bl e for the generation Q; rivate keys an
u

publ-Fetkdpy, hifRai APRGUERE 5 SRR A oh angpartial
mghggéws& he &SalYs; 3 caglaeloany (d6s¢repaaIcifsplication

mnistrator 109 can react accordingly. The
appkicvati dflsecveatesnpilter pa0tips cdoperREiony Wt hthe same
thg.key server conputers 107, 108 via secure channel s,
i .63l data transferred fromthe application server
conmputer 101 to the key server conputers 107, 108

Analogously to formula (13) the application server
computer 101 computes in step 209 the signature according

to

pd1i * D421 mod N = D(d1i*d2i) mod N = D9 mod N
(16)

So, the application server computer 101 does not perform
the sécurity functions all by itself, but cooperates with
the key server computers 107, 108, in this example with
the first key server computer 107, for performing

security operations, such as decryption or signing.

The key server computers 107, 108 are located inside the
secure subnet 103 and are well protected-by the firewall
computer 106. As mentioned, the private. key shares are
stored by the key server computers 107, 108 to assist any
secure function of the application server computer 101
(in this example the private key share dp; is stored by

the first key server computer 107).



according to the process descri bed above with

reference to fig. is transferred via secure channels.
wW®ERwse344be private key d is split into two parPGI/aGzoeg000320

, the application server conmputer 101 has to interact

with the first key server compdter 107, i.e. with the

oqﬁugg?gf%nf§%ﬂfﬂofoggyt%E lggs$%g§%bf@i%gthhQ§ tBReration

part € private y not sto n the application
seriveprcoapait keyd0andl |guistirat kegby, maietadplingat tlom secure
server, conpyter 10 erforns part of the securit
R RS Ay 11 BoTUPELREy T 1S oo Bt ARe OF any
Key: el Gt erg 07, ,4@8npaEkarse anatdver pash Of react
the security functions using its private key part. The

apptdaatingi yser ver conputer 101 conbi nes, as descri bed

in steps 206 and 209, the two partial results

toget her. According to this enbodi nent, the private
kephpaapslapshk as€ Beveercydmpeckt ol0Medtse ¢heperating with
conplete private key d . Mnitorin he ,current

opeiat KBH SeRVEE, FHEPAERE Hi <Orat 0?0 091Ps FHArES ofchannels,

thf.@@0|?l§y35 secuhkEY 204! Nethie fok! o¥pPIDicdPeon server

process for splitting a private key d according to an
enbodputert  0L01 he tionverite onkey exgiuiigred. CRMGUEErshovd’/, 108

a private key 301, denoted by d, a,fi.rst | vat e, key
pa ?c%rtf%fn%eﬁ& %‘ebf%o?esa%d&gsggégﬁg park?c\%\elt e\%g%} g:aerfterence
308, d@egobedi dyragseréingdt wian esbodeneiiarofelishe Since the

i nvention. Let denote the nunmber of bits in F )
Sipebvate skey d(N:)Ls split into two parts dii and( I\QZi,

the
application server computer 101 has to interact with the
first key server computer 107, i.e. with the one of key
server computer 107, 108, which holds the part of the
private key not stored in the application server computer

101.

Illustratively, the application server computer 101
performs part of the security functions using its private
key part and one of the key server computers 107, 108
performs another part of the security functions using its
private key part. The application server computer 101
combines, as described in steps 206 and 209, the two

partial results together. According to this embodiment,

the private' key parts dli and d2i are never combined to-

create the complete private key d.

Monitoring the current operation status, the

administrator 109 is aware of the whole system security.



chosen a small nunber (e.g. 3) and because of equation
(2), the nunber of bits in a binary representation of
wa@2008/084425e to |F (N)|. |F (N is the upper bopeiiS61004/000320

t he nunber of bits in a binaré representation of d . A
s shown above, in a descripti A operation or signing
oper at,i on [i i o} 1 A01;hasit8te ke
T A S R e
sef vesceonpli@r 4161 does etbiosiimgntonmft i ngherodinvention is
(for { =0, 1, 2, ...,|F(N]). (17) Anal ogously, the
fi9¥-KEYy"Server conputer 107 has to conpute nod N .
It is not efficient, if the first key server conputer
107 -also perforns-- all conputations according to )
eiieg | Bn shb¥E .a Theiahsee, kete 303/ odRRYEBFoddbufe fBr T1rst

| | ati fi t i t 30 iv
S?ngY%téggeaa?%ggo%§%$v ?é?%%%vgfg&kéygggggs%E%ﬁg@p%m ate
th 1 = H F . . . R
ch%%inPa{Ee%%ﬁ?%éﬂﬁgﬁgfqFg%sgg'okﬁﬁﬁgﬂgg%gﬁgﬁpEFL:?EFOdlment

keyepaht 3QPcfor5et to zero. The higher |F (N)|- |
bits of the second private key part 303 are randomy

assigned. The first private key part 302 is now
Ca£ggl?&s%)%c%%%%%ggt%%(guﬁ%er_oé]éQts in ®(N). Since e 1is
chosen a small number (e.g. 3) and because of equation

(2), the number of bits in a binary representation of d

is close to |®(N)|. |®(N)! is the upper bound of the

number of bits in a binary representation of d.

As shown above, in a description operation or signing

operation, the application server computer 101 has to

compute xdl mod N, where X is C or D. The application

server computer 101 does this by computing

%2") mod N, (for 3 = 0, 1, 2, w, |®(MN)]).
(17)

Analogously, the first key server computer 107 has to

compute ¥xd2 mod N. It is not efficient, if the first key

server computer 107 -also performs--- all computations -- -

according to equation (17). Therefore, the following
procedure for calculating a first private key part 302
and a second private key part 303 of the private key 301
such that



Since at least i digits of the second private key part
303, i.e., of zero, nuch conputation tinme on conputing
wo2@amn3faes saved, since the conputations accor dP@ySGZH04/000320
equation (17) have only to be perforned for at nost |F

(N]- 1 values of j . The conﬁstation | oad of the
first key servery conputer 107 can thus be reduced
significant]y. er splitting the private key 301,
the adnjyyystrator 109 can store the private key 301 in
sonme secure |ocation, e.g. offline, or can delete the
private key 301, since it is easy to construct the

private key 301 fromthe first prjya p 30

and® s%%%ﬁ%%bef?\/a'{ler neeya p%?rf'b%sf L%r&@%g%r{ingﬁén’ €he lower
SeCupiity, SECORdi ngdandnerewbodi et phrthe303 are set to
i nvention, the deconposition of the private key d

i Nte22. t Woe paigsers | PHaNded &titsorml timessefendr pedvese key
as refrﬁ eriods,. .So, if. a Qgcker succeeds in

atRAEki @yt P G ST conput er 101 and

knows the part of the private key d stored in the

application server conputer 101, the security of th%
syBhem Fsrahl ypeonpEem e, iHodthe HicketSal Bgw calculated

su ; t the other part of the private key
un%??ggﬁéﬁﬁex refresh period. A process for

cal cul ating a new conposition of a private key is now

explained with reference to Fig. . Pig. shows a flow
di agr an¥300 @ccotdling to an enbodi ment of the
inventi?fg)

Since at least i digits of the second private key part

303, i.e., of dp, are =zero, much computation time on

computing X <can be saved, since- the computations
according to equation (17) have only to be performed. for
at most |®(N)|-i values of j. The computation load of the
first key server computer 107 can thus Dbe reduced

significantly.

After splitting the private key 301, the administrator
109 can store the private key 301 in some secure
location, e.g. offline, or can delete the private key
301, since it 1is easy to construct the private‘key 301
lféom the first private key part 302 and second private

key part 303.

For ensuring security, according to one embodiment of the

invention, the decomposition of the private key d into



The processing steps of the flow diagram 400 are

carried out by an application server conputer 401,
we@2@5/0843e3 appl i cati on server conputer 101, andPEI/kK&3004/000320

server conputer 402, e.g. one of the key server

conputers 107, 108. As above, 4%he application server

co t serve onput er 402
coﬁﬁgnﬁ%gég}vﬁggf%Egnég¥I %gs.gfé? afl?%%’bea?%%¥?ﬁpofto as
a refresth periotka first private key share 403,
denoted by be stored on the application server

conputer 401 and a second private key share 404,

de@@;erbYame§ﬁQ£§dseecégﬁsk%ﬁlS%&%%% QIPULRL 404514 cation
According to equation (18), the first private ke
shagevaD3ceomeutere 5@t omeld pknvas etkey pshhar ef4Ghef gnmvate key

rivat.e key denoted b e i.ch is used for decryptj
gné(ji ssitgonﬁen% pur p%%%s %?qdl&?c iYed STHIVE. chmPHgg epi(?{]' the
408ethei eppdf cahé 0By SEEN €1 s CONPYL eomp@bnG @Ryt 8F &he hacker
deconposition of the first private key share 403
actbPeli BYCESSHs=te oot (bby Afdidgonsry, ofhetheyprivate key
se cConp 402 copp . 1 step 406 a
de%%ﬁ%%5|tlg%§% '%ﬁ% secgﬁggﬁ#FVate key share 404
according to = + (21) In step 407, the application

Ze Vg%ﬂggﬁ ? g%sﬁgic%?ggingoatQ§nge¥oggé¥$£iggng%teg‘private

key is now explained with reference to Fig.4.

Fig.4 shows a flow diagram 400 according to an embodiment

of the invention.

The processing steps of the flow diagram 400 are carried
out by an application server computer 401, e.g. the
application server computer 101, and a key server
computer 402, e.g. one of the key server computers 107,
108. As above, the application server computer 401 and

the key server computer 402 communicate via fire wall

403.

Let at the beginning of a refresh period a first private

key '~ share 403, denoted by di, Dbe stored on the

application server computer 401 and a second private key -

share 404, denoted by dp, be stored on the key server

computer 402. According to equation - (18), the first
private key share 403 and the second private key share
404 form a private key denoted by d, which is used for

decryption and signing purposes as described above.



refreshed private key share 408, denoted by ',
according tod' + d . (22) Analogously, in step 409,

wo b@skemeser ver conputer 402 sends the appl i cap@DsG2004/000320
server conputer 401, which forns a refreshed first
private key share 410, denoteddy , according to |' 12
22+(2 S [.on bove, th exi st _of plurgl.t
ofIge%%ﬁ@%évgfgggpéﬁigﬁééﬁ%ﬁ% §é§vﬁra88%P8F%§téyl domputes
eqeat denddpoidfidwr &f plunal ityrof diffwesent key share 403
PreferaSLﬁ, all are stored on the application server
coffftPEF 181 %nd the respective second private key
share is stored on the i key server conputer. The
application server conputer 101 can now dependi ng on
t he wor k1l sadiof +tdher key server conputers 107, 108,
distribute the partial decryption or signature
operati 6A8)to different key server conputers 107, 108.
According to the key server conputer 107, 108, the
application server conputer 101 distributes the
pahnpdbgopelgt i binetley tdreragppl caabitosr S€0Y etomppes efn step
10%O as &o use the. correspondin rivate key share,
i &) °t ReEFPTPRELTHIP < € COMPUMLPEHIE Haskey BRery 404
f oactbedpagt £@l operation perforned by the application
server conputer 101, if a partial operation is
distributed to the i key server conputer. A's

dp = dp1 + doo.
(21)

In step 407, the application server computer 401 sends

dij; to the key server computer 402, which forms a
refreshed private key share 408, denoted by dy’,

according to

dp” = dpg + dj7.
(22)

Analogously, in step 409, the key server computer 402

sends dpp to the application server computer 401, which

forms a refreshed first private key share 410, denoted by

di1', according to |

di’ = dj2 + doo
(23)

As mentioned above, there exist of plurality of

decompositions of a private key d according to equation



descri bed above with reference to Fig. , the

application server conputer 101 conbines the results
w@booshaparti al operations . A s earlier indi CBECESG2004000320

Fig. 2, it is not always necessary for the :

admi nistrator to generate theZeys. The principal aim

of (1he adpi pi gtm%g&t' S 0 SRlAd Lhe keys a grgﬁgg’j}s?ean dis

the split key generation can be done by

admai sthakar fut cpet Yon | ' %@P@g
foll owi ng publication al'fa?ig%t%g&%[ 1$e%p%§L% vesﬁ , igf' and
. Smantespantive . satonddbenuate" Aeyetdhod o ods pbt ai sitnged on
digital signatures and public key crﬁgt osystens",

Contftini tat | 68 oFSFHETACWMNBEer21, TRe. , aPplEgiRtipgyg server

F”%oﬁﬁﬁ%é}2§8§ A Mol g MBLAOG,f A, C P Q9L i&&&&'Xf the
|n-%?]|rs)§ |%|p

processi ng a nessage, wher part

crypy ogreapleirc keypabhdra seciond 1parnt | ab stryptiagr apid ¢ partial
ke which correspond to a deconposition of a private
cr%%‘f%@%b?ﬁp Koy, SHye udey; QP%TE%t%’%%agEOi gdifferent  key
prosessed compidetbe 1for,st1par t indlcHMRIPIEBPRIHE KRYy server
resulting in a first partially processed nessage; -

t HePRissg e 104/ priftfes sebleusinmyl 1¢rt sacose ryant | epmputer 101
cr ' r L ng ] n artj.ally . .
pr%%gegjg% rresgsg:ggeé; -Sg%l}%%g?i réﬁe%%?ﬁglgl ﬂ%/(p’pr otcheesseaé)pllca‘tlon
messager andmpireesetohdhpar ttiocaluse ptiocessedespsnadgagaigivate

conbi ned resul,ting in a cryptographicall rocessed
nggg%gggare, 1.e.gthe appffcag£og servéé‘%omputer 101 has
to use djj for the partial operation performed by the

application server computer 101, if a partial operation
is distributed to the i™ key server computer. As
described above with reference to Fig.2, the application
server computer 101 combines the results of the partial

operations.

As earlier indicated, in Fig.2, it 1is not always
necessary for the administrator to generate the keys. The
principal aim of the administrator is to split the keys
and manage the split keys. Key generation can be done by

the}administrator but not necessary.
In this document, the following publication is cited:

[1] R. L. Rivest, A. Shamir, and L. M. Adleman, “A method
for obtaining digital signatures and public key
cryptosystems”, Communications of the ACM, Vol. 21,

No., 2, Feb. 1978, pp. 120-126



2 . The nmethod according to claim1, wherein the
processi ng of the nessage using the first

W@2005i03442F ypt ogr aphi ¢ key is carried out by a PCT/SG2004/000320
conmput er and the processing of the nmessage using the
second partial cryptographic Kéy is carried out by a
S Jghgonputer. 3 . The nethod according to claim?2
wherern the first and the second conputer are coupl ed
via a conputer network. 4 . The nmethod according to
claim?2 or claim3, wherein the nethod further

cohprif@Eed He &t FY P XPRAS ALY § 1A STedYade ORI/
thedigst camputern t;férttil%fls%%@)@o%ﬁ'%i%r xe¥ ani® second

nmet hod according to any of thé clains 1 to 4, wherein
t heafitsl paygticdraghipt dgpryapmind dieyccame sdwands écord

partial cryptographic key correspond to .a2 .6 )
de%%%%r&%?st%%norgfoafr?e pp%‘%‘gtee ESIRHI T Ky iAo used
plurahé tiveDfaartd adrdsdogiiceuiaahic ey stitt thatirilhod
according to claim5, wherein the plurality of partia
cryPYRgP ARl kiay gisstl Giteh 19y mrdd T $the

cr [ Kg%l 7/ . The nethod according to any of
th%9%$%%%%9fﬁ?o '“Wherein the cryptographica
preceissimgs ©fgd hies Messagesdds udinsitge pafnd pmrtial
nmessage or the decrypti of a nessage. .__The t hod
ACTEV O AGFARP By of ARG dhe ™ 4 & ,O%&%&%ﬁ%ﬁ@
Mes8388sE8d piOsessed according to a public key
cryptographic algorithm 9 . The nethod according to

cl ai e, finek @#&h@lhmmngﬁw%rww%mﬁ% the second
al§Q£££Qf1§Spf£%é£§%ﬁ@ﬂé§§d&é”ﬁre combined resulting in a

cryptographically processed message.

2. The method according to claim 1, wherein the
processing of the‘message using the first partial
cryptographic key is carried out by a first computer and
the processing of the message using the second partial

cryptographic key is carried out by a second cémputer.

3. The method according to claim 2, wherein the first and

the second computer are coupled via a computer network.

4. The method according to claim 2 or claim 3, wherein
the method further comprises the step of transmitting the

message from the first computer to the second computer.

5. The method according to any of the claims 1 to 4,
wherein the first partial cryptographic key and the

second partial cryptographic key correspond to a



10. The method according to any one of the clainms 1 to

9 wherein further at selected tines and after or
whedosndisehe nessage i s processed, a refreshed PCT/SG2004/000320

deconposition is determned. 11. The nethod accordi ng

to claim10, wherein the refré8hed deconposition is

det er . ned. .b; Si f al ;
AT PR R Re U R ke ince o
k eyl el icoprhd i ttilé s e rgeptonpepittiiconkse ytso f orm a
deconposition of the private cryptographic key. 12.
Conputer systemconprising - a first processing unit

W Chrils Adapt @ thdQ Ji9eesS 21NBSSAYEe Wi Md A tHd Plurality
partial cryptographic key, which27 corresponds to a
dezbnpost ta brenfptogreiphdice kempptgeapherk gpnmed, the
resulting in first .partially processed nessage; - a
sé%%ﬁﬁ“ﬁ?d%%%%'?ﬁfﬂﬁ“ﬁ?\ﬁ%%ﬂ]is adapted to process a
nmessage using a second partial cryptographic key,
whi ch_corresponds to the deconpositiaon of the privatg

| r

cr {pt Hee appireoke3CCqrsing ity a1 £ ddbnF g &t 1y

P Q&EP O S@]fgfp't ) raagﬁﬁ_@&lni i ds Wi eh dise agkapd is

to co ?ﬁe t he ré%yp rtlallfﬂ%1oce§gg% message ancl‘%f]Ib

t hehsesDmlipar¢f atihey nErceesserk NEss adrcraXUing R ia a

c&ﬁgtq?raphically processed nessage. 13. Method for

gefe? 3TNy a cryptographical ly processed message

wherein - a nmessage is processed using a first partia

crypt ographi c key, which corresponds to a

deéon%@gimgghod according to any of the claims 1 to 7,
wherein the message is processed according to a public

key cryptographic algorithm.

9. The method according to claim 8, wherein the public

key cryptographic algorithm is the RSA.algorithm.

10. The method according to any one of the claims 1 to 9
wherein further at selected times and after or before the
message is processed, a refreshed decomposition is

determined.

11. The method according to claim 10, wherein the
refreshed decomposition is determined by decomposing the
first partial cryptographic key and the second partial
cryptographic key and combining these decompositions to

form a decomposition of the private cryptographic key.

12. Computer system comprising
- a first processing unit which is adapted to process a

message using a first partial cryptographic key, which



of a private cryptographic key, resulting in first
partially processed nessage; - the nessage is

w0 e@assidei ed to a client conputer; - a second PEF/sGzI04/900320
processed nessage is received which is the nessage
processed using a second part44al cryptographic key

whi ch_correspond oSkt i ecpPUbY

Py REgPaBRRC Rey. PR TET AR Ot 1} QP Bt oeebtbgoocaenie
n&ﬁﬁ@gee@udt&hg seconfli pat t patt yapt pcesseds pedsagesage;

CcoO

ined to a cryptographijcal] rocessed ssage. 14.
Sér@eﬁe@éﬁﬁupéPcﬁéﬁﬁPgs?%bt-W%Xﬁﬁo%%s§ ﬁﬁtgﬁi?omﬁfgﬁess a
'%e%@%%%g%ﬁﬁggp50ggéénﬂﬁﬁ§§9§aySbfgp@oétééhi@akbya|which

cryptograp key, which corresponds to a
decameagichidsn tof thepdevaneost ypongphphhe REyyate

| ti in, irst Lally. : -
A mreeEriG OAYe SReehcraoabBpRonra Cond the Y
deR &etlshgBt conputer; - a receiving unit which

is adapted to receive a second partially process g .
nes Sagemhindng gnifevhi§5agé prREPESSedOusSP lgesz Gnd1rst
parti.al_-crypt e [ c e dsi Ahaeil
oA O PRa prRYabg SIPEErSERrey ety

C QB dH S i iels swlgjec res s 1adapt éd Bo ceypibioge apohd oBildst
partially processed nessage and the second partially
pﬂHEé%%%ﬁP#Lﬂ%ﬁiﬁ@ero a cryptographically processed
message. 15. Method for perform ng a cryptographic

operation on a _
13. Method for generating a cryptographically processed

message wherein

- a message is processed using a first partial
cryptographic key, which corresponds to a decomposition
of a private cryptographic key, resulting in.a first
partially processed message;

- the message is transmitted to a client computer;

- a second partially processed message 1s received which
is the message processed using a second partial
cryptographic key which corresponds to the decomposition
of the private cryptographic key;

- the first partially processed message and the second
partially processed message are combined to a

cryptographically processed message.

14. Server computer comprising
- a processing unit which 'is adapted to process a message
using a first partial cryptographic key, which

corresponds to a decomposition of a private cryptographic

key, resulting in a first partially processed message;



message, wherein - a message is received; - the

message is processed using a partial cryptographic key
wokiosi3aes responds. o a deconposition of a priREL/8G2004/000320

cryptographic key resulting ipn,a partially processed

nmessage; - the partially procggsed nmessage i s

transmi tted %Q ;3 SeLRVer WEAURULEN adkfredl tenkeaanputker
conprising - a receiving unit which is adapted to
r eoes vy essageent gopwotessi ng unit which is

adapted to process . the.nessage usin ti

crypt o@?%ﬁ}ﬁ%@%&%ﬁ@ﬁ%@oﬁﬁg%%ﬁ&se%[ %Og%rgeéggkr{gog T
of &1 & VB} &1 R=RE aRishigeewhiesulils ngd medsage
partlallxagroqessed nmessage; - a _transmtting.unit .
whpehce sSediaptied 2o Secamshivr BtHe lp SEPHady &g which
nmessage_ t o G LG CHTRME H RRREAM

el %?rren?s%ﬂlcg%, ({/\h\%{}e exec&%’pg)r(flk%]/l 6111 corrpute:rp,ﬁr‘r%%eeg t he
cospybesgpegiior mdyve fol l ow ng steps2 9 - processing a

nmessage usjng a first parti.al t hi ¢ .k i che.
coTr%sﬁ%‘ﬁlaJs‘?%Eg Hec Itjisor?%@/pgtae%g{ a‘sa(%oétble e Wl kirst
CryRLR9L aphi O ks sd LM dddifk idh@ tHd Hedald igaldtyially

processed nmessage; - processing the nessage using the
sepondepaed i ik s DTYPt o rasHi P g i ed of rISsHRE o
the _deconposition of the private cryptographic key
re@ﬁf?fﬁ "in a second partially processed nessage; -
cgnblnlng the first partially processed nessage and
t he
15. Method for performing a cryptographic operation on a
message, wherein
- a message 1is received;
- the message is processed using a partial cryptographic
key which corresponds.to a decomposition of a private
cryptographic key resulting in a partially processed
message;
—~ the partially processed message is transmitted to a

server computer.

16. Client computer comprising

- a receiving unit which is adapted to receive a message;
- a processing unit which is adapted to process the
message using a partial cryptographic key which
corresponds to a decomposition of a private cryptographic
key resulting in a partially processed message;

- a transmitting unit which is adapted to transmit the

partially processed message to a server computer.

17. Computer program element which, when executed by a

computer, makes the computer perform the following steps



second partially processed nessage resulting in a

crypt ographically processed nessage. 18. Conputer
w@e@gnareel enent whi ch, when executed by a conpCi/e62004/000320

makes the conputer performthe follow ng steps -

processi ng a nessage using a £Pr st parti al

crypt oar aphi e [ [ espo 0,8 rfdeggnposi tion
of éjrpo%e\%gstlél%clréy%lﬁ\gglﬁlg%hﬁgaﬁgygrggéls?i ﬁgri ngg first

partyiraldgr apindee kegd whtebager resppadsnicot engetiaposition of

nmessage to a client c uter; - receiving _a_secqon
par tREIVAF I FYesS8F S, nga @Ym?ﬁ@ﬁuﬁglflﬁe Fﬁe?széésdc

W%ﬁdl §g&e%5%%c%@gsg%@t;l al cryptographic key

I ch corresponds to the deconposition of the private

cry pogreEing kéng; messagtsi nisAgat h&ef sesenshpairdial
processed ssage and .t he sec rtiall r %%&;%%- :
MESSAYS TE RS etyog‘jv?‘&ﬁr% gglrlry%ggrooéﬁessgg)d t%rleers)sc%ge. T ttion
Capuiied i 08 taiMcalyereiir apiiich kewhere sexedutged by ssecond
conput er, makes the conputer performthe follow ng

stepst laklee ABAGRF B hESSAFIS- processi ng t he message

usi n@o&ﬁ)ﬂ@fﬁiaéﬁe RO Q-ARNIG 1KEY AESs LD RaRdSnd the
econpo

to a ition of aprivate30 cryptographic key
r eseddnidigoa rini sl pardricald s oot oveswad ng 1n a
tsre(?gg?r‘ril__%tl { jtehe_LlpyargrloaclelgseDJ %eessssaegde ressage t oa

18. Computer program element which, when executed by a
computer, makes the computer perform the following steps
- processing a message using a first partial
cryptographic key which corresponds to a decomposition of
a private cryptographic key resulting in a first
partially processed messade;

~ transmitting the message to a client computer;

- receiving a second partially processed message which is
the message processed using a second partial
cryptographic key which corresponds to the decomposition
of the private cryptographic key;

- combining the first partially processed message and the
second partially processed message to a cryptographically

processed message.

19. Computer program element which, when executed by a
computer, makes the computer perform the following. steps
- recelving a message;

- processing the message using a partial. cryptographic

key which corresponds to a decomposition of a private
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cryptographic key resulting in a partially processed
message;
- transmitting the partially processed message to a

server computer.



