1 DESCRIPTION INFORMATION STORAGE MEDIUM AND MEDIUM PROCESSING SYSTEM
5Technical Field The present invention relates to, for example, an information storage medium
called an IC card and having a built-in IC (Integrated Circuit) chip with a nonvolatile data memory and
a control element such as 10CPU. Moreover, the present invention relates to a medium processing
system composed of such an information storage medium and a medium processing device called a
reader/writer and which records data in the information st&rage medium and which reads data stored
in the information storage medium. Background Art In recent years, secure IC cards (contact type
and non-contact type) have been prevailing ?@a@(a@% Tpegellclcacgdﬁ have a nonvolatile memory
that can hold 20data even when power supply is cut off, a communication I/F that can communicate
with a reader/writer, a control element such as CPU which performs various operations, ROM that
stores operation programs for CPU, and PAM that temporarily stores data. 251SO/IEC7816-4 specifies
the concept of ES (ElehentaryHiley asHaatatstMichird fokldbcdsdes Va epniiiandsicA secardM\ e
structure, a linear structure, 2

Technical Field

o

The present invention relates to, for example, an
information storage medium called an IC card and having
a built-in IC (Integrated Circuit) chip with a
nonvolatile data memory and a control element such as
10 CPU. Morecver, the present invention relates to a
medium processing system composed of such an
information storage medium and a medium processing
device called a reader/writer and which records data in
the information storage medium and which reads data
15 stored in the information storage medium.
Background Art
In recent years, secure IC cards {(contact type and
non-contact type) have been prevailing remarkably.
These IC cards have a nonvolatile memory that can hold
20 data even when power supply is cut off, a communication
I/F that can communicate with a reader/writer, a
control element such as CPU which performs wvarious
operations, ROM that stores operation programs for CPU,
and RAM that temporarily stores data.
25 ISO/IECT7816-4 specifies the concept of EF
(Elementary File) as a data structure for accesses via

commands. A record type structure, a linear structure,




and a cyclic structure have been defined for EFL ISO/IEC7816-4(2005) has a new additional
concept of IF for a data object structure, That is, :s0/1E07816-4 (2005) has the additional basic
concept of a data object structure composed of several data of a TVL data structure composed of a
tag section, a length section, and a value section. The tag section describes a tag (identification
information) indicating the type of data. The length section stores the data 10length of the data stored
in the value section. The value section stores the processZtarget data (write or read data). A data
object is normally retrieved by specifying the value of the rag. For example, a technique for the
retrieval of a 13data object is disclosed il‘»:{Pn: Pat. égp]ig. OKAI P%blicaéic')\? No. 2004-178101. A
summary of the technitgle %iS%YOCSGJdCTn%TJﬁ. a .rﬁppln. K Alrbtﬂﬁlc%l%n 5, 2004178101 is

provided below. An IC card readler reads a file, regorded, insa recordings20section of &, ICG.gard through
communication with a main control section. The IC card reader registers a repetitive read execution

command in association with fegistratien aunibess T e readtinforenatiormiatwhieh the position of data to
be read is unspecified, from the IC 25card, the IC card reader receives, from the main control section,

an interpreter executiéf CoRRafd MAuding A registrativh RuAbEr aRd SpBaificaticiPliRfIFatibn to be

searched for. The IC catﬁctigreader use% thet(_%gcl%tgred read exeCéJtIO command t sgarct}foar a data

object in an Ié card fife \%‘r?ig ?ﬁe_) Eﬁeu ication information. The IC card reader fhen returns the data

object to the main cortjQl section as.an-INterprelen EXee ioNTespeRse section, a length

section, and a value section. The tag section
describes a tag (identification information) indicating
the type of data. The length section stores the data

10 length of the data stored in the value section. The
value section stores the process target data (write or
read data). A data object is normally retrieved by
specifying the value of the tag.

For example, a technigque for the retrieval of a

15 data object is disclosed in Jpn. Pat. Appln. KOKAI
Publication No. 2004-178101. A summary of the
technique disclosed in Jpn. Pat. Appln. KOKAI
Publication No. 2004-178101 is provided below. An IC
card reader reads a file recorded in a recording

20 section of an IC card through communication with a main
control section. The IC card reader registers a
repetitive read execution command in assoclation with
registration numbers. To read information in which the
position of data to be read is unspecified, from the IC

25 card, the IC card reader receives, from the main
control section, an interpreter execution command

including & registration number and specification




Disclosure of Invention ISO/1EQ7516 defines EF concepts as a method for managing data in the
memory in the CC card. Among the 10EFs, particularly for the data object type EF, to retrieve a data
object, the value of the tag for the data object is specified to retrieve the data obiect. However, the
method of specifying the value of the tag to retrieve the data object is not so efficient because the
value of the tag is specified every time the data object to be accessed is retrieved. An object of the
present invention is to solve this problem, to provide an information storage medium and a medium
processing system which enable efficient data retrieval. The information storage medium and
medium processing system ag%%rdingtto d%he preggghiengegti%n ar%ggnq%ljrgdr%s %%%C£g)§d below. (1)

The information storage medium a% car %SSgccordlng to the present invention comprises a card

main body in which a,maedulejis embedded; the modyle camprising storage.means Jar storing first data
comprising a data structure (fly structure data) including identification information (tag) which identifies

process target data, I€éngthanformation](terigthhinelicalifig catal lenigtk of ¢ive. progess target 5data, and
the process target data (value), second data succeeding the first data and comprising the same data
structure as that of théRfta Stroéfure’sf the firdtdate and thite ddta SteCeddinghe 'se@Bnd data and
comprising the same data,stiuctyre as that of the data J0siyctyre of the,first data, commupication
means for communicating with a meditim procéssmg evice

an interpreter execution response.

Disclosure of Invention
ISO/IECT7816 defines EF concepts as a method for
managing data in the memory in the IC card. Among the

10
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Fs, particularly for the data object type EF, to
retrieve a data object, the value of the tag for the
data object is specified to retrieve the data object.

However, the method of specifying the value of the
tag to retrieve the data object 1s not so efficient

15 because the value of the tag is specified every time
the data object to be accessed is retrieved.

An object of the present invention is to solve
this problem to provide an information storage medium
and a medium processing system which enable efficient

20 data retrieval.

The information storage medium and medium
processing system according to the present invention
are configured as described below.

(1) The information storage medium (IC card)

25 according to the present invention comprises a card
main body in which a module is embedded, the module

comprising storage means for storing first data




(reader/writer), and data processing means for accessing the process target data included in the
second data on the basis of a first command received via the communication means the first command
specifying the identification information included in  second data and ordering processing of the
process target data included in the second data, and subsequently the process target data included in
the 20first data on the basis of a second command received via the communication means, the second
command including a preceding specification and orderind processing of the process target data. (2)
The information storage medium according to 25the present invention comprises a card main body in
which a module is embedded, the mod%e comErising storage means for storing first data comprising a

data St cture including TaBAtifcatdRAnfEHTAtBN Which fdentified procdsEtir§etiata) length
information indicating data Jﬂl‘HB of &@%pg%egggggg@t%mm&prgggﬁit%ﬁ%@ta, second data
e

succeeding the first data and comprising the same data structure as that o ata structure of the
first data, third data inctiugediinitbe precessstargetrdata inithe: secend;data;and eamprising the same
data structure as that of the data structure of the first data, fourth data 10included in the process target
data in the second datd &rd Succéadihgahé thirdldata, Hea tourtrpdatahcomprisiag the sanretdata
structure as that of the data stru turg of the first data, and fifth data succeeding the second data and

comprising the same data stritire 8§ tRASIIRE datd Sffictine Bf thePfirdEdata® SomMHufigAfion
means for communicating-with gmedium processing device, and data,processing means, for,

accessing the process target data included in the third data on the basis of a first command received
via the communicatios means; the fisstcosmmand spechying the idemntifieatiory infermatiarsincluded in
the third data and ordering processing of the process target data
data, and third data succeeding the second data and
comprising the same data structure as that of the data
10 structure of the first data, communication means for
communicating with a medium processing device
(reader/writer), and data processing means for
accessing the process target data included in the
second data on the basis of a first command received
15 via the communication means, the first command
specifying the identification information included in
the second data and ordering processing of the process
target data included in the second data, and
subsequently the process target data included in the
20 first data on the basis of a second command received
via the communication means, the second command
including a preceding specification and ordering
processing of the process target data.
(23 The information storage medium according to
25 the present invention comprises a card main body in

which a module is embedded, the module comprising

storage means for storing first data comprising a data



included in the third data, and subsequently the process target data included in the fifth data on the
basis of a second command received via the communication means, the second command including a
succeeding specification and ordering processing of the 6 process target data. The information
storage medium according to the present invention comprises a card main body in which a module is
embedded, the module comprising storage means for storing first data comprising a data structure
including identification information which identifies process target data, length information indicating
data length of the process target data, and the process target data, second data succeeding the 10first
data and comprising the same data str#ct re as that of the data structure of the first data, third data

included in the process targetdata’if the SeB6nd dath-ard CBmMpbRBingthe Sume datd'StrGitture as that
of the data structure qf&gggi{%ti%asta%fpg&@gat@ﬁj@glydgggg the, process d%rggﬁggﬁ In,the second

data and succeeding the third data, the fourth data‘comprising the same data structure as that of the
data structure of the firstidata; and fifthrdatasugeaedingthe speond datacand sompiising theisame
data structure 20as that of the data structure of the first data, communication means for
communicating with &-Fredilii§r6cessing devide tand satpprocessing Ineans formaccessing the
process target data included in the first data on the basis of a first command received via the 25

communicatioh means. fhe first commshd SPEGfyig the-idenifitfion dnforafion iHEIEdRE in the first
data and ordering procgssingOfiife processtargetdald 4+ tne first data, third

data included in the process target data in the second
data and comprising the same data structure as that of
the data structure of the first data, fourth data
10 included in the process target data in the second data
and succeeding the third data, the fourth data
comprising the same data structure as that of the data
structure of the first data, and fifth data succeeding
the second data and comprising the same data structure
15 as that of the data structure of the first data,
communication means for communicating with a medium
processing device, and data processing means for
accessing the process target data included in the third
data on the basis of a first command received via the
20 communication means, the first command specifying the
identification information included in the third data
and ordering processing of the process target data
included in the third data, and subsequently the
process target data included in the fifth data on the
25 basis of a second command received via the
communication means, the second command including a

succeeding specification and ordering processing of the



included in the first data, subsequently accessing the process Target data included in the third data on
the basis of a second command received via the communication means, the second command
including a 5succeeding specification and ordering processing of the process target data, and
subsequently the process target data included in the fourth data on the basis of a third command
received from the communication means, the fourth comngand including a succeeding specification
10and ordering processing of the process target data, the data processing means, after the process of
the third command, inhibiting an access to the process target data included in the fifth data based on a
fourth command rec%j\é%gg'gsthgaqp@%@uggzggpn means, the fourth command including a succeeding
specification and ordering processing of the process target data, and after the process of the first

command, inhibiting an access to the-progess-targebdatadpeludedrin dhefirst data-based on a fifth
command received via the 20communication means, the fifth command including a preceding
specification and ordefiagprecessingtofthieprocessrgesdatas  caf@) Thelmedimy processing
system according to the present invention comprises an information storage 25medium comprising a

card main body in whith @ m8diIR4E EibetdBi aTd & Mediliin Protessing FeIce whith records data
in the information stotage mediym.and whichJseads .8 Fjﬂaﬁ%@r%‘l%th&iﬂgf%&% sorage medium,

the module of the information storage medium comprising storage means for storing first data

comprising a data streeture includingddentificationdnformatian wihich identifies precessitarget data,

length information indicating data length of the process target data, and the process target data,

second data succeedifg e fifst dafsr and eonprisitg-théedame daitd Struétufe asahatosf the data

structure of the first data, and third 10data succ%ggig%fthe second data and comprising the same data
ta,

structure as that of thd datastrdeturdrthe first irst CoMhRiHiCation ha&ns f6r-éomattihicating
with the medium procggsing device, and data processing means;ior accessing 4he progess target data

included in
10 first data and comprising the same data structure as

that of the data structure of the first data, third
data included in the process target data in the second
data and comprising the same data structure as that of
the data structure of the first data, fourth data

15 included in the process target data in the second data
and succeeding the third data, the fourth data
comprising the same data structure as that of the data
structure of the first data, and fifth data succeeding
the second data and comprising the same data structure

20 as that of the data structure of the first data,
communication means for communicating with a medium
processing device, and data processing means for
accessing the process target data included in the first
data on the basis of a first command received via the

25 communication means, the first command specifying the
identification information included in the first data

and ordering processing of the process target data




the second data on the basis of a first command received via the first communication means, the first
command specifying the identification information included in the second data and ordering processing
of the process target data included in the first data, and 20subsequently the process target data
included in the first data on the basis of a second command received via the first communication
means, the second command including a preceding specification and ordering processing of the
process target data the medium 25processing device comprising command generating means for
generating the first and second commands and second communication means for communication with
the information storage medjum to input the first and second commands to the information storage

medium. (5) The MEdilRTBrocesSing sysfeh atabrding 18 BEpfesen irventiss tomprises an
information storage %@QS%OI’EBI} 'g_g ad%agg r%i@lpj%cg/dini\%higg 2 mpodule %r%{)g}?ggd and a medium
w

processing device which records data in the information storage medium and which reads data stored
in the information storageimedium, thednadulewtthe infoanationr storage aedium comprising storage
means for storing first data comprising a data structure including identification information which
identifies process targevdeita iengthdnfonnation indicatitgdata lengtheofthéprocessntarget data, and
the process target data, second data succeeding the 15first data and comprising the same data

structure as that of th8 Hats StHitfiré 3t the first datd tAtd AR ciitedihths prodesstargétdata in
the second data and %%Qggiggttgggsg{n%g@@ struciure. s é@eq{m% d@%ség%]%tg esgf the first data,
i t

fourth data 20included in the process target dafe second data ‘and succeeding the third data, the fourth

data comprising the sameydataistructure-asithat of the dater striuctureiaf-thedirst-datap apd difthrdata
succeeding the second data and comprising the same data structure 25as that of the data structure of
the first data, first conimuhicaiopanBans! for coniimaicaring wittetheamediuhration means,

the fourth command including a succeeding specification

10 and ordering processing of the process target data, the
data processing means, after the process of the third
command, inhibiting an access to the process target
data included in the fifth data based on a fourth

command received via the communication means, the

i
on

fourth command including a succeeding specification and
ordering processing of the process target data, and
after the process of the first command, inhibiting an
access to the process target data included in the first
data based on a fifth command received via the
20 communication means, the fifth command including a
preceding specification and ordering processing of the
process target data.
(4) The medium processing system according to the
present invention comprises an information storage
25 medium comprising a card main body in which a module is
empbedded and a medium processing device which records

data in the information storage medium and which reads



processing device, and data processing means for 10 accessing the process target data included in
the third data on the basis of a first command received via the communication means, the first
command specifying the identification information included in the third data and ordering processing of
the process target data included in the third data, and subsequently the process target data included in
the fifth data on th basis of a second command received via the communication means, the second
command including a 10succeeding specification and ord@ring processing of the process target data,
the medium processing device comprising command generating means for generating the first and
second commands arg;d#econﬁd corgrrluni%%tion means f%ri commﬁuonicationmvgiéq 1tlkrlne in{%rénation storage

15medium to input thée r$t and second commands 1o the n?f%rrﬁatlcj):r?gtgf)rage medium. (6) The

medium processing sysfem acearding.to;theprgsentjpvention, cemprsesandnfprmation storage
medium comprising a card main body in which a module is 20embedded and a medium processing
device which records statar iothenntormation storagermediuns andaihich seads datacsterethitethe
information storage medium, the module of the information storage medium, comprising storage
means for storing firstdataComiprising a-data 2ssterturé iahding identiicatibn Maformatisn which

identifies process target gr?%%, gré%th plggocgénsaélog a{gglggtn&% glgsa lfg%htgf Ehﬁf%r%%g S larget data, and

indicating data length of the process target data, and
the process target data, second data succeeding the
first data and comprising the same data structure as
that of the data structure of the first data, and third
10 data succeeding the second data and comprising the same
data structure as that of the data structure of the
first data, first communication means for communicating
with the medium processing device, and data processing
means for accessing the process target data included in
15 the second data on the basis of a first command
received via the first communication means, the first
command specifying the identification information
included in the second data and ordering processing of
the process target data included in the first data, and
20 subsequently the process target data included in the
first data on the basis of a second command received
via the first communication means, the second command
including a preceding specification and ordering
processing of the process target data, the medium
25 processing device comprising command generating means
for generating the first and second commands and second

communication means for communication with the



11 the process target data, second data succeeding the first data and comprising the same data
structure as that of the data structure of the first data, third data included in the process target data in
the second data and comprising the same data structure as that of the data structure of the first data,
fourth data included in the process target data in the second data and succeeding the third data, the
fourth data comprising the same data structure as that of the data 10 structure of the first data, and
fifth data succeeding the second data and comprising the $ame data structure as that of the data
structure of the first data, first communication means for communicating with the medium processing
device, and data procesi]%geans for 15accessin§r,lthe process target data included in the first data

on the basis of a first t0 & FELRived VRS Hr St SBmirtunidatidh mesnd “tha firs ¥bmmand
specifying the identificafion informationjncludedyp the first, data gpd grdering precessing of the

process target data 20included in the first data, subsequently accessing the process target data
included in the third data on tl3e basiscofneeseconcheommanthreceivetania fhe communicatiamemeans,
the second command including a succeeding specification and ordering processing of the 25process
target data, and subsBgaéerthrthe proeesstargetidatesineludiedin fie fouripdatater #eebasis of a third
command received from the communication means, .12 the third command, including %succeeding

specification and ord&tiity BrocelLiG oF theE protdss tafgertiats “the datd ptoCesing Heans. after the
process of the third command, inhibiing an.access. o the process target Sdata inclyded in the fift

data based on a fourth command received via the first communication means, the fourth command
including a succeedingespecification andrerdesingqroeessiag of theiprocess darget data; andsafter the
process of the first command, inhibiting an
data stored in the information storage medium, the
module of the information storage medium comprising
10 storage means for storing first data comprising a data
structure including identification information which
identifies process target data, length information
indicating data length of the process target data, and
the process target data, second data succeeding the
15 first data and comprising the same data structure as
that of the data structure of the first data, third
data included in the process target data in the second
data and comprising the same data structure as that of
the data structure of the first data, fourth data
20 included in the process target data in the second data
and succeeding the third data, the fourth data
comprising the same data structure as that of the data
structure of the first data, and fifth data succeeding
the second data and comprising the same data structure
25 as that of the data structure of the first data, first

communication means for communicating with the medium

processing device, and data processing means for




10access to the process target data included in the first data based on a fifth command received via
the first communication means, the fifth command including a preceding specification and ordering
processing of the process target data, the medium processing device 15comprising command
generating means for generating first, second, third, fourth, and fifth commands and second
communication means for communication with the information storage medium to input-the first,
second, third, fourth., and fifth commands to the informatioh 20storage medium. Brief Description of
Drawings FIG. 1 is a block diagram schematically showing the configuration of an IC card system,

(medium processing system) according to an embodiment of thfe 25present invention; FIG.zis a
block diagram schem%ﬁgaelfygslﬁlé%i%ethgrc%%%aﬁrafi%ﬁqo%ta &t feadt vﬁ%&g a&({brﬂr}?\eg o 15%n

embodiment of the pregent igvention; FIG. 3 isa hloek diagramyschematically showingthe,
configuration of an IC card according to an embodiment of the present invention; FIG.4isa
diagram showing a firsbexampteofiEE foradata object structurestored insasonyolatite memory;
identification information included in the third data
5 and ordering processing of the process target data
included in the third data, and subsequently the
process target data included in the fifth data on the
basis of a second command received via the
communication means, the second command including a
10 succeeding specification and ordering processing of the
process target data, the medium processing device
comprising command generating means for generating the
first and second commands and second communication
means for communication with the information storage
15 medium to input the first and second commands to the
information storage medium.

(6) The medium processing system according to the
present invention comprises an information storage
medium comprising a card main body in which a module is

20 embedded and a medium processing device which records
data in the information storage medium and which reads
data stored in the information storage medium, the
module of the information storage medium comprising
storage means for storing first data comprising a data

25 structure including identification information which
identifies process target data, length information

indicating data length of the process target data, and



FIG. 5A is a diagram showing a second example of IT for a data object structure stored in the
10nonvolatile memory; FIG. 56 is a diagram showing a third example of IF for a data object
structure stored in the nonvolatile memory; FIG. 6 is a state transition diagram, showing an
example of an access to the IF data shown in FIG. 4; and FIG. 7 is a diagram illustrating
movement in a constructed TLV structure. Best Mode for Carrying Out the Invention 20An embodiment
of the present invention will be described below with refeténce to the drawings. FIG. 1 is a block
diagram schematically showi,,a, the configuration of an IC card system (media processing system)

according to an embggiment of the 2t5gresenti vention_ As %h?é{ in FIG. |, the. IC card system is

% E ) n =
composed of a termirial 1 and an carrdgf.ta ae%%barbf i n an a%%r(f lrlecacdéeer V&I’ﬂ%f? “The terminal |

is configured to be cemmunigablg withithedgcard:, JTherterminal 1iransnits-apd reeeiyes data to
and from the IC card 2. 5The main body 11 executes applications and inputs and outputs data. The

display 12 displays results offcammuniécations withttived Cocardriz: Therseybdard 13tGhlbuts characters,
numbers, and the like to the main body 11. The card reader/writer 14 communicates with
data included in the process target data in the second
5 data and comprising the same data structure as that of

the data structure of the first data, fourth data
included in the process target data in the second data
and succeeding the third data, the fourth data
comprising the same data structure as that of the data

10 structure of the first data, and fifth data succeeding
the second data and comprising the same data structure
as that of the data structure of the first data, first
communication means for communicating with the medium
processing device, and data processing means for

15 accessing the process target data included in the first
data on the basis of a first command received via the
first communication means, the first command specifying
the identification information included in the first
data and ordering processing of the process target data

20 included in the first data, subsequently accessing the
process target data included in the third data on the
basis of a second command received via the
communication means, the second command including a
succeeding specification and ordering processing of the

25 process target data, and subsequently the process

target data included in the fourth data on the basis of

a third command received from the communication means,




10the IC card 2. FIG. 2 is a block diagram schematically showing the configuration of a card
reader/writer according to an embodiment of the present invention. As shown in FIG. 2, the card
reader/writer 14 comprises a contact. 13section 141, a control section 142, RAM 143, ROM 144, and a
nonvolatile memory 145. FIG. 3 is a block diagram schematically showing the configuration of an IC
card according to an embodiment of the present invention. As shown in 20FTC. 3, the IC card 2
comprises a contact section 21, control section 22 havinéza control element such as CPU, RAM 23,
ROM 24, and a nonvolatile memory 25 such as EEPROM, FRAM, or a flash memory. The contact

section 141 of the car% reader/writer 2514AE an iﬂtle face connected g)ithe contact;ection 21 of the I,.

card 2 to transmit data Se&vele%dth%ogg? Teaddfwhter 4 And the [ ard 2 “HvE %c‘)ﬁt?glt 18'%ection

142 generates varioug,commandsen thepasis of instrucigas from-thesmain Bady 41 RAM 143

data processing means, after the process of the third
command, inhibiting an access to the process target
5 data included in the fifth data based on a fourth

command received via the first communication means, the
fourth command including a succeeding specification and
ordering processing of the process target data, and
after the process of the first command, inhibiting an

10 access to the process target data included in the first
data based on a fifth command received via the first
communication means, the fifth command including a
preceding specification and ordering processing of the
process target data, the medium processing device

15 comprising command generating means for generating the
first, second, third, fourth, and fifth commands and
second communication means for communicaticn with the
information storage medium to input the first, second,
third, fourth, and fifth commands to the information

20 storage medium.

Brief Description of Drawings
FIG. 1 is a block diagram schematically showing

the configuration of an IC card system (medium
processing system) according to an embodiment of the

25 present invention;

FIG. 2 i1s a block diagram schematically showing

the configuration of a card reader/writer according to




temporarily stores, for example, data transmitted by the IC card 2. ROM 144 stores control programs
to be executed by the control section 142. The nonvolatile memory 145 is a memory that can hold data
even after power supply has been cut off. The control section 22 of the IC card 2 controls a writing
operation and a reading operation on the basis 100f various commands transmitted by the card
reader/writer 14. RAM 23 temporarily stores, for example, the results of processes executed by the
control section 22. ROM 24 stores control programs to be éxecuted by the control section 22. The
nonvolatile 15memory 25 is a memory that can hold data even after power supply has been cut off.
FIG. 4 is a diagram showing a first example of EF for a data object structure stored In the nonvolatile

memory 25. As showlin BIE°4 Hie ool &tie MemdRy 2025 Lidted ¥of example, first data 251,
second data 252, and third data 253. The firgt data %ﬁ?a?f%%é%%@?f‘ggﬂ information &11) that
. : ) I

identifies process target data, length information (1,1) indicating the data length of the procCess target

data, and the process gbtargetdataf¥1).caimilarynthecsecond datab2iingludesddentification
information (12) that identifies process target data., length information (52) 16 indicating the data
length of the processaaied tats) andtheleropass eirgetidatar(V2yrSimilarly, the third data 2,3
includes identification information (T3) that[ . , ‘ .
S FIG. 4 1s z diagram showing a first example of EF
for a data object structure stored in a nonvolatile
memory;

FIG. 5A is a diagram showing a second example of

EF for a data object structure stored in the
10 nonvolatile memory;

FIG. 5B is a diagram showing a third example of EF
for a data object structure stored in the nonvolatile
memory;

FIG. 6 1s a state transition diagram showing an

15 example of an access to the EF data shown in FIG. 4;
and

FIG. 7 is a diagram illustrating movement in a
constructed TLV structure.

Best Mode for Carrying Out the Invention
20 An embodiment of the present invention will be
described below with reference to the drawings.

FIG. 1 is a block diagram schematically showing
the configuration of an IC card system (media
processing system) according to an embodiment of the

25 present invention. As shown in FIG. 1, the IC card

system 1is composed of a terminal 1 and an IC card 2.

The terminal 1 comprises a main body 11, a display 12,



identifies process target data, length information (L3) indicating the data length of the process target
data, and the process target data (V3). The second data 252 succeeds the first data 251. Furthermore,
the third data 23 succeeds the second data 252. For example, the identification information may be
assigned to the 10data such that the sequential relationship between the first data 251 and the second
data 252 and the third data 253 can be determined from values (the magnitude of the values) for the
identification information (Ti) the identification informatiort ¢T2), and the 15identification information
(T3). Now, with reference to FIG. 6, an access to data in EF shown in FIG. 4 will be described. As
shown in FIG. 6, a folder structure having MF (Master File), DF belonging to ME, and EF1, EF2, EF3,
... belonging to DF 2Gis £6H5PG&Rd in the 1€ card 3T Fhé Card fFedterhirfter 14 ust&SelectEF to

retrieve FE for a data ghiggt stjuciure, Fotexample.t s ssumeg ot FELoa daiarotjet ype

stucture and That the data structure of FEL is as shown in PIG. & 25First, a preceding speci ication will

be described. First, the,eardreaderwriter-314 191 exampie, sspecifies, §2 andlusesa Rutatas.command
to order processing of data di (for example, biometric authentication data) . Thus, the IC card 2
accesses V2 and recerds theadataleh if V2qa/2£da). At this time, a current pointer is set at a leading
address of T2. Subsequently, the card reader/writer 14, for example, uses the Put Data command

(preceding specification) to rifer Brocessify of dafai§s Bor Example: Bidmefit atthehtibdfich data)
(the preceding 10spegification Is made.ysing aparameten ol the PUDAIa . o resuits of

communications with the IC card 2. The keyboard 13

inputs characters, numbers, and the like to the main

body 11. The card reader/writer 14 communicates with
10 the IC card 2.

FIG. 2 is a block diagram schematically showing
the configuration of a card reader/writer according to
an embodiment of the present invention. As shown in
FIG. 2, the card reader/writer 14 comprises a contact

15 section 141, a control section 142, RAM 143, ROM 144,
and a nonvolatile memory 145,

FIG. 3 is a block diagram schematically showing
the configuration of an IC card according to an
embodiment of the present invention. As shown in

20 FIG. 3, the IC card 2 comprises a contact section 21, a
control section 22 having a control element such as
CPU, RAM 23, ROM 24, and a nonvolatile memory 25 such
as EEPROM, FRAM, or a flash memory.

The contact section 141 of the card reader/writer

25 14 is an interface connected to the contact section 21
of the IC card 2 to transmit data between the card

reader/writer 14 and the IC card 2. The control




command), Thus, the IC card 2 accesses Vi to record the data 2 in V1 (V1=d2). That is, the IC card 2
accesses V1 positioned backward with reference to the current pointer set at the leading address of
T2. At 1;this time, the current pointer is moved and set at a leading address of Ti. Second, a
succeeding specification will be described First, the card reader /writer 14, for example,
20specifies T2 and uses the PutData command to order processing of the data di to be processed.
Thus, the IC card 2 accesses V2 and records data dl in M2 (V2=d1). At this time, the current pointer is
set at - leading address of 12. 25Sabseduently, the card reader/writer 14, for example, uses the
PutData command (succeeding specification (a specification from a parent to a 18 child)) to order
processing of the datsedZ {the stitée8aigSpeeiichfion K Madeiising theparanfetersfthePutData
command). Thus, the IC card 2 accesses V3 to record the data 2.in V =d2).tis, the IC 5card 2
accesses V3 positiondt-hackivar nﬁit%?é?@retn%ee RECNBSER 210 VAT

temporarily stores, for example, data transmitted by
the IC card 2. ROM 144 stores control programs to be

5 executed by the control section 142. The nonvolatile
memory 145 is a memory that can hold data even after
power supply has been cut off.

The control section 22 of the IC card 2 controls a
writing operation and a reading operation on the basis

10 of various commands transmitted by the card
reader/writer 14. RAM 23 temporarily stores, for
example, the results of processes executed by the
control section 22. ROM 24 stores control programs to
be executed by the control section 22. The nonvolatile

15 memory 25 1s a memory that can hold data even after
power supply has been cut off.

FIG. 4 is a diagram showing a first example of EF
for a data object structure stored in the nonvolatile
memory 25. As shown in FIG. 4, the nonvolatile memory

20 25 stores, for example, first data 251, second data
252, and third data 253. The first data 251 includes
identification information (T1l) that identifies process
target data, length information (L1) indicating the
data length of the process target data, and the process

25 target data (V1). Similarly, the second data 252
includes identification information (T2) that

identifies process target data, length information (LZ)




to the current pointer set at the leading address of At this time, the current pointer is moved to and set
at a leading address of T3. Thus, numbers are added to the recorded data d2 in order of
registration or in order of increasing or decreasing Tag value. Thus, the data d2 already written using
the PutData command car be accessed by enifyiany of the numbers. In this manner, the series of data
can be 15efficiently accessed. FIG. 5A is a diagram showing a second example of FE for a data
object structure stored in the nonvolatile memory 25. As $Rown in FIG. 5A, the nonvolatile memory 25
stores, for example, first data 20251, second data 252, third data 253, fourth data 254, and fifth data
255. The first data 251 includes idengfécaé:&cl)
0

: : . g | "
information (1,1) indi&%ﬁ%’&gtatleng {Hntpermag n c@) tlgi%gg%fxggg %Céf%sgrtar%et %d%a#a engt

1tio he pr?gcess targe a, and the pro%gss aarget data
(V:D). Similarly, the segond data 252 includes identificatign iRformatian (F2)identifyinoprogess; target

data, length information (L2) indicating
data 253 includes identification information (T3) that
identifies process target data, length information (L3)
5 indicating the data length of the process target data,
and the process target data (V3). The second data 252
succeeds the first data 251. Furthermore, the third
data 253 succeeds the second data 252. For example,
the identification information may be assigned to the
10 data such that the sequential relationship between the
first data 251 and the second data 252 and the third
data 253 can be determined from values (the magnitude
of the values) for the identification information (T1),
the identification information (T2), and the
15 identification information (T3).
Now, with reference to FIG. 6, an access to data
in EF shown in FIG. 4 will be described. As shown in
FIG. 6, a folder structure having MF (Master File), DF
belonging to MF, and EFl, EF2, EF3, ... belonging to DF
20 is constructed in the IC card 2. The card
reader/writer 14 uses SelectEF to retrieve EF for a
data object structure. For example, it 1s assumed that
EFl is a data object type structure and that the data
structure of EF1 is as shown in FIG. 4.
25 First, a preceding specification will be
described.

First, the card reader/writer 14, for example,




19 the data length of the process target data, and the process target data (V2). It should he noted that
the process target data (172) includes the third data 253 and the fourth data 254. Such second data
252 is called a constructed TLV structure. The third data 253 includes identification information (T3)
identifying process target data, length information (L.3) indicating the data length of the process target
data, and the process target data (V3). The fourth data 254 includes 10identification information (T4)
identifying process target data, length information (L4) in&i?:ating the data length of the process target
data, and the process target data (V4). The fifth data 255 includes identification information (T5)

identifying process 15tar%§1t g.ata, L? gth information Sgﬁggicatin(gﬁpen%atg len tcfi] of the process
S

target data, and the psr% aerﬁet at%?ﬁ?g)s.eﬁeasec%nd ata 257 Slicceeds the first data 251.

Furthermore, the fifth dafa 253:succeeds the sgeond-data.252,-fhe pasitigpal 2Qrelationship among
the first data 251, the second data 252, the third data 233, the If:>ourth data 254, and the fifth data 255

can be determined fram; ferrexamplepvalues {the. magnitudescbfethevataes) for theadentfication.
information (TI), the identification 25information (T2), the identification information (T3), the
identification informatién! (FHCakE thé ideritfieation infdrmiation’ers) i The idéntificafion FFinférmation
(T2) belonging to the constru%ted 'I'.Pytstructure istcallted a parent ta .aTCEde idggtig%atiloéw information
(T3) is called”a child Ay~ The tdértification ifformation (T4) i€ tafled a childtag. '

Subseqguently, the card reader/writer 14, for
example, uses the PutData command (preceding
specification) to order processing of data dZ (for
example, biometric authentication data) (the preceding

10 specification i1s made using a parameter of the PutData
command) . Thus, the IC card 2 accesses V1 to record
the data 2 in V1 (Vl1=d2). That is, the IC card 2
accesses V1 positioned backward with reference to the
current pointer set at the leading address of TZ2. At

15 this time, the current pointer 1s moved and set at a
leading address of T1.

Second, a succeeding specification will be
described.

First, the card reader/writer 14, for example,

20 specifies T2 and uses the PutData command to order
processing of the data dl to be processed. Thus, the
IC card 2 accesses V2 and records data dl in V2
(V2=dl). At this time, the current pointer is set at
the leading address of TZ.

25 Subseguently, the card reader/writer 14, for
example, uses the PutData command (succeeding

specification (a specification from a parent to a




5Now, an access to the data in EF shown in FIG. 3A will he described. First, a succeeding
specification will be described. First, the card. reader/writer 14, for example, 10specifies Tl
and uses the PutData command to order processing of the data di (for example, biometric
authentication data). Thus, the IC card 2 accesses V1 and records the data di in V1 (V1=d1l). At this
time, the current pointer is set at :he leading address of 15TI. Subsequently, the card
reader/writer 14, for example, uses the PutData commant®(succeeding specification) to order
processing of the data d2 (for example, biometric authentication data) (the succeeding 20specification
is made using the parameter of the PutData command). Thus, the IC card 2 accesses 72 to record the

data 2 in 72: (72=d2)CThatis) tHell CEaRF 2P4Qe’884 73 [UsitiotedBackwird Witk reference to the

current pointer set at the leading address.of T|, At 25thijs.ti i i t at
ihe loading address G5 Cot e dress;qf Tl 81 Zpthis time, the,qyrrentRQintes is,moved and set a

the PutData command). Thus, the IC card 2 accesses V3
to record the data 2 in V3 (V3=d2). That is, the IC
5 card 2 accesses V3 positioned backward with reference
to the current pointer set at the leading address of
T2. At this time, the current pointer is moved to and
set at a leading address of T3.
Thus, numbers are added to the recorded data d2 in
10 order of registration or in order of increasing or
decreasing Tag value. Thus, the data d2 already
written using the PutData command can be accessed by
specifying any of the numbers.
In this manner, the series of data can be
15 efficiently accessed.
FIG. 5A is a diagram showing a second example of
FE for a data object structure stored in the
nonvolatile memory 25. As shown in FIG. 5A, the
nonvolatile memory 25 stores, for example, first data
20 251, second data 252, third data 253, fourth data 254,
and fifth data 255. The first data 251 includes
identification information (T1l) identifying process
target data, length information (L1l) indicating the
data length of the process target data, and the process
25 target data (V1). Similarly, the second data 252
includes identification information (T2) identifying

process target data, length information (L2) indicating




Moreover, the card reader/writer 14, for exampl 21 uses the PutData command (succeeding
specification (a specification from a parent to a child)) to order processing of data d3 (for example,
biometric authentication data) (the succeeding specification is made using the parameter of the
PutData command). Thus, the IC card 2 accesses 173 to record the data 3 in V3 (V3=d3). That is, the
IC card 2 accesses V3 positioned backward with reference to the current pointer set at the Leading
address of T2. At this 10time, the current pointer is movePto and set at the leading address of Ts.
Moreover, the card reader/writer 74, for example, uses the PutData command (succeeding
specification (a specification for data external to the constructed TLV 15structure)) to order Processing

of data d4 (for example Soidfrietrid abtHehtichtion Habh (B Sucediy S5ddication iSHiade using the

parameter of the PutData cormr. nd% hus, the | rd 2.accesses 175 to record th tadin 75
(V5=d4). That is, the FCTard 202%c %Esé%i % pgggt?dne ac v(\?é%éw%ﬁ re %Crcgr%:et%%ﬁe%ée

process target data (V2) includes the third data 253
and the fourth data 254. Such second data 252 is

called a constructed TLV structure. The third data 253

o

includes identification information (T3) identifying
process target data, length information (L3) indicating
the data length of the process target data, and the
process target data (V3). The fourth data 254 includes

10 identification information (T4) identifying process
target data, length information (L4) indicating the
data length of the process target data, and the process
target data (V4). The fifth data 255 includes
identification information (T5) identifying process

15 target data, length information (L5) indicating the
data length of the process target data, and the process
target data (V5). The second data 252 succeeds the
first data 251. Furthermore, the fifth data 253
succeeds the second data 252. The positional

20 relationship among the first data 251, the second data
252, the third data 253, the fourth data 254, and the
fifth data 255 can be determined from, for example,
values (the magnitudes of the values) for the
identification information (T1), the identification

25 information (T2), the identification information (T3),
the identification information (T4), and the

identification information (T5). The identification




current pointer set at the leading address of T3. At this time, the current pointer is moved to and set at
a leading address of 15. In the case described above, the succeeding 25specification is used to
access the data in order of V1--->72 (parent)-4v(child) -*75. However, the succeeding specification
may be used to access the data 22 in order of VIV2 (parent)-4V3 (child) ->V4 (child)-4V5. Second, a
preceding specification will be described. First, the card reader/writer 14, for example, 5specifies 24
and uses the PutData command to order processinQ of the data dI (for example, biometric
authentication data). Thus, the IC card 2 accesses V4 and records the data dl in V4 (V4=d1l). At this
time, the current pointer is set at a leading address of T4. 10Subsequently, the card reader/writer 14,

for example, uses thépﬁﬂﬁﬁ‘?atécﬂﬁm%)(p?@ééiﬂﬂdgﬁe&ﬂcét% @PsFeci@tiBH front. a child to a c5
id) to order processing, of the data d2 (for %xggnplipglg&ettn% ggyheq&ggtlg% g%@ étihcea;%rleggdmg

15specification is made USTHg fiie paraneter of th
information (T3) is called a child tag. The
identification information (T4) is called a child tag.
5 Now, an access to the data in EF shown in FIG. 5A
will be described.
First, a succeeding specification will be
described.
First, the card reader/writer 14, for example,
10 specifies Tl and uses the PutData command to order
rocessing of the data dl (for example, biometric
authentication data). Thus, the IC card 2 accesses VI
and records the data dl in V1 (Vl=dl). At this time,
the current pointer is set at the leading address of
15 T1.
Subsequently, the card reader/writer 14, for
example, uses the PutData command (succeeding

specification) to order processing of the data d2 (for

example, biometric authentication data) (the succeeding

20 specification is made using the parameter of the
putData command). Thus, the IC card 2 accesses VZ to
record the data 2 in V2 (V2=d2). That 1s, the IC card

2 accesses V2 positioned backward with reference to the
current pointer set at the leading address of Tl. At

25 this time, the current pointer is moved and set at the
leading address of TZ.

Moreover, the card reader/writer 14, for example,




PutData command). Thus, the IC card 2 accesses V3 to record the data 2 in V3 (V3=d2). That is, the
IC card 2 accesses V3 positioned backward with reference to the current pointer set at the leading
address of T4. At 20this time, the current pointer is moved and set at the leading address of 23.
Moreover, the card reader/writer 14, for example, uses the PutData command (preceding specification
(constructed Till' structure)) to order processing of the data 3 (for example, biometric authentication
data) (the preceding specification is made using the parameter of the PutData command). Thus, the IC
card 23 accesses VI no record the data 3 in V] (V1=d3). That is, the IC card 2 accesses V. positioned
backward with reference Et the current pointer set at the leading address of T3. At this mime, the =rent
pointer is 5moved artFS&t &the I8ANIAG AIREES BATI! THES She rBBorded ddta dt [d2 antfd3 are

numbered in order of regésltrfaficon arino dggﬂof incgeggin(g %rc)decrggiipg )T)a \(/Jalgg.d'ggus, the data di,

d2, and d3 already written usmfi1 FhleoBu ata comimand 10can be accessed y specifying any of the

numbers.  Inthe ascribed abaye: thespreceding-spasification isysed 1@ access the data in
order of V4 (child)-)V3 (child)-4V1. However, the preceding specification may be used to access the

data in order 150f 174(chitd)e>¥8(child)i4v2 J(pdrent)-sx\ticeed Third sasucteeding cspeicification
UESUKﬁedty%e)%hﬂggéESSQE%%rthe parameter of the PutData command).
Thus, the IC card 2 accesses V3 to record the data 3 in
V3 (V3=d3). That is, the IC card 2 accesses V3
positioned backward with reference to the current
pointer set at the leading address of T2. At this
10 time, the current pointer is moved to and set at the
leading address of T3.
Moreover, the card reader/writer 14, for example,
uses the PutData command (succeeding specification (a
specification for data external to the constructed TLV
15 structure)) to order processing of data d4 (for

example, biometric authentication data) (the succeeding

specification is made using the parameter of the

PutData command). Thus, the IC card 2 accesses V5 to
record the data 4 in V5 (V5=d4). That 1is, the IC card
20 2 accesses V5 positioned backward with reference to the

current pointer set at the leading address of T3. At
this time, the current pointer is moved to and set at a
leading address of Tb5.
In the case described above, the succeeding
25 specification is used to access the data in order of
V1->V2 (parent)—>V3 (child)—V5. However, the

succeeding specification may be used to access the data




First, the card reader/writer 14, for example, specifies T3 and uses the PutData command to order
20processing of the data dl (for example, biometric authentication data). Thus, the IC card 2 accesses
173 and records the data dl in 173 (V3=6.1). At this time, the current oonnter is set at the leading
address of 73. 25Subsequently, the card reader/writer 14, for example, uses the Puttata command
(succeeding specification (a specification from a child to a 24 child)) to order processing of the data d2
(for example, biometric authentication data) (the succeedirag specification is made using the parameter
of the PutData command). Thus, the IC card 2 accesses V4 to 5record the data 2 in V4 (V4=d2). That
is, the IC card 2 accesses V4 positioned backward with reference to the current pointer set at the
leading- address of T3 Ap#il§ fintel tie Ttfrent PORRBE isTHOYVed dhdlset a4 leddind adatdss of 24-
10Moreover, the card reader/writer 14, for examgle uses the utD ta comm c%}a specification for
data external to the constructed THy strudtire) 6 or ersﬁggéssjir?ga of the data'd %ror example,
'Diametric authenticatjon datg) (the succeeding specification is Ic; made using the parameter of the
PutData command). In this case restricted case), the IC card 2 inhibits 75 from being accessed. That
is, the IC card 2 inhibits the datasextemad ta theiseeontbdatar252=(cohsiructed EkMstrueture) from
being accessed. This makes it

5 specifies T4 and uses the PutData command to order
processing of the data dl (for example, biometric
authentication data). Thus, the IC card 2 accesses V4
and records the data dl in V4 (V4=dl). At this time,
the current pointer is set at a leading address of T4.

10 Subsequently, the card reader/writer 14, for
example, uses the PutData command (preceding
specification (a specification from a child to a child)

to order processing of the data d2 (for example,

biometric authentication data) (the preceding

15 specification is made using the parameter of the
PutData command). Thus, the IC card 2 accesses V3 to
record the data 2 in V3 (V3=d2). That is, the IC card

2 accesses V3 positioned backward with reference to the
current pointer set at the leading address of T4. At

20 this time, the current pointer is moved and set at the
leading address of T3.

Moreover, the card reader/writer 14, for example,
uses the PutData command (preceding specification
(constructed TLV structure)) to order processing of the

25 data d3 (for example, biometric authentication data)
(the preceding specification is made using the

parameter of the PutData command). Thus, the IC card 2




20possible to enhance security. Fourth, a preceding specification (restricted type) will be
described. First, the card reader/writer 14, for example, specifies T4 and uses the PutData
command to order 25processing of the data dl (for example, biometric authentication data). Thus, the
IC card 2 accesses 74 and records the data dl in 74 (74=d1). At this time, Zr the current pointer is set
at the leading address of T4. Subsequently, the card reader/writer 14, for example, uses the
PutData command (preceding 5specification (a specificatién from a child to a child)) to order
processing of the data d2 (for example, biometric authentication data) (the preceding specification is
made using the Parameter of the PutData command). Thus, the IC card 2 accesses V3 to 10record
the data 2 in V3 (V302§ EFlFtSs, 'thelC a8 8ctdssedar3 pasitiondd batkward with Téfetence to the
current pointer set at the leading address of T4. At this time, the current pointer is moved and set at a
leading address of T3>’ 8r§%€erc,atﬁ§ gar& ?é:gdgesr?vﬁrirt%? 15?1‘%%%%(3%1% e,bl?s(:e%s%ﬁgdPthbga%a

command ;preceding,specification (a spegification for dasa.externakto the qonstrusted; FlV structure)
to order processing of the data d3 (for example, biometric authentication data) (the preceding

address of T3. At this time, the current pointer is
5 moved and set at the leading address of TI1.

Thus, the recorded data dl, d2, and d3 are
numbered in order of registration or in order of
increasing or decreasing Tag value. Thus, the data dl,
d2, and d3 already written using the PutData command

10 can be accessed by specifying any of the numbers.

In the case described above, the preceding
specification is used to access the data in order of V4
(child)—=V3 (child)—V1. However, the preceding
specification may be used to access the data in order

15 of V4 {(child)—V3 (child)—>V2 (parent)-—-Vl.

Third, a succeeding specification {restricted
type) will be described.

First, the card reader/writer 14, for example,

specifies T3 and uses the PutData command to order

20 processing of the data dl (for example, biometric
authentication data). Thus, the IC card 2 accesses V3
and records the data dl in V3 (V3=dl). At this time,

the current pointer is set at the leading address of
T3.

25 Subsequently, the card reader/writer 14, for
example, uses the PutData command (succeeding

specification (a specification from a child to a




20specification is made using the parameter of the PutData command). In this case (restricted case,,
the IC card 2 inhibits V1 from being accessed. That is, the IC card 2 inhibits the data external to the
second data 252 (constructed TLV structure) from being accessed. This rakes it possible to enhance
security. Now, a variation of the preceding specification will be described. 26 With the IC card
2 accessing 74 (child), that is, with the current pointer moved and set at the leading address of 14, the
card reader/writer 14, for example, uses the PutData command (preceding specification (a
5specification from a child to a parent)) to order processing of data dn (for example, biometr c
authentication data) (the preceding specification is made using the parameter of the PutData
command). Thus, theclC. ¢drd 2 aecessEs 72 {parenditodeedrditie Hodata dn in ¥21(72=dn). That is,
the IC card 2 accesses 72 (iarer]t), positioned backward with reference to the current pointer set at the

leading address of 547At'tH etim@}%e&ﬁf&wt%?ﬁt%ﬁslﬁw%%a%n‘?iage? ‘at e featitig &Gdre38 of 52.
15Now, with reference tocFilg.. GSF?t gggcq@tl%\ggl kglesgwgntq;‘e.a rd_example of FE_ for a data object

structure stored in the honvolatile memory 23. As shown in FIG. 53, the nonvolatile memory 25
stores, for example, thgdirst-datagedathe secandis, the IC card 2 accesses V4 to
5 record the data 2 in V4 (V4=d2). That is, the IC card
2 accesses V4 positioned backward with reference to the
current pointer set at the leading address of T3. At
this time, the current pointer is moved and set at a
leading address of T4.
10 Moreover, the card reader/writer 14, for example,
uses the Putbhata command (a specification for data
external to the constructed TLV structure) to order

processing of the data d3 (for example, biometric

authentication data) (the succeeding specification is

o
Ut

made using the parameter of the PutData command). In
this case (restricted case), the IC card 2 inhibits V5
from being accessed. That is, the IC card 2 inhibits
the data external to the second data 252 (constructed
TLV structure) from being accessed. This makes it
20 possible to enhance security.
Fourth, a preceding specification (restricted
type) will be described.
First, the card reader/writer 14, for example,
specifies T4 and uses the PutData command to order
25 processing of the data dl (for example, biometric
authentication data). Thus, the IC card 2 accesses V4

and records the data dl in V4 (V4=dl). At this time,




20data 252, the third data 253, the fourth data 254, the fifth data 255, sixth data 256. The first data 251
includes identification information (Ti) identifying process target data, length information (L1) indicating
the data length of the process target data., and the process target data (71). Similarly, the second data
252 includes identification information (T2) identifying process target data, length information 97 (L2)
indicating the data length of the process target data, and the process target data. Moreover, the
process target data (V2) includes the third data 253 and the fifth data 255. Such second data 251 is
called 5a constructed TLV structure. The third data 253 includes identification information (T3)
identifying process target data, length information (L3) indicating the data length of the process target
data, and the process:targetudatar(V3p.chlme fifth dates255 #ricludes 1@iddntification frfoermation (T5)
identifying process target data, length information (L5) indicating the data length of the process target
data, and the proces§t4arget data (VS). Moreover, the process target data (V) includes 15the fourth

data 254. Such third data 25 ui%éalso c%ljcep a cgggtr%catgg T},Le\é%terl%c/turreigglre f%rth pata 254 includes

identification information (24 |d%%\ﬁ?ymg %focess target dafa, lengthinformation (Eﬁﬁndicating the
data length of the progess,target .99data; jandtherpresesstarget-data {241 ng

5 specification (a specification from a child to a
child)) to order processing of the data d2 (for
example, biometric authentication data) (the preceding
specification is made using the parameter of the
PutData command). Thus, the IC card 2 accesses V3 to

10 record the data 2 in V3 (V3=dz). That is, the IC card
2 accesses V3 positioned backward with reference to the
current pointer set at the leading address of T4. At
this time, the current pointer is moved and set at a
leading address of T3.

15 Mo:eover, the card reader/writer 14, for example,
uses the PutData command (preceding specification (a
specification for data external to the constructed TLV
structure) to order processing of the data d3 (for
example, biometric authentication data) (the preceding

20 specification i1s made using the parameter of the
PutData command). In this case (restricted case), the
IC card 2 inhibits V1 from being accessed. That 1is,
the IC card 2 inhibits the data external to the second
data 252 (constructed TLV structure) from being

25 accessed. This makes it possible to enhance security.

Now, a variation of the preceding specification

will be described.




The positional relationship among the first data 251, the second data 252, the third data 253, the fourth
data 254, the fifth data 255, and the sixth data 256 can be determined from, for example, the values
25(the magnitudes of the values) for the identification formation (TI) the identification information (T2),
the identification information (22) , the identification 26 information ;T4 , and the identification
information (T5). Here, the succeeding specifications for the data object structure shown in FIG. 5B
are used to access 5the data in order of V1-4\12-4V4-V6 0§ Vi-V2-4\73-->V4->:V5-*V6. Furthermore,
the preceding specifications are used to access the data in order of V6--74--)V3-T>V2-->V1,
V6-):\75-4V4-->V3->V2-->V1, V6--->V5-4V4->V2-W1, or 10776-*V5-*V4-),V1. The several succeeding
and preceding specificationsihave been Hescrbed.2Howegers ineprésentembaddiméhstaresot limited

to this. For example, the constructed Thy structure can be moved as 15shown in FIG. 7.
with the current pointer moved and set at the leading

address of T4, the card reader/writer 14, for example,
uses the PutData command (preceding specification (a

5 specification from a child to a parent)) to order
processing of data dn (for example, biometric
authentication data) (the preceding specification is
made using the parameter of the PutData command) .
Thus, the IC card 2 accesses V2 (parent) to record the

10 data dn in V2 (V2=dn). That is, the IC card 2 accesses
V2 (parent) positioned backward with reference to the
current pointer set at the leading address of T4. At
this time, the current pointer is moved and set at the
leading address of T2.

15 Now, with reference to FIG. 5B, description will
be given of a third example of EF for a data object
structure stored in the nonvolatile memory 25.

As shown in FIG. 5B, the nonvolatile memory 25
stores, for example, the first data 251, the second

20 data 252, the third data 253, the fourth data 254, the
fifth data 255, sixth data 256. The first data 251
includes identification information (T1l) identifying
process target data, length information (L1) indicating
the data length of the process target data, and the

25 process target data (V1). Similarly, the second data
252 includes identification information (T2)

identifying process target data, length information




As described above, the application of the current pointer enables the data object succeeding or
preceding one current one to be efficiently accessed using the succeeding or preceding specification,
respectively. 20Furthermore, for the constructed data object, layered data objects and data objects
written in a data section can each be efficiently specified and accessed. This increases access speed
and write speed_ Additionally, the data object can be specified without 25the need to specify the tag.
Thus, advantageously, users can easily understand how toymanipulate the data. In the description of
the case in FIG. 6, Select-Elf is used to retrieve EF before the tagled. However, the present
embodiment is not limited to this. For example, the tag may be specified with OF selected. The
present invention is notfimitedda the aboveidesdrbed embpdimentst e implerrentation; geany
variations may be made to the embodiments without departing from the spirit of the present invention.

Any of the embodimefts ay e comBirnetreRetherif essitle " thiscase, 'Conftsited effé&fs are
exened Iooreover Sach gL amidmets s NS sloms e
together. For example,fthe,problems deseribed in thessectionsprablems @ Beso is called
5 a constructed TLV structure. The third data 253
includes identification information (T3) identifying
process target data, length information (L3) indicating
the data length of the process target data, and the
process target data (V3). The fifth data 255 includes
10 identification information (T5) identifying process
target data, length information (L5) indicating the
data length of the process target data, and the process
target data (VD).
Moreover, the process target data (V3) includes
15 the fourth data 254. Such third data 253 is also
called a constructed TLV structure. The fourth data
254 includes identification information (T4)
identifying process target data, length information
(L4) indicating the data length of the process target
20 data, and the process target data (V4).
The positional relationship among the first data
251, the second data 252, the third data 253, the
fourth data 254, the fifth data 255, and the sixth data
256 can be determined from, for example, the values
25 (the magnitudes of the values) for the identification
information (T1), the identification information (T2},

the identification information (T3), the identification



15Solved by the Invention" can be solved and the effects described in the section "Effects of the
Invention" even when some of the components shown in the embodiments are removed, the
configuration with these components removed can be extracted as an invention. 20Industrial
Aoplicability The present invention can provide an information storage medium and medium
recessing system which enable efficient data retrieval. MCSLLP 30 CLAIMS 1. An information
storage medium comprising a card main body in which aazfiodule is embedded, the information storage
medium being characterized in that moduie 5 comprises: storage means for storing first data comp
sing a data structure including identification information which identifies process target data, length
information indicatingiddtadengthoof the processitarget datanand e 10 prodessiariyet data, second
data included in the process target data in the first data and comprising the same data structure as
that of the data structife bf the first data, third data included in the process target data in the first data

and succeeding the second dafa, the hird data. 15 comprising the same datarslructuge as ihat of the
h

data structure of the first data, and fourth data succeedng the
object structure shown in FIG. 5B are used to access

5 the data in order of V1—-V2-V3—-V4->Ve or
V1—V2—V3->V4—-V5-V6. Furthermore, the preceding
specifications are used to access the data in order of
V6V4—3V3V2—->V1, V6—-VEA—V2aV1, Ve—-V4A-VI,
V6—VE-V4E—3V3-V22V1, V6-3VE53VAV2—2V1, or

10 V6—V5->V4-->V1.

The several succeeding and preceding
specifications have been described. However, the
present embodiments are not limited to this. For
example, the constructed TLV structure can be moved as

15 shown in FIG. 7.

As described above, the application of the current
pointer enables the data object succeeding or preceding
the current one to be efficiently accessed using the
succeeding or preceding specification, respectively.

20 Furthermore, for the constructed data object,
layered data objects and data objects written in a data
section can each be efficiently specified and accessed.
This increases access speed and write speed.
Additionally, the data object can be specified without

25 the need to specify the tag. Thus, advantageously,
users can easily understand how to manipulate the data.

In the description of the case in FIG. 6, SelectEF



first data and comprising the same data structure as that of the data structure of the first data;
communication means for communicating with a medium 20 processing device; and data
processing means for accessing the process target data included in the second data on the basis of a
first command received via the communication means, the first command specifying the identification
information included 25 in the second data and ordering processing of the process target data included
in the second data, and subsequently the process targetdata included in the fourth data on the M CS
L L P 31 basis of a second command received via the communication means, the second command
including a first succeeding specification and ordering processing of the process target data,
characterized in that after fifeslpiocess of & first® &srhrTandt fife data procéssing héshs accesses
the process target data included in the third data o thg .bas'sfof.a thichcimmq_nd reggivggivia the
communication means "t Hird E&%n?éﬁedgﬁ%ﬁjﬁﬁ% 3%eton Sding 'sSp

second sﬁ%cgeding spjébceiﬁcaﬁlon and ordering
processing of the progess target data, and 10,aceessesthe processargetidata included:in.the fourth
data on the basis of a fourth command received via'the communication means, the fourth command
including a succeeding spedificatioreand ordetingProgessimgrefithe process targetidata,canc 15the
first succeeding specification includes an external specification. 2. The information storage
medium accdrding tocstainT 1pelarasterizéndn that afler thBpt6EEss 6fthethird'@Bihmand, the data

rocessing means accesses the , ,
P g variations may be made to the embodiments without

departing from the spirit of the present invention.

Any of the embodiments may be combined together 1f

possible. In this case, combined effects are exerted.
10 Moreover, each of the embodiments includes inventions
of various levels. Various inventions can thus be

extracted by appropriately combining a plurality of the
disclosed components together. For example, if the
problems described in the section "Problems to Be
15 Solved by the Invention" can be solved and the effects
described in the section "Effects of the Invention”
even when some of the components shown in the
embodiments are removed, the configuration with these
components removed can be extracted as an invention.
20 Industrial Applicability
The present invention can provide an information
storage medium and medium processing system which

enable efficient data retrieval.




20 process target data included in the first data on the basis of a fitth command received via the
communication means, the fifth command including a preceding specification and ordering/gré¢essing
of the process target data. 3. The information storage medium according to 25 claim 1,
characterized in that after the process of the third command, the data processing means accesses the
process target data included in the first data on the bagis 32 of a fifth command received via the
communication means, the fifth command including apreceding specification and ordering processing
of the process target data. 4. An information st%rage m%dibtljjn%comprising a card 5 main body in which
a module is embedded, the information storage medium being characterized in that the module

comprises: storage means for:sioring first data compriging: ardata strueture includipg ddentification
information which 10 identifies process target data, length information indicating data length of the
process targetnttata, anditheiprogbsstargetrdata) secencedataddeldded lire thienfirocess tanget data in
the first data and comprising the same data structure as that of the data structure of the first data, 15
third data includied’iA ¥Fe PFGLESS tRyEt datd irthe fistdaa ad Suttkelitigtheé second data, the third
data compyising the same data structure as that of the data structure of the first data, and fourth data

. mporises. . .
succeeding the first data and comprising the same data structure as that

storage means for storing first data comprising a data
structure including identification information which
identifies process target data, length information
indicating data length of the process target data, and the
10 process target data, second data included in the process
target data in the first data and comprising the same data
structure as that of the data structure of the first data,
third data included in the process target data in the first
data and succeeding the second data, the third data
15  comprising the same data structure as that of the data
structure of the first data, and fourth data succeeding the
first data and comprising the same data structure as that
of the data structure of the first data;
communication means for communicating with a medium
20 processing device; and
data processing means for accessing the process target
data included in the second data on the basis of a first
command received via the communication means, the first
command specifying the identification information included
25 in the second data and ordering processing of the process
target data included in the second data, and subsequently

the process target data included in the fourth data on the




20 of the data structure of the first data; communication means for communicating with g figdipm
processing device; and data processing means for accessing the process target data included in the
first data on the basis of a first 25 command received via the communication means, the first
command specifying the identification information included in the first data and ordering processing of
the process MCSLLP target data included in the first gdata, subsequently accessing the process target
data included in the second data on the basis of a second command received via the communication

means, the second command inclugingoa firsrtg srueccgegglg syeciflc,ation and ordgrjn_ Brocessing of
i3

the process t r@%f“ data; andsu grelquent)irﬂlmt%e procfe:s.sl target data included in the tﬁi“r data on the

basis of a third command seceived, froprthe-comawnicationmeans, the thirgd-eermmang including the
first succeeding specification and 10 ordering processing of the process target data, the data

processing meaes;idfterthe process of thie thirdycomerases intibiting ahcaceess ¢6 the protess target
data included in the fourth data based on a fourth command received via the communication means,

the fourth corffand 15 iAERIAIY a $6Cond steéeedird §pedifiCatnCaiid Srdeting Brotédsing of the

Process t@rgeégr%}r?ar%‘fj atfheétlgl%ta processing means accesses the process

target data included in the third data on the basis of a
third command received via the communication means, the
third command including a second succeeding specification
and ordering processing of the process target data, and

10 accesses the process target data included in the fourth
data on the basis of a fourth command received via the
communication means, the fourth command including a
succeeding specification and ordering processing of the
process target data, and

15 the first succeeding specification includes an
external specification.

2. The information storage medium according to
claim 1, characterized in that after the process of the
third command, the data processing means accesses the

20 process target data included in the first data on the basis
of a fifth command received via the communication means,
the fifth command including a preceding specification and
ordering processing of the process target data.

3. The information storage medium according to

25 claim 1, characterized in that after the process of the
third command, the data processing means accesses the

process target data included in the first data on the basis




process of the second command, inhibiting an access to the process target data included in the first
data based on a fifth command received via the communication means, the 20 fifth comm%@%%?ﬁding
a preceding specification and ordering processing of the process target data, the second
succeeding specification includes an external specification, and the preceding specification
includes the external 25specification. 39

of a fifth command received via the communication means,
the fifth command including a preceding specification and
ordering processing of the process target data.
4. An information storage medium comprising a card
5 main body in which a module is embedded, the information
storage medium being characterized in that the module
comprises:
storage means for storing first data comprising a data
structure including identification information which
10 identifies process target data, length information
indicating data length of the process target data, and the
process target data, second data included in the process
target data in the first data and comprising the same data
structure as that of the data structure of the first data,
15 third data included in the process target data in the first
data and succeeding the second data, the third data
comprising the same data structure as that of the data
structure of the first data, and fourth data succeeding the
first data and comprising the same data structure as that
20 of the data structure of the first data;
communication means for communicating with a medium
processing device; and
data processing means for accessing the process target
data included in the first data on the basis of a first
25 command received via the communication means, the first
command specifying the identification information included

in the first data and ordering processing of the process
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target data included in the first data, subsequently
accessing the process target data included in the second
data on the basis of a second command recelved via the
communication means, the second command including a first
succeeding specification and ordering processing of the
process target data, and subsequently the process target
data included in the third data on the basis of a third
command received from the communication means, the third
command including the first succeeding specification and
ordering processing of the process target data,

the data processing means, after the process of the
third command, inhibiting an access to the process target
data included in the fourth data based on a fourth command
received via the communication means, the fourth command
including a second succeeding specification and ordering
processing of the process target data, and after the
process of the second command, inhibiting an access to the
process target data included in the first data based on a
fifth command received via the communication means, the
fifth command including a preceding specification and
ordering processing of the process target data,

the second succeeding specification includes an
external specification, and

the preceding specification includes the external

specification.




