1 Method for generating an identifier Description The invention relates to a method for generating an
identifier, a method for blocking a cryptographic device, a computer program product, a blocking
system, and a computer system. The use of various online services, for example for online shopping
or for e-government applications, is known per se from the prior art. Typically, a user must identify
himself to the computer system which provides the online service via the Internet, for example, using
an authentication token. The authentication token may be a chip card or a USB stick, for example. If
the authentication token is lost, the user must notify the computer system in question in order to block
unauthorized use of the authenticayiettiotciobydheeapiarg em Adeytifier is known from US
2004/0123098 Al which allows a third party to verify the existence of an association between a first
party and a second party. The first party has a first and a second cryptographic key, and the second
party has a third and a fourth cryptographic keyD&scaltdiarthe association to be verified, the second
party generates a number which, together with a second, third, and fourth cryptographic key, defines a
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are carried\QutMsing a transaction identification means. At least one RFID tag which is read-only and a
further security feature of the transaction identification means (for example, a number, an expiration

date of the identification means, a hologram, a magnetic strip, etc.) are evaluated. In this regard, the
object of thrdNMRNEPYRIAPEAKE SLRRBOKIPIShPRIRG BRlide shopping or for e-government

applications, is known per se from the prior art. Typically, a user must identify himself to
the computer system which provides the online service via the Internet, for example,
using an authentication token. The authentication token may be a chip card or a USB
stick, for example. If the authentication token is lost, the user must notify the computer
system in guestion in order to block unauthorized use of the authentication token by
third parties.

A system is known from US 2004/0123098 A1 which allows a third party to verify the
existence of an association between a first party and a second party. The first party has
a first and a second cryptographic key, and the second party has a third and a fourth
cryptographic key. To aliow the association to be verified, the second party generates a
number which, together with a second, third, and fourth cryptographic key, defines a
first, a second, and a third cryptographic parameter. By using these parameters and a
second and third cryptographic key, the third party is able to verify an association
between the first and second parties.

DE 10342710 A1 describes a device and a method for protecting electronic transactions
which are carried out using a transaction identification means. At least one RFID tag
which is read-only and a further security feature of the transaction identification means
(for example, a number, an expiration date of the identification means, a hologram, a
magnetic strip, etc.) are evaluated.

in this regard, the object of the invention is to provide a method for generating an



identifier, a method for blocking a cryptographic device, a computer program product, a blocking
system, and a computer system. The objects of the invention are achieved in each case by the
features of the independent claims. Embodiments of the invention are stated in the dependent claims.
According to embodiments of the invention, a method is provided for generating an identifier for a pair,
wherein the pair comprises a cryptographic device and a computer system, wherein the cryptographic
device has a first secret key, wherein a second secrgt key is associated with the computer system,
wherein a blocking system for accessing the second secret key of the computer system is provided,
wherein the blocking system has a third secret key, and wherein the following steps are carried out for
generating the identifier: Generating a second public key from the second secret key and a third public
key assoddentifiertrathethod Rediidikiyoby ongplog ETthie deckiagasystapyteapsrgiimgpitasetceand
public ke FL er e ing the identifier from the first secret key and the
second p)&é%%ﬁ( ﬁ(é?jgg%?ng ‘tﬁz}/c(j:sr%/gt??)g é%ﬁf:gg%%‘ﬁ Embodiments of the invention allow a "two-way
computation” of the identifier. The identifier may be computed in two different ways: within the scope of
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system, and, within the scope of the blocking, by a blocking system and the computer system.

Accordindnéenepdenielatanss diabiadisneots olithm invertiepats glateddndtip dapRNARCRMS|ist of the
blocked objects, which is specific to the particular computer system. This list is continuously updated
with newly blocked objects. 3 an object: 1) computing the identifier, 2) searching the list for blocked
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system, transmitting the second public key to the computer system, and generating the
identifier from the first secret key and the second public key, using the cryptographic
device.

Embodiments of the invention allow a "two-way computation" of the identifier. The
identifier may be computed in two different ways: within the scope of the use, by
communication between the object, i.e., the cryptographic device, and the computer
system, and, within the scope of the blocking, by a blocking system and the computer

system.
According to embodiments of the invention, within the scope of the use a query is made
for a list of the blocked objects, which is specific to the particular computer system. This

iist is continuously updated with newly blocked objects.

According to embodiments of the invention, the following procedure is followed for using



The cryptographic device preferably has a protected memory area in which the first secret key is
stored. A first asymmetrical cryptographic key pair is formed by the first secret key and the first public
key, whereby the first public key may likewise be stored in the cryptographic device and/or in a publicly
accessible directory, for example in the database of a so-called directory server. In particular,
identification data may be associated with the first public key, the identification data together with the
public key being stored in the database, so that withithe aid of the identification data the first public key
may be read from the database by a third party, in particular the blocking system. The identification
data may also be contained in a certificate, which may be associated with the first asymmetrical 4
cryptographic key pair. The identification data used as a database access key to the first public key
may, for axactietbé)tbempotimartticl ateolifirth2)rsbarehingilthd dists ooftiioeksat rigoointieats, 3)
cryptographic device. Ip.the present Xt,.a C rtié’ "is u 0 mean a digital certificate,
also refeff8 E}%ngsug%{féhg ééf/eggéﬁfﬁ:%qg %Eléa%?fi |c§a I@%nvd%éspés*tﬁréﬁ%r%(? data which are used to
associate a public key of an asymmetrical cryptosystem with an identity, such as that of a person, an

organiza%% UrLIOPAE BEIRD: Fﬂé?xé‘g‘piedgé’ﬁrﬁé%ﬁ;%'ﬁ' ABREEHAcRGIRRY GosRRRANG IO the

X.509 sta er standard.” According to embodiments of the invention, the
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example, a user computer system, in particular a customary personal computer (PC), having a
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system, which is provided via a network interface for establishing a communication connection, in

particular’ﬁ%%‘-’@alled session, with the computer system. A mobile wireless device, in particular a
mobile phone, may be used instead of a user computer system as a cryptographic device. In this case,

the so-called Sybscriber Identity Module, (SIM), which may, be desjaned ding to the GSM, UMTS,
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cryptograpéitaevientififotiendorlimentyyicshisipregigtattnedocuments, company identification
cards, health insurance cards, or other identification documents, as well as chip cards,
payment means, in particular bank cards and credit cards, consignment notes, or other

credentials, into which a data memory and a processor are integrated.

The cryptographic device preferably has a protected memory area in which the first
secret key is stored. A first asymmetrical cryptographic key pair is formed by the first
secret key and the first public key, whereby the first public key may likewise be stored in
the cryptographic device and/or in a publicly accessible directory, for example in the

database of a so-called directory server.

In particular, identification data may be associated with the first public key, the
identification data together with the public key being stored in the database, so that with
the aid of the identification data the first public key may be read from the database by a
third party, in particular the biocking system. The identification data may also be

contained in a certificate, which may be associated with the first asymmetrical



cryptographic device then generates the identifier from the second public key and the 5 first secret
key, the identifier then being transmitted from the cryptographic device to the computer system. By
means of the identifier, only the pair formed by the cryptographic device and the computer system, not
the cryptographic device itself, is uniquely identified. This has the advantage in particular that the
cryptographic device or its carrier may remain anonymous to the computer system. According to one
embodiment of the invention, the blocking system has a first subsystem and at least one second
subsystem. Only the first subsystem has access to the third secret key, and only the second
subsystem has access to the second secret key. However, both the third secret key and the second
secret key are necessary for blocking the identifier, so that the blocking may be performed only with
the aid ofdrgpidbeafitat sy emiontrey kystiéoatioputiaiet by eitaer afdhtababsystesssateyetdttisethus
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each postéiitd cpaieobiibecoypriogaapticdsiite and one of these computer systems being uniquely
identified by one identifier. Numerous other cryptographic devices of different users may be present,
for which identifiers for all such pairs are likewise defined in a similar manner. If one of the
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command contains the identification data, so that the first subsystem is able to access the database in
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blocking sgstem by voice communication, or b}{ electronic communication such as a e-mail, which
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an Internet site of the blocking system.

According to embodiments of the invention, the communication between the computer
system and the cryptographic device, in particular for using an online service provided
by the computer system, takes place via a public network, whereby, for example, a user
computer system, in particular a customary personal computer (PC), having a network
interface and a reader may be used for this purpose. By means of the reader, such as a
chip card reader or an RFID reader, for example, the cryptographic device is linked to
the user computer system, which is provided via a network interface for establishing a

communication connection, in particular a so-called session, with the computer system.

A mobile wireless device, in particular a mobile phone, may be used instead of a user
computer system as a cryptographic device. in this case, the so-called Subscriber
Identity Module (SIM), which may be designed according to the GSM, UMTS, or some
other telecommunication standard, may be used. However, the mobile wireless device
may also have an interface for a near field communication, in particular according to a

Near Field Communication (NFC) standard, in order to access the cryptographic device.

According to one embodiment of the invention, the computer system transmits the
second public key to the cryptographic device before an online service is provided. The

cryptographic device then generates the identifier from the second public key and the



The blocking system then generates all of the identifiers for all pairs which may be formed from the
blocking device and the computer systems, and transmits these identifiers to the computer systems in
guestion, so that in each case the identifiers are locally stored at those locations in blocking lists. If a
subsequent attempt is made to use the cryptographic device for one of these computer systems, the
computer system in question determines that the identifier received from the cryptographic device is
identical to an identifier which appears on the blockifig list, and as a result the computer system
refuses provision of the desired online service. This has the particular advantage that blocking of the
cryptographic device is made possible by a single blocking command for all of the computer systems
in question. Thus, the user does not have to contact every one of the computer systems in order to
initiate thditdbskingttheyethErtzntifiee tie o fbia gnivensioit tad fpamitwachy pltbgrapdhie davias toldiking
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platform, #or example eBay, and for providing identification to an online store, for example Amazon. An
identifier iSAGRTPDERBURGIHRIANAPNRREFSOKEP COMBYRTHREIMN document, for example a customer
loyalty card, in combination with the second public key which is associated with eBay, the identifier 7
being unique to the customer loyalty card-eBa%/ combination. The em rovider ther}h%as an_jdentifier
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product for executi gan embodiment of a method according to the invention for generating an
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device. these computer systems being uniquely identified by one identifier. Numerous other
cryptographic devices of different users may be present, for which identifiers for all such

pairs are likewise defined in a similar manner.

If one of the cryptographic devices is lost, it must be blocked for further use on all of the
computer systems. For this purpose, a blocking command is directed to the first
subsystem of the blocking system. The blocking command contains the identification
data, so that the first subsystem is able to access the database in order to read the first
public key of the cryptographic device to be blocked. Alternatively, the blocking
command already contains the first public key, so that such access to the database is

unnecessary.

The blocking command may be initiated, for example, by a call from the user to the



In another aspect, the invention relates to a blocking system for blocking the use of a cryptographic
device with regard to a set of computer systems, wherein the cryptographic device has a first secret
key, wherein one second secret key is associated with each of the computer systems, having: means
for generating a second public key for each of the second secret keys from the second secret key in
guestion and a third public key, wherein the third public key is included in a third secret key to 8 which
the blocking system has access, wherein an identifigy is determinable by each of the second public
keys and the first secret key of the cryptographic device, and identifies the pair comprising the
cryptographic device and the computer system which is associated with the second public key in
guestion, means for receiving a blocking command, means for generating the identifier for each of the
pairs fronblbekiiigt ppsibienkby oblbe corptognagitionteyicey teizsronrdcanrmlkeasioangudie Hairdysecret

key, and means for transmitting the identifiers 1o the computer systems in questign for storage in the
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to a user computer system which is linked to the cryptographic device, means for receiving the
identifier for the pair formed from the cryptographic device and the computer system, and means for
comparing fieehitsiiifie ravsteniothéngdrneraiese ailidd rititeidestifireditroall tpaitdovikiing syseerhalue to
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system and/or of the computer system may be formed by one or more microprocessors which are
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reference to the drawings, which show the following: Figure 1 shows a block diagram of a first
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invention,(iestion determines that the identifier received from the cryptographic device is
identical to an identifier which appears on the blocking list, and as a result the computer
system refuses provision of the desired oniine service.

This has the particular advantage that blocking of the cryptographic device is made
possible by a single blocking command for all of the computer systems in question.
Thus, the user does not have to contact every one of the computer systems in order to
initiate the blocking there.

Embodiments of the invention are particularly advantageous for biocking cryptographic
devices, for example identification documents, in particular those having no unigue
identifier, in a divided manner. One example scenaric is an identification document
which may be used for various compuier systems of different providers of oniine
services or online products.

For example, the same identfification document may be used for providing
authentication to an Internet auction platform, for example eBay, and for providing
identification to an oniine store, for example Amazon. An identifier is computed from the
first secret key of the identification document, for example a customer loyalty card, in
combination with the second public key which is associated with eBay, the identifier



according to the invention, and computer systems according to the invention, Figure 3 shows one
embodiment of a method according to the invention for generating an identifier, Figure 4 shows one
embodiment of a method according to the invention for using the identifier, and Figure 5 shows one
embodiment of a method according to the invention for blocking a cryptographic device.
Corresponding elements of the various embodiments are denoted by the same reference numerals
below. Figure 1 shows a data processing system comprising multiple server computer systems 1, 2, ...
. Each of the server computer systems 1, 2, ... may be designed for providing an online service, for
example as an online store, online auction platform, or e-government platform. An individual
asymmetrical cryptographic key pair, which in each case is composed of a secret key and a public key,
is associajeihgviinigaentofthie cesuaheoropalisr cyriesiay, é’ombin‘ht@mptﬁgeaaBmdpm&iéOﬁhiSz}

designed for use |th t e server computer s ste sl1.2 cry phic deV|
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card, an Rﬁcﬁ?rtagaourfwneIMmmtmﬂentdmtpnaﬂdcument. The cryptographic deV|ce 100 has a

protected memory area in which a first secret key 102 is stored. The first secret key 102 includes a first

public key 104. A first asymmetrical cryptographic key pair is formed by the first secret key 102 and the
first The same applies for Amazon, wherein the identifier computed for the customer loyalty

card-Amazon pair is different from the identifier for the customer loyalty card-eBay pair.
This prevents different providers, for example eBay and Amazon, from combining their
data records regarding customer behavior, since they are not able to determine from the

identifiers whether they are communicating with the same or different persons.

in another aspect, the invention relates to a method for blocking a cryptographic device,
wherein an identifier corresponding to a method according to one of the preceding
claims is associated with the pair comprising the cryptographic device and a computer
system, by means of which the pair is identifiable, having the following steps:
Computation of the identifier by the blocking device, based on the first public key, the
second secret key, and the third secret key, transmission of the identifier to the

computer system, and storage of the identifier in a blocking list of the computer system.

In another aspect, the invention relates to a computer program product for executing an
embodiment of a method according to the invention for generating an identifier, and/or
an embodiment of a method according to the invention for biocking a cryptographic
device.

in another aspect, the invention relates to a biocking system for blocking the use of a
cryptographic device with regard to a set of computer systems, wherein the
cryptographic device has a first secret key, wherein one second secret key is
associated with each of the computer systems, having: means for generating a second
public key for each of the second secret keys from the second secret key in question
and a third public key, wherein the third public key is included in a third secret key to



10 public key 104, by means of which the identity of the cryptographic device 100 is determined. This
key pair is unique for an object, i.e., the cryptographic device 100, but preferably is never used directly,
and instead is used only as an input for computing the identifier. The two systems, i.e., the
cryptographic device 100 and the server computer system in question on the one hand, and the
blocking system 120 and server computer system in question on the other hand, are able to compute
the identifier, which is unique for the object and servgr computer system combination. The server
computer system in question is able to store this identifier and optionally associate it with further
information (for example, the name and bank account number of the carrier of the cryptographic
device 100) with the aid of a database, and to recognize the object upon subsequent use. The first
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be linked to"a user co s em 112 For example, the usef computer system 112 contains a
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in another aspect, the invention relates to a computer system having means for
receiving a second public key from the biocking system, means for transmitting the
second public key to a user computer system which is linked to the cryptographic
device, means for receiving the identifier for the pair formed from the cryptographic
device and the computer system, and means for comparing the identifier to a blocking
list, wherein identifiers received from the blocking system due to the blocking command
are stored in the blocking list.

The various functional means of the blocking system and/or of the computer system
may be formed by one or more microprocessors which are designed to execute
program instructions stored in a program memory in order io provide the particular

functionality.

Embodiments of the invention are explained in greater detail betow with reference to the

drawings, which show the following:

Figure 1 shows a block diagram of a first embodiment of a blocking system according

to the invention, and computer systems according to the invention,

Figure 2 shows a block diagram of a second embodiment of a blocking system



11 computer system 112 may be designed as a chip card reader or an RFID reader, for example,
depending on the type of communication interface the cryptographic device 100 has. However, the
cryptographic device 100 may also form an integral component of the user computer system 112; in
particular, the cryptographic device 100 may be designed as a so-called security module. The user
computer system 112 may also be designed as a mobile wireless device, for example a mobile phone.
In this case the cryptographic device 100 may be a &IM card. The cryptographic device 100 is linkable
to the server computer systems 1, 2, ... via the user computer system 112 and the network 114. The
network 114 may be a private network, or a public network such as the Internet. The server computer
system 1 has a memory in which a second public key 116.1 is stored. A second secret key 118.1 is
associated with the gessrachpublitienvehlich aine condhasyMipsisivnl atyptdgiard ib&eyveaiios formed
by the second public key 116.1 and the second secret key 118.1, by means of which the server
computer system 1 is identified. The second secret key 118.1 is stored in a blocking system 120. The
blocking Sygteen3l 26 mas lmegrtdodiment tyf ameaihotoae doteliigkedive mpetdiosyistegesidratiddition,
the blocking systema%zl%erﬂﬁﬁépclude a call center, for example, so that a user may call that location to
initiate blocking. The server cormputer system 1 also contains at least one processor 122.1 for
executing program instructions 124.1. The program instructions 124.1 contain a program module for
prOV'd'”gﬁgLﬂe'!ﬁ‘e §ﬁ6‘ﬂ%eoﬁ8%ﬁ1ﬁ6%%?éﬁt PYYIEIRLENEAKING MRINRE HIIHIRSISHTIRIRG Re
present. 12 computer system 1. The second public key 116.2 includes a second secret key (not
illustrated in Figure HERtiEh; 8slsame as the second secret key 118.1, is stored in the blocking
system 120. Similarly as for the server computer system 1, the server computer system 2 also
contains at least one processor 122.2 and program instructions 124.2. Overall, a number |, which in
principle Figi1§ave &APWESRSISTARR A §éﬂ?€?%%rﬂﬁﬁ?é¢‘§9ﬁ%ﬁ'i§’i‘WSQ{BE'JBHFME@%athe
network 114, each ¢rifRcrrBEice@ABESr systems i storing an individual second public key 116.i
which includes a second secret key 118.i that is stored in the blocking system 120.

Corresponding elements of the various embodiments are denoted by the same

reference numerais below.

Figure 1 shows a data processing system comprising multiple server computer systems
1, 2, ... . Each of the server computer systems 1, 2, ... may be designed for providing
an online service, for example as an oniine store, online auction platform, or
e-government platform. An individual asymmetrical cryptographic key pair, which in
each case is composed of a secret key and a public key, is associated with each of the

server computer systems 1, 2, ...

A cryptographic device 100 is designed for use with the server computer systems
1,2, ... . The cryptographic device 100 may be designed as an identification object, in
particuiar as an identification document, for example a chip card, an RFID tag, or an

electronic identification document.

The cryptographic device 100 has a protecied memory area in which a first secret key
102 is stored. The first secret key 102 inciudes a first public key 104. A first
asymmetrical cryptographic key pair is formed by the first secret key 102 and the first



A third secret key 126 is also stored in the blocking system 120. The blocking system 120 has access
to a third public key 128; a third asymmetrical cryptographic key pair which is associated with the
blocking system 120 is formed by the third secret key 126 and the third public key 128. The blocking
system 120 also has at least one processor 130 for executing program instructions 132. The blocking
system 120 is able to carry out cryptographic operations by use of the program instructions 132. In
particular, with the aid of the program instructions 132 the blocking system 120 is able to generate the
second public key 116.1 from the second secret key 118.1, using the third public key 128, The
situation is the same for the additional second public key 116.i, which the blocking system 120 is
likewise able to compute from the respective secret key 118.i and the third public key 128 by executing
the prograingnstréstians 189. raamookingisyster ikihisjinkalihe tetigaatainsedéVzan DD the
server co guter.s tems i via the network 114. 13 The following procedure, for example, is followed
for defininrcg 5?1”?&'5% fier for a pair comprising, for example, the cryptographic device 100 and the
server computer system i = 1: The blocking system 120 generates the second public key 116.1 from
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second pu re er computer system i in order to define an identifier in

each casefssiirncepdivg rihhandyred1the/ SleceinachipiaBt $9Siand sriver Termpeianh Difipe dervice
which is pp\ddeshbyrOfie YtHat PERET eMBBIEaHSY d e KRRisRMRHRMSKSIRIRId doramds an

appropriate request to this server computer system i. The server computer system i responds to such

a request BHIREh ARI0BREVES AT c Rfe 6COMRIBALMra T&ifitREIME tHO BRI B R lice 100

via the nefyyadtidd 4saBldhe HeRE SRR IERGFRISHN dte il IPRedtnadnewiAdiRdnFifuaiansd 10,
the cryptoaraphic device 100 then corr;gutes the identifier for the cr pto%_ra i

hic device 100/server
computer QOUEXATIRE: i TADE, EPOchADK RS Y LAURSL QLIRg (SaRlIEnal PesaVRRgTaRRer is

then transgeitied fron) Wittctiiptegdaphic dinaisgsd0anid foeeatipular sesvebjeommuiarsyistequivia the
user computer system 112 and the network 114, thus identifying the association of the cryptographic
device 108t its carrier to the server computer system i.

The first public key 104 may be stored in a memory of the cryptographic device 100
and/or in a database 106. The database 106 may be designed as a so-calied directory
server. The identification data associated with the cryptographic device 100 may be
used as an access key for the database 106. These identification data may be, for
example, the name and date of birth, e-mail address, or the like of a carrier of the
cryptographic device 100. In addition, a ceriificate associated with the first key pair may
be stored in the database 106.

The cryptographic device 100 also has a processor 108 for executing program
instructions 110. The processor 108 is designed for accessing the first secret key 102 in

order to carry out a cryptographic operation by executing the program instructions 110.

The object 100 may be linked to a user computer system 112. For example, the user
computer system 112 contains a reader, with the aid of which the user computer system

112 is able to communicate with the cryptographic device 100. The reader of the user



The server computer system i is then able to store preferably secure data, for example, on the user
computer system 112 in which this identifier is indicated. The cryptographic device 100 is identified via
the identifier, i.e., uniquely with respect to the server 14 computer system i, i.e., is uniquely
distinguishable from other cryptographic devices which in principle have the identical design, and
which may likewise be used for the data processing system, thus allowing the anonymity of the carrier
of the cryptographic device 100 to be protected withgut having to disclose personal data or other data
from the cryptographic device 100 to the server computer system i. For example, the data contained in
the identifier are stored on the user computer system 112 during a first session with the server
computer system i. The same identifier is generated in a subsequent session between the same

cryptographislRxice s ARG SN SABE SRGHEQHBUCERY IR 88dBAbINSSRIVES FaRYatabAYStem
i is able to associate the second session with the first session via the data indicated by the same

identifier. S¥ABRIR/ASHRISINS RAVie100 % WSV BUEsRESR ISHREedhe S OgraPRis LRV
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cryptographic device 100 must be bloc with respect to the server computer systems i in order to
orovont nRELE 485 (TR SR e biap B TP o MR RS SEATHIG SBT DO B B eques:
to the blodgsigsystesnalstBodddtiseaivigrinddidighe blocking request containing identification data
which allow the blocking system access to the first public key 104 by accessing the database 106 via

the network 114. Alternatively, the blocking request which is sent to the blocking system 120 by the
user compineusgstenmblealsyathne dritdinmih adivsip desidied 1431 aAncbileswita dsedslvickintpr

request, t i g ﬁ%@ c t f t&] ﬁH g L from the ' d the
third secrgt?( éeﬁ !ng% ea%rgrrfﬁ%i%r' %{3 ﬁ%%cgr%tg%:ap |cB gﬁglggyég\;eqéctgnm %&ﬁ%ﬁ%naqi%pair IS
then computed from the fourth public key and the second secret key 118.1 by executing the program

instruction L33, diag et asamelGinenisandnd us eribRiing deiot: 214 Qihggerver

computer system i, where this identifier is then stored in a blocking list. When a subsequent

attempt isUSRIIEATRIIELAYSHRRE SEARRINeRiAetarthEl denlBecBripatkr t1AtamY, kRifgRHAate

cryptograpBigeavies 4 BRniREAWEK GAIBR W kY Higsrgdnce again receives the identifier, which has
been computed by the blocked cryptographic device 100, from the user computer system 112. The

server computer system i compares the identifier received from the user computer system 112 to the
identifierswiergdethedatpeitistodisiiem 1 has a memory in which a second public key 116.1 is

stored. A second secret key 118.1 is associated with the second public key 116.1; a
second asymmetrical cryptographic key pair is formed by the second public key 116.1
and the second secret key 118.1, by means of which the server computer system 1 is
identified. The second secret key 118.1 is stored in a blocking system 120. The blocking
system 120 may be implemented by one or more interlinked computer systems; in
addition, the blocking system 120 may include a call center, for example, so that a user
may call that location to initiate blocking.

The server computer system 1 also contains at least one processor 122.1 for executing
program instructions 124.1. The program instructions 124.1 contain a program moduie
for providing an online service, and a program module for checking whether a blocking
criterion is present.

The situation is the same for the server computer system 2, which stores a second
public key 116.2 which is different from the second public key 116.1 of the server



Because the cryptographic device 100 has been previously blocked, the identifier computed by the
cryptographic device 100 is present in this blocking list, so that the server computer system i
recognizes the cryptographic device 100 as blocked. The server computer system i then delivers an
error message to the user computer system 112 and refuses provision of the desired online service.
Due to the receipt of the blocking request from the user computer system 112, the blocking system
120 preferably computes the identifiers of all possibje pairs of the cryptographic device 100 and the
server computer systems i, and transmits same to the particular server computer systems i, each of
which stores the identifier in question in its local blocking list. Thus, the cryptographic device 100 may
be blocked from all of the server computer systems i based on a single blocking request. Depending

on the enpsiients{ResHRtR Prasessivhaypidicokéjome D makr ssedLyonPlusalisy REyseis: each

of which has a cryptographic device which corresponds to the cryptoﬁ?ra hic device 100 shown as an

example HHUSERIEPINFHE 2 SREURDa RS SBME AR SRAMTHRTE #éih Figure's SIRBHINENS the
blocking syst&indl 28/iadermed bysmiiatigubsystenth3sandkat deashore sseaat subayeteserd6. The

third secret key 126 is stored.jn the first subsystem 134; subsystem 134 incﬁ g at least one
processoP AT o g protiEim ARIETor 1525000k BIRSPRERY, (K6 26 LEboRPSLATb key
118.1 is steskrddiicsisbt34i2m 136; in addition, further second secret keys of at least one subset of the
server computer systems 1, 2, may be stored in subsystem 136. Subsystems 134 and 136 are loosely
linked to one another, for example via the network 114. For generating the second public key, for
example tAeegationdpubliekeéyvwhiell, isupdysiela 18y Usteatrnthideprasticviéye1 28 stishbssstem 134,

in that the.{hgg puplicienis AR IO AR SRS RSO PRI A8 P Ashalk 14

On the other r processing a blocking request, the fourth public key is computed by subsystem

134 by ex@usiefy thét@mQramimMMr@qm BHBNE an difiiewiichLpsisiemal secaRd e BRetvork
114, for exg. pﬁngngtr%%,iggq}qf{ﬁéf@{)gp(%@rg%q&@ﬁ@'@_device 100/server computer system 1 pair

is computed from the fourth public key and the second secret key 118.1, using the program
instructions 132". This identifier is then transmitted by subsystem 136 to the server computer system 1

in question Wrdhedapdvrey hbb ROdRRY HiereanveiROBIBEIehS XSS iableHe Blecriysigaaiier in
its blocking list. It is particularly advantageous that access to both the second secret key 118.1 and

the third sEEYeR&R\PESRSR 1R QuiriErBBIscERY 198 oA PG AsHTRgakicaY By PLediRRit R iR Palr
subsysterwHid# @& d8éoaigre iniablhéoankiny bssimbiotkingidirieth by possiile semrglemenna “four

eyes PGl 2 AN QUL Aocking

The blocking system 120 also has at least one processor 130 for executing program
instructions 132. The blocking system 120 is able to carry out cryptographic operations
by use of the program instructions 132. In particuiar, with the aid of the program
instructions 132 the blocking system 120 is able to generate the second public key
116.1 from the second secret key 118.1, using the third public key 128.

The situation is the same for the additional second public key 116.i, which the blocking
system 120 is likewise able to compufe from the respective secret key 118.i and the
third public key 128 by executing the program instructions 132.

The blocking system 120 is linkable to the database 106 and to the server computer

systems i via the network 114,



Figure 3 shows one embodiment of a corresponding method according to the invention, in which the
preparation, i.e., the definition, of the identifiers for the server computer system i pairs is shown 17
PKobject. The second public key 116.1 is denoted below as PKdown(i), and the second secret key
118.i, as SKdown(i). The third public key 128 is denoted below as PKblocking, and the third secret
key 126, as SKblocking. The key PKobject is stored in the publicly accessible database 106, for
example (step A), and the keys PKblocking and SKbiocking are stored in subsystem 134, for example
(step B). The blocking system 120 is formed here by a single subsystem 134 and a set of J
subsystems 136.j, where 1 j J. In Figure 3, subsystem 134 is denoted by "top," and subsystems 136.},
by "middle(j)." The server computer systems i are denoted by "down(i)" in Figure 3. In the embodiment
gggsi%eraméa@;dwmgepq]mg domputenpistembliowadivided definigsetsideatifienf five syiasystems

J being associated with su subset of seryer comput stems. i, and hayin secret
oy SKANTPLF bR LEHREIIE UBSHR P ARG Tt Q) e el v R Soet -
systems i kedeives a second public key PKdownw from the appropriate subsystem 136.j, in that
PKdown (i) is computed from subsystem 136.j as follows (step C): PKbown(i) SKdown(i) ' PKblocking
The symbol "." preferably represents the operation of a cryptographically secure group. This may
involl\I/e thEhe blbpkosgispstéintéd gemeraies shersesanthingblio keyeldEalliront islisationdoteciint on
ane iptic% 48 FL 3 i jans j . "i(%ygag@gi IS
considere fougeggo%%ﬁ;ia %we%iﬁlp(grp gﬁ!ﬁ:ﬁvﬂ;‘%ﬁfﬁ@‘ véﬁ{e?ée%sﬁr@%}rgéﬁ (?[?erig{%ﬁ (i.e., the(?sﬁ(l)e;ution of
the Diffie Medmern bt theiseniesisoreautehe itreuIl tondaiie locally stores this second public

key 116.1. The identifier for the cryptographic device 100/server computer system 1 pair
is already defined by the second public key 116.1 and the first secret key 102. Similarly,
the blocking system 120 generates the second public key 116.i for each additional
server computer system i in order to define an identifier in each case for the

cryptographic device 100/server computer system i pairs.

To use an online service which is provided by one of the server computer systems i, the
user computer system 112 sends an appropriate request to this server computer system
i, The server computer system i responds to such a request by means of its second
public key 116.i, which is transmitted to the cryptographic device 100 via the network
114 and the user computer system 112.

By executing the program instructions 110, the cryptographic device 100 then computes
the identifier for the cryptographic device 100/server computer system i pair from the
first secret key 102 and the second public key 116.1. This identifier is then transmitted
from the cryptographic device 100 to the particular server computer system i via the
user computer system 112 and the network 114, thus identifying the association of the

cryptographic device 100 or its carrier to the server computer system i.

The server computer system i is then able to store preferably secure data, for example,
on the user computer system 112 in which this identifier is indicated. The cryptographic

device 100 is identified via the identifier, i.e., uniquely with respect to the server



18 The key Prcown(t) computed in this manner is then stored in the particular server computer system
| (step D). After the preparation according to Figure 3, the use may be carried out according to Figure
4 as follows: When one of the server computer systems i receives a service request from the user
computer system 112 of the cryptographic device 100, the server computer system i sends its second
public key Picown(i) to the cryptographic device 100, as shown in Figure 4 (step 1). The cryptographic
device 100 then computes the identifier for the crypiggraphic device 100/server computer system i pair
from PKdoo) and the first secret key SKobject, this identifier being denoted below as | Idobiec(tL)i.e.,
id""(1)= SKobject PKdown(i) object This identifier Irencl) is then sent by the user computer system 112
to the server computer system i (step 2), so that the cryptographic device 100 is uniquely identified in
its associgdippivEh dyetesiveriempuigiigyelgnaistinguighatsbonathetiseq eeymedeagiiackiegdbe

cryptographic. device 100, Subsystem. 134 accesses the d tapéa e 106, from.which it re out the first
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public keyRK patg:fesing Kpbtect dAhosSHiowing kiveganenymity of the carrier of the cryptographic
device 100 to be protected without having to disclose personal data or other data from

the cryptographic device 100 to the server computer system i.

For exampie, the data contained in the identifier are stored on the user computer
system 112 during a first session with the server computer system i. The same identifier
is generated in a subseguent session between the same cryptographic device 100 and
the same server computer system i, so that the server computer system i is able to
associate the second session with the first session via the data indicated by the same
identifier.

If the cryptographic device 100 is lost or becomes unusable for some other reason, for
example because the first secret key 102 has been or could be divuiged, further use of
the cryptographic device 100 must be blocked with respect to the server computer
systems i in order to prevent misuse. For this purpose, for example the user computer
system 112 sends a blocking request to the blocking system 120 via the network 114,
the blocking request containing identification data which allow the blocking system
access fo the first public key 104 by accessing the database 106 via the network 114.
Alternatively, the blocking request which is sent to the blocking system 120 by the user
computer system 112 already contains this first public key 104.

As a resuit of the blocking request, the blocking system 120 computes a fourth public
key from the first public key 104 and the third secret key 126. The identifier for the
cryptographic device 100/server computer system i pair is then computed from the
fourth public key and the second secret key 118.i by executing the program instructions
132. The biocking system 120 then sends this identifier via the network 114 to the
server computer system i, where this identifier is then stored in a blocking list.



PKborier SKblocking ' PKobject Subsystem 134 transmits PKn to all of the second subsystems 136.]
(step 2). Each of the subsystems 136.j then generates the identifiers rthavienc(;) of the subsets of
server computer systems, in each case associated with subsystems 136.j, and transmits these 19
identifiers It in each case to the corresponding server computer systems i; i.e., the identifier Idet) is
transmitted by the appropriate subsystem 136. to the server computer system i, where it is stored in
the blocking list 138.i (step 3). The identifier Ir,,,werj s computed by subsystem 136. as follows: CV) =
sKdownro PKbo'b:, When an attempt at use is made according to Figure 4 after the cryptographic
device 100 is blocked, after Iderec(t) is received from the cryptographic device 100 or from the

When a subsequent attempt is made to use an online service provided by the server
computer system i, using the cryptographic device 100, the server computer system |
once again receives the identifier, which has been computed by the biocked
cryptographic device 100, from the user computer system 112. The server computer
system i compares the identifier received from the user computer system 112 to the
identifiers stored in the blocking list.

Because the cryptographic device 100 has been previously biocked, the identifier
computed by the cryptographic device 100 is present in this blocking list, so that the
server computer system i recognizes the cryptographic device 100 as blocked. The
server computer system i then delivers an error message to the user computer system
112 and refuses provision of the desired online service.

Due to the receipt of the blocking request from the user computer system 112, the
blocking system 120 preferably computes the identifiers of all possible pairs of the
cryptographic device 100 and the server computer systems i, and transmits same {o the
particular server computer systems i, each of which stores the identifier in question in its
local blocking list. Thus, the cryptographic device 100 may be blocked from all of the
server computer systems i based on a single blocking request.

Depending on the embodiment, the data processing system of Figure 1 may be used by
a plurality of users, each of which has a cryptographic device which corresponds to the
cryptographic device 100 shown as an example in Figure 1.

Figure 2 shows a refinement of the embodiment from Figure 1. In Figure 2, the biocking
system 120 is formed by a first subsystem 134 and at least one second subsystem 136.
The third secret key 126 is stored in the first subsystem 134; subsystem 134 includes at

least one processor 130 for executing program instructions 132". On the other hand, the



user computer system 112, the server computer system i compares the received Ire: to its blocking list
138.i (step 4). If this identifier lan= is contained in the blocking list 138.i, the server computer system i
performs blocking so that it is not possible for the cryptographic device 100 to use the online service
provided by the server computer system i. For example, the server computer system i signals the
refusal of the service request received from the cryptographic device 100 or from the user computer
system 112. On the other hand, if the received Irec,(E) is not contained in the blocking list 138.i, the
server computer system i is able to provide the service requested by the service request. The identifier
Ireel) computed by subsystem 136.j within the scope of the blocking is identical to the identifier
Idee70(,") computed by the cryptographic device 100, for the following reason: 20 rdrje: = SKobject
PKdown(gezkabiest @K dewnGpRKbletag Bkaltisgst&Kdmen( sithlonkingth@rsusoadgeates Idat

computed by supsysiem 136, fgring blociing, nemely cbicet = Skqioung) PRRAIZEL iored in

subsystem 136.

Subsystems 134 and 136 are ioosely linked to one another, for example via the network
114,

For generating the second public key, for example the second public key 116.1,
subsystem 136 uses the third public key 128 of subsystem 134, in that the third public
key is transmitted from subsystem 134 to subsystem 136 via the network 114. On the
other hand, for processing a blocking request, the fourth public key is computed by
subsystem 134 by executing the program instructions 132', and is transmitted to
subsystem 136 via the network 114, for example, where the identifier for the
cryptographic device 100/server computer system 1 pair is computed from the fourth
public key and the second secret key 118.1, using the program instructions 132". This
identifier is then transmitted by subsystem 136 to the server computer system 1 in
question via the network 114, so that the server computer system 1 is able to store this
identifier in its blocking list.

It is particufarly advantageous that access to both the second secret key 118.1 and the
third secret key 126 is required for blocking the cryptographic device 100, so that
neither subsystem 134 or 136 alone is able to carry out such blocking. It is thus possibie

to implement a "four eyes principle” for carrying out the blocking.
Figure 3 shows one embodiment of a corresponding method according to the invention,
in which the preparation, i.e., the definition, of the identifiers for the server computer

system i pairs is shown.

The first secret key 102 is denoted below as SKpeq, and the first public key 104, as



= SKdown(i) ' SKblocking PKobject SKdown(i) ' SKblocking SKobjecj G, where G may be the
so-called base point of an elliptical curve, i.e., the generator of the cryptographic group, and the "6"
operator may be a scalar multiplication. Instead of elliptical curve cryptography, other cryptographic
methods may be used, for example groups based on prime fields, in particular RSA. 21 List of

reference numerals 100Cryptographic device 102First secret key 104First public key 106Database
108Processor 17

PKonieot: The second public key 116.i is denoted below as PKgowngy, @and the second
secret key 118.i, as SKaown(). The third public key 128 is denoted below as PKyocking, and
the third secret key 126, as SKpiowing. The key PKoyject is stored in the publicly accessible
database 1086, for example (step A), and the keys PKyicking @and SKpiocking are stored in
subsystem 134, for example (step B).

The blocking system 120 is formed here by a single subsystem 134 and a set of J
subsystems 136.j, where 1 £ < J. In Figure 3, subsystem 134 is denoted by "top.” and
subsystems 136., by "middie(j)." The server computer systems i are denoted by
"down(i)" in Figure 3.

in the embodiment considered here, the set of server computer systems i is divided into
subsets, each of the subsystems 136.j being associated with such a subset of server

computer systems i, and having the second secret keys SKgown Of the subset in
question.

For initializing the system, each of the server computer systems i receives a second
public key PKgouwngy from the appropriate subsystem 136, in that PKyowng) is computed
from subsysiem 136.j as follows (step C):

PKaowniy = SKaowng) * PKbiocking

The symbol "" preferably represents the operation of a cryptographically secure group.
This may involve the muitiplication of integers moduio a prime number, or the scalar
multiplication of a point on an elliptical curve, i.e., adding the point PKpiecking @ total of
SKaown() times. The "-" operation is considered to be computable in an efficient manner,
whereas the inverse operation (i.e., the solution of the Diffie-Hellman problem) is
considered to be difficult to solve.



110Program instructions 112User computer system 114Network 116.1Second public key

116.2Second public key 118.1Second secret key 120Blocking system 122.1Processor 122.2Processor
124.1Program instructions
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The key PKaewng computed in this manner is then stored in the particular server
computer system i (step D).

After the preparation according to Figure 3, the use may be carried out according to
Figure 4 as foliows: When one of the server computer systems i receives a service
request from the user computer system 112 of the cryptographic device 100, the server
computer system i sends its second public key PKgewng to the cryptographic device 100,
as shown in Figure 4 (step 1). The cryptographic device 100 then computes the
identifier for the cryptographic device 100/server computer system i pair from PKgown

and the first secret key SKopjeat, this identifier being denoted below as 15, . i.e.,

obiect ¥

[t = SKopject * PRaowng)

object

This identifier 5. is then sent by the user computer system 112 to the server

computer system i (step 2), so that the cryptographic device 100 is uniquely identified in
its association with the server computer system i.

Figure 5 shows the seqguence for blocking the cryptographic device 100. Subsystem 134
accesses the database 106, from which it reads out the first public key PKopject Of the
cryptographic device 100 (step 1). Subsystem 134 then computes the fourth public key
PK®*™% from PKgpject @1d SKpiocking, 1-€-,

ahject

SloCiNG e
PKobjec:tng - SKoncking ' PKobj;ect

Subsystem 134 transmits PK™*™ to all of the second subsystems 136, (step 2). Each

cbject

of the subsystems 136.j then generates the identifiers {0 of the subsets of server

object

computer systems, in each case associated with subsystems 136.j, and transmits these



124.2Program instructions 126Third secret key 128Third public key 130Processor 130Processor
130"Processor 132Program instructions 132'Program instructions 132"Program instructions
134Subsystem
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identifiers |+ in each case to the corresponding server computer systems i; i.e., the

identifier I is transmitted by the appropriate subsystem 136.j to the server computer

system i, where it is stored in the blocking list 138.i (step 3).

The identifier 2% is computed by subsystem 136.] as follows:

ohject

Idown(i) - SKdown(i) . PKblocking

object object

When an attempt at use is made according to Figure 4 after the cryptographic device

100 is blocked, after 1°*"? is received from the cryptographic device 100 or from the

objact

user computer system 112, the server computer system i compares the received 150

object

to its blocking list 138.i (step 4). If this identifier 17° is contained in the blocking list

object
138.i, the server computer system i performs blocking so that it is not possible for the
cryptographic device 100 to use the online service provided by the server computer
system i. For example, the server computer system i signals the refusal of the service
request received from the cryptographic device 100 or from the user computer system

112. On the other hand, if the received I©"" is not contained in the blocking list 138.1,

abject

the server computer system i is able to provide the service requested by the service
reguest.

The identifier 19 computed by subsystem 136.] within the scope of the blocking is

object

identical to the identifier 1°"° computed by the cryptographic device 100, for the

chijgct

following reason:

The cryptographic device 100 computes [ within the scope of the use as follows:

object



136Subsystem 22 Claims 1.Method for generating an identifier for identifying a pair, wherein the pair
comprises a cryptographic device (100) and a computer system (1, 2,...,i,..1), wherein the
cryptographic device has a first secret key (102), wherein a second secret key (118.i) is associated
with the computer system, wherein a blocking system (120) for accessing the second secret key of the
computer system is provided, wherein the blocking system has a third secret key (126), and wherein
the following steps are carried out for generating thegdentifier: Generating a second public key (116.i)
from the second secret key and a third public key (128) associated with the third secret key by means
of the blocking system, Transmitting the second public key (116.i) to the computer system (i), and
Generating the identifier from the first secret key and the second public key, using the cryptographic

device. [l = SKobjeet - PKdown()

ohject
= SKobject * SKaowniis * PKobiocking
= SKobiect -SKdown() * SKpiocking - G

This is equal to [ computied by subsystem 136 j for the blocking, namely

ohject

!acmn(i‘; - SKdOWﬂ{i) . PKblockmg

objact object
= SKdown(i) ‘ SKblocking . PKob}ecz
= SKdown(i) ' SKbiockmg . SKobject - G,

where G may be the so-called base point of an elliiptical curve, i.e., the generator of the
cryptographic group, and the "" operator may be a scalar multiplication. Instead of
elliptical curve cryptography, other cryptographic methods may be used, for example

groups based on prime fieids, in particular RSA.



2. Method according to Claim 1, wherein the identifier is transmitted from the cryptographic device to
the computer system. 3. Method according to Claim 1 or 2, wherein the blocking system has first
subsystems (134) and second subsystems (136), wherein only the first subsystem has access to the
third secret key, and only the second subsystem has access to the second secret key, wherein the
second subsystem is provided for generating the second public key from the second secret key and
the third public key. 4. Method according to Claim 3; wherein the computer system is included in a set
of 23 computer systems, and wherein the blocking system has a plurality of the second subsystems
(136.)), wherein a subset of the computer systems is associated with each of the second subsystems,
wherein one second secret key is associated with each of the computer systems, wherein each of the
second subsystems is able to access theisesbridesentel kapsandiich are associated with the subset of
the computer systems of this second subsystem, wherein, for each pair which may be formed from the
cryptographic device and one of the computer systems, an identifier is defined by the first secret key
and the second public key of the co@tputer syst@wﬂﬁcgmﬁ@dévmmod according to one of the
preceding claims, wherein the first second gjﬁ % the blocking system are linked to one
another via a public network (114). 6. Method for blocking a c yptographlc device, wherein an identifier
corresponding to a method accorditi#fto one of Hieshpablidikgyclaims is associated with the pair
comprising the cryptographic dew%gnd a com%ﬁﬁgggtem (i), by means of which the pair is
identifiable, having the following steps: Computation of the identifier by the blocking system (120),
based on a first public key, the secH¥fl secret k&joaRestHe third secret key, wherein the first public key
is included in the first secret key ofsthg cryptographif 418 vicsirapgbirgether with same forms an
asymmetrical cryptographic key pair 2Transmlsslon of the identifier to the computer system, and

11 User computer system
114 Network
116.1 Second pubilic key
116.2 Second public key
118.1 Second secret key
120 Blocking system
122.1 Processor
122.2 Processor
124 .1 Program instructions
124.2 Program instructions
126 Third secret key
128 Third public key
130 Processor
130 Processor
130" Processor
132 Program instructions
132’ Program instructions
132" Program instructions
134 Subsystem

136 Subsystemn



Storage of the identifier in a blocking list (138.i) of the computer system. 7.Method according to Claim
6, wherein for computing the identifier by the first 24 subsystem, a fourth public key is generated from
the third secret key and the first public key, and the fourth public key is transmitted from the first
subsystem to the second subsystem which is associated with the computer system in question, so that
the second subsystem generates the identifier from the fourth public key and the second secret key
which is associated with the computer system in question. 8.Method according to Claim 7, wherein as
the result of a blocking command, the first subsystem generates the fourth public key and then
transmits the fourth public key to all of the second subsystems, wherein the second subsystems then
determine the identifier for each possible pair and transmit same to the computer systems, so that in
each of the computer systems the identifier whictC@ngifies the pair containing the computer system in
guestion and the cryptographic device is stored in the respective blocking list. Method according to
one of the preceding claims, wherein the cryptographic device is a value document or security
document,.in pakietiad afohigeasdatify Gommdetifprodgamigeatfiihgnapgraculaviedigitalhstorsge
gl‘;‘:r']‘;m' having exeeHARISNSYREIRARARE GANHRY 206 SHINABRAIEIPLIRERS pf the Precgding
wherein the cryptographic device has a first secret key (102), wherein a second
secret key {118.i) is associated with the computer system, wherein a blocking
system (120) for accessing the second secret key of the computer system is
provided, wherein the blocking system has a third secret key (126), and wherein

the foliowing steps are carried out for generating the identifier:

- Generating a second pubiic key (116.i) from the second secret key and a
third public key (128) associated with the third secret key by means of the
biocking system,

- Transmitting the second pubiic key (116.i) to the computer system (i), and

- Generating the identifier from the first secret key and the second pubiic

key, using the cryptographic device.

2. Method according to Claim 1, wherein the identifier is transmitted from the

cryptographic device to the computer system.

3. Method according to Claim 1 or 2, wherein the blocking system has first
subsystems (134) and second subsystems (136), wherein only the first
subsysiem has access to the third secret key, and only the second subsystem
has access to the second secret key, wherein the second subsystem is provided
for generating the second public key from the second secret key and the third
public key.

4. Method according to Claim 3, wherein the computer system is included in a set of



11. Blocking system for blocking the use of a cryptographic device (100) with regard to a set of
computer systems (1, 2, ...I), wherein the cryptographic device has a first secret key (102), wherein
one blocking list and one second secret key (118.i) are associated with each of the computer systems,
having: means (130, 132) for generating a second public key (116.i) for each of the second secret
keys from the second secret key in question and a third public key (128), wherein the third public key
is included in a third secret 25 key (126) to which thg blocking system has access, wherein an
identifier is determinable by each of the second public keys and the first secret key of the
cryptographic device, and identifies the pair comprising the cryptographic device and the computer
system which is associated with the second public key in question, means (130, 132) for receiving a

blocking commapgmpirensytamsl 3Rk anarsaAralne Bkidg ikestonsaa pRidiIR e hé esedhg first
public key of the cr%%t% ra hiﬁ device, the second secret keys, and the third secret key, wherein the

first public key isH R inaits Rerein@ P UPERt RHBR GPAPHLSYRIE 6 BERRAGSH N ame

forms an asymmesibabtnyietegsanitcsutysyatisms)aanereid OoAS Aetariisassonitingyhie igstigisdo the
computer system“%th each of the computer systems, wherein each of the second subsystems is
able to access the second secret keys which are associated with the subset of
the computer systems of this second subsystem, wherein, for each pair which
may be formed from the cryptographic device and one of the computer systems,
an identifier is defined by the first secret key and the second public key of the

computer system in question.

5. Method according o one of the preceding claims, wherein the first and second
subsystems of the blocking system are linked to one another via a public network
(114).

6. Method for blocking a cryptographic device, wherein an identifier corresponding
to a method according to one of the preceding claims is associated with the pair
comprising the cryptographic device and a computer system (i), by means of

which the pair is identifiable, having the following steps:

- Computation of the identifier by the blocking system (120), based on a first
public key, the second secret key, and the third secret key, wherein the
first public key is included in the first secret key of the cryptographic
device, and together with same forms an asymmetrical cryptographic key
pair,

- Transmission of the identifier to the computer system, and

- Storage of the identifier in a blocking list (138.i) of the computer system.

7. Method according to Claim 8, wherein for computing the identifier by the first



in question for storage in the respective blocking lists (138.i) thereof. 12. Blocking system according to
Claim 11, wherein the blocking system has first subsystems (134) and second subsystems (136),
wherein only the first subsystem has access to the third secret key, and only the second subsystem
has access to the second secret key, wherein the second subsystem is provided for generating the
second public key from the second secret key and the third public key. 13. Blocking system according
to Claim 12, wherein the first subsystem contains thegmeans (130', 132') for receiving the blocking
command, wherein the blocking command contains identification data for identifying the cryptographic
device, and wherein the first subsystem is designed to access a database (106) with the aid of the
identification data in order to read the first public key of the identifier 26 from the database.

élél-Ckomputer sy§\tﬁﬁs,lybaaﬂrlngs(.]I m&ﬂhspﬁl@??; KA fgéﬂ@ﬁﬁb@ﬁ@rsﬂ@ndrets@ﬁémeﬂd@kh&@m&
ocking system according to one of C 11 thro 13,, mea 22.1

ransmiting the BURR A BIESES (9O FEUioHe? SRRSRITEA ARG LrAhRUBRY Ao the
cryptographic dgdcer(d%bsm@n&&ﬂ:%ls B4 dgidvsdacitiving ti‘t&rldetﬁtf@jsftemha pa#stismeah from
the cryptographlt gte %8esgcr:]gntc@ N syepetrenr Sgﬁtgrrgfe%qﬂe identifier from the fourth public key and

the second secret key which is associated with the computer system in question.

8. Method according to Claim 7, wherein as the result of a blocking command, the
first subsystem generates the fourth public key and then transmits the fourth
public key to all of the second subsystems, wherein the second subsystems then
determine the identifier for each possible pair and transmit same to the computer
systems, so that in each of the computer systems the identifier which identifies
the pair containing the computer system in question and the cryptographic device

is stored in the respective blocking list.

9. Method according to one of the preceding claims, wherein the cryptographic

device is a value document or security document, in particular a chip card.

10.  Computer program product, in paricular a digital storage medium, having
executable instructions for carrying out a method according to one of the
preceding claims.

11.  Blocking system for blocking the use of a cryptographic device (100) with regard
to a set of computer systems (1, 2, ..., i, ...I}, wherein the cryptographic device
has a first secret key (102), wherein one blocking list and one second secret key

{118.i) are associated with each of the computer systems, having:

— means (130, 132) for generating a second public key (116.i) for each of
the second secret keys from the second secret key in question and a third
public key (128), wherein the third public key is included in a third secret



means (122.1, 124.1) for comparing the identifier to a blocking list (138.1), wherein identifiers received
from the blocking system as the result of the blocking command are stored in the blocking list.

25

key (126) to which the blocking system has access, wherein an identifier is
determinable by each of the second public keys and the first secret key of
the crypiographic device, and identifies the pair comprising the
cryptographic device and the computer system which is associated with
the second pubiic key in guestion,

- means (130, 132) for receiving a blocking command,

- means (130, 132) for generating the identifier for each of the pairs from
the first public key of the cryptographic device, the second secret keys,
and the third secret key, wherein the first public key is included in the first
secret key of the cryptographic device, and together with same forms an
asymmetrical cryptographic key, and

- means (130, 132) for transmitting the identifiers to the computer systems
in question for sterage in the respective blocking lists (138.i) thereof.

12.  Blocking system according to Claim 11, wherein the blocking system has first
subsystems (134) and second subsystems (136), wherein only the first
subsystem has access o the third secret key, and only the second subsystem
has access to the second secret key, wherein the second subsystem is provided
for generating the second public key from the second secret key and the third
public key.

13.  Blocking system according to Claim 12, wherein the first subsystem contains the
means (130', 132') for receiving the blocking command, wherein the blocking
command contains identification data for identifying the cryptographic device,
and wherein the first subsystem is designed to access a database (108} with the

aid of the identification data in order to read the first public key of the identifier



14.

26

from the database.

Computer system having

- means (122.i, 124.i) for receiving a second public key (116.i) from a
blocking system (120) according to one of Claims 11 through 13,

- means (122.i, 124.1) for transmitiing the second public key to a user
computer system (112) which is linkable to the cryptographic device (100},

- means (122.i, 124.i) for receiving the identifier for the pair formed from the
cryptographic device and the computer system, and

- means (122.i, 124.i) for comparing the identifier to a blocking list {(138.1),
wherein identifiers received from the blocking system as the result of the
biocking command are stored in the blocking list.



