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A user submits, as an applicant, certification
information to a third-party certification
authority, the third-party certification authority
reviews and generates a certification statement
according to the certification information, and
the third-party certification authority generates
corresponding deposit information of the
certification statement according to the
certification statement, stores the deposit
information on a blockchain, attaches the
deposit information into the certification
statement, and returns a complete certification
statement including the deposit information to
the user
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An information requester requests for the
certification statement from the user, the user
informs of one of own accounts, decrypts the
own certification statement and then sends it

to the information requester in a secure
manner, and the information requester
queries in the blockchain, verifies the
validity of the certification statement and the
qualification of the third-party certification
authority, and completes user identity
certification after confirmation
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A user registers an account on a
blockchain

¥
The user submits, as an applicant,
certification information to a third-party
certification authority
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The third-party certification authority reviews the P R
certification information and generates a certification &
statement, and the third-party certification authority = Hewe"
signs the certification statement with a private key
¥ PN {6

The third-party certification authority returns the  §{ .
signed certification statement to the applicant, and
the applicant signs the certification statement with a
corresponding private key after confirming that
information in the certification statement is correct,
and returns the certification statement signed with
the private key corresponding to an account to the

The third-party certification authority generates
corresponding certification statement deposit
information according to the certification statement
signed by the applicant, stores the deposit
information on the blockchain, attaches the deposit
information into the certification statement, and
returns a complete certification statement including
the deposit information to the applicant, and the
third-party certification authority also stores a
complete certification statement including the
deposit information
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The applicant stores a complete
certification statement including the
deposit information
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Identity registration module

Identity certification module

FIG. 3
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